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ETSI EN 319 4111, Electronic Signatures and Infrastructures (ESI); Policy and
security requirements for Trust Service Providers issuing certificates; Part 1: General
requirements

ETSI EN 319 412, Electronic Signatures and Infrastructures (E&Ipjicy and
security requirements for Trust Service Providers issuing certificates; Part2:
Requirements for Trust Service Providers issuing EU qualified certificates

ETSI EN 319 421Electronic Signatures and Infrastructures (EBbYlicy and security
requirements for Trust Service Providers issuing T8temps

ETSI TS 119 495Electronic Signatures and Infrastructures (ESrtor Specific
RequirementsCertificate Profiles and TSP Policy RequiremdatsOpen Banking

FIPS 1402, Federal Information Processing Standards PublicatioBecurity
Requirements For Cryptographic Modules, Information Technology Laboratory,
National Institute of Standards and Technology, May 25, 2001.

FIPS 1403, Federal Information Processing Standards Publicatio®ecurity
Requirements For Cryptographic Modules, Information Technology Laboratory,
National Institute of Standards and Technology, March 22, 2019.

FIPS 1865, Federal Information Processing Standards Publicatizigital Signature
Standard (DSS), Information Technology Laboratory, National Institute of Standards
and Technologyi-ebruary2023

ISO 211882018 Public key infrastructure for financial servigeBractices and policy
framework.

Network and Certificate System Security Requirem¥etsjon 1.7,available at
https://cabforum.org/wygontent/uploads/CMArowserForumNetwork-Security
Guidelinesvl.7.pdf

NIST SP 80889, Recommendation for Obtaining Assurances for Digital Signature
Applications, https://csrc.nist.gov/publications/nistpubs/SEW SR80
89 _November2006.pdf

RFC2119, Request for Comments: 2119, Key words for use in RFCs to Indicate
Requirement LevelsS.Bradner, March 1997.

RFC3492, Request for Comments: 3492, Punycode: A Bootstring encoding of Unicode
for Internationalized Domain Names in Applications (IDNA). A. Costello. March 2003.

RFC3647, Request for Comments: 3647, Internet X.509 Public Key Infrastructure:
Certificate Policy and Certification Practices Framew&kChokhani, et al, November
2003.

RFC3912, Request for Comments: 3912, WHOIS Protocol Specification, Daigle,
September 2004.

RFC3986, Request for Comments: 3986, Uniform Resource Identifier (URI): Generic
Syntax. T. Bernerkee, et alJanuary 2005.

RFC5019, Request for Comments: 5019, The Lightweight Online Certificate Status
Protocol (OCSP) Profile for Higitolume Environments, A. Deacon, et al, September
2007.

RFC5280, Request for Comments: 5280, Internet X.509 Public Key Infrastructure:
Certificate and Certificate Revocation List (CRL) ProfileCooper et alMay 2008.
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RFC5890, Request for Comments: 5890, Internationalized Domain Names for
Applications (IDNA): Definitions and Document Framework. J. Klensin. August 2010.

RFC5952, Request for Comments: 5952, A Recommendation for IPv6 Address Text
Representation. S. Kawamura, etAalgust 2010.

RFC 6818, Updates to the Internet X.509 Public Key Infrastructure Certificate and
Certificate Revocation List (CRL) Profile, P. Yee. January 2013.

RFC6960, Request for Comments: 6960, X.509 Internet Public Key Infrastructure
Online Certificate Status ProtocoDCSP.S. Santessorgt al.June 2013.

RFC6962, Request for Comments: 6962, Certificate TransparBndyaurie, et al
June 2013.

RFC7231, Request For Comments: 7231, Hypertext Transfer Protocol (HTTP/1.1):
Semantics and Content, R. Fieldiegal June 2014,

RFC7482, Request for Comments: 7482, Registration Data Access Protocol (RDAP)
Query FormatA. Newton, et alMarch 2015.

RFC7538, Request For Comments: 7538, The Hypertext Transfer Protocol Status Code
308 (Permanent Redirec) Reschke. April 2015.

RFC 8398, Request for Comments: 8398, Internationalized Email Addresses in X.509
Certificates, MAY 2018. A. Melnikov, et al. May 2018.

RFC8499, Request for Comments: 8499, DNS Terminol®ghoffman, et aldanuary
2019.

RFC8659, Request for Comments: 8659, DNS Certification Authority Authorization
(CAA) Resource RecordP. Hallam-Baker,et al. November 2019.

RFC8738, Request for Comments: 8738, Automated Certificate Management
Environment (ACME) IP Identifier Validation Extension. R.B.Shoemaker, Ed.
February 2020.

RFC8954, Request for Comments: 8954, Online Certificate Status Protocol (OCSP)
Nonce Extension. M. Sahni, Ed. November 2020.

RFC 8499, Request for Comments: 8499, DNS Terminology. P. Hoffman, et al. January
2019.

RFC 9495, Request for Comments: 9495, Certification Authority Authorization (CAA)
Processing for Email Addresses, C. Bonnell, October.2023

RFC9598, Request for Comments: 9598, Internationalized Email Addresses in X.509
Certificates, MAY 2018. A. Melnikov, et al. May 2024.

X.509, Recommendation ITT X.509 Q&2005) | ISO/IEC 95948:2005 (E),
Information technology Open Systems Interconnectidormhe Directory: Publigkey
and attribute certificate frameworks.

Z U o d¢20U 203

o
qd

U

5
4

A



3 cleee mdeasglasg Tal G i S aq399L3HNWMUQSquL3 U

V) 9 A
"easUsoe HeﬁUe’eBdaqg U e dWe.tB pgaddd ( Oailicid

i
2 pdeacgloscgd@adeidlUey) s U

21 )]  ddey sU
¢ 3 PARICAU 5 Udyslileee h B GEBEHg @y tGdesliosUi 83UUs

"saslUssed, "s0Ues 6sdqUsay¥ ] 6L 3 ol Us @6ad
ﬁgsu;esqulmUu{guaﬁtmﬁ/mmhladcaqr TUOY "~ Ujya UxGd e
3 U 'g"?‘;GegsesanlUleﬁlequs;sman ovdU UstesveUld
bollUs ecadqltdd/)jyee TUUUcL 3 s0dd "e6g GgeeUUyc
22 pdeclose sadid “~odyelieyst s Udd Jjce
¢3qo]'l—|ARICAusUd9yLULUee¢JL Ll a cigs Udeyetyajsx o UtsalUiagg A
Uidecdiallide (i Us YdladU99 6t 3 dHE&YaS, ¢ dbliedlae Us q
Y/ pepbs YoalU oaUae U3 U GGddsxzYch8 sdd Gald Y @ dyi

aUs UGgsUMIW.adydd

quFHARICACJaUCJaCJG halUd Ueg’ U 3 03 UoU0rs e - otisgls Uldh 33
sUdUG8sgUagltilUc dUdg ey’

(=&Y

dalUsUjesosdmglolildeatddyghidd 3 slieeed qdeeld

g
T o U o HARKCA U a $ttp=/repaharicaqr.

Bty eedqdUgUyd sceosliegodlizodii@pedssumstls codl
e 6} e3ilBe) dqlosece UdalseifsacgddUU stiUsgwlUvnsa 205U
aUs Us g} diesehdlydiiUelede s o Uteps//iedisdehdrieadn: d g 3 0 d

Root CA Status URL
092 8 g | g https//haricarootca015valid-ev.haricagr
. | 3 Ua a d https//haricarootca015revoked
Harica Root CA 2015 ev.haricagr
s d 9 & y 3| https//haricarootca015expiredev.haricagr
O92 8 g} @ https//haricaeccrootc015valid-
ev.haricagr
: | 3 Ua o d https//haricaeccrootc2015revoked
Harica ECC Root CA 201 ev.haricagr
s d 9 ¢ y 3| https//haricaeccroot@015expired
_ ev.haricagr
. 092 8 g} g https//tls-rsavalid-ev.root2021haricagr
Harica TL?OFSEA Root CA | 3 Ua a d https//tls-rsarevokedev.roo2021haricagr
s d 0 € y 3| https//tis-rsaexpiredev.root2021 haricagr
. O92 a g} @ https//tls-eccvalid-ev.roo2021haricagr
Harica TL§0|§C1:C Root C | 3 Ua & d https//tls-ecerevokedev.root2021haricagr
s d 0 ¢ y 3| https//tls-eccexpiredev.root2021 haricagr

"eadidd

y
23 Fge3shUqUU ude G
q GUc 89dBaBy BogoFie Uy « 3 0L

¢ salGUU j3syvyeadd

Z U o 43U 203


https://repo.harica.gr/
https://repo.harica.gr/
https://testsites.harica.gr/

3 clsee mdeesliasg TaUsilsagi aad39al 3-HARIDAL de Uyat 3 oaUs A
"YeaooslUsoe YoslUs sbfédyu U e dWe.tB pgidd ( Oalicild 4

2.4(3 Uoecaed G Baish Usicethtlldijea 6 g
¢ “yhabUGq ljlgUJGBJUJJCt:;ECBdgg U0y oycUs UU "90GUe 89
Us tie dUs MWGLB&ELQU@W@&OUUQ PsUe®bdglldgd oasUUL
Ua G 09y ”af] Ujysde e " Gdlg) ~“gberomdifllae cs a U |
Usidvyols EUEUle Uas g uv9UaL°Jv;gsexsyesua@eyg;aasfg&:ﬂmugsg’ewc{s@
e  RUU Uas3Us “~sodUsfh 30U U s0GU03UGU0Ua saaaUU 50
K3lyecUUUs 30 U 9b¥YeaUUUB&U Uy they b cdifo didld 3
"3 e0000GUegdy GUsd U Ujyoav¥zdaddé&as YUsd)Wdbdp Ul 3
3 )3Uo031 ) dilggUsUsadud

31 BsgeUUsa82aU
311 ¢i "85 83c6eYUrs

¢ U esthl’JU”’Gg udJ;c{c{ausyseeuasineiLBeengbleaei Uz Uy U1
Uds aYldd Usg "~s0Ue 65dU9diigusls0Wa3ee UGUe
cpsUaUa;ssysU BasheUUU.

3123 66y y¥yid UU e3helUUU 30U yeeg3 GgoaUsa
g¢U e3heUUU @ ‘ 4sa~Ust333UU9 Gou sdUs " @c¢

g U U
3 U ugt‘]GCJUngsépﬁl o8 g6 Us etgxat;dq@ Ahdls(ke
s

o UssU " digeveos Uli osdie YDNI o U dlislvU Cjg.iy BB dUBy o UL 0 U.
f]’ngorhmDnName(CN)e e’veseUE’GUU Ye~e~e VCIUGSGLOJOG d L
y3U Uosle) es&deU:gc&p:BUﬁlygl‘jgsw; GUeYotsereU 8  eosasle’ e
U’qgusvmﬂig”l-y@Ru CA dU vang{uss(s:BULrssanfg] U3U:)31r;9l°1
y3 U G’L"Uq;seﬁLtJ@BUeg }J coalxdld ysjegli isegdadoahel) h ¢
y3db GUs 69odUsah

313 g3 UUARUQUU yolicddd Usiszgerys “~s0Us @5

eU yUguL3ageU
dbo " Uy3e2pUlGae

Uobléigg ¥Ry &i  +¥3
l‘]gsL"JUs U3Ya~eoU¢esLh3LBds3U aUU
sUyaaU

g0 e3heUUU Ggs3O0¥Y
UUs Giely3sU eU Uesgd

G
Fgsl)eedlUe "eg UGg
83c6¢ YRAUDYojaseedylpB )

i Up UaUd DG Us o Ky ed3UaU
CN or common name (OI2.5.4.3) || 3 g YyeUs Ug Uh
"s0Us 6efgeb§HP/TLS, d U
"0y oy 6QDNe y apd Wi AR 34l
UasUs e€sU U Usgd
a0ds U " wubjectAiingme U a
"ol Us 89dUsosoaaeitlUs i
U UsedUglidd diiedtg Cef
"s0Ues 65qUsay¥Y 3 @602
"0t Uy sy 6dl=sd tJg Ue 3
Usg 3 eaUseysag

™=
Co
@
o
&
e
>
w



3} eleee pdeclacg
HUeasUsoe

o Ueg "

TaUsilo
WQMQ U

G i ( aq399L3HNWMUQSquL3
&8 & W40k g lidd

~N O
CcOo

WO W OO

[ R o> B Y 0]

=

D> QO Co

b USIMIMES g dJG fp YU
'U;syGUS Useyd
. 4. 2.2 S/NE. 8l do

edlLS aUs -SMIKE
"o dUyoHyY, Us

"gsolladae oV
d J L 308 ¢
’ g

“aealiUG vy
Ji" a @

q) — ™ Co
EOCOC§O’)

& Ce® CO ®

0 ¢ aUi

(o]

M Ce E
(@]
cC
w
8

G or givenName (01D2.5.4.42

&
P EL 2 @@
o w

SNor surname (O1D2.5.4.9

QR W w

ala|lc=

E or emailAddress

(0]
&.lolo

streetAddress(OID: 2.5.4.9)

—— | ——

postalCode(OID: 2.5.4.17)

C«

S Ch C(|Cc¢

™ Co| 80| @

o a8 |
QD.Q-@-

L or Locality (OID: 2.5.4.7)

CCe+ 1 Q

ST for State or Province Nam@®ID:

2.5.4.8)

()

68

(UJ‘O C((D QO | Co|Co

W«

C or Country OID: 2.5.4.6

[t +

O or Organizatio{OID: 2.5.4.10

CCCO SRS SISO WS SBR[ ® D CS CeR © S

cCQ

CHHI2m 9|0 @ |C|C
%mgmggmw@m

|~ |-
QlCQ o 2|0 o
C«

O | e

Tl |«

8 @809

(<H)

(o

OU or OrganizationalUnit

N COQJ&

o Cw (e NG
o
@

nH o ®
(DC*_{@

c& B @

serialNumber (OID: 2.5.4.5)

<IN (@
P ¥ R|IC@® O

Cd W+ Q&I
O ™M CC«

B

C((EO
Cien w Cj C"t!%

o |8

w 2

o (. Clo o ® o
2 |&
° X

© %

Organizationldentifier
2.5.4.97)

(OID:

UsUo3 ¥y 9

Business Categor(OID: 2.5.4.15)

zZhsaea
QEVCP-w-p s d 2

dU U} sycUs
"Private  Organizatiof,

oald WU e sHY OPvg
a.g UGV Ud
@zaddd U0 ¢
"Government

o

Z U o 450U 203

(Oatlicl

o
qd

U

9
4

A



3 cleee mdeasglasg Tal G i S aq399L3HNWMUQSquL3 U

V) 9 A
"easUsoe HeﬁUe’eBdaqg U e dWe.tB pgaddd ( Oailicid

5
4

Entity", "Business Entity" eNon"|
CommercialEntity’ Us Y a6 o U

3’39U053~Ld[qc130 Usd .
A3 ) 0¢.01104.1.12 41130 4.1.14 |
Ursid st B3 B¥0Usac ¥(
jurisdictionCountryName (OID: |z 36 owdld UU & sHYOPw

1.3.6.1.4.1.311.60.2.1.3) QEVCP-w-p s d 2 a)UgvU EONDAII o
jurisdictionStateOrProvinceName | d U~ U; syGedspalaeya U d
(OID: 1.3.6.1.4.1.311.60.22). u 6 UUasae3UUs U e[ 9 Weao
jurisdiction Locality Name (OID: (<) GoaUsz Uy oUae Ud
1.3.6.1.4.1.311.60.21). B} o Usoslceai T 0 Ug ey

UgUsi Usg Uy Us Widhd
Uy YoT7.1uPRaU¥3 Biudool

3141 ¢ UadaYiUs  ceaWskmarla Uy e3sayd g'eo;Ut’jyg’
¢U Hque’eéﬂq{ldzaia’tymegJ e c[deaaLUJa;eesaays:ylgg g 69}

Uauaum&JUUﬂsaY "1 ha¥ U aLﬂsUesubjeb;ll\&stsngsegs
Yo Us  eWaglevddli WedfflaaeagdU cUj UalUdy st Usay:

1 "commorName

f "givenName"s Wed"surname"

1 "countryNamé'

3142 ¢ UadaY Us ~ coall acpavU ol j s(Boscatly (g

¢U "YosaUs" B}pqwsay‘s ng’Ued aALbeeUJ;ae;seseangJg’u Gy Uoad
uUsgeesay } hay U e@bsubjeupm&lldang&eetgt:ke'eequ
UsgoayYddi UefaegdU cUj UalUdy saUsay:

"commorName"

"organizatiotName'

"countryName'

"organizationldentifier"

Ug
9 8

= =4 =4 -9

3143 st Us 695dqUosmy Ul giSwTLE
g0 "o Ued sl dEopbrisilii ¢ (v 3z ¢ Us ®eBPs gue ~ U

5 3
’U;syUeg&YesuLlF@DN eye:sdJLdpsU+ng>,uudUc{3 U yaUUUG(
subjectAltName . ga " chommonNaniéasUs " Weldary Glls sy a” Uxid
g'Y}GUS, ’ Wss gsoly o"o Qe Uity taoids WiRS geagli dJa 3 Us
eslU U f Usg’ Use ¥dy o BujécthtiNdmec s g3 0 Ud 3

U
v

¢U ’sﬁUGOQBQ(ﬁ&EﬂScﬁisuxso eU AVGRU " 8 2pibd@UU
e 0 00 ~ 0y U vy v0 &) jUsiiea WedbOmmbjectPll Us g Yo G Us 8adUs o
UsgayYeoallUess UU UsfaesgdU Uy UsaUdysaUsay

1 "organizatiomName

1 "countryNamé'

f "localityName' e/ o 'StateOrProvinddame'

°¢ "~ Uy afgivénNameesurnameé” j e bay  UUUs 02090 30 o Uai
gyell "¥3 "6g y¥y6e6g3 ehs3e esU Usee (GUe Ahs

Z U o da60U 203



3 clsee mdeesliasg TaUsilsagi aad39al 3-HARIDAL de Uyat 3 oaUs A
"UeasUsse YslUes ecddagdyu U e bWaHop wdgtidd (Oealiclid 4

gU " 90U 69dSBSliibalysyedld ONCRwEQNEBR Us a e
w-gentii ervraU U Ell'j83EN’319h4[DlQ,’U@ ’;haﬁeUUe U Us U
oY 898 ?eg90f Yyhlx o, } ysubjéa DN3Wle g” Uy s & U
"UolGUs 69dqUsosaai Uega»Yeque3 UU UshaesgdU Uy

1 “organizatiomName

1 "countryName

f "localityName e / &'dtageOrProvinddame'

T Aorganizationldentifiero

aUs "3y Us 3U ’O;SQCISIaIEMGmﬁBigs W GETEIEN B U G

319412159&Ue’esQSL@aU‘@p@Banklng ;Jy Us 30 " Uysaleh
U UsaUYaUsd &TSETE110E5e U Ug

¢ U ’9003’39Q$B$/§L$ui08@¥33l])ea§la QNECBRwW G icsaib W e

eU Us E]’SI1]EN931934112U3 } haUsUUs 3U Usalasedei 3 0
Uy har e, yy Us 3sUbJect[DJ\l,tUaaegUaHEB’Y03UcBgaesuiUUeseei Ue
UU UshaesgdU cUjUaldyosllUsay:

f "givenNamé a Wes"surnamé ( Us Uae ugousevf] ’O;F]ﬁ?’e ycUs

haeeU, U sUpy 0OUUs 30 UsGUcdUa ehae Us ¥s3
1 "countryNamé'

f "localityName' e / d'dibseOrProvinddame'

aUs "3y Us 30 U, o @CStateiendigs ( W BETEIENy B&I UG d
319 4121.
gWBotiUce e8o5dUsoiixdikadSle U/ WeAdSd o@h By s ¥eg
30 "UjsalUebyscegs UesgavYeslUss UlsdbetdNyasgdU ¢
Usdp G UB 689 dUosaagi:

1 “organizatiomName
1 "countryName'
f "localityName e / &'dtageOrProvinddame'
1 fserialNumbed
1 nAbusinessCategooy
f flurisdicti owalda utrriyshamed onStwetlesOr Provi r
AjurisdictionLocalityNameo.
g0 YolilUes e8odUseay 050 SSL EVCRaBEV@wir3 U gU
&is(jxsUETSlQNa’igs4111903ag4112 UsaUhd U h UU ~0y0° X
yjy Us 30U ’U;sa»UabYsegs UsgayYeoaliUess UU Usl
" UtsabjectDNUe g “~stGUes 8s5dUsaai:
A

Al organlzatlonldentlfler(‘g B B
aUs dU "Uysycegs Uds U yalUUGd "~saUe 85dqUsa.

ETSIEN 319 4121.

gWo0tUs 6odUosay¥Y o0sU U%iﬁ.aﬁ@@@%-pﬁd%sz@,o e U
l-ps, UaURd U/ OV Py U¥@ o o Welitn¥iz s g3 Us gaY
UshodldUeyprBoaUdy) g WUsnkaieetDlUBeg ~ s Us 8sdUsasai
1T Aorganizationldentifiero

Z Ua 4700 203



3 cleee mdeasglasg Tal G i S aq399L3HNWMUQSquL3

V)
"easUsoe HeﬁUe’eBdaqg U e dWe.HB pdgaddd ( Oalied

,Q_G)

sUs dU UfpoPégetUidPDEIIQYESBABment “~eg ~ Uy
Uea 93Uo3U{d4g’9GMBptheg@&ﬂiJFp@éggOajsiyast’ngsU eU U
"} f URTSI@S 119 495.

3144 YsGUs 89dUsay¥Y 3 6ojUlied TLlUsaU
¢UdquG'G}9C{3L:bE;€WﬁHgf]3U¥g’ G;GGOWCPCPOVQP&EB@SG”‘Q
UauauueﬁgJﬂleaau‘sspﬁubds UouUdanaebLUsb’s‘ubjechN vlfl Us
Usg Yol Udsegadbmaidlics UU UsfhasgdU Uy UaUdy sl

1 "commonName
1 “organizatiolName. A * U éjllﬁa]; Us Ud ) ediiUes)aWifgs ¢ 8 dlg
3 6o Usdiglimeyss (1, "gvenNamé¢ o Udgsurnameg, 0 Us
g’Guuq;wﬁhceanldlﬁmjwq‘ﬁq}dARtCAs'GgquJQUsse ssUa
Ues U usukrgectorganlzatlonNameﬂeld 290 30 Ueu; YyaUs Uea h
}J goUselwa dig@cUcs 6 6ae UasUs Ugyyyd 9370
f "countryName
gUbs 0 Us ~ cBY/@ @d)oaYo j Wiieosleitk Gya U U EMEB ~caslUs
U s Bys3s Uy U vYdod ~OUpsaUeb¥segs UsgeY¥Ycol!
U s ) plDd WBHW ) g WlicnxsyY siulbg ect DN Ueg HYsGUs”

serial Number o

businessCategoryo

AjurisdictionoCounfijrymMiasngégiocti onSt at eOr Pr c

AjurisdictionLocalityNameo,

 flocalityNameor fistateOrProvinceNande G i ¢ G ¢ s B3 f Urdli4.0
U¥BUdoBW 3

1 e 14

= =4 =

3145 Yo U ewadlilddee dUgtd Webglefy UqUUd

¢LB9UL’JG'.&BL¢UUL$€99?‘CIU9 G d web tlient) i yd W diitigetiz albUrs
3essq‘inuxu.;9aU8bYsegs UsgayYeoslGUecs UU Ushfhac
subjecDNUs g Yo 0Ues 8sdUseai

1 "commonNamég

i "organlzatlorINamé' A UO&wddy Usa U d} @@Gubwm tanf]uaLBss U

Usdy’ GeUs:zeyLl:lﬂisgpuqu]uY‘gwéhNaméaU"surnaméuU3

g’ e Uo[;L@ga;eya;ﬂJng@eoqususthvsaqu\R;CAe'e;UG 3 U
6J daoelbe GsutlIMcuganlzatlonNamesu 3 U Ueu;YuUs Us A

3 soUseysacg (g lgmalesi; o UoBERA) ¢cagl oes (
1 "countryName'

v
d

315z63Ut9sahUdJUU 63c6eyYUY¥s

g apo Usa Us ;sseeay@ B9 ‘K/d 0 HsEuguaGu 4Gesaqqubé¢sh 3
osaUYd&La)uejHU U3t Uas Us U”'sdgsc{Uh 3
sU; Uy cal e @FHARCAG adidqd U

316 poa UlisaUGalU U aaglidd tGsUlGeyt13 GeUUsaY
oaUs jJ haasd Urs Ue 639013 0devyYUrxs

Bs | 9s(giaiVgdatigyd o950 idoidegas dUss RiaUbUBLU
OoogtggseshUganle UBJaUc{sLUJ § o &b lseedllibd & Ud) U
3UgeUUsosed sdisallgzddbagodp ) éddyd ~U) asycUs Ul

Z U o 480U 203



3} etieee mdecliasg TaUs 6i Koaadsosal 3-HAROAULde Uyal 3 V] .

(V] aUs
"HeaosUsore UoslUc sUfédddioeoils tedwélbmglidd (Oalcild 4

(]
(]
4
(]
W

T CoCo® @

Ce
O T CoyC@

com o U+~ o+ c*+ o o
(C @ ®©

8 o
B e w

o B Q
&§w Ca ¢

&«
E:::
=

%m
8
]

S Qo C(ED

@O QO CoD @
—
o @
| &
Y= o
o £

O]
C
©

=<
(e
(&)
(&)

«Q
Fand

(CDC(
OB @ o

>

Y

@]

>
8
(@)
o
C\
Eo
& m
& o,

8 w
(XYY

—~
_I_IG)

<
CE® WP Q% Co0 Co

o=
‘\-{U‘C(

<8 o g8«
CoW ™~
g
(Q

29U “"9GUg @89

gv
sUGey 13 GaecUUsos
g

T bBags e e U

«C
Co
COQ"w (0]

[T
[ R O]
o &
cCao o ™

QCU@C("UJWC(
w

C® g o
C!G)q,

2] )Goae K’ UaedUgliq UUgURUQUUG

y GG g U—HRICABdaUs Ussdeley (& hlbese duu.geus
3 gl ;@ GGI3l9+U13933§£g U sWlidd@e LBLfbsqus
iUs Goevyiey U Uald ydlsUs
SSL/TLS, S/ Ml ME, 3 80 ;UUE
Jo o6 i y 6 Us ueUue;UUea‘?‘ U «a

ansge@fJayoeeg Uso @) Fptdd[;d@j)ed.&?umqus;s

o UU U (e ylBade dEXgndefValidation) o Ulbd 3 QeR.Us s e

G

TI4ARICA03~CJUYGULbea~eamlHQa~UuUee);ersu(ﬂuumiUaJld;U ¥ 00}
ee 68U0aUBbUmwil] HpFHARICAaG3UaddUi Us Uds
Jq U oUs Uds odliFitdldd U3 ¥aeglecd Ulds
aUUO0evd@&UWs390Uc copdUebeUs adlliss Us
o BBeagrVdaedglie c8PdloogvYdegddasl
iy sUJ tiddapdflicida Wg W @d BWE yad O U G 898

§ ¥ J sa Uy
v

(R

e

CCMe
C(é(@ ,Q._8
A, G e
CJLD
C
© C
C.-O-
Coc
C
o
X
gm
3 O
eE

!mq,
(0

3
&
Co

Q XN

w
N [l
e

el e N e WY I N > "G ™MW Ic T e

23 Y98
R T |

CcCcO o Co®
Q Coco &
cQ C:Q C(Ce

o @
G C
o e
CCcOo
Co o
Co
(e
cC
@
@
@

o

321¢3h " ead U hUuUssdd aUUcsced silsvrUsosci o
1 698 gbUbUb dWgURYdUG edeYy g cbsRUUEs Us
’U;syqqué] Cf’kd}ddduux(g Us UauUe9Geg¢&ﬁ3@uxsubueueLJa~07(saLLbsu
f Usg 9Ueiasu1uy4g03-_UL59 YIJaalssﬁ]ijs UsuﬁiJldapot;anpﬁaGblea
G’GdUUS UGtﬂUGUG+8&le¢e’eeedel1l9@35R Uy salUebysUs
g 692} BHeWade s e g abpedidsaxm Bl a .

13063493&’Y599Jl9;ﬂbasuylheu G&B@Um@‘f)Ua¢333UUqu8U 509 ¥
Koo Us ) sdlyaviddltonfs gy oaUd 3 e@pPlikidd EdifidoatiUd
GeUUsoe Klpapsgsebbilo Wds ¢ aUs U, Ul wdaim v sy (
aaUsliaY Udeoseg)ociAddBo)Beygdga Ugs VWGadsd
3 coj Ulbpdggltal UGgU@@U@S@&MW!@gj%wwGUdsy3G
160 90a6i Udd JT "8yg 'que'GSUGAqﬁ]qwe Us 9ic
¢ "UyeglaU Uscgloc Waddegy@eda YedxlgpedWa Us
U&ehc{’sﬁjéjUU’scegjﬁﬁJéJUfa:(fJanLbGLBeseY eyaU, RHUs Us

Z U o 490U 203



3 cleee mdeasglasg Tal G i S adaeet3HM&MuQquet3 U

V) 9 A
"easUsoe HeﬁUe’eBdaqg U e dWe.tB pgaddd ( Oailicid

5
4

ideoscg) oUalUUHKppiBor UxsGfd Uddd Beiils gsdildgse
99U “Udest UUQ§ gatpde U8y 6 0§ ') g djeshUo 3 1 (Perdodalf
IdentificationNumber- PIN).

¢ U Ualdad UgUe ¢mu@egu@m%$mmm@30ymooqs HAR
280Uy s Ulteshl jJUsehdfo e Ua 9 dd e ar 3 UG yudd du, u;bUaouoUe’ godU:
3’ ;gUaJleuseDdsé’JlUJs'e\éotat:bqgﬂjleuslévu U UgUyd Us
s UL GU0sd, d HARI CA dU UGUyefhav
996+ U(lo8e @i &waW@Jwaey@q
7.4 UdsU ’U;U@U}%@‘Jg GgtoaUgyd
A

C°Ga

'Da»edl]ﬂtgg‘i(&ihUo[UUg’ ) oUsslceai

UUcLystdd 3y Us) aladk olbs) miimasxtidd fUs
U Ueg e saeg Uy salpellns Uydied 0)UsUL 38 Gdld!
G’a’@’q@ssbeh(ﬂdué]wwslﬁ SUQCLPdieQCPIaqseQUSGE

28] huv ed Ldfng j;ngdJiesLiUU "UyyeUs haU U0UU
O;Yesasuts'u&Ug’ ae;Uq hsesU Usg ?e6eoo96i YY) aill
d U aldgU0BG@pystlalU ,pOUDEURddag Uiue
g’/?esei e WeasUUaUd/ Bhadd

o
Co

3 ?8e9af ';”F]mer'e 3y Us 3 U yUGSLUae*fLBeUgUg’g’ L'Je
esld zdU)osae ”AUUUSOJ L°J°aU U3 e 63 Ua 30 Uszegd
oUUy seayd AUUs )} UaUd.

Co XN

] T uu?,bys qua}@quH-lb GoUseU e3syddUbsesai f 7£U33u+33 XN
:XJ(ESUSUj‘QIHB)ngsuef] "84 ycUs U siddeUs ¢

gPos U e Wmlade VUG '} iRl G o B0 & 6 g

sl Ullisaeld U g G

o C: Q@ CcH

Co X O
,.S.( w O C

‘Dcw—w

N oW
H—H—JI>
42 3

@)

AY 3 @ss't}bﬁq}ﬂmﬁe;zayd;gae&peﬂﬁe’ sU0 U ' h Usd g s8cy Ul

byaUs UgUed Udd dBHYqO&PagddUHABBCAUs d Us U
6) dliosce e&ygtede dflhaUe gylesg Uz Us sliech oaUs
"0y UsUyy vy U UsedUgld Uxs UsUdeyvYUxs o9sU s
UsgaYeoaslGUes3 Ue atise U a Uue uUsUGlGYesldqd U
¢ U UsaedUglidq Udd UUg’Uf;Lyc{LfJLb@awegngea; oULbsg’sCDssdJiu
U UsedUglidd EV “~e8g "~ UysojyYiesUUs aUsd Bu
"ol Us 8oadqUsoesi EV.

¢ HARIJOA ~ 3y0" Wies UG G UaalUs HU3 Galgbesgee g od)
syjoUssliesi “e8g dU "UjsalUeby¥yszesalUUs GUs "YslU
U UsUetlUsd Ux¥a Blidost 3 EV aUs UUsys¥Ysegs ¢
aUs UUsedyst363UUs U Ud HARICA Gielry3U ¢



3 cleee mdeasglasg Tal G i S adaeet3HM&MuQquet3 U

V) 9 A
"easUsoe HeﬁUe’eBdaqg U e dWe.tB pgaddd ( Oailicid

9
4
¢ HARHOA ) yUollisn izl Yot Use
geal U’ h"lE’eag’vHBeyg)rganiz
"Non-Commercial Entity'ti i e G¥3 U ¢U Og
U¥s Bilidost 3 EV.

"8sdUsayY EV ehsae 0l
tion", "Government

a
d U3amiewdfag

¢ HARWKGA GO

29 U ”
G0ds Uzl (b
3221 ¢UgURUQUU

cadUg¢g 80 giieged) dlioseae 6o6i 3
D@ ¢ d B edgarRiGAch 's3xd Uy 90y YGUU!
h Uds3 0d Ueg “~sdUes 6sqUs

) 3UGubjectDNUs g Yot Uc )as @Bs8pbedemrae U e Ud ts Ui
Ushd ey duFBtiBadqdUi Us Uds UUgUhuq U0 ,aUs Udq
aUdoa gs f]Ue dJ g (i Udeg 3dl qiideIlsibdpgndligdp U el ¢ U

HARI CA U UaddUi Us Uds U0 Ul ¢ @ mqﬁaaeu¢suam;
UUOoscedjyoglgycellUbmcos s 88YdgYcoalUss y3U U f

f 207} UU9ade; Ulilids W9 ®aBsdiad addgs §aedidd
Us Uo3dUepgs gel 3 U
f 2z UyaUd bYOd uUueeysr¥s ~eg. U133~c{98hl.di;9Lu3UUUU9
bdoglliseysxvxs, h ¥vd eBax’UUUs GU(ds Ushuquu
T zd@ L"J'ou[beﬂsydowseﬂl’]fpsl—()\&lﬁwm U a We Ujvedty a
Us Us " j i GHARICA qug
T 03U () 203 UGa wUbUaxadd
¢ HARI CA ¢ © l']ao[ttﬁtﬁsubidgspsiUeU@,ga\ahYes Ud s
UUgUf]UdJLBLUGLIbJ 8 gl e Bdxuslgedy Udstl 3 ocllBp,saed
ieagld U Ugs s 0ai ,aeeaex@;dpewuwveugeeg’ ayveilUJ, Ge
GUceg Uee ddaefegosilbo) YieagUUgUhBJYEGdd
isU Uds yolUsld YoaslGUsdesdpwsls UBYdUY G RUOA
UshaasgdU:
1 ¢ceegdpgl@Wihd UUg UpleW B Ubagg Gi cldGysU U U
32 2 Uxys Budost 3 EV,
1 édiglgdg WefdUesi y80BGga¢q U) UGUdy ashUqUUg U(q
U Ggliooee UsUidgstd)32 @i xs3BugoUds EN3
T ¢UsUcgy) Vege) afllei 3Usad (U scUs);delUUsose U
Gi eldrvsU U 32d6 WKsHUBWAdost1 3 EV, oaUs
1T z9U K UadqdUgeysd zydeued A sesssyrsald e
636¢ U0 Vmo Gt/ @3 o Us 6sdUsoh, ABelrysU el
U¥s Bilidost 3 EV
Gosld sUUossosa¥ e3helUUU ejoUsslel s e OQUUG) UG
¥ GG Qg3 UsuxaUUY@HARﬁ043u§U8w30U3UUU9 el Usgd
Bidost 3 EV BUpY; UdeU op.
3.2.2.1.1Legal Entity Identifier

GoU ?eeoaY HMRIGAEY ‘6 sy ,0ad

(LED R vd wy¥cUs U @eiliedUa Globa LegdlEdtty ddendifirUUs U
Foundation(GLEIF), Us Ue ?eesaf Y} f affullyscornphordted o UU Y
(Corroboration Level =fFAUHARCACORRPBORBT EDS

3 U O gegalEhiitysldettifiet) s U

)
0
)

Z U o 6100 203



3 clesee mdeesliasg TaUs 6i Koaadsosal 3-HAROAULde Uyal 3 V] .

(V] aUs
"HeaosUsore UoslUc sUfédddioeoils tedwélbmglidd (Oalcild 4

LEle U Us ?sesef Yy hiv Subéctigg UpétipyaBfUsoadlc
U U sabUbUarld UUgURUqUUg B224dd ¢ﬂ”90;YuU
UsUseUUry as0UUs ¥d ys3U J hadU0Ue GUsscUas 0c
GdUes HYsdUs 6sdqUsah

3222 o Usay sUsobBN) /¢ allowesdge(aU / ARfaao

HHARICAuUs U sUpy Us Uds yoateld ~s08Ues @6sdUs
yoteid s0Ues 89qdUsoa.cd. opie WEdHGHdsddge
jebay UUUs lo@dar tgh U s s Us ~ g a dpiedws

U Uoey Ui UUUs. gredUWUUU jyUdne t3lls” W d 85080 Y3 0
“adjelieyald GUU ydiosUléddzo UBYdaidadiddadsdU ¢ |
U sbUbUa~va&@ dUadi@icUs j Uoe UUs dgcUphlle &s3&daU
y Ug i p fy elies/U 'U;yﬂlﬂlsuwd&g&hf}a Ude, "3y Us 30 g-
yo00o03 UG "6g 3UgUselldedznicts UfE e &¢guisys(kht 80 6

} hae

] 30 Subject DN Udg ydaleU e Udlsg dXipoobbell sldiidss d)
(DBA) e e slle "8 90 UHARKCAIWU,U JaddUi Us Us uUsal
j oUgic3 Ui o ¢ ¢ UngyedrieadlUlp g8 i aledy de Ud hiegd
1. 00093 0GU0 "e6g "~ UypycesaUUsTdb By 3 qusUeese&asuf]ru
"e8g y&UseUdldlyd Wil grmyggaed U UWed@o sd) sbd
UGJgaUGUSU
2. 28] 39  s0U0(d Hc{oe chuesy ¥ 3
3. K" 90c93kgml 380UU99g BethigtqUsU Ud tGsUcUa

_g 1 ¥¥d 0370 Bl A xsgevlsvs

4. O3 U 0090y UGe "~ ygb Ungrafieigl¥ Ud)Usy c@3” AU st Us o |
UUsedjeavtidd

5 03 bgs o UhaUddiysll 3 scessed viyedold, UpdatOd:
s UrUsosed aY@]lﬂlUJ@J@«B ue;edJalBeﬁe»meﬂe
UsUost ) o0dd eyUgiHaRaAsU g

isU Uds yoetueld YsltUs d8dUgmni 0@ EVadddli BARI C

iUy hgemse U Uesg JsUG+3UU, 3.0 i3e (lwy3sU Belily olbd 33 AE3WA.

i d Old j Ly Ud
g ¢ 8 8 U s subjectcauntryName d HARICA
Ud 61t ;Lg’ecngGpd)aayUUtslstsuugﬂey3U

i 3a U0y UsY 6t} U UaUUO -
-UdsU+dgsuq | P Ueg UseUgUee+ Uh eg, K o
990 Uds BaWlB dUVaaitU
-UdisUi dgs3figUslPs Uag
f B ccTLD Ue B3z aligelxp 6 g
T bgadyeieyald ~ g UsB) y&d&DGoe qUe ,j L J 8g ¢

bWaded eBaApeyblbesd j L} 6 g
Y ied 6} asUs alys d ;uesbkbﬂyweeuulﬂttﬂlbg’ 3
sehbbge@amogefy Uss | sUsi 3U

Z U o 6200 203



3 cleee mdeasglasg Tal G i S aq399L3HNWMUQSquL3

V)
"easUsoe HeﬁUe’eBdaqg U e dWe.HB pdgaddd ( Oalied

,Q_G)

g HARICAd )" s b UbUs 1 3Us HUs, o
aYdU Bae} vd Heupe;QF@ﬂN}yge

1. yUOU3 FQDNU U3 ~ U} e bldmesltﬁfa
B3 e UUas d Dgmain Latge), c(HARICAdU

G;qﬁeae’eelsuug UsgaYacsl

3 Uc13 yoauluasld Y

¢ c U

3 94c AWUBay UU
d #QONG Us U

S
¥e
U 3
U Ue

Ualss heUpglD B f Us d

2. yUUps EQDN ~ U} s 20U § ¥ 3 Ubsiaced Urd 3 g@%ugayuu”
B3 e UUg d Dgmaip lalte), d HARICA d U U” Uad FGONG Us Use
i eldyvysU U UWjen)oregigkOa e titfeabstiUs 8odUsa

.OnionDomainNames

Bagoody WeybUHUeygl Uog BQDBY ) g thelbalel” eoy (B U
sticimsgU Uo[3'eyaea§tcﬂawd;]e'el$uUé)é?‘Ld:Bg &Phsheeddd Usc
"Uye " ULtlUsd d U ebUbUaxvild ;}y Us 38 yaeUs 5
6y, asU0U0Us GUds, Uy 53, Ulle 4o2efidq Uesg “~sGUs
Uayoceg UUeaiheldeleUgidrmas), e hyed | sUL 3 'CJ;sa»l
zdUysee AUUsj; UaU Usg | 9lmizs g 2U0ild ¥Baati®s) st

] 80 3w e Ueearvreyse .Oglsafh Yy hUY @

isU U(ds yeueuq HsuUedmsqwjﬂewsBUoEQ/dJLMWulBIé\RﬂLO:sA
U03Us U:):)U:);Ussyseg’ eYUGGngle;ey[g;mhfn Uss yo
Name$ ’ dU " UysalUeb¥seaUUs GUes YslGUs 68sdUs:
32 7 0?3 Blidost 3 EV.

¢HARICAaUUUo;U‘ﬂuL£9ydeue Uayoeego'vldgevt‘ﬁ”,q’qﬁvsse'c
esesYUtda»yongUUs ¥vd 4e@gwqu;wgag@quwweoqg
anBasellneRequwementsUc[g’ 0i eCABBaruind e g Uas3Us GU slci
} Use UUx” orllo e
EQSUaﬁ*ﬁ:QDNs }y Us 30 o0U0Uo2) viGe3UUs GUU dYslGUa
¢y qisceea’ ldwm;summmequcm Q’g;utajeldtléllumatn(—:-”e auu
gotUs 89dUseay Uxa JGBadvediaNamest U ¢ Piiwae
permittedSubtreed Ud 3 U ‘Nginee & ahétmhints
32241 s UlisaUGaU s 86N vEe]de JUag d g
jgUe d eydeusd yctpdlssédgegdUalbés 00U dU
322420 * ¢ 0 UmnaileFax, SMSe¢ Uc g Ui } 3 sesoadee 6 d§ Wai a U

A UBv helUUed jL}@gg
jgUe d eydetiasad yeUs U eglg)dUa aUs 00U dU 6}

32243¢ da Ui W3 sow sddy @ Be he UUsd jL)a6g
jgUe d eydelusd yctpdlssédgegdUalbés 00U dU

3.22.44ma6 & d cEynailéd & Ulde BsheUUsd jtL ) og

K oabUbUarld HUs 6 UpRRON36 g ¢’ U deasU Fbdddgicldds |
Uszed:

Z U o 63U 203



3 cleee mdeasglasg Tal 8 i (a2d390l 3-HARIAL de UyatL 3 V] .

V) aUs
"easlUsae HeﬁUe’eBdaqg U e bWaHop wdgtidd (Oealiclid 4
1. U ' gt Bmatte) eaU © "~ UpstlGhUUy Ude UaUgdilestl Us
fiadmird , adnfinistratod , welfinastey , hosfimaster e fipostmastar ,o U 9
Ussaeggdei 3UUs oL@ef]UUaBleyqaq[Mg;eeegﬂ sufhUdadd
(Authorization Domain Name)
2. Us @éemaild &)} sey)c @ayc Ul ag s c e
3.oeyld sbUbdls whafitldils 6 saU ) diseea 6sUalUs

TYdeE’mails’GBL?GO’ebObUF@DI‘QsLThdJuecmg&anaefgleJJSleq 3 g
A3egloeuhdg 0 dd dqbiGoee 89U0allUBe GWsesUdypwW) sga
AzceglocdagUdrdB Usg yecUs U sbUbUsxydUa.

¢ ¢g6Udd zddmelen mail0 o YdU

¢ emaile " 63 UaU et UUaUa Us 3yeg Usay) Use, eU Udz:
Uy aUche U3 U oUB) Be YdiggaeUl.Udd

¢ ¢#96Ua00¢leeyymalgyy d 29950 eypedd a0 esU0 U sbUb
Ujyov3dy; Od U K Ud udesegyoal Udd

FdeUaytd@ Ud GUsRQDNy G g WsUocdUa sU Uds U
cydisee soL3UU0d UHARICA UE{B/\SAyl-_delﬂequc{cU 30 U
"gs G Us " @9 dUsRQ®N "ossgU WGaeagwhaﬂungQUthUeg §
fLyeg (QonMeF@Dl\Laskgely)eUs UaUoecdUa agvs Uas Us
UasUs aUUYeaoadad oBds ggvllvxs sj Wpoeg )} ' 0dadlgUy |
32245000 ) Bdge UUs dAhsjaguliesge UhUdidd

jgUe d eydeiusd yectpdlsséadgegdlalbds U dU

32246Fgeclrvrsdeysd J aaUoe 00U tGUsclL ) 6
jgUe d eydeslised yaeUs U'eug;dUo aUs U dU 63y

3.2.2.4.7) & o WAIBNS
A osbUbUavyld hHUs e UsDN36ycUE, digaUldIokdd 3

U o b UbUGogY §i d getioallyy ¢¢g9G8Ued|gldgj&es djyaeg GjUsyevdUUe d
"~ U UICINAME, TXTECAAUG[@\lSUJ VRVE

1. UsBisheUUsd j1 369 GKBEglhoesilihUdadd
2. Ueg&sggﬂﬂeg jLieg Kegg lyselehAdgidgyle U
BsheUUcd ¢g) ®@dlossyY e¢U Uess cUj UaUey U

(underscorg

i. 13 64 dloece 69UaUHAMRICAT & ¢e §£09w9¢¢sgseeuuuq g9
"8g Uas3Us e63Ulisesae osUl M;U@ubqsseu 8 sslfial U c
dgcUaBUEY 4y sfr0d § 140 d

ii BA * B' _-A _"Twih<s h’ tsh -t v-~oa g
CCYATE T LTt sh BT BAh g BT GWAT YR
o A L A % | MR I

Z U o 640U 203



3 cleee mdeasglasg Tal G i S adaeet3HM&MuQquet3 U

V) 9 A
"easUsoe HeﬁUe’eBdaqg U e dWe.tB pgaddd ( Oailicid

9
4
FHARICAd WG Uy e hsUs Uds K eobUbUaxvld Oetciddd U
Perspectlve | ssuance Corrobo322t9i om9gyy HU~¥d
dUvy) dd00m® bwgb @ swe ygmep Ug, ldeUe; yB "Wbs aselU eedJuzsbG?‘gBesUU

’a»o[;ewkxajleugb(gﬂo[a»Uue ggelUalU ¢goce © ¢Uoceysa | o
mooaUgUose B Usoe.

deUayltfh Ud 0GUsrODNyc g WaUoedUa sU Uds U
;qﬁsse’ee;lsL"JUg’ UKHARKCA UE{B/\SAyl-_delﬂequc{cU 30 U
st Us eeo[UeF@MN 96agU yYGaeagwhaﬂung@JthUeg

Ly 8g ( DomhdRADN algelyls Us UaUoecdUa oaUs UaszUs
a3Us aUUYeaoadad oBde ggvllvxs sj Wpeg )} ' 0dadlgUy |

2248ps Ui dga3ld tA
’stbﬂJLdasrdeyGUey;anﬂeléQDstlﬁ stthL'quat'i]l3

oy zalleUi dg\seldd s G Uy y iUUUs U MNSosl Uholbg elidyldd
e | ) JFODNligige G¥3 U €U U3225 Uy Yoy Ul e

TR W CTTCOM™

¢ HARU®@AI Uy eheUs Uds A obUbUarld Osusldd U
Perspective Issuance Corr ob 032219 o9 HU~rd
dU¥}) dd0c bW @®we ypocp Ug,d &g yB "Ubs ssel coalleshlrgs 6 3 UU
'e»o[;eue;aug’ challenge (tUdeaeUlte ¢ggelUaU ¢goce ¢
cpseUgUae B Usoae.

EdeUaprtg Ud GUesyoeUUBg osU WarQDNEolb gddhUdUY
cjeld UgUeddHARIGA AU &R AT o U UuUHa{@’Ue’esc{UseY
osYLBa?QDNs g yGegs eUUYao[:ﬂabelsLLBeggsﬁbJﬁwe;ng‘sGg
FQDNUeUthAIRJI@AoLtUosUUe’esqus 3Ucry atUe sUUs
Us UasAQDNEU Ud o6jeld Yeadd U sUy U’ thsdg’ £
’0;90;Y663009 GZJZi43¢ i dJy ¥Bq Pgiaeapk gUas Us
aUUYomalldsd yoUoceBd¥eo¥YPfgtidilUgeg 7z UaUs Uy,

32249peoscsUlUsafh YoliUs 6sdqUsah
jgUe d eydeiusd ycbpdlsséadgegdlalbds U dU

322410 TLSe U cjyetd ¢gecUalUd gosced
jgUe d eydeuasd kel lssédgegdUalbds

322411 B esUte 6gUU o62dad zydeilsed
jgUe d eydeousd iwhepllssédggdUalbds

322412 OaUoeced Ugadeh BAIUWEedh c GUag & g
A’ebUbUavuq hUs ¢l UrQDNesl ytalod ligleg ypd)ldces Ua:
d A’ leu;eegnge d eydeled a’G;UHAR?lClAUq;stuasse'e
aUs @6 FTUUUc v)jdUesdgeBstpgessWljeodgrUdd Be §eDUBYs vy d
ftyeg dvadd

] "h 15d tUsegUjaeg 2025:
T TU0Y Uc13 yoleld YsliUe esdUsels FEg
bUGasgUUUs GU "~ oadjeleyald A Ulded i

G

3 €
} B

@ C«

}
g

o - <

Z U o 650U 203



3 cleee mdeasglasg Tal V] .

UeaasUsoae YoalUs s0dS

G i a»aq3eeL3HAmOAUQSquL3

aUs
oUs wedWélsopaldd (Ostesld 4

n_(.D
QC(
'm_(.D
Q(

HTTPS sidUsdUaatilUg, UsUsyy UdqUU U K Ue Us
UsUhd Udd U sU; U helUsdd "~ Uyshtiseg U UsUec.
¢ OOy Ud eeyd "~ odjelieysts K Uled B3f]8UU'
y3eeU juLyeg, d CA:
o Us 6ydlsesee 895Ua Ue “~jrvrURhessaas WHOI S
aY¥3Us Uyt UdeU GUe3 WHOIS Usg dj UUdUe
Usd Uy U 6e y¥d GUss3 eUUYa»a»Qa»e WHOI S
o Us 6ydiosese 65Ua Us "3 vUhseaae Regist
UAKYAE 3U 63 duosese 6sUa Us bootstrap
UsUe atlUs oaUs 30U 3 rvUelGUs Uss uaraUf R
GLJGQ.
o PA? UYAABAE 30U bUGasUUUs GU 1) ~ady 6.
"eg UasUs "~ UaUshUU; Ud U¥rs 48 ¥j313, e
U fh Uess | ANA “8g UasUs "~ UaUshUU; U Ux
UsUGGUaas0OUUs d cjyeld UsdeU) reysrs o
FdeUarxadd Ud GUspODNy Gy WaeUoscdUa 95U Uds U
Gy dliosees 891 300d UHARKCA B AsAtd el sq 0 ddf, 30 U
godUe 695dUsROBN oesgl yYeesagls s UUYa(da( hoaoUd Usd
j L) eDgmafnLabe) BQ@ON g yeUs UsUocdUa sUs UaszUs
UasUs aUUYaadad 025U yaUoscse Uosooagy HUJUUJG Bsa.
3.2.2.4.13 Email G U &3 U (GDNS CAA
A obUbUavyld HUs e |FQDNe3l yallide e ¢dpysigeode ¢ Uc
gu;e3gau daUsa U} 8 3 sslbs auu_bf]gua,lseawu\gsqg 80Ug’ \

o

Cc
«
w
(e
L
c
L
«,

89 6J dUs.eef e@g@wwqeséwamwm Uuws,gve
# & U CamResourcRecordSetd B j UalUdid se e 89t 3 UUg
Uaofhyoadee UsUge UdRFCESH Udg A B0d00 ) YG UUUs

TY delailz BUBAAY U s bydDee a@monNsti Oticeya®dgURUs
Us Ui dgmailitja sylssBmail A~ UUGBRNS CAA osU $¥dBU jL)aeg
AzxeglocifhgdaggUUsb 8bde vrasmsBAAL GUUaUa GU
"sealU aeid "UjUse’ 0U(J Odethnnalle It]Jatm@CA@\s "Uy Uax
0da&dgUalUUs. 3U U sabUbUs¥c

(

xR

@

w C
3
&
€
>
>

09U Bavpll; «geglosaif U

¢ ¢9g6 Ukl PEkesel li o o eeméillg coamdtiE U 6y Ua 30 30300GU00e
Uoy) Use Ueg, Clgealpgelabygestilde Udbids ) 8 h
Us "~ UjsUchelUsce oUs a9 UellUvabge dltts Udelg ¢ pU
Uy UeysUs yooegyd 290 eypedd GU e9U0 U obUbUs
idesegloalU Udd

FdeUayad@ Ud GUsRQDNYy G By WasUoecdUa o250 Uds U
) dliosece 691 300d UMARIEA YdBAAtdclBa i dd, 30 U
HsﬁUe’estsF@MN’oeng yYGaeagLB aUUYad3(q vf]aflg’ Usd
j U} eDgmafnLabe) BQEON eg yeUs UsUocdUa sUs UaszUs
UasUs aUUYeaadad o205U yaUoece Uooagy HUJUUJG B3 a.
3.2.2.4.14 Email G U &3 U GDNSTXT

Z U o G6UU 203



3 cleee mdeasglasg Tal G i S adaeet3HM&MuQquet3 U

V) 9 A
"easUsoe HeﬁUe’eBdaqg U e dWe.tB pgaddd ( Oailicid

9
4
A ebUbUavld hHUs ¢ |FQONesl yelllbe g edpysldibodc e Ue
eU eesgel daUsUjessesi UUsglijeelUasg alUs s
U’ Y3Ududg’ "8 g G;dUese'eondl&J(tfeJegégJGUuUUgHaJae
y sEmailA” UMNgTXTosUB y3e6eU jut})eg  Aye i welyfpslddd

o

3 0 Ua d dJEHQDNI o
Y dethaile " 6y Ua 30U U’ 9bUbUFQBNIs U

T tebyo&gt)hUs ~ 6«
s Ui deagnaillldi 3 UBmaillke UGDNG TXT 0 s U AF¥edd@loscilihUdad Ue
BsfheUUecd dg Ja@gaUaUle diddgmailgseB A& G UUaUa GU
“"8aaU a6id ~ Uy Usae UU(J UuEmad/é LB]U&N@XTS " Uy Ua

99U BIrffelU Kepgdosciifgddas g dlilealoled B

¢ ggelUaU goce At’?entallﬁ:eemamwsee;erUSCbYadCUstUuUUa»
Uoay) Usas Usg, 0dge Gu;esﬁqu:ubemgewuug wqgeq e U
’;eh’QdQﬁq hUs hae Ue ’U;eUethU:sUeUYebLﬁaiUdJs ’
g ¢geUaU ¢goce 'U;UsysU? yo299})d 29U cyeld G
ey Ud U h Ud udesegyoalU Udd.

FdeUaydd Ud GUosRQDNyc g WsUoscdUa 2950 Uds U
cydisee sotL3UU0d UHQARIEA YeB Netd e U g 0 dd , 30U U
"go G Us " @9 dUsRQ®N "oesgl Weaeagwhaﬂumbeﬁa@omhsuugg .
ftyeg (QomLaGF@DI\Laal:gely)GUQ UaUoecdUa ayve Uas Us
UasUs aUUYaoadoad oBdle gvlvox cj Woeg j ' 0@aWgUy 4
322415 ¢doUlrvrssoee U sa693vy3al U Uds K Ul

jgUe d eydetiasad yeUs U eglg)dUa aUs 00U dU 6}

322416 ¢doUlrssoe UUex cdlxeduidg gUde
DNSTXT

A'stbngldeaqLBkoeUe;aaU:Ucaz@QDNsyuexaedeg&Ja;9
Uqa»UouQagagA Uled DN§EXTOUOS } B8Epdd U’ bl°J

¥

;GeUSSyseg 3 B3 &g UVoe )G d Wa uegTdea d BageY

ZYBAAXOU” ebUbUeq:&tUJe»GeGaaU ‘Kestesg 1oalgU tyl‘(’n@xs

Bsee YeUlrd'sy s h ™ MGG b UU B fi Wg & ikefogU (K 3 W Ge ¢
g Ubd
5

d
b

Uo[g’ UoDNSTXT 8 § U Ud&&eangsLBuhUduq f Bgea @ |
3U U sabpUbUsydUa aUs " Uy ycUUUAzsmsqgll s tifhalwh s
jtyeg BaeeyYUrs

¢ HARICAU U d U 3¢l B Wil daJmr dd Udd ew U
Yooe UjosdehoWdiodiUge&lgd e U)josdeh

U GS&USUUSGX&EEBGJG@IGK:}BQQ@U(BUU@YUYS

U “Uja  Uxydd "eg U UsUetUs UdaUlGyadUed, d
ud s ¢gGUau113¢slxaaeegeuLbseuhuqﬁg jl;gsgmvavabo.qeadMYs

¢ égcUalll) ¢gooteley UGUa G U oK ARI Cla BpadlU .3 U

£ ¢gcUpde ~ Uy UeysUs yooagyd o990 cjpedd aU e9
Uy s¥sUU (30) deyjy Ud U h Ud udesegyoalU Udd
FHARICAdWG Uy e hsUs Uda A obUbUaxvld Oetcidd U
Perspective I ssuance Corrobo322t9i omg9gy HU~xd

Z U o 6700 203



3 cleee mdeasglasg Tal G i S adaeet3HM&MuQquet3 U

V) 9 A
"easUsoe HeﬁUe’eBdaqg U e dWe.tB pgaddd ( Oailicid

9
4
dUxy) dd0ce bl Bewe ypop Ug,ddde yB "Ubs ssel coalleshlrgs ¢ 3 UU

" od) e (cajlengf(did > Ut e ¢gGV U doece e ¢gUoceysa | o
poaUgUse B Usase.

FdeUaytd@ Ud GUsRQDNy G g WsUocdUa sU Uds U
cydisee co1L3UU0d UHARICA UE{B/\SAyl-_delﬂequc{cU 30 U
"ds G Us " @9 dUsRQ®N "ossgU yYGaeagwhaﬂung@JthUeg §
fLyeg (QonMeF@Dl\Laskgely)eUs UaaUocdUa oaUs UaszUs
UasUs aUUYeaoadoad oBds ggvllvxs sj Wpoeg )} ' 0dadlgUy
322417 ¢doUlrvrssee U saesasszyvyszal GUe3s Ujsde
DNS CAA
/i(’eblprFg]laequBoDyeUe;saUdJ@@QDNsyuera»equg’est;9 e
UdaUlWUadd gk U ied DNS@AAU:M&»;BBQQQ U sbUbUsyUsoce
"16aUseyseg 3U U UaddUgdUa d .A¥eeieosdifhUdid
zHB/\AaI-_U°'sbebUetyaLUJs)GeeaaU Aaswsgueeuq;nglmijs
Bsge YeUlrd's) s h ™ MdBG b U0 Ba i Wi & @dhedU (K 3@ @e g
udd UoDNSCARe ¢ U UdAs&eag‘?ﬁdsLBuhUo[uq jlegegUB:thJ’UUv
3U U 9abpUbUsydUa oaUs " UyycUUUKAzmgli s tifhalwhids
jLyeg Bs.¢sjﬁu;}U3U9”eeCAA°JdeHLbLueeUUUs G;dLU”SVSG'G”Sl
Uaofhyoadee UsUseUdad@RFapesesSgctiont)) so) YGUUUs GUs
gHARICAUQSOCJl]ﬂUQO;”dOo e dedi e BddewUUGU) dUa @
UdeUlGwdedgd UgUhd e Ujysdehd UdeUlGiaeg ycUs
Goe 6id Kayoceg Kooag)l hUqUUd jL})eg Bs3se¥YUY3
ZU Uya Uxltd "eg U UsUetUs UdeaUlGysdqUed, d
Uds ¢gecUaU goce aUs Uds A}&egvﬂs”eﬂvf]vUQUq L) 8
¢ égeUall) ¢gooteley UGUa G U oK ARI Cva B palU 3
¢ ¢ggelaU gsee ~ U U sysUs yo29g4d osU epedd
Uy s¥asUU (30) deyjy Ud U h Ud udesegyoalU Udd
FHARICAdWG Uy e g Us Uda KA obUbUaxvld Ostislidd U
Perspectlve | ssuance Corrobo322t9i o9y HU v d
dU~xy) ddd0m® bwgousawsymschgldaJp; yB "Wbs aselU eanussbﬁ?‘gs 3 UU
’a»o[;”echlmajlugE(gj(J[a»Uue ggelUalU ¢goce © ¢Uoceyna o
poalUgUosae B Usose.
FdeUaytd@ Ud GUsRQDNy G By WsUoecdUa o250 Uds U
cydisee soL3UU0d UHARICA YegBNerd el a0 ddf , 30 U
"gs G Us " @9 dUsRQ®N "ossgU yYGaeagwhaﬂugmMa@qUthUeg §
ftyeg (QoMeF@DI\Laskgely)eUs UaaUoedUa oaUs UaszUs -
UasUs aUUYeaadad oBde ggwvllvxs sj Wpoeg )} ' 0@adlgUy
322418 EFgel¥ysdeysad | aa®e GU t&l’JGGL;G
A'sbﬁb@quadyclﬁlos y o FQDNe elge g Uy sy UUUs G U(ds
U ebUbUdgUde gUalkgdgoaced) aag elsﬁlgeuwtdg’eggéseeg’

U saUceehyviBW U0 y3U U} cUaae

1. ¢ga a»e;éugsp,eéu@seumgglﬂe&ﬁw UklWi Us 68009
UaUgdedbaabvde Uds UsyaUdad Ueg Uy eUasg, o

Z U o 68UU 203



3 cleee mdeasglasg Tal G i S aq399L3HNWMUQSquL3

V)
"easUsoe HeﬁUe’eBdaqg U e dWe.HB pdgaddd ( Oalied

,Q_G)

2. ¢ HARICA d & ¥ belbplTTPresponsd) * o U di g a U@ 2 8lhbke d o
GgoolUoled@adUie "~y Us 30 oadlidUa e£90 U
HTTP Ui ~ 2304
1} 6 Uagl) sl Gadippdecel Begde Ua U gosce

UU:);ol‘]a‘]@l.:k}.UB;Bnes‘?‘MmsguseuhUQqu aUs
U ade§Uydits U [/ wal-knownpki-validatior!, U o

- -

UWs Us vdsw pttp'e Ulttps i cee UUsd, o Us

4. 0W 3 Ue&wtﬁa}@@g‘egﬁseﬁﬂiﬂnﬁgsqg
¢ HARICAUsa g e gd Ua Us tédirecty,8 ¢ gitddpy YU UshoaasgdU:

1. Bs U3 Us UWlEdgWa sssdadlissd G Ues U HITRIBEEe ~j} vyUsoafas
Us Us UU U o dli azdfidliss af U y ST stafuscoderespons&01,
302,e307,h ~ v d 6} a REC¥2BUS3 fiBd@ U BITTP status
coderespons®08f ~ ¥ d 6} aRFOWG384) 3 i) (BsB(LU
Us Usa UUU g @iusdioad ddedatidgd oaUGUaatiUd U ¥s3U
LocationHTTP,ff * v d 6 j aRFOM2314) 3 i Ul 4.0

2. BdaJ3 Us UUU g dliasstiylsedurcdJRLsU a U U "hitpglle UG e
"https' d 6 e.e U

3. B4J)3 Us UUU g dliasst0resfucesURLS 6 g UasUs “~jelbYiosce
eyly e9Ud KAzeglseueUdeysdd Uiy Ud

] 3 GJQUSSG'VGSUUGLU]lUSUd ¢gGUOU goee,
1. ¢ HARICA dU’U;yGUS geosU ggcUaU goce eas3 Ul

|
(

wn e &

d G0 ¢s
desaesg) o

e

CC =

2993 d 25U ¢y
h Ud

Kz3Usjegeysxys Uxs BoOs m’QHARK:Ap’lID;ung SL@iGUGBg Ud s

A oabUbUarvld Osltusldd BPerspactive Ssuamged B Usoy d
Corroboration), §f 8229 GJlﬂ$lmU:1Jl9 dilidysd D dy Uqdi U
U obUb @ade ypoe Ug,d&g yB ‘Ulbs ssel eealliesblrds 6 salldies (6§ a
challengg idaUtie ggecUalU gsece © ¢gUoceyse | sUeeUU
B Usse.

Fde UagdHARI CA U dU UsalatiUs UYS BGs yessedglks oY
aUUYadad HaUd Usd KUseyUUd BsheUUsd jL})ag
FQDN UaURd o5 Us d HARUepoBadgpk ldbdg Usal s
y3U U RUFIQDNa =W ) e ldy sUpdddyfpjom w Ud| epA A e ticd
Uas Us UUGBaq«@di’Jcbe:es@a(égp‘ﬁ]@dUDg’;Gg z UaUs Uy
3.2.2.4.19 AgreedUpon Change to WebsiteACME

K obUbflisy Bdly cUe3 y o FQBNsG jJUeligwe 6 " 6 a1 3 UUd es5 U
AACME HTTP Challengé h * ¥d 6} as UUUs 0 URFC858sékliqUU 8.
“"Uy Ua¥yYUy UasUs U 95 oy REC8HB5.UsUeilUsd GU Geyd

ARICAd BYbUs esUHUTPBUYsdduddaU y3U UalUdeU (

g
3 oYb Us ¢ oHIITRbtat¥ssoded)d ¢ U

HA
U

Z U o 69UU 203



3 cleee mdeasglasg Tal G i S adaeet3HM&MuQquet3 U

V) 9 A
"easUsoe HeﬁUe’eBdaqg U e dWe.tB pgaddd ( Oailicid

5
4

g6 UUstekenffs @ d( 64 asUUUS @w@ﬁ%mawﬂquu;& U0Us
3 U G;QUssp'GSQdUG 990 UsvyYiUdeU eUoUai UUy @
ideossgg) oaU Uasg.

¢ HARICAUs s aasgdUa Us f@aret§8deéi sGd9s g g UU Usafhaasg
1. Bs U3 Usa UWldgWa sssdadlissd G Ues U HITRIBEE ~j} vyUsoafacs
Us Us UU U o dli azdfidliss af U y ST stafuscoderespons&01,
302,e307,h ~ v d 6} a REC¥2BUG3 fiBd@ U BITTP status
coderespons®08f) ~ ¥ d 6} aRFOWG384) 3 &) (BsB(LU
UsUsa UUUYWAiKUKBEdoch Blde8aldd oaUGUaauUd
U ¥ 3 UpdatibgHTTP, f ~ v d 6} aRFOA2314) 3 &) Urel 9.0
2. Bda)3 Us UUU g dli ass tiisedurcdJRLsU a U U "hitplle UG e
"https' d 6 e.e U
3. BaJ3 Us UU U g dliazs tUlresguicesURLS @ g

Ua cUbYUloce
eyly go9Ud KAzeglUscstuaelUdeysdd

3Us '
Uiy Ud

K3Usjegeysrs Uxrs B@lcm,’qHAwRﬁCAp’lUJ;ung eLf)]isUeag Ud s

A abUbUavidq Osluasldd U’  Herspeciiveldsuamged B Usoyd
Corroboration), A 3%29%)wsl008 dldsddddiqdU
U osbUbBa¥e yopp Ug,ddlg yB Ubs =el eaeLUsst?‘gs a'3atbyse sy a
challengg GidaUle ¢ggeUalU gsee e ¢gUosce)se JslUeegUU
B " Usoae.

UagdHARICA U dU UestauUs UYS BGe yesamdglbs oY
J¥adasd hRaUd Usd AKUsoayUUd BsheUUsd juL})ag
N UsUhd as Us d HARWYEpOBagdplk ddédy Usals
" RUFWQeDNG U 6 ) e O dy sUedd dyfsjo @ ﬂmLuhmﬁﬁeueg

eUU%aq@&@ems@s@gF@MdUDg;eg z UaUs Uy

3.2.2.4.20 TLS Using ALPN

A'stthLb;aranLdjytcsuD®3 y o BODNe y Uag ti s U j W= fpdr UsOydig| d
jvyUsoafhaasg U s ylag UuU;s[RFﬁ?@@l}U%@LSe;euq U
ApplicationLayer ProtocolNegotiation(ALPN), f  ¥d 6 REC8MWDUs G Ua

g6 UUstekenhserd( 64 as UUUs RRCEZ7) WG UdW UL 39 Wiey™ U
3U G;dUsse'esqdf’Jo 99U UsvyYiUdeU eUoUai UUy @
tdeosesgioal Ueg

mm,’tlHARsCAg’ Wyidg € Bis Uaag Ud s

©Oni

A abUbUavyidq Osluasldd U’ Herspeciiveldsuamged B Usoyd
Corroboration), 0 3%29%)w0sl008 dldsddddiqdU
U sbUbBa¥e yopp Ug,ddlg yB Ubs =el eaethst?‘gs a'3atbyse s} a
challengg idaUtie ggecUalU gsece © ¢gUoceyse | sUeecUU
B  Usse

Fde Ua g0 HARI CA U dU UstauUs Ysields yeesdlhs s ¥
aUUYadad HaUd Usd KUseyUUd BsheUUsd jL})ag



3 cleee mdeasglasg Tal G i S adaeet3HM&MuQquet3 U

V) 9 A
"easUsoe HeﬁUe’eBdaqg U e dWe.tB pgaddd ( Oailicid

4
FQDN UsUhd ae Us d HARWYepOBagdplk dedd Usal s

y3U0 U ARUFIQDMNo W 6 e ldy sUedd o liw Ud| ecpAU e ticd
UasUs oaUUBeayddldcms BobgirhwdUPd)yeg 7z UaUsUyy

3.2.2.4.21 DNS Labeled with Account IDD ACME
pUteUgeysa.

3225 A Use dggilh Ud U Ugs bisdly setiadU £ A

J gUeU3d) UedjUdde s UP sdfliscn DT o6 8§ allg o Byeds a3 UUSs
yaoUoGa UoUedgj;Ull]JU«t”Ejg’ Usg Uegpabldg pdUhdgsadqg :
aUUUo; YGUOUUs Gl y3U "YostUs esdUsah
¢ HARI CA L"JsfbsbL"JbUsL "} 93 " e U ddsg 3 9 ¢ U el P,
900U rle@UBstUs 89qdUsah yeUe U so0gy vydUa G;
U h Usd eUdhiegidudse g UyUsd.alyln slashUlhsU U
BesyaUocGao erg;ﬁﬂ]d{lﬁ@@ﬂe soeddaligdileaqidg@oY
] 9Ucies BYxW 30 (lccW clgadssa ~ Yy cdisUUBg3s cyhaedd ~ o
Yo ﬁUe’eso[Ueals. FUshayBdobed UppgidligUadg,c U:
3Uss93elilUs UsUhd Udd eyesseed "Ujshiieg "sag
ﬁUd&J;Yoz}Mtwg Ued UdYy ©psesmpepd’ i HdisU ey salissdills slksig
0ol §ge Wayoceg Ugpalgdigldiliiljds IUB g'e@y §aEgbys Us
Ud zdUjesse AUUs) UaU,EgBd bgroUiU jUssege | AWk j3WdlU
HARICA s UUgpUa ~Ulas oehJB»y:iJGiegsyLdIdstgs; ‘hadgl U d
dioseeg 6oeddalU o29U tg¥dl, epa Ui g3 édgysrterg Us
yoalueldd BR

Ui g3 UUs Qi ¢

deUaxogwUgdi sdUsd | P “ag L°J Uadd
g 0d HLUUs’mdaJaﬂlslseY
CA

"6)e6i3 30 UsUoy¥iGeaUUs
Uy Yoj.ldes GUU Hsul&l&us‘ﬁailﬂﬂams:?y& UeguU|ePAddre<
permlttedSubtreeé'lqg VN y\lw*rlecmndgrglnts ¢ HARI iUs g eaey U
0~ andqnﬂbgamUaeLQUsg | P tﬂagJUeU;&}.Md{aiﬁbL%‘E‘YﬂJﬂD:BYGJUJUH
ey oy Uesg (iUsaldlddSebsess dlyf ye@Nﬂmec[Constralnts; 93 U’ f
Ud'3s} ¢ 0 didlagt Us ~ a3sidelfisleyie Uz dd | Y.

32251Fgelivrsdeysd J aaUoe GU taUsclL ) 6
A’ebUbh&kww(ﬁt@(ﬂJ@s ylbdlh come Ui dg3 @)y oAhcUUUs GUd3

e - stbwcpMQGglﬁme@asq;oeg e] sddpcWdlBH g¢ sced

" U} o2 UeehyyBWUOLG y3U Uy cUasY wcnebageddyYllys dUs G U

U h Uds WWellmd/udmklevalldatlon e Yaad a6g yeUs oaU0UU

) oUslaNApUsaY M@»l;doafq;:ge@cj)algucf]gmiwwgﬂ LA, GU o

EA @69 Uas Us ;HARﬂCAussysuq‘tTTIEIHTf[PS Ud‘sx U h

Kzcsgloscuas Udsy Fdloldiey®B®e | s Uee UUaUEUrlsd sdigiclba U

aUds UaUdid.

] 3 G;qﬁsse'esUaleAFéCAqUﬁcyceﬂﬁcaUsgéeUs&,gGVGD goce

Ue UaUde U of sdiplhe’)edaidltms e 9 Ua Uds ggelUal goce
(i) eOUY Ue "y Ud Uxs Uyoa¥asUU (30) deUy 3

Z U o 6100 203



3 cleee mdeasglasg Tal G i S aq399L3HNWMUQSquL3 U

V) 9 A
"easUsoe HeﬁUe’eUdaqg U e dWe.tB pgaddd ( Oailicid

9
4
iB 6 o0 3 g'ybUaU UaUdeU "~ s8Us 65dUs

oyt UdeU U0 PJglU @b Db U e 'e o @ df &
"ad)Jele) aUd 'eg GeU0UasgOUUs U Us 9l
' d

-

¢HARICAd WG Uy e heUs Uds A osbUbUarld Osusldd U’
Perspective |Issuance Corrobo322t9i o9y #HU~¥d
dUx) dd0m bwWip Bode yymop Ug,ddey yB Wbs ssel codlie bl ¢ 3 UU
“adyJ 6 (ChallenggdidaUle ggeclUalU gosce © ¢Uoceysa | o
mooaUgUose B Usoe.

3.2.2.5.2)

a } 8leasoadeags 0 ) UllaUd ¢
A U

0 Ummaike Fax, SMS, e G
e

gUcgd
o Ui dgsdadd tA
eUe3 y@dd cps Ui dpaygliddl) ey
e caUd edal ) aMsg ddsg
U sbUbUsyUsaed U"H
a ﬂUq:EmaiDé’)UBsfngfiaxzzSMS:é] a
ceooe UsUidgsldd "eg UasUs o3

OO CCcCo
Q Co/m O

c«Q CQ
cCcQ

£ HARICA 7 BAAt 30 eénbldedtslesse Uds UU
Ua»a»da»eoplguolJJleﬁGl]eseﬂfms gUes Uds UshU(g
" Uy Use” UUJ, g  h Uds 4 els Gadadbda hll@q
TUUUGqugaiLg’idg:f]lﬁ]@g’fJ PUdest vk Ublie oo Ui d
g Ui dgsidd 1P “eg U Usd ceiaillldaxsl s\ S| G
UUcgl)eesae Uaac{aeo;UuoU

¢ ¢geUal ¢goce YAAYAtL =talfigsMbe ddxQiigse obb

5 U eGUUaentay talw ysMs dUs |
Uds UUecglujeesae Ua;a:cia»eo;UuaU uge’U;sa»UeE
' ’ UU " UysUchelU3sU aUs 65

A ebUbUavyld AHUs 6 )sU0Ls yelydrlds hyesBede VU
jlryé8g GcUUamOUdwpadg quawsLlUdJeaULJd;@vd;;e

IPosU qﬁlﬂ*d@z’saume 60d GgsycUsU U’ UsF@ENJIi 63 UU(
6y dloece @Bl 3UUgs gedlisa|Gvy3 U U U0U3224° Uy Yoy Ul e

g u’

FHARICAd WG Uy e hsUs Uds K o9bUbUaxvld Oeticidd
oy Y HU~xd

Perspective |l ssuance Corr obo0322t9i

o - <

Z U e 620U 203



3 cleee mdeasglasg Tal G i S aq399L3HNWMUQSquL3 U

V) 9 A
"easUsoe HeﬁUe’eBdaqg U e dWe.tB pgaddd ( Oailicid

9
4
yoop Ug,ddle yB Ubs azel sealieshblrgs ¢ 3 U U

dU¥y dd0cw bWih @ad Tt
U ¢gG aU ¢oce © ¢gUocey)sae | o

" od4 e (Challengd di d &
poaUgUse B Usase.

€
ue

32254B @sUte gUU ¥Yaoad ecydeiicd
oUs ) dioseeg 6sUalUs.

322556 dalUl¥yssoe U saeo3r3alPel Uds K Ude
A’ebUbUavuq hUs 6 | oUL 3 yeUsa'aLeﬁlo[yél'JseGUqu
UdaUu13eg Udd A UlGed Udd oo Ui dgs dd A aUs
UaUdeU Ueg JL"JsLM)iQ@uug*wogoQMdgsHa\lqg AV ¢
’;UosULng’veseﬁl‘.’Js uds saeoeld GU y3Us Ujysadeh U
jyee TUOUUetjydqtdd Udd ooUidgsiddd tA vd A Odn
U y3Us Uysdeh UdaUlGL 38g

ZU Uy a Urid g U UsUelGUs oY 89ed Yaoasd U
HARI CA zZYBAAEt 30U sqUelUs 30 cU0U0UBsbUGdUa O
FU "~ Uya  Uxdd "eg U UsUedUs UdeaUidxyadUed, d
ud s ¢gGUOUUcﬁ$aaagﬁeU+angp3U(1/q390gg’i3quJeeeg’+3UBs 3
U sbUbUsgdgg edUlth Us UBjc@iARI QAdosU 30U UooajasUs
fédge Fmde BAALBAL 30U Uy OeUaz3Us yooagyd 290 6}
yv@dy s¥a U0 (30) deyjy Ud U ' h Ud tldesesgyoal Udc

322567y de A@MEfhttp0 1ds U o Ugdi st Usd tA

K oabUbUaxld AHUs e JoULs yGUL:beULﬂ'JaasweLQ’JodJais
UOosedy asrvreysd Udthdbehalléngd) 3¢ Us y aRFOIIIBs ( Ue
FHARICAdWG Uy e hsUs Uds A sbUbUavld Osticidd U’
Perspectlve | ssuance Corrobo322t9 o9y HU~¥d
dUxy) dd00® begb @ e ygmep Ug, UEU‘B,[ yB "Wbs azel eanussbﬁ?‘gfsesUU
’ad;ewlmajleugdgﬁdaUue ggelUalU ¢goce © ¢gUoceysa | s
@osaUgUse B Usoe.

o

322577ydelied A@pd 1™ tolossd o Ugdi atilUsd EA
K" 9bUbUaxdd hUs e joUiL3s ycUbs Ulea 3 YBdo dds
UOosedy oarvreysd Uotisapndl dhallenge)s @ dy s aBRARCUUs G Us
8738

FHARICAdWG Uy e hsUs Uds A sbUbUavld Osticiddd U’
Perspectlve | ssuance Corrobo322t9 omng9gyy HU~¥d
dUxy) dd00m® bwgo @ sWe yymep Ug, lddUe,l yB "Wbs azeU eaeiJussbG?‘gfsesUU
’a»o[;eu:lmajleuglz{gﬁo[a»Uue ggelUalU ¢goce © ¢Uoceyna | o
@osaUgUse B Usoe.

3226 OaUocaed UoBageehWU¥sUdi « j eag z UaUs Uy
gye3 U0 h UhpdiUgodaddededlyARlI CA UosceddesgdUa ¢
UUosedy asrveyad UosUuos dJEDDBNE ¥y jeegd oaUbdhed ajstUiss gl YB3 f

o - <

Z U o 630U 203



3 cleee mdeasglasg Tal G i Va»d399t3HA\l%OAuQquet3

V)
"easUsoe HeﬁUe’eBdaqg olUs wedYéets pdgliddg ( Oslaell

,Q_G)

2  UaUsUyy GUe b9 ilbeloesohdlilsss dh U jUlme"Wentess fy & o
Uk O (. 6. "* .lceolUn"3, U "o*a3.leeo .lugkUR) .Gs Uy Ugs Y o
"a2a0GUU Ud&fyida s 2dhtps:Apdblicsuffix.org(PSL).

AY®FQDNey 3 6d Ushd jtLyeg BshetUBBdges i W Us Uy
edUj 1 @d e shddE  J HARIQWLsyesliecdd, UsUR(
UsUt 3 U eguUaszUs f]U‘]saqygeUJqul;JmH;Uq:gaf]e@ae(&g’@YgUarldoee
qHARI CA @A sUB bz Bs uk " e z'8BAKdc dlsiis UlmeY
UO0*. example.com" GUe "~ Up¥YuUsoeU Co.).

<

4

goliUs eadUsay¥Y z UaUsUyy UUEVESUBL8 e UggUUs o
UYsFQDNey) ed Ushd juLyeg BaheUUsd zOnbmUs Uy U
U sabUbUsyeysae G+ clrs U ATUpBEs WrHEEBBBL|f E¢ET Q"
0 £ JONION DOMAIN NAMES.

H—C(

3227 | o) amdadd Ulieeys¥s

Uy s3 U’ f]eUe{eUmu@ﬂeg‘JUuUUJeaeeyhsmome&yqsxs
HARI CA UssgasgoUa Udsquimq:aohl@;bldwétug}ewseﬁld
’ ada»diJuerl;tkéNlﬁlc{(D,N UsUU0UYsUs UU UshasgdU

J ®
GU0Ge Udd UYs dWiey g ¥Ulbs s @ | fydlegd =d)

1. ¢  UaUsg¥s UUady eilicy st ,3 g ~UyyeesUUs

2. ¢ Gge3shUdqUU U¥d dFEapdyeiiiy wa 3

3.B "¥Yjyec6ed uduBaesfpg O Ggeocoed uUULC

4. ¢ ugs3sU0URUJUU "jhpablUGdY WsgdedasiUdUQ!
U U0UGa e y sowss

5 ¢tcl0Usoe lUglocedad dwUdps &) &adgddq Urs I

£ HARI CA ¢ dRsadidedlda 3 d) Ul elld dadifdehoeg
A,lUg3ld3U9lBGg)§bdld3UU&deLbiguLUSUgUf]U U
j oaUude&uylbges JUsoae 2a693HUJUU.

¢ HARICA d W3 U0 0 Balke§ WalWs o ¢ * & a thdorhoratingAgencye
RegistratiorAgencys sUU U s U’ uwaeegduuguueqsg’g 5 ctsungu G sufxssx 3
Incorporating Agency e RegistrationAgency " s dU 6} dlisce EW 8 i 3009
"botUes 69dUsea¥ dU ycegs UdeestsUgdUa aUe U @
2.1

Bs “~odjclimgemmydd s¥gWaUecb¥segas UsgaYestlUss U

T toUsaed) c b oqum U2 3 xl;J 39lﬁ|aJLchuJL¢r¢<a:rp¢ratlngAgency 5 5
e RegistratiomAgency(h ~ v*d Ug Upssesecle lisoaUsslislald oU

T ¢d3U0 gulelr ctVUdggdg@YdWs W AUU Ut a U
subject : jurisdictionLocalityName (OID: 1.3.6.1.4.1.311.60.2.1.1),
subject : jurisdictionStateOrProvinceName (OID:
1.3.6.1.4.1.311.60.2.1.2), Usabject : jursidictionCountryName (OID:
1.3.6.1.4.1.311.60.2.1.3), f) UOsy3 U s90Ue c&q UBafatilUUUSs
)} dqluocea ee»aiu 3euuﬁgamg 20U0s 1n.mqra1mgAgencye
ReglstratlonAgencyUauU30633UUg’ Ud s “Uyscsce (e
h 6 AgddyUas3 Us aUUYaoadas,

o - <

Z U o 640U 203


https://publicsuffix.org/

3 cleee mdeasglasg Tal G i S adaeet3HM&MuQquet3 U

V) 9 A
"easUsoe HeﬁUe’eBdaqg U e dWe.tB pgaddd ( Oailicid

5
4

T ¢geiUcymdaBog Bedded) ¢ ey dWegc e yaale s DU g s h
U o ofi ad dage Uy emaﬂ&mlﬁowmﬂfmgjl eudeeq UaaUo
e/ aUs UﬁUa;qu U Ud GgooaUoayoseysad oaaulU

3.2.2.7.1K2 o Ua jjoscBastydld cdtdaid ) s s} st 3

ZaBooUsyoseysd |30y Ud®] oihd o dling ddhe ecthtlp o ¥ 3
UsdeUy vyeysd oaUs UldehioasU utsUdytsed bYGd uUU
Usoah o8Ud “~doe bUlGsoat 3 “adjeleysta. zalU b¥Yl
vdA|] YUY HARICAa Udasj agUs HUs:

1. Bs K~ SGOSJUB@OQ@*J‘!E]@@E)@UG essdUsat 3 bUG
bytGd uUOlseeysrs 295U Uds Usysbe Us adU
aUs YaaUd adjeliseyald, aUs

22B “"Yyeeed Udd byYlidd tUueld§asgstWsdeU
UsgaYesastGUss UUelGsU bYld.

¢ HARICAG ) disee 895U0Ua eaU UUsed)svyeyad usUutsal
Udd byliddg UuGUlseeysya oUs WelEdislkbe ¢ U5 c thleU ¥
Gge Uy sa@gbUbee yBesyog§eags ocjeddddgraigdd Uy A
tUleeys¥xs. ¢ HARICAUIpAPU cl) ddgli ok)@idds @ 3 v as Us
f]lIbGSLVng%{ﬁ(i{QGia:LUJEBG(II) iUs yddmw o UeeddW UGdda
UsjabUabwradUsedg. tUleceysyrs GUsd e'eaUg’ d HARI
dgoU0)BUyjge o Ud eelsss yydalithoechel Us d "~ @ eyl de o
TUUUeL 3 dddd e oafp eqy’ BARd £€AbewsgUs UsUdyliUs
GsUtsalUfaUd UsyU0UGdd d(geULd,ldehJspug’alJeoeLL{;]’e)UU@sLLLJedc
8 eoUte sUU oagy) ahUdUU3edy 8y aoede * tpogehld ys)deyst U
A ©BY.

32272k 0 Uo yToyelr(Beddp ko d ) 6 (16} 91 3
zolﬁoaUa;k;s@Ud{dee Ha»o[;(eNIal:ﬁH))monsUs ealU UGgaol
UsdeU)veysd aUs ldehiosU tGosUdylosed byid alU
eU UsjyabUsU Usg ’aq;eﬁe; Og’ 29U Usd 6 eaUc
UsUo3¥)yasgUUUs oUzsaY vd Uszsh deal Ud e hd ohed UlgdU
hUs ﬁgsUdy;sLﬂiquUJld@@Jf]yﬂ]@ UlisaUGalU ﬁJUﬁJeeyQ‘g‘s Ur s
e)aelUhUsle 3hee oaUs d yOgmaJU werigrd] 0B HEon ¥
"8939%99ayd e UuUeayg’ agj L 0Usd. ¢ G;euq U;oUw
ad}) eilejUbEkh Ulkbehy sU;y 0OUUs, g Uds “~jeh”’
} 8 ¢ d dodlhelbeyys U s Usg 'ad;t&s’iTq;Uc(JfbgsmEJUUgdUOUg U-
32273Kk0 0 Uo Moyel(Beoddpdrce ) s 2690901 3 FEUesscUarvxs
zalKere;]é;eL}l&Hietse 06} ePolbeosscellasy s Uas Us eal K
T;UUHG{;:BE baodyjelicgyst 3 "8g ~UyesyeclUs @6y casos
tliosvyUsoesid BjoUsslesgid, K scUBAXSHWag e gl
KooavYUulBSG Ussd ¢. Y. .).

3228 Kooy WDk d

qd eyjed Udd tsUtusosUlaUdARIGed B oY albe delb
0" Us Uy bolbly Woy@PA U caigsa U e U Ud tsUls vaUOaU " 8¢
RFC865990 5 U dNsNamé U )3 y o BubjéctpltName Usa Uhd Us 3 RaUs

29ylB 8 ¢ U {Onigne g

Z U o 650U 203



3 clesee mdeesliasg TaUs 8 i V&&d396l3HN&MUdSUqGL3 V] .

(V] aUs
"UeaslUsoe UYosllUs cUiéddbliolUs wedWétispdglidd (Oalaeld 4

ByosleysUd eydeices "cgUcygmimpietydelidffUsUbe &
Uay dUschigd e ~ Uy oG aguP@ ofp L¢@33€JN9BJL#G@+AE{QL@L&JQUU

e eoU0d e Uy oG 0hUU) v3 ErelRettiencd ddarce not P ( b &,
found) , ee e eald "~y haUsUUs 30 lGge U)sadldaei
UsyYaUduid aUs U UzUjyoUGaU Uooy UlGiLs CAA U §
393 U fh Uds yousld Uec@p2paiidde sEdlsaBUb (o e
Ti )} sU mposolUgUese B Usse, d U ¥30did Uayoecaeg C
B Uafdlley e q3 Ui UUUs vd YuUsU o90sU yoalsld, UsUsl
Uys uie B Ussts UasUs ~ Umtefordwehdémicaldg GU 0O
A o5 oaye3, e cpAlIRIdIx; e Us Uds U y¥a3Udad U f
mosoUgUse B Usosae vd U sbUbUsyUsoee, UlGHOGGB3 &
U a0y U Ue U 8UgcecalU UsYoaUdidd Ufg;:U:BmUULqugJ CAA,
yUUHARlCAO'030;od§‘Gﬂdedﬁ;A,€JdﬂD Uz Uy o preperytags U U
fissue o , issuewild o o Ugiodef 0 ) * vaf) a ¢ ( U&BC 8659 aUs dU

VN U&U;O‘Ypmpbtﬂywagnsiwemaﬂ)h ¥vd G;GEFL(]:l9495UeueO?‘G uU0s

g 66y Usi UUs 3U } 6 G ¥ Jpropendytdgfitdefyd) £ tbs U dfy Gedl) bUY O
property tags z 8 B A AstU g’euuq;aawswwwewp@rﬂasﬂﬁe
g'eG;mepbﬁ;@a@‘sedUUllﬂsUeaUﬁenrgele:; asUU0Us 08U UgUHR
¢ HARICA d Uty b U Utllag ficrllamlo 6 Ud 3 U €AaA sUUet)d Woatat Us
"o0Ue 6omlks oaf)s Whsas Us ¥ aoperylag cdldp ) d 0 UYas Us U

dgooUoflage vy 3 a

J 3 HARICAUs i1 0 Ue ¥ sedyfalt Wids ¥4 @ WeigL) U gl U GAAg

e B0 (hd ese Uas3Us eU3gW@&i §dldq jugEHQlF@IOA@ ae Us
U A3 UsUeyocUsCAllegeBaplaPy Yood Usose.
¢
8

HARICAz UBAAHD3 Us e UPaCraREset e g GUs UalsUs o Usf

"gae UU3 3 W3 w»Profieoyiaglgs g ~ Ghigsue 0o Us U addd uU:
" Uy} 9 & Uprdpatty tigs fissuewild 0 H UU3 o a3 UGARso sfia @z &e d
jL16g z'Ua»Uszs;l) Oregli (#i0es By 389 hH UsCAKXaaUd Uod

RRseti Uz U Uoeyj Ui egs Uds yoaleld.
B yan@/&AdﬁoL:k&Jga :eUsj OUUsoafhd
weag‘s o grebterdfiditesd i e W3 U ¢ U U(d

}

d

gUa "’ &@Lﬂ@w@a;a@s&@m@@ﬁewaUe 3
go‘vd pbBBdYy dCT, @ @ WU o UWiticeldss a U

LbﬁUVG”’:Gsyquesgsgj?‘vlﬂJesfﬁkﬂlﬁlGHslh‘me4A:ulaey’ﬁzqf)ﬁq
J o " U000 ) Y UUUs Tlkdsh " &g Yo ) &ddieg 86 yvic
CAAG )} as UUUs ;3 dqUY GU GgelGysdUsoeh U Uss |

3229 K abUbUaxlGd Osltaslidd U’ ' f UResmetiveayd B’ U
Issuance Corroboration)

¢ K sbUbUaxidd Oealaeld U'h YeeaU ayd B Uss
GsU sdULaUsd (0d80a el coendlmlilgwid / eshsD"eg’
YuUsU/ U UofhyUglid eyady CAA) “8g yo93Us f
Net wor k Perspective), ey0 ’Ge~a~U’e~ls U” e8¢ Us
Uds yoalueld Ysl0Us 6sdUosaci. JgUe d UUsaUG
y3U3Us U” &dy UNjackingB GP ailisasg U’s(e;quatiyg } edye
specificprefix).



3 cleee mdeasglasg Tal G i Va»d399t3HA\l%OAuQquet3

V)
"easUsoe HeﬁUe’eBdaqg olUs wedYéets pdgliddg ( Oslaell

,Q_G)

¢ HARECApUOacydqlesesg sosUa UalU
psoUieg aUUY Uds UeUyaUl‘Jq K o

Ju U atise UaUU
b ) '
A3agioscifUdRisdh seU (Dsogh bPdysp-&g 6 6 ACAA.

g Uis3eae Uxs U soejalUrs U K Usd B Usayd s
dWUdd 'U;yGUS Usd U Uy Wd GpWhdgstadyse iey ald
a. ¢d3 Ujprasg 6 dJj U YUy U3 UeUsheUsys GUesscUarx
. #ggeUaU ¢goce
i. gUoceyosas | sUeecUUsd
i. oo Ui dig,B Ud
iv. @oUi dgsidd A 9969373

¥3aUd
"vd U UsUUaUUs U ' h U
h Ug2akg B2.2.50 Us

s digegft tHARI CA 30U Uosutut Wills ¢'ddiBl @& Usdld |
U jrgfg 6} as UBP28 tUds A3 hUqUU

dqd eydeilie U Usa

CC<

CO.Q-JE Co
Cox Co

(.D ~

-0 N

aylidd YeealU 213 B Usoat s aU
U0 U egUUeayGeUUU Udd 7Zi}y sUd

O Co :@:
o

UOd "e6g aUemYsae3UU
U eddaUi 3UUs gl
d qoeeUieg (" .6 a
5
)

Q.0 co
e

LW Com
CcCe O C

3e siJsmaidJuaiache
cUs Uds ogoaas!
"eg "UyycUs
'e;sLUtu;auaUUUs 4suq;eLﬁeugy;Us U
’eaeoqusayg’ g’ d B " Usesaed. yaUd

"Usosed mooaUi eaigU pUs paUBscaFaiyws ag

g Uesoj Ulideyseag oaUsUasai SU cGjeldd O0fi oGy 683

é
°
o
)
o
=
S5
Q

o

O WO O WO C
C
©
o
©
«
‘&C(

Y—

B ' Usow omiiwgdiscs esaUa recurs
3 BgasU@ai o0 Uds 8GUB & e ddlejoriiebbad dvee
atsU :)UY:);UuseéReglomal,lIBterrteteRegu;t}waq
oe @oalUiacg. A’ e’ayes, 99U oavYdU o
UbUaxvidd Beeal a13 B Ussidl, ¢ Ugd
5 UsgavYceosuUss 50eOUdea&3UU¢JsdytJudh elyz h g
a»Uaumenqapzstate)(ﬂ&U; Gh8U3U UsUeauuualDJ\l?’S 9
gusaldieng "UyyeesUUd 0 gBNstesblees fj Ud U
.psUtaaUgas

T C:O O
2,09 0 GO
RQ o0

N q) CoCox D Co YN
o
Yw

o w o
@
«,
-
@

¢HARICAS’G;300L°J’0306~YE)09 Ueylyd Ud tsUlsaUd
B " Usoat13 63Jdlisee 691 300d UaUU Uds ausU U
"Email to DNS TXT Contact Uy s d AgreedUpan €langéto Websitei

ACME" U eUigls). EU 'Uﬁﬁmmw&uﬁMMUgﬂ@wpq@ﬁ
;edoe*aUsU U' UUay ge 00U O'stonxuc{g’ ®
Uyoadef)” UssgdUislglyes” 8y Ua 30 } U ed)dagd Bw dafBy 3
cGJe399a6i UsUGU .

Z U o 6700 203



3 cleee mdeasglasg Tal G i S aq399L3HNWMUQSquL3 U

V) 9 A
"easUsoe HeﬁUe’eBdaqg U e dWe.tB pgaddd ( Oailicid

9
4
B das (e Uls Ulotuetd ~ Uy 90y YiUs G@dIdo divde We dUs.
A oabUbUarld U h YeaalU ayd B Usoayd. ]38 dq HA
B Us a1z cogailh 6 Uyfpllddiedy el Uc do Yoy @@y, URUU a9
U UsUkWiBggaei 3UUs aUs o9s9sU UU Ui eliosllieg®mdy.d Bs
fh U gdUa U U AiB@bive 5 M aap@itqg sls UUs

3 Us utsUsay) 8U@gd UYGoliglaBTUg @y

¢ [ 3Uc)dlisee coelUs U sbUbUS
Ggeeh) O0Miydd oUs 398 dey) BgiUg Ua&d Weasdiyosia
y3eglUjeges U eselojgleynsly ;’quasf’aavyg’@gﬁe Us3s yao
090 Ugps aeaidsjelgyeegp Uae U3 U B3 heUUU Gj0L Jaeygdd( sub
UsUelGUsd Y4l Be UssdqUaiassi J sUci 3UU y¥vd aUs 39
Ya 3 Ulg Ud0s UQuérim d

o Us;aUyd jJ "eelUsy (A 95U0) U g eAUsstbdd bzUp t

2-5 1

6+ 2

) "eelUosygleys gy BUolloeybdld Uavid Ostlicdidd U’ h
B " Usayd:

U A AY MUST):
1 Network Hardening

0?20 bUGaees3UUs 60U taaUgU (" .6. YU} Reegd
bU; hChowdd " sliceed) UU 6 eaU UGU);eheags
"1 8boadeUl)ssed BUUsoat1 3 lUjyseecahodiidd BGP 0l
iUjeesgahodidd Upybagdlideec HUqUU GUs s Ul
Uds B Usoae mosalUiaeg

UABE AL ? ASHOWLDY

9) UsUelGUsd AoaUUYGUUGdY oUs YU, he¥ys 3 d; 0
o U GesasaUssi 3UUs U UoosalUUUGUYOUsd ~suU
G0 UsUa@GUesca aUalGse UGGYaUsUd, eU Us
GeUUsoee UsUley Y
o U0 bUGase3UUs U g djy Udald g oaUai " Ug
UsUGey) yd SOC 2, | SAE 3000, ENISA 715,
CSA STAR CCM ®© sGaelia3Ues “~aUalse g dj
aUs 50U sadidd © GecUUsee UsUley Y.

T AK3Uc £§efhdddda sppoUcUay slid AsdeUyp Lt aUrs (Pat c
o ?U OGUJSF]QGQJ:;UGJ&@'LB%Q@;@éfﬁ;@’eats 29U Uc
"3 8 0 WBOwsUbasls syl U Useyd U tGasaUgU oaUs
o ?0 UUsedjst3ags aUs 33U Usc &gd dafilni e Ul
"eg 3U oaUeai UUs UsUs sliefh, Uszsesafhodld,
Ug UdUst 3
o0 ?PUg ebyYoaexsWUsUoUUasi 3 yalUoece Ug UdUs: 3
UsgayYesastUss ayYdU Uy Usd (3) ee3ld



3 cleee mdeasglasg Tal G i adaeet3HM&MuQquet3 U

V) 9
"easUsoe HeﬁUe’eBdaqg U e dWe.tB pgaddd ( Oailicid

aat(k.bsaJCIJ:m@dJuuug udd (Penetration T

sUdUGos ¢

C
Qi+ o
O cc
C«
@
(@)
@]
o
.Q-J‘J'

oS
o=
(@)
w
/\o
Mo
\/LD
m
O ®

1 Network I:|ardening 3

0 ?PUp gde amswBB £ dqecUssize
: gateway ®
’ g

q
o
c
—
(0]
—

;theeaaU
U d 2UsUesgjoal

Gdase3UUs GU UwuBdgddgea cassliBP)e d celyp
deysegd OCGNDemaSenc uReu Hlmwer(RFC: 6480)
fix Origin Validation (RFC 6811),2) ¢} dUseae8 68984 3 Yoo
Ussuseig 1 haedydd dsU L3 Ujeeasgaho
y by aU

) B

(a=
Y—
<X

)

¥
G GaUd
3e3UU 5 U

D CCH+
COUQ (O]
o &

r

N
w2

}} @
iUjeheegs Usd UyycscegtUd
g4 Uy UU>s, Usa¥Y @A
aﬁsUeg;oaug s B Usay

h YeoaalU oayd B Ugpawwdep Ugl
9 urR
a0

m
@)
0
Q™

)

el C(

9 Ui ¥3 ~6¢g nvaad UdY jBeCys

e RFC 6811.

@ O OIS Co O™ YO VDU o
-0 0Qe G

0wcocw oo

.80 9 Co

Cogo Co ©

Cig @

0]

e o

Ce

o3
€«

Yok
Co® X
S C('-O—
O ® C«
O CoW
A eR
(=X C
e
CCw
C

<
(ax](=X

w

§ Uades cmls e Uy
1130 d dO A oy 7 y 4
8 ’Uuae8w$¢oc pg e iUld
U¥s "~ Uy U0 ¥3y U UsUe

G C I
WO

O CoN~— O —
(]

O ™ Ccco
Cc

c
(O]
_<[
(@]
C«
™
™
cC
™
-
cC
e
(O}
cC
()
]
«,
=
o=
cC
y—
™
(0]
(@]
]
«,

] 83U

(S

5 E0'00¢bHARgCA02Ay'09 3
d§f Yeeaal" oyd B’ Usoyd 6}
9} eyslUd B” Useyg mo o Ui 6
5 ﬂngRQmm q@hGUs EN]
B”’ L
Bl £

=

— oot wET CO

~ ~ ~ \Q) ~
Mm@

=
O Cck C(E‘“—\

C‘CDQ)
° o«

(@]
(e
()
o
(e
o

‘CocD @
L N ey ¢ e R e

(Ol ey
CC
66’
g(
51—

Z U o 6900 203



3.2.3
) 3
] 9 U

o<
\Co‘-i—‘-l— C§

CoC(m
Caoe oy oQ

@

3 cleee mdeasglasg Tal G i S adaeet3HM&MuQquet3 U

V) 9 A
"easUsoe HeﬁUe’eBdaqg U e dWe.tB pgaddd ( Oailicid

5
4

] " 15 RO’ UU¢8bHAOR3IgCUMUCjZUSE]GU9 ab0fParld
U h e aal ayd B Usoayd G;c[usse'(3913UU
U’esUe;gusysUg’gﬁB HLAd?d]’y(fkijmBLeLUaasegUQ hOs ’ ad
s U UsUetlUsd "6g pjtstle@bmms 0 0s3 sadas U:
U UsUetUsd uUs ~oid] ¢l pCGt)s HARHEA yala
"ol Us 8odqUsoasci.
] " 15 zU; PaBaREORBGU) cheUDokcdiffgbUaxid
eoal ayd B Usoayd c)dipeadeeBpUUdetidgpl
B'Usqmsyag’UildAg?ICAnymd]LﬁDaom@s Uf W UetUsd “~6g @
UHmsUJeLUJeUrQuowm3a~q;e+3009 aUs 89 U e8eUsay ¢
cpseUieg (<3| U a6 YmWUs i Begsoledeee g &i aigl
Uega»YeeﬁUes Ui e (2) UsUGey UUsoeayd oUxoy U
U UsUedUsd U3 ~ aidd ed @ UUps clp erEAiRY OAEig 3
"o Us gaosdqUsa
] " 15 tegésal—BAgRIZOJAZGdU UG 0y eOpeiilesl dA° 9 b UB Uc
e aal ayd B Usoayd GJQUS&JQ‘U&QJU$UUQ(4DJG
U’GSUe;gﬁsysqmbg’eUE#eWI@@uﬁU GaUGGUaasUs R
U UsUetUs 'e@oseﬂaatlﬂsslﬂ@&d%m&ahbks;se*sUUs aUs
U eseUsaygley 3Ug’ B Usoayd wmodUjel BeUsdk o
qosaUUseegaegs G0 UegeaYeotUes Uias (2) UsUGC«
Uzg dyyUdadd. jJ3 s U UsUetUsd UU3 ~adj c
ﬁUo[ yoalield Useg Hque'equsaei.
' h 15 oUas UghbjHARY CA0 2fa): UG Uy etpstilsal dA” o b Ub
U h HeaaU'ayg’ B Usayd 6} d dysselal ee(tSs)UUg
U eeUoay) glieysq qibde U B & HARICA df U UsaUGGUaasUs R
U UsUeaUsd 'GbgaseuaauJi&lS@ﬂMm:uaLbb;seisUUS aUs
U’esva;gﬁsysﬁg’ B " Usoeyd moZFlUjel Beslhosde o
oo Ulxsmaesggas GU Uega‘?‘GquGa Gie (2) UsUG«
Usg dyyUdtdd. j3 89 U UsUeidUsd U3 "~ adjec
dUds yoaueldd Usg YsltUs e6sdUsoaaci .
A Useddyglh GgglBgdei a0l  @g
y3Ud | oaUL 3 UO3lH'|AR|OAg2(l(HE}E§f]L‘UA K v Uz, A eeU
Jei 30U, Udq usUidgslGe Uesg oaUs Ud o93dushUd
3 y3U "YstUs 89dqUssah yeUs ugsUURUJUU 30 «
“Us 0oy Yid0emaik(tds g ¢r UcsitMByp @ FARICAd U oY b Us
369U 3U U UaddUi GUs HUs email) ®dglchi ¢ D8 @ g U B2
Uds temdli afg3fidadsOUUS syquGGIlsUeL"J&engCﬂaae’tBes(ﬂiq
83 UsoaUsasi Gca eMmIga@»eaU;MldlssdJiBlARjOAux e Us.
56Us UgUe Ud oaUUsce®
)ed Ut 300d 0" h Ues josUsicUscemali Uligs Uady L
ihyeU UsUeeUUesd L"JUG'GSQUsaemalI ZUd @
U sbUbUaxliddg GUd UsUidgsidd UgUe eUsa
] sUsi eUssd D’sGU;yyUs HARIGA, g HAiUd golE e
emald Uy} UaUUs 0O 2bUbUsvyeysd
Yo dqUL 3U0UUd U R 3llcd) pdlldilsUaid)s domdiocae e o
ey) egdemalldg Ui dgdordiaihcoortign) vy dB3 he OUed 1) 8g

C«

K3agiloc lehWdileeds " 691 3 0UUJd oY a9 U fh Usd
y h vd ~ Uy s0322d4c3UUs 8U0Uds UszshUqUU

Z U o dowU 203



3 clsee mdeesliasg TaUsilsagi a»aq3eeL3HAmOAUQSquL3 als ¢
"HeaosUsore UoslUc sUfédddioeoils tedwélbmglidd (Oalcild 4

¢ HARICA ¢ " g 3B UG s idlaUaddliegPad e UUc BBWeddoaUs
AzcglocuBdUileyd Woergdy oo oo ca UBsfz YUY s g
(subdomainsc } dtisee 851 3UU0Ud Usd eUdhiuegd Ueyocag
“"Uy 90y YliesUUa22s8Uds UshRUqUU
3231 Yy vy 6 "6g UsUlhw(yeai UdstUs eoadqUso
yaU UU 50U 85dUsoayY (Gglboh BARIGAG Yy  Was 38g |
Uayo6e3UUs o90sU UUgUe jely aU. Yyebay 63U0UUs
¢ «aa»‘?‘uck'lfJ;s)a»Dststs 9006 6o9dUsay Uxs @
idesasag) oUalUs oaUs Ab;alltay;seljssy3Ld{eg’Uhcg’eYdJ‘tJ3~aisgugc
K} Go;Uueg’afal%“qm&Uels;UdJ@uaU UseglossgilieUdeysag
jJeed TUUUxsY ) om@afida silerdeaBHuia Udessg) oedds
Apqd
UodUsyY | 3Uo03v) oblls ¥p tWaasa\lag & ds Y

T NCP+

1 QCPn-gscd

1 QCPI-gscd

1 QCPRI-psd2gscd

1 Code Signing

1 EV Code Signing

¢ ooYWdiegp¥iUs 6sdUsay U¥3s 6 eaxrs Us slusyU
Gjeld oY 6ocgodbaowiEead®Bsidv) 95048 o s BBm sdapl =
«Classt»Ua 3 Us :

LCP

NCP

QCPn

QCRI

QCRI-psd2

= =4 =4 -8 9

g7U3U)pse TUU@GLegﬁm:JqugJ“ UOUs aU GgsUjoUcheUs

Ue s yaUOGGUYUBL%gJLmﬁsuq@JGJlg aeB®30Us Aaad3soa¥Y

] 8 U
sl Kj UgsdUsay tUtw;us&“JLUJLUJU Poglpyoell ~vd AUU
6y diosee soecildhEd (ﬁllfgalIWJa,(quLllisegLBUgUhuquu U3 |
B o ug3U;oUeth30g ee3YUuUd UasUs g 6cy Urey
Usg cg@iWgliose "~ Ujeglad,es VK j )
Uo[ yUsoy) UllaU Uesg UsaUsai
ueu:)qqg’) A3 UaoaUos Umsrt,U cpblg
"Uyp U ¥3y UsUlisasalUilguUdilgie

"s0Ues e6sdqUsaci

AGhtes d e92aU0aU e83yYulU Usg 6y elUd, GicgdrsU
GoUleaUlaU Gglsesed UUgUs sadlidd Usg ¢y eldld
aylisoaei ~JhHUbUGdma)e UfaiddU,udd30 eleniza Us U Uy Ua Uc
Udd usUtsaUGalUd, Ueoay¥Y dUx); UaUUs UjalUUe eal
"90Us @6oadeysdd tUsUidgsiddd dealUaUjeassed Usa

Z U o dauuU 203



g
¥

TUsU)so0e

3

oy o cocigUc " Bdid
J" 9

(i

e

glicee wdeslaeg FTaU G i S aq399L3HNWMUQSquL3

V) A
"easUsoe HeﬁUe’eBdaqg U e dWe.HB pdgaddd ( Oalied

5
4

,Q_G)

G e HARIOAWG 0 b e gs B digy Db fyWerg d
EQJQJJ@J@UQQ'H@ médy 3 G d d

“ae U’ U

Goae I

ethail b Ud)wili % o U s Uej;naMéJlH

G
b dgsd
j UsUe b libde DBWosB8UUs  BBd Ubs

U
U

Ce

3¢ dU sp DB Uaivdigghes G.U
U alsalUyd UgUesi Uenailli@eal
dll 1-_0;

d?{atxnrqbl g U3UauUeseeg

£
Ud

G
q
all

o ©

3
Uy

CoO @ Cnn

\E-m

JgUE; d yoey390d U’ Ue”

e
(]
c
(O]
(]
©
C
(@]
C
Y—
X
«
Co
o
Ce

(

C!C*'H_Q '(@
c

® CCod O @ CoQ
«Q «©

Yoo GO

(03] C;wg Co D C

o o
o C}C"w (e

@ C
=
&«
(=
(=3
®
®
«
«
(]
Co
(0]
@
=
o
®
o,

4 oL g 9 YoUs Uds oslgmpb@Bosoe is
UsUaGU&8de Suldéf BabUesdoeilesjemld
g
3

‘o @
(o]
fol

G Cw

g.@APUeﬂ(ef]uerguq;sUE
Ui B gaUmsngeLgU sbAUa i
q . bk;anedLﬁsdeysseugUe’
edUdd GUds tiygel
yeOe U Wagadee dUs

U aldesg Uooy Yileg

OO WU CCO® CCi® S CoN CC—
wD

CCccCcC@

cQ =

SingleSignOn(SSQ ’ b
al gs}J},émaaihlJeg

~ o

(8]

(]
C
C
C

«©
o
w
C

Co Ce (o)

(@len
D ¢«

T CeWw

a
UG'GGQUqg VI
€ J

@®
G
o
(o]
(0]
w o &
@ ™
w Cc

\LD‘-I— ﬁ(
(UC(

@ O T

i
’esddUo y3Ud
“Us

Yoo 943
Ce

(e )] q:q:Cor'-C
C—

v O
Ci@® Co® O+ C
R CoCHD Co ™
O C\® Co ™
el

C«

SN O oy

N el
@

‘o O
w
06w o

o0 O Cenceo @
m -
[ (@)

— o0 e ®
w
ED-,.E(C((D
( C¢
D

S0 Q0 MmCo

e CCR O
g
&8
(e
w
C
o
O
C
[
®

O Q@ Co CTOCW W@+ Q

cnm{g@
e
a%

CQ Co C«
o wo
B,COCOLD

2

T C®
Q O 0o MW
e &

Qo oo 's
Qo6&

qg 0 i yedleriseU U'é)E bolkd Ua

D0 ;JG ®mC e o @S
0
>

B3

D

Ce
8
e
Sy
<

>Q_

CO

-{

w

o3

@

S

o
—~o

N



3 cleee mdeasglasg Tal G i S adaeet3HM&MuQquet3 U

V) 9 A
"easUsoe HeﬁUe’eBdaqg U e dWe.tB pgaddd ( Oailicid

9
4
¢ U ’SUUG’GSQULgsseSWMq{@yJGGgs y3U U s ayas3
ee3YOWd aUe gU LBaaGU ezm(hygal(ﬁ@lgssp i PrivateKey createcand

storedin hardwareCSR. A #Ayesxs, UGey ¥ UU ﬁeaUe;eegtBleg’Y
daUsa U} 63909 yidi} gJoMguﬁmﬂuly;g’syeegs Us (ODpidIo 3 vy sa U
etsigcsQcSSCDi Ud 3 U geSttmkatsf U ~ sGUes 89 dUsay¥Y saYldd
Usgd h)egd o UsgDASE .U d Wi @go U89 geelibvibdls d

o € 9 8 g3” sy dMieadd (

g0 ~oi0Us & oRfilyssasvlisliyoltllibg ¢ y e g3 y3U U s ayes
ee3YOWd a(Ue 'gU iBmal =ity pi@igssB i PrivateKey createdand
storedin softwareCSR.

323113 Usaj abrid

UOgURUQUUG 29U KooUosyoscy
GsU Uds yoaueld AoaUs
g

joey3rv DA 09de UebqPabusd
Udd UUgUpRUJUUG (Gglssat 3 ®© 369913 ~JelLl ¥3
Usg 0)djaeg 240)( WeyYyofUBedg olicai .
(B) 9008 (U3 adillgiilsddy e didind)0) ¢eUUUGc1 Paddd
HARICA e a UUYaad aU O&GQGSGUGUJQIypﬂsl%dssae
U Uad dilh ddB&)gs Us i ¢l 'clgoedUglid Udgg UUgUR L
j sUci 9d3®gUs oUUBG Ua¥YcostUes eU cj3eld Ush
U algdeoy Yéggly) Us el Wemo yUplpddis® Usei cag (
UdUgseesose UUgURUqQUU, U.5 HBRICK osyss, 6 Uisa = o ¥
Us U3z Uaoj UGle 095U UsulazUsd Usesavldd e
(BB | 9Ut3s UUgUe 695U0alUs U doaUaUje3saY
daUsaUjessoeed UsUoseb)) sgdd 88ggldagle O -
ehse Us bBOAKdsBofeg | sUsiclUssg yacUs ¢TI«
A a Uie moUdldyYestdd UasUs c¢c3dydahe.
(9B | sUt 3 dU e6ydises @eoetlUs y3U gisdUyel
golUoalUjessoed 3 eojUled 290 30 g eoy¥vyUs
UdHARICA. ¢ HARICAdU U abUbUst GUs HUs Use ~saUc
UacU Udesasgy)oddUa 80 bytGd UU addeUOaU (0)
( U¢) HARICA ycUs gas 6oed L"JsJU@gy’;g’owsetybﬁJ@&dJsg’ U
27499/20210 8 290 Uds Uz U e U¥ i Uid] e0hgeU g’ te)a d -
Udd ;1 Udd "~ Up Uoy¥yieg UcaDA® ) df eoga 62040 (el
U0 U egtUsaUY yooj3U0GU0 Usdllides@wOUWPUHUGU
] "edUUey) s "8 g ’U;szlt Y (o (BU o ( 2u)Uc{L3 euaeeprydg
gae 685ddUa o2sU 30 g etlUdyasegs Uds Us U
. ¢QaUUs’ﬁ|ﬁJa®\o¢d§J}jE}s&fBj0DsUeieLgs'eLgi dgs3aeg
UUgUe ".cadqudd

i. JgUseUUg" ebesdsszUsMagasdedeeghUe "8y B0y Us
e UUUo UsUy chlillitady e g~ Ui dddlxgdl e " .ardididrd d
Us’?‘;Qd)f@eUsUUGUa@deae?U@pUUJﬂUuYa»Ung’
h- vafUs Uo 3t yy9edld, ¥ et)oward U¥ ivelhdsy,
yoUocad ang;thUUg’ Uocooy ¥Yliaeg UGGUaU
j 9Ugi e¢Qbalgly Ui ddU@de * € e g dlgdd®sn U didld
e OU0UosUsyGUU; e GUYUSG, eOU0Y Uds @aa
bssUUgcoeaelUsd/ tigalUesoacgi UgUs @6y} Uy yUs



3 clsee mdeesliasg TaUsilsagi aad39al 3-HARIDAL de Uyat 3 oaUs A
"YeaooslUsoe YoslUs sbfédyu U e dWe.tB pgidd ( Oalicild 4

3232 By oy 6 ~eglWe Udadlxssff stgliaUged
O3 Ud J’gz”a:y:iJm[UsaUQzUsUguemJgtgqcUVUUc{UVB, 1y Us
G0ds oUUesce Usg ~osl0Us’ dHARICARIM TtUed’ 88 UG = Y
UUgUe saguiddyaUdaU oaUUY Uds Ujcoesee Uooy Ule.

By sUg3ebyeoddddlds o90h bglplewgflss i oaUUYes

¢ HARICA U Uad d & adlbo 6 o 99
"90Uec’ 6SUdUIs 89 6}
JjalUldqeUyay [/ AKa’

UUHGULBQ’@@Q@H@@@

E}B(ULBI;Ungag dgieb

Uy 0% U Uslis) empill 0, e e3ge U
;saUe Uqg:QDlNde%gUeg U
jogi e d UsoUieg Ueg Ly
UaUUs Ue “~9GUs esdUsah
ge degos B UYe ag 64 qaUL 3/
ge U

J‘

‘Cog(

® @

«Q «Q
]
(]
—

(U) f eHARIGA WieedJaieepdllicn U,
dd 3284 U3 UGy ddalUs O

I (0]
ESS @, ©

GUescUaU Usg Ggs3ly e
l°Jeuaue3UU9 g0s “~ Uy saU
Uy sa¥YbUs oY @s

bamug_'@q;e(

"obUbUsyeysU

e 8oadUsosay G g

3 dqHJeeRlI CA ¢ 6) Ua 3 U
U 30 g elilUaszUs oY c@HJ
Ua e 3 Uss iexygUsysshU & aUs i a 3
Bep op B

325 K  osbUbUdAxagtoeslifhUdidd
¢HARICAyGdJ;eodeLéusataJ@dJldaquﬂlbeguseU]qll‘jaﬁa"ys:gJ

e 84613 3U sdUelacgs sdUs 69dqUsay¥ o09U aa
) oUssdiedydUa 3 U UdhylUssgdiedaie Udeyszsg(d UsUs
’9uUe’e/§‘ﬂdJ9§9ﬁpUg’Uq3@@qu 0 "0C ( ’ ’
dqedsi e eoadUsah, UumplfﬂfJUlq
Us UeUhg UgUed quu 1pﬁs ;
GO0 eU0 Uesgd UscsgloecielUg®y¥egly hUsU
Ey3a ol;stUhqueogUQSU Ueg

L} oldd UsUdy Ul g e didedhissiisgd a U
gd d sUUYI YWl Ebg]l'érﬁgjoe UaUOU
GgooaUaUji3VUest) aYdU- pdbGdd g} dad
UsedevyUxs/ Gceoal 3, u/ 30d sc{GUs |
U segyreysys yooy Ulivs bUBUsL GUY
gUes U Ue

CoC(O Co¥™ (}J Cx
oQ C N .
* AN

Co™M CoCe
O QO
CC» &
@
o

@
Q.

Co
«©

S CQ o o Q,

Coo') C
= 0

O Q@ O W
W% o 40
CCR CcCoe,
© =™ @
Cco ™ Coc“<

™
@
S CeQ ®

AR S (@)
Boce g
o «Q @
“w

g
HARI CA y d
U

ee 6oUa "adjelejyald U h ~do
U;Yo$2UZu7:o;9 ieg C

V)
d U d eUsseagh) 29l degs gD d. f

s U qu y o lic i dEVH sHARIGA ¢ 8 d U gagll £’ Uanwn aU0s (

o

UzegloasihUdiad Ueg josUei3UU, Gge UjysalebUsa

o - <

Z U o @4uU 203



3 clsee mdeesliasg TaUsilsagi aad39al 3-HARIDAL de Uyat 3 oaUs A
"UeasUsse YslUes ecddagdyu U e bWaHop wdgtidd (Oealiclid 4
A ¢é6 hH3eceU, Udlg ¢ ¢ a s G¥ 6 v sUlesd b UG Ui g
3’L°Jidgosee;ge$@9juangaiU:equUe’e,sqﬁ(]eset’jexisU eU Uds A:
32 8 U~xs Buc{:)9L3 EV,
A yUs yMUdE*&sEnLig;ydog’;UyU Ud FEiebUdd FKFgsl)esed
Uscgloci@aldfplyseaddd Usg ) eaUeisUed UsUostysuaU
yiegd jjeddd, 0Gi¢B.200 UxB Bdiad osa FBUEWU 2 Us
A yUg WalWgdsedy©OUs 9ty YyUs © UosoejaslUs gU
"UotdUe 69dUsoeci EV, B82d®dyddseBulddmt A3 FEWJUU
32673 95U} 90 995U usUaUsUsgyo9ahUqUU
¢ HARI CA Un'Udglidiklidde 6odadB8& dleedlidd, ~Jeals
beddUm&dJ;osCfﬁLhYngUﬁqg 00 3gyHARIGAT 3 yoceles J O a G d d
o[;u}usaUdﬁUe’ adqiggiUe soseidlUs e50 18 “eg
HARICA GsU 30U ’U;yGGSL”JUs UgUyd s g dj UaaUd,

a;sUe;eU

1 ¢ Ujadiegdglidyg "~ Uysce)asUUUs Us eyostUs aU
UsUsyxﬂqg

f B ey yUd - LgU(dUGsucdeUa.Hach:tJUg(Hlaal@AYe[ngdU
’0;99»08b‘7‘3U%yog@uedgaU}mm;Ueg’ Uss (Ge)yU aUs

1T¢ 18 "3y Us 30 o leooidg paplba " Bige WozaWoe e go ¥
Ugtedg s Ut/ Upptd Udd HARI CA.

By oalleysags UYj esc{dUgUyg’ geoeuseaei AGU;SG:)Ls

Ud s ymja[lyeafﬂewUG sadd ddy " eg GU0Us UsealUs aUd H

“Uy s UL GUsd, UL"JC{(H ARIslst 6 " 6 5-( 8B TG’ éﬂmqwsqqg

GdgsulUulUeysd 83URUqUU e¥vyad Ud 3 dqUe yooaypsild

AiUj ea6olL 3

¢ HARWOA y.mqweeufga&lUUeUﬂJUe’eqmd(JUandJ‘% eaxaj;&qg

’;Gl‘jﬂee;ageg3 Uds | ¥ ¥d 3’39U08U3G, g f] Uc

U egliycUdaU Ud udessgjoalU Uddgfigpiddgd U

s Ues fMmidUVade )sadidd

33 A  UaedUgtd U Uy WrpGalhsild sdle § Us & 63
salUsilia

zU UeslU Upgyetisdiltlec  eadqUsoaci ¢ U o yied soseddptong U " 30y

’s&Ue’estsaeiyssLJye;geg’GJBQUhsaeLBg’ GL@Cg’dT;aqu:Bue;oU

y3U o0Gi 63 ;9duuLbeseeyeca1&Ul9:mL3hldg’¢sUemBg’ Eg»k)epesty

e 6)3e6ia3 80U ﬂblemﬁl«t esshdgsU;saa:{HUc{ oes3(q Usg. ¢

U Usyosteldd ~Ujso47vi0UUs aUds UshUqUU

331K  UsedUgild ©UgUnGpylidsl hUdlddd yaile.!
3yeg odvBalWssiBodUosoaci

BE g3 U} ae dadelifa 3UUU§kJﬂd@@Jqu3J "sdUe 85dUsah

aeaUs oaUs Uz polsels UsbbbeistiBoeezed Usg, Uscoaa!

Ud tsUusaUGalU "e6g "~ URBR2; YGUUUs aUds Uy Yoy

Z U o @aswU 203



3 clesee mdeesliasg TaUs 6i Koaadsosal 3-HAROAULde Uyal 3 V] .

(V] aUs
"HeaosUsore UoslUc sUfédddioeoils tedwélbmglidd (Oalcild 4

332 K" UsedUgld UUgUhRUdUUY »sUs Ussgliosif!
3yeag odBdllseioadqUsoeasi eUUY U h Us¥Yoaaq

@Egsu;eszc{duelg’o 300@5)@@@3&«&@&@3 e 00Uy Uds Usvyac

Uj cooaagi "s0UB 69dqUsosasaqi us g, Ussasgdt 3sUUd C

Uy ¥Yo3dda

34 A" UsedUgld GWepUHUdBYIasl h Usitte e OUU
UsYoaadlidd

byy Us Uys “Upe UL GUx3 Us¥yeadldd "~eg ~ ~Ujso

4.9.1—IAF~ZCASC[G;°0 3U UsUsaUaUa 6 @osasle saUU -’ si

K3 U s‘?‘,s gigdustUe 6odUsefUery dididd /00 d)leagligle di)s Us

¢ U UeedUgld UUgURUqQUUG o5 U&Ggueeuhﬂqﬁq
i etryrsaU €U Us'g’ﬁs&)ai;h‘ﬁwqqeg’UUseQMlﬂdsA "ol avyoey U, G 6
HARICAa Us 6 FEg,»WlU&c dJded ’ U;Ua»UbeugU:eugwrseausUeuLBs
y3ddgUsah ovlUsah UsYasaduiedds Beug d quaUseUQGquub;
Uds Us¥Yeoadlid Ueg FKogostiles ssdoleUsoaasgi U Us

T U0dp e dUadd RiyaisxUUbl s ded@eggd U addesgd Uy s
UdaUd 3 eigl@padidfl s g daUo Uy 63 9obicgUUcgili} 6e

¢ “eoeydd UsUusaUGalU UsYooadaddsy “~Uysoy YGUUUSs

,r -

341 ) aUdkslbroadugudi U | j ce
g{AaUe}ﬁdﬂﬁOaa&fbeUasﬂbﬁlﬁle’°§jqfﬂeaj(‘yGU9 stiegyyd U
Ues ooy Ueo alhe oedlipélith” eFgd@pafg dUe yeUs uUsUyy Ui
U addd, 30 UsUsUeptPadylliyd@yiidelep dBepailh) cc
yebbedUavyddd ~ Uy Uesy Uy, eghd/¥dody Byisga¥igu0Us G (
49.1.1

342 aUdlksUroaod ifgs Wy e dUe

BEg3Uv;GSQUEQ' S’G;Uo 30 UsUddUa UO§aU&eivgadloc
ioU UGHARICA, eU Udos(ejisleysys eUdhirs UUgUs”
GJ eldde dielys a6 i expseei Usereﬁg{mutgeeaecguiid@esweUS
eq[Ueu'jst‘egaq&”q 'que’estsaewU:dUs ulisaubuuxtbessaeeq |
aUs aUUY Ud udeas &80 adlU Ub\gdwguq bU?‘cUgUsUUgUf]

odjeliey st 3 “6g UasUs osvyulgdusebd®e. ) ced

343 aUdlksbroaogligdé&gpg iy s dUe

jeUesUUU j3Y¥eaadldd HgtlsceddYdo
Ushd ~o0UsHARKCAUg acéilsUcgd o2a3c3U
’U;eo;YuesUU949$J213 "Uy Yoy Ulas

CoQ

UUg Us
i eldry

Ce™
w
™ C

U

Z U o @eluU 203



3 cleee mdeasglasg Tal G i S aq399L3HNWMUQSquL3 U

V) 9
"easUsoe HeﬁUe’eBdaqg U e dWe.tB pgaddd ( Oailicid

4 sUsUc g} obsolyefli psogs g sved YslGUs a:
41 1 aUdidd 29U ©YslGUs 69dUsaf

9 A
4

411He96d UsoaUsasi UWbdldsdU o Ud@ar d)md Us o
jsUeldUsd 29U yolsld ~s0GUs’ 8sdBd=sdisddde) ai 3
"U)y 993 Yie3UUs 183ds3 “~ Uy Yoy Uls

¢HARICAU3 iyeUUUs 30U @m)g;leSafeBtd)wsng)QS Us dUsalbsees Ug G d
i G'U’X’3 SVGUGG } ¥3, jeolUseysasag 30U U eUjyy
UsUaGUescU BasfhReUUU jtiLyeg.

¢ HARICA Uos u atislisU e = e GEYTPavp YEVCPw-ps®?, EV SSL 2 Us
3 6oy UlGedeVE Y edlxleshBlsg Uyl helibeayasdlge j ddide U
oG Uc coWgdsg@dlp Us Ueadmj us 6 88 Yp Uo | 4rilie Bg’
4120¥BUdoBUWGB 5 aye3 Urxs U UsUedUlds  ©¢/ gpdsca

412 go Ut o aylBiloUsllsay Ugdi 3 0d
by s3 Uds yoeteid UsHARICHa2UE® WedidUda §ies g dd
UOsedjyarvtdq U h Ues | sUsi3sUU:

o

1. zaUaUdad 29U d sd’'Usd 8 s Umpplha 3 U Uas Us daUs
2zaﬁJ’eofJo;ﬂﬁssby&gddU;eEJdtsluysmm;euc{g’, "8Qg £ 6}
3U tosUUadUsUUs doaUaUje3saY.

03U UaUdeU o 9eU 6 psllialla sslbed UbppehBB M Uss @ s eiaaY
"3y Us 30U UoslcecdceiUtgliPgldddgcecyasbeacid Uy s
aUs Uesgd Ujyseyostecid U UsUcy difpewd aadld
Uy 903 Yal0O0pPFo42icag f Uds " sedUh88dde hedad Us
g el8UdyaslUUUs U Hh y3U yoogsae, os08ecies UaUde!
Uss o UUAmaydfpBy 6 UYoes Usy pddd Usg PeldiB V05U
"9s0Us esapdlmhycUs o2a3Us, 30U yeUs g ebaddUc
dqaUa U} e390Y.

¢ UaUdqife cadolqlljomeUc b vddgs Ueio®B, Ao Jclt " 8g
Usg | aUehisUthoaUd 65 "~ adjeliseyald UasUs 6 dyd

B val"beies;l?xaﬂfjg’ ebydds UaUdld osU yoallelids Usg
Uqggau‘a’l U e O Cheps/tafiharicagr/, https//cmharicagr e G Ud 3 ) J e
TUUL}G’.,LV;Jeéo[@saUaetg @lﬂ}j@UUGgA@Lﬁ@wls;%@ cpgi”yse
g1 g@eUgp Gﬂ]ﬂeést;js.;&UUjUGl;¢9LUdeJu99Ul‘]CIU UaUdddc
¥vd U'gUya»l"JGaU Uqwsf;an’flU’ﬂa»atQagUek’ngb\ges;UumeUyUaegfv
} eoyUled H?(@Weu;eec{uuwaaeeu;su U&Ua;abvgqg uu
G0d GgsycUsUAKbbyoloddiYace&®ghAooag) HUqUUJ.

4121 gp Ul 9 oyBioUB g8 a®d®We  esqUsa ¥y

Bs " Uy Usay¥ivej g&es Uazobdd Wdk; Felielieds: st Us 65

Z U o @7l 2p3


https://app.harica.gr/
https://cm.harica.gr/

3 cleee mdeasglasg Tal G i S adaeet3HM&MuQquet3 U

V) 9 A
"easUsoe HeﬁUe’eBdaqg U e dWe.tB pgaddd ( Oailicid

9
4
e p qHVede &Ue codUogéibafgdUbs U3
eya6Ug sthalilpblls &U cY GSC{USGG’:V

Gy ¢ 568dlalds U9 > Bellill W GIIY dx 3 Us

, g’dJlchJangf]uerg eydlﬂl@&egueeuhUQuq 3
e&x,'e@mimw,wqmg@@ yrsdU § R ael UO0Usy UaU ~ Uy

Oﬁaug’) ueaecg&Uag&:Jg’aq;Lsuube alUsBENd g Ug b Y oo
8
d

COQ(

C

L W

~ O

" 83q Umasfpd jUsBadi 3Ubagd .

g3cd BY@ad)es BarfUg B U Us " ssdUsoasci vy

df]UGU3~(3guéeﬂlstﬂdsgsH@ousU;esuaob@:{Ulﬂmaﬁgse@

de eodyasdgisodgsUphir 6 ~e@aWasUs U

UDLééJG,ﬂjldedJyfeJUg’UU&vegysgue0(18 d UsUs”
}

UsegiseslihlUdid 30U (a0

A q:"'_ CoOqu‘-b—l q:(Q Co
NSO O R o R SR &)

cQ Cx wcma Com o BooCO 00 G

8
U ,r -~

g eb¥Yaag3UUs U'h Yaacg
¥

Co

3U g aoevglriits U0 f
"I Rav a

Coo
oo 8 @

u—mct(_‘_.
O O*Y 0O @ Cico

0 G
w'qU e B0k 3 0@k o Us ‘
8 § & & e gyl gyveaptysivfyc(Bad Ue .
o’Uvuq ‘68 gisul—jA;R:IqGJAeg’aUe
'egeUquGei eLEQéLHJewUdaJsesQUsah
;0633UU9 aUs 3 U
ed. BJ) pids 3;Uy¢:g£tﬂguﬁmxaaew]e J
[ s U8UsU@pEaBlocia
elpUqad 3BUEas 3,08
UU s Uaslsdld AlessWhasdr )

C«
T Co D ®
N =

\Co‘—

(O]

Y—

O Co
G Co
QW<m

(]

©.8

d
dl

Co® C
(@)
e
Q ~
w @ Q

U Us sd¥ieidhis Ue 0 U8, o6 1A U Y hdo
g s |/

3 U Uysligsy Us 0
} hesgd

42 K Uz Ujjoddiiggdedidie " e d Us o

421 pos Ul s IBWUmeg g #FgddWgeedUe

¢ U 030300800 Uys UsUedUxys bUGasUIRIs a0 ha
yoU U0 U9 §e dilslyiddes UUs rd Ty Ggledle:sd:UU:)eg;f]U
"y y3ls U  UaddUi GUs hRaU Uk Ou Ulgees ylby W e'ddigli e & d (
UoalUs 69dqUsaf

POodly o Ut tUsd “~eg Us VUG”Uq‘gUV'sﬁUe'esqﬁseei
adjeleyald v:)sl{wUG3dul9U133yualjdsl‘7‘bflis HieRfl C" h o
’”aq;eue;ajﬁag’Ueu 3hU W ees, Umsthﬁ@@QW@&Jpswsh 3 U
Usd U abUbjbadaeli 30 U. U Usg 3

¢ Uy vspPDiydejaslUs Uds UsvYyoaUsU slcied Uxs
¢ HARICAe " eplla 6y dqlisese 89Ua yo0)3 UGU oaUs ullusce

o - <

Z U o @siuU 203



3 cleee mdeasglasg Tal G i S adaeet3HM&MuQquet3 U

V) 9 A
"easUsoe HeﬁUe’eBdaqg U e dWe.tB pgaddd ( Oailicid

5
4

Uy YoableeU 30U U UaddUi GUs Usd tod/eiitipadd I
L°J’UsUG;qﬁsse’ee@ﬁﬁadcﬁﬂetﬂfﬁiaegssyweeUgg’ hUs U yoaUc
GUescUalU © yoo3 UGU U’ f{ d 3.2e “eaags aseyeq cyhiUIU aU
U UaedUgtd

gUb Ut e &y 818 e dlp Ged dgs aadU 6 jad WanedsU albadsdlbsi : 3

=a

sld KooUsjyoseyszxs YsllUs 'ygoadUsal 3
Ul dUce cgadid) «GaReeddsd 365 3 UU

-
()]
(4

q:‘!— C
COOK<

L”Je’es&{SL”lT&LSYJgd030993'30c{uc{g’ dUayYU(
ntlcatlon)3 Go;Uueg’OV,TS/I\ZIIMI%UUS AadUa;98y3Y3
Ue'esqwapUGeg’J adUsmhida Ud Uaoaa s "y 3
yy Ud

U Yol U%UTG_SquJcéLdasYUS o3 g adilddd UL 3

o ealUUanfi sUg’ aneusyey:aUlﬁJs(g’825)szgjthldgﬁ

o) K 15 zUjUyaselye RRIOs2Bg, U3 Uz es3.UU ea UL (3

uth

c:p_¢j>o,afqo
O ™®MOS0O ™Moo
Co®d C<

d " Ujacitied U UsUc pomainNaméaslib] G dd U’ a
0 U eSSléTesy hadalvs Us ok s @ adid@d GDws Us :
haosUd UsUsesbWeselUs@3e8)zsPpd 2
5 2z U} i0alsegh(2290(2gh .y 4 Ud

5 zUyUkalllgi) 2@2%,y Ud

5 zUjibosa® 2ex9Ud

0d0 6 quga’?‘ EV, a08dBRg Udg Oqesyslteldd
suxso e 8.2 Uld4s. maummqu;u EV aUs UsaUhd UY¥Y

oYU330qUaBI g3 oL 3d EJ\b»Ust]La»qudU Uvs
sec Bpealdodps e§g3E!3NU Lba‘]ﬁUeedLBpeedsUseh
Upley gUdgddasUs UU UshasgdlU hy el
soe o506l golbsh albUgbhiRegiblezy Y Ud

Ce
. Q@

SO e = O
Co \
%

3

TGO <O

C® C

C(Co Cc M <

—

f °33&:Ul39Uahu9Ug{al{&8§lsei$LylpUg’
po Ui dgs Kqot8gUg¢hdepgiosUd oUBN)ses UU
A

"UaddUgeysd zWdgelefliaUdoBeyrea Uy
s Us U g gl 09s0eowh useLch’ie 20aj 3 gzl Y Ud

) y3eel) qUa}hBUgs Ugo Qamdys ez 3y Ud
Bzege UUU" L3gea, ¢anLB4g9UaB];uceﬂﬂg’suL£3hLJgﬁ;eu

de y )

e o U(8%) qay;t"Jguhg Uy s q”uu:quq g Wldiza 0WJd
64 aw3lbe UlGey Uddalp A 0¢ 0  Uwdd eilelglbedy oheieegdd Ud d
Gt eblUbGdd. GsU ’U;YuUsosU d u*stuq ZYBAAL
U¥3 J havs EV yvd f]JUSGLgeHJk:de.bI-MO[RﬂUChAUehnygpsf]Ueg
e UU; eU00s8U0U0Ua d GiebUGC.

¢ 1edUllg oUoldfiiz@a @B)de Uyey UsaUlGyy UUUs ~ Uy I
3Us93Y U ' fh Uds deUjyeedsalU Ggeasoed Urs GUs
¢ HARICA zUBAKt 3U c6jdliosce sosellUs 303y y3l
yeUs g ebaddUa, Ud Zi ebUG( FgatujeedUe



3 cleee mdeasglasg Tal G i S adaeet3HM&MuQquet3 U

V) 9 A
"easUsoe HeﬁUe’eBdaqg U e dWe.tB pgaddd ( Oailicid

5
4

gs’U;saUstseaysqg Udd eealUlssed jGUqug t
gaalU oL 3 "o G Us " eeo[Ueel 3Sulﬁé¢tuUBg bUdE §y ¢ esg93

v Co

U a0y UUUs 32 § 38HO0 UUHAJBWGosL 3 EV.

¢ HARICA 7 BBA AL 3 U G;c{uaJsUeueeseyesLUUSU 3ULib~397thgqu
tldosvyUsoagi 7&09093{ Ues g Egsu;este 29U Usd
heas ~UpstGdfhUU;e U K wUsaUUy Uad (13) ees3Ud
3 8oy Ulied FLUusaU

¢ HARWKGA U3z Usay¥bUs Ud tsUlsaUGalU U UsedUgild
U’eaUeddaUs L"Jathg’ U¥3 6} B8393L3 @8} 0Y%3 "8 0
U sUpy UUUs tGsUle) UUxBRYL 4.0k (Gwadd Bd)d Uaiss UB\.
Z U0 eUsoUv’E’J;o’U&'GC&ELv{fqml:es”&ay'mu"bﬁgn’&gnoﬁ’oce@;thUU
L"JagL"J;ve d9disla yeUs Y y o d 0l " ofthekassa f ievaUde
VI U?iUG;q&gsEGQQ@q&gaﬂg’o;’Ye’jgrs”e;qi’lsge'esedqgu
"UaUshAUUPBogpmaddgldgia tdq YstiUes esdqUsoaasi .

422 Oooa}390d © U fhyyoeyd UsUetlUxs "~ s08Us @89
z00y U R hoesgd Usgde Ul yoegeghg’aelﬂUgUﬂshgwqweUsg’GU
j sUei slldly o UUUS aUs Ueo 98l el dhe @lss Udg  Unld
"6g) Ui ¥s Uo®ddBUYe UadqUsoh © d UaUdad ~ Uy syc

"8)343a U0OUUs.

U
¢ HARICA dU U @} 4
g

) a UUs UsUetUsd o950 dYsidUs @59
"86) UrUsoay¥Y beeUUU U UsedUgldd uUs € 6} 6i 3
gHARICAU Us U"  sUyy UUUs 30U UsilitiUs BosdUs 6odUce
BaheUUU e/ aUs UaWRUgey3sUd o@osUgdis3zstUsd

£ HARICAe "6} Ua 30 dD " @gydiyd e o e s (eUes sseslidel ssalhU U
8  eaceg d yoaueld £ 63 Ua 30 bavyyUs, 3U g ebU
e ec3 il UU|f[A’R|CAU9LUg8Ud_U;9&U8(ﬂl)llﬂl3€5]ﬁ:ﬂ]j83l3!‘$‘¥‘3]’¥‘3
20;1¢3HARICA9403U9 aUUY Uds U fagUd UsUsjslUsse
“1edocieUse Ul ya sl GBMLHJ(BQJSG;&JG:)@JULH@;SUNCB

8 8oasglie aUU | sUeelUUcd YostGUs 85dUsaaci.

¢ HARICA tUdU Uoaitiit GUs 3yU YslGUs 6sdUssa¥Y 3 602
UsUsaUOUUGUed Us, 295U e5U esUhLUdeUlIﬂeuegUde;Un
H HARICA s UUd) Ua-i Wile e gy ®UU "6g UGy ai 3 Ue af
"UotUe 69dUsoeci 3 6oy Ulied TiusalU, rvd U HRUUs
TiLisoaU UsUesseddalU U Uslte 6 jJoUit3 Gafh seU g
# HARICAe " 8) Ua 30 Uestit GUs 3yU e 30 UsUsaUUUGL
TiuiosalU GU eal0 63U0hUdi®cde o ¥ e UgdgeaUs di ¢
yee3UUd vd U eUyal00eU U 1 aUsU Uayosoecaeg Uasg |
golUs esadUsafh 3 oy Ulied T loJakeolbe do) HalUscec
3U "UysaUebyYslUs ecalU UngsessHaé\ElCAl)JeUysDY (U’
idehtose GUaUas UstedUrs g Uy OuyeUOUUs §{
BAKYAKE L 800 Uz W iseyUmecaliee” Wi U dye OUU ~ ody a

Z U o 8000 203



J glgee ”qoqseﬁaeg” TavasUsev aq399L3HAmOAUQSquL3 als ¢
UeasUsoe HYslUec ecUdgdadygu U e dWe.tB pgidd ( Oalicild 4

oUs UGGYaUsUgd eg’@iﬁlm " el UU e 9 yads ad }J
GeUUsoa¥ eU Usa Uy h’ 6 U'sdealUglidd aUs cje
Eg3uj)eelpUe td d ~jebaU”  heUs(q a2t 0d 29U aUai U
99U bpUaUsyeysd UGGYaUsUU.

Ko e;osLBesUJeLJthhlagle'esqoeeei "8g UaszUsg diclrs!l
UsUesi e Usasg ;eosll (B3 seasgUstb slUaddUi UdaUs oas U sa
Fgal) eeeadglyeddUsi 3 © 6y dlses eoseia YslUs ssdl
3U "UjUsesasgdeti 3 Usd U’Ugge&ﬂgg’ Udg’ Udeooc
"3 e0UUGaUd Ueg f vd 6274c0UUs 0U(ds Uj Yo UG

g¢U UsUws €y Uslb’t s Us i U’ R¥eogost¥oclisdl Us 3 Ui @

c
aeRdEYWWoA 6 g Koo gB

GoUdGey UBal hoglHOW9aslg Aoyoca
Aoag;hUc{UUFgl‘]d;quqr UOsedyarlid © / aUs U UsedU
s G Us "’ eeo[Ueeei EV. PFlbyaoleldls Uyda  "Uyeld Uidlss
Uooay) a3 UUUSE Ve  (alitilocl) pliatis B hYyUs e €d3 pUaGUJqUUaa

423j 3 h3ed U UsU0;oU08aUd UsUeGUx3s3 "~ sGU0Us @
gU UsUeeUOU0UU "sz‘)Ulfiéga tﬂ[;Uldldm#ssUUs G@olloyldyeU
UjyoYGoers deUy 3, aUhd U R Usd "~ Uys UL GU0s;

4.2.4 Certificate Authority Authorization (CAA)

¢ HARICA Uay o6 Us UeAA (U zdijrd RGCB44Te 93 Ua it )
"UolUes 689dUsayY EgsSSLjTBSeeqwtsquoeetfksqi;Ueswcﬁ‘ JGsaU
"eg & 6j46is 3U Ueuouegs GquSEdTLEB@a{Uf@@Y Efy 3 U
Usd "1 eUsy UOUsoayd 322801 G Usdg Usd ~ Uy Uoy Y
¢ HARICA U3 U’ L"J
dqaUaUj; e390a6i

C( Co
[l <

} oYsUUUs " ¢mAdo slle usllyghfs 3 s
cgujeelUaasg.
Bs FEgsujeedqUyd ~@g O’SdgHARICAquUdTIBSBLglEaaGUGL
oG Ucs daqgUaaVWedUuulu EQEDBISTCIUUeg(j/ 30U Gge Uy
aUds Us9soe UGg@NSlssaLanwmamsﬂ{meenlssaewnd zlﬁlsse
fiharica.gro .

Bs KEgaljeedUyd 3 g L"J’sdgA'RK:AstﬁeS/ﬁnME@aseueUE
go d Ues esdllslbsvg GoaUgdi 30 Ueg’ uagjglu;qwsw@+ 3 WU
Gge Uyosa¥begs 0UONSe 88U dMOIAY skiienailc €d)d Us e e
fiharica.gro .

"Uasesg (Pdos2 5y aticlid Ushd ©esilUs 8sdU
ana U} e siARCAId UU Ueaieglisre W @jgo ¥e UU U
Givr3U U0 UdRFC8495: UdUU 4 Usg

yUUz U 030y o AR PHARICAID B j} WG 0 jpoperytag) Us  Ue
issuemail f~ vd 6} aRFOJI495K " & U g Apiopetlythgsz OBA AL 3 U

g 60Ud)jace3sllddoBarayYyealUdUe Ubly WG 6laidsaidedi
y o U cIMIME 8o 0 Us ~ afp'dB¥d a eiOpertytagissuemail

Z U o 8100 203



3 clesee mdeesliasg TaUs G i V&&d396l3HN&MUdSUqGL3 U

(V] 9 A
"UeaooslUsoe UYolllUs scOfiéddiols wedWéatwmwmgidd (Oslasild

5
4

] 3 HARICAUo liL 0 Us Yo idUs sodiraafl) 418U% Y8 U Walhd

TTLUdg’ UoAABPGBdUL (8) vyt 3, ﬂ]gGJsee c{UasUs e Uo
Jeh AdUOGd UUKMARIGAGUR yUd» WadoAae Uooy UG 3

s aoUte 8aUU Yaad GUsoce

j3 Ue boslGUes soqUsah Uy saUebyYaUs CJ;el‘JGhUQ:

UUcglijeeUdMRICACUNDOOUGaydUs Uds U3 U ¥Yax UsUl

GosUi dgsatlidq daUsaUjessaesi UUecgujyeelaasg.

B yoltasBags Us “~jeUsyUUssahd 09U HYslilUs 8sdUsa?

gUc390Y BlYaiy o basdidee UNidgd | BO0U0S YGUUUs
"Uy YoTJARIchH 8g d y6AAmy d cWaloecgg UY GU UGgedrs

gUc390Y Ujodlmkslityredlidd | Y

gHARICAG U dU Usilit GUs ¥s i UeARIEAWdeha B hfYU » od

jguqquUsﬂUG'GSQUSSGi Ud:AAJFH?seﬁ;éUﬂABI@AauxsoU e U

dU aU00U0o2 YiUs "heegld Whoddd o3y, oUks Ugd” Y} ce g3, 0L

“j UsaUsoese UCAlM3U; oUGaU(d

Bs Fgsl)egagdyd ecmgﬂCAlélm:iJ;dUuwsg’ae DNSedloa st 3d

) UsYeceB8UaU ly@ Udaq¢ Uala Fg:B/‘Mtt\/IE&Jeu Us " &35 dyU dalfp
HARICA dU j slGdy(aegs CAAissud dissyewlld e e issuemail
Us Ua 4J@ o gharica.gro .

43 Oaltueld “~slGUs 6sdqUsal 3

431 posUlisaUGalUd jj3et3 "YalUes sadqldd aU0UY |
gU “o9GUe eosdqUosa¥Y EKEgslijeedULs udseusQ*esUUs
"UyoUceeysrs Usg YslUs 8sdqUsoaai U h Ues3 Eg:

youluaeld Yo i UkdjepiomWs Usllklsg tysseli g Gdiery 36
9)90Ued Uesg GgtGUeeUUesd Udd
Us ¢eUs Udaderafweiflth Us U ~j s6 ¥
e ~90GUs 8sdUsasai.

g

ch:

J ;
jedUs

Cc
o cc

U8B0 Ys G Ues (8BE hafittivcc i bd g B

’ 'eg Ggasuyes3UU8e ¢ B ayassU
5 o Ue beRediSibtesr 3y (s ¢ dd 43 g bJsuaAéEi,eée’oeg Uas Us
d Ueg dOCADSBY L"J ®»3v0Us BOGGARRIUB3 WA U 0¥
jeacososUal 3 d¢ 0;13 U h Uds yoatele Ueg
Us 89dUsafh | Yedevd UQes (glbal sctiodd mdest 3

e @ @S
Z o
2y
O
>
¢
ol
™
X
Co

JORTH

'O B

caw
O O CO T

} 9B s 8 Us sBYMUD 29& ¢ Us Ul s a UUi a3 UUs
9] 9ey 389 H’HH/BRGC(AQ’sgsbJau&szbJauMldlﬂldepYJuUmg
gy U0OU 'que’estsa‘?‘ g U aLUJGJgJaYGJsulBlges
(Ifrbg wavery s UG Y3 Us Ud Yg LgUUaBaadJ%cd;U@iq dJiUdeg
y lyemlaslsﬂuUG’esqsyses 8U9«U33~U)f]y>ma,ng389GU}
d GgooalUe)seysaeagd BU); heegd seoslesasi

CO Co C(Co—
cCOoQ w

o - <

Z U e 820U 203



3 clesee mdeesliasg TaUs G i aad399t3HM&MuQquet3 U

(V] 9 A
"UeaslUsoe YoslUs cbisddlioe e dWe.tB pgaddd ( Oailicid

5
4

C(
®

U] 93 Ud3 yala ﬂq',’sﬂlje’esquge :{pre—lssyant!‘e;GUS uo
linting) * UayogUs Ud GgeehylGyld aUs dgebUURU(
U3Ya~eoU eU Ue3z Ui 6 Usg.

432 A3 dey) vigs Weage dUe U Uds jJ Y GeUUsay
"o0Ues 69dUsososai

¢ HARICA Usde Uy BBQJQGH)JIBLUJUUUCB&JBGM hiUdpgddadd
s Us coy lwmdeoilgiddegiligsees Uaa

44 )  ecluwseUs ebdUsa
441 pUae 3 Ug aeagoayUdiso Ulio B UG ad @ @ald)e @m@isdqUs e

TUUOY U(d ﬁsUUeaUuaU Udd UaUdldd, e Egsd
“adjelieyald “ag } halUsUUs 33U " Uysadidai

] B¢

3 0

g ebgae y3uUUudg’ U Ues Egsu;eadUe
3 ) Us g UsUfd 24 ¥} L3 U’ h Ud e

IFEXEN

4420pc{sel‘.’10L°Jgﬁq 6 8J0 GlejsesdqUso

yaUsg j68 ldeeslsUisgs UU ~o0Ud ©5dUbegedy ' Hjs 6

~ o

UspggUasilda BUWigga U €U U44sl ~ Uy Yoy Ulia

443 K3 deyy) vad Yeovrs 63UsUwmlwvs miasdlos y-

Uds | Y
pUs " jebay UUUs Usdey)vyld_ Yoaers e3UsUelrs
hars “~Uposoy YliesWMB4d GUds "~ UyyoyUle

45 ¢Ui Fago t ojj3edpdd®Uc @b dUsoe

451} 3 e0d osltsvrUsecsgi oaUsltussi oaUs s Us @
BsEgsu;estyg U sUpy UUUs 30U oGcjyduisee @89ai
stiUe 89 cdlelp ¥ 0 lbagdld 50 Yiiea UUs 6lld3 y Upvoy Uf
U aldd, 30U Ussasgdeis Usd KoogelGUsd FEgsl
Uy Yopelgie Usilisay UgUyd "e6g GeUUases3UUs €U
ToUsusegi e oaUs Ud c¢jjretd Usg YslUs 6sdqUsoasi.

452 i3 etllleg Udoblmiags o0 Ba0 efpddBidosscfhe Uz U
2y d

g0 dUlGoshesUsel sépy dd3U )y diosees 896ia U0 dde
’gﬁUe’eso[lE’geaau’Y;les:Jq”Blls Uaeaegdlsqu uUuu pau
’U;Yol&ALBes a»UsUGg;oaUg’ "eg(d @aqg YW aBdbe o Wl»
U

i A'Ua»edljgﬁc[ ydisUayY g eoUoj Ueeysvxs £
UUcgujyeelUasg ¢ @MME § vrUsoafaaag

a T3 g UeoyYyYiddud edasgevyU~vrs daUaUj; e390a6i
"1 v Ucs o §MIMES ¢

i K UsedUgit(d yc{'sUeU’Y)og WCBGX’@IB;SLUJS&JW&J‘@GEGOLS

i A" UsedUgld ydidosUoeat yo0) B&8GG) Usoaturs GU

Z U o 8300 203



3 cleee mdeasglasg Tal G i S aq399L3HNWMUQSquL3 U

V) 9 A
"easUsoe HeﬁUe’eBdaqg U e dWe.tB pgaddd ( Oailicid

9
4
o Tyg Usoyvidad UjycUaxs oaUs uUleeysys ol
o A Use dillgdld Eutherilaitior)

i OalUocecaed UsaUs adhbigafony } habUGdd (

46 ) 3Usyvylid “~etiUs 8adqUsas

461EgsdeaUg’ aU0UY Usd 6 6aUd ¢ 6¢gila 30U o
d UubJuJ;Uﬁfb(d[aJ@wsYsUth ad3t)sUsaddys
ai'muysu 'que'GSQUealdYG;aemq[Guagsmj A
Ue¥edl@al) OGUUa Ue cje3safh hHyoscs ol
UK o9 o} 3¢, s Um0 ¥ U s0ci cags y
1 Udi GyJe399aY hyoU ’0;96:842'7‘

h e UU "sGUs 69dqUsa¥ “ag

O QK o
O W e o
¢

Ce
Cwm N
Cwa C
\Qm ®
(O]
3 (0]
s o (o) Q C

OCHOm A Meo®
w
©
c

o cao
O w
W —
CcH
()
w
JoR
™
(e
Y—

w
@
w
G e
cC
(O}
(@]
(O}
cC
C
joR
w
(e
(O}
()
(@)

S
w

=
Co

w
Co

(@)
Ce
Co

o
e
Ce
C( C\
w a

™

o
e

&

@

"de By yédd
y6eg3 o2a3Us UsUsUL GUs.

ot
\ —

gsyeUsU UayoecUUUs Us Ue “~slUs’ &
568 9aUsla bjalseegs3UUs

fot
™
M el e Y el
4

= oo oY o

Cc|g

U
ﬁsY;eeLTJseUf](ba‘iG(ﬁesg’eaé]ergﬂaaad
UGdUasi d oy} g er;vuqﬁq
UUsoay, GU " UFgslUpdddle gs@iles
U Ue e3asnaillllaesrgsgs e Uaasas
Ud yoatlicldd 3yeg “~suaUs esdqUs
g hess & U 9U,didicdds eleag caab
’ Ue " @ o ( tesificfferequest G o ¢ 6
U'quaUgay3e aUds
s UsUyof "oGUs 69dUs

Boos maCc
Ho OO C@

-
Co

I o =
o
®
Q ~
C
o
1)
w
O«

o

(]
~ W _{

g
.
0 0 O =

a 3U Ug U3U3ULQU9 (crjad 3|
yo9oi0Ud UeY;aL"vau slicied osils
3d (0633 Ue ¢ ¥g Ui e elhalhel
je
J U

‘o -

dkey@apraifiisd, d Ue oqdehioe
s ¢U UgUlUR Ue dbsualUs 89(q
89

sdqUsoaaci.

CoCw @ CcCe
«Q,
<
Co

Cox C(Co & =
CD Coq)wQCQCOCD

w o o

L Co Ce

ce 9o

ca o

IN

A K3sdey)Fgd ) es dylb Ue Ugl 930yBe " e s qUs aai

] eea»egdUaUUé sUioi¥e 00O 482ds ~ Uy yYoy Ulas

465 pUes 3 Us asoalU " eagiciesey Ussj alilnds ydsis d Us o
jocaoblgdUasUisygljed; YGOUUs 44lds ~ Uy Yoy Ulse

Z U o 8400 203



3 clsee mdeesliasg TaUsilsagi aad39al 3-HARIDAL de Uyat 3 oaUs A
"YeaooslUsoe YoslUs sbfédyu U e dWe.tB pgidd ( Oalicild 4
46.6 pde 6 0 dlbdgd @3 Usvxe § 8 Us "aio qWisfp Uds | Y
jocobBgdUasUisygljed; YGOUUs 44l2d3 ~ Uy Yoy Ulse
467 K3dey) vyid Yeors oeypliclpiide cisdUda s
jocoalBgdUasUisygljed; YGUUUs 4¥lBds “~ Uy Yoy Uls
47 | oo bmddeo B YosdUs 8sdUsal 3
471 Fg3sdeald a2UU0Y Usd UBoas@ddd)osdisepUa 3U o
ja»a»l}eoaeﬁsﬁ@”lésGUe’es”qVUSGY UasUs d tsUtssaUla
’que’estsaei veU UU ausU Ua;sbtg’ GUGQ L°JoL
ae 3 dvdlidTeo ’ Uuoe) UaaY SQ :#(y:@’eeweeaieeg’gsaaf] Ubelli sf (B
U3Uuy;33u.l.;sYoulL1ﬂtsd]oee UsaUoed oaUststL 3 ¢ @} |
GUs UasUs " UypsesystUsoace):
1T @90  atUxidd Ug YdUsUd @Uea Uaohjsdes
eyoUded Uesg oaUslUsaci
T ) 1aUsU © "UjUbalUld © g eyaU osU Uy
‘ﬂjsueubeUC{uq Usg Ueaoesjadesg Udesesgy) oa
Usg oaaUsltsagi
472 8e9m3deplle UddUa “~s8Ues sadlid 3yeg Udeh

BoFg3 i) ceydByd Ud ugasuukhdwtuLgua&lwmlEcUsUaaUQUQL
’que’essylereeLwaﬁdJLaGMng‘g U’ f eUUYaa»da¢ee ya»U:)Ge
}j6dosielUse “"9GUs 6adUssh UGgsedyd UsUsaUaUa!

473 psUlsalUlald UpeplloBgdes UB U
jocobBgdUasUisygljed; YGOUUUs 4B0d 3 Uj Yoy Ule
474 K3 dey) Edal) eecaldU uu oA UeleacesgUmms
} Uo e UUg "Usosoelabaidd 4JU 9 6
jeeaﬁlgﬂoﬁlsUﬂ'sséglﬂlljlG;YGOUUS 43124 3 Uj Yoy Ule

jocaobBgdUasUisygljed; YGOUUs 44lds ~ Uy Yoy Uls
Ugld “~stUc ookl ébaa@@®he caU

ixsgljed; YGOUUUs 442ds ~ Uy Yoy Uls

- -

y;t}'&fg{” Uds‘?‘aga»bls g3 UcgUeU~xrs 29U U(d
8 85dUsoait 3 U 3ye osaUsilia
jocoblgdUasUixsygljed; YGOUUs 44Bd3 ~ Uy Yoy Ulse

Z U o 8500 203



3 cleee mdeasglasg Tal G i S adaeet3HM&MuQquet3 U

V) 9 A
"easUsoe HeﬁUe’eBdaqg U e dWe.tB pgaddd ( Oailicid

9
4
48 zUUUDBPBsekUs  68sdUsal 3

481 FgsdealUd aUUY Usd 6 6ald e 63 Ua 30U o
z000beoe OUeWeddbzsss93Ucs 69dUsat s GUs U sU
"Ujya Uxdd "eg yeUs o2a3Us a¥yded 2UUY Uds yoe
Yaag), Ue”’que’esd\Useh Us UeUOa”UVaUUS” aUs U:
"s0GUs e6adUseasi, H ¥vd 4B 99 YGUUUs GUds ~ Uy
4824HY1d ¢ a6} U U 2a3Us UaUdeU eUUUBBae(d
Uz "~ Upso0y ¥YdU

[]

U
483 pos UlisaUGaUd 29U UsUeeUUU gUUUDbGBae(d
U3z “~Upsoy)3 YGUOU

484 K3 deyFgddq) esgd® BypailUs esdUsay¥Y Uesg eUU
oUs "~ Uy 9909y YGUUUS
485 pUe3UsasoalU "eg Usglvseldotobientlesd
eUUUbaevedda Us
pUs "~ Uy 903 YGUUUS

4.8.60pc{aet°10L°Jg°o[ "a0Uc 6sdqUBaff 30Udmsg) 8 OUUUD o
U3z “~Up 9023 YGUUUs

487 Kadey bl Udavrepds e3UsUeUxys osU Ud
"s0Ueg 89dUsat 3 "6g eUUUbaeddaUs
U3 "~ Uy 90} YGUUUS
49 ) 3U0GUsae aUs Us¥Yosoadld sdUs 895dqUsa
jgUe d U3hUdUU UGUyehesOUUs GU jjyeyd YostUse
UGUy ehe000s GU YsidUs esdUsoay Gias3Uesedd Uo¥
Us Usaddaei 3.
491 FgsdeaUgyYoaaldud
4911 shoeo pdYoddB8dq YouUs 6osdqUsoasi FKgslujeesdU
U0 U3Uay UGq 0O USVGUG'GSQUBQUG Bé pBBalff 3 o Y.
Us Uosofdiflild GUsoscUaU "~ eg ‘"eUjpywiUsUsy cge gesy alle offy
UsUUdUa e GUdL"J(EUIQ(s d W1 4 digrde soly tsds B o  ,6 g
Us¥oeadid ycUs ;edtJmcngsywﬂﬂg’LdI,LywaiagJque;Bseae
30 U glilazUs hUs aUUycUs UfoabieWlUsafUESES U
"8g L"J;ngUstsvegvs VUG” xd € f]l-_ujseGYUTsan]suifaa»UswgJ U 3
Uy UbsJiyUllee oxd alanl HARIEA s Us Ue @dehliss TaU:s
e 84 Ua 30 6jdiseéd erQaioU;aULsansYHca‘ﬁlUULqe gelidi|aJe s, 6 i
Uvs e FgsljeedUed U3 yaeUs ”’;l?xlaot&lgygegg’uu
G;eq,saesuDUUbeéfJa&Us hUs oUUyecUs Ues GeUUss
HsﬁUe’vesq—IlAI%I(éAea',e;dLUa 3 U f]LbGUJGUHyEH@é’IUG'GVSQ'USG
"Uyo9aUeby¥szegs Ue o@dehiss TaUsila g UsUsud

Z U o 860U 203



3 cleee mdeasglasg Tal G i S aq399L3HNWMUQSquL3 U

V) 9 A
"easUsoe HeﬁUe’eBdaqg U e dWe.tB pgaddd ( Oailicid

5
4

o

Uy UbsUGUUa © 3U U @eaUatUs Uds yoalusld ¢ U

saaUsilia

A atdd, Ue & ssipllea Usssliplbatiadnitndp U ebEh Yy e e dUe d

eyGU GUe cye3saf Us¥lUdeddle elgs GUJO(Bl‘IlJlTJJeU@dLﬁqu

cyeld Uesg 0Us (sas We aliilicUf s gpedleéd s U Us Us ad
Uys Ue "~ s0GUes 8sdUsafh " UjysycUs aUsdUteysUd

49.111shoes | 3Yoe aduUHd-TX509a(URBAS5280 U

zU U3Uay Uad UU HauUe’equI@Ndlﬁﬂmfﬂae&aquo ms
8 6og Uy Gdad U akogdslisyachey die aiale ¥ & G &4) g ®bU
G;qﬁssﬁéedﬂ@wauUesee CRLRE&,SOMYs(bmgsbuBahin:Ul
"UpsG0GAHUUL 0 U gGdels Ué B &c gheidompremisey fp e d

;J 00U} UshUqUU y3U0U3Us Yooars oafhors UsYeadldd.
1.BEgsU;g’sd{Jl§ﬂJE’JoljJGl‘cmw;g'ag 3 U Eysﬂil@L;R@asoaaeuTJUs
UsUsaddUa Ue UsiURIEmJEB8afpheh  &ds3 uUs
"Uy UsaffORLReasoOnN nunsgeysf’)eedg’(ﬂu)«nyaOﬁsD
reasonCode U & p 9 o UelbUgy BU U o

2.B Egs3ljeedUr Ukdfs ARY T’ é]wlsjqudbmwmam ﬂzwsaei
yeUs Uo o Uil meqwmmwwﬁwua‘ngh slei Us, U a
KooUoju¥egde aoadqUssay¥Y dalUsUjesssata GGy Usad
UasaUoe GU(q ’Pf] sed Usa 380t dad aUs @ "~ jud
UseglossilicelUdeysasad ~aye3 3U UORLReasgi9 Ua ¢ aUs

privilegeWithdrawn).

3. ¢ HARI CA W) eeabUd Wislhseaysslh U ~ e g U Hieaivbwo=ff 6 g 3
TaOsuo Usg FKFgsu,ecdilehTagsWe Ubécwslltic ids
g yaUdq H(I:RlLRbassddiﬂl geyCompromisp

4. ¢ HARI CA U eaUY 0Ussclhts (egoUlsdlbebi €gs
sUUsced e UaFPDNses goposl ‘lfbgesetpd i dgs Gdd deaUs Uy
UUcgiij ds@gasgUy salUebyYsUOUUs aUe YslGUs 8sdU

(CRLReasor#4, superseded

5. ¢ HARICA ycUools3 degWolblbayd e UzUsyj oabyeys
UsadyUesgs Us (el lig HGRHAdasdm1lkayCompromisk

6. 3" Yy cUs GUlGed ystiUssd HUs esU GgoalUsyjocey
TaoUstusegi Ua s (CRLRBasdd KbyCoropibeisye

7.¢ HARICA ycUs UsdeUjydUa o980 “~jUsaUsoayd
€

6} 6i3 UioesalUs Ut g3 v B afpyistig tdetdllles Us g
pdesliaeg FoaUsilscsi,lfgesgUpasalchdseddpmed, Usi
hees “~UydgPwviiUsey Us Us abldf3YyORLRensbdB A3 hUdqU
keyCompromisk

zU Uz Uaj; U8d UU YstUs 65 HARGAY O #i sWBEdds o ¥
03DGE&DGHSGUEg:BlmnGj@@lﬂﬂdouaﬂuyﬁwﬁﬁ;09g’aU(1bI§J4) Ly Ug
UsUs UsUayaUs UsUfd y30U (5) deUjui3, UYs
UsfhaasgdU:

Z U o 8700 203



8.

9.

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

3 cleee mdeasglasg Tal G i S aq399L3HNWMUQSquL3 U

V) 9 A
"easUsoe HsﬁUe’eBdan U e dWe.tB pgaddd ( Oailicid

9
4

¢ HARICA U  8aUY (GUesscUaU f e 4 (Beu UessedsU ssagfp
64 d0ose e adldididd gRUReasow9, privilegeWithdraw).

¢ HARICA y 6 Us % 3 a8 yadUEgs ity eedUed yoeUs U
’U;suuénglﬁanLgij” seg;UqupeUgUyg’ "6g 63Jaese630Us
Fg3lU) e tld ¥ g} e WORLReasont9, privilegeWithdraws).

shUB3 dg Py dBbat Us " eadqUsah ¢z’

g
¢ HARICA ¥y J g D)
6 oUgd¥s &RQDN CRLReason #9,

G
Gy dqloecae Gds gd
privilegeWithdrawn).
¢ HARI CA yoc Upoclhaiicha Uiydy ddbeeUoe GUsd ~adjcise
Ue Y9 0 UdCR&Redsti# affivilegeWithdrawr).
fHARI CA w)pclUs Uplhe Ug vaddditie s UU U Usd
"UysalUebyYasddslUe asieddisahf U(@RLBeason 8% Usa )} s b Ua
privilegeWithdrawn).
B EFgsilijeedUed U3 UsayoscUs "~ ayea e UGUs Ua
f]a~U Uu BsthUU jtyeg © Usd usUgdisaUsgd
st Usg "’ eGRdedaasmﬁ cessationOfOperation
B FgsiljeedUed U3 dU cjdlscclisBap” UByaeldd L
aUsUesgyoaU Ueg o90GUsctjeg ®© Udd usUi dgs
(CRLReasom#5, cessationOfOperation
gHARI CA ycUs UsdeUjyvydUa 09U 6 esUle sUU
U3f]g’ Udefidlgdeoadeysag EQUN)SEUU&E@IUQ[[]@[Q’: dgsd

U
V)

dqaUaUj e390a6i 'GJQJGQQUL}YLQHB@@JGGQ quweauaéayeusU3
3heosed( YUu®osUdU € 636i a0 30U jeae” UUs U
g Ui dgsg gUs e UbddaUadUdldWcdymges UU Bahe UUsd
) dqlusea’ GSjUG;,ng{ FEeaflles U g @s ¢ @l LgQauuc{gfsou
"Uyeced g q;UUQ’UUU@tJ4UdJGS~GSUUTJG gBaBaalgde d j U |
joUsgjes Wys U ey jUsege s UU BfJf]aJldlwaglﬂlju@pen
Us vy sjegylB g . Besavyd os0ci Us Us Ue (Gglosoah
adjelieyald " UysyeealUUs aUe “~Ultas 3 cal
tgalyeaUUs ~aye3sg UUBBYy )8jbls stiltd "~ Ulas ¢
Yo 0 Us ~ 6 ERLBeasoms, céssationOfOperation

¢ HARICA y 6 Us U3UseUUUuUeuL€b~5howt’Je D&aﬂi:ﬂtes’ea‘]dj(&
"eadyelejald 3 eeUseyseg Usg HYollUs ssdUss
e 8} Ua 30U ORIRegsems, aftmailoncmangeai

B EgsitijeedUed yecUs UsUddUa y3U s3ye YsaUs
g Yjees YoslGUs 689dUsafh oUs oUsysUd Yeoscd

(CRLReasor#4, superseded

¢ HARCAy 6 Us Us UosaUaytUs Us YstlUs e8sdqUsah oc
"UpYuUsoeU Us YslGUs 8sdqUsoafh uUs Ggeeasy Gt
Baseline Requirements 6 @A/Browser Forume Ud 3 Y d) deARPBLHY
(CRLReasor#4, superseded

¢ G Uoo UHARICEA3 Ud § Sbbdill@sYs sddblsms gdt 3 UUd Usd
UeUM&lﬁls@aﬂJaUUUeUaﬂUaliDLdaldaUehldARlUﬁsyaiUs

J

Gyjea3lBwilgs3VUcaltUg =W Utlslqal,l:l[KCBP(Uhepeddlcd

iosU YoiUs 69dqUsay¥ 3 6o Ulied TLlUusalU: B Y a
Us UUa UUs unBpecifiedlad G d (

GioaU YslGUs 68s5dUsay 3’eoqu|i’1’|9g’hﬁli’Ja]® Uy | &KdFrs
“adyeidey al f]L"Js Us Yol UG’qul'Jsaf] Gy dioca
TulosoaHARICA dU tdsUj UgseltlUs Us Douqsu aUs
"UolUes 89dUsahfh 3 coyUlied 7T Uoswdpecifiedi ¢ Gr3 U ¢



3 clsee mdeesliasg TaUsilsagi aad39al 3-HARIDAL de Uyat 3 oaUs A
"YeaooslUsoe YoslUs sbfédyu U e dWe.tB pgidd ( Oalicild 4
K o dwas a»f]ox;anSGUgJys,UdeeUm;Uuq uu Uque’eeq(

cpsY;adlfIHARJ@AdLlUs Uoa Uallns WasjUs € ¥ 3 8 Udss GalilBe ialbad Uss¥o G
U'h UU UshasgdU:

22.B Kd 3 sf"hed” Uises) K A ¢ () G o beJ d9ddas (sl s
ugs’U;YsUs hUs y 3 U AoaUa;ssyse "ot Us  @:¢
UsUoayjsbUagd “adjeliey ald, ed 0 getDAS § GreysU
(CRLReasomi#4, superseded

23. ¢ HARICAU3 UooyaaUs Ui dd Uxvs g (ugspedifiedt 3 6y o
24.03?UL”JG'39LT+IARJ(IA9F]U15UQ& FgalijeedUed GU3 ycUs
g eo) Uled, UasUs os3xvidUh f]Us U3 g Y} cUs,

AoaUa;esysU ollUcs 89dUsay¥Y 205U daUaU)e3sas

U 0s00UDB s b(@mnemsidr#ﬁscessationOfOperatic)n

25. ¢ HARICAaUe b Y3 Us UUa»Uuoueac[ U paU0Gd uUusaU Uc{;
HARICA 3 U UsUsaUayuaUs Ue K 2 o (URLReasoy #5,6 "Uos G Use
cessationOfOperation

KolisaY 990 UU boslGUs cdllbeadgdBd2sd HARIY
’U;Uo;Yueg;&UZET@gUGTgS 1d@J3M95J$§¢JﬁiQ¢JGGQdU99h
Uid h e sQUp;uAJFgauAsuiLBeqmeJanUerg’ GdgooalUoy) secysn

>d)jeleyosL3 PSD2, Uys

26.06 W= UsaddUa d Uszeg(GRLRaadp®y 0d Usg YIUY
cessationOfOperation

27.06 W= Uo asd delbas G lie HBIIe g haBgasalebyYsUUUs U
" s 0 U8~ (CRIRERSOHHE, cessationOfOperatin

il egeWithdrawn",6
G ;U’st ahoegd “@6g
U y "otUe eodUsafh TL.
B Ggs3uy steg’ uu d0
¢ shysdaUs "saUoe¢:

roi

v
U
U

u

~
Y—
(o]

4912 sfpeos 299U Uddss GlseY smagcilide & g B4 d d
¢ HARI CA ”stL'BeLTJal?Ja&Ueueafi!qﬁaéljﬁ]Heg yeUs UUs
Uf]UdUU yqﬂeﬂqg HquSSL/Td.S)dUa;ldaasgA&:g; d g
GodéSigning € y G G0 U UyvgerhUaxlyg Uyds U e Uy o
} 9 8 els Wpdd)e Wsoy Wi vigad] G d
V;seeg’smwﬁﬂc«;Umglﬂmdq’Uds AKa U
Ua Ud el o'y 9otdllea’ eosleU alialesi  Uislys
YyuUs U
5

o
&

M S @ S



3 cleee mdeasglasg Tal G i S aq399L3HNWMUQSquL3 U

V) 9 A
"easUsoe HeﬁUe’eBdaqg U e dWe.tB pgaddd ( Oailicid

5
4

4. ¢ Koligi U |8 UsUdyUUs GUsscUalU HUs Us t
pde htoe TaUsitia Usks ibeYigUBd seplidlomied 0 Jedaf @ ¢
aUUUGcy,qaUsayY

5 GayliUes sesUalUs (GUds Kelai ABUp¥s §llgd Us Y
GUs UsthddoaU GieldyrsU U Uds UpycecegalU Ye
poUlosaUlliolLs UYslUleletrddls v @U hddee d omos UcU
GUs yecUs & ¢legelaeysti v d Ua

6. ¢ KoalUei GU jJ 8 U @iGUGalGUs HRUs 6 e8sUlie saUU
oG Ug eokdeaWg Wilfds Ua) sbed e ,” U U aUsqUs

7. ¢ KolUci 00U AsWio¥pgtHidiUUe UUY Usd aUsUsgy o
8 89a63ile eaUU ahoas oaUs U3 yeUs "~ jebayyUc
G0 dyeUOUU UsYooadldd Asaib Ykedddlsdi Us " 6o dUs o

8. ¢8 UosoaUaveU UddAKaDd§E BUEY dy 0t et Wa guos G Us * @
Gi erva30Wse 0 Uy gi Gddde YWd qpepdUs Ua Wakbalhlys Ues
AKolici GU | B yaeUs jebaoayyUbeg UU tgd W6 d0dd
S) YWCSR e

9. ¢ UsYoolllgbYalUmRUsUJs3 HeasUsoe oG Us @
o UlisaUlost 3 YslGUs sadldd Udd Kestei aUd -

¢ HARICAdU Us U

ICAdU U a U Ulse Gtlefe (esteegs dyled); (UG 3 o
tgsuuphuquu y o U
] 83

"o Uas 89dUsaclient osU |

)

v Y !

authenticatiop d & Ua U S/MIME)gdgqtda:u'D;aaass(eyg’ g 894 Ul

GGy UoatUd, Us G Ua aY¥ @ese U K UU “Uy U0 ¥Ys
4924He968d € 63 Ua 30 UsUddUa UsyYeaadild

B FgsijeedqUed, d 17 e d KeleilGU | 8B & 8}«

Us Yeadidd. K o aC);eesqu%gsUty;gae:{aic{:fL@ dyadUss 6 0 9 0 ¢

Ye»a»eswu;q,Ues ﬁge'U;eaUebUsesysvs agbU) 3dqU

AaaYWwUg Udd Agy ¥’ Ugsaegdei @3 vaigqd g ebyasgs |

gyebadeyUys dYosdlUs eodUsoat 3 UadeUj13e300gdg U

"9 i

UsYoeadqidd Usg Us e8osdUsoaas

493 pos UlosaUGaU UsUeeUUBsd Us¥YooadUdd

4931 j3Y¥eoadlid Uesg “"sliWgsapdeddei U f Us
9UUgUU”9 d ’quG’GGEQGQ;GLJSQOUUeUULgiLM]dJuisoug’zl
Yo$.4J3’jlf¢UY ud s d.Jsﬁ‘gaaa»Lq;ﬁU@tagqu)esg’ ahox ’que"es'
8’U41039LUUUUQ3 UaaUoe Udd saUUYGaUUGdd uas g
Us * 8 sy Usssalhd atitilBU U U o

(]

4932 j3Y¥eaoadlid Uesg “~stGUes 89dqUsossesi U ' f ¥Yooad 63

B esUte sUU Ya»a»d 33Uhuq1U3Jqu3;G‘; Uld;e:bkal»eagUU@
"UoGUes 69dUsoasci, eg e 6)Ua =@ tbthalg0pyagycUs U
"0y 90y ¥GiUUU452 Us0 diyslifelydilliy > hH Us
UyeUs UaUUdUa Us sltsyUmoah salUsita Usg s
b)d ej3eldd Useg sdUe 89dqUsosoai uUs Uas U
"s0Ues ,adqudd
o¥yecUs “"YyUs 30 gtGalUUOUUs d GgebUUsoae UOay
eU Ue GeyyU Usg



3 cleee mdeasglasg Tal G i S adaeet3HM&MuQquet3 U

V) 9 A
"easUsoe HeﬁUe’eBdaqg U e dWe.tB pgaddd ( Oailicid

5
4

TYdU Yeaas UaUdeU UsGefdif@l&elUBARKCAYNoEd3
"3 93 2a368¢g3 UsyyoU0UsUd UsyYaadldd Uesg "~ stalUs

z00y Uds UWg¥dapdédlUed Ueg Us ahovy “~s0Us esd
uds UaaUg Udd aUU’Y‘uUUqu’ Usg HYslUs 69dUs:
e 84 Ua 30 U UsyadUs GU oaUsessse aUUYGQUUNO(.

ZU 'LDJ;(]'L”JX‘CIC[ j3UGey ¥Yd YyebaeesUUsd doslGUs o
6y diocee soetdldUagossdgpadalb Udd ~ Uy Uoy Yia

4933 J aUdeU jJ3Yoadlddsdorh ekgidg é¢ddgele

] 3 y¥3Ud HsetasocbcﬁLtgaamegUiUS hUs yatttibut@U;ULttech{;su
"ot Ue 69dUsoeaci UasUs "~ Uy U aUsdqUsafh e, HUs |
g 82} YyUs | 6 Us TiLlusaU e’G‘p@.Uailﬂp‘ﬁs&Jsé] E: |
HARICAUd 3 U3 Wetpediilhec " b8 o goolUoay secyasd delUyace

FU UgUe Udsy 0y @i@rvi@) UjoviseU

dq HARICA d W3 Us Uay i Us Us deadslpoilisofice Yy 6c
AiUyesoed seoosliesncsi HABRCAUsdGTFoWdUy ) g3 s U
y) UgfddUsd) slie) elUs @eaer(ahlﬁdBlg@g’ Us dU UsUs
Us dYstiUs s U GHARICA " o ]G ol

y ] dJL;U)Ef?‘quL:teU
U3Yaa~d3uch5dU JUa3 Us GUa:

ids dGd Useg

[]

0oCo O
C
<™ O
™
<«
Co

0 ™
C
Co
()=
CNE

(@)

Gd, e FEgs stjeedqUed dU Usde Uy q
s0Ues 69dqUsasci.

,Q.
(@
@ Q
(]

ddd U fh Uc=DAMSd3sah 0
K (@ A KAghul0rnd) hWoe AyoseLUe 9
UdGUaey3Ud e U;U'
Bba o UdBlUaWys8ecg3as3)y
c8hUU e ®gUnUgWARe UUADG
aEJlf’i Aty d o) v=yBs eBdUsoaf.
CbuUaﬁ]aa[sud,J@YbYuUQ Usg Y
Us gl 3/ 2 @ i ebJsBls@ﬁ]cgcggg':Jc{ﬁ Ke | 3 i & X 13968,
2017).

AY3 Ad3gpog)
boé&BoadqUBphaUe
ot Uc gasdldsd iy
eoolr 696 Yoa@s
UdBIARICA3U U3,U§

U UgUe Uds Uy a” Uxv0da ) st alr AT d U’ Ybse dadty ¢
UsaUUayadUs Ue UaUdeU 03Uhg’ iie (2) O;OYGSS'
FgasujeedUed UsdeUj13U00U0Us Udegs aUUMagUBdPUe
"ol Us ecWalgdooai

4935 jaUdeU j3yYsaadiddd U ' f j1ehlislU Kdssase | |G
AY3 ¢g9U Ajd;seshauesu j Ge PSDZo adale;JHﬂaeﬁthkee f]eUseo[ UyeseU]
PSD2 ’U;sa@db@‘ewpwug@\kkﬁl G g UasUs ®GdGUacys3
"0 0 a3 d8e U wamm'e@;q@m@lfl&j@uce'39UaUU9
g’eo;YyUs " o Uo(iealr - a@aeéﬂ‘pa@ eUUf;Ur[LiAejetee;ul;bce'h,
3U cdUef UHAIRI CA 30U UsUGUUaaUshkow Ua Us elysslso U:

Z U o a0 203



3 ctieee pdecliasg ToaUsilisei Koeoadssol s-HARKAUde Uyat 3 oaUs 4
deaoslUosoe UollUs ecUlédgiels wed¥édismdgidd (Ostaeidd 4
geolUe ®#sDUp&ffy Us 30U "jelilseyaltils ys3Us ah
"3y Us 30U UasUs " Uysotlégphd oabhodehops g odie
3 U Uy salUeby¥sasagas UU UsfhaesgdU aUsyYy sU:
T a9 “adjeliejald GUe wdehtss zdqUji e yeag

t‘.’lo[sUquLiesaYerg;f]UdUU U¥s Uy UaUd)ostUsarl 3

f U oaU0UdUOGUL d UseglossiuhlUdadd j &gy oeyweUs ¢a}

UsaYsls Yiidss . UasUs “ayes UooaUoay) scysa

U UgUe Uds '0;0'vaﬂda;(dctzs"éffhl(lb[,&ﬁq';LJys‘Ylbsa»dsuLdg
UsUUeayGUs Ue UaUdeU U3Uhd tie (2) Ujovise
FgsujeedUed Upgz U0 §0BUsxssUle aUU UBgaUoe U
"o Us eWaglooai

494j )1 8390¢® Uy actiaed & ddHdded eclo W 3eY aceydliiad ds
BEgs iyeedUed e 84 Ua 30 a00U0dydUs UaUdeU Us¥
oY) oaUsU sliecied Usg Ujeesoesi “~s0Us 6sdUsoaaci
isU HaU U0UU "~ Uy s8U0U0UssaY “"8g "~ Uysaleb¥sagas
"ol Us 69dqUsoal 3 "eg 6)dlses sseddalUs osU

3 803 UGyd © doaUsUHARICAABIoPEOdo deUH,s Gdls ~ 6 o c
g 829} YiUs GielraU aUs eylGU GUU. Updaws@d 00 ¢fy :
UgUy uUs U BARICAWiIUULsWBd»my dUs y3U YstlUs 89
TitisalU "jy93 U R UgU¥Y UU 6ypessay¥Y UsUGUeesUUU
1. ¢ HARICAdU U soa@dls Wmwsl g3t eedqUe eyGU aU ea
eU0Y U H Uds o93vaUe 6adidq Uesg oUoesafhUasd
2. ¢ HARICAd U Uo UkdseuidlempUl s c he Us¥eagzUjdqaUY¥sae3 UU
(".6. OGiely3aU U0 UeoCBpswaomd GWUW2, Ufiewd Us
93v¥0Us 6adid Uesg o2Uoes3fhUsd GU UgUes.

3. ¢ HARICAd U o dWefi V83 FKEgsiu, ddédabwptodridgleaeaydd
UsUeeUUsdeWsWodttayg 4 Ud.

a.]3 6 FKFgsujeedUed U 8oy} HARIGA adlplils aU 7
FgstujeedUed D’el’jUﬁaeegch slgUJ’t’JUeUsuf]Usags
deUjeedsalUe Usyeaadlidd Usg dYsl UG’GSdUSG

b.)3 6 EgsiiPeedlmpy) sdUa & HARCALUG 372 l;C
UzsdeUjt13Us RUs dU UsUsUeayitlUs Us HYsaUs"
Yoad U yYs3Udad.

i.]3 U UsUetUs @ FKEgsij cHARIOdgU=x ya U aU
FgsujeedUed dUeUWYsGUGHOGaEdsdUelUs
¢y} UUastUsoeogld U=z qdanWaadidq Usg s 0
i. )3 GUs U UsUeGUs 6 FKFgsuHARIEA Ued ey
UsUsaUaUa Ue bstlUs 8sdqUssah, UalUfRd U:
(" .6 Uj cUa@CShhl&o glled d Usyy oUsU
0de Usljosedgels@y UG GUe Ugyi oa893F.
4941 ¢eUpeedsal UB¥addid@ididPso) BiL 3
yUUs UsUsUaUaUWgs3 Wp d tedqglessyddlissechs " e s Ua UUs o9
TiLilisa U, c{aCJaU;eseayg’a&owo;lﬂlwwyu@awu@@ Usgi Ug
cyelddd U0 | @&HARIEAJU taUtigy atiUs eal aUUYaada
deUjyeedsal Usyveadidd e U HARCAA Ul segea G 0ad €9
de Uy cddfhalle g Gadh e ds3 ol UbeYadlwydifa U Uy U



3 clesee mdeesliasg TaUs G i a»aq3eeL3HAmOAUQSquL3 U

(V] 9 A
"deaosUsore UslUs csbUfédddlieoils wedwétgmgidd (Oailisid

9
4
c{ch;esc{qudUsquyqﬁJdgg’s ssddU
eoadUsay¥ J'GO;Dueg’ TL Uo
Ugee” evifaes a Bl Byoelh od (b
d, osU sU_ Usgyvdeis
d g 802 Dg;ﬁﬂeyﬂ’yx 3 dUo
0p des o aaeeqaﬁtqu;ef]gu"oe
"8g G6JdUuoesewa.eoa6i 30Us

O G CoC
O W Q
oCt 9
Co® Y~ C(Co2
OC(Q

@ CO O OO (U
CoT(® Sy Co Co

_<[

U
Ud usU;Uisqﬁq

Ce
Co
Co
Co
GJ
<t
Co
joR
C Cou—

3 did Urs HABCAEY 3Gg3 8lUavel
aUs Uess Ggs3UvyalUd oavYdU |
0Y3 Us ©9lGUs esdUesaf) dU
3Us d deUjyeedsal Usy

e UsUesUUGg UsYeadqidd
J U491@g #0 3dlklilyy ) eeeadBUmU O
aYbUs g 6 hRyss UU Us

Ve Co

dqii 6dedgU) he O3z edpore0id(esd; sUshe P @dqUU
y o Uyd @ @fmbse- Y)bTtie nature of the alleged problem (scope, context,
verity, magnitude, risk of harm)

sdggsy WhdlgyoeodlicdfielgU; ¥ a2U0gp0fudlsd
g3i) seelbU¥geshe U3 U zw |

8 3 U}y sdaf] Urs ] 3
"8 a»o[dUa y

e

sey3a YoslUs @

w
MOCCO®RQR®RRE®Y O®™ o -

O+ @
Co= O
C;COC°C((Q (@)

al

O CCHw
O C
© O+

i ;e’ G 0ely emtyndUsy ¥e (00
e U Ws &B@cﬁtttauae{Qquug’g’ "o Gl0BdxwodUsa
d0gs " iyl o e IgaydjaUbie 4 ¥ G Uds

Us esdqUsoasci, U UWha e300 Y96 03 U

TG o G

G ge

b O e

L Ce
E*q;.Q-

.,Q. Co C«

— 0 W

C‘ C('Q_ -{ CO'B_ Co M
Gl

e
@)
®

«Q

a eU dilded hassdsywrdcsegs Uds
’ Us 8sdUsal 3
i3 Usdg Usl3woallald
e tjey B Wa)U U BieleU 18seaigles «
e’estsLﬁsUeel ;o Yy d)3s HB
dd g eUGcaUbei 3 ey
bjyads esUUaUG’Y‘sUD U
siJl?J@g’Ua[]aif;fa;ml—H‘l&Pg’ } 6 0B

5 9O CO—
© CCQ Co

(o)}

00w g ON

CO &

B
T Co SO Y Ce
® @ © o0
e qQ CoC° C®
e e
Q Co W
w2 o
2
=
(@4
Q
Q. o
) S
- w
[¢)]
(]
@
o O

G4
g™

ho) T
@
[ORR=

©®
&



3 cleee mdeasglasg Tal

"deasUsae

URL.Bs saGUUd | 3

UsUsadeys¥s
OCSPURLUa 3 Us

3 UsOCSPrespondet"Ja
auds Usln;ou,qu

go G Us dleglelslyyys o Use b U

V-] ad3 99L3H4\R§OAUQSUqGL3
HeﬁUe’eBdaqg U e dWe.HB pdgaddd ( Oalied

,Q_G)

"ot Us 65dqUsal 3
Jeat s UesgaYs

uthgrityim ornUaQ(Ilectbss
€6
y

WK

v
50U
o Udy
3 Us U
ldaUusshsz

3

d syuU a U
" Us ”3U Uaoa
3 9

® oo ce

Us yeegs Us U088 Ua ayur Ues g

497 Fge3hUdqUU yotseldd s) Y

gsstdU g @802

Bs | B "@6g
gy daUuLs/ i
kp-timeStampingh *~ ¥ d

1. YUAAKUYAL

aYdil iUaU (12) ee30d

} ald
Ud a0 } e U0U0Ugeyaae Uy sbYaaa 3
=

Y
IA OCSPresponderocatlom )3

1 UY (fhe 3Lllu:!11_l:kau uKJat&am;m[u@Uy HdU b

UgdUs UsanUdUY Usgd.

o

3( ¥d)iewydt deg "1 Usg
Us oaUs 3U UdescusUil

hROUs GgoaUsU

G :
eoaU " aeyd aUs easoad) ¥eysc

qéddp hHaU UU YsaUs 6sdU
Buihdrity Information Access H-ad-ocspaccessMetho

Co
—

GU)sd a(W)hoadldy jUdd Yoald ~ Uy s’ Ut
30 UsadeUji36g3 oUscp@lOcloUi
Ud GUsoee Udd Us¥yYeoadldd.

Uegs Hsu(]e’eso[(]sa’?fjf)]agseeuss Yo (i
L " EHUd Uq ‘sar @ g 3005 aithe0B0IUs |
e;oR’FﬁﬂZ&ﬂ)}a g Ue

3U UsdeUji136g3 oaUs 3

w

2. UANKBAL 30U UsdeUji3segs oUscs
Lty Wg h Ud GUsoer Udd UsyvYeoadldd
Bs | U UBAKUYAL 30U Gg«LBsevwegs ybUOBOIHUBYs Uy
stci Us
1T haU UU bYelUs es5dUesoay 3GostUYeUa¥r3 | ol :
Us ailiss mdehlGoss FToaUsilia 3 eoaUseyszeg 30U
9 Us UsUatGUsscse tilisvyUseafh TaUsltua .Udd 3Jdsc
Z U Ujya Uxdd yoadUGdd egtUsoeasi ofpUmdiomal e ¥
"Up YuUsoeU Us¥yYeadild YslUs e8sdUsaai K3 losY
"UotUes 69dUsocidi,Baddrd 'mq®$wm@;ﬂmywa31®'
Ud GUsoee Udd UsyYoeadldd.



3 cleee mdeasglasg Tal G i S adaeet3HM&MuQquet3 U

V) 9 A
"easUsoe HeﬁUe’eBdaqg U e dWe.tB pgaddd ( Oailicid

9
4
4984 ) hsaed
zOUY U f
U30[SU;U s Uy
" h

Ude a0 aslgtdedd (50 edy siicU

Qd@Y "Ues 87e (pd] & qelﬂ)deS.g;dO U@JUH-US aUs
UedgziJgtJJelwgi@eusﬁJeJ UJUU@duwupeelu a0 U
aU 0¥ UdBe yjo tiadit e(dagl e "eslbydilsslbd y as UUUs

Us Udwgd

SR
ocsPe U salUs ¥ ’ﬁeggmUUmau;uglalﬂ 89
G0gUU; ha0 UU, g K Ggloa

3]
e«
ccov@ &
R 0«

v @ Coc
5 o =

o Cc
W Coy Co

U’ sléapsemnd

sUWss:dqUsoeasi dUvy
e Precertifice

¢

d Uy edahgsagnedu
a Yol Us 89dqUsaf
e

e

el
B
)
&
&
=

U Uha Ues GUsysUesh Ujsdeh
Usa U(U aell Wlss Aotaei U | Y.

%
Qx
@
o)
@

&
o
Q
5

OsUd GUsjysUshd Uy sde fhdunassighagic felblisUs®d @3 dda
«assigned.

g¢U UsfheegdU dU UGUyeheeslUUs 09U U s9893%¥3a
"8g Uy saUe b Y 3 cAgthorite Infdimativn Aceesst) Gidi- ad- ocsp
accessMethad

Bs U’ Uo00srd Usgkk €
HARICA U3 Uy WU U@;
G e Gv¥3 RFE 89540

} (1 3 6 RACB2600elb / BBC 50DG9. ¢
L°uc[:)3‘7‘ 6 0 Uamte (103cp.1.5.5.7.48.1.2)

0

Bs U’UsUeﬁUsg)CSB?o[g’ g djy UOtaUgd
1. Uatdly 8oy YiesUUs U Uds Keleiall ;uy U
U3Yaedo[LeoLJU‘7‘ﬁUUﬁq Urs “o0Us 8sdUsal s
2. UaW@llg " eoy Yie3a UUCSE Ré)sponylemwesg e eaasg Us
golUs 89dUseah yeUs g eojy UGUa U Uds /
299U Us&oaldlviUUGd U¥ys “~s0GUs 89dUsosarl 3

ZUd 3 UUaUgl'JUGQ " Uy o UoCBR| ,e gUey " tackl) Gridlsme 8o o h
eoU U  yo UUiddpkik eogsp-dactieekg Gi eG¥y3U U HRAaU 6y} as
RFC6960.

4.9.10 - Ds Ue 0 kssd olaly Uz Yoadld GU
¢ HARICA g e 0 Ud} asU@CS&eUdﬂpusesng' e 9L 3 GHT
"0y 90y Y(REABBA G Us

ESn._

Z U e 85U 203



3 cleee mdeasglasg Tal G i S adaeet3HM&MuQquet3 U

V) 9 A
"easUsoe HeﬁUe’eBdaqg U e dWe.tB pgaddd ( Oailicid

9
4
isU Uds @&@Y@Q@Cﬂd'esqﬂsaei E@rec&rpfleatec[Ue e Us
1 zaylong;Ct‘3lﬂ)¢$|Pch’U UosUe(ﬁﬂcbeULdtymscmqugg d; 004
dU U’ Us Ue @ Usdauskidwre)0BY 600 ifd@ 0y ¢ 3 U0 (15) o
eU0UY Uds Ujcoounwiosvdled abBpdidic eeadUsaaci
Precertificate
 Gol Us UeaBBoly tsUGUee UUU angu,tU]euﬂyU@Usg’ (e1960)) |
¥} 1,3HARICAd U U;yGCJe ealU Usdeaspyeymaldd) vsUd
Udd ~UPa§dgigigUd UUJnextypdate .Ud3s Uscece
T s U U U008 UsdisUGUecsU0BU0UAOHYY Wdgd Ug
GU0aUy3s (HBRICAYUIUz ycUs ealU U3z3deadspyeysad U
Us ‘eedlit L [ Bos3 UdextUpdatee ®Us HeoUyunUy 8gH
4deyeldy UOtigupddte ¢ e

1 Bs U U00sPiUsdgcags usYuUdsU erg;huquug
salUt (8) 13U0Ud aUs €903 AUUy e © alie U uy,

slld 3 o Ulkral UaI@Uc esdUoaptas JiGoasaUYeUs rs

f ¢ HARICAd U Uy yecaUb U3z de Uy v e @aSBU Uy arweddiils 3 (i
oWl U0 U (b2)p deddagelissUn0a o YE VOY( D43s vy

Us Yo adblid) e ~ ehadiUsopst i d d

j3dg’  d) CePB Y bWeUdeWdaUUY LU 9 di € @
'que’eLebaiUeucs«lmas&gneﬂ,Uf] ”L°J d g dyUGaU uUs 6}y
U UsUetUs eUfgbops. aUUYGUUG(

] 3 d 9 O¢$PUUGU9 29U | Y 'Gg PA? AL?) t gU0cs39a0
e0 00U haU UsUGyyesUUs G0ds GUUWLY DU . 405
Uds o UUgoadilUl Uy Ue s U UsUee UUU.

49110 2aUd €6 lyd UsUsegasrldd Us¥Yeadldd
& | edUUlwglslee esdUsal 3 Fe” desgU Y eeWmed@dyj o Ua
"s0UB 69dqUsossal 3 eyl ququaong’ UU "sGU0c"

G0ds " Uysoj Uledyms@gd vd ¢ 3sUsaq

3 d HARICA UsUsUayi Lﬁ(eeﬁyquwopgﬁmge'p@laéjs@fmc
dectaifigehoB, dBU Updded,  aUs €8 CEUDBabdBY
gUh Ue Hque'estsah | Y xg’ U3Uaa~c{dy3, (
3Yaadldd, UsUphd U Uy (7) deUjeeasoslUsat 3 de

U mypl{f ¢ ¥ Ja Uosdl € ¥ 3 @

5°U
ot Ueca®B.dlidd ~eg Udeasl:

|

i

U

U

# HARICAd U lide e liseCRLURL®D
UosldUes "69dUsafh jJJced
4, U

91260 UaaUoyd Uds/ Wy b aix&dd swesd U c
saalUslisagi

tGci Us HUs 6 act®DUs 80d “~ Uy Yoy Ulae

3" vy6Us ugSLELngLmquiqﬂleg’ac:bU U HARIGAs30ws wiils g 3 ¢
UsUlGyjyegs hUes yeUs UsaUUdUa/ Uy UbsUaGU0Ua y 3 (
adoeysUs,Usdleysae YolUs 8odqUsosah, Gi elivysuU eU

o - <

Z U e a6luU 203



G i aaq3eeL3HNWMUQSquL3
e dWe.HB pdgaddd ( Oalied

3 clesee mdeesliasg TaUs

(V] 9
"UeaslUsoe YoslUs cbisddlioe 4

C(
®
'Q_G.J

G g Uy 90} Yies @e2cq Wdim ¢ 3R}UQUUU9’ esaU U g
eUdhlisegd U AuUUsszdd oaUUs eg’/Uayoeeg Usg sls
oG Us @9 ¢lARIGARLI 3f)UUs 30 U 9U0yyyUs U 9 ayss:
UsUGyy;e3UUs GU UgUe Uds UshRUqQUU aU0UUY Ud Uus

Us g 6oy Ulie teescslUtUsoaci Uy
U U ah mhlskeymseomprdumsedyes 6g ¢ U
U L G

cpdgseg;oL"JGUUs ¥ 3 '
UsUalUescd oL 00U, ’;eaUesyseg 3 U CI”QSUQ l‘.’va
sleg)aeglUUs HUs Ues oaUstiia yGUe UaUUdUa/ "~ U
Ujy UayYUxy Uz Ugsae U ' f o3 Ucee UsUsal 3:

¢ AAET 24EEO EAU EO AT i bPOTi EOGAA2 . AT I POI
3 890y ¥ (sh&é36bashU e g Uy OohelUseg UjeUaeg e dlse
ae»U(aﬁlas@EM)ieeg dya0UU0 30 UsUdGyy, OUU vd ~U) Ub e
Us o6 oopefissls o f

1 openssl dgst -sha256  -sign private - key.pem - out

compromised.txt.signed compromised.txt
ZUy o3 UU U fcdimpromigedxti$ignedd UMARICAGi e G¥y3 U €U Uds Ush
4.9.3.2

49.122pdesce PP ey Uy saUeby¥YazUs Usilisafh aUaeUsa
qodaseg;oafﬂﬁeuwseyewesuhjddte comUmanneU;sa»UstsUe 0
anm‘[Tuskeylscompromlsedo 2] U3U0uU39Gq 2oL 00U, ;GaU
hUs ¢ g 82} YUl~v¥s UgUg:i Ues g 8d3iSUUGg 950
UsaUUdUa/ " Uy Ubsstfi ) O a e 6 dzc deyd dairslkdlsd j} Ue e e

U3 Uceyl a3l o £ 6 ‘Usdssiossfdpepsal f

1 opensslreq -new -key private -key.pem -subj"/CN=This key
is compromised” - out compromised.csr

ZUy o3 UU Uficdinprontigedsst@ BHARICAG i e Gy3 U ¢ U 498823 U3 hU4JU
U

49.123mpdeealUgdd g tusrvUsoaesi FoaUsiusai
¢ eydoitied UgUe U3 e UUas3HARICK U Upteldrs sdU d
yodUddd/ Uy UbaUGdd .Ushd tusyUseasi FaUslsai

FUyoa3UUU Ue oailise Us " UjHARIGAGegyGv3 BlioatwUddh
Uz h BpB.D

3UﬁUee~eg’ 90U 69dUsal 3
ig 5dbliUbe " ¢ syyd8¥ec 89ci 30U
¥ BWh E® U da & o o d BARICA
9.3
Us

4.9.1360;9'01&09g’
) 3 U0 UmpsaleUe * ailb

0 93BUTLSe 3 62} l'je
i Uoy 30 UB3 Yos U g ) e 00U )
UGUsae Urxs YstUs 6sdqUsc:



3 cleee mdeasglasg Tal G i S adaeet3HM&MuQquet3 U

V) 9 A
"easUsoe HeﬁUe’eBdaqg U e dWe.tB pgaddd ( Oailicid

9
4
49144e968d € 63 Ua 30U UsUddUa Uz U# -y
J 300 U0selc coqépdmdUdqirUp UU UG s 6 & A

U
| g U
H;eso[dUgUyg’ seooleosaai AGU;@.%S:QB%93F}’3 ¥yd Uy
UsUatUsoscU

49.15p9 UlisaUGaU UsUeeUUsd UsUGUsaed ~osuaUs
) 300 Weaidde  eco’delpotbas U ¢ of e Ue 06 Yo g0zl Us e
UyaslUc esdyddewddd ¢ooUs(] @aaeHARCH. O
Fgsitujcetd§eUaslliewst Ue elsdktslel ¥8 004 d 3
HARICA2 s U aYdU UeaaUose oaUUYGUUGdd UgUsgi
"ol Us 8odqUsosoai

, uUge’

] 3q HARICA U g i UlsdlU3a) i UBe&0s gd tdddipoe s 4
Usde Uy 1 30005 eU Uds oUUUGcLydad Uooj Uled
UsUsaeddalU oaUs GUes ahoas otkstiftateddid dhd vdy Gy U«
) as URFG528DKers U o UUUGUUdUa UgUR Ue YsosuUs:
UsL”Jol‘]LécheU(Da[st;jq;l‘lJctsHstUe’elB:dlwa@chdaLdich;tc{sUUUQ
GgooUopBEyahyUbfid 6 6sUalUUs UsYasoWysd ahoasd
ol Ug &sdUaades Wd soU0UGUUJUa .

49.16f } 8390 ~Ujyaeitied UszUdUseaed ~saUes 8sd
¢UsU0Usae Uvr3s 03t (ke aeyolaUssall 3g~ Uy bUa Usd Ui a

Co
-
(0]

4103 " dj) UGaUd Ueyoecaeg oaUUYQUUGdT o

4101s Us Us g Pp doVdeostlUsayY
£ HARICAY) ANAKjKay sbUad o9 UsdeUjrveysaUd "~ adjelia
Usy¥oeoadidd BostdUs esdUsatB Ueeegd Uayylicii(stelsg Ushsladi Usl
SSUTLS)e ¥y 6} 9 Ud e&ae3>d Usgd.

o o

£ HARICAB) ANAj K&y sbUad o9 UsdeU;veysUd “~adjelis
UsYoeoadidd YstUs 8s9dUsat 30 olsvll Qe th “Ulhy aeeelised U
Ur 3 Yol Us 89dqUsal 3 "8 cJdioseas 896+ 3UUs
daUsaUjessoayd EGyUoauUd, 3 6oy Ule TiliusalU ol
Kotegi GUd 8 "eg UestaulUs "YslUs esdUssa¥Y 205U
FiG) UoauUd, 1350, 800e ¥ e3clecUsld, s UsUadl
idesloalUgeysUdyYaoslsldy s totjefeedl OUgUyd s60 9
AGUjyeeot 3 ¢ 6} 6 HARIGA3dld (ge icad U’y 3Ubs ¢ Uo Uai U
GoaYaUdeU GielGyaU €U Usd U UsUetGUsd Uxs Usol
¢ HARICA UJ/\AjLKLU3U@GﬂS|§:BajU UquG’Geo[Uan "8Qg G}
29 iUs QGﬂJblhl;asﬂ‘seau:i)uda»UeGE;ue;sLb:xmu& ey Ule
TiLilisaU aUs jg’;tdeleuezweuq "UysalUeb¥sags U
authoritylnformationAccesy @ ~ @ a u - UQ;-I'BTBLURLE)I R‘C@:@I%esponder

Udd | J 6e dacoBssNethéedr3f6.1.5.5.7.48)l0e gaYeo G Uss eycy s Ud
UoldUs 85dqUsoaei. Udd KAoalei GUd | Y

Z U e aslU 203



3 cleee mdeasglasg Tal 8 i (a2d390l 3-HARIAL de UyatL 3 V] .

V) aUs
"easUsoe HeﬁUe’eBdaqg U e dWe.tB pgidd ( Oalicild 4
FdeUayddyaU bosldUs eadqUsah 3 eojUlied Tiiloal
(OID) fiLifetime Signing,d ydGeUsae g 8oy Ule ec¥aUs Uds Uo:
UgUfR Ue Yo lGUs 8sdUseafh, UsaheU oaUs Us dq ydls

¢ HARICAlige " Uy} 2 & e mys W Lm;sdegcleJLll;RW)aagg (Ud ey
"edyele) alde yUnbdeadilgd e sqUsaf o eoUdd
GdgooalUoa)osey3slU ARbJDIUS UpiUriitlisgn Poi nt
Access

410113 d3 UGaU Ueayoeeg oaUUYGUUOGdYd ~saUs 8sadl
OCSsP
teiegs AROGU "~ Uyoso0y ¥A4PA® UUs aUds “~ Uy Yoy Ules

4.10120n-ine] ~ dddej aédUes 6sdUsoal 3
U3z “~Up 9023 YGUUUs

410137 yeldd U¥rs sos0GUt1 3 | 3Yaadidd YstUs 8sdUss
teiegs AOGU "~ Uyosoy 4P&3 UUs aUds “~ Uy Yoy Ules

4102ps UdU0Gosec hUqUU g OGGUg l°Ja~y0Geg aDUY
¢HARICA  j ebUas3Us aU fheo
UsUdOﬁsshUd Uu Urs g~

Gga3Udy) Udiddsd s

9
atle g3 syoque
sgU efg Jliogailbgs &6 0 9 @

< o
Q%

5 ~ cCRbIVUGBHozWdglaegd
3vaa~q&qg s " adjeleyal
Usi Uegg’

Co QT Co Coc(:\
W OCDOao

‘-< O % Cow ()
®m o 6

—

U3 & sWadigUy 1 3 U00s Yel
;L‘IERLsyG;e 3U UsutuedUa
Ud eU0U0UO0GSPs RWIGW GO

s f fiRgvoked " Uhd 36~ eeUbUlMicel UstiUHL

Ce
Ce
[
w
D
(@]
™
Ce
O
O
&
(%]
2]

(@)
&2 g
w
w
C«
Cc
(O]
C«
o
<

(<
C(/S C
u—-ﬁ °<
(@] "'5 Co

«©

joX

—
Co
Co
Q

3u)Jjeeed

lﬂ]djdjlmﬂda}lm(]e "eadUsah
eUy a evdlldToU "9 B¥s ae

o d dillay § U3 j 'walidia . U

C(‘Q

Z U o aqauU 203



3 cleee mdeasglasg Tal G i S aq399L3HNWMUQSquL3

sls a U
"easUsoe HeﬁUe’eBdaqg U e dWe.tB pgaddd ( Oailicid

9 /
4
¢ 3U0reaq

Gd ~ oillkey eyalidle oebalals, " W) &) GhlbdeU dUs
GgsUy yeUs

oY es96d U h Uegd oahde%klgd “~e6g UsUG:

412z U0 Uo09 @adqUosoci keypesdios)li ss)dal{ Ulcy ¥

daUsloagi

4121ps Ulisa UlaUd oUs ~jUsUsoeayd UGgseililUaUg
U Usudey) Yd

¢HARICAU U3 Uy ycUs ¢lg e ditd 8id Pagxelig c e dUe

4122K3dgaYarild aal‘.’Jesessiomkey)Gga:fJFpUeUgaU(DseU&uL"J;
"3 UsUsoayd U UsUley ¥Yd

¢HARICAU U3 "~ Uy yeUs UgUe G 30 Pagmelg sec@il®o oi d

Z Uo @00W 2p3



3 cleee mdeasglasg Tal G i S aq399L3HNWMUQSquL3

V)
"easUsoe HeﬁUe’eBdaqg U e dWe.HB pdgaddd ( Oalied

,Q_G)

5 posesodgUeaseglhs balp; 099ca yalUoseaes

50 dglsae UGlGYaUsU oaUs yaUoeced "~ HEDBU
511 ¢a8 edUdalU UoaUUUGUYGUYS

¢c{HARICAuesLﬂ;9UJG e;ﬁssdjlfﬁ;?@aﬂgaeg,saeg’ (o) o g b y
Usg J3etUsUU VL°J g HU3CBsﬁlBsta~egjsH]L1}‘J0fﬂbda~
byataUUUs 00U UGOUaWdoj Ufiob Vaabenttrc ¥} s0¢ey3 U

Y—

(1
a

o

K3e aolehd “ag L"JGUUGGUUUS eU Usgd aOsUeg;oo
’vaq;eue;s)Uah gasoaf oaUs 58 bee @i diico UUU

UU:)G;U+UUU9 C{WU'e”g‘Y‘a;gm@dﬁmﬂé&i@mfpsc{mc&;uge’a
"} 8doey xdsoids U0 shw @6 jod dHARICAD d d

512 0gtGsse “~jJHABUG

¢ (Gglooae ”’4F]L°JbchﬂwaGeBUsO:&?dTeagq@a’ﬁUUUs e fh3a
UsegloasgiliceUde yBayé jehlotbsggdd h

(i ya
aalUsltiveysUd Uadeg Ug’ Uze a5l
’ 8 i V)

EU "Uja UOxldd "eg e&d Useglosl eyse ~Jelx’

Urs ] 8 aUs ) T, UusUsLUU UjWahUd 8% " e3slB  Jegysasc
UseglossgiieUdeysag ] 0¥ 998

513 Ya9e¢UUslefhd aUs jJidesdd Uyeidesliustald

yoed @ UiﬁlqgagaﬁdAR]m@;aueUUD?’GO 209eUUsshe U:
“"Uysce ;UisUUeg’ "eg 4600000 VWP ©UB &637

OGOty sayY dqalUaUje Uy Uovo¥Y sUiod.

514 OadUGd GU 30y f
B Usc GdadchARICAT) adaUUUs GU sLye "e6g UUs a:
bUdefh U K “aoadeeciy Ud.

51583 haadyd aUs “~j3elGUUGaU U K GrUsyY
B 03~e'a~91utfj—IP}I§jICALgc{q]aU9UUve Uds Ueadssse 3c6cs6
J hadyd oaUs Uds "~ e0UUGaU "gyoelUosydg GUU ud

516 ) eddalUgUsay¥Y eyaU

g0 slosvyUsomMARKCAUs g otrc Uddeses UUs ¢U UU dolils
U’qddaUgggsU GU UGdUayd UsyUUysash eyle U’
iesUsyeesaUUs ehas GU Uscsgliscla Udsyse “1eliv’
UsgaYdaBUegxs o9s0UWU | ROW 3U0Uos'U hRUBUG GU UgU®

ZUo @Ol 203



3 ctieee pdecliasg ToaUsilisei Koeoadssol s-HARKAUde Uyat 3 oaUs 4
"HeaosUsore UoslUc sUfédddioeoils tedwélbmglidd (Oalcild 4
jsvﬂoo";DuDVUk:J@l’j@aBlﬂ@saeﬂ-lARJOAsUeng/u;TGu.I]c{eg’g Udd
aUevUegﬁngLctafJaLacglavbl‘jguajfaa‘ﬁauumﬁl’ o030 U eddaUg
eylOU GU o) g UsojUlGdeysd e6yle
TUs UU tie ~UpU ¥v3y U eddaUglUseyY eylU by
"3 80GUU00U0UgeysU0 U ' h ysthobgaaBdUse), a0 UG»08Y,
"1 e8oaUseysaeag hRaU UU U eddeaUgUssay¥Y eytU 30 Ua
FU “Uja  Uxvidd ejpetdd U UaUcy dbosmaenemopyei e U3 ¥3
flash diskg, UU Uy ¢UaU tsUoy ¥YliesUUs ¢U UGGYaUsU
igaUURAUqUU U UpUGyegiivze sddlegdg eUdhlicegd G ¢
" Uy} Yo 6.210a
FU ~Uya  Uxid UsBagﬁLUes Wd ssWs] odljgg " Us oy Ulideysa,
saUstlosei U eoa)g Usoyvyididd dUxvy UaUUs soUsz
93 g UsojUlGdeyss eylae yecUs aU0UUGU; UGU0a
517 pos YdWUTay § seeYUrs
) "84 4aee000C ey "Uyeycegs 6 eolle eUU Us’ o
onstsaeo Galees, UGasady) ea anﬁ?l‘sésnuwa‘rauu
aa»UsusWsjz;e(stmueaLdsaguaquS ”U’LBL‘Hgdtaqlgngyex);Uusae
uguaLlTJsgwlSng’ @jb@3G3UU9v el Uds U’ hUG 6d Udd ug
"eg UasUs J UaUsa¥ UlOt3zUUe 3U Us UddGi3.
518 ¢e) did UsUsoy Yiys UGGUaUaUd UaURd Uo
13U0Mpﬂﬁﬂa®ma&3gqsq 95013 oaUddypE CARICAE:y 3 ¥3
Ud) cilnlhsy Uos uu;LUCuLQ‘qCUmeUld@:uLa@sf&oegﬁ@sam Uvs
Ud HARICA, Usg U} ¢ UaeegUsUdlyfe g) HY p Uéla-.llaggmbs‘?‘s Ur s
byadeeBU&B 0d8U30 U eddalglUseay¥Y eyl G0 oy} g |
“1edbyloseU U R D&gg&sejeUdsysve”v ;”eﬁx’seh.
UasUs U eddalUgeysaU UsUhd UooaUUUGUYGUY3 ¢U
"jedbyioelU U ' h Usegliodiieldsys e U JUely "siachh
Uy Uo 526 g
52 OaUoced tUsUutsalUlsoL 3
521 0eg " sdUss } haso
¢ 6 1 8 0¥ 98 fos3llg adJ;s&U@ijJBM-]ﬁARIUN@’UUyVGOS y3 U3
UL"Jesq;sxsyj’%e” aUs e U GUGes Us U eUde;soﬁsyse
U&GgﬁSGﬂGUUOU”US 29U Ud3 UaUyaUuq GgosUsy se
a»geUeg;oal"Jg; Uvrs ] } GL 3 Yo i U”ev’eag&qg aUs
aUde;sﬁaysungwasUaJmlpaJwaJUQUs UU aUdeas3UU Uc
“"Uyps9y) YliesaUUs €U uUuesUsou j3YasoU eU Us 4|
"1 el0¥ 998 Ueeaegdt:elgug'”;’Hsswlgﬁdt)l‘d@esblplwﬁ3 Ua
1 836¢eavr3 lepshprilegé drigiciple G Ud OUSUOGOO;SGQ 2890 U,
6JdadUt s aUs GUsd UsUlUsaUGaUd Uayocag } hab
g  Je80r 9ah g ¢ akelylfg  dpdivagEeUs; as UU
TUUUGc jy o0 d)g a Wrg Y oclie UdeyBod 3 Uy olbioiedUa Ue
Us Uso P¥idyY¥alnddydrdiogs UaraaUD L 3.

Z Ueo @020 203



3 cleee mdeasglasg Tal G i adaeet3HM&MuQquet3 U

V) 9 A
"easUsoe HeﬁUe’eBdaqg U e dWe.tB pgaddd ( Oailicid

9
4
U UsUei 3UUs Us¥Y U
e[t'ﬂ@@qw@qmmg’l]soeis Uds UsBeggovégt H&a c
By & adddUd. a@ﬂﬂmmeOLJ
UJ:HU o;YucUsLd;LdfaieU*;esUUs U4 RJsUaUL 3
o lI]Gag'Gg'gG;QUSSG'GSL3UULg'9, elhs gwesrsom O U
lOJ"

Uy sbYaoasa

-

} hos, }y Us 30 Us Uos vy
dd Uspualde LBeeLdUJeeyquss ugere;esy
50 g 9

QO (o

UUguhuquug er aYdU ; faa
adUse

'Gg U UsUei 3 UsUcyyosleh aUddehh
@@@L@J@UOSUE Uuu‘?UaljUs(deJg}’CJJUtEJés Y
Usss elijedlillpldd 6 8 B k) so @ llotisci | Y

& &
8“3
gg

qUsay¥Y, d HARICA U sob¥eaksels Ues U
qUUd 25U 30 UsUGGUaada¥aU04§Us ¥3
9ogjh g8y gﬁi&/f)qudsegQUsae{*. ¢ U
lfIrlBsisC}ororefakipg’e @boyoceg eU Uds Ulyegl

U
"1 Uoe U §emdd@ ivd])cHaf if
d Keyoeeg KoogfhldqWw
3

U

O C®
L C G

(
o
($

o1 Co C S CI SO W™
® &
C«
Co
(0]
. (]
~ é(
§
=

ZUo @03W 203



3 cleee mdeasglasg Tal G i S adaeet3HM&MuQquet3 U

V) 9 A
"easUsoe HeﬁUe’eBdaqg U e dWe.tB pgaddd ( Oailicid

5
4

sUellgsgoUleasUaaldadd
v

o

h "8 (g eep»@suaGUgs; oyUcnUsUsg’; hjuthgq au

¢ aQ 99

Y Wa G dD@uU* UUUqueUasUseLLBLgu;oLbau;gUULlUciag’ ]t
VY
d

dl-j;ARI(JAJU GJoquir U_Bcig’ﬁee’f] UgUh g ¥

TCCO

"Uye0)¥iiUs halUd Usd aUsUseg

Co™ O

g
3 o Us (HABICA U ay 8L#9t1LBLGLbd33Y;30q@7U9 e U
dsddd ¢ &p YibalblipogpdU s " Il s B&Hs Us s e

wdd qerU aUl0 s B®» {gewwdg(scmciaUQLQ’ Uaec
3UUs aUs Uszseacoasi EMJUs ~“~¥s3y aUU a,

OO CH* o+
“TCo D @ O C@Q
O @ WXV

C
C(\‘C(
8

3 a Uifg el AU daElia W + 3

a@ Iy cUegiyhhoodidéaggddgy U o Ula
Yayyeledg U3z Uea 3 UB Je 3ticUedapire JagviiselU 6 g q

) D:ylsleULﬁquessYJseeeeuwwwﬂadcﬂg’lﬁgﬁ@

LBGUUs; slv 9ah

CCC®. U1 @ O
R W
N
o C

¢ HARICA U3c{8U;L33U9 jeliy s9hf "8 Uas Us
UsUesyabylid/ U ob8B8aké&tcUdp o danmsli UsUys
UGuYa’?Uaeang’s 3K "e6g UslUalegs ompds :
aYdU GecUUsoe UGgeelUdid, ~Jebabilsdsi dybls
e;oUssusei d =~ Ca/RBrewsesFarunfETSI g UBMISA.

535 A3 UaaUoe oaUs jUfdeysy UeaaUosed
oUs 63 asU00Us.

536 Ygy L aUsd “6g
j asasgdei 3UUs fHa
Uliseee tilhlt " Uy saUs
] 00G§YoUHBRICABLPE Us U
U3 omp-Ybyra "eg UjoYsaes
a3 HABICE U Uds 3 ¥

Ut b ¥ & U st sdUL jp dad e
Y bEg’sb’lbuQs;uﬁ(UUJgeUsngthgc{Ldsfﬁg

Udd Gaue

537 OaUoced GUU%
tUe
ZU ’L°J; 06 gHARIGA 4

,Q

3

Yoalld UliaUd, s 0403 Bl

alosa s0cGi Ups allail Udds Uy B 6 ¥ywsUUgpdr 3 ¢ ABvWU@ Uy

(External Auditors).

¢ HARICAd U "} yU~ UJsa»o[3de|9oupG Yyelr soh Kazsgliosasla

AUUo;eg 89 L°J§ ayoUUUs aUds yoauseld Ushd ©

Us UatlUgldd oaUs “jeidhaUrs 6.8.3.3.3%Us0 JUmids 3 U C

U UsUedUsd tUoUUeydidd UooyYirs oaWst1oaUUUO U

9 Wbb.1

538 ¢ Usedjavid g Uy ycB0UY¥ @ge lojyed e
Usa UalUgldd

FcUUosoh Ugedphryidd by alkellellyp U Uisyiilbeghe U3 6 ¢

UsUaUeby¥saeaga GgooalUoyoseyHARICE. } hasagd ey GU G0

ZUo @0dW 203



3 clsee mdeesliasg TaUsilsagi aad39al 3-HARIDAL de Uyat 3 oaUs A
"YeaooslUsoe YoslUs sbfédyu U e dWe.tB pgidd ( Oalicild 4
54 poUlsalUblalUd "~ Uy Usececiddidd GgsUaaU
541 ¢i " @89 &gsfgaebw:)slugx3 "6g aUUUoyYGesaUUs
¢U0 GgtUee UBARICAG Y UBDpTfraidy3Usd GgsUeaaloyd o
slUJsUeGOsg’g’s°$JlfsglmﬁmlwesLeotsia UsvYoodidqlicoadUeyresd!
s] Y yeleld © UsYesoadld Ux¥s HYslUs e5dfPsats U
EJsUUaaYgdqleUs”sO Uds Jjce TUUUGLOJE?,ﬁqg'. A«
Uzg dy O0dqU#ARICAG G sBepDd UGalUd Uxs aUo9d®gy) 093l 3
"3el0  ¥YdUsUd DoesPdige Ul aidfpdgelsly Weg UUdUyd oG Uc
2. U.
gee UgoaUdpRiGAyaslls #H¥dPloscleUdeysedUg¢; aled
9U0U0U>o jovliiolless hUU @ g teUUasea3UUs €U Uds Ui
HsﬂQe’estsels,v Uv s FgaUdeyYU~rs cpsUGUaJstC[g
IDsU;ggls ] ¥ aUs UvsvggﬁUQSWIARI@AaO}:Q eLvﬁUJ}fvs ¢
Oe 90GU0 ¢y al00 zyyd o000, 6dipgdlodggafulal de
UsUee UUs (. o9U yaslaeld vHsﬁﬁUe’esc[Ueaei, L"J;sva»
Us UaUddeeW) aggdd UdL d aUs Us ;GL¢1HAFHGN] sg U’
d U 'U;’,vaf’Js uu Ggoaﬁa;sosyﬁsu GUssecUaU GUe3
GUssecUaU Ugeehylivddd U Uds YUY/ ppy.
¢HARICAdU oaUUUo2j ¥YGiUs aUUb6 Ua¥YeoslGUe UU Ushasg

1. s Ue gadlidee¥Ue  eoddésdosvebzgs oaUsilists Us
"Uye9aUebyYseslUUd 'aq sliaeyald o290U:

e 96 @adlolilsUso oY Wilalla edesUgdgUdad,

cUsedyUdtd aUs UUUuU;eue,

Uee UUU He@@@s@@@@%@sm&hsﬁaaduq

e} a;aﬁlﬂih;;UeapaﬁsstﬂBe'esteel3,

geai omeeidUcUa) sddd dggaUgop Ulisal 3

qgsegputjws‘Y‘aaﬂﬂqge’e,sqﬂsal3

3 8oy Ule Urs30CBP(f3WeE G UGFRe0) YGUUUs @Usd

aUs 4.10), aUs

AeﬁUosxy)xats;GGH@»&UG’esaqj@aiaﬂtssljeeieﬁqg’

guquYEt;&BSLHCB&IUG'GSd_USSL3

2. ¢ UobotfUc #gdlgaskgdi V) saleddpedecilUgld osU

ok wWN

~

1. ) sUee UOU Hs&)@&)s&)ﬁ@@@@t@emlﬂbs@?‘aaduq
2. ¢olfsy ) OB Bgaberglldd oy Wea U0 ci U YY/ popt
3. Ocoy®hnl h) UsWd e valine " e sdUsal 3,
4. OslicUvdds i Us " esaqUsal 3,
5. pdeocgpbglBiroagsaddsc c> LHfHd@quO)iHP,@Ug
6. 3 6oy Ulle Uvr30C8PfIs YL G UGFRs0) YGUUUs GUsd
aUs 4.10) i
7.9380 YdUsUd A obUbUarldd Osleldd U A
mooaUgUse B Usose, eU Ua¥YeostlUd aUUUosy Ul
ayUs Uos¥vyosiGUsah 8 g jeltuseyaeslUs 63U
byUs UsUesi e¢U3sae H3eelU cL})e6g oaUs/ e uUsUi
c)Ua U eUyalUGcU Udd 380 yYdUsUd (~
U UaedUgtdde, c¢yYuUsU/ U UohyUglid CAA

ZUo @03W 203



3 ctieee pdecliasg ToaUsilisei Koeoadssol s-HARKAUde Uyat 3 oaUs 4
deaoslUosoe UollUs ecUlédgiels wed¥édismdgidd (Ostaeidd 4

8. ] 8UUayGeUUU quorum A sbUbUarlidd Osla
99U av¥YdU UsUsieUsze H3eelU cL}yeg e UsUi
UaUdeU YsaUe 6sdqUsoaci ( .6. ¢3/4e, Us
U Usd UyaaUysd (4) oo ailhgeUalydy s Ulldds y
Udd Tij)sU0Ud @woalUgUsed B Usaede).

3. Bge b YAUW opdldU) salUeddpedciUdgld o9U

1. K" 9Ug8® eUgcéefstdogfli b GG ga Uee UU0U Udd
J sguseed mdeslasg FaUsilisgi,

2. K3y ) @39 Gdglbey 0i 0 0Ude U UGGYaUsUdg Udd 3 of,

3.)eaUoyd aUse jelaa UGGYaUsUd,

4. K2 o UUY, 0UBUWedy JowBdi Ua jadsiods 0 aidld g i Uee UUU
tosUcUdg dBlUedeaoasdUsal 3,

5. 80U} o UialgdpigUe 8 UOB4OIUU o)y as3es3UUs, UaUsca
YooUd UsrveUaalUd Uxs ug GUdaYUvs,

6E60093yg’@@&¢pﬁbﬂg00ﬁ aUd ujeeesasodUL 3
380008 avYd ~ Uy 990y YOG Ud 3

7. Kol elwsclidicgd) ddopg .| Y

gWUieégasUaallolissalebyYsasagas UU UsfhaesgdU GUss.

1 ¢8U;G£d30LUJGg;ULBg§1f;\U3U d
. ) 30023 v aig]esaif) "esgy Uoe UllglBedBgy vid Usg U)o
dgsUaalUoL 3 oaUs

3. Uy soJdigieige byYs Uasd

yoWUigiUeeg @@llUUo ) Yilldpz¥mailpoc) caondysl
"} ¥ Uag a NT&® @Network Time Protoco).

5411 EgebyYsUU Uzsdjetieeasod@FBt)salUs ;e U00GaUd

(

¢ o9UUUoj UGe GjUGUd)oseUeUyrys Urs u;eseaeoqu
U Uy UaPeqhdliildd 3 U0 ~adjyei 3aUUs s U UsUetUsgd
g 6 Uy Uop¥yYlieg 3.6 UYANAYAL aUU6 UevYeoslGUs 30U
1. A" s UgecUad aUs UsU sUgecUagd J 0 YdUsUd @
U0aed “~jeaUUGaUd, aUs
2. TOUUUo Ule HRoavrs Uxs uUosUcUsystUssats UsUy
ijeeegasdodUyd aUs GUU UUaed “"jeaUU0GaUd,
3. 7TUUUo Ule Hoavys Uxs UsaUosit3 “~e6g o2a3e63UL
"3 800U08aUd Gge UysaUebhbUsceysars Urs ~}a
tosUoy UGt s, aUs
4, TOUUUoj3 UlGe hRoevs Uxs Ggeby¥YsUxys aUs GGUac Y
UGUescot 3 goessasi, GlGUeseYUY¥s a2802950c90a6i ol
542 Ege3hUdqUU UycUscd dqdddg Uxs - U Us0,
GgebyY®Usd ULy didd
g Ui 0UdeUaUpgdegedgtdlUad Ggs3UaalUoyd

ZUo @06W 203



3 cleee mdeasglasg Tal G i S adaeet3HM&MuQquet3 U

V) 9 A
"easUsoe HeﬁUe’eBdaqg U e dWe.tB pgaddd ( Oailicid

5
4

543 posYaUdeU Ueydidd Ucgigup&ldeg Gg3Uaal

£ HARICAa Us oavYdU Oe¢ sdlle UfynalBa o2raysded 2 )
G} 39 U

1. g3 Ueoadzpys@edUUasc s Us ¢ &g Uiy omwe d
UvaaUsfovgl) soy Hillea UUmspAy Uy UsUU U f
1. ¢dqalU00 Ueiiey Fodelleddi jYocddd " cadldd, e
2. $qB3 Yo medbdgys (1 Uc " cbdd) s@aii Us " GOdadd
seYodaUas G@@U@@ﬂUpsaUsL’bdﬁseﬂp:ﬂ @owp
basicConstraints eU Us A;LngCSGBUStPjﬂe esysdgs3UUd Us a
pde htoe FTalUsla “~6g UsUstUsscUa GUs tic
2. EgsUoddapy3UUicUdgesBldmi saerefUasal 3
HeﬁUe’eEq@égaB,xf]c{ g’é’J;so;YuesUU954ﬁ(2);[3 Us hUd
y  UsUU U K Uds e3d Uvys UUeasoat 3 HstUs a8soc
3.B'GSUGH?J'Q@@Oaf@:gEGUUGsUﬂIJgJabY@LﬁJ@Ya@SU@'
“Uy 909y} Yie 3 UUm418BEJQBU YU 30U dibE b Y 3
g0 U)elal -Bigsiiveallva 30d) ei 3 UUslioes U 26)} Q1CIEE))
L G00 30 UasUs lGosUdyidseU 09U UsitiUcheUse 3he
Uje 8 8sddUa UzYeddic kUbodgd Fyzdarw@ddid e g
GeUUase3UUs U Uss oi aaa cxed Uesg ®BslUs gs
U0aUOUyd TaUsltusei UasUs UjcUsedUUdeysU oUs
"Uy Yoy Ule 5.5.2
54449, 60000aU Uesg Uj6yabygslUgs UaaUoL 3
pUs U sUpy 0OUUs dq "3y habUOGd GUe UyecUae Ggsal
“jeldikohd UzreglosliaslUdeysU GgaUeeUUU oaUs Usas
U sUyy 830Us UsUoy Uliy#e el ya¥it &3 Wmagy UG U UU
GgsUsailyoebsysUrxasddoelUi 63 UUs a v UoUlGey UUsoayd
"3 8000U00i g3UUs eU aUUYeaadesgd (Gglsaesid aUs
545 s UlsaUGaUd Us Us o Brjiec@a v 30U 0 (WegpaldadafU o
GgebysUvxs
gdy UaUUs UsUaoy UlGe UGGUa@elbdrsliergi sUyicddg o
Us edUGalU GU aUUYOUUGd e€h3e o950 Us¥Yosxld,
aUs acossed ~JHODUGAJ
546 Ei Ude U GgooaysUyviadd g barwsU v 3 Ggs

(UayUUyp safh e UszxUUpsefh GU Geyld U O
pUs 63 as00Us.
5.4.7A3C[8Vy;%:l°1q L"J”eg g’eeU98y3eg "8 g |
0gs Usalyoedhdgrs Usd, o9sU Uds i  Uysd Udd o
oUs 63 as00Us.
548 ) 39caco2ellUsd Ug ¥dUsUd Usg dglGUeegUUs
bdgeby¥YsaUvs
¢HARICA" j UoegUUs 895Ua UUelGsWg 356afhodqld Fasui

Z Ueo @07W 203



3 ctieee pdecliasg ToaUsilisei Koeoadssol s-HARKAUde Uyat 3 oaUs 4
deaoslUosoe UollUs ecUlédgiels wed¥édismdgidd (Ostaeidd 4
1. 3003y, a6Us " jebayyseld UGxUU;sayd o
UacUs ¥vd U eUyaU0GcU e©d UszseglosslicelUdey
aUUYGy dOd, Uy 6 6adid e oaUUUGUja6(e
"ot Ue 69dUsoeci ®© @osUusaUGst 3 msUcUay
2.1 396260200 UagBUUGBWUUs Held UUsg ~j ealUalUall
U Useayd aUeby¥se3UUd g Ayd Uds UgUsd
"UolUs 89dqUsoat 3 aUs Urxs m@oUtsalUlstl 3 o
3.)398a2802U0a Uds U Yy aUsU Uxs saslUsa
UUcseasgoalUd Uxs adyelieyoasUsat s GgaUde
g UGUyehelUs d 8 209U 30 Us3UseU0UY¥ a
ps U3 Uy oliy3sBliss oy d e o Penstrdtion Festd] dIBigedvde G Us 3
U0dGaxdg, oUs UjyocdssUafdyZO0Peitogetyrallb gdg iy
iU0UsshUqUUOd, UU Uy oUaUaU, Uds U Yy aUsU, Uss
"e8g U UsUesis3UUs 299U Uds " Ujece Uszsh stUxs
s UaGigldd

551 ¢i 89 Uooj Ui 3 "6g UjeUsedUUsi 3UUs

yaU UU UjeUaU GgsUesalUoLs '5eif) 08EgdlEe UDBUAE |
Uﬁﬁ‘?‘,a»f)euglg aUs haU UU ugseUUgUseY yoo;Uu
yalueslUdd/ UsYeadldd ydqisasUsat 3 "~slUs @89sdUsal 3.

£ HARICAo Us ov¥dU Oe¢ s0GUs ¢} alheeUgy e dily 3 Ujpell

GgebysUU, R ¥vd "~ Uypsoy YGUUUs GUds UsphUqUU 5
A o ) hUHARIOAUs Usd aYdU Oe sdUe ¢y ale zyjed dU
1. ¢U0oaedjaridd GeUOUsayY U Uds UGGYaUsU Urs

EgadUdevyUvys @oUcUayoaldd YsdUe eoadqUsal 3,

aUs Uxvy3s EguUdevyUvxs Oe s0Ux3 ¢j3aUys zUj .
2. ¢U0oecdjavydd GeUUssa¥Y U Uds U UsedUghld,

UsUdeyYU~xs sdUes 65dqUsat s aUs YoslUs 89dU
552 poYGUdeU uUsUUeydqtdd Ueg UjycUaasg Uosoy
]} 6UsedUUdeysUd GgsUeaUoyd GgebyYsUU, f xd
UosUUdy ei 3 UUkbs goeevlb s U} ease U @

TK Uy QWU)a3sU ¢cBBO o Uo j soeliylseU 6 5 dilbeleeY ) 0 3 8oy d

g 8oy UlGyd/ GGy Uoaulgde,

Tpi @U0wae U U0 ~ sdjl:dsuplgUsay) Ulied Tilisal

ed UooaUs)seysU "YslUs 8sdUsayY ey dqaUL s

T A3 f{d)ody Blelbe G Us saodUsoa¥Y jjesaslieeUsldd
U'h Uds Utdesegyoal Uooy Uled cjeseleesUsiddd
i edvsU U Uds UszspUqUU 5.4.3, f 896 UaszUs
A 9} hodHARICA o Uds yd0 Oe s0Us ¢j3aUs zyj6d
UsgayYeoaliUss Ui e (2) y U :

1.yad Uds UyeUsedUUdeysd UUaeq;oxuc{ gc U

FgadUdevyYUrys YsltUes 6sdqUsoat 3, Uxs EKEguaUdeyU

ZUo @08W 203



3 ctieee pdecliasg ToaUsilisei Koeoadssol s-HARKAUde Uyat 3 oaUs 4
deaoslUosoe UollUs ecUlédgiels wed¥édismdgidd (Ostaeidd 4
Urxs EguUdsYU¥3 TUsUypsa13 |8 oaUs Urs K
zUyvs3, f ¥d Uy so0)3 YGUUUs aUds UshUJUU 5
2.yad Uds UjeUsedUUdeyad UUeedjavxlid GeUUs
aUe Uds Us¥Yeadqud UsUdeyU~xs stdUes 65qUs
U 903 viideU0UBs h yq 08 UD. ®. §;
a. UyUsosUdoUso(bk&ligadg bUGad Ugoalae
9 ds

gUl s U0 UW g U BOW o 30”Lrv!3;+t§ksbz‘a~eswds UUdﬁgGgouseeUeag’03U9
sgeaddadlgds ;JeGUUGaU . ey 92013 UGUUBEYyS3Y:
55343 60U0U00GaU Ueg Uy eUaeg Uooy Ul 3

pUs U sUyy UUUs d "3 AGHUGd GUe UjeUae Uoo
UsesgloeslieUdeysU CGgdUeegUUU aUs UszegliosleUd:
GoUojy Ulyd © eUUUbsayd Uooj UGt s Uesg UyecUasg

Je Uy eUae Ux3s Uooj3 UGuis U a0y y-

- - o P o

5532 Yy e U0UBaU aUU0UY Uxs e0UUBGcat 3 UycUars
KiUy eheUOUUs "easUsoe "~ hHGBUGIdT d 6 6alU 0U

w &
[8)

5533 gy et UUGaU aUUY Uxys uUsUoj UlGu3s UjcUarxs Uo
AUy eheO0Us "gasUsse “J HODBUGIdYd d 6 ealU uUs

5534 Yy e0UUGaU aUUY Udd Gdey ¥d U¥x3s eyays U a
gye3 Ud Gdey ¥ U eddoalUgUsoat 3 eylya eUoay) ¥d
Uy vedeysd UUeseeasoal, UU tUleeysU dU by
U edesalUgldd 6jdlses 6oL 3UUd 98 Uj y6eg
6y dlseg so130U0d UsUGehd®UadRUs Ud Welhil alielydsel,
"3 eldUUUUgey3U U Usligeasleh.
O ovYdU Uya Uxad, U0 3y0 GUteeys3U dU e0U
9)J g Uesoj Uldeysad €6} lGe, aUs UU UaUshUU; U U
5535 gy e U0UGaU oUU0Y Ud( 8Ua~a~e3U999g’ yaoaUsyd
UsyYosvyddd Uxs "~ UaUsti 3 eylrs U sdealUgtdd

oUs 63 asU0UUs.
554 pos UlisaUGalUd Uz Usoy ¥Yiys U

~ o

G
¢dy UaUUs Uz Uaoyj UlGe UGGUaUaUd U

ZUo @09W" 2p3



3 clesee mdeesliasg TaUs 6i Koaadsosal 3-HAROAULde Uyal 3 V] .
)

(V] aUs
"UeaslUsoe YoslUs scOfdédduel dWeHB pgidd (Oalicild 4

e
Usldd UjeUars Uooy U

555) " UaUddd cjes3cles

ZUds Ujei 00U G Widdi stiélpae 3 @ 0 W sl HivETER6]) U v 3

Uy cUaxrs fdarm;yllﬁ)lyoo;yl’jy "Uysycegs delUjeedsa

doe, h ¥vd Uy 90y WBUUUs GUds ~ Uy Yoy Ulia

556 £i 6 UdeU lGgoays3Uyvidd UjeUaxa Uooy Ul
G0U Geyld U Uds e3URhUqUU)

QHARICAG}qﬁsse'egﬁaopQYUf’J;”sahv Gi 60deU dgaas

UsUaoy Ulle “~JelUadUUUs GUe UjyeUase UasUs @

Ue 90GUU0UgUsahUdUUYG, oUs g 6oy YGUUUs ydqGoaUsa¥Y

557 po UlisaUlald o590 Usv¥alUdid oUs U Used
UjJcgUarys3 Uooy) UlL 3

# HARICAUayo6eUs "~ Ujyeciisay Uds UeU;UshquU Ua ¢

iosUlsaUla UsyYoaUdaddd uUlteeysyrs oaUs yaUosce

56 Aagooe UasaUse oaalUsilisagi

Uya  Uxad UsaUoed ea»UsusleelaalYeG@abJ@’Uqa;’?G
U13/ug<mg>Uguu;3 Y G'8jg UeUesel:imbaanas 3VUV
Udeosalgjeaiggdkieliles d UsUlsoaUMAUd Udd Uy Uoy ¥

ARI CAU3du£|uU]echu (ydlD Ut s @ UG&UGSE)UQLM?B;SMUYUGQS

Udase ad ulbdrg aUeU@fJegsg‘JGimf@eguide&:Ulym Gd 3y7¥s
flUG'GSdUSMBUS@UMdJWUUUH%UUG sdJstsag‘Y‘U JiosaUY:
oskyeeuwe’eec{USaY dJi 9 WyetEplineskt y &) scgll oes

3 W3 UasaidpehU” 800U BBebbged® UL 3/ 0giaUgt 3

} g ub(boﬁll’]e’ Gvefdislj@saéYD WEWPeded @) Ho b UsyeddUs ot 3
s dU m@n@ssdedhes* B30® ey jedsad @ di @A ic 6 0L 3
el u38UU;6YL91;Uue

3 Ué

x
Ce
S
Ce
(V-
Ce
(@)
Ce
Co
ol
Ce
Co
(e
_<[
@
o
(O]
C
o,
(0)]
-
(O]
(0]

R
(O]
(O]
Ce
Co
(@]

hd ~UystUU0Usas
A0 UealollpoBiivd ¥
U eze00 U'c gy ad iwlied” 6
g’Y;GUS g’eyal
UE © Uon;a»‘YuJoLbLBLg’s h
B @Dwi s Wdid U Ungg
@tﬂswnrs "0y sl
(

T4 C (ex3
@® Co (&) QI
(&] ) Co‘_._

@]
w

AY) CoC(-\] ~
O 4
@
C(GJ o Ce
[0 '((.D (a=
Cis Cc O

Q@ CoCome o1 o1
B &
® 9’ ©

Y 3 0 0 Oy

40 Y o A4Cg
PP e @
CoC Co oo ® e
©®OOQ O Co
CO O CQ CQ

Q@ 4 4 ©Q C@ Tl g

[OIR SN Ce
T Co Co Co
>
By
Q)
>

w
Co

e )]
[l

%

2

=}

%

<,

=

i

&

S

o

T

@

-

(O}

()

X

w
I O)

. Q C®
Ce
(o}
<
Co
[
2]
™
<t
w
o
w

G CC
S w

ZUeo @10W 203



3 cleee mdeasglasg Tal G i S adaeet3HM&MuQquet3 U

V) 9 A
"easUsoe HeﬁUe’eBdaqg U e dWe.tB pgaddd ( Oailicid

9
4
e U a FlfS S@weroUGMIME "o 0 Us *~ g HARIEA & U

a 5 @CADB |bcaléheRepbHirdG uidedings

Cc&
()
@
Q@
(0]

(o]
Q™
Co

U
d
G

w w

i dU “yy Us 30 ~ Uy
Ur¥r3s Usahaesgd¥s3 ) 63

o C
<4 @
q,'-i—
(OR 8

= O
o c@ S
8B ©
Co ~«
Co o G

(@

8

?

(e
b}
«D,

@
ey

~<

w

(@)

(O]

C® © O O Co

C®
(0] C(Q CcC

~C(Co D @ -
WO CCO ® O

UuU YoaU dO

Us g'er;L"JGiUUs”
, @a&fﬂyulﬂlsemﬁ
i Y od)ie Mg Whey & O

LDw
=
®a

~ ¢

©a C
OGLD
CV)°<CD
O o C
GJC(CO
@QQ
o
c
T
C
= &
e
<
(e
i<
(C-§
«,
(@)

%C(OQ(D
o3

TCe™

Co Co (@
Co

oo & -
(0]
Q@ -
O

ol

W Y= WY Y=
Co
«Q
Co
C
O
™
<
ey Cm
o3
w
Cow CcCe

RS
@
Qo o
=
8o
8

q
N

Us 3¥69 yaU
GD TPy 7

Co
O C«
C(Co

o Cco

= (Q" C( Co

JUs @9 Um»7RBUsaUla

Cc
()
(]
@
(]
(@]
(]
w

— c
N O C3 CCiw C

w
v 38
A G ] Co C°C<

XX CIM

o1
O
[ORN)
Ce
W Co
(@]
Co
Q C
(C
C
w
C
(O]
™
Co
C
(O]
c
ol
«,
Co
Co
Co
o
()

C
@
Co
(O]

-G

®Be 36 so[aLbelJaetusc
;G’U'X‘Ud "0y U0b
Dol U8 ¢ d =

‘Com
@
\Co

o,
Co C
Co

4

C

@
8:

Co
Co —
W
®
COQ
)
£ ©
(0]
C

]

4R Coo
o _«QQ

g Gl
8 * w C

[T
a0 <o o

(e
(V-
o
(e
3
Co

Coi® 7 o ~

Qoo
0 g O

('_Q

2
g:
&

Co Co%— W
GG Cecc
D MY
0 <3 C

Q o
Bo g o
@, @o
cco

oD
(O] N — w
@0 Qg O

(0]
(O}

Coad &
w ng \
o F zac
~ C(& (U W C(

TCeM
Cﬁg
CNJg:
G)G)é(b

Co C°'Q' ol ] 8(
o

CC o
-

o

.Q-% 8 [antd

O 0 O 0 O CQ
©Q, Co ¢
L
<0
(o)
—
o «Q
©
«

|
(el 0]
¢

o ®
CO @

—

"1LalsUdrépgivabdgUppeedoniale

U«ﬂwegeqﬁéeuuﬁgsma@wm@wggd .
U3 Ye aq u}’dﬂ) ehuatmsUstsss sujubeUge UbLk
U

AR S | C

© g
N &

< &°

o g(u—
Fooo
‘-8, Cogpg & Qo™

(]
cC*r 4
0 e
8( ce cc
I
Co
e
w

ZUeo @11 203


https://www.ccadb.org/cas/incident-report

3 clsee mdeesliasg TaUsilsagi aad39al 3-HARIDAL de Uyat 3 oaUs A
"UeasUsse YslUes ecddagdyu U e bWaHop wdgtidd (Oealiclid 4
3 eleee qdesliasg 7 oaddarels il q&@eg’lg"dﬂlﬁld&cyxs
bollUs sadldd, 3flsg asijscd)gud)d Be 3edldtdd.
574 pg3 UURUQUUOUG UltsyYalUs Udd oaUsUesgyjoald
iglosat 3 e Yaoavrs aUUUGUpelGL 3
¢3 pHARICAy s Us “~jebayyUs Ug3sUURUQUUG UutsyYaUs”
UsUsoy) YGrs hexs U¥s GgaUdeyU¥s3/ g elgtiUdeyU
gL} ¥byrs Usg d) HARICA, 3 GWUddivrs U ¢U (GGgaiosaBoy) 9¢)
U s6Usy di s Ubs®usinessapntipuitylplaill g sl sy ise U sacUsy qis
Gdgaycéllg8gdUebysUs:
1. ¢ad GgasdeaUd UsUj,o68 sadidd Usg >Y3 a8
2. K" UaoaegllUd UsUlsaUlalUd
3. K3 UaaUaUsoyd uUsUlsalUlald
4. poUtisaUlalUd UGgsyecostdd
5. 4y hoyp UeeU Ggs3Ueydaddd 25U Us >Y3a
6. ) UsUelGUsd U aoszxvyldd o5 Usa UauUgtdd
7.ésd UyecgushUdUUdg Uxs J el " ¥s3
8. ) 3Us o Us e Usls dpdU (icyy frade, d
9. ¢UsaUsoasa yalUoses Uxs UsUsaUsUssal 3 &
108 OGecytoa Ubddley Wos U  UslWiisyg Wesy dqlissddo ¥y d
aUsUs WygobPe PUY U UsUes eyse U eUg
o Utisstasy U d d
11, " Ua Udad osUa;UaLesnfe;ec@nggmmi;gLamea(eeiG.
UGGUae lUsyYUU3( o4 g Usoy vididdd aUs Us
UsUaaUa Us e Ue’edUuoU
1286 adll ¥} UallUeelsgl ooUs U G eWBe s B@Wad Uas U:
U eu Ug(hfiggs Us Ufiey Yd
13.8h 0 @ dgGs3Y aUeb¥3aes3UU>s UsUaoy UGU
U s56Us ) dolideyUseiiesy st 3 aUs asosllesal 3,
14¢d3 U polOUGd U K Usd UosUUUGUYUGUs(d
Us edUBaU Udd | 4, oaUs
15.p9 UtisaUGald 29 @UGBJ eI EIYag ed Uddyd U g 3
a UU0rd 53 Uys eadUY UWsh aUUBIDGB) glyjess U f U
U o UUYNIWWUiEMdHU); sbYoaases UalUUY&Bds Uy cs
Us edUlal.
Bs U9 Uil Uity hY do UBWBGBsedres 3 UUs, U UsU03z0U
Uz de Uy G30s a0kt s U bYO(
U "~ Ujya Uxad GdeUsUsosed sU0U0GUyeled & Yaad
eyUy U 290 Uds U eslgoe "Ujfhesssag ~UpstUU0Usa:
58 ¢ Uy e UUslehd J ) ced) ebesdi UreU BUhadt Gy dddt d d
ZU( 3 Uy oy (ewly dU siidfds LUSU]UJ;LEUW&.USQLQ’MARICA(IU
UsdeU) « #g» u;UeeschJUysg’UUUbeis (#Y jocve @8 o8 3 d Jviblest 3
Ke o0 UgdiUsddr ) dWbs gq LﬁuJS&:)UBLiesUL&sUcnuUuq UU YsGUs
i 3Usedd ox¥¥Us UmddirBaipsreiddigUsUaUa haU Ul
"90Us coyteg¥y UDagecdlladssUUsse sj) 8 aUs UsUs
tesoah Udd ~sglUe ehbdqUoadfsoaUlaU UsyYoe aqﬁqq o
UolUs 89dqUsoa¥Y z63YUY¥3 jje3clectlslidd pbY Ua

ZUeo @120 203



3 ctieee pdecliasg ToaUsilisei Koeoadssol s-HARKAUde Uyat 3 oaUs 4
deaoslUosoe UollUs ecUlédgiels wed¥édismdgidd (Ostaeidd 4

A 9 oy@3dellgd sdd8Uvoaddaldidepdwyd esUa Uss UL
aoUsUsgjBdUdYydgqdgUopasygedilgUUs q Udssoee o5 Kg
3geadU0alU UUyeUUslesi jJ3eL3 YsaslUes sadidd.
FUqd) a Urxad ¢U0UbabUGdd Urs U jAblle))sseslreslby 3
BY;eeae 3 dj Ulosigs YAec Wallksait] &(Hegai s dyydhalliisd d
U0y eUOUslesgi, Us.cyeaaos d@dﬁbg‘?‘tsb,uk@‘,gkki;aakﬁﬂﬁg@otiuq
UgUeg Ulrdpalaslg U cGUGalegs UdaYH&gdyspds 3 U
TUUY Ud usY);aUsU Udd £U0UUUbabUGdd Uxs by U0GU
"1ebay UUUs 30U ayPsbdgpoeilldlapiiédergoYilUlceys
aUdi d aUs faU UU GUssecUaU “"68g GecUUase3UU:
A UsedUgldd, dU U00U0GU;deis3 GUe3 Uy Uae U
Ke o0GUc0i 3dd.
IZL"DYdL"l‘.’J;o',lTunL?JUGOoLVJ aUUU4 80 GwYd G@WLap &3 UUs ¢
UsUee UUU - oalilllbe "(bdesd Ub'alaeedUglidq UgUita, aUs ho
UsYoeadld UgUl3, igevliieaUUs o950 Uds “~Ujas
5562e U GdeUae Usosaadldd Ubdi Useamsd dUaadrtfidde WO d
UgUfR i 3U0U0Us 30 Ujce 6 cldiddUbsbey¥osasbleadUlns
yUUss ¥pdgosUbUcs esdeyssad HYYyeced I3 dyUlst s
hoaUd Ueg Usd oaUsUsglddaddistgoallsdate s c dl
UsUsaUaagi 3 UWUss thlbeU aglbly Ulissolr ~6g UosaluhddoaUs Gi e

3.2.6

ZUeo @13W 203



3 cleee mdeasglasg Tal G i Aaaq3eeL3HNWMUQSquL3 U

V) 9 A
"easUsoe HeﬁUe’eBdaqg olUs wedWatswpdgadd (Osluaslqd

5
4

~

6 OaaUoces UUcssoeed UlGGYaUsUd
61 pdeosasg)oalU sgUiosgd aaUstisit 3 aUs Uo
6.1.1 pdeosaeg)oalU gUiosegd osaUsilsl 3

6.1.1.1 cpdsseg;o ioegd ToalUslosai 29U jJj16yd
€

U ¢UuU
j;eseue slidd
io) & gyigaie®0UsUGGUayd ~UjosbYaa

VY, UFiﬁunjwaeesegur|t§9Mocngesiu BiSMpBsU gy d  (
gd U3 &) &g G eledgyyg’ Usd jeusUoy Uliyd

¢Ui od Ta»Ususms Z83YUTrs il

Y Co Cot

G CO O

3 C
64
e |

g+ cco
O C 4O CND

3
Uayd }J;ebYaaes U h “1e
phUgetlocidgeeas) Gt 3683009
Yo Ulaea

O M C«

6.2.7.2

(@]

"Us 30 UsayocUUUs sU0UY Us ) h3e lUdessgy
GivYeeUUU Uesg @e39Bi9daip Ui dilsaleld selslilnl &
deossgjoal saaUsilisl 3.

CcO
w S
C

N =

s U Ud3¢wieoﬁbegﬁg’qqsulekique’esqoseh zesYGUg’
Ud;UaUUs ;eaUde;LbLﬂasLyu;ai wideeUaticadptfolicodlld 6 @ d)
UsUUaUaUUs "~ Ujegtal sUal/éstlJaeefg@]Lda;UlﬂsdJﬂa
Ue g Yo (i Uel eejogdUBGORE 4(c e d HolU&K3aad§gtgdd
K3yUU)} saed, pqUdddjisieddal UaUU o2a3U0UUs
(audito), Ua U U bssUd{Jemaie:sld(glulde Ue g c,(Z”L"Jvieg’egog’ Te

Ys G Udidajud uuqv GgayecUsU U 80Uyeaal0UUs G0 Oz
addbahfh “~HyoteU.

¢ HARIIOA ° j3y0" Ufiss U

gebyvaalUUs o

AuU;s«{f:UL%U;e

U Uds UaUdad G
U

Us HUs y3U gl Ussg esc{Usa
Sttre ld@giydd;m&JuthgiUe $6009 |
9
V!

~

y3U oaaUsi "8g yeUs U
aadydd.

6112 pdesasgy) oal
oUs 63 asU0UUs.

6113 pdesesgyoalU ¢Uioesgd TaUsitsits EgsujeedqUL s
gU oalUstsyY Urs GgstjyeedUiLs UldesesgyoeialUs
G60ds ~ojeUvi@t&d Us U c0UvyGUxd oovYUUsd opde
sUs "~ Uy Ueysegs aY¥YUxy U Uess U hagUe yaUoch
U "~ Uya” Uxidd ‘e6g aY 65U jjee ©slllde sanwldd
ideoseg)oal salUsiliswxs dBU jewoly sl ehy dh @y UUL
hova Uxys UsUsoy Yirs sitsvyUsat s osalUsitista gUl
L G 00 G008 Woyvslte@d &) bebbllice ¢ h3e OWEso riddies e

Fgslu)jese dqU

sof YostUs esdUsahfh Hextkeyysaged Ue ~ 0y
} 9 aUc¢e b Yid Lkp- serierAlth) [RF@5280] Ua £ &

ZUeo @14 203



anyExtendedKeyUsage [RFC5280] d HA
TaUsu913 290 @aeoUy

Ko
9o

3

EJ

S 1 3 =
GUsose dUes “HARKEAdHh3 U’
B

2

U
5

B4 g3l ece deliymdd pdlioe dJadswi GvpeUghy¥ad g
eo;’eleu‘ég[klane eyyed “eg du usUeUs;

3 clesee mdeesliasg TaUs U

"UeaslUsoee YslUs eb{Ss

G i aaq3eeL3HNWMUQSquL3
GoelUs eedWétpdgidd (Oslal

QC(
'm_(.D
Q(

'Q_G)
N

oo A

U e6sdqUsaci ~ag

9y
dd 1, h'rd
o

= Co D

Vhe'y

%vage Uwoa@ﬁwaed

J Ullssae UGglaUge H ¥d
Us etid UU TaUsilisY |
5 ¢ HARIGA: ye3ge o U bylcyU 99 o
acaasgdei 3 Usd uUsUlus
Goae
UaUe
9 (i o

sesebjewlﬁla;ssysd-IARIOAFga;gJQUG 2}
s ¢ drgpmdlibrafy) @ Us aUUYaoadagdi/i®da
Us oggavilblba g U Uds UdesegjoalU o
FToUo, ko 3
1T ¢y ddosee’ @
fikey attestatiod U d
aUs fhesos Ud

Ccc C

5 Usitisse o4g UsliglolUge '@
g;ooU Uu+ssUU;Gg aalUsi:c
Uo

voe Usg.

a
q

W = @©
Com Co
o o O

3
d

Ca
G Ce

0]
6

QO Y—

o

99U 260U} sUteh WadlegsUsg my:¥&azUU. REU

1. ¢U3 U0 ocUaagedlegib pys Ba0osa W3y dostihUdid
UsgaYasa (BU;3 8 o U d y(2ofactorauthensicationi 2FA),
2. pUU s U, Y3 @MMJEBH;UBYQ&GJ&UBM@]UUY&&C{&U
Uflasq;ése a3t Us Y& Uy dagy d) Ualilabdd
UsUaoy UlGe Ueg salUstlisoegi "~Jy Us 30 "800
ey Uy U0 Ul‘]l’JUaUGUg’ h vd Ue “~jvURpUg" @,
3. ¢dJ)] elg cydy s o UdiyWiddeRICAUJBUs ¢ d (Uolvslsds o ®
e UayiBd)u s 0 UGl ggosatll s Uc (heygs (s U 2 @ 6 i
e;g'er;Uuseei ga9saci,
4. ¢ dJy lyqG;gyslﬁléeﬂy&;ﬂﬁﬂﬁlﬁa@figesh;(']'Juttf’]’c[g
g’q;LtLlfMJajlfjo el som W aidd at?edjfmqﬁg’oeﬁse
cpo Uli o adbllidhies sc@ fi g @Bo & Uc " (Bioed(@alil
a UUY apa @dls fp Uy Wdj ucLEuENr41924le UsUa0UesscU U
posU st UUgeyse 08} yU "YoastUs cadidd
¢HARICAdU udbesg) gUi oasd Ta»l"JsEﬁgaatB; deod B j vagly U
ToUslusyY "6g ~J}hRalUsUUs 30U gueUUque+3 e U o
KooUoajyoseysys 3 6oy UGu3/ FEGyUoaurs, U cjpeld
U sgaUyaUxd Amppd

ZUo @150 203



3 cleee mdeasglasg Tal G i S aq399L3HNWMUQSquL3 U

V) 9 A
"easUsoe HeﬁUe’eBdaqg U e dWe.tB pgaddd ( Oailicid

9
4

UsU®sUBAU 200dedadfedy ©d

¢ HARICAd U U~ 9 C
d 929U38 689ddei 3:

JARIY U 6} 4 Q
"Uj Usa¥YUy UGgsde

1. ¢ Ui oed TaUststi 3 uUs solU6k5edalle Usd U

6.1.6
2.3 Yy 6eg3 U Ujyoee GUesscUalU g U sliUsoasia
ideseg)oalUd tusrvrUsoeaasi FalUsitusei eUUs UaU
3. ¢ HARICAo s yjais Uws U U UaddUi Gsed © U sguluUsc
aUdosUY Us tusyvUsoah TaUsla Usg | sUcsieUs.
4. ¢ JyweUs UsdeUyp vydUa HUs Us tusvyUsoafh TFaUst
UaUUd Bd)e ey @e,id tsUtsaUlsts Udd | 8 25U Us
“Uy 92093 YGUUU=.9.800H1203  UqUUJ
5. ¢ pdehloe TaUsilia UsUstUsscUa 60U y3U U
ToUdddd Us UwlslU $U 6 bielgiodds i135 26 Ues by asg 2024
Uy oRU0U; 0, dU "~y Us 3U UGU;eheesaUUs Usg:
i. BEUds ~ Uy a Ux0d DenagwedkkeysY d Us Ud U~ s
(https//wiki.debianorg/SSLkey3, JHARICAd U U 68} 3 a UUs fHaU
aaUsilisaY Ucggd biysalliadegsslithts ¢ U

https//githubcom/cabforuniDebianweakkeydo s U a¥d U Ui "6 ( °

RSAECDSAaUs eyoUded osalUslsei "eg bjala
isU f]a~U U0 YoaaU oaUsilisY "6g ~adjeia
6.1.5 ¢ U U&Ua;Uuq RSA!SHMU@LMQUthOIBU@[&lQZ
dHARICAd U U’ @} pebiarwehikeys U

i. EU(ds 'L°J;o'UqupCAJdP@fARIfI@dLYdﬂ]JsdJ;g’;G UU>s
aalUslsyY “ag U3U03Y40983UU9 U ph U0 Uy

C

U o Ui chups/ithubcomcrocsmunirocae s G e tii 3 Ue U.
i. BUds ~ Uy a’ Uv 0QoseBrpgs Og’YdUBUg’
(https//fermatattaclsecvuInlnfo/) dHARICAdU U @8y} a UUs
Uti 3UeU oaUsilisY "8g € 68})6i3 3 ’
9i43r3 U cpeld Udd e Udgrinag ~ U

£HARICAdU U 8jja UUs UsUeegUUU “otUe eo5dUsal s

TaUsila “eg by odakls UWell hisdiaitpA U shd Weela fp
UsUsoaeddalU ahoy Usg ARUs Ues Uz UatGUsscecas tisy
612 U} Yulibd Usoci FglBaysaeidUeU

L §§369°iooeefjgﬁsaa~0909L3 09U &
Us UU osaUstlisY GgsliyeaUUs U

-

Jyy " U0Us 295U "stGUes 85dUsa¥Y Yoo

aU stsyUsoat glosgdtlalltlolg =
hUU;c{

Yiedyi g U o ;eUUyg’ 'aq;eue;aug’ Q¢

T ) 3 HARICA® A3 U 5 Yjety
Uq[s UUguUhUdqUU Ueg cyetld Usa Uvs " j3eUyy vs,
cUs@daUsitoslL s ebdgdbglhrsUes e eald.

ZUo @16W 203


https://wiki.debian.org/SSLkeys
https://github.com/cabforum/Debian-weak-keys/
https://github.com/crocs-muni/roca
https://fermatattack.secvuln.info/

3 cleee mdeasglasg Tal V]

~ 3 veU G i aq399L3HAmOAUQSquL3
UeasUsoe HYslUec e6UdS

9 A
6 U e dWe.tB pgaddd ( Oailicid

5
4

rm_(.D

U UsaedlUgld UUgURUqUUY oaUa;Lububsbf]"vg G Bl
] J o G Ue " (Bdbsd Upd&he @Ujsq (o GBQfJSU@G’Y

=
»
é’
©
foM
&
&
[l
8
S o
C
o &
&3°
Co'e
C (O]
@
ol
[
&
&
3
i
S o
@

ed 03~eg&
uf]inliDSQU3JUbb Uay
g

gstijeedUe ycUs Uled
Cﬂ’a@; sdiyuc 6 'gag (ks U

8
Ve L°JU asUUFgs teytBe ez,
"s 0 Us ’GSC{USGY guieegh
tﬂs Jo- 8§ U

(O]
g(
&
g(
(0]
C«

Usvys TEagLBsﬁﬁ;se‘&;c[lﬁm s®»ld g J o6 itzsUNBoy cas
u;esc{Uyg syux 3} ¢ er;Uuseeg
Us GUsasgUs hHUs Ue ¢gUiosd
9] g’ er;Uusee dg
DU’?‘a»a»c[a»U eyUp U o
e U fp UsUjoe aa

T M =

o R (S Ny =l
I
>

™

><Q>oou>
=
e
©

‘C(“_(U“_ C(O q"-l—
0@ S @@ O O

® =l

Q
Nt COC‘Co
Y— (D@ C(

) ;JS Comm @
0
™ O C(q COC(

L@ Cc
O C S Q co
C;C"LD C°
©c QO
Q C®

N
VoW IO R CCQ
T
>
\ELD
Cow © O Qe ¢
Q CcC®

Co>
Q O}
@]

W o TQ
»
<« &°
w (")'D'
C§C°Q® w
COC(
C«

(O] w'D-C(C"
C(u)
«

ol
G)\S\Co N
—

o3
Co P
©o Qo
®» P o
QC(

(O]

o3

‘g( QCJ— (@)

o C:Co CoQ W O

% o ©
Co Co

(<))

M
m<F A«
w

__.'(.DC(G)C(
Mo
C(Qm-Q-Q-.

o

C(‘-O—‘-I—
L W Syt

¢

[ ¥R -

]
[ NN 8
QY+~ CCo® Coc(m a4
Co @
(O] COC
«
()] C:q_
o Ce
C°am
oo &

U’
} Yiusld UtdehlGoseg oaUgice
g38bvYeaoskildaeL j stdd Us iid
Bd & 2} Uvu ed UYs CCUrBﬂcateéS@rhhg Regiiest
C$10) osU yaueﬁq "s0Us 69qUs
9 ¥

[} o

¥ Us athU jesetilshitolly Od ~ady) elGey aU

ZUeo @17l 203



3 cleee mdeasglasg Tal G i Va»d399t3HA\l%OAuQquet3 U

V) 9
"easUsoe HeﬁUe’eBdaqg olUs wedWatswpdgadd (Osluaslqd

614 BU; Yueld Ueg uUdeldids epdpaial@s Bad&ildd

bUGossheUsU ey d

9 A
4

¢ U Te;guUsﬂﬂJUGHGSC{UHAFéIGA uLbQJQ;yaesUUs ag;avg’ €
Y 8¢ o[dUgUozausAeBl;se:naayaubtUYe»e»o[e»vs 4304088
Tej gl P #(r 3 "Micwsoft, _Apple, Mozilla). ¢ U YstUs uess,lcUst;dJ‘B 3

] ¥ U0 d HARICA, UosUonwsUUdl;‘uuwlﬂa»uv odygd &Jyeduuq;o
"s0Us " 6 &d@HARICAS f~ *:g’U;eo;YuUUUpYoqzmwgé
HeGUG’qdﬂdpea*&‘esU&Jlﬂme&bhauedug’Ue zdUj L s UU;f]GYS
gellUe eadiddd Udd Agyiw’ Uuqc{ag’egACO:{sexamigﬂ K 6 Us
(Koadssoe K sUje e ¢gdal’ )9¢B|9H5‘GUB]3;GGS[UBQS¢WGQ
j1e3clesUmsdaygurxs j;eseue?,Usqu’ U aldd by ad
j 39 90U zdqUjiL e UJf]GYS "8g UsUsyeUOUUs ¢\
( KKgggaUd UosUlsoaUGalUd “~Uy,rYisariidf ~ Uy DaoébYaa
UUOcgi) eeldaegUUvileltdq Uvrs UsUeglesclafh Uyxlg
UsUsaUosUsoahfh oaUs¥Yas U ssessrsald.

615z 0o0ydd oaUslslL 3

0 9600 i 02U s RSAJHARICAd U U3z U8 GUaatUs HUs:
1 U enodulus sizes ¥ U 5 o ¢ @ dldediidegea ¥ @@48 HitgasU o
(8 modulus sizell bits,d W s Us 0B g Bdb® g0 e

Gstﬂie@@lﬁelﬂ%tﬂ:@;GbeﬂJgClGCJU&@JQBHU:B'G)EB@JU.:BITUU‘Q
91 Uoescy 6 3 6l plddeduldssize @ ¥l o s e ,eddld e'yysyw’ Us 30 Ua
UsgaYcecolbitse a3 3072

i 960U i s0adU s ECDSAGHARICAd U Us UGG UaaGUs HUs:
1 U® aUBaia) ¢ ¥sypdadgde Odds o Uog UWes ohdSTIP-256,
NIST P-384e NIST P-521.

Bs | Y “we6g Ua U a U e dlid-kp-cedéSigaing&eyRutpaseldr(i U d 3
L°J'ygﬁbkmeg{UsagedldUUUaeyegsUo[g’ Uaguomuﬂgj;seueUe'e=
"go G Us @ adiddye s egwullde g oo Ushisaidli ~Wg ga WerdlidU
e;vgf;qg UVaBBApdEd@NI”@T-PSMaUdUg stiUd) asaegs Uao fy
aUUUa Uy e UUsHARci Ui "@6g

¢U0 ¢Uiod TaUsliots ldeseg)oeialls eU cpeidd
el Usd UyyeegalUd UzsUsaazUsd Udd UUecseasoald
ETSITS119 312

616 HUy; Ye UU; 69 Udeosasg) oalls UdeelBolcasygs ~asaslhsl

Bo'U} Ye UUy s o dudeeeslicligns digd'desis U™ o oy 4J6 g g

joUsi®d)UgUebeddWiehs Udps | 7 o @Li Badtioli® 3 ¢U
udsseg;ald;u:elﬁllﬁajuwlas)e;cedJastd;sUsyuu;sxusst eU Usgd
UyyeegualUd UsUsazUsd Udd UUcseeasoaHTgl Uscag g

GoU oRBRIAdHARICAJU U° 9bUbUs 3 Publicéxpbaentda 30bx e Us
ee3fhd Uyoadehd “~e8g oGei Ulpablicedponént ¢ ¢ Ul B U¥ds.

ZUo @180 2p3


http://www.eett.gr/opencms/opencms/EETT_EN/Electronic_Communications/DigitalSignatures/EsignProviders.html

3 cleee mdeasglasg Tal G i S aq399L3HNWMUQSquL3 U

V) 9 A
"easUsoe HeﬁUe’eBdaqg U e dWe.tB pgaddd ( Oailicid

9
4
Ue 2oty 1838k U3hadilisUpe UUa3 UUUs 30 yo
U B d f S5RBHISTSP800-89)

prlmb)eglsu;edsei (
Us Ueayy Use “eaaU  aYlsse Ujsdes:

s U o &CUDSA 5 HARICA, f Uas Us ,UWJes3belbbyUs & 4)a U AU C
Uooag} f]UdUU hovs U1r3 aalUsl SlEG:CFGde_beCK&yG “89t 3 Ul
Validatione (ECE Partial Public Key Validation [Bd o #3 f U §.6128ps U s

5.6.2.3.30 3 Ua 0§ NI8STsSR800-56A: Revision2].

¢ HARICA ~ j UoegUUs 8sUa Uay
UslyeUUvydeis GU bYstlUs @

17Fowayetdd Urs osalUststa (rvrd “3ed Ues U

¢ U tﬁsera*ﬁeI‘J@lﬂ&ws'ﬂUsegO Te) gf@UaU YosidUs @5

¢y dqiscecea’ 6961 3UUs 099U g 8oy Ulie YslUs 69dUsa

"0y s UL GUs(d:

1. ) gdg  foSelfdignedd (BsGUs esedUsa¥ g Usa jaelr «
fejgliUaU | jee HYosuUs saduiudd, ;

2.990Uc 89dUs oY Suberdinaty " pp g g U88JU6 cadidd .
Yo (i Ue "~ e@ogsUestdicatey(

3.89s0Us esdUsa¥Y 05U UGse 6id tsUcUaystdd g
GeUGl‘.’Je;Vs Useagid J} haesgd, "s0UB 689dqUsa¥Y o
| 9) , aU»s 5

4. Yo Us 6adUsa¥ 05U OCIPoedUgtd U UsUelUrs

Bs Gese ea cjeldd Ushd oaUsiisai UsUGyy eaUU

GeUUsoe U yoaUUGd Usg ’yi%a.ﬁUBeeeUd;UJweUeuthseeg

cyeddd Ue "90Ueg eoadUossgi 03 UasUs Uy -

’sﬂge’esc{Us«’apBMﬂem@a’ﬁseyse»f)geeg’ Ggeehylivlidd

U saU3 U AelUsegd Goeas 6id ocjdaliidgs ipealalntisl sz ByliUsy

gUy s GHUU) O "~ adyeideyald o280 Usd U UaUYOUS

Uj YoT7.1R0 @

Uy sGafhUOUy Ud 'aq;ewq;smu!gfsa:iﬂdﬂw e(éfdi,(] ”vsé ,

¢y dqisca 8oa6i 30Us ~ s5cY)iNgc/eegV,B (tbUgdrd sBB UUs G C

769 3adsal Us ~ 6 BARICA)s | 3

62 8y e UUGaU stioyUsbsi Oa@eod®BiaUd
T3 g Uesoy Ulisat 3 GgtaUgt 3

62183 68uU9oUoy Ulyd 99U o3 g UsojyUlisayd £83Y

Bs "jelisUoyjUlilyd e3g UsojyUlissar s e63Ylrs o9

tlsvyUsagi o9aUslsei "~ UjJsoso)¥YliesUUs GUds Ush[U

ZUo @19W 203



3 cleee mdeasglasg Tal G i Aaad399t3HM&MuQquet3 U

V) 9 A
"easUsoe HeﬁUe’eBdaqg olUs wedWatswpdgadd (Osluaslqd

9
4
Uocaed sdelimsdiy U Mo ¥ apa( N
sUtsalUGalgd USU;ge'eac{uc{g’ susxﬂseevi
0 > ¥ 3 Y3 Ursa3BaWdB sy § G WA G U
}

623z 000009 aidUsosasgi oalUsilisai
¢HARICAU U3 "~ UyyeUs UgUe Ud GUsoee g dy UGaUd

624 130003 UGU UGGUaUaUd sltsvyUsoaasgi oaaUs

o U o ¥ UsoYochU ooy Uoselijo 8o taflgd t U Us Uaoy
gusggan ansusY zesYuxs j;egeﬁgs
UsdtlB ooy Ulie Ue)eeilsdddopt wUBs Ui
’ ugdepd) Uaeaegde+3UU9 89 UsU

O COB R
(0]

_<[
o O
-

L Co
m YW C@ C S C
TCCOS D0 Qo
«Q
Co YO o N C
N
@Q) CC @ :E(

S

O CoQ Co

V| 0309004‘7‘1’],'?3 UuuaUaalﬁUéﬂdb@UeasdJstldamem
(qﬂqupue3 U sUpy UUUs UUec3ssalrasdls Ggoal

Glgpey; Wgd Jax@e 3 iy 6.6 UL 3
UsedyUdidq UsUsoy Yiryrs UGGUaUaUd sl
U G aUd Usg ostsvyUsmdlei oaUs

X
(D)
cp

ol

g U}y 6 UsedUU0UaUUs oaUs 30
Uae 6L 6. ¢gU oslosxUsa¥Y as
4 dJa '

TOAN® O CE™ CCC
\00
C(C
*m

CoCo
O e @ N
OO wQo w
Ce
Co
?a
Co
C
@
C
(i
()
(e
(O]
(@]
o
(-
Cr
Qoo
® ™

gU tliosrvUsoa¥Y TalUsitsyY Uxs | U U dU UjeUsesdU0U.

yoU UU UsUaoy UGU euexUSQL3HsaJeLUseLBaJLl.q:mq1g’;G13

Z83YUTYS3 j;e3ewugap3yuedeg’gs aesUs, U eli}) 63

3Us3Ucydtoaecs 89a6i3U0Us.

626 7 U00Ge ) ¥ tliosvyUBolgi oWeUsisgi yaU o) g’
Gt GUde U

Bs oaYUsces Uxys stusvUssat 3 osalsitlst 3, € @8})6i3
stisvUsah aa»U'eﬁdeUTJua;gaje UMwFH@oeadsuftn/ares(

certificate store G0 Wie” e &0 9l wg Lﬁegou;e(bahgme .G’
e;g'er;UGsUS;B,cjs»
¢

g g CBEULg’g wm,uuug[ M@UUJ@W:&QOJLQ
saayYld Ueg “~90U esosdqUsaesgi U H od GU ; ushUs
Uj celfrddiatle } g  UstdglalUge. ¢ UsUauaUjpeid tsUusal
ee3YUU U edealUgldd "stUs esdUssat 3 eajlied g:
acoolecotolbasi U sUyy UUUs.

ZUo @20 203



3 clesee mdeesliasg TaUs

; 3 Jolisei AKoaadsosol 3-HARKKAUde UyaL 3
UeasUsoe HYslUec e6UdS ( )

8
pedwés wgadd (Oslaslq

oy (O]
[(ex

ot

<]

T«

g 8}«

v d
i1 0d0U UBe ¢ tejosbgdisssthe Ullied(ts 0) ab,
g Ueoy UlledUs Us tusvyUsoah

]3 @olceg®WlsUsadidUa f &4 s UeA skitedrg Usedid off Y
36" qd ed UsesglocieclgoywsdUWiEeess e
5 U "pyYy Ws UsaUeayUs HaU UU - -

3 Us mdehloe FTaUsla “~e6g UsUsiU

627) edealUgid stsrvUsoasgi oaUslsegi GU o439

6271 ) "edesalUgld stsvyUsesi oaUsilisci 06U oaj3g Us
gU oilosvUsay¥Y oaUslsy Uxs | H oaUs ze3YUTYS3

UoaUOUUGUdeysU aU Usltusose FTypg Uslgloalge e
g 69} UHARICAC P ;J e U000V Us UU tusyUsay¥Y FTaUsi:
e galU GgloalUge "6g yeUs U UsaddUgrP8mO HUs ~ ad.
2 level 3, FIPS1403 level3e y3 U oaUywaiapeacliliyYyalUsUd 6y (¢
CommonCriteriae SecurityTarget EAL4 (e gydafhUU;e), Ue 6 saa

U UsUetUsd o09U Uds "~ e0UUGaU Uesg tiusrUsoaai

93 v§WUyls ayd.

956i 29U jJJa6yd
L”JUL"JL"Ji”L"Js Us a:
BcComnmba 3 Uas

cCcO G‘@'LD

O

o

oo I

2

(<]

(o)X}

“S=o

&

Cx

Ce
Co
o ™

i 30UUs o950 Uds "3 hi
} 4B mU seslgd Uk ol dilllg G oa
U . &) eye@idai@ ) & Wedipsiina & &dls
3dq oid0d “jetUUGaUd U fh o9a
h oedUd Og¢ e diji @Nerabilksd eddoj U
U é3aUe zy)ad.

Y Co é( Cy Col @+ Co

@Y © O

J‘CO(D:Q-EQQ C§C°

(DmCOCo"'— -{Q Q‘Q_
VO TRCY OQ-

O Co Ce

C®w o
o

(O}
o,
Ce
w
©
_<[

3 v
SecurityGuideline®y d Oe ~ 9 {
ioU "YoGUs e9dUosoay¥Y 3 oy Uled di tigasel,U00d4)i &9d
Uil s v fpd)v lioY) B@Uasw UT) g  Usoy igesespavrUBds
Ue g &Y 6 oFlPB 2482 levelP GommonCriteriaEAL 4+.

gUcsosoayd 8 g ZYBAAL 3U 6)Jdqlosece 6oddaei 3 )

U UsUetUsd "~ UjysaUebh¥zaggs:

1. j yeld eaUd o3 g UsojUlissaed uGgualUged U I
aUUUGaUgUGUE,

ZUo 21U 203



3 cleee mdeasglasg Tal 8 i ead399l 3-HARIOAL de Uy ot 3 V] .

V) aUs
"YeaooslUsoe YoslUs sbfédyu U e dWe.tB pgidd ( Oalicild 4

2. z a tloudbased-i 1 025U U(q idesce@gpiolisabs ¢ U) di

3
sgdUd U UsUetUsd:

Us h &
U)¢ udaseg;oau, d U cddiaGdFedsUneid o)
;jy Us 30 “~UpUeysUs 03Uhg’ U¥s @8} a
94 9g Ugoy Ulisdwd Hgktslgdidigdls a8y ad
U UsUetaUsgd
b)f Ggaltjeee GUs U o tlsisTéBlUudsosUcyslacd
GoUeegylydUa 180U 30 oaUUUoy ¥YG@Us HfaUc
aUsUsgyost13 oUs wsUehytdyvyadd aUegd
0o v bl af
3.2zaU o3 g Usoyj Ulissae GgualUge e Uy ycUOUUS>s
4. EgebUUsosaesa hHypes GUd EFiebUlGd EgsitjeedqUe
3 U } G UU0UUI Us Us t Wsygbaram a3 shulng e eFl ¥P:
1402 level 2 €ommon Criteria EAL 4+ oaUs d UGgeehy G
U abUbUs L BUUADYL e dickd
GoU YoslUs 69dqUosoay¥Y KooUosjyoseys¥ys 3 6o UGL3/E
dU "3 eaUUU0UUiesgs 0OU tabdvyUsaYerlebdaygyd oi 0d
Appd .
6274 By et UUGaU oaUs U UsedUgld sutusyUssasi oaaUs
6274183 e G UUGaU stsvyUsoasgi oaUslsei UGgsilyae
o000y o BeEVBagUc edddmjplized TLlosalU "eg Uslhd
Ud s 1q tegsaasg dw‘ZBUe diedARIdCAU" h Uess FEgsl
Fgs3l) a QUeg’ du jdidses @oetlUs e€alU U K Usd
aUs 30 4eﬁJL$lrLquﬂaﬂﬁfme>HEﬂJer’eéq¢J:Bala"ﬁég:eU
1. zaU ea63yYuU U3~sh Toustedlatforrh Mdduled HRVE U d e @
Udsseg;oUo aUs 3800000} Us ySU s Ui osd o
Uctf o v UBe s Ui 9 6 Usg FKEgsltujeedUe eyly Usis

( BM key attestatio B s
2.z2zaU0 UGGUsae o83 g Usoj Ulisse UsYRIRS249 “~eg Ua

Level2 , CommonCriteriaEAL 4 +, ®© 9.06 Ui 3U¢ @
3.02aed Ui 6d UGgloeaUged U esdeaUgdueg UG UU G e
Digital (SD) U8Btoken( c ¥} ad U U} UaUdUU 3 FIPBas3 Us ' s
140Level2 GommonCriteriaEAL4 +) . B EKEgsitjeesdUed 3y U
tddg, RUs dU GgavitUs Uds UsyYUUsd GU :
usa»es»Uon UUddgUgUegy Vdeld WaWUideWUH diss Wilds:
g 694).Uled
s U U s-EVaIBa ealdUs a1 3 Jcgb) Péegs TUade dUo
3193 U R Uds ,1d] tHeAgRslaCeAg d20 2ils UG G Uaasc Us RHUs
3600000 Us UU tisyUseayY TalUsusyY U cjyead U
UshUqUU 6.2.7.4.1 (1) ®© 6.2.7.4.1 (2) UsUa
6.2.7.4.1 (3) aUs dU g ey Uit 3Us Uess EKEgs3l}j a:
i etvy3B POBHO4UU 9. 6. 3.

Cc&

ZUo @22 203



3 clesee mdeesliasg TaUs 6i Koaadsosal 3-HAROAULde Uyal 3 V] .

(V] aUs
"HeaosUsore UoslUc sUfédddioeoils tedwélbmglidd (Oalcild 4

U eddalUgUUa aUs 64 d¢
FIPs14c2levelzps ¥ Usdg U° U

9} g’ UeugueUge ’gg” ad) @ }
CommonCriteriaEAL 4+.) " e UUa Uy d eydeilies 29U Uds soaUsa’
U UaUdaddd "~ UysalUeby¥segs (UseayY uUs "~ Uysasyas

4. ¢ HARI CA U et UyaaUsa; g¢ sULQomUJﬁJQ?‘M@»@[Hq

;eL"JoaUUE’ﬂ]wUrQJImﬁ:kF;ad’ﬂLbe;ue y3g 3dd oYy, U0Ud e
USB e g{uhsee
5 B FKFga3uy) 6egog Beog YGUs UsUeeUUU “~s0GUs 65dUs
U UadqdUgUsi 3 G Jydeils osdldded Us g oUUUGaUgU
g’30093[3063L’&iUg’UeUhﬁJeyUmd{J@iﬁJB@Jr 2030008 @
o UUY aaydep'dU e oly gllilie sL)agee
6. B EgsiujeesdUedU hJ;de’m‘hJac{aq Ogadge yfdqd U-
g etUsesziegalUd RUs Ues " Uysb¥Yoeass aUsUsg
UdGYaUsUd UsgaYeoalilUss stelewl2Use U UsaUa:
] " 1d tegs3aly rOLWBUsayY TFTaUslUsY FKEgsiljaeed.l
3 803 UGeddUry advulU0i e3UUs GielGryrsU U Usd Uc
HARICAd @ YbUs esU GgebUUsoee leaxld U f Uss FEg
cjdloes eosedlUs eaU U h Usd UshasgdU g’ U s
’;GGUUUC}EE(%@QE@[M}UQY Uvys WYsabig Uldaig@dla 1 BU
919 UsojdiiebBesd Us cUssdgcayscdolilD®BSs 1402 level 2 e
CommonCriteriaEAL 4+:
7.B GgsujeedUedUsydibedygdimdmmes aoUs s 65 Ua
aUde ) sleys( U'UaUqﬁq
8. B GgsitjeedUed Uclgudadsictd  @dbasgpuoald oaUs
salUsdiB L Usg UshoaagdUdg U UsUelUsd
U)¢ Uc{sseg;oau d U cdeiadd@Fe@dWacid 6}
"3y Us 30U U;Usysﬁs UsUhd Urs @6} a
91 g Usoj Ulisdmwd HgkelgedidigbBls ;s yead
U UsUetaUsgd
b)f Ggaljeese GUs U otﬂflsil‘eu’alai@umlsU;Gwsl;J cd
GoUegesytydUa 180U 30 oUUUoy ¥YGUs HaUc
aUsUegyos13 oUs UsUehytGrvrlidd aUegd
0o v badlsffi aF
9.B FKgsltjeedlUed o6j3disee 8sUa €50 3 dj Uda
U UsUeaUsd62ifiag UshUqUU(
zhseraUa;esysUg’ ps UUY3Usd pdessgioald 3
cydliscce ®mobi Udidessg)oal €CUiosgd TaUsilol a
oG Ucg @ 9kldJeder) 2oyls Ud ¢aUaUjessayd 3 6oy Ulyo
Ko Ui oyseelho cyeye3 W8 a 3(es” 6 d Ulbdeetylio 0 (i U dm¥ d &

o

84 g Usogalbiethedils Uj e 6 e69ddUa oUaUplasRidhyid Uc
Ueggaea&beageosusmcga;eQweseomumumegqtmqmbldsg’

o UeYdi® U U&xge;Qusse’eonUUs 99U 3U U ealeaUs
>8o095lesah, ;¥ Us 30 UayocUUUs “~js3 Uds -~ U.

ZUo @23W 203



3 cleee mdeasglasg Tal G i S aq399L3HNWMUQSquL3 U

V) 9 A
"easUsoe HeﬁUe’eBdaqg U e dWe.tB pgaddd ( Oailicid

5
4

ZUs d 'L"J;sv'ljl& osd KooUo) #9983 durayseddsl codU

pdeseg) oauUd 3 6 0QSCD) e(ds/ GRATie) Uaoeoo[uang’e‘Y‘( gea‘?‘udg’
tio y Us@fodilli de 968 gy o B Usad dels UGUs GU UoosUoay ot

<, o 49,0

ideosegy) oauU/du ) B qwuliagr.u@(lﬁlmm&dJGdUa a0 aUealU ¢

- e o

/f(cpgpﬂ(U aUai " Uesgs aUU® Ua#lBS‘sPEUIBJMOZer&jC%e;GUpU;
UsUatBABAre Ugy dahUU; Ud Gi ¢I5aMEW5408 Ue ] hUg @

¢ HARICA " Uj UscesgdUa GeUUseyd ~“~oadjeicyald
c)Jdlisesa 891 300d eaU "adjele)slUaai GU;UaUe;
Usg Agy) v Uyesi KFgebegoaes@DAIT cliryaU U Us oy
1 https//eceuropaeufuturiumyen’'contentcompilatiormemberstates
notificationsscdsandqgscds

GsU Us U scGUYUGUYd KAppd "6g uUsUecUsjasesUUs
Fgaljee HARIGA " Ud UssasgdUa Ud UGge eShepriyxid e U
Target 6 g 6} a 0CbchmdiCrieihd ¥ U Uds Uz U scGUYOUxd &g
"ot Ues 6adUsa¥Y, ~UjysaUecb¥acgs ypelityOld) s ayas
i eldys3U U 703 UshpUqUU

6.2742K UaedUgld ostusvyUssaasgi oaUsitsaei Ugs3l}
Uds 1d ‘ocodimdidlg 216 3B g dIYi 6 ¢ dHARICA d U

ﬂﬂlﬂ&@@ﬂ)svﬁa@kﬂ]e@gsu;eyascﬁll@meeg;oddUa, D’Gdd
;c[ deseeg 69UalUUs GU oaUUYoaadad a;g Us g
)ogUde) ase3UUs ubld)suﬂsf]tdqﬂ adud4d
dd&jdqiosees 8odqdUa gaU U’ y

CCO Co—
CCew

CcCcO C(J

o O

CCg

L ©

& &

CCD

o ®

o,

C

Q

K

a
(@] >X TR
&?c

(w.ac‘cg ®

'_\
AR SN
T &
T I
Co —
© (e}
Co'—
g <
g
(o}

8,
R o oo

Pa @O0
o Co
8ch T

£ee 6oL 3U

HissTogp st fdssesgy o l
o U smyedd @dja 3 )0Ws e G g ol
dBEwy mopslwe dbjalblessssed e o d

B e dpmg Ullip sl dieghl o U
U eadealUgid eUioesgd oo
YOPesosre e UsyvyUUysae U s
saedjeseULdJUYabQQt{Jeso; (

Ud
pelsaigpy sa U eggUi d@ gdg e UL

Q-nc(

+ Cou— OJ‘O
C

Qg CO> o
OOCOCO

9

)
C«
«,
(O}
Co
C
(0]

(UQ(D

ng

Qgc

GJCLD

8 cm
o Q
=

@ G
T oo
o+~ o O o
® e
o o
Qo Cc
%C(

$o oo o
Y—
Y—

I
>

ccw ® cocwaMw ~
8 e
cuG‘

o Q

cod oo+ o w
® o0 @

o0 S B

@

(8]
Y—

moﬂ

c

(O}

(¢}

©

Co
«

: ™ Q
w mo Cac

o G
Co o C Ce

'Q © o™
e o

q—a@

Qe &
o

()

D

N C(
&5
[n ] C:“@

SNTe)
TGRS ccom
-

o Co ciua =
C§®’Qa§
C
©

O C«
@® C(E(

§
QO
w @

&(

-
Ha X 8
‘o @
=&
&
& C«
&

@ (
D

[ \
&
&
@
cc
B.c

C®
§®
(e

© e
(@]
C°C° C(

v LCw
@gwev
o & 0 =
m*% o
G‘

o
T OO O WE SQ W CCW Cod Coltd—

—o x>
Cc® OCemg
C >
<X
®Q q
c
(O O @
CCi

OCoCeo g ®

. O

COC(Q COO
w®ovoy

8o o
o

@

Q
Gg

™ o
@
a9
w

Q0
(o}

ZUo @24 203


https://ec.europa.eu/futurium/en/content/compilation-member-states-notification-sscds-and-qscds
https://ec.europa.eu/futurium/en/content/compilation-member-states-notification-sscds-and-qscds

3} ctieee mdecliasg TaUslisei Kaoadssol s-HARKAUde UyatL 3 V] .

5 aUs
"HeaosUsore UoslUc sUfédddioeoils tedwélbmglidd (Oalcild 4

Uy eedBemd "GlyexigpQ ac{U.;ad{]usse’eefJu g o U
3 803 UGed "6g “adjyjea Usd. U UsUeaUsd Udd

628 zydelies UsUjoe 6adldd (" j3jed e6jeldd) o
U og s3libetil=s0 { cg allimtm;

3
glosal Gsu.li;alyzszslglge uaanu;t‘lJLqu
¢ ) ieUdl o BBEHAE " ¢ dg baog ¥

6281 Ueseg’ e’
€

.Bo e;g’er;Uuseyg’ uol
¥3 oaUslsl3 | H) Ty

stislL 3 “ag byatacsgaUUs |

g UsUsiUedteivey afillls ®ec djUn s
';wamwuummwmuwgeemdgu "s0Us @69(q
idgsaed o2sU Uds UsUjoe sadad o
W@lmecowaifJe " e s dqUsafh.

o o ~

y Us 30 UsaUUaU0GUGsi 3
i

J

g

qd eaﬁsﬂgl@Dq;&ﬁs Ubb§dy

aUUs ugeagﬂmhe@g’

d b F & dUiUedgiltede U oy Uy Usdeal J o U

dgiiedlisi ¢ o 0@ ea(@ﬂd:@ldxs GgUU0Us a1 3 U3U;oe
" U lbsyeb;;duaaag('lli&wcqglysaldg da e adc

C> W CH~ O
q

3U stusrvUsah saUsiia.

~ O

y
dq osltsvyUsoagi oaUsilisai
hd oxylsahd AL?. ] 3 U
“s0Us " (c.®@rypwmAPI BUMS G 2 o
eds U vyUyUUs oxilisah
y
3

£ g
U
€
. d
yUsaaet o8aUslsegt. ¢gyo
a

T Co® E CcCc
=

5 3
ycUUUs 30 UasUs ¢a £
asgatdnj;seeef]g,svﬁn'jafpﬁqusegU3e;G
U (file systempamisdipngelroobs G gt Ue

CodD C¢ S Ce

C

U
GUsoege UsUjoe eadidd, o250 "hHie ¢
e

edyd Us aaUJssL[qooshUUﬁUsmeQ‘uUdsU aUsUsgy) o0
jecgoe “8g Ue 6ydusees 6sUa.

959 Y 50 Us ooaUgld Tmg gl
Ue fleallg s hsae o090 Us dlis¥Y

U } Ulisay.d glie e drs alilals
e@SE s agz'ic o Uo j Ue ¢ peESPRG U &
29zydeutues U UsUjoe esadud
3 84asU0U0Us.

ZUo @250 203



3 clsee mdeesliasg TaUsilsagi a»aq3eeL3HAmOAUQSquL3 als ¢
deaoslUosoe UollUs ecUlédgiels wed¥édismdgidd (Ostaeidd 4

6210z ydeltiaes aUUUGU);eilied stsvyUsai 3 oaaUsls
yUOUp BgUy3s Us GUe Uyasd Udd UsYga@ﬂthﬁH@l}J treg’ Uc
e U UG Givieeliby U e Ui ke U o) Wdiksg g g~ Uswd Ulis o
gglo UHSEI 6g 3;0909 e oaU@URsUdBiEwdcligUwag
UayoG6eg ~6(g Uy so5meplesladdstidyeyp 63@3@
Uds ¢lglpeday Qﬁs’ﬂmmiG@QWﬁﬁ;g’er;Uusee dg
g¢U YoaU U3Uaoy; UGU UGBGUaUaUd UsUoy YiesUUs o=
teoUoy Uled, cJdioscae 6oeis@agogiErioAM GIBde U U0
J 6gigogellkr gdplicey) HUU,

TUdlg’ haU UU U;eUaU UsUsoy Ylys UGGUaUaUd U
34 9 er;Uueu&gssLtquUrMuBmckupKeyossu U s aye3 eydt
oU000GU)yetiedg Uvs UlGgooaUejoseysyrs UsUsoyyYirs I
fiMasterBackupKeyd " 6 g o Uds GUY AHaU UU o3 g Uesoy Ulidey:
"3 UsUsoey¥Y Uli3UUes 3U 6jydtosee 8963 (ulUs ¢ @,

¢L:J tliovyUsa¥ TaUslosY zjE cg }:jUJG:Yg?»@gLB* sudbxeswy
eU Uds B2y o JU®) Ylie3aUUs eU UyUsoas U;h
3U 6y dioce 8oddei j jaUs e U884 Geags 3y U
Bs GgsliujeedqUyd € 638i3 3U aUUUGU)yYyesegs UU

6.2.11bUd e c o f{JmdbBpHodlid o) g Uesoy Ulisat 3 GgaU
U} 903 YGUUUs @2Ads ~ Uy Yoy Ula

63 02U dyeUUU UsUcUajstdd esUioesgd oo
631) J cUsedyUdad Urs utdehlGoars oaaUsilisL 3
g0 tdehlosU oaUslioy UalreUUL3630U0Us GUU yduis
Usgd oUs Uy cUsaedUllxsdg 388U dialldemEd¥iidalg)Us

"Uy Yo540a

¢

632 08U} asa 56 ¢ pdledaeis gluapi 2 e g eill o

¢ UsY;aUe 3 hedyedddd seldlesiweinUUs Us 0

Uy saUceby3UUUs o090 "1 U0d Gey ¥ OHARIGA G U

eyl Us(CBR@UPgJekjes jSUGlSLoJ3G). ] 3Yaago U ¢
d

o

dHARICAy s Us UsUGey UUsayd lUosYyoalUsUd ey el

[}

oUs U eygiemiggd UldeBthaised s s

sGUd UdsY) [ i
3 93g UslgtoalUgt s "8g oUab2Wadls Usd

L

CoCo™
[e N0
w C«c ™

‘C(Co’“QCth(LDu{
CDG)Q

aGZB)sy U@ieyLBHUauUG’ dsq gEid iy Y

o U (g53y0oyle U Yot Uks eavdEddd
oU (de8Y yé’:q" ’estspQ?‘dl]UsULd)eaaaa 36 ad gLt
ent Authenticatio), g ~ 8 2} UGed CodelSigairmllg (6o ) Uled

9} YObaumeniSigning o USSMIME,

a0) y Ug o U 'eﬁﬂaésyﬂﬁsaﬂ;e
ja Urxdd ze3YUlUi¥y3s jje3aelecU

E
_\<: Co

Cli

T

Cok O
w W
Co &

ZUo @260 203



3 clesee mdeesliasg TaUs G i aaq3eeL3HNWMUQSquL3 U

(V] 9 A
"deaosUsore UslUs csbUfédddlieoils wedwétgmgidd (Oailisid

5
4

stisrvUsoah osaUsitia "}y Us 30uWaewdy; eDm)0Us
eeslUd
£ eyo90U0d lUsY)oaUsUc®l= tyae dsr3lbidmgisa ¢d Ua
Usitissat 3 oj3g UsliglioUgt 3 "eg oUaié6dregs Usd
G§gUesdlUBaraslal .(5) yUd
g UoYyaUsU cyelidd GU avydU Uya Uxbtd dU 1y
eyoUded VU’X‘3v86~U9u9l3 oUs eU Usd UjyycsguUd
9)g Usoy UlGaUd, yUils (GUU 30 Ua0GGUaasUUUSs
U'GUO&UGLEU_Q’USGe;f]eLﬁqqg

¢ eyos0U0d UsY}oaUsU UddgPUmUBdBUd YstUs esdqUs

T 29U "YsUs 65dUdmde Uy QeBg | Y

T osyBU Yo tGUs @6odUuip UKy Vgl ddd

T asU - L"J[’S@L/TBSQCQL’HSCJ&;Y(’JSGG'ecCt[eﬁtqlgherlﬁd%ltmm‘Uq (
eUgs'e:);v (e d DocomenghimggUy(a U (3) yUd

‘ﬂ:;'sU ot Ue 6adUsoyYo BgMIME, €blIB g H Ha Wigp a Ua o s O
Uy 00@B2a¢ ¥y Ud o . )

1T 1 sUafhlisUded LLB(&S)&)ui&lyuoUsg’U Yo 0 USSL@lsd Us a ¥
jgd030996’GGC[uqq A3g’ q;UUQUls:
o Uy sUsahtlisUd U3U3esuyJG;39UU9(j3SBB)zU)f,prtaln
o] h 15 zU;uUeaLBegthsOLBQB,,(ZOO) dey) Ud
o) h 15 zUyUkallh 2(012070,) dey) Ud
o) K 15 zUjilpwasly (21002)9 ,deyy Ud

f o090 ~ 90 es sevaldribs g Y 6 slicyloele y\{3H0d) d

¢U Yo lGUcHi asdbgedefyodddrBg gs eyosUd “~Upasiue Uo

Uaoe@¥duaU;ad. (24) 13 0d

Zi e Grv3lOVRG17 Usg ETSI TS 119 495, UU YsUae

Udamsc{z:geahJ(DllsaleNCP—wgen aU/\epstCZD UeUf]g’ Usg @

Us hdy o dwet brewser)s " e p Uaycegs UGsUliey UUssae eyosl

Gicetefldd UGU; e€sgdOppuliBdnking.

6.4 pUueey3U UsUjo6 sadidd

641 pdescgyoalU oaUs Uooa UUYOGUUGd s Widllicey 3
UoaUUYGUUG(

U3 63 asU00U0s

642 Y3 e UUGaU utUleeysys UsUpoe ecadlidd

gU UO0lteeysU UsUyoe8 sadiadd, uRNUlie s 3ely U

U sayoe3UUs yUGs GUU 30U UasUs Ui Goasaas 3U

eglUsaci orRBEambais (Bde. By U, atdrlda 3

salUslist s UUasmigs cglddikbdwes e §UalUs edcUsslieh

stisrvyUsoscgi o9aUslsei eUUY U H e)oteyze Ujsde

Us eyoURIMYg djelga 3U UasUs e903 hUUy 6. EU oY

GosUtsalUf0alUd "eg ~ Uy s628rGe3UUs aUds ~ Uy yoy U

ZUo @200 203



3 cleee mdeasglasg Tal G i S adaeet3HM&MuQquet3 U

V) 9 A
"easUsoe HeﬁUe’eBdaqg U e dWe.tB pgaddd ( Oailicid

9
4
643 022U dyeUUU utUuteeys¥rs UsUjoe cadidd
pUs 63 as00Us.

65 OaUocadlfJid cocoslUL 3

651 FgooaUoay)yseys3lUd UUcssayd U UsUeaUsd U

U ¢U0 sUsUs 60} 099Y F gl Ue e UHARICARg agY lieliessaolbUisU L :
elgydah U’ avﬁméupﬂ@ﬁuﬂmwﬁdﬂWUauwsg
cldtlditivyeUsUd

0 FghdUeeUUU o QUO; (be do g 30w gy UestivUe @als
g'eagoquw@mm&gy EEBUDd W) JdUUo ) Ulied
e UaUUL 300s " {sslli’UoellUbwivd olbgdlis cls Yalas 33
"0y UbaUldd, '”;e,aU9vsyseg s yls:hlIIJ;uB[eg’ soadd
UgUUeﬁJUﬁa@@]LﬁdeQesUi;ld,lb@»wBldlga;eeYux saf 3l
’LvJ;yvsbLjJs Uevl‘]gsUesf]U }] 8 ugs3UUR jsalscy
Uy UbaUbGdd UGGYaUsUd. ) )

i ¢0 "3 80} YeelUUU "eg GgsslilUisgs Us sUsUsg,
U 03 0a0dqU00 02050 Uds Uiy gdlia ceddosgsgpoad
';nguuinevsu,gve U' h aUsafhbegas vagovsﬁssa
OoaUUYﬂqua"Ju}wLULBg';evo;YssL},L{U dU UsUbUdeae ¢
UstihtUsdg HUU3 UeliUsaeesUUs lsceydiLGUsd |
Ue e&esosliesah Udd 3 of. s

i ¢ 3 @IHARICAg 66 UL sllg Ubeailsah yaCJOGG UU0g
hasagd Usgd 2860o0U; s9U00Gesgid UsUcUsyslUL 3
"s0Ues 65dqUsasci.

652 dUdegcahodlidq UGGdGdYaUsUd g sasost UL 3
oUs 63 asU00Us.

66 Ti oaad syed UUcssoat 3 Uayoc¥s

6.6.1 OaUoces Us¥Y Ugadd GgtUdeyvU~xs

E& o609 0kp@fdUH4RI A i diaisUblla U theilsiee s Ulia Ud
UtGey YWsUsUgmidepdltioealBesaddidlasbYaass ~ Uy Uovro
662 OaUoeces UsUecUay)sddd UaGldGyaUsUd

U3 63 as00U0s.

663 Ti ogmyepyoc¥ys UGGYaUsUd

¢ JqOTHARtﬁgUuU;aF]sUs UGyU0U) sayd tsUlsallald
hUs G 9 dglosaca Azg dy 00qUyd, 89 9)J g Uego
e;g’er;Yududg’ "eg 63disee 696+ 3UUs a0 94 al
U U3 0baUGUU0g aU00Y Ud WaYtpdlgleoslepidap¥tde Ot
99U Ud aUsUsgjoaU Udd 3ol bjyatiessUUs GU dGgl
6.7 OaUocadlfuatiooa Ui g g

Bs Uszg d) U0dUyd Uxvs j 8/ T aUxdleg) Vebtl) yals
Ud s y habUOGd ehae GU UzegliosslielUdeyssgd Yoo
g GJjdiosee 8968i 30UUs o90s5U Ud usUecUaysld Udd

ZUo @280 203



3 cleee mdeasglasg Tal G i S 99l 3HAM@AUQSqueL3 U

RV ad3 ) .
"easUsoe HeﬁUe’eBdaqg U e dWe.tB pgaddd ( Oailicid

9
4
d lfl
g HARICA, U3z Ui} saY eU Uds Ulelseslysdll olbaipidl o o Ui c
"Uyp Uo ] WO gEUSIEN 319 401. AARBICroY 8 8 26 gdd Ua Usd

"1elis VW00 Paadid Uy o) Métwosk@ndCertificite System
SecurityRequirementsU @ @A/BrowserForum

OUOytelid UgUaldeglys  ady

3 €
’Uaeﬂd@& g0 Uy damlgl@l ©d

¢
" U

° (T

lj e
G2

y 9
3 &

@ C

°
U

&E(
CQ

exo

} 6
} 9

o

68}4333&9803&(1
a J;Geers; alsaclieeeUla GfplagU d
d o9U Uds hae Ue ugas

681 Ooliclidq jjesaeltly Uoalrs

Bo j ) 63 e ilygleocaely Uigt 3 6 3 UU £TStAN 319422 " JUpUigte 3 U0 s
eU UGGdyYyaUsU aUs UsU UystUeis 0AR. GyalUfh 6y f:
j3 UsU stUxydUa AHUs Ue Jeeahs Udd zjE yceUs o
U UBWa iia j(jSBl.’!lGENUJUOGUUg eyeyos 3U OGgoecyesatUU
Bojjescglljdyasdyg yieaUUs eU osaUsilia "8g ides
9906 UgUhR3oaUe3 8ol UUUs U "YsaUs 6sdUsahf zij
jr1esclipdideddUuods yoeaUUs GUe Uyaesd Udd s
tisyvyUsoeasi FaUsltusei Udd zij F

682z763YUU jje3clesUs qg

Bs zijE g aUsUcsgHARICAS ) 4 Uls ST yBealp saUs i
g 8o Uled G;”GVSGG‘BSVU3L°JVC1Q’ aYdU ey ¥. ¢ 506
6y dtoesee 8s5U0alUUs 295U 30U g 6oy ¥YiUs GUescUal

6.3.2

g¢U oaUslsyY sg U UaddUicegs UnBlgéhoPdldes xjd
a0 Udehaosa 50 Us " e timisibenpifiEKU @ ¢ ) & p qvill@osligh’ ¢ o Ua

U] AN ANg B Up ye eUTF 6 o2 ol Us ~ g WARICA)s | 3

FUpidf Uz Umddidiesed ToaUstlol 3 g Uy YyoOUUs U
jl1esaeslesUsldd.

Bs zjE 6jdlsec e898i3 UaSHAZ BWE 6 i Bildlwal] ¢ U8
"Uajy368gs3 6)Jes3asleesUsld.

¢ 3IPTHARCdG) dqliosee 89U0a 3UcyyosaUY aGdeUalU g
isUlGey UUvgyd) af Bg fgs&szsl%p@lycsgsguc{aeﬁaeg saUs
ues g 'eﬁUve'e,scxieUUbvaGs’rU Waedlp ) a3 egs g 8oUoy Uece
j1eselldyUoatilUd U h ed KooaUesjseysld.

ZUo 290" 203



3 clsee mdeesliasg TaUsilsagi aad39al 3-HARIDAL de Uyat 3 oaUs A
"YeaooslUsoe YoslUs sbfédyu U e dWe.tB pgidd ( Oalicild 4
683 ¢Uoce); sU jjye3elbecsUstdd
¢l°Jese;sU j;G_EG_QJ‘BGQJ3LgC[@O(YUG3UU9 U h zjB I
HARICA Uslialie3 UUs eU UlGYaUsU oUs ’0;sa~Usb’j‘3<
¢y hseg (i cBW3&hA UBUc{pof]BJGg’ "eg 64dqisee 8oUa
G;qseﬁgsU3ﬁq,vy9Us uaUu;eseo Ua:yo"Geg a0 Us
UoUsyeUs y3U UsUoUTEKosleysae UjoUlGUe) s

TYydlWlocey) sa G;uegsaeauee;suLLSdeLg’Us eU UsdeET8l  Us Ueud U:
EN319 422 aUs "~ UjsaUeb¥sUs:

T Use U3U03p!0,l|c9uhlehlh Ud s "easUsse "84 L
G;eseuesos 0d h ¥vd ey UUUs GUds ~ Uy Y.

f y3U Tdilimes @ g yeUe Usee “6g UsU Ujod!
U Useyy UsU sg UasUs U aWhdag (bdiltdy 3ods U
Ua;abUeU

§ Us ~“ddduiracy ¢ U UaYecoalU(g Ua;abUsU Ushd (
i oaysld alﬁC)UUcbsseESHBq Geeas GU Y e6e EUY

T y3U 883Uu99f] Us;TST,Uef] U;sdsf] 29U o¥Yd

f c¢aU c[a~UaU;G3sae g 6oy Ule (<) ideosa
G;qﬁese'GQUGUUs U goaUstUsay¥Y 209U 6} 6

T ¢esU ~ Upignerifdy s s U Uds UsUosityoald Udd z|

684 Fgocyje3alehd y8ac6098i e¢U Uds EHYq
| i @

isU Ues3s3 Ggocjesosteh Usg Jea80296F 9506ie6Qg3 6
1 ¢ j el Wpegegwacosei Udd zj F ;jy Us 30
UU j8ahosU 30U edaUthe g elBesygasbdlss U0 Ud s
1 )3 UsU stGUxdUa hHUs e eyhsed “~eg Use
U’Gaa»asﬁe e Uas3Us UsUhd dGgocyessicesi
Uds yoalUaeld G;eseuu;Uooﬁxs
f B Ggoecyesasliehd Uesg Jeacosasi UsUUdy U
U hoeasitd Ushd ulgUUyeeay Usg U K aUUY
¢ 3T HARICA G gocy e3adidl)dedmsllear d Us j eafs (Us
aYdU 13 U0) U "doyd EYq. FKFUs U adUse o9Uoss3Hh
Uds oaUdeysleysd UeavYeslGUd UsjyabUsU oaUs U s
GUUe UUY Uds yoaleld 6yea3eliyUoalv¥ys eyGc) s 3U

¢ 37 HBRIGA oUUdy Ua U)eUac (Ggslheeadlht Bodlige
"3 80UjGmp yydeacosasi eU Uds EUq.

o

7 YU oo 4l * 6 9sd Ub BA®GE S P

o

71 YU a0 ) WU " 8o dqUs aai

jJdiosecas” d9 oy Baidd ~ cridelibwadWRFC 5280 finternet
X.509 Public Key Infrastructure Certificate and Certificate Revocation ListGRL)
Profileo.

¢HARICAdU "~ adjea Usd UUecsseayd U UsUelUsd Uxs

ZUo @a30W 2p3



3 cleee mdeasglasg Tal G i S aq399L3HNWMUQSquL3 U

V) 9 A
"easUsoe HeﬁUe’eBdaqg U e dWe.tB pgaddd ( Oailicid

9
4
o Ugoay) s3adl &Ws * HIJ aRBQ6S6MI (Certifieate Trahsparencyy 3 U

Precertificatetl Us dUWp 008&UesqUsahe “~eg g RBRCUsUUs G
5280

gUcso0Y ~ Uj ae) o (ksylisslr guiwilndbed Bagdseaxei 3 Uds
U} 964 90e eraNaBesprestehlty §  ~6g Uy soy YGUUUs 0U(
7158 Us uy;Jdlpldemssmj’e cedgUh ) erRFGB280a UsUay
Gegidws B Usgy UGEGBsowspiFoumU EY G4 O q
Gaem(Nane@mslﬂr&jm)sg’ 3 U g'quc{;asUUUc
geEcot 3 U¥xs 6 6axvy3s Ue a6050¢5:
gsdfhobdrdwadicsard.

Co E(

711) ) o d®§@edl d
B U;sdshg’ youeldd Uxg Byl Ws Usdiddsxdlia WdlUU <
i

712 K UaUYOUsd YoalGUes 6sdqUsoaaci

Tydu 'sﬁL”Je'e”so[l'Jeaf]” "eg UstatUUUsGUd) 52Useh
) hUg e Yol W&0M8s dYmmlamgdUa eaU 20000 O
G;qﬁsse’eseisumdARl(]:Aﬁ; Bgd Ot U8ddasUs ~ Uy se

7121 Yo G Us 695dUbmivUqg jEediodie d/ Nas Ud

1. basicConstraints

¢ ﬁgovaflav;vssg‘t@d\‘fwe%uaalju@uguq;GGUUUS *d a4 a
" Uicad®Ua D69 dgwd ~ patiLenConstraint G g3 s d UyYUUs 30U ¢d3
g YircUs

2. keyUsage
¢ ugoaUa;engsog Or') pes0&0igdle Ud ) ac.BBUs vd oy o

y Ghite ¢ U UkegCerﬁlgnsgkj:BLSlgndU UasUsg 306Uy oy g

a

ﬂUasLéld]dI@)otCAu+3UUUs 3 U G;dUsse’GSQd a 29
Uz UedsPB i) Uas Us U3 (hjtdgealSignelwe d. dy 0 d

3. certificatePolicies

¢ GgooaUsayseysd U yalUUGd Ggs3saUYUUs 30 ¢d
4. extKkeyUsage

¢ GgooaUsa)seygd IrpwddU0d

(D Co

d
£
0

7122 s GUs 85dUsoea¥Y K3lusvYeUldd jj1eed YsaUs sa
1. basicConstraints

£ UGgooaUsy sedh d Uesleligdls Udy) aec.@@dUs vd o4 a
"~ U tpatttenConstraint Ui 3 U0UUs 30U g ¥} cUs.

2. authorityKeyldentifier

ZUo a31W" 203



3 clsee mdeesliasg TaUsilsagi Aa»aq3eeL3HAmOAUQSquL3 als ¢
"HeaosUsore UoslUc sUfédddioeoils tedwélbmglidd (Oalcild 4

g GgoaUsy sedl g Uryedladidie Udy as OUJUQ *d o} a

"U) saUc b Y3kidywentie U o Ublladlj s Ue by¥a Us Ue ~Ulia

authorityCertlssuer e Uag althdriy@e@SerialNumber
subject Keyldentifier

¢ ugera;e
HU;sa»Usts
"ot Us @6adi

keyUsage

y3U e€63U0Ulosoafh UsUoszvyyostUsafh

fs g Ur) yedlbd@dle Ud) a s UUUs ¥d o) a
5
d

L Co™

g Ugoay seydi gU vyaslibileglysioaUdy ae UUUs vd TAt
d y OHite gkéyCertSign o UeBLSigndU  Ua 3 Us 303Uy otyligs.x Us o f T e
Us g Uque’esc{UsaGi Udd ] ¥ ¢ G
OCSR U f U bit digimiSignature dU Uas Us Us Uy} oh

certificatePolicies

¢ GgooUo)oseghda Urywdldllkds ") eUUasUUUs 30
o4 alblide 0 O h ety &desl) U gleegeQids” Uy 90y Yie3 UUs
GUds UmLaUqUU

certificatePolicies:policyldentifier (U UsPUaUU>s

ol Us esdUsoah A3 d g VoW igodillsyse tpW 5 Udd Udd
Ko ligUd :) Y

seg 89UalUU

1. gy Us 30 "~ UyeealUecby¥als y3U e Uy a0
"eobt/myg slilUsoesziega Ud Ggeehylrltid aUs
K3zlosyveUldd )8 U0 Uds "~ Ujei U YUY/ ppd o

2. 7z 683 U0Ua 30U "UysycUs y3U e UysaahlOU0y U
UOosaedy) st 36 &BUs Vo) GidWdzs Yae asellisdede Yol Us”
aUs/ e G Udgs WpesarWitids 1 2dUdajli &6 ~ 6 a d U

3. pUs "y U esylolicylly By x 1Jee54132.6)h

"botUes 69dUsafh “6g UstalilUOUUs 80U KslusyYeUl(

Ko tia U | Y:

1. z 643 Ua 3U Uy salUeby¥slUs y3U © " UysathU
covfisg g ellUsesicga Ud lGgeehylrltd o0
AstsyvYeUGdd 8 U Uds Ujei U YY/ ppb o

2. 7z 843 Ua 3U UyeyeUs y30 e "~ UypetGhUU) U
UUOoedy st 3B U9 VEIGidUWdas Y asslikatioded o G Us °
aUs/ e GUg>s WpesorWitdot 3 Yald&e ecadudd Udd

3. 7 ¢)3lla " Uy anyPelibyt)3 Uo 3 v )( i Ba@. 32.0) GUd
Ushd 3 dqUei UsUasmxy)stlUsaai " 8aslso

¢ KstosvYeUOUmp tiigd oo dd) "~y Us 3U UdelL 36gs3

odUe eoeddd Uegd e/ oUs dUd peexvdd @posUls.

"ot Ue 6sdUsa¥ "68g ~ U syea gsg ygsl.BuUJssLbosswU;sm

Gdgeehydyad U Uds Ujyei GU BY/ ppy, Uslalas

eU Uds " Uyei U Y8/ popyd

extkeyUsage

ZUo @320 203



3 clesee mdeesliasg TaUs 8 i ead399l 3-HARIOAL de Uy ot 3 V] .

"easUsoe HsﬁUe’eBd%Z@ﬁeOs e & WE.408 g 0 dd (Oeueu% i
Godl U epaptd by & agdadyY ¢ @i Bubject
Dlstlngwshed\lameeu:pqaf]Ilastdza@ U HeﬂUe’eeo[Ueeh T84 gl
g oaUsUegyoUa Giclys U0 gdodss U & 4Ug eayi sld) W by
Us 30U "Y¥yeUs. | ‘ 3 U
dLljUfltﬂJ aUebyYsUs Usd cypeaUsd 99U Usgd
09 hUs Hesl@eldadaagd U8@fhUeslzagl:

a &

;GU9, 3600«

(Q

a

z

U’

U c¢uﬂD9 yoUUGd Gi 30005 =mjExtendedkeydageb Y3 Us Ud
[RF05280]U3 Ue Hque’esc{Usah Udd TejyglUaUd ¢
Yol UG’GSHQJBQQ epedi)uc{g’ b;aﬂeUHARbCAg’f] Ud us!l
a

a

(O
=
8
IQ,
>
@
@,
‘&
&
«,
&
(0]
Es
M=
‘e
(@
@
&
B.
=&
'8
o
'm
e
Co
L
«

gs’U;sa»UstsesUUg’ "UolUes 69dUsoay¥s As3lisYe

8go aﬂeuﬁ’syg%&'qneeﬂfbpe UO0as3sU0UUs 30U ed Uy Us
jafl.saceq

o Gt Uc #KasqUaygWiagd) diose s ocslicaidliags
TLSserver 5 G Us ~ @ s d id skp- ServerAdth (JRFE5E80]dU g ~ M) 6 Us

U s & ekp- clientAuth [RFC5280]ti i 3 BUgUsY L jc’Ufp 15 te,g3aasg 20
d Uwlseddkp-clientAuth [RFC5280T1 U d U 85 Y [ldb-kby d

emailProtection  [RFC5280],id - kp- codeSigning [RFC5280],id - kp-

timeStamping [RFC5280],id - kp- OCSPSigning [RFC5280]a U s

anyExtendedKeyUsage [RFG5280]0 U gd O0ry ceg3. o0aalUd Useyd

(OER SN

€ed3 g .YyJeegs3
ol UB"’ d&ad(lldéra;’t@}ua’cgﬂ(’ﬂla; dqGoecae o8wBi 3 UU>s
Us taTiseoer ot Us " a5 did ake ServerAuth [RFC5280]u U

dLg Y;osadaslﬂjajwy e} Li;UdJsY; @@»@»3@‘ sUU0aw@qUUs
tgslig¥eegt ayd UsUsy, UqUEd dpedlisd saUsi

"0y 9aUe b Ys UUUd-ks timéStamping [RIFES28G]e W - kp-

codeSigning [RFC5280]).

7. cRLDistributionPoints

¢ GgooaUoey seeld Uydilbddedjdlo Ud) as WOUs xd oy
Uy 92U08@TTRURE j 6d Ud sy v Udd | Y

8. authorityInformationAccess
¢ GgooaUsayoseysd U yoaUUGYH U dgasllUhes WdlUmees & WU s
aJalsed.
gy eUUa3UU0Us 3 BTTPURLS 3 @gb YsUsslidde esdUsah
Ko liai U (agesgMéthod =1.3.6.1.5.5.7.48.29pi 3 BUB) s aUe b¥a Us
UEHTTPURL U e@CSPrespondef) d d U a Ui qdcc@ssMpbthod &
1.3.6.1.5.5.7.48.1).

9. nameConstraints ( } e Us) UUs s e

‘) 30 Ub&RFC5280,0 Ut)s h U0.1p0 d & U d)uipilben 0¥ y o UBG B3 a BB 8B d

GW0as a®% Us " ,6ds dUjscaittriip s | dis zuduegeal.adea;Us zyya:{bd{.bw
;GuUUUlflprl]IldJlﬂyuuxesfayHe[Lu 9@} @B,B&J@JQ’UYS Hque’eeQUsats

| Y, h vd UVGU;eheOUUs U H boavYleyegd BU)yheegd seosles

ZUeo a33W" 2p3



3 cleee mdeasglasg Tal G i S aq399L3HNWMUQSquL3

sls a U
"easUsoe HeﬁUe’eBdaqg U e dWe.tB pgaddd ( Oailicid

9 A
4

] 3 g YyeUs, dq GgooaUsyseysad U yalUGd ~jeU
aJadosced

7123 ¢Ueas0Y "YotUs e6sdUsa¥
1. basicConstraints  (optional)

g “datite dlasUs Uaddyd
2. authorityKeyldentifier

HU; y cadp) 6 (Ussy Uolsd  capitlck 8 Haeddep (I }Q Us ﬂuldo ¢ Ua
U

sﬁUaaL;bef]elcgl;QUsee’GsedCieU 29 30 g 6oy ¥vyUs
Ue Vv GUe,l sLy(kdsdJuao 3 ¥ JAsubjddtey fentifiedo U g g Hsu Us e89dUsas

Udd UesueiaUd | Y.

¢ GgoaUa;ssydtzJQQUYy@lﬁ]twmfetUpUauq;asUUUe ¥ d
"y y Us 33U 'U;eakéymdmt'ﬂe:sUeeUyaBJUUd WjaaUe byYs Us
" U UaathwrityCertlssuer e Uag althoriy@eaSerialNumber

3. subject Keyldentifier (dzGe& AagEGO&GE3NS

¢ GgooaUsyseysd U yaUUOd mA? BAKBAL 30U
g U 4,sa~Usb‘f3 Us ysU eab Udgofpdflas g, ortellesdlp
aUUheeg Usg ”WoalGUs 8sdUsoai

4. keyUsage(' }jeUs) UUsoae

) 39 " ¥ eelyplihits gkeyCertSign o UeBLSign i UU dUa s Usii ol Uy oy d
Aere;ssysU Hque’estsaY Qa 3’GO;UUL3/\
Uo o Us ) o bihardpudiatiot) g AKY ALt 30 UasUs UsUjoh.

5. certificatePolicies

¢ GgooaUsjoseglzd OryywadddUmd)s 3 aUU0a30U0Us 30

o) alEds 0y & ekl U glbade@ids” Uy 9093 Yiies UUs
aUd=s fh Urd@ U

i certificatePolicies:policyldentifier (U UsPUalUUs
) 3 Uos vy " oaliolbolbsiim o of U (30 Ui e)i Wi 6 e aa

GUac3 Us Uq:ivHeagU'aae @s&Ue'egqﬁqg "eg
Ggeeasy GGt 30UUs aUs UasUs GgebUUe U U0Ud:
Bs UsafheaesgdUd "~y eUaUY0Usd Ui 30UUUs 30 Uas U

T certifica’E,ePoIicies o poIiEyQuaIifiers K poIicle;laIifigrld (UL°J 3
"3 8 U0aTUS BB Us ~ tJaggUaeaWUdUL 3
id-qt1l [RFC 5280].

i certificatePolicies:policyQualifiers:qualifier:cPSuri
(31 8Us)y UUsayY

5Bg Uy Ua U(d} suec[pg’ ugJaiqs eU;sa uaui)s:xnUUL&Uyaa U?BQE(IEtQ;SLDuq ULBU]GUQUU

4.2.1.10, "6y U’sU;y O0Us syG;sNamiaColdstr@ma}UUmu ¢l o
g'Gg q;osUUUS U’ f H;Gso[dUgUyg’ seoeuseaei AGUpecolL 3
GdeUsUsoe eUjaulU Uxys dUGoesechelUsrs zUj13 "~ Uossleaxd

ZUo @3aW" 203



3 cleee mdeasglasg Tal 8 Koo 991l 3-HARICAL de Uysat 3 o U .
) dWeHBE pgtidd (Oalaeld

5 3 vsﬂsv )
deaosUsoe YsolUe eugédgdyd 4

C(

ds
e
HTTPURL " | &b Bt ¢ b hld s e h@ﬂﬁ;stamaaq
“Uy U @d@nline” ody siepgd Py & v

OBgda U c)ji th U
extkeyUsage ( U~ Us UUa UUs)

Gotl 0 Us " &SLISsevErUa UU id)- kalser\zerAuth [RFC5280]

Ua UU id-kplctiestraith [RFC5280]JUa UU o Us dd sg tiYec ddgpz yd
0aaUd Useyd ) e UUgs Ungmetersiddkeyshge i @0 ¥) 6 8 g 3

g YJ})G6’ Ufp 15 t£tegs3aaeg XBRI6i,emt Albbtehe [vVRIH W2 8 ]
g YircUs

iots 0 Uc ~ SMtME slbat) s idekp- emailProtection  [RFC5280]

U a dlJs @ ekp-clientAuth [RFC5280]0Ua UU o Us ddosg iV gc dlgz ¥y d
Us e eMS  Document  Signing (OID:  1.3.6.1.4.1.311.10.3.12),
AuthenticDocumentsTrust ~ (OID: 1.2.840.113583.1.1)% smartcardlogon

(OID: 1.3.6.1.4.1.311.20.2.2) i 3 BUdIaY cosegsUd Useyd ~ 3 eUUas

eds g .¥JUe angExtendedKeyUsage i UUgd Y} 6 Us

iosbts 0 Uc eDoaitdentsSigning eSignaturee eSeal Ua q U s avis

Document Signing (OID: 1.3.6.1.4.1.311.10.3.12) 2]

AuthenticDocumentsTrust  (OID: 1.2.840.113583.1.1)% id - kp- docSigning

[RFO336] 0 6 AgnsAdOAGEG Ada®dee 3AAT &4 GAGO&®I & ETl & E

¢ U o wekp-emailProtection  [RFC5280],id - kp- clientAuth [RFC5280] e

smartcardliogon  (OID: 1.3.6.1.4.1.311.20.2.2) i 3 UsUWy 5 Y} smaasUd

Useyd 3 8UU0as0UUs amybXtersadkeyUsage JA¢ ey 3Y ) ¢gUdlo ¢ ¢«

Go®WsGUc 6@ ddmj iaid @E&dde Signing, d U ads kp-

codeSigning [RFC5280]dU g ~ ¥} cUlasekp- clientAuth [RFC5280]

Lifetime  Signing (OID: 1.3.6.1.4.1.311.10.3.1%)i 3 UUUs 30l-ad)dY ) 6 Us

Useyd 3 8UU0as0UUs amybXtersadkeyUsage JA¢ ey 3Y ) ¢gUdlo ¢ ¢«
s U Uque’GSdUSGYTlmefslpmpm@,uqequssmqu (

t|meStamp|ng [RFC5280]dU g Yjoellg Useyd } eU0Ua3U00U0s 3
¢ U angErtendedKeyUsage i UU dg ~ ¥4 ¢ Us

o GUs "’ @@@mwenﬁerq Uig e OCSPSlgnmg[RFCBZSO]dU
g Yicdmald Ueayg’ } e U0UUa3U00U>s 3 U €ds
anyExtendedKeyUsage U UU dg ~ Y4 ¢ Us .

cRLDistributionPoints

sU dYsl U(SSLﬂ'lssqwreesct‘ GgooalUeyseysd U yoalUUGC
"Y1, 48 Yo U@hemmmammaum CodeSigning SMIME a U s
imestamping ¢ UgoeaUs) seydld gUYyaldlide ssdUsa¥
l3UGU89C[‘Y@;SUGS@J;Q'C[USSG'QSBBIgBatUIﬂdSE UeSealsc{
goolUeyseysd U yoalUGd uUisUUUs 30 eds g’ Y.
j3 g ¥PBOe() UsldyasUWlls” Bhgs @ (HIBPYURIGS o Ue
"3ed Ud s) ¥ Udd | Y.

authoritylnformationAccess

CoC°—|(Q [t}

ZUo @35W" 2p3



3 cleee mdeasglasg Tal G i S adaeet3HM&MuQquet3 U

V) 9 A
"easUsoe HeﬁUe’eBdaqg U e dWe.tB pgaddd ( Oailicid

9
4
Go®otUs c35HTS sefvero UKo oUo | Bo il 6odqUsay¥ o
eSignaturdeSeas, d G gooeUay s ¥3 dg "Uvlyesiileiledi Ue " s 9 dUs
Client Authentication Code Signing S/MIME o Ue'l'[,rrv]e”stgmpingwq
tgoosUoayeseyad U ya U0 i@ o BieidsUU Wesi datlbeocy| d Y G C
oY) g’Ljd;egUg[:[ﬁssve':gsseasignvatuwdﬂeeUeSealsq ug:) aUoajyoseysd
U yoaUUGd Ui3UUUs 3U e€ds3 g YjycUs

3 g WP tOeUy UaU q; asUGls Wy @ (HIBPERIY s o Uw

U e@CSPrespondeti d d U o U dacoasEMbthod &1.3.6.1.5.5.7.48.1).

A altdd, 3 eUUasUUHIBPURL el slbeU ethsvislies” alsed U«
Kaliai (i (AgesgMéthod = 1.3.6.1.5.5.7.48.2).

subjectAltName (U° Us UUa UUs o 83UTUS seivérs USMBME)) o o ¥

isU Yol USSU'ELSsbNerc{aYugoaUa;sec}Jscg l‘f?‘;g‘mJlédech
yGO Us gaYec s ifUredsU elbolb jUblse)B g3 Ud U fh Usgd
Ui "@egd

T dNSNameg U0 o 4 dliii € eauucbmﬂnjmuwuwsepu; G g
z’UaUsz; I-HARICABy(Bldm g UaddUi GUs Giclys3U
3224¢ B3 hejlUPg g UaUdlly UDadqdllgtiea s U0 Uds
Us fh BRA.B U o Wleh xOx U0y sah y3c6eU.

# G FQDN e UGFQDN ey} &¢Jg ®3 ¢ UjUs)dezg’ Ua U3 (syg

’U;saUSLbU?‘c@:iinoncﬁJweeUUbJBJat#'aa'da»B;é(gLﬁ)iéyUUg’

UsyeysUd eU U@&’EF@JLLL;SUJ@PLQm;;&d)OUseeySU]U:UUeg’

GLJ}Jedu Ussseeeeelg3® UeeUdan&;Ugalem(mtotzone Ue g

jl;eBgsesYUtddnternet(DNS)uUUd U;saUstsUUUs ("

fexamplecomddU o ¥ U 9 @ 68 ~ flexarpteddribe UWU do vy tisaas 6o Ua Ul

¥ dexamplecom 0 ) .

¢eFQDNeU(FQDNsy;L¢m3haLﬁLﬂqg{zg UaUeILUyu s UU
U egoeaaUstUsay¥Y U f AUsayUUg’ BshI%Llaitle dJd
UaUUO zd utU0GeUgeys3sU0dLDHIsayUUd e3fRelUcd 6t .

f iPAddress : ¢ CJ:):)(]’UPGECJ;S&US[)Y3 UPva e BB BgU+ddgsﬁq
HARICAY ¢ Us 0'Ua~dd0+u09 u3+2$25¢1r3lﬁ):):£qliﬁuuddﬁ13 Us f
“"UysaUeby¥alUs oY @oUP.pUlGeUgeysad omosUi dgsi

—

>2UaUUs
} } @

isU Yol U@/MIMBQUobafr‘gere;ade:ng,UdLyJeyUdduﬁHb
UegaYequesGetaemlNanﬂJoms; Wik e gd¥y3 Ui  ¥3:

1 rfc 822Namea Us / ®

f otherName Ui i@ -gpn- SmtpUTF8Mailbox, o ¥iliosoee 6sdeysad UOic¢
Use RFC 9598

d e’ ddalU) saUeb ¥3 Usnaié 8 gHARIEAY efgds Gt UaddUi Gl
Gi etdra0 U 3L21$ a»Ug’hdeUﬁsUgohqusg’ daUs Uy a:
GUe "~ Utae 3 coUds @3 ¢ dimpectoty Namell @y g 0Udd
0~ y d

yolUUUOdd dU L°J U3 e &2eNarve atherlliane U elfi "Useg
id - on- SmtpUTF8Mailbox G U UgUe Uds U yaUUG(.

ZUo @36W 203



10.

11.

3 cleee mdeasglasg Tal G i S adaeet3HM&MuQquet3 U

V) 9 A
"easUsoe HeﬁUe’eBdaqg U e dWe.tB pgaddd ( Oailicid

9
4
UGy d decwry Ndmdid g UUUs 33U g  ¥jcegs osU 3l
aUsaUsse U£Ubje¢njsﬂhgui$hﬁaﬁxle{meusgg Y| GUeggU3yg’
;ULLung’; eaUSLbsYSBJngJcSubjectDNh 8 HARICA ¥y ¢ Us
UaddUi G Us Gi eli¥v3d o6adgs loibsngderd§U vd
uniformResourceldentifier Ui 30UUs 3.U g ¥Y)Jcegs

s U Hqu(Documaed;tS@nmgr‘ eSignaturee eSeald
U yaUUUd Ui3yUlUg M cgboly cWmgaY
dir ectory Name 2 5 U 3 U U gttt GU0s geoaU Us U
o Us Usa)seyssg B3hg ngJe‘Tg’; ﬁlﬁg}&iq@@ay idlh]gg’
’U;ea»UsLﬂ)é?‘aUyG@J:eSubjectDNh egHARz[CAyeUs U Ue
i edvsU e U Ug.2 Lbsaheu;chU Ui dtherdame A" ¥
uniformResourceldentifier Ui 30UUs 30U g ¥YjJcegs

go
G 9

9’

gcStatements (1.3.6.1.55.7.183U U} UaUdUe 95U AooaWoayseysU

j3 Us WYs "e9dUosoeh ) dloce eAa Wls GU
i yoUUU 'L°J;sa~Ust3L°Js Usloo
U b (iesefpic {Yes UQcCompliadce 0 ¢

9 Ue “"s0Ue 65dUsafh UasUs
oaulUd Gi ¢ 9192010 E® Qo ¥y EUs g 3 ¢
Ue’estsaY gyedoeysxs/ Aera;
3. K 95 aye3, YsluUs 85d!
Ue biid 3easig-3qcs(hﬂ;$scml,sse

ofh ooaUsilia Udeossgy)oedd:
@iU» Usd "~ jeusUoy Ulyd

0°
;
U
y/

o

s eadUsafh 6ydises 8sUalUs aU &
Us Uds BudoaU (Aqﬁs)taterrﬁérﬁ)s15l2366
ebysUs Usuetsuap‘?;dz GUsscUal
uy;Os "edjeliey ald GeUUs:
. EdVU (ilbgelhee UG dJs 7'y yafy Uxuq
U Us Ue BTELEIF119 4950 U sU | g oy Wiisa 330X

3
01
i 3
cS

tatement 2 9 U

(CEQ N

-
oL @

® 0B
q’q—
®

«Q M
o -
cow

(@]
oo @ &

"0y salebys
oUess Jhae Usg YU;heeg og dg Udippile BB dPasUs
"Uyest0hUUy s U h Usgd Usfhasgdegd:

0 account servicing (PSP_AS);

0 payment initiation (PSP_PI);

0 account information (PSP_AI);

0 issuing of carebased payment instruments (PSP_IC)
oUe hseelU Udd K 6 Usosed jJ16ed H 686g 6 YY]

o

aUUUGcY) dqdUa

cabfOrganizationidentifier (OID: 2.23.140.3.1) (U " UsUUaUU 9 29
"UolUs &¥YTHIBW Ye 6alU ) dqlosece 6sai3 Us
subject : organizationldentifier )

] 3 Us Hs&Ue’estsehvudLalsl"Js hUs Gge:
sCDIDEVCPeQEVCP—w(&isG:&sU e U D]q&saubshUUC{iUUfJﬁge
subject : organizationldentifier "0y 92U 800Uy UhdU Ue “Uua

ZUo a37W 203



3 cleee mdeasglasg Tal G i S aq399L3HNWMUQSquL3

V) 9
"easUsoe HeﬁUe’eBdaqg U e dWe.tB pgaddd ( Oailicid

"0y 9aUebyYaUUUs osUs aU camrawserlForim ge U ya U
GgooaUoy) sey sl Wsaeemdgdila Usd U 7048bedeUsd Ux
7.1.22 U ¥ BV Guidelines

12. ext-etsi -valassured -ST-certs (OID: 0.4.0.194121.2.1 )

J3 Us HelUs 69dUs s Uapdd s Bo s s 88908 s f
3 U 'U;eaUstsUs Ud s U'yem{étbiumlassuedJuuYasﬁqg
STcerts i~ vd 6} a ETSNBNs19 @128 U3 Uf d Ueg "ot Us @59
i 3Usedd UtUsYyoalUsUd Ues 6 6ae U3 e 63 Ua 3

7124 y aU UU "UolGUes 6895dUsay¥

yaU 0U g " hees U dUqu@sasL&d’JU@a RE@E{'ést)mrlejlg’sCJ Us
ahoaegd Us UdPmegedifcael dfy’, Ygsuu;eo;YuUUUS dUs RFC
Certificate Transparency, GUs dU dUx) UaUU>s
U UsUet@Usd -lUnheemet REOEPuUbIi2 Beglnfrastructure Certificate and

Certificate Revocation List (CRIDrofileti i ¢ Gg®UUd3 ~ Uy e¢uU o/ cpcpH
HARICAUG U0 dU0sa it G Us HYsUes 8sdUsoaf kdydsage s ace ~ Uy ¢
Usexﬁ(eyUsageO yoUUGd YsdUs 8sdqUsoeasi ®© YaealU 00U
" U)oy Yies UUal2ldyzaze Ui2glie WRIGHARIEA s ¥} aes Us

aY 696 afoe 295U 30 " UysalUeby¥sUs UgUY UU a0
yaoUd s U UaUYGUsd aUs s Useyd U UaUYOUTYS
scie3UU "jelaa "~ 90Uc 89dUsal 3:
1. OU ;yy&mgwﬂhweiaﬂause Usg uUdehiseg moUl
Uy d U yaUUGd OID 08’0’009 ABUO. 30 Up
U egulUsoaszilUs Uds stscealUdtal, e
b)AssUL 3 ¢ 683 Ua UsUlGey UUsay¥Y 3U U gtiUasU
UU ullieeysU aU tdehiosea aoUalGsa.
2. pUadU ¥y Us 3 U "Uyp saUeby¥YsUs Gde Ul sasaas:
“"U; U aUselicgs UU wUGsesheUsU zy3d GcUUsa:’
g y6eg3s3 U UadqdUgUUa U R Ud HARICA (g~
g cetUsoeaszi Us HRUs y3U situsvyUswHg asdsa Wh,s
R eg d HARICA tUs Uas3Us GU dytad 30U U Ue
saUsta "UysejasUUUs G0 UyUsse gossh aho

o o

¢ HARI CAU i¥yaUs 30 "~ UyeealUeby¥alUs "~ jHGdUO0OUY U
HARI CA o93vj3a6Us y3Us ahoe 29U Ud Gge Ujaead
FUsY) AN ANgg¢ B BUp ¥y clUFeo3idm 0 Uc 6 sHARIEA) L 3

o UUUo ) &d Wlilllboteg 3 € ) 90 Yed8 U&UsosqUosoal 3

o

713)3U03v)3s0UsaY Uoogjyade¥s
BeDa»of];gad(m:msﬂllﬂle&aegjcﬂlgi&s(]l}'bwsﬂb;gﬁ:rmﬂﬁaUs
616ya~(BdaJa~:)f]; salgedoll 9 ¢ 6 osob i 8B U9 HFEYsaAYece qUe

o ksj B 4 y3 lﬁleea»ngdlgﬂangu.kuhe{ﬁigtwﬂDs;gseaeooug "3 8aUs
3U "Uyyeegas Uds U UsUsielUsd UGGYaUsU o090 U

7.1.3.1 SubjectPublicKeylnfo
s U Yol Ue Precertfithest) ¥ * 84/TLS, s lici 6 gs 695 Uy Us

o o

a
"UoUeidUsd axﬂeae’eac{uc{@bpdilPUbthexalryfouquseU Ue
sUyy 83UUs ¥YaalUd ovilsoas s8setlUsd UalUhRd U

(<]

ZUo a38W 203



3 cleee mdeasglasg Tal G i Va»d399t3HA\l%OAuQquet3 U

V) 9 A
"easUsoe HeﬁUe’eBdaqg olUs wedWatswpdgadd (Osluaslqd

5
4

7.1.3.1.1 RSA
¢ HARICAdU Gde UUs UG lfRGA]G 1ydeiUs eoca’ UssaEncnplibOID) 6

12840113549111)3U03¥;s U s a#hs Uwammﬂjscgg ’Y;GUs aUs
du VUNULU€¢HAR|CAUUUdGJdUSSG'GS‘QUUS u9Uue;UU99h
3Uo3 vy suUselijSlél%AFeS,S(Dle13238401135491110)sU 3 U

de

UUguasUelRBA y3U osaUstila
U oxUsoeas’ a5dey agpithmidentiiece, dJsU  JdRBAsUSY

dU UOabytéfer-byte " UseeasoafhlUd dlofgalegddoas alsljeysU

U Ue U Uprbytassadd06092a864886f 70d0101010500.

Co C«

7.1.3.1.2 ECDSA

¢ HARICAdU GdeUUes U@ UElﬂ:ESAﬁg dioeeals md)acl%ublltKgy Ue
(OID: 128401004521)U3 Uos vy o0 Usa fgas Usomipmettsdlg
Gy dqiosee 85 Ua UamedCereel soac caddid
f GsU o @85ld Y UsamedCurve dU U csecp2s6r 1 (OID:
1.2.840.10045.3.1.7).
T 0sU o @83k Y UmamedCurve dU U osecp3®4r1 (OID:
1.3.132.0.34).
f GsU o &@B2ldb Y UmamedCurve dU U csecp@1r1 (OID:
1.3.132.0.35).
U oayvlUse6 85d¢ y Algprithmédentifier > s Us oEcD®Mi® YUa 3 Us
byte-for-byte” Usesesf]Ug 8 ¢U UU UsahoasggdUbyttsorliosoac @

T 0 saJs U $-256,801306072a8648ce3d020106082a8648ce3d030107.
T s U omP3IB4IDEE6072a8648ce3d020106052b81040022.
T s U omRI2BIDEB072a8648ce3d020106052b81040023.

7.1.3.2 Signature Algorithmlidentifier

GisU dYsUes” eSSdi/'["LVS,é]*é»DUiUUG dJ3UsoUae U300 "e6g g &
tusyUsah T o Uall a u(ng:ig’e;pHsesUUsr aud G J d
Algorithmidentifier e _Algorithmidentifier - Uy Yoxald Usd .g 6oy Ul
AG Uy e f eteBUD Y &) a0 e o B & el alU

Cico

ga U ﬁsigjrmtureAIgorithnﬁ 3 8d0Uas cePdeledificatd.

¢ ¢ dipdatups) 3 MBRSCertificate®> 9 U ~ Uy YtiUsoe U, hHh vd 6} d
"ot Us @ Bre[cb)rtn‘lea@a e

1 ¢ ¢ U tsigratureAlgorithml) 3 BegtificateList

1 ¢ & U tsigrmtured 3 fRBCertList

1 ¢ & U tsigrmtureAlgorithm) 3 BagicOCSPResponse.

)l
)l

o

@oUs U sU;y 830Us YooaUd ovlises e6oelUsd UsUf.

7.1.3.2.1 RSA
¢ HARICAdUc } disee 68sUa y3Us U fh Usgd ~ Uy UsavyUx
arvlUoos  EHedWaidoaas asdecysidgoritralgetiiter Uel ~ Ul aa
Ua dyedor-byte” UsseasashUg @ U UU UshesgdU (oavilosa
bytes
T RSASSAPKCS1vl 5¢ &HA-256:

FTyluosoas Z'3@0d0d0§ZQS64886f70d01010b0500.

ZUo @a39W 2p3



—a C

3} elUeee @deelaesg TaUslosei Koadsooal 3-HARKAUJe Uyat 3 oaUs 2
"UeaslUsoe UYosllUs cUiéddbliolUs wedWétispdglidd (Oalaeld 4
RSASSAPKCS1vl 5¢ BHA-384:
Fyluosoas Z'3@0d0q092d864886f70d0101000500.
RSASSAPKCSIvl 5¢ BHA-512;
Fyluosoa Z'3@0d0&0§ZQS64886f70d01010d0500.
RSASSAPSSe BHA-256, MGF1e BHA-256,0 Usalte © o @2yhytes:
TylUsoaeicgadid
304106092a864886f70d01010a3034a00f300d0609608648016503040201
0500a11c301a06092a864886f70d010108300d0609608648016503040201
0500a203020120
RSASSAPSSe BHA-384, MGF1e BHA-384,0 (kalte e o @ghytes:
TylUsaesisgadid
304106092a864886f70d01010a3034a00f300d0609608648016503040202
0500a11c301a06092a864886f70d010108300d0609608648016503040202
0500a203020130
RSASSAPSSe BHA-512, MGF1e BHA-512,5 (salte © o ©&4hytes:
TylUsoeesicgaduid
30410609286488670d0101(x3034200f300d0609608648016503040203
0500a11¢301a06092a864886f 70d010108300d0609608648016503040203
0500203020140
"9 oyHARICAqW ?) ¢t 3U G6ydises eoetlUs Usgd
8oy UGled aUs oavilsae ssetUsd,
1 RSASSAPKCSZIv1l 5 with SHAL:
f  Encoding:300d06092a864886f70d0101050500
hoaUd s "~ Uy Usa¥YUy "jeh edytUsd slciaegs
] 3 6y disee 8sUalUUs UsUfd "ot Ue 89dU:s
signatureAlgorithm Ushd YstUs 6odlmmurie @3 HEs ~ U
TBSCertificate
o¢ae 3yae YoslGUs 89dUsafh UaszUs y3U Fey gi
j b Ue 6 sacubabsey,dqUoeghll aUs
03 YyeUs y3U gisaUyvyeUsas YstaUs 895dUsahf
atisU KeueiGU 8, 6)Jdisee 691 3U00d Uds |
Ussohyoadeasd g 6oy Uled, oaUs
o¢e glistUYeUsze Yo GdiaNumberqUsoflp pablosygdd
ceeoaad Uag gbitgc sallls 3
o0oBs e¢h3U0d usUlGeyyd eU0UUszi Usg 3yseg
bolGUe @oadUsscei UasUs U fh Usd UshacsgdUg
A 030U 3 y subjectPublicKey UsUfd Ues g
subjectPublickeyinfo ,6} dlioee 691 3UUd Ues als
aUs eeoaed goaUsilissi, v/ aUs

A 03U senadlumber ,e U Us altuse egeoascd (G0 o
ecgyte) H vd Ues gistUvyeUsas "YslUs &5«
A ¢ U yoetttKeybsage Usg 3yeg YoslGUes 85dUsc
"Uyei GU, yecUs Ucecgéeyasageits gBEy Y 90
U  Kéw usages U U3 Uidrkpp-BesverAuth (OID:
1.3.6.1.5.5.7.3.1)e anyExtendedKeyUsaggOID: 2.5.2937.0)
e/ aUs

EZUeo @40l 203



3 cleee mdeasglasg Tal G i S adaeet3HM&MuQquet3 U

V) 9 A
"easUsoe HeﬁUe’eBdaqg U e dWe.tB pgaddd ( Oailicid

9
4
A ¢ U’ y addittdondtraints Uesg 3yeg YstUs esdUs
pathLenConstrainde 6" cae ycUs Usee ediys
T 13 6J d0oe e QCSRkspords ~ & g U R gignatuteAlgosthm
U 3 BagicOCSPResponse

o yaU GaEJc[ossdysol}U ol ey 3 U Uque'esc{Uan "8
Us wdehise TaUsiia Ue g ¢Uioe§qlﬁjecl’a~U9u9l§
Name UAKYAE U atdd 30U ~ Ujpedkefsagevs e gs U

extensione U ¢ 6 3 U Uig-kpecspBignng(OID: 1.3.6.1.5.5.7.3.9)
keyPurposeld
T ) 3 G;qﬂese'eeﬁuﬁﬁ@ U sighhtdpanlgogittm U3 f d
CertificateListe 0 Ua S|gnawlneo & 3 MRHSCertList
o ¢ st UasUs "~ Uy U 6e e U
TeygliUaUd e KslisyvYeUOUlGdd | Y, o

Us
0 ¢a Ue&l’]g’eedg’)ae&}(sﬂ’s’rgu@@@ ] 8 yeUs Us
"UpsG0GhUUy O goltiUcs 6odUgoavyligospddpssyse
arvrliosedqdbgU Ue3 Uaohyosdes g eo) Ulied

7.1.3.2.2 ECDSA

¢ HARICAdUc } didseas @8sUa y3Us U Uesgd Uy UayU~x
awﬁeae’be‘?éﬁefﬁeﬁetﬁeg aaUsloai g .63 dGosee 89Ua
T 13 Us saaUsilia B 266,d g 5 g Wi UEEGDIRe BbIA-

256.Z U orilisoac’ eode yAgri mntzjqenﬁrﬁer e Okyteo s

for-byte” UseeasasfhUg 8 €U UU UshoasgdUbyttssvyiisoaas @
300a06082a8648ce3d040302.

T 133 Us oaUsilia "R3B4d g mmot"ﬁmﬁ&mmm-
384.E U axUsae’esdey&lgxbrltmn niifie e Oyt s
for-byte” UseseasashUg 8 U UU Us F]a»ngUbyt(es%YusaG’e

300a06082a8648ce3d040303.
T 33 Ueg oaUsitia "R®Ld g M OEaaD3ke BelA-
5120 ovilisoae 85dc¢ y Algbritreniigntiier, e Oyt s
for-byte” UseeasashUg 8 €U UU UshoasgdUbyttssvyilisoeas @
300a06082a8648ce3d040304.

714 z64eifl Utiavs “~stGUes 8s5dUsoaaci

lied@Ug) ylsroxslgs GUsy sUs
L3 “e8g U3 UasUs UsUlUsGcoa
Ubeegtbyvicis(ly Uk 3( 6 4) UgUu s i a

7142 J 2o fhyoadeasad 3 6oy Uled
BUaohyodeed "68g cjdises soeddal 02090 Ud ude:
bU); seystecga GUds U sesoe Uxys Uxd8j3aders, U

a)”’oao
b1
1)

ZUo @4l 203



3 ctieee pdecliasg ToaUsilisei Koeoadssol s-HARKAUde Uyat 3 oaUs 4
"HeaosUsore UoslUc sUfédddioeoils tedwélbmglidd (Oalcild 4
7143 3 6oy Ule
g9 6o Uy c@ot Vs Ba Us .BéGD 4§yl dagled i smU bes
ool de segl@mlUUiled UsUlGy); UUUs UsURd Uxs Uslise
"0y 903 YGUUUs 7#W1Bd3 ~ Uy Yoy Ulia

7144 1y 6e Oesleldd

Bo

o

vl

a
1

"adjeie) ald "« g clelijediyi)s odetbly Eliedhese g d U
U

commonNamgOID: 2.5.4. 3 (. U; U)J;U(RtaUaaef]ssf]e»dJLdU d ced
Oeﬂe.ﬂqggé“ "UysUcheUsU a»UeUeg;oeis ¥ d
Yo L”Je’est,edeaue LUcﬁg[JUJHUe haseseU Usg d"YslU
3U Uas3Us e63U0lsah U ha»U UU "9s8Ue 689dqU
organlzatlonaIUnltNameOID 2.5.4.11) } 68 Us jU@U oo  6NU®
6} oUs glderaedy -ec YeUoslUbdady 6 (Usdydgdedg
g coyUnivbambieggebal’ f;eelsegegq;eue;aﬁg’ Ua ¢
"o0Us ceoHARICAWI s U¢y Us Us Utas Ugy

c3fheDBAJp UUesecgy yeysU e3sheUUU, deeUOU,
Yoas oUaeUsas “~6g UsUlyy UUUs aU GgooaUsay
Usa Ufh gHARIEAYde Us U UaddUi G Us Usd ~ady) ciia}y
Ud 3 U332 d UdU s Ua "s0Uc 65dUsah Uy 9y
subjectorganizationName UsabjectcountyNameUU 6 ~ ¢ a U 3 U’

a ¥ GG g
U UaddUgdUa i e@3R20 U Uds UshpUqUU
organizationldentifieOID: 2.5.4.97) ( U}y U@@Jd{)&ﬂ]’ee@aljoljegs
Ko 8 U yosselylseU pBidde» & g QEBI E LQCPY

gscd Uy saUebyvyalUs y3U0 ecldgoaBh >Usdbsai
Gi elGrv3 ETIEN31961123.) 3 Yos QB s ddmsys e 506 i

Uyel,dBgysBpdlocccatibdlUead ~UpUav¥Ur ¢
o] BU; o dshlo 31Ues’@3¢gb€pe&t0’e§g3/&)dsseh

2dU) 46 scUsyedUrs, eU0 Uds :Ushesgdc

nNTRGR—123456E7LBGQJq YuUgph@®RUasUs d ety U
Us g g’eaUssyseg
o B] } odEd)ds ocpbbeleys c sBa G1e Wqgs
Ushaasgdd o;LﬁVAeTEIQlJZY&J4q5u%q789o
organizatioName(OID: 2.5.4.10 () U; UpWlljes ¥ § B 8@ dg
?6eowed i1eUadBAUdY 3 6o Upewp@'gUaddUgdUa
GieldyaU ¢U l’d?sZ;éUHAﬁllUﬂUUe;sGUaU;sa»YbUsv

" ad) dJidje tulhgel fg g U usUuy;Us UaYeoaGUU U
yeUs U UaddUgdUa, e lrgs WkaestEERIGA U}elgead) o
ycUs aUUUoy YyUs Usd Bayedewrd Uads 0Wa Lds
U a Ula. Y. 6. Us Ue LﬁCompale\lamesqq;Le’,

Incorporated qHARICAe "8} Ua 3U ) déosfCenipange i Us Us
Namelnc. 0 CempdnyName .

o

localityName (OID: 25.4.7 ( 8} 6 Ug:00koa  RHoad, 6Yryoh e
Uy scsce, uUd3 8  eaU UsealUs Us ?26esahf

i edrvsU 030488 UsphUqUU

stateOrProvincdame (OID: 2.5.4.8) g} ¢ Ush): YUs e a9 UUa U, s ece
"0y etUy UsUse U3zhUqUU, GUds 6 ealU Useal
U UadqdUgdUa Gi eG@32@ U Uds UshUqUU

ZUo @42l 203



3 clsee mdeesliasg TaUsilsagi aad39al 3-HARIDAL de Uyat 3 oaUs A
"YeaooslUsoe YoslUs sbfédyu U e dWe.tB pgidd ( Oalicild 4
1 countyName(OID: 2. 5. 4.6) (] " U daddUe s eoafL"JqllljJ
?78es9f HyhOy 6, HOwgliyeaUse U30BHdUgHUqU
¢ U U} SOGs’glﬂerf)NULq dU ek Ui cdUlWi Weyy g EsubjectDNU d d )Y
Oalia ﬁ,qga 9ey¥360 3 UfNgmechéitingdfh d e U U4 ) 8@ ) YGUUUs
RFC5280,0 Ud 3 U&lipd.d UU

GoddY W o gijod U )y @aiwe  Hdd@dP ) as OUUUs GRFGs Us hUd

T GodYddb GUs  acloldglbslbiify eelidle ", dealfiafo e 895deys3a
" Uy s UdpegWal d]swgrDlstlngwshedNameU eg YoslUedlesdUssaa
U a sbydesfor-byte UseseshUg s ¢U Uds dyvlosaes 6ode
SubjectDlstlngwshed\lameUeg Hque'esc{Ueaei Udd Kalai
GsU aYdU gelUes eodUsaf jJ Y GUd UsUl
’U;sUGf]s:Us Sub&bd)gstmgwbhedhdarrgaUeg HsuL"JGdUGS
Uad)yﬂeéorbyte Usesesf]Ug g ¢U ha»U UU Yo
adoeysU oaUs U3 Ua o d Sybpedi Distinguisised Names a ¥ 3
e 686)J6i3 3U U(Ggosyoadeia ¥vd aURFCH2dD: ¢ (¥ 3

Ce

7.145 Ooagy) 6 | f
¢ 63J8390e OGUsocee@gdaUpsessgagU/Uyddilced slaeicd
(¢ 8 )} DBR/MM/YYYY HH:MM A.M/P.M GMT )

7146 Oooag) e Ord
¢ 6yJe3see UUsoceefgdetpleddally pllicd silciad
(¢ 6 )} DBR/MM/YYYY HH:MM A.M/P.M GMT )

7147 Ybadjy sl PeUgdliemddktace Usg YstUs esdUsoeaci
B9 aq;GLUGU;GGJU@GGGU»C(&JM&EDGJGQSUUG’es;ddjual.eese;osegs
Ug 6o UaelissU cdilefdd fadddd sbayea G VU@ de o Uge y3a
GU'GUmq)({ahIﬁalde}ueUs»etyLJs;eegaUUﬁJ#Rge
1T Emai lopUsk)U (903§ " UdJiJ@e " e sdUs s Yemamif e idd S
Ueg g’eatalgsjtlsegldﬁuJUﬁJls:g’ULﬁueiguseu.;usaougYuesUI
aUds ~UBxdy Ula
(Ol D: 2.5.4.3) (B3eUsy UUsaf
Uy Uodd@Ueds i Us eosdqUsay J'GOJUU‘QQ TL Uo
dqiUAs3 Us Us geessf] hagaUeg Ggg U3 dsl
2 Da;ssyse "Uuaa au ’9uUe’eso[Usa‘7‘

0y sagUSGbGYJSLM:BLUS Fx@mdaib Ui dig 3alig]

=
o
o
3
3
°
3
Z
‘o
3
‘o

q:co%cun Ce
(DQ:(Q"'- .
I
‘(DG)

3Us gaU U fh Usd Useyd “6g bjatsassUUs
GUc epdUoasei WgotrlaacgesUallUs vd Use
013 dq Usee Uas3iPd, U800 dyo isrdigesedsd 6 5 Ua UL
¥ gPv4Address) © ¥ d 6} oRFOI8BAI 3 & g U 3. 2. 2.
o]J3 dq Usce UosleﬁU.f:JQJU mlsﬁblsrdjwsausq g9 Ua Ul
¥ dex representatlof] ¥d 6} oRsFﬁagstsm]wuu
o GosTlSServerds G Us " @ ad] U @ ere F@&N@U 8y weasUU
jt;eg z'UaUszdl;J etJt‘heU;Ue QGdJL‘bCEU?US *d 6
j&d) UaUey U U3Uao;thSNameJLdig’f] Ubag Ul e
O’yalsubjaaﬂAltNameAsusaf]UU;U haUd 65 AUs;
juyeg ROPNW¥YJUQONey) sgd Ushd BaheUUs(

ZUeo @43 203



"sleee mdesglasg Tal G i S adaeet3HM&MuQquet3 U

V) 9 A
"easUsoe HeﬁUe’eBdaqg U e dWe.tB pgaddd ( Oailicid

9
4
2 UaUsUy; YAKBAE 30U oviDelocUswUasBUs
A U9 oRlEtalg U0 de UUU Uy y UriceddWa U GUdwa G0 G e
uesgd.

givenName(OID: 2.5.4.42)a Usmrname(OlD 2544)Fi ¢ (iedllls d

"8 a9 lQé:Iérysg’U@CP-nqscd UsUs | 6 GGéhEicemdld s

U1 3@0a3® 8o Usceyp sly ebUbJUQJeg’UﬁHQJueaUG Ud
d Uy ¥3.220&ai Uy e hse3UUs U 9 ayass jeuosUo
ETSIEN 319 4122.
streetAddresgOID: 2.5.4.9):¢ 0

Gglae UJidLge&guobaUs)syseg "8 (g

U abUb G 3UBWU s s U
UUac

u

g

9 aUuaU@’SZZelg e;ere d
postalCode(OID: 2.5.4.17):¢ UU U )i biodthasyi o Usey3ag
"eg U sbmU&eygUUl @UseUuaO@’BZZtﬂg sy asUs
organizationalUnitNamegOID: 2.5.4.11) (° ;GUS)UQﬁaFy‘UJBlg
B;oUssuse+ Usge Ua@@@J@EEGy%‘YGUQUE Usiisah
GU; Ueuq; 9uU99h LLBGYg&Gg)era;LNuLBesng’UJlﬂaG' gt d
GU;UeU‘e{ljJeagJUsauUe;éI-GABIQAJLBL&l:BiszyJeUeae
ous 0 U; sty (baledp Uy 6, gp8 Uoa } o UsBR), Wea Usyas o f
haeeldt 6} oo hisollegtyalddevedaslas Usg
UGUUGmﬂﬂLgtdsaUam@&lysm@]eestsmhuxU@Ulfj:gﬂ
HARICA y ¢ lls s b UbUq@d®g) hUqUU Udd 'ad;eue;
e;asUUUs B2 Us VIR UPBW U " sasdqUsaf ~ Uy sal
“0u subjectorganlzatlonName subjectgivenName  subjectsurname
subjectlocalltyName 3 UsubjectcountryName U0 e ealU U aGdd
U sbUbUsydUa u*suvsU eU Usd UsUlsaUla
3.2.2.1¢6 " U Wl iz @ ° ;uUQUUe’Gsc{SSIdTaS‘ Ui "@6g
organizatioName (OID: 25410 UL°J sycUs Ue fHR3eeU Udgd
subjectUeg ~saUg§" e‘g’q jsdei U’ UaddUgUUa i ed
3.2.2.18 Ues / ORA/tradename) ~ vd ycUs U  UaddUgdUa &
Us h U223 3 'E’J;saUstsesLﬂ)Bﬁa’trao@namaiUU Ui

Uo
g
8

i
USUU3GGUUU9 ;lL”JG,VLVJG aegdei eUszas U’
J3 dgyHARIBAJe. " 6 ) Ua 3 U }G&Ybljs “ady 6

C«
(o=

3U tsUlGyy) Us UeayvYesaUU U R Us Hz3ace
aaUoyd eHA@@ALysewLeUsngUerg Yoy Us Usd U
"gliUalUyd 89 GgsUeetUsd G0 U
Cdinpany Mame Incorporated |, HARICA € ~ 6} L°Ja
€8 @89e fmjmi)anydilamelﬁ]lcs aCIHmpmnyName) . Z U
VHque’estsaY Uas Us UTLB VU a u

qUsay¥Y UasUs ’;GUS;UUSQF] U
Us sunnlambeugjuerd\lalme U3t Uu auU
3863U0Us eU Usd ioBa2mlWlaly

Us Uy UsaUqdy o

0

— 0 CC ¢
=0 [y waCe
O~ C»w* @
< oSy CoC
ga’cm)o Mo o
‘o
® cw e o C
© o O
Co@
—Q

- D

"m S°p o oo

w
o~
C
)
1)
-<[

- m
° <<
(=
©
(e
[l )

> o Co oo

%)
o

"heoed, e6ryofh e Us sae -~ Uy
Us d 630AUJUU GUs subject Ues

gdUa Gi e (3220 eAlh 3Wdes gUsshe kW s s f
LS OV/ EV dYstlUs 89dUssa¥ UsUadmsisd all 0l P |
"3 8Usyj; UUsah.

y

5
QC}Q
C GO C

O

N

ol

N

-

=

$ o
oo

H GO g e T
ccQ

1 stateOrProvmceName(OID 2548)( Uy eUsy UUan) ¢ “8asl

"0y stGUy UsUse U3zhUqUU, dUds 6 6aU by abse

ZUo @4l 203



"slisee qpdesliaeg ToUsilisesi AKooadaosal -HARMKAUJe Uyat s oaUs ¢
"HeaosUsore UoslUc sUfédddioeoils tedwélbmglidd (Oalcild 4

"9tUe e9dUsoasi, h vd yeUs U32A2ddUgdUa

Ka3zUs g 86} UrxrUsaf UGae 299U TLS OV/ EV t

>UqU&ast d UasUs “~jeUs) UUsah.
countryNameOID: 2.5.4.6)¢ j | 4 Wedy” 6 @ Us'eaygs aly’ s b Ub Us 1 3 UL
el Usgd usUuseUuoUgﬁ’BZZ g ejaesUs dq “~Uj Yoy
Subject Publ i c Key InformatieoUns vU, s
U3U031rLJJGJ33UeUa~of]49dse ideseg)oalUd Us g
Yol Ue’estseY ’eg&eq;miplduedUIﬁtgmsmglthJblUssU
U UaglaulU ~ g0Uee adeodillssiesadeillld € Uoydegd
bit RSA e d&0a(@®B384).Ucsa
serialNumbefOID: 2.5.4.5)( “ Us U0 B8 08¢ 5 &¥ QEVERWY
QCPRn, QCRn-gscgd ( Y} 6 Us ; Whaiadlip = d®R| NGPs NCP+,
QNCRw, QNCRw-gen:
o 9BV oaUGEVCPW Uy sycUs Uss
?76e9061 Ko Gt "eg Usg 3 @
A Joayd K osdlUs Uy b
}

Co

a'UtJuicﬂ AY3

e e
C—

t; e

>
O CO oD N SO, @ Ct Co. N T Co
® 0O @ 3 =

CQed ™ W VO CiCp <

O GW- S e
,Q.g,;{é

v,

S o

+— O
w
@]

o] us(QCP—naU@CP—nqscd U;esyeesubmswbsx;qu'aah
"8§oUojay@seclicd’ eé;&‘]bpc&l‘&am@geyy
“"aUalos soUg’ sAo tﬁ(gwwmgwjtlﬂ%euuu o

i 3 U

9 J’ ou
d ) e Ye aef]q&ﬁ';aaaﬂ;g‘]go;sd
#))Y B o f o cegwifs o 6: PNOGR-d
12345&i£3gowfp Uy vi§ssaRrllas Us d
"6 fpd gy ggUddeaUesyseg

a
GRUas3 Us oYlUooa ’eaqﬁ

ZUo @4sWl) 203



3 cleee mdeasglasg Tal G i S aq399L3HNWMUQSquL3 U

V) 9 A
"easUsoe HeﬁUe’eBdaqg U e dWe.tB pgaddd ( Oailicid

9

4

Aj;edlsd];g’eae@q;lapu(]mgz)u’raust e U
Uo[aUssae qosUidgeuq ue;eaeoaug’
OsrvliddUdd Kgy) v Jysd sUge e
(https://ec.europa.eu/taxation_customs/tin/tinByCountry
htm) U0 Uds Ushesgddlissac:’ aadlq
ATINEL-1 2 345 68FHARIGAU s U vy " Us U ad
GJ ealql oo e TENGR1284§6789.

Ay odiedgghb UGqlj dised) o cegrdi 8 6" e adlid
APASGR-1 2 31 2BW g i Uy YU ﬁemﬂj
udd § t}

dd

UasUs d erlUsoes eadldd. U
A zes3sUmleyehiBsUo3 v}y ssigUs afipli'URJ U s
U dHARICA
1 businessCategorfOID: 25415)u9UUeUCUUe’ eesdUsayY EV, U
cUj UaUdy st Usah 1y Us 30053 &rprigayec Us U

Organizatioty, "Government Entity", "Business Entity" e "Non

Commercial Entity" UsYacgoU U3 UsolUlxx Utle " ady4 aa

"y eh’ cdydANBPATIFN.1.84 . 1. 411300 eBIdo 91 3

EV, UsUatUesscU

9 jurisdictionCountryNaméOID: 1.3.6.1.4.1.311.60.2.1.3),

jurisdictionStateOrProvinceNan{®ID: 1.3.6.1.4.1.311.60.2.1.2),

jurisdictionLocalityName (OID: 1.3.6.1.4.1.311.60.2.1.1):0 o U UU

"UotdUes 6adUsay¥Y EV, UlggUhY UNgmeseltse dU0ae o

Zi GU0BO&KGo) Ulled Udg clivaddBs dhghdag 0U

UxBidostL 3 EV

1 Organizationldentifie(OID: 2.5.4.97):F i ¢ G ¢ di00 } h UQCRY

QCPI-gscd QNCPw-OV, QNCPw-gen 6 9 U ?26¢9a) gHU;f]f] dJw” U

cUj Us Udc{tLblﬁ;UsyymgﬁWhJos ¥ j#eolo( sleifgd Uliey ¥ 0

ByoUsslGeh GU &ET&SI&EN?,lGMichEGS Y s 3 vy 9

Kooy Ulijed” Us 30 Has308g tie 3 UAicsese U A2 0

useUseueuoUg’ “"Uyycaegs | sdraa@ds Us

U hia0éYecoka’i) el yssgdp dioe eyadihdd ld

“"Uy Usa¥yUrx U3U03¥;9uU99Y

o0 Jyoadehd zdUdi eBys URethsttlUge s Ud BB i U f
edUjte Ue 8}y saal?i LUqu:BGlUJer]eengdrct aviloa
ANTRGR1 23456089 & g o 90514 yape@a Us d
avytuoseas eadid Udd j.ij3Ud Usg 3 6oUscy
0 Jyodgfd; i1 egesBaddhUg@UgU( s Us fhaasgdc

d Wdi a

Ua 3
Us o
;U
Uo 3

oYliooc VATEL1@3456 78 HARICA U  sU) ¥y Us
U addd Gdral s®)ee\RTGR12B456789

o) LegaIElyIdentlflerqu 26eoo0ed B3sURUJUUg U
orvYUooc: IEAIXKGAR 34567839 U UadqdUi Uda U i
eU Uds 382.510qUU0

fgde Us1 3 0UUs RHUs Gicelryr3aU U Uds Adssoe K 6 Usoe |
Us efilelgU3 Ua o s BGRaAIBU 30U slkee ~ fiiNdBAVATOUa 3 Us

dg ) fEWE e UUc e UUa UdgakEntity ldentfigrg ¢ sd o) als@UUs G Us
17442+ ¢ (¥ 3 (ETRIEN3D#A121,H UU3 6 dlsec slEl@mda)Us dE) Ug Gelud ¢
Us UsUosvy) stlBexeplepy Ugs Unlg megos dUsi 3 ¥d

ZUo @il 203



OJC(Oq

B8 ¢ coo
o0 0 o @ C
9 @

Co @

3

Gﬂese”qoqseﬁaeg” TavasUsv S )
"deaosUsore UslUs csbUfédddlieoils wedwétgmgidd (Oailisid

&( C.o-n— oo

ei Kaadaool 3-HARKAUde Uyal 3 V] .

4
VCP e @EVWQKRA Us 60Uy §ayUdy ®@®salip dU

93¥v)90GUsaf 05U Uess
dostL 3 EV.

e 89dUsatibuteltfgdUfh U
833Uueah U3U03x;9
3 Bpdelin® Bequiteménts4for2 . 2 Ux

(@) C (an)

S/MIME Certificates

isU UU Hsul’Je'eec{dJ;eceQYCUURLﬂd],ZYo;c{UuyessSesluz
Ueg;eU;ETSJ@N3194121 qd e 6al G;dUeae’eeL
"PSD' anngUe [m’nmilﬁsﬂ Us g Udssaagi U;edse

"Uy heeg dj Ulibedyseds e Ud'ad Blildoth U o
Haq;v@.@(ﬁ) 2015/ 2366. | gUp 6y diseas’ @89
h rvd e;as;Uf}JUL@'SI@SUlGQ@SuUds "UpX¥nh ) Ulae
GsU Us EGESNJ’RﬁijhJ;aUuseg’B;oU39°shg’ e U
Uy hy 6 yeegs Uoojy UGUa GUds Kgy ¥ Uyse
BsaeseseahUejLj;seu:)sx;qu%ahe;L‘Kmo;su:[]eg’
6y} dtoee 85 UaEUWB Ugyalhss teUsByYo Us sGe hd e
gy vy @ ¥yGeQgs3 UoofBGPaUdBdpgostiUpehs &
"3y Us 3U c63jdloccEUDPaittle EUIEKGY3Y) sdU
UasUs d Used:

0o 2 GU;UaUe;Ug’ eU Us Us Uoalyy sai Usafy
8 8aagd ;}y Us 3 U dgeldy3Ua e U Ua
6y dtesee 8s5U0alUUs GUaaUsU;Geaf] Ueee U

o0 J3UosyyostUsah Ue 63906 edUjieg 9
e 23 U0UG00asa Us g Udsosocgi (edqUyj 1L ag
j 3Uosvys0UsafaskKooy Ulied

o ¢8 Giebesoasg UUsblEd 6. 0 (U+002E)

o0 J)3UosyystlUssmgAymldiely ciedUa U’ f
edqUj e,

GoaU “U;vyuUsoeU:

0 NTRDE—DER3306HR81234SDEUO eelderusaf]g’ st ) Ud o
Ud3 U;Rﬁ&ﬂ@lddﬂsUs Ue U3U03¥;9uUseh
SQUJng 209U Us H;YUG-IFGEHZS%U«MUB[Q’ T ac
UsUe hojpa Uo 3 v} Albbbg dffied "84 U eslfd

U UsUcEvBB ¢ UdU e s dUbledrs s Bgald sz WHp
egbjectDNJ3b;0ue@‘3a~la~U@uo(ngJU3U;904Yu33UU9
U;U Y3 v, d U "0y salUeby¥sags “ady 8

addUgdUa/U HBRIAUs vydUa U K Uds

Ue &8¢ &83BETLS U de Udd& a3 prUd HARICA

g U
i) Ut o o &)gj alloge j Willegaligy@ae Uz e BY/ ppd o
Ua~c{

eUlﬂL&‘fJeUct]:iJsc{sU;esc[saU youesldd Usg

ue Ug’ Ueg 3'eaHAlI@Ay‘ustBgUQ‘y’flmngaUpg;@bUag’

QUuSub;ectUeUJ]gm]Ue; oquLUcLst;Yo;BZUZAB 5
$ APBea sts 0 Us ~ SSLIEsbUOvU tlbedybjectDNG U d U

EZUeo @id W 203



3 clesee mdeesliasg TaUs G i V&&d396l3HN&MUdSUqGL3 U

(V] 9 A
"UeaooslUsoe UYolllUs scOfiéddiols wedWéatwmwmgidd (Oslasild

9

4

®d)y 3P, 0 Ubli d o Wik ®f)pahUde Ges” e 9 Utie s UU
sbea B | 2eddUGULehaseq

_é
§<

OoclctgtUc 6pgUdiddeio; TFidipbde Uaidd prldd
HARICAUaea»eihcbqﬂf@ﬁJg’eVUS’aElﬁhﬂq Lﬁ+l‘]kig;l!UF§sbersL°J
BY/ ppY 209U 30,00 duds o @aaU;hdJssdsoU y,o U @ qu’ (
haUd 6o 'aq;el'je;alf)g’ Uc.¢¢ HARI@ASIU H3g Wrdigi Ue UU3 |
commonName emailAddressti U6 Ut SubjectUs URd U K K, Us @} asl

’U; Y:)Bim/é l‘.’Je’a’Jt‘IEl;eU; Usa UdyedalipeedddcoUshiam g

Ul e ;UYIJ glo 9 ¥h a GUglvenName(OID 25442 8 Usurname(OID

2.5.4.9) 0 Ugs’ quc{;osesUUs Ug;yxg’QHARlﬁAsaem;sLﬁ(xzssew V]
G;o[ueae’Gewbjectdwganlzatldmﬁlameoeu 3 U Uau;‘?‘uUs Ue h
Gglooaagi Jjeltl "6g (psgoj oltbBAcBddUasec( e

zU Uds @(:—»a@aﬂe&bews&eg coglysab cegs WUy e3s0yd
g 60 Wily@edlld3cos0CrneAoolo) ovitiageadgUosoci
AoaUa;o[aalyasL(fJ;ggeseeoa;y&g’usytg’xtﬁJusea»s(llCéla-qscdq 3 7
Uc{l—U\RICAUs’U;syeUs UegaYGmmmwNamMCouﬁtu)Duqu;91‘.’10
fAigivenName andfisurnamé & Us  SubjeaDiN) 3Ug UM Uy Usa Udy Wi Us a Y
Ua:UUeU;oemiLlD&UuuU&l(tLBGangsQQngteJklhsUUeg’ Usg 3 a:
(Subjecy G Ue ~aUalse ~6g ,dddgs gvd UsskriatNudbarti ¢ i 0 U |
Usg "~ 9o0Us 69dqUsasi

Z UUdyotaskias Us sUeelesUeeg eaeblwep 8 g o sqfa;llﬁag’u; B390y(d
a Gy Uouausuj@ﬁhld[se > 9@QCRbgscde A0 o Uo Beywegeoeequugeei
AoaUs ) dalyaWdsBisbaydielide fid'se o s@Rbgscdd 3 7

Ud ¢HARICA Ue " U} sycUs UegaYeqummmthJameGU;Ueuq;
ACountryd ,orgdnizationNameand"Organizationldentifigyd U e SubjéaiDi

GisU "YoslGUes 685dUsayY TLS jgdUsUses sadidd Ka3g
Uz Hame d HABRICAIGUaascUs HUs:

9 TYyddmebAKBALt 30 " UjsycUs 69U RDNSequenc

T TYdU Rel ativeDistinguishedName BAABAL
AttributeTypeAndValue.

T TYdU Rel ativeDistinguishedName, UGHhUGGga3
Udd RDNSequence eU Ud GUs; ¥ "eg UeidUsc
Baseline Requirements for the Issuance and Management of Publicly
Trusted TLS Server Certificates.

f GsU " UpyvyuUsoeU, ¥
countryName Attrl

3U RelativeDistingui s
buteTypeAndVaI ue YAAHR
] 9

Udd RDNSequence 3 U ' h y¥3U Relativel
y3U stateOrProvinceName AttrlbuteTypeA
T TYdU Name @A? UYAABAL BUO pslifsysapUg Uy o
Us fd AttributeTypeAndVaIue a0 fRaU UCOU
UaUfhd Uy¥3s UgUR U beelyoyllalbylys 3 qUY U Us
1 GsUGUDUSUQ@G@Ua}é’J’&BdedJEBLgseHque’Gec{L"Jeaei
UsUGyj ealUUs (Us "a3UsaU AEncoding and
AttributesUd d U 37fL.4. EU @eline Requirements for the Issuance

and Management of Publiclyr ust ed TLS Server Certifi

ZUo @48W° 203



3 cleee mdeasglasg Tal G i S adaeet3HM&MuQquet3 U

V) 9 A
"easUsoe HeﬁUe’eBdaqg U e dWe.tB pgaddd ( Oailicid

9
4
dU0seoecgdUa Usd oUdeysleysUd U UsUedl
cUj UaUd)] st Usaf

7.1.5 K ¥y o Undndecconstraints

¢ HARICA U+ 3 LBLLdJ;ec{uss 8 ~ @ 9 Umaniéabnstralnits yy s GWiedk y 3eg 3 U
‘ U; 96} al Ums tlberx ity Gige G v 3sRFC5280.¢UesligooUsay) aey3d

o

U yoaUUGd cU) Uoddfpasd&s +vd ¢
36g 099U y3U YslGUs 69dUssah | B 3
oG Ug @b dUbjeiaUe bY3 Us UQ3 UExtendedkeyiushgds | d
JUd haUd Usd cjpeaUsd o2sU Usg’ e salUd |
Us ¢o fULﬂKey@&rpodelwanyE‘itendedKeyUsage ago0 d
UeGiUsasUUUs GUds figooaUejoseysad U yalUUG(

)3 Us o (Al seveeddlisdedhKeyRueptiseldd - kp- serverAuth G U d 3

U yaUUUd o) edille palUskddélregdddgiUyy UaUUs UUc 3
’D;se;aem&ytﬁec{uUSSUTd.S&{aMesaaUYe hUs UeayocUUUs f{ =«¥d
60ds ~UBYo) WHIBU Us Bekdss vpliihgd nl)bgd Us Ud:
D'yall&lalmeq:onstralntsXSOQ/SSU Usgd "~ Ujyoscyostemigf ~sg U
Ui ~ dNpNMamePAddress o UbirectoryName :

a) U sy diNBNameli UmermittedSubtrees HARICAdU U" e b UbUst 3 Us h

joULs UasUs UgUhRJ dNBNpmei §Ue Yo B3BBGy p BlUS v
e hUs e 903 ycUs U&eguseueUddOa U fh UOec
Usg GieldysU U Usgd ;UaUs%&Zgﬂ U UsedUgld

b) s U o Y dRAddtess] BpgrmittedSubtrees HARICAdUU = s b Ub Us 1 3 Us
hUs yecUs UsUUUdUa ﬁGFGAddregsseaURpliJsU@D UgOhs Ug
Uzeglocsilcligdpm ®WU§3 ¢ Uxsa el ifpdeltgssy & d o U
Us Uy oUa Us eyj36gd Usg.

c) s U BiréafotyNameli UpsarmittedSubtreesiHARlCAdU U sbUbUst 3 Us
Usgd JsUe+3Ul°Jg’ eUs/d Us fseeU aUs Uds U
yUGs (GUU UU "s8Ue 85dqUsay¥Y UUasat 3 6y dil
Ud#s toveddli d0asUs GU Ggeehy G7d2d U0 Uds U

] 3 Ues ~s0Us  @9dUs s hKeyarposelt- kpdsdneeraythdt U g3 sy ¢ Us
U yaUUGd 6y eallla poUskBdédlYegddddi Uy UalUUs UUc s
’0;96;099$&L5FL:S$erve|Hque'@@QUQQ% UayoacUUUs fH ¥d
G0ds ~UBFopWre U3 U o0y UUUs ®Address iatUs -~
UhU0U0 Ue YolMsilie¥gBdidgffalt)d hoe Us Uijed Urs

IPv4  dRUG ¢ ¥ 8xCludédBubtrees ¢ ¢ Yo 0 UsK ssilbadYWpatddfjd dU d d
’L°J; sy cUs ¢ yexclldedbibgees alli a @addressGeneralName U 8
ceduUssoy@Ues U¥Ya8gdPUJd Hos Us U+4¢ng4)¢30 0.0/0
Hs"Ue’esdﬂUsswehYslllhﬁcUJg’U;sa»UstsUs U aldd, €
excludedSubtreess a U PAddness GeneralNamee U32 ¢ q i Us ackety d

(@Uai " Us3UU(d hea Ue Ui;de/6) qosOJUG;u.UxmaYusug
ol Uc coMiwoNg Udldid U salUec b yYsdeU iRAsdeedsc o G Us 3

e y 0 U peiniittedSubtrees

j sUtes i Us " dadftibeTg BUGYs U8 byra @ dredgdd H
U did - kp- serverAuth [RFC5280]e  UnadyExtendedKeyUsage [RFC5280] Up U0

ZUo @40 203



3 clsee mdeesliasg TaUsilsagi Aaaq3eeL3HNWMUQSquL3 V] #

<] 9
"HeaosUsore UoslUc sUfédddioeoils tedwélbmglidd (Oalcild 4
dUv} UaUUs UUGsossém‘L/TLS@ger\ferdj;emflJeBymﬂJc{sUeLbaYyoGUUU9
h vd "~ Upsoy YGUU8B GUds Uy Yoy Ule

716 ) 3Uo3¥v) 90GUsaf) "easUsosaed "s0Us @6ad
# 6 Us Uo 3(©;D)9Lﬁupga th; eeiausUJg’s oed UsOUsjBOga d
Us hURYUE Yoae )G &Hd‘?‘udeUg’ "s0UB @ 9c[LUssaer+3 x;UaLﬁ e’
ODse "6} 8i 3 30U ) ¢ U GeftiicatePolitiesd 3 U ya UUG g
1 BTSP (Best practice policy for timetamp
0 0.4.02023.1.5 ~¥vd ~ U} s oFTSIENGBAIKE1 G Us
o 1.36.1.4.1.26513.1.6.1
1 QTST (Qualified timestamping Certificafe
0 0.4.02023.1.5 ¥vd ~ U s oBTSIENRBM9KkE1 G Us
o 1.36.1.4.1.26513.1.6.2
9 Time-stamping for Code Signing
0 2.23.140.1.43 ¥ d)} s o ) GvUEA/E Kbaum Baseline Requirements
for Code Signing
o 1.36.1.4.1.26513.1.6.3
1 QCP-n (Advanced Electronic Signature)
0 0.4.0.194112.1.§  vd ~ Uy o ogTSIENRBAAK4a12 G Ue
o 1.3.6.1.4.1.26513.1.1.4.1
1 QCP-I (Advanced Electronic Seal)
0 0.4.0194112.1.h " vd ~ Uy} o ofTSIENBI9K412 0 Ue
o 1.3.6.1.4.1.26513.1.13.
1 QCP-I-psd2(Advanced Electronic Seal for PSD2)
0 0.4.0194112.1.h " vd ~ Uy} o ofTSIENBI9K412 0 Ue
o 1.3.6.1.4.1.26513.1.15.
1 QCP-I-psd2gscd(Qualified Electronic Seal for PSD2)
0 0.4.0194112.1.8  ¥vd ~ U} o ofTSIENBI9K412 0 Ue
o 1.3.6.1.4.1.26513.1.16!.
1 QCP-n-gscd(Qualified Electronic Signature)
0 0.4.0194112.1.89 " ¥vd ~ U} o ofTSIENBIIK412 0 Ue
o 1.3.6.1.4.1.26513.1.12.
1 QCP-I-gscd(Qualified Electronic Seal)
0 0.4.0194112.1.8 vd ~ U} s ofTSIENBI9K412 0 Ue
o 1.3.6.1.4.1.26513.1.141.
1 QEVCP-w (Qualified Website Authentication Certificate for Legal Entity)
0 0.4.0.194112.1.4  vd ~ U} o ofTSIENBI9K412 0 Ue
o 1.3.6.1.4.1.26513.115
1 QNCP-w-OV (Qualified Website Authentication Certificate for Legal Entity)
0 0.4.0.194112.1.5  vd ~ U} s ofTSIENBI9K412 0 Ue
o 1.3.6.1.4.1.26513.117
1 QNCP-w-IV (Qualified Website Authentication Certificate for Natural Person)
0 0.4.0.194112.1.5 " vd ~ U} s oGTSIENBI9HK412 G U
o 1.3.6.1.4.1.26513.118
1 QNCPw-gen (Qualified Website Authentication Certificate for Legal Etity
0 0.4.0.194112.1.6 " vd ~ U} s oip BTHIENBIS4112 U 6
o 1.3.6.1.4.1.26513.1.1.1.9
1 QEVCP-w-psd2(Qualified Website Authentication Certificate for PSD2)
0 0.4.0194953. vd ~ Uy s ofTSIGSAIDUEs G Ue

q
U

(.Q-Q

¥
g’i q ¢
yB q

S

}

ZUo @500 203



3 cleee mdeasglasg Tal G i S aq399L3HNWMUQSquL3 U

V) 9 A
"easUsoe HeﬁUe’eBdaqg U e dWe.tB pgaddd ( Oailicid

9
4

o 1.3.6.1.4.1.26513.116
1 NCP (Normalized Certificate Policy)

0 0.4.020421.5 vd ~ U} s oBTSIENB9K411 G Us

o 1.3.6.1.4.1.26513.122.1

o 1.3.6.1.4.1.26513.14.2.4

o 1.3.6.1.4.1.26513.12.2.5

o 1.3.6.1.4.1.26513.14.4.4

o 1.3.6.1.4.1.26513.12.4.5

o 1.3.6.1.4.1.26513.12.4.6

o 1.3.6.1.4.1.26513.12.3.1

o 1.3.6.1.4.1.26513.13.1.1

o 1.3.6.1.4.1.26513.132.1

o 1.3.6.1.4.1.26513.18.1.1

o 1.3.6.1.4.1.26513.13.2.1
1 NCP+ (Extended Normalized Certificate Policy)
0.4.0.2042.1.% " vd ~ U} o ofTSIENBA9IK411 G U
o 1.3.6.1.4.1.26513.122.2
o 1.3.6.1.4.1.26513.12.3.2
o 1.3.6.1.4.1.26513.13.1.2
0
0

o

1.3.6.1.4.1.26513.13.2.2
1.3.6.1.4.1.26513.18.1.2

o 1.3.6.1.4.1.26513.18.2.2

1 LCP (Lightweight Certificate Policy)
0 0.4.02042.1.3 ~¥d ~ U} s oBTSIENGBA9K411 G Us

1.3.6.1.4.1.26513.14.1.1

1.3.6.1.4.1.26513.12.1.2

1.3.6.1.4.1.26513.12.1.3

1.3.6.1.4.1.26513.12.4.1

1.3.6.1.4.1.26513.12.4.2

1.3.6.1.4.1.26513.12.4.3

1.3.6.1.4.1.26513.12.2.3

1.3.6.1.4.1.26513.12.3.3

1.3.6.1.4.1.26513.13.1.3
o 1.3.6.1.4.1.26513.13.2.3

1 DVCP (Domain Validated Certificate Policy)
0 0.4.02042.1.6 vd ~ U} s oBTSIENRBG9K411 G Us
0 2.23.140.1.2.5y © ¥ )} 9 o ) (tvil/B Kbaum Baseline Requirements
o 1.3.6.1.4.1.26513.11.1

1 OVCP (Organizational Validation Certificate Pollcy)
0 0.4.020421.7%° ¥vd ~ U} s oBTSIENGA9K411 G Us
0 2.23.140.1.2.3 ¥ d)} s o ) (GvURA/E Kbaum Baseline Requirements
o 1.3.6.1.4.1.26513.11.2

1 IVCP (Individual Validation Certificate Policy)
0 0.4.02042.1.8 vd ~ U} s oBTSIENRB9K411 G Us
0 2.23.140.1.2.3 ~ ¥ )} o o ) ivil/B Kbaum Baseline Requirements
o 1.3.6.1.4.1.26513.11.3

1 EVCP (Extended Validation Certificate Policy)
0 0.4.02042.1.4 vd ~ U s ogTSIENBIaKat1a Ue
0 223140.1FH ¥d ~U) 809 ¥ (i W H e BForum
o 1.3.6.1.4.1.26513.114

O O0OO0OO0OO0OO0O0O0Oo

ZUo @51l 203



3 cleee mdeasglasg Tal G i Va»d399t3HA\l%OAuQquet3 U

V) 9 A
"easUsoe HeﬁUe’eBdaqg olUs wedWatswpdgadd (Osluaslqd

9
4
1 vy G6-BV Code Signing

0 2.23.140.1.4.7° ¥ d)} 9 o ) (VURA/E Kbaum Baseline Requirements
for Code Signing ayUs-BV Code Signinds 0 U " e s dqUsa ¥
1.3.6.1.4.1.26513.13.1.1
1.3.6.1.4.1.26513.13.1.2
1.3.6.1.4.1.26513.13.2.1

o 1.3.6.1.4.1.26513.13.2.2
1 EV (Extended Validationfor Code Signing

0 2.23.140.1.% ¥ dJ} 99 FUBIFAVGd 6 0 ) & A= g

CA/B Forum

o 13.6.1.4.1.26513.13.3
1 OCSP Certificate

o 1.36.1.4.1.26513.1.7.

T A3 U 60 UYO Banthte@SODPI  (
0 1.36.1.4.1.26513.1.8.

O O O

¢ “eoeydd oalUU cU0ODYWeBdUsd > v o dllesalrs (U o Udy
B N N¢ gk

B#&3 uststGJuKJLngU; 9 9 ed’ Gp;sdJiGdJaqldauq@g’d,Jwa:w(g ca3®@i 3
Us Uo3¥;n@nyPldlm:wsf]L®ID 2529320EUC[3 ’U;&wslﬂwﬁ?‘qtlﬂis ¥ 3
A&xUU; saed,’ cpey‘UdJl_‘ba 1390 dadj c[usa GOIIléd:Jgﬁ Ude/ ey Us C
ey 0 U 0 U(d sCettiificagePdlicylidlg Yo 0 UeK'sdimdrg &daialid

AYdA3 lioVedlad)B 4 o6 mmUleyiskd 88 e juseeiylel 6 9 q Usoa¥
o U330y} 9 aUE®d (*‘Tl:ﬂdﬂj@ct organizationldentifier Ul y o UUG(
certificatePoliciesf U j y 3§ U 4} o o Uy dudesNotisee [ o :& Ehis Qualified

Certificate hasbeenlssuedby the QTSP"GreekUniversitiesNetwork(GUne)" with

VAT numberEL099028220 .

¢U0 Ulmaide &gglgasw deBggLsdU U;saUsybs’t]u; g3
UUUstus@F °~e8asUsaegABrodseg Forum G U0d 3 U yaUUGC
certificatePolicies

"h 15 tegeddgbBa2dld& csdWMME Fgbli | Beidies UUs
e U0 d CABrewser Forum Legacy Generation profiles 2.23.140.1.5.1.1,
140.1.5.2.1, 2.23.140.1.5.312.23.140.1.5.4.1.

—

G}
2.23.
7173 3e0d Udd djysxsd @idad [(Robcyg@bnstraints)
pUs 63 as00Us.

Us GdeUBseasoalU Usg Uy UaU(d
¢ U @okcyodifidrePsuri [RFC5280}d U Uy sy ¢ Us
eeloUdARICA.d YUY/ ppv Udd

EO Uy o ‘Ueglydd G o ¢ 6 U @oticy qualifieeuserNotice  [RFC5280],d U
’U;seyu;auzsuawduu;so;‘?‘uug Usitiseyd “~oadjeieyald

o

Ge6U0UaegUOUUs U Ue3s HYYjeeae 3 dyUGsit 3 KAe stUsa!

ZUeo @520 203



3 cleee mdeasglasg Tal G i S aq399L3HNWMUQSquL3 U

V) 9 A
"easUsoe HeﬁUe’eBdaqg U e dWe.tB pgaddd ( Oailicid

9
4
s U A09094§8y30 o l8BaeBg@oa3 U0Be BPUeNir:
O dueaUs Uds BARICA (d)jodJB g V8o d¥d YY) ecaed
Ae os0Ucl0i3add J1sgydBliballec Keadds s Y:

AThis Qualified Certificate has been Issued by the QTSP "Greek Universities Network
(GUnet)" with VAT number EL099028220.

-

719 A U303 o00aU GdeUlosesacoaldbemafsds o]
Yo U Ue ~ e(QGedtificdte/Policies
oUs 63 as00Us.

72 803 a0 UeeU s) Y

721) )1 9defhd yoatlasldd
B Ujsdehd yolUc¢uddoyYgdoUatéesg2UatigaladeUa
i . 5,081 ¢ v JdWRFE5880.

722s1 Y aUs U UsaUYGUsd Uooy UlGL3s s) Y

7221 3 8oy Ulie
Bs Uaofyosdees g eoyUlled Ussasgdeis Usd U U
6.1.58 Wo4l.6

7222 J oo fhy FDLAPH Uy ¢ UUs (¢ @i

K 9aUyy e3U0U0s ¢hB8UollgxHijdydicas o SHAR3d)s Ud
s506gyah U0y @

7223 y3e&BUuAHUJ

gapUsUoymeyB@eldd | jeed boalUs sadlidd "eg yclU
Ud sbyte” | dye

7224 ¢e Uy 6 ehsadocly ) v dd
¢ deUjeedsal yhlt€timeg Udd s Y

7225 K" heUsd Ksdeyy vid
¢ eyosllUd cje390Y QSOJGSQ3aﬁJOU?(}S|'imeGQg’ Ud d
AUy efeea3UU0sUdl hgaiade o Us ¢

] 3¢ sAVJsﬂststl"J:ﬁq ) ) ) o . .
1. yc Us UWeehUBL at)d) qld@imweﬂqx‘yug)a"waaeqqau:a aUs
2. Ugds toYedlidddedliyua gyl U " 6o qUsaY

Uhddugsis veteli'dsy Ua 30 L"Jaumuf)sa&zsslaplﬁu‘ilaf)gooa
jgdeldd l"JénexdaUpdateu Udg g th 099991231235958" h * wd a sl o

RFC 5280¢ sty Ueetg; a siURECE52800 9 b 1 U ~ 6 el sy 3

o UasY o Mﬂsdc{sU;esc&ip@ﬂUsm&quUoUUs Ut 2950 U«
UOaOgleJDWLKXg’auej U @qgselgqmubaUleﬁulme ua L°Je
o U 3ya HSGUG’ ssdqUsaf GUe Uszed.

ZUo @530 203



3 clesee mdeesliasg TaUs 8 i V&&d396l3HN&MUdSUqGL3 V] .

ao aUs
"UeaslUsoe UYosllUs cUiéddbliolUs wedWétispdglidd (Oalaeld 4
7226 YslUs 895dUsay¥Y @
sad U0 U paU GO 500
GUsjalPeabadldale Uy e e dlag W
UTCTime

>
(O
B
&
5
Q,
&
°®
Co %
TG
<4 Q

7227 |} ode f dOIR 3.5:29.20)
g U yoUlWld WgdleUe b &b dsll]sUeslley as UUUs oy alls
y 3 U Ugs~U3f]£U33 ee3Utosoafh Uyosadeh “~68g o (|
5. 2. RFCE28®

7.2.2.8 Authority Key ldentifier

¢ U yoUllid WgdeUe b o dslldsUeslts as UUUs o) alised
U @uthoritykeyidentifierUd d Ko lUei GUd | 8 GieclrsRFCeU Uds |
5280.

7.2.2.9 expiredCertsOnCRL (OID: 2.5.29.60)

¢ U yaUUuq UgUe @37 ¢)0t00xd80] UpBgPab 808 Ue )
Uy yeUs y3uUsszd HUs d s) b 'U;eaUsb}‘?‘sLﬁJe 0de’
"9s0Us @adUsoeat 3 Gi e¢l¥ys3 UTUTX50ds UshU4qUU 9. 5.

7.2.2.10 reasonCode(OID 2.5.29.21)
] 3 " UpsaUebhby¥Y3aUUUs, Ug U0 decll el do sWblblysU oy

j3dUoo) BiwUGemUe 89dUsah Aéf’lmep’gajlﬁltmdtlgj’ | Y,
dge UyosalebhbUdxstya radddepaasleoysecysd U yoaUUGC
s | WU Uy saUebyYaUUUs
j3dqUoo ) §p8UGe BB 00U 6 ssdjllpas i) c stisgosYUU R BAQUU
youlupdiggooUaPopyBudgdfiegddBAED U} salgb&a¥YUUs
p3?) ¢ d ’U;UaQGd"a, UG hHOa 3 olciegs 6o Us i ac
ﬂ¢y36lﬁ2§LRdasorUfU b wrispecified0).) sy 3 U Us Fre it s
unspecified d Us i 8 ij BUU ~ Uy Ua»LIJaiy;LUsye Oat oo Uueg’
9

reasonCode, U 3
000;@]0’&60(]3
certificateHold (6). ©
4.9.15

M) 3qU" yoWOdq Qi &rdasonCode Ua 3 Wg a, il @RLReason
AU UsUsGleegeBdUYoafobs YoaotladdgtUs 6sdqUsoai
Gis(jst e U 404 3 OsthUU

T¢ y3i 93q CRLReadlon’ Uqua»Us;byYsU.bUUa GU0ds

6 i WU
Us U’sU;y U0Us U hJBJssegU ] 809«
¥ 0 L’Je ‘ SLt{rLseLa@RLReasonu U0 dU0a3 Us

j 900UV, Ud "~ adyeileyald bjyaloe

Cot

reason(lbdoe,lswqeg’g’eg UsUstUescUa GU HYsaUs a:

SSL/TLS ’Gg UsUsaUaUaUU>s SUUR[ §ﬂ9§Ud5QtG

CRLReasoO runspldcmfled(J@)"'UooB;sléww@hJets‘aaqﬁqg 290U

"ot Us @9 qugeY FgaljeedUis SSL/TLS “@eg |

tegaas g UB028Yc UUUs 30U "~ e8U0Udeis3 © 30 Uy
Fieldvy3aU U Uds 03h0q00T9X55391 Ugd Uai REFLH
U sU0)y e300s ehsae ugere;ssyses axﬂseeo ¥
reasonCode ogyPboaydU Uooj Ule

ZUo @54l 203



3 clsee mdeesliasg TaUsilsagi aad39al 3-HARIDAL de Uyat 3 oaUs A

"UeasUsse YslUes ecddagdyu U e bWaHop wdgtidd (Oealiclid 4

zZhsae @89 UUJaafp@Rijl@edsom’e;sUsgadg?‘q ud U yaUUud
reasonCode 29U Yos0GUs 89dUsa¥Y EKEgsljaseedUe

f keyCompromise (RFC 5280 CRIReason#l). 3~ e u U 3i Us HUs

s3vyaUfR © g ¥yeUs g eyaU “vd Us ¢tusrUs

UsaUUdUa .

i aff|I|at|onChanged (RFC 5280 CRLReason#3)H; GG | asUOU0Us 95U ¢
Lt a0y 33U g’qu03~U9 hUs yGUS Usa¥YaUs UaU
He»q;eue;aug’ ¢UgUf]UdUUnglUJm;gea}c[eraanhasya@’g
g YyeUs ahoed g eyaUd HUs Us tisvrUsah
Uy UbsUGUUGa.

T supersededRFC 5280 CRLReason#4). &} 6 @ | asgUU0Us 299U Gy elc
g etiUaazUs hUOUU @ FKEgstjeedlUed YslUs a:¢
godUes eosdUsaf osU Uds UsUsaUUYGUUG( Us |
cpsUeUs;queg[ Udd 8 U ealUY UiacgoU GUe>s
Uayoceg BuefhedlUogUj eFQBPN e U wi'sdllld@g s
isUi dgatd daUsaUjeassasi UUecglijeelasg UU
Udd | 8 yeUs UsUsUeayiUs Us YstlUs 8sdUsc
Uy yYiUsoeU Ues YodédpPé( 88dUasofhUilgUbdgecBds
Baseline Requirements Ueg CA/Browser
msUcUsystaUe Udd | Y.

1 cessationOfOperation (RFC 5280 CRLReason #5). H; 8 8} anUUs 29
cyjeldd HUUs @ queGl;Gg’ eU Ues YstlUs 85q!
Ues g Hs&Ue’estseei e Uys @ EgsU;equeg
yseeU jurjyeg GUe ®YsliUes esdUsash e Uys
UUcgtilijeeUaasg UUUU{UG@&’E{G@Jpq Upsdd&ieUsh qU
FgasujeedqUed 003 UOyeUs e UayocUs ~ ay
UUcgtjyeeUaesg “ag b;oueUUUs dUes YsaUs ¢

1 privilegeWithdrawn (RFC 5280 CRLReason#9) 8} e e J ag UUUs 099U &
hROUs g Yy a3Us "~ Uy Uballdq U K Uds aUgy Y
G0 KeyCompromi se, 29U "~ UyvyuUsoeU @6 F
"Uy UacU Uy U aUsdqUsoeayd adjeliaeyald aU(q
yeUs UdyetUs UsdUsedgl®egUsbhyy §5ccldlg 0 E
FgstujeedUe e Uvy3 yyp¥s3 jreldd.

1 certificateHold (RFC 5280 CRLReason #6): byee)yaslUU0Us HUU:
gédUs e oqidifagoilioai UadOUUs G0 UsUea:
UsUgUsgae) . qoLAcQUJHdsUsg’D@salﬁlﬁtﬂ)Ulﬁlg’Og’ ady) e
8 ahoad R U sUyy UUUs 30U 6ydiscea’ 85Ut
SSL/ TiSe®) Ulied TLlUsaU

7.2.2.11issuingDistributionPoint (OID 2.5.29.28) L 5
AY3 g YyeUs, UgtpW@wglsyeddllad; y Us 3U U sid
9Jalosced.

AY3s y3U CRL uUs joaycUs Uooj Ulyd 25U fAaU U
"8g UestfhddeUs ds o UdhWPsgtipPed 30 Uy sycUs ¢
U yo &@l‘ﬁlg{)lstnbutlonPomta B8 Gge ady) t disuimtionBomt ~ Ul aa
UgUed Udd U yaUUGdd.

ZUo @550 203



3 clsee mdeesliasg TaUsilsagi aad39al 3-HARIDAL de Uyat 3 oaUs A
"UeasUsse YslUes ecddagdyu U e bWaHop wdgtidd (Oealiclid 4
BoUe d ¢ U(Parttipgngd s BAABAL 30U “~U)sycwgusag Uds O
DistributionPoint ¢e “~Utae distributionPoint Udd 0"
UANKBAL 30U g YyeUs. K o oayes, Ue “~Utase full
BUAKYAE 30U g ¥Yy6eUs, oUs d Usee Usg BAAKUAL
U UsUetaUsd:

1. K¥3 y3U YsiUes 6sdqUsafh "e@ddPes@ppeysUsUc
Uds U yaUUGd CRL Distribution Points,
uni formResourceldentifiers aqUe ~UOlase fu
UAKYAE 30U "~ UysaUeby¥3sUUUs GUe "~ UOlas foul
Distribution  Point Ud d S| Y¢ avylUsae asadud Udd
uni formResourceldentifier GUddDal Uess UUGJ
’Useaeehugorhﬂytébyltdaentlcal) e U Ud s 9

6) dlisee 69UaUyp thistdmtai dIn yRdilnitds Usg "s G Uec
2. 0 aaU Gener al Names Ui "eg zwBAK&aUMResour
“"Uy9aUeby¥se3UUs.
3.¢i 89 General Name “6g uUUs UBABEBAHBNI f or mk
“"Uy9aUeby¥se3UUs.

g0 "~ UOtaU indirectCRL aUs onlyContainsAttr
FALSE (udaUle, 3U e€d3 Udeat363UU9s).

¢ HARRZ®BAAH) cjaltUs UaUU Ue "~Uliae onlyCont
onl yContainsCACerts GU TRUEJddUasyjezso U U Us

¢ HARI CA dmABmt0 ldat GUs UUgUhey 83U oaUs
onl yContainsUserCerts aUs onlyContainsCACe

¢e”l°Jt“Jae onl ySomeReasons qu?A’YEs&?tLE;yéqe;éqd-_szaU
UFJUU d HARI CA U /NAWDAL, Slap| W GUgseyUGULg’aoe UuU;aeoe
aUai " UUs HaUd Usdg UsUssretUsd U3sUzU; UelUrd r

¢ Us ahory UBABAANYA#KID saddy 6 oc dlgg Pre ys
7.3 BU} a0 jOCSRE U
Bs Usg @¢sbdidqliydg cacy) (L RE@GEEBAs ¢ U U

y 3 OCSP responseU a 3oUbdtlis (0 Ue * eTsed (ysice B di o Y g MG d d

ge Uy 9aUcsbv¥patdyBlea o od@shaisUs " clogdihe & §
3Us aLdiFﬁlTlﬁ’dJO ravagationReason U 3 (fsHpvokedinfo U eQgprtStatus

dU " UysaUeby¥Ys3UUUSs

3 UGy g0 DY » o Ue bzt tBay " s Uy y " OUUs 09U
U 7883 U0UshUOqUOU
731 ) ) osd oRNiddy

3 et UdyaslUUUs d youoOHPhHI vy gUpe ®BOds jUUDL3 |
6960

#8 CRLReason @ g
Gi eldvy3 U ¢

ZUo @560 203



3 clsee mdeesliasg TaUsilsagi aad39al 3-HARIDAL de Uyat 3 oaUs A
"YeaooslUsoe YoslUs sbfédyu U e dWe.tB pgidd ( Oalicild 4

732 0CSPaUs U UsaUvyioUsd Uvs Uooy Ul 3
¢ g djotsrRicly disee eaoUa UddUae VG;GVSGCIG;VUOGUl
Usogy AJdudd ey as UUUs 4913 s U Up ¥o U0ed UbUst L
Uooegy hUdUU Udd g eoBoy WeeedsddU Usd@didd.Us
ﬁsUdersOg’ UegaYeques cealU e Waohyoddgas dJ}
g 6o Udiede) disebgsasosUavigida U BeAp. o

¢ asingleExtensions U 3 PdSPresponsei 0o’ OU; 5 & U@ dea¥oaddae (OID
2.5.29.21)CRL entryextensionJ o &y ? ] ¢3 W U; 5 & U drctiige CusOff
(OID1.3.6.1.5.5.7.48.1.6) i ¢ (i & H1dB3 A BPIWeRFC6960.

8 OalUoced Ugeodhp); deddld | 396a60e0U:

8.1 Fgo sthldg 3 d Walllgfc ohodidd
¢U HSUUGU'XQ3EHC{UG‘3}E§HY‘USSG oessUe*;Usc[UsUeyaueud 3y¥3 o9l
dlyGeLgasLUJngg' ¢Uessaeig’ B ylisedr ). sluﬂtkUagﬁ;!aLbdeg’s UUs
u&suxﬁ]hth Ud s ’U;‘ﬁdeLdfyee@37¢UesseeeUdaﬁ Hﬁ;s
UayocesUllbe GoePrgU HoaUd Uslf Uge dh adedsd .U dlj UJa syt

Az x UUyyedlipfged y 0 Uidey/ ooy U
’U;aeueg’ aUUY Uds 6 e8aU dU
a0 & 3

B®dYollews ddqgda U ~ Uy shur

'U;aeueog’sUU@oeseugUU g, 080 gy

¢
Uayoeceg Usg Ueayoecaeg Ggeehy Gy
8.2

.Qt°
Qﬁ

o
Cy EX

gUgURUQUU/ "Psagaddd Ue g
UsyU¥pBalgagly HARI CA oa3UUUs U'h UsUsilisaUlg
UaUooaUe, GicelyaU U Usd "~ eusUoyj Ulyd Uxs o,

m -

(<]

3
Uyd 3y Us Gy dqas g U

3
Bs UzyUUjseca UaUos _Us
JstiyeUUUs OB o iggdd Ukge iUy h3Uxs, © "~e8g dU ¢
“"Uya " Uxyxyad 30U U dqyU0vyaUs Uds Uz UsaUsegeUszsoae U

84 ¢U dyeUUU "6g aUat " Us3UUs U  f Uds

¢3 pMHARICAsa Ui Uds s UBy&iliyd

1 ETSI EN 319 4141 Elgctronic Signatures and Infrastructures (ESI); Polaryd
securityrequirements foiTrusted Service Providelissuing certificatesPart 1:
General Requiremerts,

1 ETSI EN 319 4122 Elgctronic Signatures and Infrastructures (ESI); Polaryd
securityrequirements foiTrusted Service Providelissuing certificatesPart 2:
Requirements for trust service providers issuing EU qualified certificates

1 ETSITS 119 4116 fiElectronic Signatures and Infrastructures (ESI); Polaryd
security requirements forTrusted Service Providerissuing certificates Part 6:
Requirements for Trust Service Providers issuing publicly trusted S/MIME
certificate. 0,

ZUeo a57W" 203



3 clsee mdeesliasg TaUsilsagi aad39al 3-HARIDAL de Uyat 3 oaUs A
"YeaooslUsoe YoslUs sbfédyu U e dWe.tB pgidd ( Oalicild 4
T ETSI EN 319 421 AEl ectronic Signatures a

securlty requirements for Trusted Serwce Providers i |ssumg -Fimea mp o & ,

T 7TU3 @63 e(EJUa f}lcg910/2014 ¢IDAS) Uegg; ¥ UTueeeesie b@d®aae g
Egebe g alibwhy Us UjUdiaydlese scibeyd ¢l y Wied Bt UB Ui 3 dd
o[e»UaU; 6390yd U0g>daa diysderinidsU) 83 B ssedda U
Ues 3 T UsmBU148BRIP4 (

A o HHARICAY c o0 v ¢ Udli didblisgf Ut o8 U Oage O3 U
1 nBaselineRequirements$or the IssuanceandManagemenof Publicly-Trusted
TLSServelCer ti fi cateso,
1 AGui d efdrithe elssuanceand Managementof Extended Validation
Certificateso,
T ABaseline Requirements for t Rleusteddssuance
S/ MI ME Certificateso,
1 A B a s &équinereents$or the lssuanceandManagemenof Publicly-Trusted
Certificates Cod&igningCertificate®, @ U o
T A"Network and Certificate System Securit:
“egde s 09 Ui a3 UU ttps/Whew.cabéottirodyg 3 G d

A o ByslU) U”‘?lsext’]id’&xqﬂ-lARlCAugs eg) GaB UUUSs
T Ué ) UETSI@S119495 cg s UdUgmb9 Moo WBY scy 3 rs
Hque’eseMsaLﬂaaUeujeLbengUegﬂgJ;f]GJGgq;Uusl3
Aa’qud‘l‘lSF)soon)penBankmgu*suxsu e U (EILq)s BlUdoa

2015/23669 o U g'c{;UuoUg[ “ody reed oUs Uss Kz
(EU) 2018/3890 ¢ UUs oY e¢U UU 7TU36350GUseyY ¢Uc3s:
UUOgUse cadtd "~ UaUUt3 aUs UU se8s3¥ aUs Ul
aUs
T Uds 3 e6gjosoee | -0h8i iU 20 909/ 20vid Uxd UUg
GesU UU Oe olUU ¢3 alU0 zy4d ey G003 UaszUs KI
aoUebyYsUs yodUGd Ueayocag, g UetaulUUUs i
U eUUacsi 3 Ud bYLTJaiUﬂJsx&lLal#Js)taﬁl@eUeg bg, a o e3 UUs
e eaU U ysdd® U tzbealngu htueld Ueg Oe s0Usg
dgeeagy Gt 30Uk vagUodfpsmege Oc stUsg ¢VUd®eg 7y}
Y/ puvy Udd HARI CA
] 3 d 93ted UasUs fHUs Us Oe s0Uec g3 aUs 27y} s
GgU0Us dU U sUpyyUs GUe Oe s8Ue ¢j3aUe 7y} 6
UseglosgilicaUdeysUd aUsUsg)oalUd yrd hHUesg UGUy
Us Oe sGUs ¢j3alUe g¥,edlvwiobildyyoareyegd Ggee
isU BUyshlicgd AKAoayoceg g 3Ues36i3 U K ®© ¢
aalsilisaY | H “ag ¥ GB Q3 Uo[sseg;oo[dUo Usara¥
"UotUes 69adUssafh |8 (calUUdeUgey3sU osalUsitsyvye |/
ey Ur256SHAUWUBa&EYY sU Uxs pdehlosrs ToaUsl:«
FgooUo)oeysalU, 6 o3FaoU)gUUslisfld gSHdAasoas UUL
ayvutuseae esadlidd Usesg SubjectPuincKeyInfo 8 g
3 U Uy saUcsbhbyYs WBUy G 8 8d Wdediteddtf ool solivesigs & veegd
“"UyyeeslUUs U gUdssUd6wd @ededd ¥y UpEPUWys Uad
Uayoceg UdEs HARI 8R)ry UsadyGUsd "~y Us 30 U0U


https://www.cabforum.org/

3 cleee mdeasglasg Tal

~ 3 veU G i a»aq3eeL3HAmOAUQSquL3
UeasUsoe HYslUec e6UdS

8
oUs webdWé&tBmglidd (Oalaelid

oy (.D
Q(

g aUeb¥Y3es3UUs vd U’ @
c{‘?]stﬁfch’sﬁUrﬁfgms(gpaaLﬁukbugs 9
3 U i UdesUs - 00 “veo( i Ustiles  93.
eh eU Uesgd uUf]Geg (<o)
We ddiadi W @gntiyg B dspolids” ¢ a9 Us
eepddbgsdd

Uxs U ”Uaﬁ e yU

U a
9

U
G .
d

yoauasld
identifier), e ¥ G } 9

86 | 3Ussas3rld
¢OodUKd oc6aeg UsUly
"3 hBGGEG0OU0Uq yadUOGd U
HARICA (https://www.harica.otB 5
GUesgd U) esddligBpd i
%Udaee K 6. A
eealios 69oUa UU oUs>s
UooUsoB) wniBatgatecsd d §g
a’aq;vd@i:ﬂaosplwsmea@
h
G

)
d
U
0 3Us g 66y (
Y "6jatelU00 Uesg Ueyo
yi’jsﬂqusmls U'sUb Uasi 3
"o Wampy ¢Jold le@‘wﬁ @Jg’
Uas Us ueUdy seUd GUs
UgUe seoslicsoaqci AuU;:

3
g
5
EJ; g
a3

aC
)
c
0]

} illg 0" UsUUaUUs 3
3 UsUa0Uscsece Yjece

Co @ Co CoL¢

C o4
® 0@ «
@ CocoQ
O

amas
@
O]
Q
G
O]
)
w
@
(@]
o

CcC oo odEx

©o0acm®
CCo™ O =0

87 KiGvyUU;sahd Oa
¢ HARICA Us¥Y YU
UsayoeUs Uds " @es
UegaYGques au 0
UG’G@O[USGGi e
Ue’estsels "263gUSSL/
’U;eaUstseaystVﬂUa@ ey &
UeulﬂJcbl@JasLd);ecg’ UoUGUUiI-Caoridel & tFiimm) LW sBa
Uy egl U’ssyalﬂ)@@sh(UDﬂﬂeUlQBDlUr@eEﬂmei):)SL3
UU U~ hHmmmmmguwwq@@m Ygrg Udydy Uds
Lo eUs Uda@ Us ddlidd UG v W)y ddegesiUdgn U0 oy
g u@mbm@@ga'ﬁ@aulﬂEﬁBHeGu%JeUmssc{Usal3 ‘
Uy Uds "~ Ujaeitie “e6g 3UessszyY U0U0Y U

W C<°° CO

@

‘o{Q),Q_ \(Q(.D
N

3 ¢
) U
Y

GO TS €
% Q.

L 3
“dy UTe
Ey3®
U U

(<

3
9

Co O

W
< 0w

ZUo a59W 203


https://www.harica.gr/

3 clesee mdeesliasg TaUs G i aad399t3HM&MuQquet3 U

(V] aUs
"easUsoe HeﬁUe’eBdaqg oUs wedWélsopaldd (Ostesld 4

ZUg) 6 3 5 oBsolld)wWedlea UslaitUpsU sdgiBlisE s Us a ¥
gUc3oaY HLK;saJee;Y&:Eleuyq:R@ACJ sbYaaUOUUs 30U Uy Usa @
Uey didd UgUed Udd Y8/ ppd.

Ko Uhd Qe hogliy) d "eg g eb¥aaesszUUs GU UUelsc
U0 o3 9Uey sl ~ e glsanllBgslan cbsl—UAUFhlsCi‘EsAbQ‘:BeJae

O¢ o ldpgg 6dd Us Wbyl Uosagy RUqQUUG o250 Uds
sl Ue cBHBWod1@0) Ulipdd THARBOA eglarc JiWiedWal d d
oY®DY s ldled s F g U)o XdV¥bRAa®E lGgeecey GrdUa
Usd 9slcicggliBd UVUJasbyrUsddies &) ci 6 Ud YY/ popv
UrBlidoBY 29U U Usd Us UUd Ua HARIGAJZ HARIEH oy ~ Us
Usdw¥lo UgUyd Usd g 66 UiUegobUbYUlgytiqUs Ut
Gdgeefheir als g BlUwkgmslld pENIdd Uxs g Uy oeca¥Ybrs o
AKUUos) 9od sHARUOA § W Ws U@ UyGUs Usd ~j UaUsoay
GoUtsoalUbhelg pEGdHg s gd o0sU 3U e Uédj G Us H U
zy4ed 0geeadiUgilillogtt/Uppd AdRDI CAs Yy UayocUs
UayU0Uy; saY Ud Qe eshiymidgierd csgrds U = & Udly U

Y/ pepB Uds auddglideémghegglividd Udd HARI CA

¢ HARHOA py Uge oadjtdUs aUs 30U g edpyvYals UU
CCADB "8g oaUsai " UUs Usgd "UsUe@Usd Usga¥Ycol

A e o5 CA\BR

AY 6 & 9 Orwome RooProgram

AY 6 & 5 MaziladRoot Store

ANetwork and Certificate System Security Requirements
ABaseline Requirements for Publi€lyusted TLS Certificates
AExtended Validation Guidelines for Publi€lyusted TLS Certificates

9 Ke "6} ey 2P2ee90Y dyeUUU

Ei“’
g \
(e
(@]
(@
‘®Q

U
A;Ugso[Uea‘ytHAR]QAiuea i GseaUavyeU 33U U 9b
FgsljeedUysg UlﬁlaaL;bh@ Lﬁjgs U} o 6 Aleolbsy visi Uilelyey wad UY
e U000 1 aqlid e Ya»a»eg Ui "eg UsaeUUYaaUg
U .

CoQ

yvrladd ~90Ues 69dUs
U U 889phgUB8rs; UL
¥ 3

¢|:IARICA09UUq;00 Us lUsosaUa 3

bUGsoat 3 GgsUy o8ghpglUey ]y

912 ¥ Usd "~y HhaGBUGIdd GaU ’sﬁUe’eeqﬂseY

pUs U sbYeoaddUUg k) Wdss §0 fEibd¥as d Us o

913 ThHGUksgreadq gL Udidq aU0UUYGUUGdd ~sGUs @

ch3 U sbYaae3UUs 6y UL dUsd 090950 Uds UsYoeoadl
GdUes 89dqUsosaai.

ZUo @60W 203



3 cleee mdeasglasg Tal G i S aq399L3HNWMUQSquL3 U

V) 9 A
"easUsoe HeﬁUe’eBdaqg U e dWe.tB pgaddd ( Oailicid

5
4

914 ThaUecd gYodaybl ot 3
¢ HARICA 9 0Udy Ua Ue U9e Uninltald 300 00 g bdv)albilosU de |
Ug 9ot 3 U5 biosgssliewd sUdlp g sdUs eoadqUsaai.

915 psUlisaUtalUd U sGUjeiled 6} devYUrs
U3 63 asU0Us

92 Bosaegeosoe Ugdi 3(

¢ 3 THARICA i U3 U3 UaUecablrs UGB eeliylsl) UBoo @3 eapdie @
UgdiUadhd Us Yeoard cjasc8UbsUbeloehpppU GUs

93 Ke s UUgUsadgpldqe&jdsL 3 Ue 63 906i 66U} U:

931 BUUWs 50 UWgasomi @}

g0 oslovxUsoa¥Y oaUsilosyY Uvs )6l 3 HsGUG",goqﬁqQ

9oUo®dyY Usd Us Ul e sellleallsdy j b acldfe edWgrlydsg/3 UUs 19 |

Ue ot UUgUsayd "~adjelieyald. Headyeideyald GcU

UGdvyaUsU Ux3 Gl 3 h'egegpraghs Uss TJB0 806 Uc

dUsj 3UUs U atGdd usUbUdesteysUd

¢ U0 06 tsecll s j Waliwalbdeyd d Uy o UL G Us@’ ooliligolisly 6 Ge

Ue sa¥WUgUsa

932 Yadyelieyald “~eg uUs Ue a Uesgs GUs
ad)Jeliaey) sl 3

Bs adjelieyald "eg ~UysaUehbyszeslUUs GUU ydqiu:

dUxyy ei 3UUs Ueg o0U0UUgUsoayd.

9.3.3Agdi3L°Jg’ 99U Uds "3 e0GUUGaU Uxs Ue suaU

¢;e }GU’X 99 h UdLg’gsHLA;RdG&AUJ@Lgs Usiad g 3 6 o 990 Ud s

Ue  9uU UUgUsals 3Lb~qa,t(133u3q49(1u3983'393+3 sg “ed)

'a»o[sv”Ues deae K o99sU Ues G”’eaeEU UrgddGrdd i JUECN

ﬁgs@UUsalg ¢a; 8 ) eew Ussos f udd HARI CA aUs @

Oe’UsﬁliJgszsqe "td 30 c6ydlises 6o6isUdaUs 3U

0i8l’£’¥3L”J e U Ud 3¢ HARIGAYeoU Lb(Ya3 CBs. haU UU aUUYaa(de

) oUsvyUsayY eyU3 U 290 Uds UGUyesoe UgUed Ud:

94 Ke s UUgUesgphldqe&fdsor 3 ~jely o206i Uy
941 Fcy Wsé B HUqUUJ

¢ HARICA ycUs UGUj;ehtUs HYeaslUsse YyeulUtaUd
pearld "y et UUGaU(d pUueseys¥s, GoUdy o
https//repaharicagr/documentDataPrivacy StatemenEL.pdf, G0 Ggeefhypldyad el
Ud 3 aUasUsq 3gecdUtalU aGeUUsay U Uds " jel
3eeedUGaU oaUs Agy v Uyeesid FTUsesoslieaid.

ZUeo @6l 203


https://repo.harica.gr/documents/Data-Privacy-Statement-EL.pdf

3 cleee mdeasglasg Tal G i S aq399L3HNWMUQSquL3 U

V) aUs
"easUsoe HeﬁUe’eBdaqg U e dWe.tB pgidd ( Oalicild 4

942 Yadjeiie)algUsB8d)ase3UUs Ue o0GUUgUsayc
Bs | Jeyda@dUu0ai jUs0) o¥ee3UUs “~jely sayY 00U
UsUosti3sldd UUgURUJUUd o9 U UsedUglidd Usg
Ue aGUUgUsa¥Y g0 "yeldr ooy ulleeysU uUs U
sheed ® Gge Uy oaaUc b ¥seslzellooUdi Ubedy U deelihtlics’ Usds d
Uy yiUsoe Bubjécti@ g” Uddidle " eoaqUsoaci) eU Ud GgsU
GgelGvysaUa e JoUits 30 dGge UysavybUs GUs YstUs
"8g UGcUUaoee3UUs U Udasg Jdjeor9&eicldgollgyh !
7147()19defhd zdUyuieg 7Tessysososed JUlYeslidd,
Uej e8aB8d299a8H zdUj teg, , UhUldehgUygs UbdJUd pdeg)i
dUxyy ei 3UUs Ue s08U0UgUsoayd

943 dadyeieyald "~ egUldi'Usid Wlg(sdywpdUs

pUs dUx¥yeisUUs Ue sdUUgUseayd e85 o dj eliey
"olUes esosdqUsaY ) 3608 LJasULthsegdthtJls”qﬁCvap yetUU
’vaq;eue;aug’ a0 oGWyY ULboLJUtes’LB”squLbﬁsd]u Udd UaUd
UgUyd GUe YsltUcs sedPgah) dsqUelp linddldlWdala aU
UgUL 3 Ury3 ~oad)HARIEA.91 3 U " Uds

944 Kgdi 3 bp@ﬁ@ﬁ&aﬂ GO0leeys¥ys ~J80Y 9506i
¢ UsUcUaysid HARIC]:A Udllw33qu?Uueay31r3 "eg cUy
Ue s90U0UgUsay oaUs yely seei 6UjUsaley U, dge
’l°J;q "3 60UUGaUd HrL80¥| says ap)lgllblmdmmm:y 3 U
sjoUsgyYdply 09U Uds U eUje’ e ¢d UsegloaasliaUd:
e U306 Ue UoalonUgt WO g Geterlils” sdliss ~ady eliey) st 3.
945 A3 deyy) vyad oaUs GgooaUUYdUGd ejyeldd Ue”
KoURd Us UsUGyy U0OUs ¥Yeaoard GUds "~ Ujpei U Yt

pUleeys¥ys (lUsUd ykﬁtmstireboharlbaq;r/dcwlmlantﬂa'am&?rwatv

StatemenEL.pdf) g3 Ye Us [ifgpasliggsabd Ue saUUgUsoayd o
’aq;eﬁ’ee;@mﬂ[ﬁg’s;oeooos o UMARIBAWB Y ) o fdll88e @osci :
cyjad yje6docielUsd Usdeyyvyad e Ogoa®OUsdUGd
g eoaUdialsa’ ecn+33+lﬂu1@<q3w dJilci 6géBdUGal GeUUsaY
’ GUUGaU tUUs& &3 waelessdiisd GaoYOd b Us Kgy ¥ Uyoesi d

946 13 v 0 Ue ‘gaaddiledl g yimwed) 0B oy JUpc g e htiosUd

Bog qUe Bgillsayd “~adjelejald “eg UdyUa evdU
TUOUG@chdigns Us tosUdyloeeUd GUsd Uy el 'da tlfesdp 8 e ¢
yo0o2)3 UGd UaUdqGe Uesgd.

Ke oGUUgUsoeayd oaUs jeldy seyd ~adjeieyald
UsalUGUssae Ujce UGHEB3 yeUs UklpywiossadUi e, efg” v
U atded tGsUUUose UsaUGUdyasg, U RGUAGd e Use
Uyeyd tUosalUasg oaUs Uds sdciasgilU Uzdagped 0GalU.

(bo. U4.9.0idlisaY oaUslisY "6g 6j3dlGscee 85a
"s0Us 6adUsat 3, uU3s Udeeclse 6sosaeialUds aU Uy
HARICA UasUs g e66) Uvyeysad “~j3ed Uei Ues UlUgsayeUs

3eeadUGald.

ZUeo @62 203


https://repo.harica.gr/documents/Data-Privacy-Statement-EL.pdf
https://repo.harica.gr/documents/Data-Privacy-Statement-EL.pdf

3 cleee mdeasglasg Tal G i S aq399L3HNWMUQSquL3 U

V) 9 A
"easUsoe HeﬁUe’eBdaqg U e dWe.tB pgaddd ( Oailicid

9
4
947 62alUd "~ Uyps UL GUsd UsYdUGddd “~oadjeliey s
Bs ed Ue adieU L:igiUeaalwg"decB;ycg’ngYdLBg bUan;ldLMJUJUIb

3 U os¥uUe’esdde+3 U « Udq byaUs UsUdeyYU~s
dgelGy)eslUasd.

Bs adjyelieyald e gU dJad( U ati so rclfytile e o) Blgjad 7

( . Gguseh “"JHOGY 6 , egllwowdms UlaUsek s Usg:
jgUe d WspHUQUlls U feeldadUdddi digllileay eU Ud
GU0leseysarvys aUs aYdU UsUa@GUesecd 3c6eadUGalU aU:

U Uds U eliecece Uvrs yjyv3s, e EgsijeecdUed Uy |
G;qﬁgse’es"Ua Uds U v3geaUlU e/ aUs Ues a820HUg
UavUdd GUes 90URUs s Udd HARICA = 00U Yoo
crjad J]edoegiiggUad Usle @a

Bs GgstjeedUyd e ejeis3 30 UaUsjUdei 3 Us
suppor@haricagr, U3 UhRd Uvs “~ 31 Uxs 30 dqeUjyi13 U [ Ud
95 oo Us ' syl UslisssseadU d G a U d

¢3qo]HARICAyGU9 Uds eg;shUo[UU havs Uys UsaUsve
Ux:g q;aU&alcpT “eg B30 lyyg Wes . UsaUstL elUUUS “3Uge UL
G UddaeUs U ByU 8T H esWisUc 1 abgdslisyes.e q UL 3

m

”es siutue aUU ¢ 6} Uabudipbl sl o0dwui Ug sehy jhdd Odidld
Bg d U » @asash.

ZWg Ueldsdppts } daseas Be di ¥ U0 &@@B/B ForumBaseline
Requirements EV Guidelines Baseline Requirementsfor the Issuance and
Managemenof Publicly-TrustedCodeSigningCertificatess Uda db” U s UkwisU s d
Apple, GoogleChrome Microsofta UMozilla RootPrograns.

o

Bo FgstljeedUyd utUs dU cydlioes socis Ue U
yjedosielsd Usitice 8adqidde Us; @d U0dlieUaigoa UUYd

o

96 pdat GUsd oaUs mosUbUBUsL GUs(d

96.1 pdat GUepdgUbBUB UJod G Us d

zU0 Uds yoatlicid 'queU;ewJ@l@enaJ@eg’ dsHAIéJbOAluUS(
UooUscidasigde Gagdllss yoaoe3UUd Ggely)es Uz Ug
1. EUegsEﬁ;

2. £
|

XM

9596 ABYgdidJmlUs, ¢

i
a
;ﬁgiumwmjgeumeasq@mumq Us
ab’ﬁlguy’g’h Usgd Us ahox

ZUo @63W 203


mailto:support@harica.gr

3 cleee mdeasglasg Tal 8 i (a2d390l 3-HARIAL de UyatL 3 V] .

V) aUs
"easUsoe HeﬁUe’eBdaqg U e dWe.tB pgidd ( Oalicild 4

g HARICA i duiset UsbUH UL%UJMLBQUQLBUQG 8 godti Ue heUeeq Usoaagi
aUUY Ud "Ujaslie “e6g Us ’9uUe’est9§f] Uas U
oUaetls d Aaligets Ul arjeYi c@i@lde Wi Uc Uay sld Usg YsuU

Co

S

cw
G%

U)o g giloallillalledrwsmdiyzdle y ages UUs,
uU:

Uds g eslUeece ~eg

Paobise GAs Us 008 G iUs
"8g '0;90;7633

sUd, Gieldy3U U
Uo

[T

<X
(D)
Ce
()

8 «Q
‘ CO"E( @
&
a
Ce

<
W
@OT 0 gReQ Q

"R o0 €
TS0 &
— o @

g gl
&(-{D Ce
0]

CCCH S Ce
e 0 W, Sy

Cuq,
C«
[T

U
(€]

<
\_8 CQ‘_
“vw 9 oo

"4y Us uo
;YUeahaa 3 R vd HTT
b dUsayY AHUU3 dGg3U)ycegs
Js " eoadqUoasai.

O oS0 B
~m@.w~<m@.“‘=‘«l

g
qUs ot 3
U
¥

®
- RS

*

-
o ™
(@Y e

LD

u
esr;yeUgUeg "9

3edf e3U | U"$Jyﬂ3 qd

I ¥ @dUsUsle " ad Ve Gdpo v d
edqUi 3 U Ueg s0aUU0gUsafhUqUU.
136g3 YeUaU Us UWsBdBBHUs w3slyYsoh
"8 UU OU'l&LOJSU”, Uye 6 sadlid e ¢d

Coo® Co o @ cot Om = @

ccoCoofwv o coc+
wcqﬁﬂ’mcnﬂo

o C&m? oo

< << <
REEg g
cc ~wi<uws:
o0 0o
MEE*UJmE(
a>gm3cé?®

R
w Cla
(O]

=

g
J it 383UUs eU Us }egd
HARI CA tGsUUdy) Ua y 214 xe7d Ul et § ®
Uy yeeglUd "adjeleyald GeUUsaY sl°J
U3Uaa~ddUal)i9Lf]Lbe389Uo[xﬂukl9:9L38Geg;:g ae3Us.
V¢ HARICA dU UwdelleeyeiddelUsbd) 95U 6 69630t

ahoegd ~e6g Us Wjyrog UUiss 40 )0egei®Ul/ Ugoy .

<
T CoR O ®
(Q ~

isU UU UYUsEVaAxabBUDBeoys eg Aayoeeﬁgoogma@pwuqu
HsﬁUe’eEaVo[ngsseeU;sa»Ustsegs UslsaY, UsaY uUs
UshaasgdU
1. ? 8 £ ado ef] GOdd HARI CA yc Usd3U 3s bl bllileculi g ¢ U
G0ds oqooWioliGieday) coUshyYptyds deUjysedsal
yolclEYyoalzge cwa Upolhedd UasgseUUsseseyYe UUI
GUBV ~ o0 UsesgGeostid0blblls 3 heoelU vd ybhBd3g ead 6} :
Us Ua (g @ Ve giiie i1 WlG dd
2.¢UgUf]Ud¢JUHAyRGILCaA U holspUy L @Igs de Uy eedsal
Ues p G g ’esdd)s@ev@@@/qe&UseeygseegUUesesYsL"JUUs
EV “s0UcUxnbgilieddis U vszgealU “~egaU@szUs a0
U’Gtﬁed;sullb;ae’?ﬁlq@ 3’q;UquJg13E+anwaﬁeobg]e&oD Zi
e K020y Ul'esdo Ubssppiale Y3 " Uy sopebygUaddUds fy
hse,sfhlge eldde]L:!;ssng;UUQ eelaﬁlﬁﬂdmuxl,i‘?‘ B goUeeUsa
GUg»a U 0 ) oavgh Uil dff A s.c Ua ) didd

ZUo @64l 203



3 clesee mdeesliasg TaUs G i aad399t3HM&MuQquet3 V] A

(V] aUs
"HeaosUsore UoslUc sUfédddioeoils tedwélbmglidd (Oalcild 4

3. pooaUaveU jjeldd BafheWARIJCA L yB@se pFpUs f
“6g Uas3 U8 Wgddhba@l o950 80§ds UdddpPeddasal
youesludd Usg Hs°we,e&%@@UCBUENUUeseSYGUUI
GUEV “~9s0Usy®Bag UBefhtisoalUarxyeU 3U 6 dqloses e
jtyeg “e6g Uy sWebarideg Udsd Gdsh

4. K3eguoselhEM Gdo tolbelU e® dHARAINCA oBVBUs y Pap U
"6g UasUB WUgbaedgld U U Usdddiolde Ugbls g
aU0Uc368e YEWIU9 1y s @ajdpedicUisdlep 8dcsid Usg
"UsdUes e6sdqUsoacsi EV,

5. )94 abU0sU U’X’32H¢-d;l-|d\l1R¢;C5\lf]:§~lkﬂUﬁ98y&lY;bUD9 g Ua
L"Jgahfbxv;UmQJdU:UU Vi UanU*uUe f]UsE\l] aUd @so
"90Us UWogUosoafshodd UbedJl)y cedaalU yoatuasldd Usg
EVes ¥ UsUU

6. Zi e bURglsl) caedéhe colUaeddpe aUUssasems UUUs 0
"o0Us wgelbo &l Byhko g s o §) Ble WaPia iy WG d
Fgsu)eedUe Wi @dia dARIUC Us Jedid) sty /Ugdike
e, Udihglselsy o ¥Yc @3 JUBadJo plh dwdldg Us UosyyatUs
U culliegda yyedid jjeld

7. T0UYGUUEdHARUEAaa@de i Us Usd losUlisaUlalUd
aUsl gfdJUi @lﬂlaﬁyusyBJUZMduUe?,lJaeaoUhgeyJa'Y‘eg d U
"UpsycUs " adjele)ald o sdb GUkes saldydydesssg i U o
Ua O0 o g UsU eo dbdss

8. )3Yeaxdqug HARICA dU Uaeaeng{dgg’JUSU;U(mg’uULg’eL
BuY/ popY aUs dlEVUs@anUaoysmUBa{eUUusf]esue'GUU U’
>ahoegd UsyYoeaduddgUdeg &Pde fitve &80 hepYd

¢ HARICA Ua3 Us g Ui dgsedey) ol Wadd Wbl dvd Us d
JGiestUYeUs¥s |8, o603 Ual Givgeteshg v lGds Uy i @
BY/ ppd h&BJoBad g se) UL tUsd aUs Usd U sedec
“"aUatGse Udd ~Ujpei G6Ud HARICAqmYg G a00UBY €308 de § Ws
U&yuxu(’l UU "YsGUes 8sdUsay.

¢ HARICA tisUb UbUB I B aegdU HOGe3 UlGey ¥ Uesgd FE
j1Jesaelees UsGWdUnilEedldy etleiecsUslidd

V Uy yeUs oaUs Gga3Udy Ua Uds g eslUcdede 6} e3a
Ggooy) Aafd Uy Uy calUd Ushd YU} heeg I3 dy Uds
eU Usd UsUtsaUGalUd "~saUe 6adldd ~eg ~ Uy

V¢ ziB 10saU0Udy Ua UdmluUOgVepsBsfCUspgatls U

V AGUj eheUs oUs GsUUdy Ua Usd U UsUetUsd |
"Uy Uoyp¥yYliegd Uesg "UyphsUed oaUseysag

96.1.1 | } ealusfhUgUias

TYdO | ;Ge HaB 080 g
U

UdHARICAT UG e Ua dlllDU S Uy

Vo2UsBasgdUa haesgd Usgd aUshaUd aUs Usd
"UyeidU BY /| oqpY GeUUsayY U Usd ji36yd Y
Vo20U8ycUs “~sdUe eosdUesayY eU "Ujoacliec slci
Gdeydlddutehoadadd ¢ ©UUseieidildgd Uslls Uesg (e

ZUo @650 203



Bo

Vv

3 clsee mdeesliasg TaUsilsagi ead399l 3-HARIOAL de Uy ot 3 V] .

aUs
"UeaslUsoe YoslUs cbisddlioe U e dWe.tB pgidd ( Oalicild 4

ey} oUssltaldictirvraUsilesth Ufgdge UsUsia.UcsdicqgUdUe,
U o Usgec Ymal.

?PUsfeU; 13693 Uds U3t U0U04d jjyee HslUs sa
Uy UpbbBgdguosavyUsoesi oaUslisaei.
?U;éﬁﬂUUnye UU stsvUsa¥Y oaUslsY, ~6g G
Usg " s0GUes 8sdqUsoaesi, UsgaY¥YesostUsas GUes U a
“Uy fs3 yoo;Uue

2030 Ui 30s (~ ;eUs;UUseY) Usd "eaesUsayd =
s 6 e6alUd ;jy Us 30U UasUs UesgayYesuUss
UgUyd " aeg ’0;90;Yu33UU9 GU0e "Uyfhs yooy U
U "~ Uja Uxld sg y3Ud ejoUsslighd dyaUs
A3yUU) seed, ppllsllug gy Ue ~Uliase UGUJeeo
Uddu " UyyecUs y3U0 U Udiageshodpiidys +t s d e 8o fJ:

U Us Ue aUsagtrgillidam §) $0@ BTSI EN 319 4141, ETSI EN 319

4112 (e o Gc,isiads@h UJYypddti dieg UmBagsrdileign e
Requirements for the Issuance and Management of Publiokted

Cert i f'iecgat els)oY 8 &AIRI@vsetForfynm(www.cabforum.ord

pdat GUepdg UBUB U:busﬁ J o¥d

ITYdU |7 UasUs CUsngesu@thg’kJ @d¢ bsralns U f
j sUei 300d A'seg;tsUs Ud s UUgUf]Uc{UU Ue
idehlos o2alUsta "e6g g Ubaedd UseaUs GUs
Uds UGUyesoe GUds | b

j3Ya2soU U Uss U’}'&JSU(B@IUGG;@'GHUKS :Blqung ®Baqoc
el usU sLOdd ugs‘?‘suqﬁqg’ SUGmM(EyUS{‘USU U}
UdGUagid sGUsGUaaulUd e eyl 8 eoaggilie eUl
UU0UgURUqUU Uesg jJosUcUalddlg & aUUanJWaﬂDEBUhaGtg’
“"adyelieyald “e6g UsUosyjyasegs Uds UUgUh
UsUaGUsseelUddahlsa

zUgsosoe drodedhiens Osusah UceeelU e ByoUsslce
eyyegd Uxs “ 360t ¥3 Ld;cgs Uas;eaeLdzagaauwf}Je Ue e :
ITYdU ;77 "~y Us 30U U UadqdUiUs Us 6 @693
"s0Us eadUsafh UaszUs 6 3heseed UsaUsasia
email

IYydo | 71 1y UehUs0 0B Uaghditki" s " eg UsUUaU
dgtdalUged UasUs 8 3heosccfODNEddcagi alped s
(Usg dj 0U0dUe) .

FUds “~Uja Urid g y3Ud 6j3oUsslehd dyaU
GiedysU U Ue "~ Utae UGUAE s okkidy sy U salills
“"90Ue 6odUsah Uszseahodldd, GiedryrsU U
Us i h i UBTSI EN 819 4141, ETSIEN 319412 ( ® sleliisUes), ol
3UAUU; dd yous (idBda slkdg néo Reyyludg ement s for
Management of Publicfr ust ed Cerotgi fi OpY¥e®8Us U’ f{
CA/Browser Forum{www.cabforum.org

] ¥ ye6eg3s U atdd ulGeUgUUa 30 UszsUGGUaala
pooUarveU ccBeiddpdgsgepdaUie, aUUY Ue 611 NR
yotaeudd, quuMARsBLﬂEﬁaeae+8d9qm00900990ﬁ0U 29
UsUosjabyddli BUHad®U UacU Ue UsBWeabted B U o

ZUo @66W" 203


http://www.cabforum.org/
http://www.cabforum.org/

3 cleee mdeasglasg Tal G i S adaeet3HM&MuQquet3 U

V) 9 A
"easUsoe HeﬁUe’eBdaqg U e dWe.tB pgaddd ( Oailicid

5
4

Ue 3 fylad,Jg)(jU@Ge:jUL;G@g Uz Uy isdbgect Uie(he
Hque’eeq‘ilUJda:an gﬂlﬂ;ﬂdtmlnmaine(e, ehszae GUds “~Uja
Bses‘?‘jUnr;seng UsUUyddaU Ue Byobdbaeh tGoalU
oY 8983 "68g UacU UyUscsss ueeUavsU gl edd
VA&eguee Uduad osqbkiaUchuueLJG eeLbUi‘?Usu;eh ] h3ea
s 0U eUajslUJau@a;(UquaﬁdUuL:bsU Uds 0
3 8aU G Usegloscihdbditis ~ &¢d Usyoastic 0 dU
dfi slilidts g)0 o 6 U /8 Udiaibel UsU s odUsah o
h Usg 3’eaUssy33g
Uvxs wdagpaeg) saaBUGY Ue 6y h3ae Ud
eWidd g oogitdedliile s UlaU o0sU Uds U U
hovys Uxys ~ad)y &ddd0eissd@l@gaf Ug
B & dsumedtdigardztionalUnitName).
} U3dU99yUI‘J’?‘a~d¢$u&gRy3J@’ Udd yalialc
st U eUsusUUauesaseUJrudJcUqusU Ud eUaxad U
sieyald "8 © 0y seylbyelBallisy s a U aidlfp
:organizationalUnitNanme e Yo 0 U UBossdlipsd eaUs qUs oy d.
hUqQUU Uesgm @ﬁ@isuu‘gs Ue 9006 89
y hUqQUU(d Uelyli Y g ¢ 6 & U s eaylas g
2990 Uds Usz(UeslUehsWadiUdd

I

>
C(‘-O—E N
q:oogo cC+

Q@ C((Q-oo

!—"q_\.._

c

vwmmoooa Doy

&
|8<
C

<
T MO C S
S COCoQ T TO P TP a0

K o6 | i 0 ¥y )esdU e lls

c O
Co
o
«,

9.6.3 pd &t Weg Ub Ub Ukq stillsede d Ue

¢ HARA U° UsUUWdd vHi #ppliligddye d Uesly ac dada
g0Ge Ui LﬂangbUabUJegyJLﬁﬂDazg]lgqug’ i @o HA RIUGA o Us
moUsaliecy YoalUs 89dqUsossai.

"h Uds yoticidd UsdgUbelibYe 8 UBIpey, GG
@q@swseiexs UGgUiHa‘jl"thwquaaud.lUisldmﬁﬁg’
£ gselljeayedd Yg e gd jjeldd.

qUe e a4) Uyyoeysce gjgise Glladd Usa hascgd Ud

2 é‘ C(

(¢

<F
(O]

Ce

(@)

C

(@)
..,

w—
Q‘Dw

‘g e @
o -

3U (Ggeeay

O g Co
o o+~ ®©
CO Coce® 0 @ @
O 0 RO WO ol (P
v oo

QC(%‘*’@
C® CCE C @ o

M P CiSeCo @ O Co o

=X I I = )

Ccm ™ C®
w
CoOCom™ O @

[exy e
(anlq
oo

Z Uo @67W 203



3 clsee mdeesliasg TaUsilsagi aad39al 3-HARIDAL de Uyat 3 oaUs A
"UeasUsse YslUes ecddagdyu U e bWaHop wdgtidd (Oealiclid 4
isaUst e 00U 6 g ailey lices (billed) scllpleitle &ioccly,t d ¢ U
o 2L eU000 UQ@g UdjpddvsaeglU00, GeeUUU g’ d}
83he 00U UBUoy Ydovdxeslag VYWedddeW@eyg 8 say¥Y UsaU
G0s U8 U0sdadieeysU 09U 6 esUlie aUU UsUa
3heosed.
U0 U3Uay 00d UdsHARICAGdEs8d) HU0aglUd sUi od
Us ey egd Ur 3sFgzagiiig eack Wyld 3',;373'09 s U Udeosa
saaUslst 3 (susxUsah oUdzd fEhlUligdailoc) dioce
GgtUea U4l 309 a¥begs haUd Usd U Uy UaUqUU
"1 80 Uiza lbbisyUsegd o@dUpuadalBUGU) clie, U o
] Gai aYbsgs Us siUes 6sdqUsaf Usgd, 8 9
U oabUbUsi3sgs hHUs @9 adjeliseyald “~aeg |
UsjsbUad.
BafgsiuyeedqUyd dU "~y Us 30U sdqUetegs Uds
hUOU3s U3 c)jdloeee 89UalUs ~ odlglahfeirbsUslU il
e AUUs g ¥yeUs g eyaU AUs Us plaglUsah o
UaUdqid UsyYeadidd YstUse 6sdUsoaai, Usag} t
GoUoatlososaetdUyxys Us Ue stusrvUsyfiasdsdaddla
UGGUaBax3UdU ¥ 3 U0 30 yaeUs UsUaanOo.
GsU veslUBSGUPEs aY Eg3 i) 6e dUeldg 3saqiievilliibs U :
30U U s9aUocU0a 6 “~"s6 oaUUYeaadesad aoafhoed Usy
UshUqUU 4.9.1. 1.
] 94 abUsU Uxs ogl) @dijey wid :aUs 057‘113+0qu€[ 3 U
UsjosblUad aUs “aeyUsd ’aq;et’je;anLg’U‘Y‘UsY
Uda Udé&th GUa hUaa}WsaU&ad]tgrg’ dAUddUa U Uds
haesa UlorjoYiciied@bey 6 6vdsU)s o'geig 4y Us 30 ~C
U Uds HARI CA.
g0y eU0sliehd Uqg c) elfl dg Usagy ¥ wilides e dUlmomi
“Ui G0s Ueyixrd vdﬂiakjsﬁewechergeg UsUsGUs
qle h FaBosla “~ag 'U;sa»UstsUUUs GdUe Yot Us
Usg Us ahoxy “~saUs 'esc{UeS’@wausmaiU ahoegg’
] 300 hog sgidecy yvdd 3U UsUU 6o} sdUa GUsc
teUUsoayY eU UdTeUslhaldia UdidUdismgaUUYcy dtid
UsUhd GgooeUsyoeyadd cje3soaed ’U;shueg
] 3Uo031 )90 usdalsz Uo31 ) old aUs q U e6lece fF
Us UsoaUareU 3U UsUsaUayUps liles "~ sWleh 3wl
Ud Ei #dbawyde ¢ ddie; eeg dUsigp elidd © Us d HARI CA
hUs Us "o0Ues esdUesoafh 6jydiosees 890alUs
iy UaU0dy) s @adUWd phishinyg)® gy Ud e toUszesee alUs
"1 680} YeeUUas(.
ZUd 3 Uya Uxad Urs FEgsiPdiARINGA,3 WBao( R e
U'fh Usd " Uy U Y3y g 6cy Ut lUsd aUs Uooged
yyes jjyeddd dU "Uysesyceegs Usdg UshasgdUd
gyetU0Gal0 tlisv§sae oTelslioelasdtleUdgoUdyd
3 dyU®BaBdgy Ulledg, o950 30 uUsUUdy UaUUs @6 |
Ue aGUU0UgUsafhUqUU saUs dq aUUYeaaded “~jeaUU
Ud@ hUqUU 6.2. 7 4, Us tilisvyUsah Talsla e
"eg 3y Us 30U U9 Beile bres UBPaUal U8ggGaah
GgleUUsleysU tllUeeys3U UsUjo6 cadidd e

ZUo @680 203



vuq

Kooad3 99l 3- HARNA

GdelUs

e &t é.408 g U

Gvi
g

Uo
é4d

TaUs
suqg

U pdesliaeg
bUeasUsasae YslUs"

suUuGgEee®

3

o R < e S 0D o e A e -
©® o3 3 920 e ol g”.mﬂtg = oo s 3T 0 D T8y Dog Y0
Seng”UI:SgGS S ow oo o> © o - o PoD o D p SO o
D3 P8 sS o m D 0® dex5a. 8OO0 © =D _To 05 ® o - =
OB 9T gy P> 9 S0 598,00 gDD - Pso L 059 oD o
S N o) o -+ o [ ) o))
M,quvu Om |...|...U Oqu w W @”Uhe — O = ® qu S |q°U ”Udomq ® O 9 o
a,U N ) Gvu @ — UVJ& —_ O -2
O = Q ™ O — g o ar W -) (@] D N .0
U,Nu 0 — Nen D D ™ ow o) ”wou
W,Rerg O m ) o - D W Do Do - D o ()
d.A © @ ”Ud.. vunwuld o o VD SE, ™ o)) VU, (O] o) !”u ”U Nan}
D o Aom =) = °B KD D : X o =)
OOA —_h m oS 9 g Mﬁau () D (OIS N m oUHU vUIO...
o D) 9,% S =) NenltS D v 0D e - UMO , @ © oS @
o ) - » ! DJVU © .n.e WVU ) (@) nh_u... o |...09 Urg ) o) vUvU a ) ) o — ™M >
Irg © @ ,szou o) Q w o D o) m.v w [0) m.v © Irow o3 o) vw o5 Q 2 o3 o D) — ,3w ) HU
(&) [} A SR N ) N \ - ™ - . & N B N
Vu,me @ . 05 oD S”Ucd D ,U... o An., @ N ™ ® oD ™ Olelnqvu ™ - D RS
022D 25 q o 995 , rg, © > O%D << -D © 5D o 0 O D © O ™
o & .h.ouﬂv%ompwvl,rgu B,Qd.H m LI &3 o O o = . om_l SRS
MO o 3 3 o ow D g oo Iowg ® _ o, D S 5ol 3.2
') > D © oS . O S oS ™ D DD o
o o W, D= ) v D o D ) . o D —_ o 8~ o>
S,U o) o © © v o > - D = D ©
R~ 0B > 2?0 To .M g e SL oD Lo4 0 oua O oS
GA @ G”H;vw &rgu OE mUvU D ) D w'D MDD o) T = o Duouw.va o) > o
=l D G”w oD Wos D 2 3 (IR o J | D o
DD D - ® 355 oo 2o ®T o0 w DD . oD @ & < O
o3 huOlUL@ Q a (o] % BVU vU Bou”nw 8 ) U S (] . o o)) —_ yoU R g”U VO w = o w D ) GMVUL-n. N ) A GvU
lﬁloUduvU,Wvaa - ® S%MVUO UGGrg o) o35 m o2 o5 D o .owoSdee OWUQ s
QoU ..gu&vu (O} wl ) G:quu w@nlou © ”U,U a0} Mm ©DO W® 09 D wd s ©D o rBJG B o ©® ™
S B TP 5 s ©QS ”W,YT svu D5 D oD b 3 D 5D ®O qe&.”U ST . ®
Grgqe © ndVUv S ooquUom —h © O o srglq ™ D =3 D0 - GVU @ oS gVo,U g”w gg,U -«
v o o \
UYVU.@.V . l.eHe6....09man.g OSUUQS o oD Meouou , 3m.SoUG > GEOu.. ® O
oW~ 99O 0O S O o3 o = O w TODODm > ® O - _d.vsaw. o oS
® o A o ©om & DD o )
) o5 8B o N 2 N ng NS W o o — L el R D) O DS M d.”_vl ® - o% o N I b
OB J0 -55 00 o DTS5 ¢ 0 Do 6 PogoedOo_5 PYoogae
— 0D F D 500D 0D w® B.oUUoU”U m D moD o © D oUoU.ﬂ.S o) oU.gB.. oU|:99uY
vMou S e DD OO SH@VU B P Do .« oD » oD o = o gD 3”U,U..Duuv,mv ) G”U”U”U,U
collg, DOoD o8B OB - wi O ®eS ™ o) =l o TOdDovo T oo
T D O — - ho)) ® \ ynm. M ™
|...|q O 9 D oS rgd.w D @D GVU (&) —_— SVU ml ®oD o) D ) mlevU”U q”bvu ”Ulqe ) au
D 4 DOD o o0. l.v,m D® © 2 Dw ODDD's D oD CTeoosD =02 SsSoooo
e \%Q,VUVUSGGGMWJS,VUOd‘QSOU L Do = 5. o7 oDem0® DD e
O m we ] |...9 SVI oovU, uon Gm W |...vovU |qu, o3 QJOU - ™ P s I s I ) (45} |...VU, ™myD ® O OO
L 2D oS do e oD so YsS5a wbd - Do .200D .. 95 A0 DD b .
= oD m (O e} T o 0D D LS D MDY W w oD oD ® T o o Mo oS O erngnUmlu oSS d ©
m wOLED . Ta® e DO @ T T e o DD IR o O T D . —_— o . DDSDOoODD JC D . DD O
290D ~M OD oD oDID ok: D 0DDoo WD, o Sewo a@od. omOD o S»@\BoUnU, o ow
> >

> > > < > > >
(o]

o

ZUo @69W 203



3 ctieee pdecliasg ToaUsilisei Koeoadssol s-HARKAUde Uyat 3 oaUs 4
deaoslUosoe UollUs ecUlédgiels wed¥édismdgidd (Ostaeidd 4

V ayyegs Uds ae} d aUs U goealUstilUssae Ugdi:
bUGasesUUs GU y3U ydqiadsUah stUs 69dqUsahf

V j3UaUeb¥3egs "~ eaeyxvd Usd Ggay UsUd, Gge
Ugdgst 3, 29U 6 6asUte aUU ed Ueydad Urs ¢
h- vyd “~Upso; YGUUUs GU UgUfR Ues YY/ pmY.

V Bs 83U0URUqUUd "e6g Ue 9200U0is@ U0sU0dddUijqe=
hUsUUWkse e} 56 6 jysc3lbal ege Usolydfi Ua U K y3U tus
“8g UsUstUescUa aU y3U0 yHARIGAa8U«dssiUs a5
Uaayocegas 295U "~ sdUsyd UsUsaelilUsd eycy o Ul
e eoUle eUU Usavesadlid eUUY Uds deUjcsedsa
zji B, " Uyyeegs eudoalUd UU "jebaU HReUsU U
ETSI EN 319 421

V Bs 83U0UpRUqUUd KL Ut e i sB8dWBOg 3y U
8 @osgglue eaUU " Uyseystesgid ecjeadd Udd
U Uds eael’Jeae cyje3cleeslUsldd oaUs 33U
"yelgeayYszUsd fU g Uoegj UiesaUUs U’ h Egeb¥y

V Bs 83U0URUqUUd ’Gg Ue 90 Ol e Adda®dU sl sk ¥js IC
1 ¥ Us 30 oocdsiibeodscd adiillgidd GielrvsU U
"Uy Yoy UlGed 5 Usg oU3a635 (edDAS), 0AKK)3 UUy o d
U eGUGalegs [Pp e e lecdllialjlds sctiedds Ug
UooUoayseyslUd. |3 Ue Udehlose osaUstua Udd
sadUU aUs d g dyUGaU d 8 6alU Usa j3elvr Uc
cyje3alecsUsldd, URUU 69 6j3e3elly Uoaulgd
e 6368i3 3U dUvyeis3UUs UooaUsayseysld.

965 pdot G Uepdg UdUBH Ussaal Ussd Egee UUUch3 Urs

pUs 63 as00Us.

97 )] "6 elddddsdd
Uz 63 asl0U0Us

9.8 YU} 96 jUxgldegasa 3
jgUe dq 3 eUjU sidci Us
U eedearlidd e " Uy Ub
(GgesUymUsecysdd Udd
ﬁgsse;ue*sUsq cleld gacgi e
’aq;eue;ou Us(x‘e&ﬂ_éqq e 26090c¢
s ’ d, U Ay, ,00cTHdedtalitlf ," clys U g amyed e
UGCJUGQGBUGﬂeq e / &@Q'U;S&USE)U3GGSL&@3G¥93, Us
LUUEIG’&"?USUQ Glidegya¥ay deU0Usedleoddydiy UG U}

O

Moltiddi U3 UaUe b¥Y3Us

959 e Yaaegg’ ¢0 acty eegligd Uhdddi  33d
j UGst1 3 YstUcg clidideliégwh ad

:
E

ZU o a7oW" 23



3 clesee mdeesliasg TaUs V] .

B 3 Jouosai Av&&q396l.3HA\R§OAUd_SUqGL3
UeasUsoe HYoslUec ecUidddyglisiUs

aUs
provWatB pgidd ( Osilisild 4

Usa eyymggy JaUt 3 0Udd Ujyei 00d JomHARIDE o Us Us
GUs UasUs g Hheesod oaUs uwU3s UsUaUeb¥YsUs 6 @
Ugdiad, UaUhdg U A Usd "~Uyes UtidUsd "eg g’ Y.
tebUjed UesyaUsUHARICAR UBdUcydT iBtdgUsy st Uyd U
HARICAtG U3 Uas3Us g haeod GUe sHdgezall] dJsgctferc[osUldgc
Fgstuj)ealdli®ds cj3edd Ueg YslUasligessedsiyals i Ua (
"} 68 b aU chyecellizdddd

Bs FKEgslujeedUyd UasUs g 66y Uvxyeysaes 30U UsUgi
ahoegd "~6g UsUly) 96388, ¥8fsyqUPyp8lEed Us
Uesg YsliUsUassltsU ssolsi’ Ko dje 3880 Usavld Ugdisdd
aaUsla © Ues YslGUs esdUseah 6ydisee 8s5UalUs
eU UsyypoUsUd "3 6U;chelsUd U K Ues Egslujeed

J.3 HARICA~ U;Uaaua{(a:\‘JUL‘bJsprUU “"1e8balU helUsU "68g a6}
Ue aUaeUsa —vy/ ppY Ali)ldlﬂl:e;emaywwueiﬁlslum(s’gesqﬂ
QaUaU;eseaygg’;e«ﬁg:)aeLbaHUaszysu Hque'esc{Ue 2aY o9
ﬁﬂ;Uo»gu;lAgSaUa;seysU godUe @9 d Ublglh Bapl DOg 0"
s&UeGllﬁc-rlslde'et‘sVd(LLbaaLN‘UUUsyseg UayoeSSlge Uooagy L
3 6oy Ule Tuw@alye@:xwlﬁle»;ssysug’ Ugd+3Ug’ /| U esd
‘|1¢HARICAU03U9 heesod e€hse o250 Ud GyxaUlUe U
U UshasggdU UeU@:‘aaﬁJldd]sst(@&uﬁJsbls»Ua;LﬁOLdb Us ~ Uu
h vd uo[a»13UUU996u3Uo[3 "Uy Yoy Ulae
T ¢HARICAUU dU UasUs f‘]aGOngbe\QJLégJLB‘dJLB/E
'U;U'edﬂdﬂsyﬁcel,whlw U(33 y o U osodle Uaaedg;ehﬁlﬁqmwgb’
UgUy UU ﬂngJsslm;eaneLﬂtdaileU@ eledUsah. EU Ug
’L"J;o'Uvuq eUgEigmlﬂUﬂﬁssistng e 8) Uadq 3U g @a¢
HARICA o Us § GUnet U3 Us UaUd U~rs aUsdUleys¥s
Ggs'U;saUhﬁsﬂ’uilédJse@s[Uab@U@ Us g a¥Ydegd Uy /-~
"ol Us 89dqUososaesi U K Uess FKEgsujyeesdUe.
zU0 UsUay U0Gd Uxs “j3edogieUsys “Uye  ULidUrs,
HARICAGi e Gv3U eU Ug Ures Ubdipg sirjsgepd hUl o s he Uz v3
20y v ) 9c6) we @Bl U003 K) @@ sy EBa aodUsah
99U 3 daigddpdg uAbdo Us ) sey3a gslGUs esdUsah
UUgURBQWBE L y 6 g, YBMVIoUsESlsestdoU stbsydl UsEVe @ dJUs o ¥
3789 Ule oflsi sliegtbysoedyipllics Us U 1 088 0B 0BG, UelUxrd
Udd Gidldd Udd Ugdi 3add oaUs Uess UiUgssh Us @
getUsiBos ’U;se;su;seeboayUgddsH!Bng[dge @g3 " " Uy yoy Ul
aldoaeo U3U3~Y;UO[UU U'h UsdUrbigs debpwdws Yol Ua
Ussvdig Gc UosprBtUJaJmU@fjsEbbqgubuuee;eﬁseo Ugd
“Uyyeea3lUUs Uttt UGU)efheasUUs GUe eyosiGUs b
UaYiUsgUUszssédeidpghdBWaoei Uk fliWid o sttiglkabahfe- U s 6
GUsohedogggddad UgsligléabpdfElosiigobhalsa
A UooUaky dﬂis(@ refgisionaLiability/Errorsand Omissionsinsurancg, € U
hy e®agylysbl Ue eAegi)(1d U0 0 0". 0020810 ¢, B ¥ »-apyedD d
()U  UsUetUsd U eedeaxldd “eg U'e;;yegs U" f
Goh osed GgebUUsse “~ Uy UbalUtd e Ueyals auds
el KoolUW9dUg 3w Yate g3 [JPiliyg ﬁﬁﬁ)fja;ssy U
HSGUG’®9¢¢[ﬂjgsLbYtedeeua;1H;aorBle'dK9¢Uﬂl' ¥¥Yysdd KA o99i |

ZUoa7a W 2p3



3 clesee mdeesliasg TaUs 6i Koaadsosal 3-HAROAULde Uyal 3 V] .

(V] aUs

"HeaosUsore UoslUc sUfédddioeoils tedwélbmglidd (Oalcild 4
(ExtendedValidation) 2 s SBUTLS o UKo U U
G 6

T y3dd Ademdybdigd o
oL UgaliU " UsUelUsgd U ¥
5l s J

tdd "eg U'ejjyegs
(¢]

ueU3edU939g’ VGeUdf'gUg’ V'esegUe'eUU Uy al
’3Ug§UU99L3 UsaUsryeYUx3 aUs Ue @6} 90ai deel
sdealU "6g “"jJeoalUalallygsdlddy elqs dyUldessld

99 ] "eedeavid
FEgatjeedUed HAR&A(psUselslﬂJcagg’Uc{
egd tUsUgdgsUyd, “jey
y3Us3Us Haoars Urs g
Y "Zdesyd") “eg buU
Ugehs "~ adjelejal, yU
’o[l@'; y c3EGB4i) & OH Pk 8y Ue 5
iyeedUe e U"x::;?‘UGxBJeadenge Use
Lgotas g 3U0p®ds slds " BagUpauBmsiza
3Uecd.

w

(

C
w
c

CC™ ccm™
@ O O * Co—
@U@oﬁcg
cCaoo o
8 0@ O
Q- veQe o
Co

oo eQ
T 0@ CCP W o
™
«Q
w

Q W+ Cm @

gy d

@
oA
m@l
o &
o &

(Co

e
= Coq_ (0]
© T & "~
Q&Co> Co

A )]
Coce © O O CoQJ‘C*@

XD
2 o
Co’ﬁ_ 508'4—
%@@C"
C &0 W(‘D
B Ca@ <

(Vg S C(D
[p) Cofﬁ CSC(

ol ) a
™ C® (@(Q

G) o
CoC(
S eg®

© @
<
o

[ R q, ,Q.Q(UJ
CQ o C=Cc

o Co

N Y
- o T
Cio Q@ >
cC
¢ ot
Com Ce
*CQCD Co
ng
@
Co &

W CCe C(Q‘
O}

m Ll
(@)
™

o0 L o0
()]
W >

[¢D)
2 =9 € =
Dmm(.D
Coyv o &

00w
X
’_‘U(.DQ

O CCCm™K
QO ¢ @ >

Com’_Q-<U(DCo,Q.;U

o9 ®

©O CCm & CCCx
o C

O RMTCo® Co™ C ™ Q ™ Co™ o

Co &y

w

C Ce (e
Cg o ®
C g

A
o
O Co O

([exyY e

w

C;Co Co
o Co o O

C

COLQ «©

O mOo oo

o o
Swoo
<« @ yoo
‘o
@
2o @

J‘cp 4 S
O @ Cord @
Co C

Coco C® ®
Co CO O

w [«]

c g:
Co

© &
¥ nQ

9101;33999 s WUg lhdieadqUy gi G Udeowdd pptd o Us

¢ Uyei (U 8 Y/ oipgeks sfces®ahosBYiUdeU aUsUsg}
"0y a’ Alsxujsch‘js;mm "ol Us sadqlidqdUBgadge Ua
aO0d Udd &4ds g P0ps Ud dHMRIEA)” I‘J@QJBL"Jobq"iIb 3 U
L GUs KJQ@UJ,[Y(BJ?I@I qoqrmeuﬁ,mejusqvgaewqqg U 290693
a2U0Us U "~ Uy s UL G0sBg ollspaighildap dgztis U
dUdy o6

ZUo a72W 23



3 cleee mdeasglasg Tal G i S aq399L3HNWMUQSquL3

V)
"easUsoe HeﬁUe’eBdaqg U e dWe.HB pdgaddd ( Oalied

,Q_G)

91018 U c eiicd U, ¢ U UbwEghedb Y
"gU) aeollicsd 6 o Ul ¢ a BiWipe JUU @<
HH/qoqn{bE,JrsblELgctU;GSQUe ”eﬁ(}Ji'Gste
ugaaLd;dJs 3ol b 0 h&quusYuUc[sU 950G

Udifi ¢ b Biggdiy s dqUe.

gUy eUUs tB'Aafo g lieeé @Y Wiy edigla (U s&d Usihesacs
Zi ebUG( E@aw;ee&cb}ﬂn@dJ@QJasstw@e GgebladaheUse
Uadeclis (20) Up=sWbdisUdgadkrR A UD] e Jld 084
Fi cbBgsgiyeedqUe U8y°¥g c¥)ad Usita”’ eadid Uys
(i) B FEgsaljeedUadUfUs VBG &G Ueoc gdds
(i¢HARI CA U3 UsUaUa Gizdli a0 UsU 6 @gglies hs g 6 |
d Y8/ popy 5 B o
(iii) ¢ HARICA U ejja UUs Uds UaUdtd "o
(iv) ¢ HARICA WilGadadUs alee 200 Bg »iigeedUe
Gielr3U jeolb ooyl o JU) s G JUBH/ popb }
) (v) UUUCJ;Gfg;ldgaLeldeUQe»a»ong’ GL}Q3 suGct eaguU 3¢
Uds Uooagy hUQUU UrseBegliigsiapdiigbed. cg
911 Usesoayd Ustue esellUsd aUs U 986937
Ooogy U eytU o090 Usdey)yad Uyalys, GU h, Us
deoUaU) 6390 h UdUedi jUdles ¢ dikes BatbaleUe G Uaa i Ud Us Uh
cjaegUUUe UoUlGey UUsoay. KAsdey)rlid eylyr UdaUi
UsUaaUoUsoe eydelisad U so0c93ai8tdUdi,osUfse00ab¢
UsYeaadldd)
912¢31 6 8 "8selUsd
yaUd 69 UesaUoyd GUes "~ U hs YUY/ sppdc ePBUK a2 U
"1y Us 30 Uoojkpwdd@RICONHrydidsU) aiddeiU00s
Uy Yol8uha
9.121ps Ulis &dPBaw@ eoedUxs
FgaUUsUsayd UesaUoyd e 6)eia 3U oasesgs GUds3
cy¥yad Us¥Yooad UsaaUoed UesgOims Uosr)ostUssaasi Us

0. ¥

9.12.2po Uti 9 B W¥d v g a@@e gy vidd
70 'U;cegtﬂmamjiia{a:aUOLs uUdaﬁgﬁﬁJ;’epcpwag d U U3dsU;

Us Uxvs d>p&lU¥pdsdaly diidutddg sRARIDA, o (ealiila aUs
G0 " Uy o6 il sitlimmgsUot 3 3 U allge alieegUi ‘Upsa do i e Us Uy
UsthtUsd Urs oaUseyszys YUY/ ppd GUs3 sudUsctL } a
BY/ pihe ¢ 0 o000 dJ Uil bhitpd:Mepahaticagr/documents/CPS
¢ 3 PHARICA
() Us UdLUm;ng’aeLgoUZgﬂ eb UEuchg]; @M@Ue
()UaayeUs eyjed Uxs dy OGst 3 “a8g ~ Uy
GdUsoce.

Ydy Udeabsm3se eoUalUs G(Use Egsu;esqule el @
Us GU a¥dU "~ Ujya UvlGd UasUs uUGeUgUsoae aUs
o[set‘jaUguo[ UvaZiled iy Gaau/dUaacU th 4/ Ggolop s

g U0e @ U htths)/cepaHakiddlge As UUR 93 WEGaslUipegddd Uac

ZUo a73W° 2P3


https://repo.harica.gr/documents/CPS.php
https://repo.harica.gr/

3 clesee mdeesliasg TaUs G i aad399t3HM&MuQquet3 U

(V] 9 A
"deaosUsore UslUs csbUfédddlieoils wedwétgmgidd (Oailisid

5
4

eylr deUsaUjeaseasi UUcgujeeUaesg. AY3 @8 FKEgsli
"UotUe 699qdUgdi) UagUd gP&¥c UesUxkdd sesda3aal Us
hy v3EUdgUOdd EgHaRICAEGU®3 Us By agrellle g
FgsujeedUe ¥vd U ctiece Urs UsdeUpvyeysrs Ay v
9123¢g3dealUd oYUy WWIDHd Wa' d ye Ussa BgU UbaaYs Us
B’GSUUE’GUO UsaaUo ¥ uujgruruga & g gJ H{-y/eqocﬂton3¥49L
6 emUly; UUWy YOU®dieBo dgs U GSQUyg’ dU0 UsdeU
36Uy ¥3s GU " Uja UxGiqdadedsteer 3 UsaUot 3
9.13pos Uls A0 olig ey t 3

AY3 jeoiyUs U3Us ey Y W cellBW4hd@e jJUY e d8 06 U
Udd YeasUssed YoldUes e6adlidd / weavylidd msUlis
Udd j3eed YsaUe eadidd, ¢ °3Ugsu.0:)Uﬂx{]u:9U3eq ;
UosUGe) ¥ UgUe GUds A osUje e @oUcUdlasdidqd Ye o
U saiGUs e 30 usUgdUOUeaUs Ud tUsUGey Y €U
8 eoUllUe gaUU uUusaUGUsoesed usUutsaUGaUld ¢ K
HARI CA Ua3Us g Uidgsad 3 U Wiwelyaligs elfislg ofUN olk
aUs Usd uosUleyyd GcUUsoay¥Y U qpadlitldece g  d
" Uy Yo3.1K0a

AYs 10Uz usUgdU0UddUa GosasaY, UgGh3 tesUlGey yd
Uds YeasUsoase aneuaUxeudgaqb@é:[ug{lsl@U e#@daddd Udd 3
pdehliseg TaUslisei Udd HARICA dUUjBhHUOs0beide
UsadsosoayY UsoUliledswdll By 0W3sWed j des Ud.

v

914t Gci sagltU 3eacdUlal

¢ 3 pAARICA udsseg;oedqau oseUg;anlddg’sg ﬂqanoUseaJaUea
QSUuee aUs A;¢Uga~3UchUd3@@ HeRIEA H UdUd) . sUs d

3UdJeUa~sub[sg’eeg’ Hque’eadudg’/qoea»lxaqug’ULdmeJUsa
Us Uesadasssafh taaUsa

O M Ce
L

o

SEgSSh;uxuq el Uds oUaeUsd s3eeaedUla

€
d YeasUsoswvUsbsdptlerdddimedilieswadliigd Ud
ed pdeslasg TolosWeseilchH&RWONs8pyaaOUU
dU ¥ eyd u*sﬁ(gw;srUUm%eiJot{xiﬁ%meamsg G0 G a U.
a
G

Q H

o (o)

%mwdﬂw@gewgug’;eai’gegs U’ Uds Ysasl
qoleHlBaJaJldsueﬁtoac{qu Udd 3 " eluseed mdes
ARICA | ¥~ Ubo 0303 6 i B Udma ksl U s o ¢J UitbsedNfialkdige & a U

oRN()

916ps Yl epp ldysUsd

9.16.1F g 3 ceFga lGorls
oUs 63 as00Us.

9.162Kac L J dqid

gUbUlOoghe Unllozwiod FgalijeedqUyd U3 dU Uesscr)
GsaUst e U0U, UU Ggely}e3UU © Usd g 6y UL GUs

ZUo a7al) 2p3



3 cleee mdeasglasg Tal V] .

~ 3 vsﬂs aq399L3HAmOAUQSquL3
UeasUsoe HYslUec eUdsd

aUs
e dWe.tB pgidd ( Oalicild 4

@“’
c

3q o230 Ue GgoaU
°egyd. zd@ UOds U
26 gabUaau

o

> C
©
Y
c
® o
o,
a

UsaUUaCL UyUg’ 29U @8 898631l
iy g haepefrayylﬁ)grldeg
3 sysxes Gsccau,tea@U
pY sg ~UjsycU U
3 = GUB dq e’ GU uUs
U @Q ey@@@auwwwmw
U h Ue 3hees, b)

l°JL33 Uy < (& Georllilh Ullda i 38 9 400 iU
UquaegeOppmpei §U0s

To
a

o

TCe Co®
Co —

-{CUMCOQ_
o wa g
C
H—Co
‘QDC
S
m,Efl
‘o S
o &,
Lo
™
© =
w
C(QJ'8

o & ®
—
®m o woS
O Q c«
—coo =0 ©CB ~

MO WY CQCim
(@]
¢
C°®‘

Ci® O CCoCQ Co @

Co W K O C«

]

iad'dUr G d 0 iUgajeafg Gliddd ¢ U
eUsesaueeﬁe*UsdJea»eg’ (UG
U g HARIdAd ® BodalUsa U
Yoy ta 30 L”J;e'e e 9e iy UdlUms Wilde
Ua ’ "L

AR ¢ =
\¢(‘D

e g

COG(
,B.

~ W (.D

Y CcCe

® 4 TS ® ™ C
TR Y O Q0 C:(.D.8

LR CB

@ Q

(0]

«

.

(@]

w

C

(O]

Coc(

w
i e
wCDG.Co
g
()]
(@]
—
Q_OO

£ HARICA (393 0" h Uds yeue%d/TLC‘Bajﬁj@uxsﬁfJUmOGdjcﬂ@c
Uy e 6" esc[syes dU sU U Usdatity U UrvUadadsUv 4) ¥3 ¢z g3
bYid oY 69U AddLbaUzsu’Pees@édélfﬂ%tﬂWs@rFUrumo9UU9g’
teUUsayd "adjyeileyald "~ ege "Uds Gdby duegls Usy f ad
/ Browser Forum 3 U UaUUY0OUs UstiUcheUsUd UsUdUxye
aU0Ug dvgzs Ugsm B @ e 6 Ulb gU,Usy @@ajdpricAd Usd G U
"84 U3U;oe’ese*3UU MuuLbsUeU]gwasgﬁ]Ullmg’suﬁ‘:shUaQJl
slci Us ~ aya abUd sa;fgcgus gf U :U;e @XyBhwserForumy G @ g3

Uye 6 soddddunla fiigdBWgdec) Gt 363 00s eU0 UgUyd
Ues 2hege sUUYooiBagd Uaga»llﬂdluanyngqgedadHIﬂ(tp@pU
HARICAa Us g9 U UsG‘,MBrawsermej;n hegd ~U;yso} YGiOUUs
dBase3UUs UsURd 90 deUjt 3.

9.16.44k0 UUa UG URUqUU
¢ " Uy YoWHaRIGA 33U dU sbyYaUs © 30U U UsUeGUs Uds

U f UngQQUUW¢u$@masH&ﬁmmﬂmwwaumUeU;Uauq°c
UgUe YiHUalla U3 d) Uyelldsd eiU0s i lﬂdUe&j i d iopp!
e’eeegue’eUernLytﬁs g aHBR)@AeIddd Gg3yeUsU 30 UGC

~ o

Uds altsU e @’gdlﬂ]qq sl apdpbel g U0 G Usoce

ZUo a7sW 23



3 clsee mdeesliasg TaUsilsagi aad39al 3-HARIDAL de Uyat 3 oaUs A
"YeaooslUsoe YoslUs sbfédyu U e dWe.tB pgidd ( Oalicild 4

9.165 3 ¥ Uy} U daU
¢ U yalUgid o2U0Uose3fhUsly YLb:ﬂ)ﬂMJygp;uuu@;md’Jlag‘ aldg Ggs
l°Ja'aeq;fxsﬁfﬂde’gUtaUGtgg’Ung’qo)HARICAbYGL"Js g ~UyhpsUed
G;C{GSSG’GSC{dUG (qusussheauhsmeu lzlngstaEg iyjeedqUe
8 896 gile BULU drgbaslysd ewm(beycswwdtﬂeqomlg:
GiU\I}(’Jcpll-IARICAUgd*fsUUUs 29U Ugechs Udyuqﬂq e oUd
YeUdUvyeeUa B vafy gl . quxg’UngUedaseeisL’JUs UU ¥ ¢
OOOGsha'JUTJUGéGLQ‘EuUeg’syU;GU BgUtaslibad ef UyalUoca
HARICA. Bs f(GgsdealUd vy} U3l qtieARICA T Bpoaadec ¥yogsg
UaayY UUs ’O;se;@@@ UPeliwnt) Gogugoydy aUosyY,
tUsoscUalU Udd @ilGdd e ’e;aWseLBHQg’e&Jcsg;GDLﬁos@,, 0Q.
UGUsoeyd Gs0U0U0) Usyd, UzUbyagddsae epds ds 00Wad,
U cooaUstyeg@ldadgg ) oUGaU e G'GQUue'LG’Uf]J Yood
Us 3 Ui ol ddopi-iRICA. 6

9170 oI} s cy d
U3 63 asU00U0s

ZUo a76l) 23



J euUgee

pdecliaeg TaUslisai

Kaadaooal 3-HARICAU de Uyat 3 aUs

"beoasUsore UYslilUs scOfédfuiolls wodwégsemgidd

108) A ANgé¢xAEF U3 U} pe-RPoHARI CA

=== BEGIN HARICA ROOT CA 2015 ===

Certificate:
Data:
Version: 3 (0x2)

Serial Number: 0 (0x0)

Signature Algorithm: sha256WithRSAEncryption

Issuer: C=GR, L=Athens, O=Hellenic Academic and Research Institutions Cert.
Authority, CN=Hellenic Academic and Research Institutions RootCA 2015

Validity

Not Before: Jul 7 10:11:21 2015 GMT

Not After :

Jun 30 10:11:21 2040 GMT

Subject: C=GR, L=Athens, O=Hellenic Academic and Research Institutions Cert.
Authority, CN=Hellenic Academic and Research Institutions RootCA 2015
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public - Key: (4096 bit)
Modulus:

00:¢2:f8:a9:3f:1h:89:fc:3c:3c:04:5d:3d:90:36:
b0:91:3a:79:3c:66:5a:ef:6d:39:01:49:1a:b4:b7:
cf:7f:4d:23:53:b7:90:00:e€3:13:2a:28:a6:31:f1:
91:00:e3:28:ec:ae:21:41:ce:1f:da:fd:7d:12:5b:
01:83:0f:b9:b0:5f:99:e1:f2:12:83:80:4d:06:3€:
df:ac:af:e7:a1:88:6b:31:af:f0:8b:d0:18:33:b8:
db:45:6a:34:f4:02:80:24:28:0a:02:15:95:5e:76:
2a:0d:99:3a:14:5b:f6:ch:ch:53:bc:13:4d:01:88:

37:94:25:1b:42:bc:22:d8:8e:a3:96:5e:3a:d9:32:

db:3e:e8:f0:10:65:ed:74:e1:2f:a7:7c:af:27:34:
bb:29:7d:9b:b6:cf:09:c8:e5:d3:0a:fc:88:65:65:
74:0a:dc:73:1c:5c:cd:40:b1:1c:d4:b6:84:8c:4c:
50:cf:68:8e:a8:59:ae:c2:27:4€:82:a2:35:dd:14:
f4:1f:ff:02:77:d5:87:2f.aa:6e:7d:24:27:e7:c6:
ch:26:e6:e5:fe:67:07:63:d8:45:0d:dd:3a:59:65:
39:58:7a:92:99:72:3d:9¢:84:5€:88:21:b8:d5:f4:
2c:fc:d9:70:52:4f:78:b8:bd:3c:2b:8b:95:98:f5:
b3:d1:68:cf:20:14:7e:4c:5c:5f.e7:8b:e5:f5:35:

81:19:37:d7:11:08:b7:66:be:d3:4a:ce:83:57:00:

3a:c3:81:f8:17:¢b:92:36:5d:d1:a3:d8:75:1b:el:
8h:27:ea:7a:48:41:fd:45:19:06:ad:27:99:4e:cl:
70:47:dd:b5:9f:81:53:12:€5:b1:8¢:48:5d:31:43:

17:e3:8¢:c6:7a:63:96:4h:29:30:4€:84:4€:62:19:

5e:3c:ce:97:90:a5:7f:01:eh:9d:e0:f8:8b:89:dd:
25:98:3d:92:b6:7e:ef:d9:f1:51:51:7d:2d:26:c8:

69:59:61:e0:ac:6a:b8:2a:36:11:04:7a:50:bd:32:

84:be:2f.dc:72:d5:d7:1d:16:47:e4:47:66:20:3f:
f4:96:c5:af:8e:01:7a:a5:0f:7a:64:f5:0d:18:87:
d9:ae:88:d5:fa:84:¢1:3a:c0:69:28:2d:f2:0d:68:

51:aa:e3:a5:77:c6:a4:90:0e:a1:37:8b:31:23:47:

¢1:09:08:eb:6e:f7:78:9b:d7:82:fc:84:20:99:49:
19:b6:12:46:b1:fb:45:55:16:a9:a3:65:ac:9¢:07:
Of:ea:6b:dc:1f:2e:06:72:ec:86:88:12:e4:2d:db:
5f:05:2f:e4:f0:03:d3:26:33:e7:80:c2:cd:42:al:
17:34:0b

Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Basic Constraints: critical
CA:TRUE
X509v3 Key Usage: critical
Certificate Sign, CRL Sign
X509v3 Subject Key Identifier:
71:15:67:C8:C8:C9:BD:75:5D:72:D0:38:18:6A:9D:F3:71:24:54:0B
Signature Algorithm: sha256WithRSAEncryption
75:bb:6d:54:4b:aa:10:58:46:34:f2:62:d7:16:36:5d:08:5€:
d5:6c:c8:87:bd:b4:2e:46:f2:31:f8:7c:ea:42:b5:93:16:55:
dc:al:0c:12:a0:da:61:7e:0f:58:58:73:64:72:c7:€8:45:8e:
dc:a9:f2:26:3f:c6:79:8¢:b1:53:08:33:81:b0:56:13:be:e6:
51:5¢:d8:9h:0a:4f:4h:9¢:56:53:02:€9:4f:f6:0d:60:ea:4d:
42:55:e8:7¢:1b:21:21:d3:1b:3a:cc:77:f2:b8:90:f1:68:c7:

f9:5a:fe:fa:2d:f4:

bf:c9:f5:45:1b:ce:38:10:2a:37:8a:79:

a3:b4:e3:09:6¢:85:86:93:1f:89:96:27:78:81:8f.67:€3:46:
74:54:8e:d9:0d:69:e2:4a:f4:4d:74:03:ff:b2:77:€d:95:67:
97:e4:bl1:c5:ab:bf:6a:23:8:d4:94.:e2:44:28:62:c4:4b:e2:
f0:d8:e2:29:6bh:1a:70:7e:24:61:93:7b:4f:03:32:25:0d:45:
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24:2b:96:b4:46:6a:bf:4a:0b:f7:9a:8f.cl:ac:1a:c5:67:f3:
6f:34:d2:fa:73:63:8c:ef:16:b0:a8:a4:46:2a:f8:eh:12:ec:
72:b4:ef.f8:2b:7e:8¢:52:c0:8h:84:54:f9:2f:3e:e3:55:a8:
dc:66:b1:d9:e1:5f:d8:b3:8¢:59:34:59:a4:ab:4f.6¢:bb:1f:
18:db:75:ab:d8:ch:92:cd:94:38:61:0e:07:06:1f:4b:46:10:
f1:15:be:8d:85:5¢:3b:4a:2h:81:79:0f:b4:69:9f:49:50:97:
4d:f7:0e:56:5d:¢0:95:6a:c2:36:¢3:1b:68:c9:f5:2a:dc:47:
9a:be:b2:ce:c5:25:e8:fa:03:b9:da:f9:16:6e:91:84:f5:1c:
28:¢8:fc:26:cc:d7:1¢:90:56:a7:5f:6f:3a:04:bc:cd:78:89:
Ob:8e:0f:2f:a3:aa:4f:a2:1b:12:3d:16:08:40:0f:f1:46:4c:
d7:aa:7b:08:c1:0a:f5:6d:27:de:02:8f:ca:c3:b5:2b:ca:e9:
eb:c8:21:53:38:a5:cc:3b:d8:77:37:30:a2:4f:d9:6f.d1:f2:
40:ad:41:7a:17:¢c5:d6:4a:35:89:b7:41:d5:7¢:86:7f:55:4d:
83:4a:a5:73:20:¢c0:3a:af:90:f1:9a:24:8e:d9:8e:71:ca:7b:
b8:86:da:b2:8f:99:3e:1d:13:0d:12:11:ee:d4:ab:f0:€9:15:
76:02:e4:e0:df:aa:20:1e:5b:61:85:64:40:a29:90:97:0d:ad:
53:d2:5a:1d:87:6a:00:97:65:62:b4:be:6f.6a:a7:f5:2c:42:
ed:32:ad:b6:21:9e:be:bc

=== END HARICA ROOT CA 2015 ===

=== BEGIN HARICA ECC ROOT CA 2015 ===

Certificate:
Data:
Version: 3 (0x2)
Serial Number: 0 (0x0)
Signature Algorithm: ecdsa - with - SHA256
Issuer: C=GR, L=Athens, O=Hellenic Academic and Research Institutions Cert.
Authority, CN=Hellenic Academic and Research Institutions ECC RootCA 2015
Validity
Not Before: Jul 7 10:37:12 2015 GMT
Not After : Jun 30 10:37:12 2040 GMT
Subject: C=GR, L=Athens, O=Hellenic Academic and Research Institutions Cert.
Authority, CN=Hellenic Academic and Research Institutions ECC RootCA 2015
Subject Public Key Info:

Public Key Algorithm: id - ecPublicKey
Public - Key: (384 bit)
pub:

04:92:a0:41:e8:4b:82:84:5c:e2:f8:31:11:99:86:
64:4e:09:25:2f:9d:41:2f.0a:ae:35:4f:74:95:b2:
51:64:6b:8d:6b:e6:3f:70:95:f0:05:44:47:a6:72:
38:50:76:95:02:5a:8e:ae:28:9e:f9:2d:4e:99:ef:
2c:48:6f:4¢:25:29:€8:d1:71:5b:df:1d:c1:75:37:
b4:d7:fa:7b:7a:42:9c:6a:0a:56:5a:7¢:69:0b:aa:
80:09:24:6c:7e:c1:46
ASNL1 OID: secp384rl1
X509v3 extensions:
X509v3 Basic Constraints: critical
CA:TRUE
X509v3 Key Usage: critical
Certificate Sign, CRL Sign
X509v3 Subject Key Identifier:
B4:22:0B:82:99:24:01:0E:9C:BB:E4:0E:FD:BF:FB:97:20:93:99:2A
Signature Algorithm: ecdsa - with - SHA256
30:64:02:30:67:ce:16:62:38:a2:ac:62:45:a7:a9:95:24:c0:
1la:27:9¢:32:3b:c0:c0:d5:ba:a9:e7:f8:04:43:53:85:ee:52:
21:de:9d:f5:25:83:3e:9€e:58:4h:2f:d7:67:13:0e:21:02:30:
05:e1:75:01:de:68:ed:2a:1f:4d:4¢:09:08:0d:ec:4b:ad:64:
17:28:e7:75:ce:45:65:72:21:17:¢ch:22:41:0e:8¢:13:98:38:
9a:54:6d:9b:ca:e2:7c:ea:02:58:22:91

=== END HARICA ECC ROOT CA 2015 ===

=== BEGIN HARICA Client ECC Root CA 2021 ===

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
31:68:d9:d8:€1:62:57:1e:d2:19:44:88:€6:10:7d:f0
Signature Algorithm: ecdsa - with - SHA384
Issuer: C = GR, O = Hellenic Academic and Research Institutions CA, CN = HARICA
Client ECC Root CA 2021
Validity
Not Before: Feb 19 11:03:34 2021 GMT
Not After : Feb 13 11:03:33 2045 GMT
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Subject: C = GR, O = Hellenic Academic and Research Institutions CA, CN = HARICA
Client ECC Root CA 2021
Subject Public Key Info:

Public Key Algorithm: id - ecPublicKey
Public - Key: (384 bit)
pub:

04:07:18:ad:95:96:94:d0:5¢:0f:82:f7:2a:40:fa:
02:¢9:¢9:3d:36:a6:a3:04:6a:¢1:6d:95:01:88:60:
12:54:6c:5c:a2:2b:6e:13:3a:88:95:0c:1c:26:86:
36:4a:89:19:b7:18:de:3b:e8:a8:50:1f:ca:df:5b:
bf:49:80:15:db:e3:30:el:1d:5a:c7:2a:8a:01:07:
fe:6d:2c:34:ef:28:28:97:bc:c1:f9:57:86:95:8b:
35:cf:9e:5a:d1:68:95
ASNL1 OID: secp384rl
NIST CURVE: P - 384
X509v3 extensions:
X509v3 Basic Constraints: critical
CA:TRUE
X509v3 Subject Key Identifier:
52:08:D2:BE:32:81:25:FD:F5:1A:97:EC:4E:5F:1A:BB:53:CD:90:AD
X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign
Signature Algorithm: ecdsa - with - SHA384
30:64:02:30:4¢:31:45:46:4f:a8:€6:be:c3:77:b2:1a:18:4b:
2d:88:7b:58:€6:ab:94:6b:44:03:b0:17:ff:df:82:73:44:51:
2¢:fd:93:1d:06:7b:14:d2:89:ec:40:0c:ef:21:01:2e:02:30:
2f.c9:2e:5a:6¢:2¢:1d:d9:95:€0:9e:b0:b9:5¢:52:7¢:f6:18:
38:ca:2e:f1:d4:1d:f2:a2:49:a2:95:f8:c1:58:5e:4f:fe:73:
Oa:ef:31:b0:ab:23:58:13:8c:8b:de:3b

=== END HARICA Client ECC Root CA 2021 ===

=== BEGIN HARICA Client RSA Root CA 2021 ===

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
55:52:f8:1e:db:1b:24:2c:9e:bb:96:18:¢cd:02:28:3e
Signature Algorithm: sha256WithRSAEncryption
Issuer: C = GR, O = Hellenic Academic and Research Institutions CA, CN = HARICA
Client RSA Root CA 2021
Validity
Not Before: Feb 19 10:58:46 2021 GMT
Not After : Feb 13 10:58:45 2045 GMT
Subject: C = GR, O = Hellenic Academic and Research Institutions CA, CN = HARICA
Client RSA Root CA 2021
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

RSA Public - Key: (4096 bit)

Modulus:
00:81:db:57:42:90:2¢:74:35:f4:f8:b8:74:19:4d:
ab:09:5a:77:45:81:73:62:b0:35:9f:f8:d0:b7:33:
00:87:13:b6:96:ab:0e:54:12:30:07:bc:9b:b7:48:
d7:d1:19:83:ae:8e:d8:a9:f1:a9:00:84:b0:8c:5e:
9e:e8:0c:8f:54:69:bf:f6:d4:08:4f:26:70:fe:18:
41:63:1a:b3:32:8b:40:f8:07:ab:57:31:f0:c6:16:
76:67:9a:b4:dd:2f:f2:d1:6b:c5:d0:92:84:91:71:
6e:0f:2e:63:€9:1f:53:a4:dd:52:13:¢c:09:83:29:
81:0c:c5:53:75:44:b1:0e:67:53:18:d0:c3:1f:88:
4b:9f:94:24:b4:29:bc:bb:e8:4e:fd:6f:d2:15:1d:
49:dc:8d:70:f2:11:1a:20:51:55:11:ba:88:6f.c4:
f7:50:79:d6:aa:31:€2:84:3d:5e:32:¢8:77:2a:50:
71:e5:0b:2f:e9:b6:ea:ef:ab:0a:33:39:0e:fd:8f:
ab5:67:43:82:8e:98:69:09:09:1b:40:¢cd:38:67:47:
ea:c9:ec:97:71:12:de:24:5:72:3c:d1:f7:43:4c:
26:f7:90:b2:89:€9:45:4b:55:3d:31:05:7a:41:e2:
95:ba:43:¢0:17:¢5:b6:85:3d:19:8d:64:70:f3:5b:
ac:cd:9f:d3:29:75:87:4b:95:67:6a:a6:f8:d1:dd:
bc:90:86:89:43:29:a9:37:5b:f5:5d:b0:26:5a:53:
42:76:90:2b:cf:9e:56:6¢:2b:54:cf:5¢c:9a:65:df:
5b:8b:48:60:38:7c:fb:c5:0b:cf:76:04:63:02:33:
2a:7d:f5:83:67:e7:fa:c6:43:fd:2b:0f:d4:26:2f:
77:a4:32:cl:24:ea:64:9d:bf:b3:38:71:31:44:f2:
47:b8:a2:66:41:al:fh:9b:7b:bc:c7:46:6a:75:bf:
5a:a2:8c:e8:6a:44:¢1:b8:96:b5:c0:32:08:2d:7h:
74:35:73:b2:ca:c6:fe:af:11:72:18:f6:e7:¢c8:c2:
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cf:ab:2a:ea:7b:d6:59:e8:7c:a0:b2:6a:40:09:69:

Oe:a5:96:db:d1:00:h9:f1:88:6€:36:f0:88:b2:9d:
f1:52:f2:¢3:7¢:bf:30:89:3¢:0a:69:f9:22:24:65:

€1:9b:e0:74:c6:b1:85:97:96:2c:ae:94:8f:50:a6:

39:12:1f:be:47:f2:81:78:d3:75:36:9e:7d:5a:20:
97:e2:52:ae:99:9f:c6:7¢:9hb:66:13:fe:d8:cf.ee:

bd:97:06:1d:2d:85:dc:3e:36:53:96:7b:20:ba:e8:
c8:el:ad:96:62:3e:11:7¢:b3:00:84:9e:a7:4c¢:71:

ab:4a:37
Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Basic Constraints: critical
CA:TRUE
X509v3 Subject Key Identifier:

codddgueUs
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A0:D6:07:3D:5E:24:F7:7B:A0:44:2E:24:52:0D:19:AA:2B:04:91:A7

X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign
Signature Algorithm: sha256WithRSAEnNcryption

0d:47:f9:09:66:31:52:ec:79:ee:c2:a8:f2:68:3e:ed:96:45:
ch:3a:a6:98:63:3f:ea:2b:4d:4e:03:d0:1c:82:el:ch:d3:e5:
d6:ab:5b:67:28:bc:9d:fe:0c:99:0a:80:55:a7:ce:1b:23:61:
0d:b0:57:f0:fe:e0:ca:be:e6:90:db:83:2c:be:83:8e:f4:79:
b6:fe:d0:0d:42:a7:58:1f:69:ea:81:f5:05:a5:fe:46:68:eb:
6C:78:c9:e0:ea:e7:e6:de:31:c5:d2:d5:2¢:82:63:28:9d:5d:
a8:1a:7e:88:e6:e7:2b:f1:2¢:d5:d0:05:9e:dc:2d:bd:37:66:
d4:04:a2:a7:ad:bf:3a:c2:a8:3b:ad:ff:8d:9d:33:e0:b9:9a:
84:21:87:11:76:14:82:74:d7:0e:f9:30:48:3e:5h:88:3€e:aa:
5¢:6b:d6:2f:0c:e8:8e:73:¢2:18:91:83:39:b6:66:5a:d0: 1f:
60:27:5d:4d:e3:f6:3a:0d:66:50:9¢:78:7b:ab:f3:13:10:ae:
Of:2f:ab:e8:64:b3:18:20:9d:46:35:64:25:73:ea:9b:10:5c¢:
58:35:89:b1:46:48:a7:f4:ac:d4:1d:9e:5b:cc:a9:a5:1a:13:
4f:24:50:aa:d9:1b:6d:b1:40:fb:9d:dd:58:74:c4.c2:6f:14:
72:ec:db:35:9f:b8:54:75:45:¢c3:a6:c8:1a:28:35:3a:ae:65:
f2:29:98:ce:af:5b:c9:38:8¢:31:3b:7f.cc:dc:96:fd:e2:5b:
d6:d0:59:f4:76:ba:0b:ch:4f:83:10:¢7:40:d0:1d:60:€9:2a:
e5:48:58:77:0c:45:69:be:19:71:04:24:e2:e3:24:1f:4a:c8:
c1:3e:99:f5:96:98:38:48:25:a1:15:b0:1b:d7:€2:84:18:5b:
f6:71:35:9a:68:7b:40:cc:18:5¢:0c:24:9d:d4:95:f5:99:aa:
46:ea:ae:ac:bf:f4:14:19:24:e8:8c:ec:e3:f5:bc:06:68:8a:
2a:0c:05:5f:0a:97:75:a7:dc:7e:c0:fd:d7:7a:18:df:30:d1:
38:4h:1f:b0:98:70:bf.cc:7¢:73:f0:6e:c4:31:a5:a4:97:1d:
ac:bf:ce:6¢:21:4a:be:27:23:67:f3:06:56:81:0a:91:8¢e:b6:
€1:03:05:33:2c:da:34:08:4d:4€e:50:23:ad:1f:a5:c5:d4:7a:
fe:ea:09:ec:a7:28:60:8b:46:7c:b5:ea:9b:dd: 4f.f9:e7:6b:
15:¢6:88:cf:43:db:e5:27:dc:04:56:6e:6f:46:15:f1:56:2d:
€8:5¢:0c:73:¢3:23:81:38:20:¢ch:c9:0c:69:cf:2c:ab:3b:84:
60:33:19:52:fd:69:14:33

END HARICA Client RSA Root CA 2021

Data:
Version: 3 (0x2)
Serial Number:
4c:8a:63:1d:a9:63:8f:05:a2:fb:76:14:ff:5b:a2:cd
Signature Algorithm: ecdsa - with - SHA384

BEGIN HARICA Code Signing ECC Root CA 2021

Certificate:

Issuer: C = GR, O = Hellenic Academic and Research Institutions CA, CN = HARICA

Code Signing ECC Root CA 2021

Validity
Not Before: Feb 19 11:04:36 2021 GMT
Not After : Feb 13 11:04:35 2045 GMT

Subject: C = GR, O = Hellenic Academic and Research Institutions CA, CN = HARICA

Code Signing ECC Root CA 2021

Subject Public Key Info:

Public Key Algorithm: id
Public - Key: (384 bit)
pub:

04:43:9f:bc:5c:42:6a:43:el:ac:4b:b8:0e:5f:80:
06:€3:05:77:8b:7f:0b:79:d7:61:20:90:bf:f2:53:

- ecPublicKey

28:a3:58:ba:94:¢0:66:6a:1c:59:da:80:58:81:00:

4c¢:bc:c9:79:98:10:0c:c7:1d:0b:e3:93:dc:85:39:
68:d9:bf:a7:43:d2:31:cc:82:82:27:ba:88:d1:d2:
2d:56:37:f7:3a:da:6e:39:dc:71:10:65:e€e:38:0b:
87:7a:03:ba:30:5f.64

ASNL1 OID: secp384r1
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NIST CURVE: P - 384
X509v3 extensions:
X509v3 Basic Constraints: critical
CA:TRUE
X509v3 Subject Key Identifier:
6A:71:C1:73:6A:93:42:A6:97:72:5E:BB:90:5F:82:92:0F:2B:D6:EB
X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign
Signature Algorithm: ecdsa - with - SHA384
30:64:02:30:1e:a5:d5:0b:44:95:10:e4:67:7c:4e:85:5e:b9:
45:49:02:73:b0:b2:1c:b3:a7:22:d1:00:61:40:0f:b3:87:37:
16:8d:00:ed:b6:8h:55:25:06:94:90:dc:d7:e7:75:9f:02:30:
7f.74:6b:f1:4a:df.f0:f7:84:7b:f2:¢5:79:30:03:48:f2:1e:
20:22:57:64:54:57:34:80:77:b7:3f:23:4f:b4:f5:80:98:c2:
c1:56:5h:a0:e7:d6:a1:8f:f5:0c:6f:1d

=== END HARICA Code Signing ECC Root CA 2021 ===

=== BEGIN HARICA Code Signing RSA Root CA 2021 ===

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
15:c2:ae:2a:4d:99:9a:63:8¢:d3:ba:13:19:76:08:f5
Signature Algorithm: sha256WithRSAEncryption
Issuer: C = GR, O = Hellenic Academic and Research Institutions CA, CN = HARICA
Code Signing RSA Root CA 2021
Validity
Not Before: Feb 19 10:59:54 2021 GMT
Not After : Feb 13 10:59:53 2045 GMT
Subject: C = GR, O = Hellenic Academic and Research Institutions CA, CN = HARICA
Code Signing RSA Root CA 2021
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

RSA Public - Key: (4096 bit)

Modulus:
00:8a:6a:ee:aa:0a:23:55:0c¢:8b:06:42:€3:95:5b:
54:78:5f.c5:8e:06:2c:7¢:3c:31:be:af:0d:a9:al:
ec:4a:20:58:05:9d:e2:68:b2:bb:eb:5f:7f:2a:33:
b9:f2:55:9c:6f.aa:a4:1e:ed:10:be:83:29:11:36:
e6:9e:3f:fa:6d:7b:51:e1:d5:77:a5:bd:cb:69:0e:
3b:22:20:94:0c:31:65:40:0d:09:af:10:35:7a:9b:
ea:79:08:44:a4:8b:67:a9:2b:4d:c1:e7:d0:d7:a7:
f6:b5:3a:8d:d9:a3:29:79:b8:a4:65:5¢:bc:f3:3e:
7:9f:99:f6:b8:¢3:65:68:2d:ab:83:2e:dd:85:99:
04:a29:f5:d1:5¢:d5:51:42:01:b9:9f:41:b5:4b:22:
b2:00:f4:cb:67:10:ef:69:c4:10:ad:fa:94:06:76:
50:12:57:82:ae:c5:14:ad:3c:7d:bb:9d:f1:73:e1:
7c:f0:ae:71:de:5b:f7:12:dd:f7:80:f1:dc:3e:f1:
60:ba:c9:19:97:6f.75:74:85:4c¢:fd:39:43:¢3:64:
6e:34:ac:13:c1:1c:65:b6:52:42:f1:46:eb:2f:fa:
5d:a6:cf:0e:49:9d:f7:74:7¢:78:0d:06:3a:2c:12:
fb:e2:4b:26:e4:6f:8b:21:81:33:42:39:13:€8:42:
ab:5b:55:d4:1b:bb:37:b6:12:91:f7:f3:7d:bc:d2:
ff.ec:bl:c3:d5:a0:cc:b2:2b:c7:8f:5d:7e:4c:52:
42:48:fb:8f.fd:5a:90:73:10:d5:29:72:54:8d:49:
db:38:52:aa:46:48:0e:2f:fa:00:2c:cc:73:0c:36:
4b:24:ce:13:6¢c:a6:a4:a4:a3:d6:7¢:9b:e9:38:0b:
c6:24:db:4d:ac:67:21:49:5b:41:37:64:€6:60:6b:
1f:ed:2a:2f:60:19:30:1e:d8:3c:9c:19:43:87.df:
c0:0a:f4:e4:ca:60:88:7a:d6:a3:h9:e4:25:2e:79:
e2:fe:cl:ch:3c:b7:f7:cf:4e:58:4c:fb:c3:ad:ab:
7d:aa:ca:88:fb:0e:38:0d:1f:9e:5c:39:eb:b8:07:
c4:50:22:4d:8:85:7f.6e:ec:8c:fa:b6:71:4d:de:
7d:96:69:c4:dd:3e:1e:de:26:90:0a:2¢:4d:15:95:
a9:a2:3e:dc:3d:0e:77:7¢:8d:41:28:4f:b8:83:51:
be:3e:b7:8f:90:3a:70:31:89:5a:fa:93:53:fc:60:
€9:8d:75:90:ee:5a:2f:1d:84:9f:00:a9:€6:¢3:86:
23:a2:1e:dd:12:e3:a1:46:60:1b:67:bf:50:15:22:
92:7c:4a:b4:8c:8f:6e:9¢:95:c2:2c:dc:3b:3a:20:
b6:bc:8b

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Basic Constraints: critical

CA:TRUE

X509v3 Subject Key Identifier:
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B4:64:16:48:E8:FC:5A:4B:33:29:89:EB:99:40:B9:20:B4:F6:61:1A
X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign
Signature Algorithm: sha256WithRSAEncryption

2b:ac:59:8b:e6:39:44:dc:fb:ad:4a:88:€0:64:ff.ab:c3:f2:
d2:ce:70:2f:03:e5:6f:b2:c4:f5:36:d6:53:6b:87:ab:1d:8b:
99:07:¢8:30:8e:47:72:fd:al:b8:75:d6:17:a1:16:bd:64:73:
91:30:57:ad:7d:fd:05:40:86:93:d1:49:96:b2:0b:d4:7c:64:
13:8b:d3:21:49:38:bb:fb:e8:cc:3e:31:fl:ae:7bh:4c:2a:df:
82:06:a3:8e:05:84:9c¢:7f:70:ce:c0:bb:45:17:df:5d:65:0c:
e4:50:48:07:44:8b:a4:2f:56:da:c6:7a:f6:60:8d:a4:38:f1:
9d:87:16:30:b2:f0:5f:7a:42:55:20:71:cf:cc:ee:00:b1:12:
47:bf:42:b9:e4:b3:b5:1d:19:84:h9:98:6d:€0:69:b4:15:41.:
b5:e2:50:48:c7:1f.ea:9a:b7:79:91:dd:d5:d5:53:19:fc:ae:
18:6¢:69:db:ad:59:28:9b:64:98:a7:3c:c7:55:8e:d1:30:00:
cf:d4:32:9e:62:b1:c3:2a:ee:35:22:¢c6:bb:f0:7c:bb:83:b8:
00:89:f5:dc:1a:97:d9:38:9a:29:53:61:19:a6:a7:f4:3b:47:
fd:dd:67:95:0f:8e:a4:66:2c:82:9a:b7:2d:71:e6:df.ae:f8:
8:68:c1:bb:0f:ea:50:a0:45:97:b7:1a:95:12:6f:c8:b3:b6:
05:68:da:6a:1e:0e:35:85:84:ac:74:0c:8a:b4:f4:75:9f.22:
af:b0:54:bb:b6:9e:22:f9:d9:eb:d5:8a:0d:c7:dc:f8:98:31.:
5f.9e:fa:c6:97:f4:41:10:75:d3:81:b6:31:5f:7a:dd:88:85:
08:af:70:47:02:37:7h:e2:4a:ec:5d:f2:dd:29:12:44:c8:8a:
aa:dd:d2:55:78:17:75:af:71:69:0d:77:70:4a:b0:1f.7f:42:
db:c7:71:dc:58:d6:18:bd:50:¢5:b9:72:04:¢7:67:7b:7¢:53:
60:ca:49:18:15:bc:40:73:ae:2b:a8:2b:ac:6f:11:44:39:ec:
82:48:7e:11:ca:fh:d6:3f:b6:c0:h9:b8:06:93:75:bd:93:27:
77:17:0d:5c:a5:9¢e:ea:c1:5h:00:2d:0c:a8:35:60:c7:e2:6f:
35:1b:3d:76:b5:e7:ad:dd:74:23:4f:86:b2:47:ef.c8:2f.d0:
85:7¢:39:96:37:a1:2b:29:02:bd:3e:87:cf:a8:f6:1d:75:32:
cf:38:€3:73:bl:ee:10:81:b5:2a:b1:88:06:51:1e:5a:3a:48:
51:f3:36:59:62:df:42:66:59:50:b7:58:be:f5:76:40:9a:12:
16:e6:0e:aa:d7:6c:a0:d5

=== END HARICA Code Signing RSA Root CA 2021 ===

=== BEGIN HARICA Qualified ECC Root CA 2021 ===

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
11:2¢:97:28:ef:e7:89:f2:ff:7e:17:6d:¢c9:62:21:6e
Signature Algorithm: ecdsa - with - SHA384
Issuer: C = GR, O = Greek Universities Network (GUnet), organizationldentifier
= VATGR- 099028220, OU = Hellenic Academic and Research Institutions CA, CN = HARICA
Qualified ECC Root CA 2021
Validity
Not Before: Feb 19 11:02:27 2021 GMT
Not After : Feb 13 11:02:26 2045 GMT
Subject: C = GR, O = Greek Universities Network (GUnet), organizationldentifier
= VATGR- 099028220, OU = Hellenic Academic and Research Institutions CA, CN = HARICA
Qualified ECC Root CA 2021
Subject Public Key Info:

Public Key Algorithm: id - ecPublicKey
Public - Key: (384 bit)
pub:

04:d1:f2:a6:d5:01:15:a0:9b:3f:16:a5:57:49:28:
d5:b5:fe:c7:07:49:5a:d8:d2:f4:d3:f1:01:89:6c:
7f.9d:ee:bc:63:6¢:f0:5f:3d:8a:49:a5:b1:98:51:
38:24:56:ec:37:5b:f2:d5:87:96:47:46:c6:7a:fb:
dd:95:7b:5d:0d:a7:fd:a1:28:48:d9:01:bf:1e:4a:
91:29:2¢:a0:b7:f8:09:42:¢5:13:96:80:fd:28:36:
4¢:11:09:c3:26:ch:f8
ASN1 OID: secp384rl1
NIST CURVE: P - 384
X509v3 extensions:
X509v3 Basic Constraints: critical
CA:TRUE
X509v3 Subject Key Identifier:
1F:35:FA:66:C3:B4:D0:9A:4A:24:82:7F:9B:28:8D:DA:9B:EE:E1:A6
X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign
Signature Algorithm: ecdsa - with - SHA384
30:64:02:30:1d:49:12:7:25:7¢:6b:15:27:bb:b3:0a:f3:43:
61:2d:65:b7:cf:24:d1:14:e5:1c:f6:aa:16:f7:20:91:ab:be:
81:62:77:6e:5a:e5:be:31:43:8b:5d:65:13:bb:36:9b:02:30:
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0c:9e:b2:39:7d:30:cl:a7:31:6¢:13:df:38:6a:51:85:¢c8:3f:
d1:3a:30:c0:15:a4:02:3a:21:58:13:2d:db:67:a1:0f:7a:dd:
32:86:53:43:0a:93:e7:¢1:6f:95:2e:05

=== END HARICA Qualified ECC Root CA 2021 ===

=== BEGIN HARICA Qualified RSA Root CA 2021 ===

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
32:be:30:39:72:57:46:d9:23:89:91:¢c2:36:7a:80:47
Signature Algorithm: sha256WithRSAEncryption
Issuer: C = GR, O = Greek Universities Network (GUnet), organizationldentifier
= VATGR- 099028220, OU = Hellenic Academic and Research Institutions CA, CN = HARICA
Qualified RSA Root CA 2021
Validity
Not Before: Feb 19 10:57:38 2021 GMT
Not After : Feb 13 10:57:37 2045 GMT
Subject: C = GR, O = Greek Universities Network (GUnet), organizationldentifier
= VATGR- 099028220, OU = Hellenic Academic and Research Institutions CA, CN = HARICA
Qualified RSA Root CA 2021
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

RSA Public - Key: (4096 bit)

Modulus:
00:8f:44:67:d7:b6:ff:51:35:d2:18:32:6b:3b:ae:
d4:0a:4c¢:3e:a3:d0:60:71:ab:53:b6:dd:b5:91:2d:
18:€9:65:6d:82:6e:1f:9b:ff:d5:58:2f:e7:0¢:50:
b2:b4:dc:56:10:44:a9:6f:d1:45:28:75:13:6d:99:
94:77:€4:45:61:54:b1:f3:bbh:c4:e6:7f.fh:fb:ee:
7c:c5:a8:f9:f8:25:1h:02:7d:2a:55:91:39:26:18:
b2:ea:fe:53:a4:70:ea:1d:f4:8h:08:73:a6:b9:a6:
7¢:6h:42:50:18:95:45:ee:d5:94:06:3e:81:2b:df:
6f.ed:ee:8a:5c:74:59:cc:a0:b3:67:1e:56:7e:7h:
09:3e:ee:5b:d2:d3:89:57:52:40:5a:18:99:22:8b:
68:c3:c5:34:74:b8:2c:ac:69:7e:7e:3b:85:a9:29:
3e:dd:b9:0b:1c:7c:b8:88:f6:85:03:8f:64:80:ef:
50:ac:af:5a:90:06:18:54:cf:61:0b:5a:ea:0e:40:
78:75:68:48:0a:1d:35:2e:78:f0:32:6:26:cf:1b:
5b:aa:49:2d:c0:39:ac:e6:5f:79:46:bd:36:94:9f:
18:52:74:f4:4c:9a:a6:ab:6a:4f:47:bb:a3:06:3d:
48:5d:95:€9:60:4e:2a:88:ac:9d:c0:75:9e:86:b9:
1f:e6:b0:3e:cf:cd:02:65:a5:b3:bf:a8:73:24:b2:
24:be:67:4e:04:6e:28:e5:df:f1:d4:bb:19:83:ed:
8f.ee:ba:b2:57:d2:0c:f6:04:€5:90:7f:09:5¢:1d:
09:4d:31:a0:f9:€1:45:¢2:08:77:ab:94:56:3f:90:
ae:79:91:1f.c8:b6:75:57:60:0b:f3:05:36:9c¢:2d:
52:52:b1:f3:e6:f6:d0:10:4e:2d:89:d1:e0:a8:41:
6f:c9:48:a2:0f:c7:¢0:36:13:1f:6a:0d:51:cf:d9:
3c:08:eh:dd:0a:08:4e:cb:37:11:5d:38:84:ce:6e:
db:3e:a3:86:48:96:de:a5:04:ad:37:58:€0:68:48:
12:d4:7a:bc:26:6d:0c:5c:be:a9:6d:7a:0c:2b:31:
2b:09:ec:48:ed:4f:b0:a9:be:e3:54:ef:a0:8e:61:
09:4a:0a:cl:d7:6c:de:bd:70:ff:07:ed:c1:cb:08:
e0:ff:e0:02:bc:97:87:e7:cd:34:2b:02:5a:ac:f2:
b7:b1:0b:cf:1b:e7:15:ee:2e:be:6h:9e:c4:b0:c3:
¢0:89:d6:81:a8:ae:89:a8:00:30:¢7:33:6e:65:2d:
02:4e:18:0d:41:c4:ac:9f:7a:d1:45:bb:bc:c1:0b:
e3:a3:af:e5:d3:62:5¢:f0:75:95:¢0:66:b3:70:22:
81:2f:13

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Basic Constraints: critical
CA:TRUE
X509v3 Subject Key Identifier:
FC:24:46:39:57:2F:29:BE:48:EB:15:0D:76:FF:17:BF:DB:1C:9E:D7
X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign
Signature Algorithm: sha256WithRSAEncryption
6e:e1:65:b3:6¢:1e:¢c3:9¢:50:1a:ff:0d:1c:b7:92:06:7¢:58:
0e:7b:0f:bc:53:56:6d:0e:84:01:cf:4f:.03:61:c6:5b:b3:9b:
dl:ee:06:e7:49:5c:d8:ad:f5:ec:38:40:el:ef:b9:da:40:8c:
fd:d6:db:70:54:¢5:55:dd:1d:9e:2e:17:6e:1e:b0:09:ab:26:
29:21:34:30:a4:3b:99:87:26:92:7e:18:18:44:45:02:6f:96:
a4:09:60:2d:69:df:6e:bc:46:45:a4:29:00:73:83:13:bd:45:
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€6:62:e0:a7:be:d0:1a:8f.0f:56:0f.da:35:fb:f9:f5:ef.6e:
41:d5:a3:b4:10:e1:0c:2d:ch:03:3a:e7:75:1e:a5:e0:2b:dc:
6a:84:a7:cd:33:65:70:89:6f:b3:93:b8:98:40:0¢:35:fd:e0:
97:3a:6a:7f:90:a4:47:f5:7a:c6:45:22:2f.f9:48:63:61:06:
fe:7e:cf.7f.de:5b:a5:e7:a1:5b:19:40:3b:cd:cf:b2:e6:b8:
ef:52:be:6e:16:3f:7a:e8:75:a1:3b:e0:01:be:d0:10:0a:62:
c1:db:80:af:7f:f6:13:09:7d:2¢:3d:45:53:71:94:f4:dc:99:
34:8f:75:79:9b:72:d9:c0:91:5a:70:4b:21:55:01:d1:26:82:
86:ff:c1:90:ch:7f:48:9a:b7:78:da:7d:93:e4:d1:72:h8:62:
6b:25:09:d0:dc:61:60:85:98:85:14:0b:e7:18:€4:70:29:b8:
7h:36:6¢:8f:73:ed:20:79:fc:bb:9d:12:b6:a2:€6:17:01:9e:
77:6a:0e:2a:ad:a4:04:d7:d5:19:9¢:68:92:06:80:6d:b1:6c:
e5:03:e0:73:f4:64:b6:4a:b2:80:ad:0f:21:00:44:0c:8b:b2:
80:25:36:11:bf:e2:d0:1d:13:af:ac:b4:6b:79:d6:41:42:09:
db:39:8c:1f:ab:21:f7:9a:90:7a:ba:49:cd:0c:e0:42:2d:c4:
c2:ae:dbh:20:9b:8d:94:2b:ed:c8:0b:e6:f6:9a:14:1f.ea:0a:
8d:55:65:74:58:0b:02:d2:cc:7e:60:1c:49:bd:25:58:9¢:ec:
4b:b2:ac:92:12:25:2¢:91:78:1a:50:70:ff:0b:ec:10:76:6d:
76:2f:73:2a:19:32:49:5b:9d:2b:ba:a6:50:62:2f;:a7:0e:19:
73:39:74:5e:b1:45:7d:14:2d:ee:cf:bd:b8:4b:22:6f.6a:81:
fb:ac:64:0a:15:a4:d4:¢c2:03:2e:b0:ac:fc:bf:3e:a4:63:2f:
2e:f4:c6:f6:€6:36:ad:e7:7b:fb:ef:2c:1f:f0:10:¢5:8d:c5:
c4:41:ce:e0:92:2a:2d:9e

=== END HARICA Qualified RSA Root CA 2021 ===

=== BEGIN HARICA TLS ECC Root CA 2021 ===

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
67:74:9d:8d:77:d8:3b:6a:db:22:f4:ff:59:e2:bf.ce
Signature Algorithm: ecdsa - with - SHA384
Issuer: C = GR, O = Hellenic Academic and Research Institutions CA, CN = HARICA
TLS ECC Root CA 2021
Validity
Not Before: Feb 19 11:01:10 2021 GMT
Not After : Feb 13 11:01:09 2045 GMT
Subject: C = GR, O = Hellenic Academic and Research Institutions CA, CN = HARICA
TLS ECC Root CA 2021
Subject Public Key Info:

Public Key Algorithm: id - ecPublicKey
Public - Key: (384 bit)
pub:

04:38:08:fe:b1:a0:96:d2:7a:ac:af:49:3a:d0:c0:
€0:¢3:3h:28:aa:f1:72:6d:65:00:47:88:84:fc:9a:
26:6b:aa:4b:ba:6¢:04:0a:88:5e:17:f2:55:87:fc:
30:b0:34:€2:34:58:57:1a:84:53:€9:30:d9:a9:f2:
96:74:¢3:51:11:58:49:31:¢cc:98:4€:60:11:87:75:
d3:72:94:90:4:9b:10:25:2a:a8:78:2d:be:90:41:
58:90:15:72:a7:al:b7
ASN1 OID: secp384rl1
NIST CURVE: P - 384
X509v3 extensions:
X509v3 Basic Constraints: critical
CA:TRUE
X509v3 Subject Key Identifier:
C9:1B:53:81:12:FE:04:D5:16:D1:AA:BC:9A:6F:B7:A0:95:19:6E:CA
X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign
Signature Algorithm: ecdsa - with - SHA384
30:64:02:30:11:de:ae:f8:dc:4e:88:b0:29:f0:22:ad:c2:51:
40:ef:60:71:2d:ee:8f.02:c4:5d:03:70:49:a4:92:ea:c5:14:
88:70:a6:d3:0d:b0:aa:ca:2c:40:9c:fb:e9:82:6e:9a:02:30:
2h:47:9a:07:¢6:d1:¢c2:81:7c:ca:0b:96:18:41:1b:a3:f4:30:
09:9e:b5:23:28:0d:9f:14:b6:3c:53:a2:4¢:06:69:7d:fa:6c¢:
91:c6:2a:49:45:e6:ec:b7:13:el:3a:6¢

=== END HARICA TLS ECC Root CA 2021 ===

=== BEGIN HARICA TLS RSA Root CA 2021 ===
Certificate:
Data:
Version: 3 (0x2)
Serial Number:
39:ca:93:1c:ef:43:f3:c6:8e:93:¢7:f4:64:89:38:7e
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Signature Algorithm: sha256WithRSAEncryption
Issuer: C = GR, O = Hellenic Academic and Research Institutions CA, CN = HARICA
TLS RSA Root CA 2021
Validity
Not Before: Feb 19 10:55:38 2021 GMT
Not After : Feb 13 10:55:37 2045 GMT
Subject: C =GR, O = Hellenic Academic and Research Institutions CA, CN = HARICA
TLS RSA Root CA 2021
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

RSA Public - Key: (4096 bit)

Modulus:
00:8b:c2:e7:af:65:9b:05:67:96:¢9:0d:24:b9:d0:
Oe:64:fc.ce:e2:24:18:2¢:84:7f:77:51:ch:04:11:
36:b8:5e:ed:69:71:a7:9e:€4:25:09:97:67:c1:47:
c2:¢cf:91:16:36:62:3d:38:04:e1:51:82:ff:ac:d2:
b4:69:dd:2e:ec:11:a3:45:ee:6b:6b:3b:4c:bf:8c:
8d:a4:1e:9d:11:b9:€9:38:f9:7a:0e:0c:98:e2:23:
1d:d1:4e:63:d4:e7:b8:41:44:fh:6b:af:6b:da:1f:
d3:¢5:91:88:5b:a4:89:92:d1:81:€6:8¢:39:58:a0:
d6:69:43:a9:ad:98:52:58:6e:db:0a:fb:6b:cf:68:
fa:e3:a4:5e:3a:45:73:98:07:ea:5f:02:72:de:0c:
ab:b3:9f:ae:a9:1d:b7:1d:b3:fc:8a:59:e7:6e:72:
65:ad:f5:30:94:23:07:f3:82:16:4b:35:98:9¢:53:
bb:2f:ca:e4:5a:d9:c7:8d:1d:fc:98:99:fb:2c:a4:
82:6b:f0:2a:1f:8e:0b:5f:71:5¢:5¢c:ae:42:7b:29:
89:81:ch:03:a3:99:ca:88:9e:0b:40:09:41:33:db:
e6:58:7a:fd:ae:99:70:c0:5a:0f:d6:13:86:71:2f:
76:69:fc:90:dd:db:2d:6e:d1:f2:9b:f5:1a:6b:9e:
6f:15:8¢:7a:f0:4b:28:a0:22:38:80:24:6¢:36:a4:
3b:f2:30:91:f3:78:13:cf:c1:3f:35:ab:f1:1d:11:
23:b5:43:22:9€:01:92:b7:18:02:€5:11:d1:82:db:
15:00:cc:61:37:c1:2a:7c:9a:el1:d0:ba:b3:50:46:
ee:82:ac:9d:31:f8:fb:23:€2:03:00:48:70:a3:09:
26:79:15:53:60:f3:38:5c:ad:38:€a:81:00:63:14:
b9:33:5e:dd:0b:db:a0:45:07:1a:33:09:f8:4d:b4:
a7:02:a6:69:f4:¢c2:59:05:88:65:85:56:ae:4b:ch:
e0:de:3c:7d:2d:1a:c8:e9:fb:1f:a3:61:4a:d6:2a:
13:ad:77:4c:1a:18:9b:91:0f:58:d8:06:54:¢5:97:
f8:aa:3f:20:8a:a6:85:a6:77:f6:a6:fc:1c.e2:ee:
6€:94:33:2a:83:50:84:0a:e5:4f:86:f8:50:45:78:
00:81:eb:5b:68:€3:26:8d:cc:7h:5¢:51:f4:14:2c:
40:be:1a:60:1d:7a:72:61:1d:1f:63:2d:88:aa:ce:
a2:45:90:08:fc:6b:be:b3:50:2a:5a:fd:a8:48:18:
46:d6:90:40:92:90:0a:84:5€e:68:31:f8:eb:ed:0d:
d3:1d:¢c6:7d:99:18:55:56:27:65:2e:8d:45:¢5:24:
ec.ce:e3

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Basic Constraints: critical
CA:TRUE
X509v3 Subject Key Identifier:
0A:48:23:A6:60:A4:92:0A:33:EA:93:5B:C5:57:EA:25:4D:BD:12:EE
X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign
Signature Algorithm: sha256WithRSAEncryption
3e:90:48:aa:6€:62:15:25:66:7b:0c:d5:8¢:8b:89:9d:d7:ed:
4e:07:ef:9¢:d0:14:5f:5e:50:bd:68:96:90:a4:14:11:aa:68:
6d:09:35:39:40:09:da:f4:09:2¢:34:a5:7b:59:84:49:29:97:
74.c8:07:1e:47:6d:f2:ce:1¢:50:26:€3:9e:3d:40:53:3f:7:
7f.96:76:10:¢5:46:a5:d0:20:4b:50:f4:35:3b:18:f4:55:6a:
41:1b:47:06:68:3¢:bb:09:08:62:d9:5f:55:42:aa:ac:53:85:
ac:95:56:36:56:ab:e4:05:8c:c5:a8:da:1f:a3:69:bd:53:0f:
c4:ff:dc:ca:e3:7e:f2:4¢:88:86:47:46:1a:f3:00:f5:80:91:
a2:dc:43:42:94:9h:20:f0:d1:cd:b2:eb:2c:53:c2:53:78:4a:
4£:04:94:41:9a:8f:27:32:¢1:€5:49:19:bf:f1:f2:c2:8b:a8:
0a:39:31:28:h4:7d:62:36:2c:4d:ec:1f:33:b6:7e:77:6d:7e:
50:f0:9f:0e:d7:11:8f:cf:18:¢c5:e3:27:fe:26:ef:05:9d:cf:
cf:37:¢5:d0:7b:da:3b:b0:16:84:0c:3a:93:d6:be:17:db:0f:
3e:0e:19:78:09:¢7:a9:02:72:22:4b:f7:37:76:ba: 75:¢4:85:
03:5a:63:d5:b1:75:05:¢2:b9:bd:94:ad:8¢:15:99:a7:93:7d:
f6:c5:f3:aa:74:cf:04:85:94:98:00:f4:€2:f9:ca:24:65:bf:
e0:62:af:c8:c5:fa:b2:c9:9e:56:48:da:79:fd:96:76:15:be:
a3:8e:56:c4:b3:34:fc:be:47:f4:c1:b4:a8:fc:d5:30:88:68:
ee:ch:ae:c9:63:c4:76:be:ac:38:18:el:5e:5c:cf:ae:3a:22:
51:eb:d1:8b:b3:f3:2h:33:07:54:87:fa:b4:b2:13:7b:ba:53:
04:62:01:9d:f1:c0:4f.ee:el:3a:d4:8b:20:10:fa:02:57:€6:
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ef:c1:0b:b7:90:46:9¢:19:29:8c:dc:6f:a0:4a:69:69:94:b7:
24:65:a0:ff:ac:3f:.ce:01:fb:21:2e:fd:68:f8:9b:f2:a5:cf:
31:38:5c:15:aa:€6:97:00:c1:df:5a:a5:a7:39:aa:€9:84.7f:
3c:51:a8:3a:d9:94:5b:8c¢:bf:4f:08:71:e5:db:a8:5c:d4:d2:
a6:fe:00:a3:¢6:16:¢c7:0f:e8:80:ce:1c:28:64:74:19:08:d3:
42:e3:ce:00:5d:7f:b1:dc:13:b0:e1:05:ch:d1:20:aa:86:74:
9e:39:e7:91:fd:ff:5b:d6:f7:ad:a6:2f:03:0b:6d:e3:57:54:
eb:76:53:18:8d:11:98:ba

=== END HARICA TLS RSA Root CA 2021 ===

ZUo @86W 203



J elUcee

pdeclaeg
easUsoe

ot Ug "

TaUsloagi

c0fdddguels &ebdYésas mg

AaadssatsHN&Mudquals
(Oalicgld

ddd

aUs

119 A) ANg¢BRPBUp ve ce0F e os3daiUs csHARBRbBCA
isasahf § gUD 8asUsat jjealsd oaaUsi 6aald U Us
) jiredd TeoUgdibsWoe 3
s Us " " @9d[2529.32.04nyPolicye U3 6oy Ulle HYslUs @eso5dl
AstisyvYeUld obUdd B8/ ppd s 8 T0sal
HARICA "Uya”Uxid _J ¥ dUaUsvyeysd juywipehd
aUsUesgy) oaUgd Us Uoueg’vU¥3 "ot Us "
"U)y Yoees3UU»s
) jfredd T&Eddibdere I ¢
o Us ~ ©63P|1.3.6.1.4.1.26513.17 bUaUsveysd jy3e Bad ) KJaOCSP No Check
OCSsP
jrJeldd r&EUgiddeoe I 61
TaoUsla T3 g ey Yidu
SIMIMEZz f 3 @ 0.4.0.2042.1.3, Encipherment’) ) T Ue aU
(LCP) 1.3.6.1.4.1.26513.1.1.2.1 chla»Uexsysq i 10l cBa
UUg Uf Guosu uﬂgawm(TLSWeb |
Client Authentication), 9} @ G U Briad (
) j;eﬁ&Us:@ﬂmeUee 3 8¢
goGUs dvod TaUFifg Usoy Keydldd
K UswedUgd(0.4.0.2042.13, EnC|pherment3)obUa~U93r§: 0| 70sal
UUgUhUqUU(13614.1.26513.1.1.233 ToUsDedb@@gUh dusOUd
¢ BMIME (LCP) " U o ¥M8h|(TLS Web Client .
Authentication), Y] ¢ GBGIlG a U
®¢ UsTeseUBgi g " Us o YKeviEndphermeri) ~ Uj saUeb¥Y3 UUUs GU "sGUes ssdUsay¥ 'REA
U3 Gge U} saUebhbyYsUUUs GUU " suE®SMsdUsa¥Y "6g 6jduses 8968i3 oaalslisyY

ZUo a87W 203

K31 UgadUsal 3

) qUocs



K31 UgadUsal 3

3 clUsee omdeslaeg TaUsilosagi AaadssatsHN&Mudquals aUs
"easlUsoe UoslUc sUlédddlioils wedwédemgidd (Oalicid
o i jedd T&E0dddeie I3 a6
Yol Ues ©Y( IR \ :
K UsedUgd(0.4.0.2042.1.3, faUsua 749 Ueoy vlidu §
e - dbUaUsyveyasad jiJ0alUdeBarUeal
UUgURUJUU(1.3.6.1.4.1.26513.1.1.2.2.3 |~ = — e 1 4 17 5o
e GIMIME (LCP) GUgURUJUUG TLS ~UOa¥
Client Authentication), Y] e UB&Ild
j1eldd T.quauwéj@ie 3 e8¢
o TaUsila 7Tjg Weoy Yiddy
s uUs  dvod dUaUsyeysd j;OE&ﬂJdgGXsa
A UsedUguU(04.0.2042.1.1, . - -
S UUgURUqQUUG TLS Ua¥¥UealU
UUgUhRhUdUU(1.3.6.1.4.1.26513.1.1.2.3.1 i henticati BBl
¢ &WMIME (NCP) Client Aut enﬂcgthn), Y] ¢ uBdhdily
MS DocumentSigning,
AuthenticDocumentsTrust, docSigning
i JEuq T-dgdiddee I3 61
o TaUsilia 7;9’3er;vuqﬂ
BsuUe @vd‘ bUaUsyeysd jy0eld cha
A UawedUgu 04.0.2042.1.1, S m o m T e - -
A A R A UUgURUqQUUG TLS Ua¥FUeal
UUgUhRUQqUU(1.3.6.1.4.1.26513.1.1.2.2.1 i henticati BBl
& &MIME (NCP) Client Aut entlcgtlo_n), Y] ¢ uBMHily
MS DocumentSigning,
AuthenticDocumentsTrust, docSigning
gsGUs "  dvad jyedd T&ddi®dee I 6
K UsedUgl(0.4.0.2042.1.3, dUaUsyeysd iy0eld G]éa:ros 0
UUgURUqUU(1.36.1.4.1.26513.1.151.3 UUgURUqUUd TLS ~Uax
(LCP) Client Authentication)
ol Us ©¥Y(q j;euq T&ddi®dee I 6
K UsedUgl(0.4.0.2042.1.3, dUaUsyeysd jy0eld G]éa:ros 0
UUgURUqUU(1.36.1.4.1.26513.1.1523 UUgURUqUUd TLS ~Uax
(LCP) Client Authentication)

ZUo 881U 203



3 clUsee omdeslaeg TaUsilosagi AaadssatsHN&Mudquals aUs
"easlUsoe UoslUc sUlédddlioils wedwédemgidd (Oalicid

gotUs dvad yeld T&Eddinvde 3 a6¢
K UaedUgi(0.4.02042.1.1, dUaUsveysd H U sBaAy 4 4
UUgURUqUU(1.36.1.4.1.26513.1.151.1 UUgURUqUUG TLS ~Ua¥
(NCP) Client Authentication)
geodUs ©Y( j;EWQUS@ﬁi@BUemo;Uu
KA UaedUgi(0.4.02042.1.1, LVESVER S5 2 L VEROL JUL N R
UUgUhRhUdUU(1.3.6.1.4.1.26513.1.5.2.1 UUg Uf GosO W ¥Malk| (TLS Web
(NCP) Client Authentication)

jyedad T: albhézapeohatlon

QQUSUee S'GOJUU‘Q,”] _
Koa 02y oy 1o Uos Ny 000 Ssmenens,
gesliUs @95( ] Ggs3lgyYeSMMEP ¢ U la-etst lance,
B1edoeys 0 0.4.0.194112.1.0QCP-n) bUaUs ¥ e y 3 d i JO@m¢ stald—etsrqchcPDS,

QaUeU;Gss
g 6oy Ulyd

1.3.6.1.4.1.26513.14.1

U0OgURUqUUGg TLS ~Uay
Client Authentication), MS Document
Signing, AuthenticDocumentsTrust,
docSigning g} 6 G UEmaitfU j 8 Us

id-etsiqctesign,
id-etskqcsSemanticsld
Natural (") e8U9}]

9¢ey
89
9¢ey
B39

g 6oy Uldyd

0.4.0.194112.1.2QCP-n-
gscd)
1.3.6.1.4.1.26513.1.1.4.2

i } e ¥ ¢ U s:WendRepudiation, Digital
Signature )
bUaUsfgepiidgUodDadlio ca (
UUg Uf GosO W ¥Mal| (TLS Web
Client Authentication), MS Document
Signing, AuthenticDocumentsTrust,
docSigning8} s G UUGa U Emai

QcStatements:
id-etsiqcsQcCompliance,
id-etsiqcsQcSSCD,
id-etsiqcsQcPDS,
id-etsiqctesign,
id-etsigcsSemanticsleNatural
("3 e8Usy; UUsah)
SmartcardUser

("3 68Us); UUsah

ZUo a89W 203

K31 UgadUsal 3



Signing, AuthenticDocumentsTrust,
docSigningd} 6 0 UEmMai(U § e Us

} eleee mdeesdaseg TaUsloei Koadsooal 3-HARKAUdJe Uyat 3 oaUs
"UeoasUsoe UYoslllUs scbfédduols tedWédewmgiadd (Osuasil(

i 1 e i @ U s:WNenRepudiation,

qdisUse 3 Tedpliwe  QcStatements
Koo Usy scey T4 g Uso>Wdstithdy " UOU :g'ggggzgggggp“ame
BolUs eodly,ni0411014Qcpyy 093 U0 YeSIMMER 2U id-etsiqcteseal
9iedoey3d 367065130143 |(PUTUOKERAAUSLBY0 66 (g o qcosemantiosid
deUaUje3e "7 ™ UUg Uf GosU W ¥Weh(TLS Web Legal’ e Us), UUs s f
Gdj) Uoauu C_Iier_lt Authenticgtion), MS Document id-etsipsd2qcStatement

Signing, Authentlc[)ooc;pm%n_tsTvrust, _ ("3 eUsy UUsah)

docSigningtd} ¢ u UEMmai(U j} @ Us

. o . _ . QcStatements

. i § e I ¢ U o:WNendRepudiation, Digital |ig_etsiqcsQcCompliance,
AooaUay} o¢ 3 iQnathe §4 0o Dod id-etsiqcsQcSSCD,

s lUs @9 " bUaUs y g pd g UsosDatbd 6 8 (id-etsiqcsQcPDS,
KoaUsy sey g'g'g'igj‘ilzzééi?fn‘f‘:d) UUg Uf g0 Wi ¥Meln|(TLS Web | id-etsiqcteseal,
dqaU auU}y 639 T R Client Authentication), MS Document id-etstqcs Semanticsld .
GGy UsoadU Signing, AuthenticDocumentsTrust, Legal ("4 8Usy UL
docSigning; e G UUG a U E ma iid-etsipsd2qcStatement
("1 68Usyjp UUs s h)
i 4 e ¥ ¢ U s:INeniepudiation,

o qdidsUace 33 O'ZCB?J,;SLEL'@{EO, . . |QcStatements
AoaUsy sey T4 g  UsoyUidaultdy = U U U id-etsigcsQcCompliance
"ot Us @6 5d[0.4.0.194112.1.4QCP-I) GgsigyeSimiMEy ¢ U id-etsiqcsQcPDS
Y} edoeysd 1.36.1.4.1.26513.1.15. bUaUsyspddUsDadb c e (idetsiqcteseal
daUs Uy 83 s ((QCP-I-psd2) U0g U Gusl W ¥MBIo|(TLS Web | id-etsiqcsSemanticslel
Gd) UPsie U Client Authentication), MS Document Legal" } 8 Us), UUs a

id-etsipsd2qcStatement

ZUo a0W 203

K31 UgadUsal 3



3 clUsee omdeslaeg TaUsilosagi AaadssatsHN&Mudquals aUs
"easlUsoe UoslUc sUlédddlioils wedwédemgidd (Oalicid
j 4 e ¥ ¢ U o:WNendepudiation, Digital QcStatements

0.4.0.194112.1.8QCP-I-gscd)
1.3.6.1.4.1.26513.1.1.4.6
(QCP-I-psd2-gscd)

Signature )
bUaUsygpdigUodadlidb cc (
UUg Uf GosU W ¥l (TLS Web
Client Authentication), MS Document
Signing, AuthenticDocumentsTrust,
docSigningd) e G UUGa U Emai

id-etskgcsQcCompliance,
id-etsitqcsQcSSCD,
id-etsiqcsQcPDS,
id-etsiqct-eseal,
id-etsiqcsSemanticsld
Legal (3 8Usy Ul
id-etsipsd2qcStatement

"89d
A UaedUgt
UUg U h Wepdite)
09U ?c6e90
(Organization

0.4.0.194112.1.4QCP-w),
2.23.140.1.1,
1.3.6.1.4.1.26513.115

jledd TquauLeéJ@m 3 8¢
7 Ustia 7j39g ¥Weoy Yidd
dUaUsveysd j 00l cha

UUg Uf Gusu W W\@lj(TLS Web
Client Authentication), OaUosGcad
UUgURUqUUg TLS Kazg’

QcStatements
id-etskgcsQcCompliance
id-etsiqcsQcPDS
id-etsiqctweb,

id-etstqcs Semanticsld
Legal’ } e Us) UUsaf

Validation) Web Server Authentication)

i e 0 d Tﬂumwwmm 3 81 _

° . a3 o QcStatements:
A ° e } 98 Y104.0.194112.1.4 (QNGH- 7 > U9 Ga T4 g °UVeoy vig u|d-ets'+qchCCompliance,
s lUe e;sg V) dUaUsyeysd j 10Udh G;bald-etsiqchcPDS
A UaedUghli(, 2 UUg Uh Gigs0 W ¥l (TLS Web ; '
e < 12.23.140.1.2.3, id-etstqct-web,
UUguUhUdqUU Client Authentication), OaUoscad : . .
_2 e 1.3.6.1.4.1.26513.1.1.1.8 .|id-etstgcsSemanticsld

oaillglsay¥Y Y UOgURpUqUUG TLS Ks3g Legal(optional)

Web Server Authentication) gailop
KooaUesjscey jretd 7 ﬂlﬁmweﬂc«aie ! :I(g_cestﬁtecn;gn;gom liance
geidUs 65od TaUslUa T} g’ 3er;‘7‘ d‘a|d-etsiqchcPDSp ’
A Used Ug 0 {0.4.0.194112.1 QQEVCP-w), (bU UaUs re y3d j ;O@»&Jc{) cRB3a d '

(Extended
Validation)

2.23.140.1.1,
1.3.6.1.4.1.26513.1.1.5

UUg Uf s W ‘iWelni(TLS Web
Client Authentication), OaUoscad
U0OgURUqUUG TLS K3g
Web Server Authentication)

.| Legal(optional)

id-etstqct-web,
id-etstqcsSemanticsld

cabfOrganizationldentifier
(1 68Us) UUsah

ZUo a1l 203

K31 UgadUsal 3



3 clUsee omdeslaeg TaUsilosagi AaadssatsHN&Mudquals aUs
"easlUsoe UoslUc sUlédddlioils wedwédemgidd (Oalicid
KooUoyjoscy jJedd T&HEUIdY@ie: I 6 (QcStatements:
"ot Us @89(q . TaUsla 7;g'3Ue:);‘Y‘Uc[ﬁld-etschchCompIiance,
A UaedUgl 0.4.0.19495.3.1QCP-w dUaUsveysd j JOeld cBdid-etsiqgcsQcPDS,

U0OgURUqUU
PSD20 o Ukedy
"aoUslafpd
“"UypsdodUe

psd2), 0.4.0.194112.1.6
(QNCP-w-gen),
1.3.6.1.4.1.26513.1.1.1.9

UUg Uf s W W\l (TLS Web
Client Authentication), OaUosGcad
U0OgURUqUUGg TLS K3g°
Web Server Authentication)

id-etskqctweb,
id-etstqcsSemanticsld
Legal(optional),
id-etsipsd2qcStatement

KooUososcy
"ol Us 894dq
A UaedUgl
UUg UfWetditd)
PS2

0.4.0.19493.1 (QCP-w-
psd2),

2.23.140.1.1,
1.3.6.1.4.1.26513.1.16

jfredd THUdsddere I
TaoUosila ¥T)g NUeoy Yiq

Co ¢s

bdUaUsveysd ji0eldcha
U0UgURUQUUg TLS ~Ua¥y
Client Authentication), OaUoc g d
UU0OgURUqUUg TLS K3g’
Web Server Authentication)

QcStatements
id-etsiqcsQcCompliance
id-etsiqcsQcPDS
id-etsigctweb,
id-etsiqcsSemanticsld
Legal’ } 6 Us), UUs af
id-etsipsd2qcStatement

0.4.0.2023.1.1(BTSR)

£

jJeldd r&aUdgsidvdee I ¢
J- O

fyeseueeUiiseyaisesiz1161 PUUaTeEy3d f4euc 7Ugal
} 1) e3sgueeUsud
i | 63 ediiael2.23.140.1.4.2, Ebtz‘dgxzﬂfa‘ww@fu; 5 F0ea
3 6oy Ule [1.36.1.4.1.26513.1.1.6.3 y $ 4
j1es3elieesUslq
i 4 e i & U s:WNendRepudiation, Digital
Koo Us ) 9¢yi04.0.20231.1(BTSR) Signature deetsi ?:gé%t;??igfce
j1eselies U{1.36.14.1.26513.1.1.6.2 dUaUsveysad j1e q pliance,

j1es3elieesUslq

id-etsitqcsQcPDS

ZUo 920 203

K31 UgadUsal 3




K31 UgadUsal 3

3 clUsee omdeslaeg TaUsilosagi AaadssatsHN&Mudquals aUs
"easlUsoe UoslUc sUlédddlioils wedwédemgidd (Oalicid
"o Us 89(q . . o = .
3 60, Ulied 04.02042.12NCP+), baetd aé'fg:‘wf‘o’f*‘? RS o
VGO UG GU e 223.140.1.4.1, , > - ) tdtimes teidni TUeaU
mo¥UUsd 1.3614126513322 >, ¢24Ude . Tliflime (Bigning
3 6o, Uled ("1 eUsyjp UUsah)
"ol Us @89dq . o oy e o .
3" 8oy Uled 0402042.12NCP+), b4 @ gbg ag'fgg“”?‘;m 3 A o
ova U U0 G Ue223.140.1.4.1, : ys & 13 7Ueal
PoYUUad 1.3.6.1.4.1.265133.1.2 ;804 Ulde -, Tlifelimes UBigning
3 6o, Ulied } 8Us ) UUs ah)
s Ue @5 d|0.4.02042.1.2NCP+), b4 ® gbg aazfxu:‘wf‘o’f*e 3 A o
3 8oy Ulied 223.140.1.3, , y SN TUgaU
EV 13614126513.2.3 3} eoj Ule , X Lifetimes Signing
...... 3. (’;eUs;UUsef])
jyeld T&ldiddeie 3 6
TaUosla Tjg Ueoy ¥Yidu
o 0.4.0.2042.1.6 (DVCP), ] bUaUsyeysd jle
gS‘E’L/“TLUSG ®% d |5 9314012, daUoseg UUgURUqUUJ TUegaU
1.3.6.1.4.1.26513.1.1.1 (TLS Web Client Authentication), Oa |
UUgURUQUUG TLS Kazg’
Web Server Authentication)
i} eldd T:&llﬁﬂuwéj@ie 3 8¢
TaoUsla T3 g Veoy Yidhu
o 0.4.0.2042.1.7 (OVCP), i bUaUs ve ¥y3d i 1 e
gssl_/“ﬂ_use ©9 d 15 53140.1.2.2, daUoced UUgURUQUUG 7UeaU
1.3.6.1.4.1.26513.1.1.2 (TLS Web Client Authentication), Oal
UUgURUqUUd TLS Kzg'
Web Server Authentication)

ZUo a93W 203



3 cteee pdecliaseg TaUslisei Kooadssol s-HARKAUde Uyatl 3
UolUc ecUlS8dgioUs pedwéademdlidd

"UeasUsaoe

aUs

(Oaltelq

K31 UgadUsal 3

jreld T&Eddibdee I 6:

TaolUsla T3 g Veoy Yidhu

o 0.4.0.2042.1.8 (IVCP), ) bUaUsreysq j1e
gSSL/UTLUSG o d 1593140123, daUocedg UUgURUqUUJ TUs aU

1.3.6.1.4.1.26513.1.1.3 (TLS Web Client Authentication), O &

U0OgURUQUUg TLS K=zg'

Web Server Authentication)

jfredd T&Eddibdere I o:

ToUsla T3 g %Veoy Yidhu

o 0.4.0.2042.1.4 (EVCP), ) bUaUsyeysd } J e
gng;TESG eENdL2_23_140_1_1’ OaUoecedg UUgURUqUUJ TUgaU

1.3.6.1.4.1.26513.1.1.4 (TLS Web Client Authentication), Oa |

UUgUhUqUUd TLS K3g'

Web Server Authentication)

ZUo 92l 203



J eleee ”CQQSGGGGg”TaUSUBGl Aa»aq3eeL3HAmOAUQSquL3 alUs ¢
"easlUsoe UslUc sUlédddioeoils tedwédemglidd (Oalcid

128) A ANé¢ ¢z UUY 6 HA RU LA
HARI CA fAUncekmlteacahi miedadl | y Constrainedod Subo
Gi e G dGs f rdBWa 216 4 d y&&Getpsl/tfepo.harica.gr

139 A ANge¢iICAA Cont @act Tag

Bs U) UseWlihweliesslU) yUeegfih po g dBncec wUikge slisUi g3
GUcs8VadeoiBNSUPUe gihe B Hoedlyy digsigs g
B3ge¥YUrs

13.17 y¥ d caCAA
13.1.1t U s f @HAIcOntactemail

E 3 ? ¢ ) xahtactemail <rfc6532emailaddress>

¢ o U 5 HAA4 Ebbtactemaili y ¢ &g Wby Y eldiiyod) i cemailBe-f o ad ) d
o[Us:tJdg’U;UsydLlUL,loBsgLengoaguedMddgaewaqu;whlega;esﬁae
h’mgjosdJUJcﬂJsahLBc{ZUU@FCGSSZGY;og’ U s’ayaeasep%&d 9 |
GUcsgcUWimWie) UUsayY U3 e 63 Ua 30U 6yddseas @6oad

g
e

j ococyd Wy Yiu §s segplv UsbmBlys h e Jledhg olillle s 6 UaU
U’ 5 o @ 563} wslosltds cd®d o @il dBmjal( d

$ORIGIN example.com.

CAA 0 contactemail " domainowner@example.com
¢ UScfprhlat{:tél’lh.b.lleB/\léﬂlJGSGUa]CLIU:lBSYUGLdSCB@'ShSUpGg
i L) aid)By s8ls UoliatiesUUssBsgihe®dqU§8¥sgPcid) ag
Hel‘.’JUG’G@Lgﬁb:ﬁsg";a&@’gﬁmsqsu}mugszgawe;ldléqee
13.1.2t U 9 f @HAIdOntactphone
E 3 ? ¢ | :xaghtactphone <rfc3966 Global Number>
¢ o U o h OApUdontactphoneli y GW@}YSQde&OUY(B;SS&ﬂFf]U
Baf]aaqw;swqgu; Ue M;oeygdy&bagQIobalNumbeoh 'BgGGOUUSV
auds U3F]Uo[IRJFl(E3956ulaULueuGUgUsaY GU03 ¢ .egWa 3U ¢
fGlobalNumbers dUs Us o g Biid ¢ besldbemy i so fhalds UsliyscUUUs
3U "Uysyeegs Uy UaUey Ud 95U 6 Usoafh tUsUcyy s

jocacydW Yi§s seplr Ucbmlfs he JUasdhg slillle s6 Ua U
U o o6 s63wsimsltds ya@dis WYy defh UdaUlGL 38g.

ZUo @95W 203


https://repo.harica.gr/

J eleee ”CQQSGGGGg”TaUSUBGl Aa»aq3eeL3HAmOAUQSquL3 alUs ¢
"easlUsoe UslUc sUlédddioeoils tedwédemglidd (Oalcid

$ORIGIN example.com.

CAA 0 contactphone "+1 (555) 123 - 4567"
¢ Usdprhlad;[ihchhezHB/\létLUasaUaJuld:mdaYUeLdsaa@shsUUeg’ 5
j L) digey sl UstiatisesUUs "YslGUs esdUse¥Y o0sU UgU
UollUs seaigitabdgr) aaadis ¢ ds WidigmgsUo) BEga s

13.27 y d ¢ UDNE§ TXT
13.2.1Email A~ Ul &g o | U DNYTXT

¢ Uooy IDN8 TXT dU Us & UcidiBsubdomain " _validation -

contactemail " UeB3she JUegdeldgeag 6 sasg Ueyog&UUUs ( |
'ae;[’tisg’d?‘é)ATAoslﬁlc[ug:)aOa;Oaay@)@FedUOussta}ZJoag;q

o Ui cﬂga~3ULBcU; BEBepBejifectd a gtk h (BpU &RFC6532,

c¥yyad U’ 9’ayesueegaaﬂdeuaUﬁg’sbJ@epUUan aUs ¢~
6y dioeseag 8sddUa

13.22¢ d ooy (¥ 3 6 A ob( edfiDNS TXT

¢ Uooy) (IDN8 TXT dU Osﬁoeﬂmwbdomain " validation -

contactemail " UeB3 he JUgdelgeg 6 g UeyogUUUs d |
'a»e;UdsgﬁRDATAerUcpgoaUapeayDﬂ'mU°03u;sl;kg)ag;Gg’
Hanh°;sngqg~uUrq3mg a sW0dise f UedLl4 0 e RFC 6532

GoUGey UUsayY U3 ¢ .8y Ua 3U cydqlisees 8addUa

ZUo @8W 203



J eleee ”CQQSGGGGg”TaUSUBGl Aa»aq3eeL3HAmOAUQSquL3 alUs ¢
"easlUsoe UslUc sUlédddioeoils tedwédemglidd (Oalcid

149) AN Né¢k@Poaltagld YoalUc ecDhalUaat 3 o
DomaNames

Ujy vy UgeWaecUs U glilUalUyd UsUlsalUlald U Uae
sv¥oe Usf dOnonDotdgindlamés Uy § ¥ 3

U
1. ¢ domainNamedU” U} sUrecglbeY dis & & f s/ Wda(lgbdlgify " o g
Ug suxUs“]cx ¢ zyld lﬂlze[tals g'aniorl’, o UV ¢h 3 o/l s aUyszuJ xd
}edoae gJaJ widdwd o §grsion3 OnlonAddressf] wd a QulLuiLlae
U3 f UsdBUpr RendezvousSpecification- Version3” e g by aleaOUUs
s Ui d]t]ps/&r[ectorpr0|ector0/rendspecv3
2. ¢ HARICAdUU ~ Uad chlipasllbe i € &g wg)hlemDomaln
Namec } d 09 ¢ @ UG3€gla~3Yl¢lfbgﬁUG3 esU U Usd eU0dhu

a. G} qﬁes 8 6ol 3 B¢ olbmain3.2.3401828.8.2.4.19
yUUs UgUyd @eos eydelas Gy diosece 8961 3
Uayocejge Ubsigellbdesg g dy Udal . onion, d
)y diesee 8setUs Us "~y yUfResaeas Tor o250
eU Uds eajgle g djyU00@al0 dOxnldglUsg eHAF
bUGasUOUUs G0 UjaUe eyj3ed o050 Ud udes
cjetdd Ueg ®or 2Web
b.edU. ¥0@gs ) sUei elUszs 30 U GU0UaaUs y3l
HsﬁUe'e(@WseageidU Uas Us gsuslxliv,e Jdfjey3a
aaUsla ~eg .Omobseruidse slssU alAtritiles® e ¢
certificationRequestinfo "0y aycUs
i. Oa &ttributecaSigningNonce ~ 8 'gU} seysglgs W@ © e
" eycWde 9 8 g HARIGAKeU o
i. O3 aaitrlbuteappllcantS|gnlngNonce “a8gUy ssysequ
£ 63 Ulla.es ¢yARICAd U ;eUUosUs tUegd j)oU
h Us applidantSigningNonce G §Ue 3l UsU0) sycUs
UsgoY®sbislad s aUd
¢ Wigning nonce attributes ¢ slhddso i o dig & &
ASN.1
cabf OBJECT [IDENTIFIER := { joint -iso -itu -t(2)
international - organizations(23) ca - browser - forum(140) }

caSigningNonce ATTRIBUTE ::={

| WITH SYNTAX | OCTET STRING |

| - ]

| EQUALITY MATCHING RULE | octetStringMatch |

| SINGLE VALUE | TRUE |
| ID | { cabf - caSigningNonce } |

}
cabf - caSigningNonce OBJECT IDENTIFIER ::={cabf41}

applicantSigningNonce ATTRIBUTE ::= {

ZUo @7l 203


https://spec.torproject.org/rend-spec-v3

J eleee ”CQQSGGGGg”TaUSUBGl Aa»aq3eeL3HAmOAUQSquL3
"easlUsoe UslUc sUlédddioeoils tedwédemglidd (Oalcid

| WITH SYNTAX | OCTET STRING |

| EQUALITY MATCHING RULE | octetStringMatch |
| SINGLE VALUE | TRUE |
- applicantSigningNonce } |

| ID | { cabf

}

cabf - applicantSigningNonce OBJECT IDENTIFIER ::={cabf 42

jgUe d
3 G

eydeticed Uas3Us oaUUYaadad

e YU~ 30njonzy adp-U3s Uy .

¢99UOU ¢989”'UJU”8vy309 yo0909)J) d
“¥3Udad y¥yd UpesysUU (30) deyy Ud
HARlC;,AVS ’ 53U
U  yo L‘BlllbjecclAlternative Namea U U s U U SubjectCommon

¢ 3 oaly s aUy UsBle PBUA Uy 3

Name¥v JUe 39@d) o 0 Uy R o @Y @riibn Domain Name
U sUyy UUUs 32R26G¥y3U U Uds Us

VI

3. yUUWads G Us -

NameU g @ R)B @ U

OUtGhies Us
"BuUj)] Yy Ude U

¢ 4 © o &g HiisnDemainName U ®omain
x;bﬂg:Ulgd&ﬁrUU;dnaefpaINam@,s Ue (
"ot Ues 69dUsaf UsalhddalU @l

alUs ¢

29U

0]

159) A) Ng¢Bdg 3Uo3rv) s0Us s YHARIa®AI9 o1

Z UHARICAY ¢ Us

Us U00adihoUsERides afghd U fh Ues

IANA ¢ UD 26513https://oidref.com/1.3.6.1.4.1.26513

{iso(1) identifiedorganization(3) dod(6) internet(1) private(4) enterprise(1)
26513(26513)}
j osaasagdUa " 2 ©IDY ¢ 6 seenlisUsbiyE | CAlndsgU ovdU
'VSQUG'GSC{USSG&USE]YSGL@UUL‘BQSC{ Ufige bUURUQUU
UsUosyy) sley@®DsgioUdidg Gsoyd e Ui " ¥vs3.
OID gU; so0y) Ule
®11]0
§ BbU) ekedy UBBadi®ie  sadldd
i TU3U) dswo Udawi Uc " 6 d dde &
:ri poUlossalUdotsa YoslUe eadldg
S 3 Byt Ue yoc[”’u’ae erg U} ToldzeUgy
™ deaoddddawUs sadudd pbUlU®MD
- UoalUe "sadlidd

ZUo @980 203


https://oidref.com/1.3.6.1.4.1.26513

3

glisee

"beoasUsore UYslilUs scOfédfuiolls wodwégsemgidd

pUi Opygdédeg Uy sd
G a

€ B i
Y asgjb}aé Us daddd o
U

Yo Ue'eoqﬁqg
HeasUsae Yol Us ecagadys e
G

Yol Ue'e)cetpucﬁg;oau 9|

S
1 Oaneeg gUgUpUJUUGg Us

1

Oa Uolxafg } APOMal(@Y) 0 g €
- CA/B ForumOID 2.23.140.1.2.1

-ETSIEN 319 4111 OID 0.4.0.2042.1.6

OaUoscaed Uoagy f @avitilye 6BY b
- CA/B ForumOID 2.23.140.1.2.2
-ETSIEN 319 4111 OID 0.4.0.2042.1.7

Oa»UoUsoeeg’g ] F]Jqu.lLéaLabga i (y)s it " d
GgebUOURd €U

- CA/B ForumOID 2.23.140.1.2.3

-ETSIEN 3194111 OID 0.4.0.2042.1.8

Ko U0 U Weaylotsdeadg 3 AENI0d)b U O f
- CA/B ForumOID 2.23.140.1.1
_ETSIEN 319 4111 OID 0.4.0.2042.1.4

Koo Uso seyseg’ Oa U2 6 6 @QEUCE ¢
wigebUURd U

- CA/B ForumOID 2.23.140.1.1

-ETSIEN 3194112 0ID 0.4.0.194112.1.4

- Regulation(EU) 910/2014) “ vd Uj e 6 @
Ues 3 7T U3mUpladBRdp4 (

KoaUos)oseyszad Oaneeg a0 2de
(QCRw-ps®)Gge bUURY €U

-ETSITS119 49501D 0.4.0.19493.1

- Regulation(EU) 910/2014y * vd U} 6 8 " @6
Us 3 T Us3mUp148BRMP4 (

- Directive(EU) 2015/2366

KooUay seys3ed Oa»ereg’QNOFUc
w-OV)ige bUURY €U0

- CA/B Forum OID 2.23.140.1.2.2

-ETSI EN 319 4142 OID 0.4.0.194112.1.5

- Regulation(EU) 910/2014y * vd U} 6 8 " @
Us 3 T Us3mJ3148BRM4 (

KooaUoajyseysad OaUoca gONORI g
w-IV)ige bOURd €U

- CA/B Forum OID 2.23.140.1.2.3

-ETSIEN 3194192 OID 0.4.0.194112.1.5

- Regulation(EU) 910/2014) * vd Uj e @6 @
Ues 3 7T U3mUpladBdpa (

Aere;ssyseg’ Oaneeg’QNOFUc
w-gen GgebUURd e U:
-ETSIEN 3194112 0OID 0.4.0.194112.1.6

ZUo @99W 203

pdeeslaeg FTalUsilosai Aa»aq3eeL3HAmOAUQSquL3 aUs

(Oalcild

A



3

glisee

"beoasUsore UYslilUs scOfédfuiolls wodwégsemgidd

-RegulationEU) 910/ 2014 K vd U
Ue 3 T U3mRU148BRIR4A (

23 UlGe Emai l

] " ahd OaUoc e EmallbC®)digl B DU
-ETSIEN 319 4111 OID 0.4.0.2042.1.3

] " ahd OaUoc e EmallbC®)digl B DU
-ETSIEN 319 4111 OID 0.4.0.2042.1.3% U s
- CA/B Forum OID 2.23.140.1.5.1.1 mailbaalidated

(1) legacy (1)

) “ehd OaUdc e @maliCe)digh bW
-ETSI EN 319 4141 OID 0.4.0.2042.1.3 U s

- CA/B Forum OID 2.23.140.1.5.1.2 mailbeslidated
(1) multipurpose (2)

) “ehd OaUd ¢ e @mail(bC®)digfy bDWI
-ETSI EN 319 4111 OID 0.4.0.2042.1.3 U s

- CA/B Forum OID 2.23.140.1.5.1.3 mailbaalidated
(1) strict (3)

OaUosaGad ang;hl(DJV)JUg’ B o (

OaUocaed Uooagy fh (avINCR G ®5 b U
e U

-ETSIEN 319 4111 0OID 0.4.0.2042.1.5 U s

- CA/B Forum OID 2.23.140.1.5.2.1 organization
validated (2) Iegacy (1)

OaUOGGg’ ang; h UavINCRF) B o U
GgebUURG €U

-ETSIEN 319 4111 0.4.0.2042.1.2 U s

- CA/B Forum OID 2.23.140.1.5.2.1 organization

validated (2) Iegacy (1)

Oaneeg’ Uooagy h (avUORIG iBg b U
e U

-ETSIEN 319 4111 OID 0.4.0.2042.1.3

OaUoscaed Uooagy fh (avINCE Eigz|
e U:

-ETSI EN 319 4141 OID 0.4.0.2042.1.3% U s

- CA/B Forum OID 2.23.140.1.5.2.2 organization
validated (2) multlpurpose (2)

OaUocaed Uoagy fh (aviNCE Eigz|
e U:

-ETSI EN 319 4141 OID 0.4.0.2042.1.4 U s

- CA/B Forum OID 2.23.140.1.5.2.3 organization
validated (2) strict (3)

Co

OaUoscad ang4huquu@ uag

(D 1 (D

Co

OaUoceced Uooagy fUJUWG-NTPy
GgebUURG €U

-ETSIEN 319 4111 0ID 0.4.0.2042.1.5 U s

- CA/B Forum OID 2.23.140.1.5.4.1 individuahlidated

(4) legacy (1)

Z Uo a0l 2p3

pdestasg FaUsilsai Aa»aq3eeL3HAmOAUQSquL3 aUs

(Oalcid

A



3

glisee

"beoasUsore UYslilUs scOfédfuiolls wodwégsemgidd

(D

g Uooagy i UdUg-NTPe) G

P CG®

2
€

04111 0.4.0.2042.1.2

%’ erg; hUdUl(J‘g’LOP)g

3194111 0ID 0.4.0.2042.1.3

Z C® =z C®
w
e
Co
(D

OITIU‘O mo o

Co
od

ced Uoosagy hUdBYd ey

Oanu;oeeg’g; FpLycLﬁJrUFg’s (V) (BV-LCP)
GgeblUUR €U

-ETSI EN 319 4141 OID 0.4.0.2042.1.3 U s
- CA/B Forum OID 2.23.140.1.5.3.1 sponsa@lidated

(3) legacy (1)

OaU :)u;oeag’g ] FplychUrUFg’s 3V) (BV-LCP)
GgebUOUR €U

-ETSI EN 319 4141 OID 0.4.0.2042.1.3 U s

- CA/B Forum OID 2.23.140.1.5.3.2 spona@lidated
3 multlpurpose (2)

OaU ou;oseg’g I FpLycLﬁJrUFg’s (V) (BV-LCP)
GgebUUR €U

-ETSI EN 319 4141 OID 0.4.0.2042.1.3 U s

- CA/B Forum OID 2.23.140.1.5.3.3 sponsa@lidated
(3) strict (3)

OaU :)u;:xa@’g | FpLqurUFg’3 (SVINOP)
GgebUUR €U

-ETSI EN 319 4141 OID 0.4.0.2042.1.% U s

- CA/B Forum OID 2.23.140.1.5.3.1 spons@lidated

(3) legacy (1)

OaU :)Usoseg’g y fe W dikxUfy 3 ((SV4NCP)
GgebUOUR €U

- ETSI EN 319 4141 OID 0.4.0.2042.1.4 U s

- CA/B Forum OID 2.23.140.1.5.3.2 spons@lidated
3 multlpurpose (2)

OaU :)u;:xa@’g | FpLqurUFg’3 (V) (SV-NCP)
GgebUUR €U

-ETSI EN 319 4141 OID 0.4.0.2042.1.3 U s

- CA/B Forum OID 2.23.140.1.5.3.3 sponsa@lidated

(3) strict (3)
23 UlGe TuilusaU

éaﬁoeeg’ l"Joag;hl’(’QV)’JUg’ By o (

Oaneeg’ Uooagy h (aviNCR G @5 b [
e U

-1~ Us U@AIBFergmOID 2.23.140.1.4.1

- ETSIEN 319 4111 OID 0.4.0.2042.1.1

Oa»U:)GGg’ U:)ag; h UaVINGRF) By o (
GgebUURG €U

-]~ Us U@AlIBFergmOID 2.23.140.1.4.1

-ETSIEN 3194111 0OID 0.4.0.2042.1.2

ZUoaol 2p3

pdestasg FaUsilsai Aaaq3eeL3HNWMUQSquL3 aUs

(Oalcid

A



3

glisee

"beoasUsore UYslilUs scOfédfuiolls wodwégsemgidd

OaUosGcad Ooag;hﬂqﬂﬂw 0g

Co
(D | (Db

Co

Oaneeg’ erg; h Ud U (g-NGPy
gabUUhg’ e U

-1~ Us U@AIBFergmOID 2.23.140.1.4.1
- ETSIEN 319 4111 OID 0.4.0.2042.1.1

OaUOGeg’ ang; f Ud U Qg-NQPg)
gstUhg’ e U

-} = U s U@AIBFergmOID 2.23.140.1.4.1
-ETSIEN 319 4111 OID 0.4.0.2042.1.2

(D

AKoaUUUUey3ed OaUBVBges HIB
-}~ Us U@AIBFergm3 " 6o Ul e EVDID
2.23.140.1.3

-ETSIEN 319 4111 OID 0.4.0.2042.1.2

93 UGe Uooy ¥Yileg

Aera; s5ey3U YoslUs 85dUssa
fgaUoaUje3sa y(@CFlJﬁ)U(g:}:;bl]Dt’l'Jyf]g’ £

-ETSIEN 319 4112 OID 0.4.0.194112.1.0

- Regulation(EU) 910/2014) “ vd Uj e 6 @

Uss 7 U3&3LJ$J&8?B/Q(I?4

KooaUoa)oseysU Hé(a@df)'eq;eqyaé
¢alUoa Uy} 6350 y(@CRhgsd§j ddify d:U R
-ETSIEN 319 4112 OID 0.4.0.194112.1.2

- Regulation(EU) 910/2014) “ vd Uj e 6 @
Us 3 7T U3m3148BRMP4 (

KooUojyoseyasU YslUs 695dUssg
foloU)EBpB@IRYHdgec bddlh
-ETSIEN 3194112 0OID 0.4.0.194112.1.1

- Regulation(EU) 910/2014) “ vd Uj e 6 @
Uag 3 TU3EU);158§3/9024(

AoaUa;ssysU Hé(a@di’)aqa ER:
¢gaoloaUy) B pBX@IRUgcd) & ge b U:UR
-ETSIEN 3194112 0OID 0.4.0.194112.1.3

- Regulation(EU) 910/2014) “ vd Uj e 6 @
Uag 3 TU3E1J3;1&8‘.’B/QG¥4(

A:)eUe; sey3sU U8jBgreydUdc
¢goloaU) KB pBIPGRERI-ps®) G ge b
e U:

-ETSIEN 319 4112 OID 0.4.0.194112.1.

- Regulation(EU) 910/2014y * vd U} 6 8 " @6
Us 3 7T Us3mU3148BRMP4 (

- Directive(EU) 2015/2366

AoaUa; sey3slU UKOB&®o¢9dYst
¢ aUs Uy E 6 o @ PGP (QERI-psc-gscd
GgebUOUR ¢ U:

-ETSIEN 3194112 0OID 0.4.0.194112.B.

- Regulation(EU) 910/2014) * vd U} 6 8 " @6
Ues 3 7T U3mU3148BRM4 (

- Directive (EU) 2015/2366

Z Uo a0zl 203

pdestasg FaUsilsai Aa»aq3eeL3HAmOAUQSquL3 aUs

(Oalcid

A



3

glisee

'goqseﬁaeg"]’a»ugusei Aa»aq3eeL3HAmOAUQSquL3 aUs
"beoasUsore UYslilUs scOfédfuiolls wodwégsemgidd

(e

UhUqUUJ BUaYUq

«

009y hUqUWQY) agd

(D 1D

Q@] C
B e
o C

oag; h Ud U Qg-NTPy G
8

ﬂcoq)q)o
O
U
o -
.|>
O
I\J
o
=~
I\)
H
'—\

g ! Co O.| O.. (&)

O
Q9
oQ,
™ O
Coq)

T Q

[ )

(@

joX

(@

=y

cé

5

p=t

(D

J g’
9m1104omm212

1 o

m
—

Co(nm Co(ﬁm CoCom
o OZQC(G) o
PR ceRcoele|c
O
I

(G)Z
w

(@]
™
(@)
C
(@

)

LO.,

«,

0§QJhUdUW@UPD
SU

(D

Co O
@

m
_|
(<2
m
zZ
w
=
©
N
H
9
W)
o -
.|>
O
)
N ©
| N
I\)
H
00

- ETSI EN 3194111 0ID 0.4.0.2042.1.3

boJ

(€]

s3elee Usdq

] “ee j ) 63 i UdgedpllU
-ETSIEN 319 21 0ID 0.4.0.2@3.1.1

KooUoa)osecysd [QTSNs 6l gehldd g
-ETSIEN 319 £210ID 0.4.0.2@231.1

- Regulation(EU) 910/2014) * vd Uj e 6 @
Uag 3 TU3[§J¢1&8‘B/QG§Z4 (

7|Yo0Us 6QGCHRIs o f

8K U sguaUYaUxyd Koppl

Z Uo a03W 203

(Oalcild

A



