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ȰɚŮɔɢɞɠ ȺəŭɧůŮɤɜ 
 

Version Date Comment 

2.2 ɥʗʍʐʅʋʏ ςπρρ 

¶ ɩʍʋʎɻʍʈʋɾʘʏ ʎʐʂʉ ʌʋʇʅʐʅʆʙ ʐʋʑ  ETSI 
43 ρπρ τυφ Ȱ%ÌÅÃÔÒÏÎÉÃ 3ÉÇÎÁÔÕÒÅÓ ÁÎÄ 
Infrastructures (ESI); Policy 
requirements for certification 
ÁÕÔÈÏÒÉÔÉÅÓ ÉÓÓÕÉÎÇ ÑÕÁÌÉÆÉÅÄ ÃÅÒÔÉÆÉÃÁÔÅÓȱ 

¶ ɩʍʋʎɻʍʈʋɾʙ ʎʐʂʉ ɞʇʇʂʉʅʆʙ ʉʋʈʋʃʀʎʚɻ 
ʝʎʋʉ ɻʒʋʍʗ ʐʅʏ ʔʍʙʎʀʅʏ ʌʅʎʐʋʌʋʅʂʐʅʆʡʉ 

¶ ɚʇʇɻɾʘʏ ʎʀ ʃʘʈɻʐɻ ʒʑʎʅʆʙʏ ɻʎʒʗʇʀʅɻʏ 
ʆɻʅ ɻʎʒʗʇʀʅɻʏ ʌʍʋʎʖʌʅʆʋʞ, ɻʎʒʗʇʀʅɻʏ 
ʆʍʑʌʐʋʎʑʎʆʀʑʡʉ ʌʋʑ ʌʀʍʅʘʔʋʑʉ 
ʅɿʅʖʐʅʆʗ ʆʇʀʅɿʅʗ ɚɩ ʆɻʐʗ ʐʅʏ 
ʌʍʋɿʅɻɾʍɻʒʘʏ  FIPS 140-2 

¶ ɚʇʇɻɾʘʏ ʎʀ ʃʘʈɻʐɻ ʌʍʋʎʐɻʎʚɻʏ 
ʅɿʅʖʐʅʆʋʞ ʆʇʀʅɿʅʋʞ 

¶ ɣɻʐʗʍɾʂʎʂ MD5 ɻʇɾʝʍʅʃʈʋʑ 
ʆɻʐɻʆʀʍʈɻʐʅʎʈʋʞ 

¶ ɩʍʋʎʃʙʆʀʏ ɾʅɻ ʔʍʋʉʋʎʙʈɻʉʎʂ 

¶ ɬʍʋʌʋʌʋʅʙʎʀʅʏ ʎʀ ʆʇʗʎʀʅʏ 
ʌʅʎʐʋʌʋʅʂʐʅʆʡʉ ʝʎʋʉ ɻʒʋʍʗ ʎʐɻ 
ʌʅʎʐʋʌʋʅʂʐʅʆʗ ʔʍʂʎʐʡʉ 

¶ ɚʇʇɻɾʘʏ ʎʐɻ ʌʀʍʅɾʍʗʈʈɻʐɻ OCSP 

2.3 ɥʗʅʋʏ ςπρρ 

¶ ɚʇʇɻɾʙ ɾʅɻ ʀʇʗʔʅʎʐʋ ʈʘɾʀʃʋʏ ʆʇʀʅɿʅʋʞ 
ʎʀ ςπτψbits 

¶ ɚʇʇɻɾʘʏ ʎʀ ʔʍʝʉʋʑʏ ʌʋʑ ɻʒʋʍʋʞʉ  ɤɚɩ 
ʆɻʅ OCSP 

¶ ɩʍʋʎʃʙʆʀʏ ɾʅɻ ɻʌʝɿʀʅʊʂ ʐɻʑʐʝʐʂʐɻʏ 
ʔʍʂʎʐʡʉ 

2.4, 2.5 
ɦʋʘʈɼʍʅʋʏ, 

ɝʀʆʘʈɼʍʅʋʏ 2011 
¶ ɩʍʋʎʃʙʆʂ ʆɻʅ ɻʇʇɻɾʘʏ ɾʅɻ ʌʀʍʅʋʍʅʎʈʋʞʏ 
ʋʉʋʈʗʐʖʉ (nameConstraints) 

2.6 ɚʌʍʚʇʅʋʏ ςπρς 

¶ ɩʍʋʎʃʙʆʂ ɾʅɻ ʌʅʎʐʋʌʋʅʂʐʅʆʗ 
ʑʌʋɾʍɻʒʙʏ ʆʡɿʅʆɻ    

¶ ɩʍʋʎʃʙʆʂ ɾʅɻ ʇʀʅʐʋʑʍɾʅʆʝʐʂʐɻ 
ɻʌʋʃʀʐʂʍʚʋʑ ʌʅʎʐʋʌʋʅʂʐʅʆʡʉ 

2.7 ɚʌʍʚʇʅʋʏ ςπρσ 
¶ ɩʍʋʎɻʍʈʋɾʘʏ ʎʐʂʉ ʌʋʇʅʐʅʆʙ  CA/ B 

Forum  Baseline Requirements for  

Publicly-Trusted Certificates v1.1,  
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¶ ɚʇʇɻɾʘʏ ʎʀ ʎʑʔʉʝʐʂʐɻ ʘʆɿʋʎʂʏ ɤɚɩ, 

OCSP ʌʀɿʚɻ nextUpdate 

3.0 ɝʀʆʘʈɼʍʅʋʏ 2014 

¶ ɩʍʋʎɻʍʈʋɾʙ ʎʐʅʏ ʌʋʇʅʐʅʆʘʏ  CA/B 

Forum BR for Publicly-Trusted 

Certificates 1.1.9 

¶ ɩʍʋʎɻʍʈʋɾʙ ʎʐʋ Microsoft Root 

Certificate Program ɀTechnical 

Requirements 2.0 

¶ ɩʍʋʎɻʍʈʋɾʙ ʎʐʋ Mozilla Root CA 

program Policy 2.2 

¶ ɩʍʋʎɻʍʈʋɾʙ ʎʐʋ ɩɝ 150/2001  

¶ ɚʇʇɻɾʘʏ ʎʀ ʌʀʍʅɾʍʗʈʈɻʐɻ 

ʌʅʎʐʋʌʋʅʂʐʅʆʡʉ ʆɻʅ Policy OIDs 

3.1 ɮʀɼʍʋʑʗʍʅʋʏ ςπρυ 
¶ ɩʍʋʎʃʙʆʂ ʀʌʀʆʐʗʎʀʖʉ 

ɻʉɻɾʉʖʍʅʎʈʘʉʖʉ ʌʅʎʐʋʌʋʅʂʐʅʆʡʉ 

(qcStatements) 

3.2 ɢʋʞʉʅʋʏ 2015 

¶ ɚʇʇɻɾʘʏ ʎʐʅʏ ʀʌʅʐʍʀʌʐʘʏ ʐʅʈʘʏ ʐʋʑ 

ɭʌʋʆʀʅʈʘʉʋʑ ʆɻʅ ʐʂʏ ʀʌʘʆʐɻʎʂʏ 

subjAltName 

¶ ɚʉɻʒʋʍʗ ɻʉ ʀʇʘɾʔʋʉʐɻʅ ʐɻ CAA records 

¶ ɩʍʋʎɻʍʈʋɾʙ ʎʐʅʏ ʌʋʇʅʐʅʆʘʏ CA/ B Forum 

BR 1.2.5 

3.3 ɥʗʍʐʅʋʏ ςπρφ 

¶ ɦʘʀʏ ɣʋʍʑʒɻʚʀʏ ɚʍʔʘʏ ɩʅʎʐʋʌʋʚʂʎʂʏ 

¶ ɩʍʋʎɻʍʈʋɾʙ ʎʐʋ ʀʉʂʈʀʍʖʈʘʉʋ 

Microsoft Root Program Policy 

¶ ɩʍʋʎɻʍʈʋɾʙ ʎʐʅʏ ʌʋʇʅʐʅʆʘʏ CA/ B Forum 

BR 1.3.1 

¶ ɛʀʇʐʚʖʎʂ ʐʂʏ ʎʑʈɼɻʐʝʐʂʐɻʏ ʈʀ ʐʋ 

RFC3647 

¶ ɛʀʇʐʚʖʎʂ ʐʂʏ ʎʑʈɼɻʐʝʐʂʐɻʏ ʈʀ ʐʋ 

RFC5480 

(keyUsage bits ɾʅɻ ɩʅʎʐʋʌʋʅʂʐʅʆʗ ECDSA) 

3.4 ɚʌʍʚʇʅʋʏ ςπρφ ¶ ɛʀʇʐʚʖʎʂ ʎʐʂ ʔʍʙʎʂ ʐʖʉ ʝʍʖʉ Ȱɚɩȱ ʆɻʅ 

ȱɩɭɞȱ 
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¶ ɩʍʋʎʃʙʆʂ ɿʑʉɻʐʝʐʂʐɻʏ cross signing 

3.5 ɥʗʅʋʏ 2017 

¶ ɛʀʇʐʚʖʎʂ ʎʐʂ ʔʍʙʎʂ ʐʋʑ ʝʍʋʑ 

«ɞʉɿʅʗʈʀʎʂ ɚɩȻ 

¶ ɫʑʈʈʝʍʒʖʎʂ ʎʐɻ  ETSI EN 319 411-1, 

EN 319 411-2, EN 319 421 

¶ ɝʅɻʔʖʍʅʎʈʝʏ ʌʅʎʐʋʌʋʅʂʐʅʆʡʉ ɾʅɻ 

ʔʍʋʉʋʎʙʈɻʉʎʂ ɻʌʝ ʐɻ ʌʅʎʐʋʌʋʅʂʐʅʆʗ 

SSL, S/ MIME,  ʑʌʋɾʍɻʒʙʏ ʆʡɿʅʆɻ 

¶ ɩʍʋʎɻʍʈʋɾʙ ʎʐʋ Ȱ-ÉÎÉÍÕÍ 

Requirements of the Issuance and 

Management of Publicly-Trusted Code 

3ÉÇÎÉÎÇ #ÅÒÔÉÆÉÃÁÔÅÓȱ ʌʋʑ ʀʚʉɻʅ ɿʅɻʃʘʎʅʈʋ 

ʎʐʋ https://aka.ms/csbr  (ɢʎʔʞʀʅ ɻʌʝ ʐʂʉ 

1ʂ ɮʀɼʍʋʑɻʍʚʋʑ ʐʋʑ 2017) 

¶ ɩʍʋʎɻʍʈʋɾʙ ʎʐʅʏ ʌʋʇʅʐʅʆʘʏ CA/ B Forum 

BRs 1.4.5 

¶ ɚʇʇɻɾʙ ɿʅʗʍʆʀʅɻʏ ʅʎʔʞʋʏ ʐʖʉ ʐʀʇʅʆʡʉ 

ɩʅʎʐʋʌʋʅʂʐʅʆʡʉ SSL/ɯʍʂʎʐʡʉ  

¶ ɦʘʋ ɫʑʈɼʝʇɻʅʋ ɚʎʒʗʇʀʅɻʏ 

ʀʌɻɾɾʀʇʈɻʐʅʆʙʏ ʀʑʃʞʉʂʏ, ʀʉʂʈʘʍʖʎʂ 

ʆɻʉʝʉʖʉ ɻʎʐʅʆʙʏ ʀʑʃʞʉʂʏ  

3.6 ɮʀɼʍʋʑʗʍʅʋʏ ςπρψ 

¶ ɩʍʋʎɻʍʈʋɾʙ ʎʐʅʏ ʌʋʇʅʐʅʆʘʏ CA/ B Forum 

BRs 1.5.6 

¶ ɩʍʋʎʃʙʆʂ ʝʍʖʉ ɾʅɻ ʀʇʘɾʔʋʑʏ 

ɩʉʀʑʈɻʐʅʆʙʏ ɢɿʅʋʆʐʂʎʚɻʏ 

¶ ɩʍʋʎʃʙʆʂ ʝʍʖʉ ɾʅɻ ʐʂ ɿʂʈʅʋʑʍɾʚɻ 

ʁʀʞɾʋʑʏ-ʆʇʀʅɿʅʋʞ ʎʐɻ ʌʅʎʐʋʌʋʅʂʐʅʆʗ 

ɭʌʋɾʍɻʒʙʏ ɣʡɿʅʆɻ ʆɻʅ ɾʅɻ ʐʂʉ 

ʌʍʋʎʐɻʎʚɻ ʐʋʑ ɢɿʅʖʐʅʆʋʞ ɣʇʀʅɿʅʋʞ 

3.7 ɨʆʐʡɼʍʅʋʏ 2018 

¶ ɬʑʌʋɾʍɻʒʅʆʘʏ ɿʅʋʍʃʡʎʀʅʏ  

¶ ɭʌʋʎʐʙʍʅʊʂ ɾʅɻ ɝʅɻʒʗʉʀʅɻ 

ɩʅʎʐʋʌʋʅʂʐʅʆʡʉ ɉCertificate 

Transparency) 
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¶ ɲɿʀʅɻ ʔʍʙʎʂʏ ʐʖʉ ʀʆɿʅɿʝʈʀʉʖʉ 

ɩʅʎʐʋʌʋʅʂʐʅʆʡʉ ʎʀ ʋʅʆʋʉʋʈʅʆʘʏ 

ʎʑʉɻʇʇɻɾʘʏ  

¶ ɞʉʂʈʘʍʖʎʂ ʌʇʂʍʋʒʋʍʅʡʉ ʌʋʑ 

ʎʔʀʐʚʁʋʉʐɻʅ ʈʀ ʐʂʉ ɚʉɻʒʋʍʗ 

ɩʍʋɼʇʙʈɻʐʋʏ ɩʅʎʐʋʌʋʅʂʐʅʆʋʞ 

¶ ɝʅɻʐʗʊʀʅʏ ɻʉɻʎʐʋʇʙʏ ɩʅʎʐʋʌʋʅʂʐʅʆʡʉ 

ʌʋʑ ʔʍʂʎʅʈʋʌʋʅʋʞʉʐɻʅ ɾʅɻ ȺɭʌʋɾʍɻʒʙȻ 

¶ ɝʅʀʑʆʍʅʉʚʎʀʅʏ ɾʅɻ ʌʀʍʅʌʐʡʎʀʅʏ 

ȺɞʌɻʉʘʆɿʋʎʂʏȻ ɩʅʎʐʋʌʋʅʂʐʅʆʡʉ ʈʀ ʉʘʋ 

ʆʇʀʅɿʚ 

¶ ɩʍʋʎɻʍʈʋɾʙ ʎʐʋ Mozilla Policy 2.6.1 

3.8 ɥʗʍʐʅʋʏ 2019 

¶ ɬʑʌʋɾʍɻʒʅʆʘʏ ɿʅʋʍʃʡʎʀʅʏ  

¶ ɭʌʋʎʐʙʍʅʊʂ ɾʅɻ ɩʅʎʐʋʌʋʅʂʐʅʆʗ 

Ȱ%ØÔÅÎÄÅÄ 6ÁÌÉÄÁÔÉÏÎ ɉ%6Ɋȱ ʆɻʅ 

ȰQualified Website Authentication (QCP-

w)ȱ. 

¶ ɭʌʋʎʐʙʍʅʊʂ ɾʅɻ ɩʅʎʐʋʌʋʅʂʐʅʆʗ QCP-w- 

PSD2 

¶ ɭʌʋʎʐʙʍʅʊʂ ɿʅʀʑʃʞʉʎʀʖʉ IP ʎʐɻ 

ʌʅʎʐʋʌʋʅʂʐʅʆʗ SSL/TLS  

¶ ɭʌʋʎʐʙʍʅʊʂ ɾʅɻ ɩʅʎʐʋʌʋʅʂʐʅʆʗ 

ɥʌɻʇɻʉʐʘʍ ɉWildcard) 

¶ ɩʍʋʎɻʍʈʋɾʙ ʎʐʅʏ ʌʋʇʅʐʅʆʘʏ BRs 1.6.4 

¶ ɩʍʋʎɻʍʈʋɾʙ ʎʐʅʏ ɨɿʂɾʚʀʏ %6 ρȢφȢψ 

¶ ɩʍʋʎɻʍʈʋɾʙ ʎʐʅʏ ɨɿʂɾʚʀʏ ɭʌʋɾʍɻʒʙʏ 

ɣʡɿʅʆɻ %6 ρȢτ 

¶ ɞʆʔʡʍʂʎʂ ʌʍʋʎɻʍʈʋʎʈʘʉʂʏ ʌʋʇʅʐʅʆʙʏ 

/)$Ó ɾʅɻ ʆʗʃʀ ʀʚɿʋʏ ɩʅʎʐʋʌʋʅʂʐʅʆʋʞ 

3.9 ɨʆʐʡɼʍʅʋʏ 2019 

¶ ɞʉʂʈʘʍʖʎʂ ʌʍɻʆʐʅʆʡʉ ɾʅɻ EV Code 

Signing ʆɻʅ ʀʊȭ ɻʌʋʎʐʗʎʀʖʏ ɞɝɝɭ 

¶ ɞʉʂʈʘʍʖʎʂ ɩɻʍɻʍʐʙʈɻʐʋʏ ʈʀ ɩʍʋʒʚʇ 

ɩʅʎʐʋʌʋʅʂʐʅʆʡʉ 
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¶ ɞʉʂʈʘʍʖʎʂ ʋʍʅʎʈʡʉ ɾʅɻ ɞɾʆʀʆʍʅʈʘʉʀʏ 

ʑʌʋɾʍɻʒʘʏȾʎʒʍɻɾʚɿʀʏ 

¶ ɚʇʇɻɾʙ ʀʌʖʉʑʈʚɻʏ GUnet 

¶ ɞʉʂʈʘʍʖʎʂ ɿʋʆʅʈɻʎʐʅʆʡʉ URLs ɾʅɻ 

ʘʇʀɾʔʋ ʐʖʉ 5ser Agents 

4.0 ɥʗʍʐʅʋʏ ςπςπ 

¶ ɩʍʋʎʃʙʆʂ ɚʍʅʃʈʡʉ ɥʂʐʍʡʋʑ ɾʅɻ GUnet 

¶ ɞʉʂʈʘʍʖʎʂ ɩʍʋʒʚʇ ɩʅʎʐʋʌʋʅʂʐʅʆʡʉ 

¶ ɩʍʋʎɻʍʈʋɾʙ ʎʐʂʉ ʌʋʇʅʐʅʆʙ ςȢχ ʐʋʑ 

Mozilla Root CA Program 

¶ ɩʍʋʎɻʍʈʋɾʙ ʎʐɻ BRs 1.6.9 

¶ ɩʍʋʎɻʍʈʋɾʙ ʎʐʅʏ ɨɿʂɾʚʀʏ %6 1.7.1 

¶ ɞʉʂʈʘʍʖʎʂ ʌʇʂʍʋʒʋʍʚɻʏ ɻʉɻʆʇʙʎʀʖʉ 

¶ ɚʒɻʚʍʀʎʂ ʑʌʋʔʍʘʖʎʂʏ NONCE ɾʅɻ OCSP 

Responders 

¶ ɥʀʚʖʎʂ ɿʅʗʍʆʀʅɻʏ SSL/ TLS 

ʌʅʎʐʋʌʋʅʂʐʅʆʡʉ ʎʀ σωχ ʂʈʘʍʀʏ ɻʌʝ 

2020/08/01  

4.1 ɚʞɾʋʑʎʐʋʏ ςπςπ 

¶ ɩʍʋʎɻʍʈʋɾʙ ʎʐʅʏ ʌʋʇʅʐʅʆʘʏ BRs 1.7.0 

¶ ɩʍʋʎɻʍʈʋɾʙ ʎʐʅʏ ɨɿʂɾʚʀʏ %6 ρȢ7.2 

¶ ɝʅʀʑʆʍʅʉʚʎʀʅʏ ɾʅɻ ʐʅʏ ʈʀʃʝɿʋʑʏ 

ʀʌɻʇʙʃʀʑʎʂʏ email ɿʅʀʑʃʞʉʎʀʖʉ 

ʔʍʂʎʅʈʋʌʋʅʡʉʐɻʏ ʀʌɻʇʙʃʀʑʎʂ Domain 

ɾʅɻ ʐʋ ʈʘʍʋʏ ʔʡʍʋʑ ʋʉʋʈʗʐʖʉ ɉdomain 

portion ) ʐʖʉ email ɿʅʀʑʃʞʉʎʀʖʉ 

¶ ɩʍʋʎʃʙʆʂ ɻʉɻʒʋʍʗʏ ʎʐʋʉ eIDAS ʖʏ 

ʌʍʋʏ ʐʂʉ ʀʊɻʆʍʚɼʖʎʂ ʐɻʑʐʝʐʂʐɻʏ 

¶ ɞʉʂʈʘʍʖʎʂ ʎʑʔʉʝʐʂʐɻʏ ʘʆɿʋʎʂʏ CRL 

¶ ɞʉʂʈʘʍʖʎʂ ʀʉʝʐʂʐɻʏ φȢρȢρ ɾʅɻ 

ɻʌʝʍʍʅʕʂ ʆʇʀʅɿʅʡʉ ʌʋʑ ʀʚʉɻʅ ʆʋʅʉʡʏ 

ɾʉʖʎʐʗ ʝʐʅ ʘʔʋʑʉ ʀʆʐʀʃʀʚ ʀʚʐʀ ʘʔʋʑʉ 

ʀʆʐʀʃʀʚȢ 

¶ ɩʍʋʎʃʙʆʂ ɻʉɻɾʉʖʍʅʎʐʅʆʋʞ ʌʋʇʅʐʅʆʙʏ 

ɾʅɻ ʀʊ ɻʌʋʎʐʗʎʀʖʏ ɞɝɝɭ 
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¶ ɞʉʂʈʘʍʖʎʂ ʀʉʝʐʂʐɻʏ 6.2.1 ʈʀ ɻʉɻʒʋʍʘʏ 

ʎʀ ʀʊ ɻʌʋʎʐʗʎʀʖʏ ɞɝɝɭ ʆɻʅ ʎʐʂ ʇʚʎʐɻ 

ʐʋʑ ʗʍʃʍʋʑ σρ ʐʋʑ eIDAS 

¶ ɝʂʈʋʎʅʋʌʋʚʂʎʂ 

Registration/Incorporat ing Agencies ɾʅɻ 

EV ʌʅʎʐʋʌʋʅʂʐʅʆʗ 

4.2 ɫʀʌʐʘʈɼʍʅʋʏ ςπςπ 

¶ ɛʀʇʐʚʖʎʂ ʆʀʅʈʘʉʋʑ ʀʌʝʈʀʉʂʏ 

ʀʉʂʈʘʍʖʎʂʏ OCSP 

¶ ɞʅɿʅʆʙ ɻʌɻɾʝʍʀʑʎʂ ʔʍʙʎʂʏ 

ʌʅʎʐʋʌʋʅʂʐʅʆʡʉ ɾʅɻ ʑʌʂʍʀʎʚʀʏ ʐʞʌʋʑ 

Ȱman-in-the-middleȱ ɉʌɻʍʀʈɼʋʇʙʏɊ 

¶ ɩʍʋʎɻʍʈʋɾʙ ʎʐʅʏ ʌʋʇʅʐʅʆʘʏ BRs 

SSL/ TLS 1.7.2, ballots SC28, SC35 

¶ ɩʍʋʎɻʍʈʋɾʙ ʎʐʅʏ ɨɿʂɾʚʀʏ %6 ρȢ7.3 

¶ ɩʍʋʎɻʍʈʋɾʙ ʎʐʅʏ ʌʋʇʅʐʅʆʘʏ BRs Code 

Signing 2.0 

¶ ɞʉʂʈʘʍʖʎʂ ɻʌɻʅʐʙʎʀʖʉ ʆɻʐɻɾʍɻʒʙʏ 

¶ ɞʉʂʈʘʍʖʎʂ ʉʀʝʐʀʍʋʑ RFC ɾʅɻ CAA 

¶ ɞʉʂʈʘʍʖʎʂ ʌʍʋʒʚʇ OCSP ʆɻʅ CRL 

¶ ɞʉʂʈʘʍʖʎʂ ʌʍɻʆʐʅʆʡʉ ɿʂʈʋʎʅʋʌʋʚʂʎʂʏ 

ʐʀʇʅʆʡʉ ʌʅʎʐʋʌʋʅʂʐʅʆʡʉ ʎʐʋ 

ɚʌʋʃʀʐʙʍʅʋ 

4.3 ɮʀɼʍʋʑʗʍʅʋʏ ςπςρ 

¶ ɩʍʋʎɻʍʈʋɾʙ ʎʐʅʏ ʌʋʇʅʐʅʆʘʏ BRs 

SSL/ TLS 1.7.3 

¶ ɚʒɻʚʍʀʎʂ ɿʑʉɻʐʝʐʂʐɻʏ ʘʆɿʋʎʂʏ TLS 

ʌʅʎʐʋʌʋʅʂʐʅʆʡʉ ʔʖʍʚʏ OCSP URI ʎʐʂʉ 

ʀʌʘʆʐɻʎʂ AIA, ʈʀ ʑʌʋʔʍʘʖʎʂ /CSP 

stapling ɾʅɻ ʎʑʉɿʍʋʈʂʐʘʏ ʑʕʂʇʙʏ 

ʀʌʅʎʆʀʕʅʈʝʐʂʐɻʏ 

¶ ɩʀʍʅɾʍɻʒʙ ʆɻʐɻʎʐʍʋʒʙʏ MBK ʖʏ 

ʈʘʃʋɿʋʏ ʆɻʐɻʎʐʍʋʒʙʏ ɻʉʐʅɾʍʗʒʖʉ 

ɻʎʒɻʇʀʚɻʏ ʆʇʀʅɿʅʡʉ ɚɩ ʆɻʅ 

ɩʅʎʐʋʌʋʅʂʐʅʆʡʉ ɯʍʋʉʋʎʙʈɻʉʎʂʏ 
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¶ ɨʅ ʈʘʃʋɿʋʅ ʎʑʈʒʖʉʂʈʘʉʂʏ ɻʇʇɻɾʙʏ 

ɻʍʔʀʚʖʉ ʅʎʐʋʔʡʍʖʉ ɿʀʉ ʃɻ 

ʀʌʅʐʍʘʌʋʉʐɻʅ ɾʅɻ ɻʌʝɿʀʅʊʂ ʀʇʘɾʔʋʑ 

ʆɻʐʋʔʙʏ Domain Namespace 

¶ ɝʅʀʑʆʍʅʉʚʎʀʅʏ ɾʅɻ ʐʋ ʐʅ ʀʌʅʐʍʘʌʀʐɻʅ ʉɻ 

ʑʌʋɾʍʗʒʋʑʉ Root ʌʅʎʐʋʌʋʅʂʐʅʆʗ 

¶ ɚʇʇɻɾʙ ɿʅɻʎʐʙʈɻʐʋʏ 

ʀʌɻʉɻʔʍʂʎʅʈʋʌʋʚʂʎʂʏ ɻʌʋɿʀʅʆʐʅʆʡʉ ɾʅɻ 

Domain Name ʆɻʅ IP Address ʎʀ σωχ 

ʂʈʘʍʀʏ 

¶ ɬʀʍʈɻʐʅʎʈʝʏ ʔʍʙʎʂʏ ɚɝɝɭ ɾʅɻ ʐʂʉ 

ʘʆɿʋʎʂ ɩʅʎʐʋʌʋʅʂʐʅʆʡʉ ɾʅɻ 

ɞɾʆʀʆʍʅʈʘʉʀʏ ɭʌʋɾʍɻʒʘʏȾɫʒʍɻɾʚɿʀʏ 

4.4 ɥʗʅʋʏ 2021 

¶ ɩʍʋʎɻʍʈʋɾʙ ʎʐʅʏ ʌʋʇʅʐʅʆʘʏ CA/B Forum 

Baseline Requirements for SSL/TLS 

Certificates 1.7.4 

¶ ɩʍʋʎɻʍʈʋɾʙ ʎʐʅʏ ʌʋʇʅʐʅʆʘʏ CA/ B Forum 

EV Guidelines 1.7.3 

¶ ɩʍʋʎɻʍʈʋɾʙ ʎʐʅʏ ʌʋʇʅʐʅʆʘʏ CA/B Forum 

Baseline Requirements for Code Signing 

Certificates 2.3 

¶ ɞʌʅʐʍʘʌʀʐɻʅ ʈʘʃʋɿʋʏ ʀʇʘɾʔʋʑ Domain 

ɾʅɻ ʌʅʎʐʋʌʋʅʂʐʅʆʗ SSL/ TLS 

ȺʈʌɻʇɻʉʐʘʍȻ onion 

¶ ɚʌʝ ςπςρ-06-πρ ʆɻʐʗʍɾʂʎʂ ʐʋʑ ʌʀɿʚʋʑ 

subject:organizationalUnitName ʎʀ 

ʌʅʎʐʋʌʋʅʂʐʅʆʗ ʐʞʌʋʑ SSL/ TLS 

¶ ɩʍʋʎʃʙʆʂ HARICA Roots 2021 

¶ ɩʍʋʎʃʙʆʂ ɻʉɻʒʋʍʗʏ ʎʀ ʎʑɾʆʀʆʍʅʈʘʉʀʏ 

ʀʉʝʐʂʐʀʏ ʐʖʉ ɨɿʂɾʅʡʉ EV ɾʅɻ 

ʎʑɾʆʀʆʍʅʈʘʉɻ ʆʍʅʐʙʍʅɻ 

¶ ɚʒɻʚʍʀʎʂ ɿʑʉɻʐʝʐʂʐɻʏ ʀʊɻʚʍʀʎʂʏ 

ʀʇʘɾʔʋʑ CAA ɻʉ ʘʉɻʏ ɫʑʉʀʍɾʗʐʂʏ ʐʂʏ 

HARICA ʀʚʉɻʅ ʋ ɝʅɻʔʀʅʍʅʎʐʙʏ DNS ʐʋʑ 

Domain. 
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¶ ɭʌʋʎʐʙʍʅʊʂ ʝʇʖʉ ʐʖʉ eIDAS ʈʀʃʝɿʖʉ 

ʀʊɻʆʍʚɼʖʎʂʏ ʐɻʑʐʝʐʂʐɻʏ 

¶ ɝʅʝʍʃʖʎʂ ʐʑʌʋɾʍɻʒʅʆʡʉ ʇɻʃʡʉ 

4.5 ɥʗʍʐʅʋʏ ςπςς 

¶ ɚʉʗʆʇʂʎʂ ʌʅʎʐʋʌʋʅʂʐʅʆʋʞ ʀʉʐʝʏ ςτ 

ʖʍʡʉ ʝʐɻʉ ʎʔʀʐʚʁʀʐɻʅ ʈʀ ɻʌʋɿʀɿʀʅɾʈʘʉʂ 

ʔʍʙʎʂ Ⱥɻɿʞʉɻʈʋʑ ʆʇʀʅɿʅʋʞȻ ʝʐɻʉ 

ʑʌʗʍʔʀʅ ɿʑʉɻʐʝʐʂʐɻ ʑʌʋʇʋɾʅʎʈʋʞ ʐʋʑ 

ɢɿʅʖʐʅʆʋʞ ɣʇʀʅɿʅʋʞ ɻʌʝ ʐʋ ɝʂʈʝʎʅʋ 

ɣʇʀʅɿʚȢ 

¶ ɩʍʋʎɻʍʈʋɾʙ ʎʐʅʏ ʌʋʇʅʐʅʆʘʏ CA/B Forum 

Baseline Requirements for SSL/TLS 

Certificates 1.8.2 

¶ ɩʍʋʎɻʍʈʋɾʙ ʎʐʅʏ ʌʋʇʅʐʅʆʘʏ CA/ B Forum 

EV Guidelines 1.7.8 

¶ ɩʍʋʎɻʍʈʋɾʙ ʎʐʅʏ ʌʋʇʅʐʅʆʘʏ CA/B Forum 

Baseline Requirements for Code Signing 

Certificates 2.7 

¶ ɩʍʋʎɻʍʈʋɾʙ ʎʐʅʏ ʌʋʇʅʐʅʆʘʏ ʐʖʉ 

o ETSI EN 319 401 v2.3.1 

o ETSI EN 319 411-1 v1.3.1 

o ETSI EN 319 411-2 v2.4.1 

o ETSI EN 319 412-1 v1.4.4 

¶ ɚʇʇɻɾʙ ʎʐʂʉ ʌʀʍʚʋɿʋ 

ʀʌɻʉɻʔʍʂʎʅʈʋʌʋʚʂʎʂʏ ɿʀɿʋʈʘʉʖʉ 

ʀʊɻʆʍʚɼʖʎʂʏ ʐɻʑʐʝʐʂʐɻʏ ɾʅɻ ʂʇȢ 

ɭʌʋɾʍɻʒʘʏȾɫʒʍɻɾʚɿʀʏ 

¶ ɩʍʋʎɻʍʈʋɾʙ ʎʐʂʉ ɭʌʋʑʍɾʅʆʙ ɚʌʝʒɻʎʂ 

27499/2021 -πψ ɾʅɻ ʀʊ ɻʌʋʎʐʗʎʀʖʏ 

ʀʊɻʆʍʚɼʖʎʂ ʐɻʑʐʝʐʂʐɻʏ 

¶ ɝʅɻʔʖʍʅʎʈʝʏ QCP-w ʎʀ QEVCP-w ʆɻʅ 

QNCP-w ʎʞʈʒʖʉɻ ʈʀ ʐʋ ʌʍʝʐʑʌʋ ETSI 

EN 319 411-2 v2.4.1 

¶ ɭʌʋʎʐʙʍʅʊʂ ʐʖʉ LEI 

¶ ɞʉʂʈʘʍʖʎʂ ʌʀʍʅʝɿʋʑ ʔʍʙʎʂʏ ʁʀʞɾʋʑʏ 

ʆʇʀʅɿʅʡʉ 
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¶ ɭʌʋʎʐʙʍʅʊʂ ʌʅʎʐʋʌʋʅʂʐʅʆʡʉ ʈʅʆʍʙʏ 

ɿʅʗʍʆʀʅɻʏ 

¶ ɛʀʇʐʚʖʎʂ ʀʉʝʐʂʐɻʏ ʌʍʋʒʚʇ 

ʌʅʎʐʋʌʋʅʂʐʅʆʡʉ 

4.6  ɨʆʐʡɼʍʅʋʏ2022 

¶ ɩʍʋʎɻʍʈʋɾʙ ʎʐʅʏ ʌʋʇʅʐʅʆʘʏ CA/B Forum 

Baseline Requirements for SSL/TLS 

Certificates 1.8.4 

¶ ɩʍʋʎɻʍʈʋɾʙ ʎʐʅʏ ʌʋʇʅʐʅʆʘʏ CA/ B Forum 

EV Guidelines 1.7.9 

¶ ɩʍʋʎɻʍʈʋɾʙ ʎʐʅʏ ʌʋʇʅʐʅʆʘʏ CA/B Forum 

Baseline Requirements for Code Signing 

Certificates 3.0.0+CSC-17 

¶ ɨʍʅʎʈʝʏ Ⱥʇʝɾʋʑ ɻʉʗʆʇʂʎʂʏȻ ɉrevocation 

reason) ʆʗʐʖ ɻʌʝ ʎʑɾʆʀʆʍʅʈʘʉʀʏ 

ʎʑʉʃʙʆʀʏ 

¶ ɚʒɻʚʍʀʎʂ ɻʉɻʒʋʍʡʉ ʎʐʅʏ ɻʌɻʅʐʙʎʀʅʏ EV 

Code Signing Requirements ʖʏ 

ʌɻʍʖʔʂʈʘʉʖʉ 

¶ ɞʌɻʉɻʔʍʂʎʅʈʋʌʋʚʂʎʂ ʁʀʞɾʋʑʏ-ʆʇʀʅɿʅʡʉ 

ʎʑʉɿʍʋʈʂʐʡʉ ʈʘʎʖ ʇʋɾʅʎʈʅʆʋʞ ɾʅɻ υ 

ʘʐʂ 

¶ ɥʀʚʖʎʂ ɿʅʗʍʆʀʅɻʏ ʌʅʎʐʋʌʋʅʂʐʅʆʡʉ code 

signing ʆɻʅ S/ MIME ʎʀ ψςτ ʂʈʘʍʀʏ 

4.7 ɢʋʞʇʅʋʏ 2023 

¶ ɩʍʋʎɻʍʈʋɾʙ ʎʐʅʏ ʌʋʇʅʐʅʆʘʏ ##!$" ρȢςȢρ 

¶ ɩʍʋʎɻʍʈʋɾʙ ʎʐʅʏ ʌʋʇʅʐʅʆʘʏ Chrome 

Root Program 1.4 

¶ ɩʍʋʎɻʍʈʋɾʙ ʎʐʅʏ ʌʋʇʅʐʅʆʘʏ CA/B Forum 

Baseline Requirements for SSL/TLS 

Certificates 1.8.7 

¶ ɩʍʋʎɻʍʈʋɾʙ ʎʐʅʏ ʌʋʇʅʐʅʆʘʏ CA/ B Forum 

EV Guidelines 1.8.0 

¶ ɩʍʋʎɻʍʈʋɾʙ ʎʐʅʏ ʌʋʇʅʐʅʆʘʏ CA/ B Forum 

Baseline Requirements for Code Signing 

Certificates 3.2.0 
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¶ ɩʍʋʎɻʍʈʋɾʙ ʎʐʅʏ ʌʋʇʅʐʅʆʘʏ CA/B Forum 

Baseline Requirements for the Issuance and 

Management of Publicly-Trusted S/MIME 

Certificate 1.0.0 

¶ ɞʉʂʈʘʍʖʎʂ ʈʀʃʝɿʖʉ ɿʂʈʅʋʑʍɾʚɻʏ 

ʆʇʀʅɿʅʡʉ ʎʑʉɿʍʋʈʂʐʡʉ ɾʅɻ 

ɩʅʎʐʋʌʋʅʂʐʅʆʗ ȰClass Aȱ 

¶ ɤʀʆʐʅʆʘʏ ɻʇʇɻɾʘʏ ʌʋʑ ʌʍʋʎɻʍʈʝʁʋʉʐɻʅ 

ʎʐʅʏ ʌʋʇʅʐʅʆʘʏȾʌʍɻʆʐʅʆʘʏ ʐʋʑ #!Ⱦ" 

Forum 

4.8 ɢʋʞʇʅʋʏ ςπςτ 

¶ ɨʍʅʎʈʝʏ ʈʘɾʅʎʐʂʏ ɿʅʗʍʆʀʅɻʏ ɻʌʝ σωχ ʎʀ 

σωψ ʂʈʘʍʀʏ 

¶ ɞʉʂʈʀʍʡʎʀʅʏ ʎʞʈʒʖʉɻ ʈʀ ʐʋʉ 

ɞʑʍʖʌɻʛʆʝ ɣɻʉʋʉʅʎʈʝ 1183/2024  

¶ ɩʍʋʎɻʍʈʋɾʙ ʎʐʅʏ ʌʋʇʅʐʅʆʘʏ CCADB 1.3.0 

¶ ɩʍʋʎɻʍʈʋɾʙ ʎʐʅʏ ʌʋʇʅʐʅʆʘʏ Chrome 

Root Program 1.5 

¶ ɩʍʋʎɻʍʈʋɾʙ ʎʐʅʏ ʌʋʇʅʐʅʆʘʏ Mozilla Root 

Store 2.9 

¶ ɩʍʋʎɻʍʈʋɾʙ ʎʐʅʏ ʌʋʇʅʐʅʆʘʏ CA/B Forum 

Baseline Requirements for SSL/TLS 

Certificates 2.0.5 

¶ ɩʍʋʎɻʍʈʋɾʙ ʎʐʅʏ ʌʋʇʅʐʅʆʘʏ CA/ B Forum 

Baseline Requirements for Code Signing 

Certificates 3.7.0 

¶ ɩʍʋʎɻʍʈʋɾʙ ʎʐʅʏ ʌʋʇʅʐʅʆʘʏ CA/ B Forum 

Baseline Requirements for Code Signing 

Certificates 3.2.0 

¶ ɩʍʋʎɻʍʈʋɾʙ ʎʐʅʏ ʌʋʇʅʐʅʆʘʏ CA/B Forum 

Baseline Requirements for the Issuance and 

Management of Publicly-Trusted S/MIME 

Certificate 1.0.4 

¶ ɩʍʋʎɻʍʈʋɾʙ ʎʐʅʏ ʌʋʇʅʐʅʆʘʏ CA/ B Forum 

EV Guidelines 2.0.1 
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¶ ɩʍʋʎʃʙʆʂ ʑʌʋʎʐʙʍʅʊʂʏ ɾʅɻ id-kp-

docSigning KeyPurposeId 

¶ ɝʅʀʑʆʍʅʉʚʎʀʅʏ ʎʔʀʐʅʆʗ ʈʀ ʐʂ ɿʂʈʅʋʑʍɾʚɻ 

ʆʇʀʅɿʅʋʞ ɻʌʝ ʐʂʉ HARICA ʎʀ ɞɾɾʑʙʎʀʅʏ 

ɫʑʉɿʍʋʈʂʐʙ 

¶ ɬʑʌʋɾʍɻʒʅʆʘʏ ɿʅʋʍʃʡʎʀʅʏ 

4.9 ɥʗʍʐʅʋʏ ςπςυ 

¶ ɞʉʂʈʘʍʖʎʂ /ÒÇÁÎÉÚÁÔÉÏÎÉÄÅÎÔÉÆÉÅÒ ʆʗʐʖ 

ɻʌʝ ʐʅʏ ʌʇʂʍʋʒʋʍʚʀʏ ʎʐʋ ʌʀɿʚʋ 

ȺɭʌʋʆʀʚʈʀʉʋȻ ʐʋʑ ɩʅʎʐʋʌʋʅʂʐʅʆʋʞ 

ʎʞʈʒʖʉɻ ʈʀ ʐʅʏ ʌʋʇʅʐʅʆʘʏ #!Ⱦ" &ÏÒÕÍ 

Baseline Requirements for the Issuance 

and Management of Publicly-Trusted 

S/MIME Certificates 

¶ ɩʍʋʎɻʍʈʋɾʙ ʎʐʅʏ ʌʋʇʅʐʅʆʘʏ -ÉÃÒÏÓÏÆÔ 

Trusted Root Program (2024-02-15) 

¶ ɩʍʋʎɻʍʈʋɾʙ ʎʐʅʏ ʌʋʇʅʐʅʆʘʏ #ÈÒÏÍÅ 

Root Program Policy 1.6 

¶ ɩʍʋʎɻʍʈʋɾʙ ʎʐʅʏ ʌʋʇʅʐʅʆʘʏ -ÏÚÉÌÌÁ 2ÏÏÔ 

Store 3.0 

¶ ɩʍʋʎɻʍʈʋɾʙ ʎʐʅʏ ʌʋʇʅʐʅʆʘʏ ##!$" ρȢσȢρ 

¶ ɩʍʋʎɻʍʈʋɾʙ ʎʐʅʏ ʌʋʇʅʐʅʆʘʏ ʐʖʉȡ 

o ETSI EN 319 401 v3.1.1 

o ETSI EN 319 411-1 v1.4.1 

o ETSI EN 319 411-2 v2.5.1 

o ETSI EN 319 412-1 v1.5.1 

o ETSI EN 319 412-2 v2.3.1 

o ETSI EN 319 412-3 v1.3.1 

o ETSI EN 319 412-4 v1.3.2 

o ETSI EN 319 421 v1.2.1 

o ETSI TS 119 411-6 v1.1.1 

o ETSI TS 119 495 v1.7.1 

¶ ɩʍʋʎɻʍʈʋɾʙ ʎʐʅʏ ʌʋʇʅʐʅʆʘʏ #!Ⱦ" 

Forum: 
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o Baseline Requirements for the 

Issuance and Management of 

Publicly-Trusted TLS Server 

Certificates 2.1.4 

o Baseline Requirements for Code 

Signing Certificates 3.9 

o Baseline Requirements for the 

Issuance and Management of 

0ÕÂÌÉÃÌÙȤ4ÒÕÓÔÅÄ 3Ⱦ-)-% 

Certificates 1.0.8 

¶ ɩʍʋʎʃʙʆʂ ʑʌʋʎʐʙʍʅʊʂʏ ɾʅɻ 1.#0-w-gen 

¶ ɚʒɻʚʍʀʎʂ (!2)#! 2//4 #! ςπρρ 

4.10 ɢʋʞʉʅʋʏ ςπςυ 

¶ ɬʑʌʋɾʍɻʒʅʆʘʏ ɿʅʋʍʃʡʎʀʅʏ 

¶ ɞʉʂʈʀʍʖʈʘʉʂ ɿʅɻɿʅʆɻʎʚɻ ɻʌʋɿʋʔʙʏ 

ɩʅʎʐʋʌʋʅʂʐʅʆʋʞ 

¶ ɞʉʂʈʘʍʖʎʂ ʈʂʔɻʉʅʎʈʡʉ ʆɻʅ ɿʅɻɿʅʆɻʎʚɻʏ 

ɻʉɻʒʋʍʗʏ ʌʋʑ ʎʔʀʐʚʁʋʉʐɻʅ ʈʀ ʐʂʉ 

ɚʉɻʒʋʍʗ ɩʍʋɼʇʙʈɻʐʋʏ ɩʅʎʐʋʌʋʅʂʐʅʆʋʞ 

¶ ɩʍʋʎɻʍʈʋɾʙ ʎʐʅʏ ʌʋʇʅʐʅʆʘʏ #!Ⱦ" 

Forum: 

o Baseline Requirements for the 

Issuance and Management of 

Publicly-Trusted TLS Server 

Certificates 2.1.5 

o Baseline Requirements for the 

Issuance and Management of 

0ÕÂÌÉÃÌÙȤ4ÒÕÓÔÅÄ 3Ⱦ-)-% 

Certificates 1.0.8 

4.10.1 ɢʋʞʉʅʋʏ ςπςυ 
¶ ɩʍʋʎʃʙʆʂ ɿʅɻʃʀʎʅʈʝʐʂʐɻʏ ɾʅɻ ɚʍʔʙ 

ɯʍʋʉʋʎʙʈɻʉʎʂʏ 
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1 ȺɘůŬɔɤɔɐ 
ȼ Ɉˊɞŭɞɛɐ ȹɖɛɧůɘɞɡ ȾɚŮɘŭɘɞɨ (Public Key Infrastructure ï PKI) Űɤɜ Ⱥɚɚɖɜɘəɩɜ 

ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ ɡˊɞůŰɖɟɑɕŮŰŬɘ əŬɘ ŭɘŬɢŮɘɟɑɕŮŰŬɘ Ŭˊɧ Űɞ 

ȷəŬŭɖɛŬɥəɧ ȹɘŬŭɑəŰɡɞ (Greek Universities Network ï GUnet) (https://www.gunet.gr), 

ɛɑŬ ŬůŰɘəɐ ɛɖ əŮɟŭɞůəɞˊɘəɐ ŮŰŬɘɟɑŬ ɛŮ ɛɏɚɖ ɧɚŬ ŰŬ ɄŬɜŮˊɘůŰɐɛɘŬ Űɖɠ ȺɚɚɎŭŬɠ, ɛŮ 

ȷ.ū.ɀ. 099028220, Ŭɟɘɗɛɧ ũŮɜɘəɞɨ Ⱥɛˊɞɟɘəɞɨ ɀɖŰɟɩɞɡ 160729401000 əŬɘ Ŭɟɘɗɛɧ 

əŬŰŬɢɩɟɖůɖɠ 13392/28-9-2000 ůŰŬ ɓɘɓɚɑŬ ŮŰŬɘɟɘɩɜ Űɞɡ ɄɟɤŰɞŭɘəŮɑɞɡ ȷɗɖɜɩɜ. ȼ 

ɡˊɖɟŮůɑŬ ŬɡŰɐ Űɖɠ GUnet, ɖ ɞˊɞɑŬ  ůŰɖ ůɡɜɏɢŮɘŬ ɗŬ ŬɜŬűɏɟŮŰŬɘ ɤɠ ȷɟɢɐ 

ɄɘůŰɞˊɞɑɖůɖɠ Űɤɜ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ (Hellenic 

Academic & Research Institutions Certification Authority ï HARICA), ŮɜŮɟɔŮɑ ɤɠ 

ɄɎɟɞɢɞɠ ɈˊɖɟŮůɘɩɜ ȺɛˊɘůŰɞůɨɜɖɠ (Trust Service Provider ï TSP) ɔɜɤůŰɧɠ əŬɘ ɤɠ 

«ȷɟɢɐ ɄɘůŰɞˊɞɑɖůɖɠ» (Certificate Authority), əŬɘ ɤɠ «ȺɔəŮəɟɘɛɏɜɞɠ» ɄɎɟɞɢɞɠ 

ɈˊɖɟŮůɘɩɜ ȺɛˊɘůŰɞůɨɜɖɠ (Qualified Trust Service Provider- QTSP). ɆŰɞ ɡˊɧɚɞɘˊɞ 

əŮɑɛŮɜɞ ɄɄ/ȹȹɄ, ɞɘ ɧɟɞɘ ñTSPò əŬɘ ñQTSPò ɗŮɤɟɞɨɜŰŬɘ ɘůɞŭɨɜŬɛɞɘ. 

 

ȼ ɈȹȾ HARICA ŮɜŮɟɔŮɑ ůɡɔəŮəɟɘɛɏɜŬ ɤɠ ñȹɘŬɢŮɘɟɘůŰɐɠ ȾɞɟɡűŬɑŬɠ (Root) ȷɄò. ȼ 

ŬɜɎˊŰɡɝɖ əŬɘ ɖ ŭɘŬɢŮɑɟɘůɖ Űɖɠ ɡˊɖɟŮůɑŬɠ ɝŮəɑɜɖůŮ ůŰŬ ˊɚŬɑůɘŬ Űɤɜ ɚŮɘŰɞɡɟɔɘɩɜ Űɞɡ 

ȽŭŮŬŰɞɨ ȾɏɜŰɟɞɡ ȹɘŬɢŮɑɟɘůɖɠ ȹɘəŰɨɤɜ (Virtual Network Operations Center ï VNOC) 

Űɞɡ ȺȹɈɇȺ (https://www.grnet.gr) əŬɘ ůɡɜŮɢɑɕŮŰŬɘ ůŰŬ ˊɚŬɑůɘŬ Űɖɠ GUnet. ȼ 

ŭɘŬɢŮɑɟɘůɖ Űɖɠ ɈȹȾ HARICA ɔɑɜŮŰŬɘ Ŭˊɧ Űɞ ȾɏɜŰɟɞ ȼɚŮəŰɟɞɜɘəɐɠ ȹɘŬəɡɓɏɟɜɖůɖɠ 

Űɞɡ ȷɟɘůŰɞŰŮɚŮɑɞɡ ɄŬɜŮˊɘůŰɐɛɘɞɡ ŪŮůůŬɚɞɜɑəɖɠ, ɏɜŬ ɛɏɚɞɠ Űɖɠ GUnet. Ƀɘ űɞɟŮɑɠ ˊɞɡ 

ůɡɛɛŮŰɏɢɞɡɜ ůŮ ŬɡŰɐ Űɖɜ Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ, ŬˊɞŭɏɢɞɜŰŬɘ ŬɜŮˊɘűɨɚŬəŰŬ 

Űɖɜ ˊŬɟɞɨůŬ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ/ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ 

ůɡɜɡˊɞɔɟɎűɞɡɜ Űɞ ɀɜɖɛɧɜɘɞ ɆɡɜŮɟɔŬůɑŬɠ. 

1.1 Ⱥˊɘůəɧˊɖůɖ 

ȼ ˊŬɟɞɨůŬ ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ 

ˊŮɟɘɔɟɎűŮɘ Űɞ ůɨɜɞɚɞ əŬɜɧɜɤɜ əŬɘ ŭɘŬŭɘəŬůɘɩɜ ˊɞɡ Ŭűɞɟɞɨɜ ŰŬ ɣɖűɘŬəɎ 

ˊɘůŰɞˊɞɘɖŰɘəɎ ůŰŬ ˊɚŬɑůɘŬ Űɖɠ Ɉˊɞŭɞɛɐɠ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ HARICA.  

 

ȼ ɈȹȾ HARICA, ŮɜŮɟɔɩɜŰŬɠ ɤɠ «ȹɘŬɢŮɘɟɘůŰɐɠ ȾɞɟɡűŬɑŬɠ (Root) ȷɄ» ŮəŭɑŭŮɘ 

ɄɘůŰɞˊɞɘɖŰɘəɎ ȺɜŭɘɎɛŮůɤɜ ȷɟɢɩɜ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ɄɘůŰɞˊɞɘɖŰɘəɎ ŰŮɚɘəɩɜ 

ɢɟɖůŰɩɜ-ůɡůəŮɡɩɜ ɔɘŬ ūɡůɘəɎ əŬɘ ɁɞɛɘəɎ ɄɟɧůɤˊŬ. ȺəŭɑŭŮɘ Ůˊɑůɖɠ ɢɟɞɜɞůɖɛɎɜůŮɘɠ 

əŬɘ ŮɔəŮəɟɘɛɏɜŮɠ ɢɟɞɜɞůɖɛɎɜůŮɘɠ. ȳɚŬ ŰŬ ˊɘůŰɞˊɞɘɖŰɘəɎ ŰŮɚɘəɩɜ ɢɟɖůŰɩɜ-ůɡůəŮɡɩɜ  

ˊŮɟɘɏɢɞɡɜ ŬɜŬűɞɟɎ ůŰɞ ˊŬɟɧɜ əŮɑɛŮɜɞ ɐ ůŰɞ əŮɑɛŮɜɞ ɄɄ/ȹȹɄ Űɞɡ ȹɘŬɢŮɘɟɘůŰɐ Űɖɠ 

ȺɜŭɘɎɛŮůɖɠ ȷɄ. Ƀɘ əɎŰɞɢɞɘ ˊɘůŰɞˊɞɘɖŰɘəɩɜ əŬɗɩɠ əŬɘ ŰŬ  ȸŬůɘɕɧɛŮɜŬ ɀɏɟɖ ɗŬ 

ˊɟɏˊŮɘ ɜŬ ɚŬɛɓɎɜɞɡɜ ɔɜɩůɖ əŬɘ ɜŬ ůɡɛɛɞɟűɩɜɞɜŰŬɘ ɛŮ Űɞ ˊŬɟɧɜ əŮɑɛŮɜɞ. 

 

ȼ Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ HARICA ůɡɛɛɞɟűɩɜŮŰŬɘ ɛŮ ŰŬ ŬəɧɚɞɡɗŬ ˊɟɧŰɡˊŬ: 

¶ ETSI EN 319 401 v3.1.1. Ƀ ɏɚŮɔɢɞɠ ɏɔɘɜŮ ůɨɛűɤɜŬ ɛŮ Űɘɠ ŰŮɢɜɘəɏɠ ŭɘŬŭɘəŬůɑŮɠ ́ ɞɡ 

ˊŮɟɘɔɟɎűɞɜŰŬɘ ůŰɞ ˊɟɧŰɡˊɞ ñGeneral Policy Requirements for Trust Service 

Providersò, 

¶ ETSI  EN 319 411-1 v1.4.1. Ƀ ɏɚŮɔɢɞɠ ɏɔɘɜŮ ůɨɛűɤɜŬ ɛŮ Űɘɠ ŰŮɢɜɘəɏɠ ŭɘŬŭɘəŬůɑŮɠ 

ˊɞɡ ˊŮɟɘɔɟɎűɞɜŰŬɘ ůŰɞ ˊɟɧŰɡˊɞ Electronic Signatures and Infrastructures (ESI); 

ñPolicy and security requirements for Trust Service Providers issuing certificates; 

Part1: General requirementsò ɔɘŬ ůɡɛɛɧɟűɤůɖ ůŮ ɏəŭɞůɖ ˊɘůŰɞˊɞɘɖŰɘəɩɜ ˊɞɡ 

əŬɚɨˊŰɞɡɜ ˊɟɞŭɘŬɔɟŬűɏɠ Űɨˊɞɡ NCP, NCP+, LCP, DVCP, OVCP, EVCP, 

¶ ETSI EN 319 411-2 v2.5.1. Ƀ ɏɚŮɔɢɞɠ ɏɔɘɜŮ ůɨɛűɤɜŬ ɛŮ Űɘɠ ŰŮɢɜɘəɏɠ ŭɘŬŭɘəŬůɑŮɠ 

ˊɞɡ ˊŮɟɘɔɟɎűɞɜŰŬɘ ůŰɞ ˊɟɧŰɡˊɞ Electronic Signatures and Infrastructures (ESI); 

https://www.grnet.gr/
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ñPolicy and security requirements for Trust Service Providers issuing certificates; 

Part2: Requirements for Trust Service Providers issuing EU qualified certificates 

ɔɘŬ ůɡɛɛɧɟűɤůɖ ůŮ ɏəŭɞůɖ ˊɘůŰɞˊɞɘɖŰɘəɩɜ ˊɞɡ əŬɚɨˊŰɞɡɜ ˊɟɞŭɘŬɔɟŬűɏɠ Űɨˊɞɡ 

QCP-n, QCP-n-qscd, QCP-l, QCP-l-qscd, QNCP-w, QNCP-w-gen, QEVCP-w, 

¶ ETSI EN 319 421 v1.2.1. Ƀ ɏɚŮɔɢɞɠ ɏɔɘɜŮ ůɨɛűɤɜŬ ɛŮ Űɘɠ ŰŮɢɜɘəɏɠ ŭɘŬŭɘəŬůɑŮɠ ́ ɞɡ 

ˊŮɟɘɔɟɎűɞɜŰŬɘ ůŰɞ ˊɟɧŰɡˊɞ Electronic Signatures and Infrastructures (ESI); 

ñPolicy and security requirements for Trust Service Providers issuing Time-

Stampsò ́ɞɡ əŬɚɨˊŰɞɡɜ ˊɟɞŭɘŬɔɟŬűɏɠ Űɨˊɞɡ BTSP. 

¶ ȺɔəŮəɟɘɛɏɜɞɠ ɄɎɟɞɢɞɠ ɈˊɖɟŮůɘɩɜ ȺɛˊɘůŰɞůɨɜɖɠ (QTSP), ŬəɞɚɞɡɗɩɜŰŬɠ Űɞɜ 

ȾŬɜɞɜɘůɛɧ eIDAS.  

 

Ⱥˊɘˊɚɏɞɜ Űɤɜ ˊŬɟŬˊɎɜɤ ˊɟɞŰɨˊɤɜ, ɖ ɈȹȾ HARICA ůɡɛɛɞɟűɩɜŮŰŬɘ ɛŮ  

¶ Űɞ ˊɟɧŰɡˊɞ ETSI TS 119 411-6 v1.1.1 ñPolicy and security requirements for 

Trust Service Providers issuing certificates; Part6: Requirements for Trust 

Service Providers issuing publicly trusted S/MIME certificatesò, 

¶ Űɞ ˊɟɧŰɡˊɞ ETSI TS 119 495 v1.7.1 ˊɞɡ ɡˊɞůŰɖɟɑɕŮɘ ɄŮɟɘɔɟɎɛɛŬŰŬ 

ȺɔəŮəɟɘɛɏɜɤɜ ɄɘůŰɞˊɞɘɖŰɘəɩɜ əŬɘ ȷˊŬɘŰɐůŮɘɠ ɄɞɚɘŰɘəɐɠ Űɞɡ ɄŬɟɧɢɞɡ 

ɈˊɖɟŮůɘɩɜ ȺɛˊɘůŰɞůɨɜɖɠ (TSP) ůɨɛűɤɜŬ ɛŮ Űɖɜ ɃŭɖɔɑŬ (EU) 2015/2366 ɔɘŬ 

ɡˊɖɟŮůɑŮɠ ˊɚɖɟɤɛɐɠ əŬɘ Űɞɜ ȺɝɞɡůɘɞŭɞŰɖɛɏɜɞ ȾŬɜɞɜɘůɛɧ  (EU) 2018/389 

ůɢŮŰɘəɎ ɛŮ ŰŬ ȾŬɜɞɜɘůŰɘəɎ ɇŮɢɜɘəɎ ɄɟɧŰɡˊŬ ɔɘŬ ɘůɢɡɟɐ ŰŬɡŰɞˊɞɑɖůɖ ˊŮɚŬŰɩɜ 

əŬɘ ŰŬ əɞɘɜɎ əŬɘ ŬůűŬɚɐ ŬɜɞɘəŰɎ ˊɟɧŰɡˊŬ ŮˊɘəɞɘɜɤɜɑŬɠ əɎŰɤ Ŭˊɧ Űɞ ˊŮŭɑɞ 

ŮűŬɟɛɞɔɐɠ QCP-w əŬɘ QCP-w-psd2, əŬɘ  

¶ Űɖɜ Ɉˊɞɡɟɔɘəɐ ȷˊɧűŬůɖ 27499/2021-08 ɔɘŬ Ůɝ ŬˊɞůŰɎůŮɤɠ ŰŬɡŰɞˊɞɑɖůɖ. 

 

ɇɏɚɞɠ, ŮɎɜ ɏɜŬ Ŭˊɧ ŰŬ ŬɡɗɡˊɧɔɟŬűŬ (Self-signed) ȾɞɟɡűŬɑŬ ɄɘůŰɞˊɞɘɖŰɘəɎ Űɖɠ 

ŬɚɡůɑŭŬɠ ˊɘůŰɞˊɞɘɖŰɘəɩɜ Űɖɠ ɈȹȾ HARICA ˊŮɟɘɚŬɛɓɎɜŮŰŬɘ ůŮ əɎˊɞɘɞ ɄɟɞɛɖɗŮɡŰɐ 

ȿɞɔɘůɛɘəɞɨ ɛŮŰɎ Űɖɜ ŬɑŰɖůɖ Űɖɠ HARICA ɔɘŬ ůɡɛˊŮɟɑɚɖɣɖ ůŮ ŬɡŰɧ Űɞ Root Store, ɖ 

HARICA ɄɅȺɄȺȽ ɜŬ ůɡɛɛɞɟűɩɜŮŰŬɘ ɛŮ Űɘɠ ˊɞɚɘŰɘəɏɠ ˊɞɡ ɞɟɑɕɞɜŰŬɘ Ŭˊɧ ŬɡŰɧɜ Űɞɜ 

ɄɟɞɛɖɗŮɡŰɐ ȿɞɔɘůɛɘəɞɨ ȺűŬɟɛɞɔɩɜ əŬɘ ɜŬ ŭɘŬůűŬɚɑɕŮɘ Űɖ ůɡɜŮɢɐ ůɡɛɛɧɟűɤůɖ 

ɧɚɤɜ Űɤɜ ŬɜŰɑůŰɞɘɢɤɜ ɡűɘůŰɎɛŮɜɤɜ ȷɄ əŬɘ Űɤɜ ȰɛˊɘůŰɤɜ ɇɟɑŰɤɜ ɀŮɟɩɜ ˊɞɡ 

ůɡɛɛŮŰɏɢɞɡɜ ůŰɖɜ ɈȹȾ Űɖɠ HARICA. 

1.2 ɃɜɞɛŬůɑŬ əŬɘ ŬɜŬɔɜɩɟɘůɖ əŮɘɛɏɜɞɡ 

ɇɞ ˊŬɟɧɜ əŮɑɛŮɜɞ ɞɜɞɛɎɕŮŰŬɘ «ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ 

ɄɘůŰɞˊɞɑɖůɖɠ Űɖɠ Ɉˊɞŭɞɛɐɠ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ HARICA» əŬɘ ŬˊɞŰŮɚŮɑ Űɖɜ 

ŰŮəɛɖɟɑɤůɖ əŬɘ Űɞ əŬɜɞɜɘůŰɘəɧ ˊɚŬɑůɘɞ ɚŮɘŰɞɡɟɔɑŬɠ Űɖɠ Ɉˊɞŭɞɛɐɠ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ 

Űɖɠ ȷɟɢɐɠ ɄɘůŰɞˊɞɑɖůɖɠ Űɤɜ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ 

(Hellenic Academic & Research Institutions Certification Authority ï HARICA). ɆŮ 

ůɡɜŰɞɛɞɔɟŬűɑŬ ŬɜŬűɏɟŮŰŬɘ ɤɠ «ɄɄ-ȹȹɄ Űɖɠ HARICA» əŬɘ ůŰɖɜ Ŭɔɔɚɘəɐ Űɞɡ ɏəŭɞůɖ 

ɤɠ óHARICA CP-CPSô. 

 
Ɇəɞˊɧɠ Űɖɠ ɄɞɚɘŰɘəɐɠ ɄɘůŰɞˊɞɑɖůɖɠ ŮɑɜŬɘ ɜŬ ˊɟɞůŭɘɞɟɑůŮɘ, ɜŬ əŬŰŬɔɟɎɣŮɘ əŬɘ ɜŬ 

əɞɘɜɞˊɞɘɐůŮɘ ˊɟɞɠ əɎɗŮ ŮɜŭɘŬűŮɟɧɛŮɜɞ ɛɏɟɞɠ (ˊ.ɢ. ɛɏɚɖ Űɖɠ ŬəŬŭɖɛŬɥəɐɠ əŬɘ 

ŮɟŮɡɜɖŰɘəɐɠ əɞɘɜɧŰɖŰŬɠ, ůɡɜŮɟɔɎŰŮɠ, ɓŬůɘɕɧɛŮɜŬ ɛɏɟɖ ˊɞɡ ŮɝŬɟŰɩɜŰŬɘ Ŭˊɧ Űɘɠ 

ˊŬɟŮɢɧɛŮɜŮɠ ɡˊɖɟŮůɑŮɠ, Ɏɚɚɞɘ ɞɟɔŬɜɘůɛɞɑ, ȽŭɟɨɛŬŰŬ əŬɘ ȷɟɢɏɠ) Űɞɡɠ ɧɟɞɡɠ əŬɘ Űɘɠ 

ŮˊɘɢŮɘɟɖůɘŬəɏɠ ˊɟŬəŰɘəɏɠ ˊɞɡ ŮűŬɟɛɧɕɞɜŰŬɘ ɐ ŭɘɏˊɞɡɜ Űɖɜ ˊŬɟɞɢɐ Űɤɜ ɈˊɖɟŮůɘɩɜ 

ɄɘůŰɞˊɞɑɖůɖɠ Űɖɠ ɈȹȾ HARICA. 
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ȼ ŭɞɛɐ Űɞɡ ˊŬɟɧɜŰɞɠ əŮɘɛɏɜɞɡ ɓŬůɑɕŮŰŬɘ ůŮ ɧůŬ ŬɜŬɔɟɎűɞɜŰŬɘ ůŰɖɜ ŮɜɧŰɖŰŬ 6 Űɞɡ 

ˊɟɞŰɨˊɞɡ IETF RFC 3647, ɧˊɤɠ ŰɟɞˊɞˊɞɘɐɗɖəŮ Ŭˊɧ ŰŬ ɏɔɔɟŬűŬ ˊɞɚɘŰɘəɩɜ Űɞɡ 

CA/Browser Forum. ȼ HARICA ůɡɛɛɞɟűɩɜŮŰŬɘ ɛŮ Űɖɜ ŮəɎůŰɞŰŮ ɏəŭɞůɖ Űɞɡ 

əŮɘɛɏɜɞɡ ˊɟɞŭɘŬɔɟŬűɩɜ:  

¶ ñBaseline Requirements for the Issuance and Management of Publicly-Trusted 

TLS Server Certificatesò,  

¶ ñGuidelines for the Issuance and Management of Extended Validation 

Certificatesò,  

¶ ñBaseline Requirements for the Issuance and Management of Publicly-Trusted 

Certificates Code Signing Certificatesò, 

¶ ñBaseline Requirements for the Issuance and Management of Publicly Trusted 

S/MIME Certificatesò, 

ˊɞɡ ŭɖɛɞůɘŮɨɞɜŰŬɘ ůŰɖ ŭɘŮɨɗɡɜůɖ https://www.cabforum.org. ɆŮ ˊŮɟɑˊŰɤůɖ 

ɞˊɞɘŬůŭɐˊɞŰŮ ŭɘŬűɞɟɞˊɞɑɖůɖɠ ɛŮŰŬɝɨ ŬɡŰɞɨ Űɞɡ əŮɘɛɏɜɞɡ əŬɘ Űɞɡ əŮɘɛɏɜɞɡ Űɤɜ ˊɘɞ 

ˊɎɜɤ ˊɟɞŭɘŬɔɟŬűɩɜ,  ˊɟɞɖɔɞɨɜŰŬɘ ɞɘ  ˊɘɞ ˊɎɜɤ ˊɟɞŭɘŬɔɟŬűɏɠ ɏɜŬɜŰɘ ŬɡŰɞɨ Űɞɡ 

əŮɘɛɏɜɞɡ. ȷɡŰɧ ůɖɛŬɑɜŮɘ ɧŰɘ ɖ ɈȹȾ HARICA ůɡɜŮɢɩɠ ɗŬ ˊŬɟŬəɞɚɞɡɗŮɑ Űɘɠ ŬɚɚŬɔɏɠ 

Űɤɜ ˊɞɚɘŰɘəɩɜ CA/B Forum əŬɘ ɗŬ ˊɟɞůŬɟɛɧɕŮŰŬɘ ůŮ ŬɡŰɏɠ ˊɟɘɜ Űɖɜ ɖɛŮɟɞɛɖɜɑŬ 

ɏɜŬɟɝɖɠ ɘůɢɨɞɠ Űɞɡɠ, Ůɜɩ ŰŬɡŰɧɢɟɞɜŬ ɗŬ ŮɜɖɛŮɟɩɜŮɘ ŬɜŰɑůŰɞɘɢŬ ŬɡŰɧ Űɞ əŮɑɛŮɜɞ 

ɄɄ/ȹȹɄ. 

Ƀ ˊŬɔəɧůɛɘŬ ɛɞɜŬŭɘəɧɠ ȷɟɘɗɛɧɠ ȷɜŬɔɜɩɟɘůɖɠ (OID) ŬɡŰɞɨ Űɞɡ ŮɔɔɟɎűɞɡ ŮɑɜŬɘ: 

1.3.6.1.4.1.26513.1.0.4.10.1 ɧˊɞɡ:  

1.3.6.1.4.1.26513 
ȷɟɘɗɛɧɠ ȷɜŬɔɜɩɟɘůɖɠ (OID) Űɖɠ ɈȹȾ HARICA, əŬŰŬɢɤɟɖɛɏɜɞɠ 

Ŭˊɧ Űɞɜ ɞɟɔŬɜɘůɛɧ ȽȷɁȷ (www.iana.org)  

1 ɈˊɖɟŮůɑŬ ɄɘůŰɞˊɞɑɖůɖɠ  

0 ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ 

4.10.1 

ɄɟɩŰɞ əŬɘ ŭŮɨŰŮɟɞ ɣɖűɑɞ Űɞɡ Ŭɟɘɗɛɞɨ ɏəŭɞůɖɠ (version) Űɖɠ 

ȹɐɚɤůɖɠ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (ůɡɜ ŮɜŭŮɢɧɛŮɜɞ ŭŮɡŰŮɟŮɨɞɜŰŬ 

Ŭɟɘɗɛɧ ŬɜŬɗŮɩɟɖůɖɠ) 

1.3 ȾɞɘɜɧŰɖŰŬ ŮűŬɟɛɞɔɐɠ Űɖɠ ɈȹȾ 

ɇɞ ůɨɜɞɚɞ Űɤɜ ɞɜŰɞŰɐŰɤɜ, ůɡɛˊŮɟɘɚŬɛɓɎɜɞɜŰŬɠ ūɡůɘəɎ ɄɟɧůɤˊŬ (ůɡɜɞɚɘəɎ 

ŬɜŬűɏɟɞɜŰŬɘ ůŰɞ Ůɝɐɠ ɤɠ çɞɜŰɧŰɖŰŮɠè) ˊɞɡ ɢɟɖůɘɛɞˊɞɘɞɨɜ ɣɖűɘŬəɎ ˊɘůŰɞˊɞɘɖŰɘəɎ 

ˊɞɡ ŮəŭɑŭɞɜŰŬɘ Ŭˊɧ Űɖɜ Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ HARICA ŬˊŬɟŰɑɕɞɡɜ Űɖɜ  

əɞɘɜɧŰɖŰŬ ˊɞɡ ŭɘɏˊŮŰŬɘ Ŭˊɧ ŬɡŰɐ Űɖɜ ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ 

ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ. 

1.3.1 ȷɟɢɏɠ ˊɘůŰɞˊɞɑɖůɖɠ 

Ƀɘ ȷɟɢɏɠ ɄɘůŰɞˊɞɑɖůɖɠ ŮɑɜŬɘ ɞɘ ɞɜŰɧŰɖŰŮɠ Űɖɠ Ɉˊɞŭɞɛɐɠ ȹɖɛɧůɘɞɡ ȾɚŮɘŭɘɞɨ ˊɞɡ 

Ůəŭɑŭɞɡɜ əŬɘ ŭɘŬɢŮɘɟɑɕɞɜŰŬɘ ɣɖűɘŬəɎ ˊɘůŰɞˊɞɘɖŰɘəɎ. ȷɡŰɎ ŰŬ ˊɘůŰɞˊɞɘɖŰɘəɎ 

ůɡɜŭɏɞɜŰŬɘ ɘŮɟŬɟɢɘəɎ ɛŮ ůɖɛŮɑɞ Ůəəɑɜɖůɖɠ ɏɜŬ ɄɘůŰɞˊɞɘɖŰɘəɧ ȾɞɟɡűŬɑŬɠ (Root) 

ȷɟɢɐɠ ɄɘůŰɞˊɞɑɖůɖɠ (ůɡɜɐɗɤɠ ŭɖɛɞůɑɤɠ ɏɛˊɘůŰɖ) əŬɘ ŭɘŬŭɞɢɘəɏɠ ȺɜŭɘɎɛŮůŮɠ 

(Subordinate) ȷɟɢɏɠ ɄɘůŰɞˊɞɑɖůɖɠ.   

 

ȼ ȽŮɟŬɟɢɑŬ Űɖɠ ɈȹȾ HARICA ˊɞɡ ŮɜŮɟɔŮɑ ɤɠ ɄɎɟɞɢɞɠ ɈˊɖɟŮůɘɩɜ ȺɛˊɘůŰɞůɨɜɖɠ 

ŬˊɞŰŮɚŮɑŰŬɘ Ŭˊɧ Űɘɠ ˊŬɟŬəɎŰɤ ɞɜŰɧŰɖŰŮɠ: 

1. ȾɞɟɡűŬɑŮɠ ȷɟɢɏɠ ɄɘůŰɞˊɞɑɖůɖɠ, ɞɘ ɞˊɞɑŮɠ Ůəŭɑŭɞɡɜ ŬˊɞəɚŮɘůŰɘəɎ ɣɖűɘŬəɎ 

ˊɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ ȺɜŭɘɎɛŮůŮɠ ȷɟɢɏɠ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ŭŮɜ Ůəŭɑŭɞɡɜ 

ˊɘůŰɞˊɞɘɖŰɘəɎ ŰŮɚɘəɩɜ ɢɟɖůŰɩɜ/ůɡůəŮɡɩɜ. ȾŬŰô ŮɝŬɑɟŮůɖ, ŮˊɘŰɟɏˊŮŰŬɘ ɖ 

https://www.cabforum.org/
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ɏəŭɞůɖ ˊɘůŰɞˊɞɘɖŰɘəɩɜ ɔɘŬ Űɞɡɠ OCSP responders ůɨɛűɤɜŬ ɛŮ Űɖɜ ˊŬɟɎɔɟŬűɞ 

4.2.2.2 Űɞɡ  RFC 6960. ɇŬ ˊɘůŰɞˊɞɘɖŰɘəɎ Űɤɜ ȺɜŭɘɎɛŮůɤɜ ȷɄ ŮɑŰŮ ŮəŭɑŭɞɜŰŬɘ 

ɔɘŬ ȺɜŭɘɎɛŮůŮɠ ȷɄ ȺɝɤŰŮɟɘəɐɠ ȹɘŬɢŮɑɟɘůɖɠ ŮɑŰŮ ŮəŭɑŭɞɜŰŬɘ ɔɘŬ ȺɜŭɘɎɛŮůŮɠ 

ȷɄ  ȺůɤŰŮɟɘəɐɠ ȹɘŬɢŮɑɟɘůɖɠ. 

2. ȺɜŭɘɎɛŮůŮɠ ȷɄ ȺůɤŰŮɟɘəɐɠ ȹɘŬɢŮɑɟɘůɖɠ, ɞɘ ɞˊɞɑŮɠ ŮɑɜŬɘ ɡˊɧ Űɞɜ ɏɚŮɔɢɞ Űɖɠ 

ɈȹȾ HARICA ˊɞɡ ŮɑɜŬɘ ŭɘŬɢŮɘɟɘůŰɐɠ ȾɞɟɡűŬɑŬɠ ȷɄ, ɔɘŬ ɚɞɔŬɟɘŬůɛɧ 

ɞɟɔŬɜɘůɛɩɜ ůɡɜŮɟɔŬɕɧɛŮɜɤɜ ɛŮ Űɖɜ ɈȹȾ HARICA ˊɞɡ ůɡɛɛɞɟűɩɜɞɜŰŬɘ əŬɘ 

ɡɘɞɗŮŰɞɨɜ ˊɚɐɟɤɠ Űɖɜ ˊŬɟɞɨůŬ ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ 

ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ. ɇŬ ˊɘůŰɞˊɞɘɖŰɘəɎ Űɤɜ ȺɜŭɘɎɛŮůɤɜ ȷɄ ɏɢɞɡɜ 

ŭɘɎɟəŮɘŬ ɘůɢɨɞɠ Ŭˊɧ ɞəŰɩ (8) ɏɤɠ ŭŮəŬˊɏɜŰŮ (15) ɏŰɖ. ɆŮ ˊŮɟɑˊŰɤůɖ ˊɞɡ ɛɘŬ 

ȺɜŭɘɎɛŮůɖ ȷɄ ȺůɤŰŮɟɘəɐɠ ȹɘŬɢŮɑɟɘůɖɠ ŬəɞɚɞɡɗŮɑ ŭɘŬűɞɟŮŰɘəɐ ˊɞɚɘŰɘəɐ əŬɘ 

ŭɘŬŭɘəŬůɑŮɠ ˊɘůŰɞˊɞɑɖůɖɠ ůŮ ůɢɏůɖ ɛŮ Űɞ ˊŬɟɧɜ əŮɑɛŮɜɞ, ˊɟɏˊŮɘ ɜŬ 

ŭɖɛɘɞɡɟɔɖɗŮɑ ɝŮɢɤɟɘůŰɧ əŮɑɛŮɜɞ ɄɄ/ȹȹɄ (ɛŮ ɛɞɜŬŭɘəɧ ŬɜŬɔɜɤɟɘůŰɘəɧ OID). 

Ƀɘ ȺɜŭɘɎɛŮůŮɠ ȷɄ ȺůɤŰŮɟɘəɐɠ ȹɘŬɢŮɑɟɘůɖɠ ɛˊɞɟŮɑ ɜŬ ɢɟɖůɘɛɞˊɞɘɞɨɜ 

ɄɘůŰɞˊɞɘɖŰɘəɎ ȷɄ ɛŮ ŰŮɢɜɘəɞɨɠ ˊŮɟɘɞɟɘůɛɞɨɠ ɤɠ ˊɟɞɠ Űɖ ɢɟɐůɖ (ˊ.ɢ. 

ɉɟɞɜɞůɐɛŬɜůɖ, ɈˊɞɔɟŬűɐ ȾɩŭɘəŬ, SSL/TLS, Client-S/MIME) ɡˊɧ Űɞɜ 

ɏɚŮɔɢɞ Űɖɠ HARICA ɤɠ ŭɘŬɢŮɘɟɘůŰɐɠ ȾɞɟɡűŬɑŬɠ ȷɄ. 

3. ȺɜŭɘɎɛŮůŮɠ ȷɄ ȺɝɤŰŮɟɘəɐɠ ȹɘŬɢŮɑɟɘůɖɠ, ˊɞɡ ˊɟɏˊŮɘ ɡˊɞɢɟŮɤŰɘəɎ ŮɑŰŮ ɜŬ 

ŮˊɘɗŮɤɟɞɨɜŰŬɘ ŮɑŰŮ ɜŬ ɏɢɞɡɜ ŰŮɢɜɘəɞɨɠ ˊŮɟɘɞɟɘůɛɞɨɠ ůɨɛűɤɜŬ ɛŮ Űɖɜ ŮɜɧŰɖŰŬ 

7.1.5 əŬɘ ɤɠ ˊɟɞɠ Űɘɠ ˊɞɚɘŰɘəɏɠ Űɤɜ ˊɟɞɔɟŬɛɛɎŰɤɜ Apple, Google, Microsoft, 

Mozilla əŬɘ ɜŬ ůɡɛɛɞɟűɩɜɞɜŰŬɘ ɛŮ Űɞɜ eIDAS. ɆŰɖɜ ˊŮɟɑˊŰɤůɖ Űɤɜ 

ȺɜŭɘɎɛŮůɤɜ ȷɄ ȺɝɤŰŮɟɘəɐɠ ȹɘŬɢŮɑɟɘůɖɠ  ůɡɛˊŮɟɘɚŬɛɓɎɜŮŰŬɘ Űɞ 

ŬɜŬɔɜɤɟɘůŰɘəɧ OID Űɖɠ ɄɄ/ȹȹɄ Űɖɠ ȺɜŭɘɎɛŮůɖɠ ȷɄ ůŰɞ əŬŰɎɚɚɖɚɞ ˊŮŭɑɞ 

Űɖɠ ŮˊɏəŰŬůɖɠ Űɞɡ ŬɜŰɑůŰɞɘɢɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ Űɖɠ ȺɜŭɘɎɛŮůɖɠ ȷɄ ́ɞɡ ŬűɞɟɎ 

ůŰɖɜ ˊɞɚɘŰɘəɐ.  

4. ȼ ɈȹȾ HARICA ŮˊɘŰɟɏˊŮŰŬɘ ɜŬ ŮəŭɩůŮɘ ˊɘůŰɞˊɞɘɖŰɘəɎ ŭɘŬ-ˊɘůŰɞˊɞɑɖůɖɠ 

(cross-certificates) ůɨɛűɤɜŬ ɛŮ Űɖɜ ˊŬɟɎɔɟŬűɞ 3.2.6. 

 

ɆŰɞ ɄȷɅȷɅɇȼɀȷ ũ (ȽŮɟŬɟɢɑŬ Űɖɠ ɈȹȾ HARICA) ŮɑɜŬɘ ŭɘŬɗɏůɘɛɞ ɏɜŬ ŭɘɎɔɟŬɛɛŬ 

ˊɞɡ ŬˊŮɘəɞɜɑɕŮɘ Űɖɜ ɘŮɟŬɟɢɑŬ Űɤɜ ȷɄ Űɖɜ ɖɛɏɟŬ ŭɖɛɞůɑŮɡůɖɠ Űɖɠ ˊŬɟɞɨůŬɠ ɄɄ/ȹȹɄ. 

1.3.2 ȷɟɢɏɠ ȾŬŰŬɢɩɟɘůɖɠ 

Ƀɘ ȷɟɢɏɠ ȾŬŰŬɢɩɟɘůɖɠ (ȷȾ) ŮɑɜŬɘ ɞɜŰɧŰɖŰŮɠ ŬɟɛɧŭɘŮɠ ɔɘŬ Űɖɜ ŮˊŬɚɐɗŮɡůɖ Űɖɠ 

ŰŬɡŰɧŰɖŰŬɠ Űɤɜ ȷɘŰɞɨɜŰɤɜ ˊɟɘɜ Ŭˊɧ Űɖɜ ɏəŭɞůɖ Űɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ. Ƀɘ ȷȾ 

ŭɘŬɓɘɓɎɕɞɡɜ ɛŮ ŬůűŬɚɐ Űɟɧˊɞ Űɘɠ ŬɘŰɐůŮɘɠ ůŰɖɜ ŬɟɛɧŭɘŬ ȷɄ. ɆŰɖɜ ɈȹȾ HARICA 

ɚŮɘŰɞɡɟɔŮɑ ȾŮɜŰɟɘəɐ ȷɟɢɐ ȾŬŰŬɢɩɟɖůɖɠ ˊɞɡ ŮˊŬɚɖɗŮɨŮɘ Űɘɠ ŰŬɡŰɧŰɖŰŮɠ Űɤɜ 

ȷɘŰɞɨɜŰɤɜ, Űɖ ŭɘŬɢŮɑɟɘůɖ ɢɩɟɞɡ ɞɜɞɛɎŰɤɜ (domain control) əŬɘ ɧɚŮɠ Űɘɠ ůɢŮŰɘəɏɠ 

ŭɘŬŭɘəŬůɑŮɠ Ŭɝɘɞɚɧɔɖůɖɠ əɘ Ůɚɏɔɢɞɡ ŮɔəɡɟɧŰɖŰŬɠ ˊɟɘɜ Űɖɜ ɏəŭɞůɖ ɄɘůŰɞˊɞɘɖŰɘəɞɨ. 

 

ȼ ɈȹȾ HARICA ɛˊɞɟŮɑ ɜŬ ŬɝɘɞˊɞɘŮɑ ɔɟŬűŮɑŬ əŬŰŬɢɩɟɘůɖɠ ɆɡɜŮɟɔŬŰɩɜ ɔɘŬ Űɖɜ 

ŮˊŬɚɐɗŮɡůɖ Űɖɠ ŰŬɡŰɧŰɖŰŬɠ Űɤɜ ȷɘŰɞɨɜŰɤɜ ˊɞɡ Ŭɜɐəɞɡɜ ůŰɞɜ ɞɟɔŬɜɘůɛɧ Űɤɜ 

ɆɡɜŮɟɔŬŰɩɜ əɘ ŬɘŰɞɨɜŰŬɘ ˊɘůŰɞˊɞɘɖŰɘəɎ. ȷɡŰɐ ɖ ɛɏɗɞŭɞɠ ɞɛɞɘɎɕŮɘ ɛŮ Űɞ ɛɞɜŰɏɚɞ 

ñȺŰŬɘɟɘəɐ ȷȾò ůŰɞ ɞˊɞɑɞ ŮˊŬɚɖɗŮɨɞɜŰŬɘ ŬɘŰɐůŮɘɠ ɔɘŬ ˊɘůŰɞˊɞɘɖŰɘəɎ Ŭˊɧ Űɞɜ ɑŭɘɞ Űɞɜ 

ɞɟɔŬɜɘůɛɧ Űɖɠ ñȺŰŬɘɟɘəɐɠ ȷȾò. ɇŬ ůɡɔəŮəɟɘɛɏɜŬ ˊɘůŰɞˊɞɘɖŰɘəɎ ˊɟɏˊŮɘ ɜŬ ŮɑɜŬɘ ůŰɖɜ 

ŬɟɛɞŭɘɧŰɖŰŬ Űɖɠ ɄŮɟɘɞɢɐɠ ɃɜɧɛŬŰɞɠ ɉɩɟɞɡ Űɞɡ ɃɟɔŬɜɘůɛɞɨ Űɞɡ ɆɡɜŮɟɔɎŰɖ  

 

ȼ HARICA ŭŮɜ ɗŬ ŮəɢɤɟŮɑ Űɖ ŭɡɜŬŰɧŰɖŰŬ ŮɝŬəɟɑɓɤůɖɠ Űɞɡ ñdomain portionò ɛɘŬɠ 

ŭɘŮɨɗɡɜůɖɠ email əŬɗɩɠ əŬɘ Űɘɠ ŭɘŬŭɘəŬůɑŮɠ ŮˊŬɚɐɗŮɡůɖɠ ˊɞɡ ˊŮɟɘɔɟɎűɞɜŰŬɘ ůŰɘɠ 

ŮɜɧŰɖŰŮɠ 3.2.2.4 əŬɘ 3.2.2.5, ůŮ ȰɛˊɘůŰŬ ɇɟɑŰŬ ɀɏɟɖ. 

 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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ȼ ȾŮɜŰɟɘəɐ ȷɟɢɐ ȾŬŰŬɢɩɟɖůɖɠ ŮˊŬɚɖɗŮɨŮɘ Ůˊɑůɖɠ, ɞɜŰɧŰɖŰŮɠ ˊɞɡ ůɢŮŰɑɕɞɜŰŬɘ ɛŮ Űɘɠ 

ŮůɤŰŮɟɘəɏɠ ɚŮɘŰɞɡɟɔɑŬɠ Űɖɠ ɈȹȾ HARICA (ŭɘŬɢŮɘɟɘůŰɏɠ ɈȹȾ HARICA əŬɘ 

ɄɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ ɢɟɐůɖ Ŭˊɧ ɡˊɞŭɞɛɏɠ). 

 

 

ɄɟɞŰɞɨ ɖ HARICA ŮˊɘŰɟɏɣŮɘ ȰɛˊɘůŰŬ ɇɟɑŰŬ ɀɏɟɖ ɜŬ ŮəŰŮɚɞɨɜ ɛɘŬ ɏɛˊɘůŰɖ 

ɚŮɘŰɞɡɟɔɑŬ, ɖ HARICA ɗŬ ˊɟɏˊŮɘ ɜŬ ŬˊŬɘŰɐůŮɘ ɓɎůɖ ůɡɛɓɞɚŬɑɞɡ Ŭˊɧ ŰŬ ȰɛˊɘůŰŬ 

ɇɟɑŰŬ ɀɏɟɖ ɜŬ: 

 

1. Ʉɚɖɟɞɨɜ Űɘɠ ŬˊŬɘŰɐůŮɘɠ ˊɟɞůɧɜŰɤɜ Űɖɠ ȺɜɧŰɖŰŬɠ 5.3.1, ɧŰŬɜ ɘůɢɨɞɡɜ ɔɘŬ 

ŬɜŬŰŮɗŮɘɛɏɜɖ ɚŮɘŰɞɡɟɔɑŬ. 

2. ȹɘŬŰɖɟɞɨɜ Űɖɜ ŰŮəɛɖɟɑɤůɖ ůɨɛűɤɜŬ ɛŮ Űɖɜ ȺɜɧŰɖŰŬ Error! Reference source not 

found.. 

3. ɆɡɛɛɞɟűɩɜɞɜŰŬɘ ɛŮ Űɘɠ ɎɚɚŮɠ ŭɘŬŰɎɝŮɘɠ Űɞɡ ˊŬɟɧɜŰɞɠ CP/CPS ˊɞɡ ɘůɢɨɞɡɜ ɔɘŬ Űɖɜ 

ŬɜŬŰŮɗŮɘɛɏɜɖ ɚŮɘŰɞɡɟɔɑŬ. əŬɘ 

4. ɆɡɛɛɞɟűɩɜɞɜŰŬɘ ɛŮ ŬɡŰɧ Űɞ CP/CPS ɐ Űɖ ŭɐɚɤůɖ ˊɟŬəŰɘəɐɠ Űɞɡ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɞɡ 

ŰɟɑŰɞɡ ɛɏɟɞɡɠ ˊɞɡ ɏɢŮɘ ŮˊŬɚɖɗŮɨůŮɘ ɖ HARICA ɧŰɘ ůɡɛɛɞɟűɩɜŮŰŬɘ ɛŮ ŬɡŰɧ Űɞ 

CP/CPS. 

 

ȼ HARICA ɛˊɞɟŮɑ ɜŬ ɞɟɑůŮɘ ɛɘŬ ȺŰŬɘɟɘəɐ ȷȾ ɔɘŬ Űɖɜ ŮˊŬɚɐɗŮɡůɖ Űɤɜ ŬɘŰɖɛɎŰɤɜ 

ˊɘůŰɞˊɞɘɖŰɘəɩɜ Ŭˊɧ Űɞɜ ɞɟɔŬɜɘůɛɧ Űɖɠ ȺŰŬɘɟɘəɐ ȷȾ. 

 

ȼ HARICA ŭŮɜ ɗŬ ́ ɟɏˊŮɘ ɜŬ ŬˊɞŭɏɢŮŰŬɘ ŬɘŰɐɛŬŰŬ ˊɘůŰɞˊɞɘɖŰɘəɩɜ ˊɞɡ ɏɢɞɡɜ ŮɔəɟɘɗŮɑ 

Ŭˊɧ ȺŰŬɘɟɘəɐ ȷȾ ŮəŰɧɠ ŮɎɜ ˊɚɖɟɞɨɜŰŬɘ ɞɘ ŬəɧɚɞɡɗŮɠ ŬˊŬɘŰɐůŮɘɠ: 

 

1. ȼ HARICA ɗŬ ˊɟɏˊŮɘ ɜŬ ŮˊɘɓŮɓŬɘɩůŮɘ ɧŰɘ ŰŬ ŬˊŬɘŰɞɨɛŮɜŬ Ʉɚɐɟɤɠ 

ɄɘůŰɞˊɞɘɖɛɏɜŬ ɃɜɧɛŬŰŬ ɉɩɟɞɡ ɓɟɑůəɞɜŰŬɘ ŮɜŰɧɠ Űɞɡ ŮˊŬɚɖɗŮɡɛɏɜɞɡ ɉɩɟɞɡ 

ɃɜɞɛɎŰɤɜ ɇɞɛɏŬ Űɖɠ ȺŰŬɘɟɘəɐɠ ȷȾ.. 

2. ȺɎɜ Űɞ ŬɑŰɖɛŬ ˊɘůŰɞˊɞɘɖŰɘəɞɨ ˊŮɟɘɚŬɛɓɎɜŮɘ ɏɜŬ ɧɜɞɛŬ ɈˊɞəŮɘɛɏɜɞɡ 

ŭɘŬűɞɟŮŰɘəɞɨ Űɨˊɞɡ Ŭˊɧ ɏɜŬ Ʉɚɐɟɤɠ ɄɘůŰɞˊɞɘɖɛɏɜɞ ȳɜɞɛŬ ɉɩɟɞɡ, ɖ 

HARICA ɗŬ ˊɟɏˊŮɘ ɜŬ ŮˊɘɓŮɓŬɘɩůŮɘ ɧŰɘ Űɞ ɧɜɞɛŬ ŮɑɜŬɘ ŮɑŰŮ Űɞɡ 

ŮɝɞɡůɘɞŭɞŰɖɛɏɜɞɡ ɞɟɔŬɜɘůɛɞɨ, ŮɑŰŮ ɆɡɜŮɟɔɎŰɖɠ Űɞɡ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɞɡ 

ɞɟɔŬɜɘůɛɞɨ ɐ ɧŰɘ ɞ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɞɠ ɞɟɔŬɜɘůɛɧɠ ŮɑɜŬɘ ɏɜŬɠ ŬɜŰɘˊɟɧůɤˊɞɠ Űɞɡ 

ɞɜɞɛŬɕɧɛŮɜɞɡ ɈˊɞəŮɘɛɏɜɞɡ. 

 

ȼ HARICA ɗŬ ˊɟɏˊŮɘ ɜŬ ŮˊɘɓɎɚŮɘ ŬɡŰɞɨɠ Űɞɡɠ ˊŮɟɘɞɟɘůɛɞɨɠ ɤɠ ůɡɛɓŬŰɘəɐ ŬˊŬɑŰɖůɖ 

ůŰɖɜ ȺŰŬɘɟɘəɐ ȷȾ əŬɘ ɜŬ ˊŬɟŬəɞɚɞɡɗŮɑ Űɖ ůɡɛɛɧɟűɤůɖ Űɖɠ ȺŰŬɘɟɘəɐɠ ȷȾ. 

1.3.3 ɆɡɜŭɟɞɛɖŰɏɠ  

Ƀ ɧɟɞɠ ɆɡɜŭɟɞɛɖŰɏɠ ɈȹȾ ́ ŮɟɘɔɟɎűŮŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 1.6.1  əŬɘ ŮɑɜŬɘ ɞɘ ɞɜŰɧŰɖŰŮɠ 

ˊɞɡ ŬɘŰɞɨɜŰŬɘ əŬɘ ŬˊɞəŰɞɨɜ ɣɖűɘŬəɧ ˊɘůŰɞˊɞɘɖŰɘəɧ ˊɞɡ ŮəŭɑŭŮŰŬɘ Ŭˊɧ ȺɜŭɘɎɛŮůɖ ȷɄ  

Űɞ ɞˊɞɑɞ ůɡɜŭɏŮŰŬɘ ɛŮ ɏɜŬ Ŭˊɧ ŰŬ ŬɝɘɧˊɘůŰŬ ȾɞɟɡűŬɑŬ ɄɘůŰɞˊɞɘɖŰɘəɎ Űɖɠ ŬɚɡůɑŭŬɠ 

ˊɘůŰɞˊɞɘɖŰɘəɩɜ Űɖɠ ɈȹȾ HARICA. ɆŰɖɜ ˊŮɟɑˊŰɤůɖ ɉɟɞɜɞůűɟŬɔɑŭŬɠ, ɆɡɜŭɟɞɛɖŰɏɠ 

ŮɑɜŬɘ ɞɘ ɞɜŰɧŰɖŰŮɠ ˊɞɡ ůɡɛűɤɜɞɨɜ ɛŮ ŬɡŰɧ Űɞ əŮɑɛŮɜɞ ɄɄ/ȹȹɄ əŬɘ ɏɢɞɡɜ ŬˊɞəŰɐůŮɘ 

ɉɟɞɜɞůɐɛŬɜůɖ Ŭˊɧ ɀɉɆ Űɖɠ ɈȹȾ HARICA. 

 

ȼ ŮɔɔɟŬűɐ ɟɧɚɤɜ (ˊ.ɢ. «ɄɟɨŰŬɜɖɠ», «ɄɟɧŮŭɟɞɠ») ɐ ɛɖ ɡˊŬɟəŰɩɜ ˊɟɞůɩˊɤɜ ůŰɖɜ 

ɈˊɖɟŮůɑŬ, ŮəŰɧɠ Ŭˊɧ Űɖɜ ˊŮɟɑˊŰɤůɖ Űɤɜ ŭɘəŰɡŬəɩɜ ůɡůəŮɡɩɜ, ŭŮɜ ˊɟɞɓɚɏˊŮŰŬɘ ůŰɞ 

ˊŬɟɧɜ əŮɑɛŮɜɞ ɞɨŰŮ ŬˊŬɔɞɟŮɨŮŰŬɘ. ȼ ɏəŭɞůɖ «ɣɖűɘŬəɩɜ ˊɘůŰɞˊɞɘɖŰɘəɩɜ ɟɧɚɤɜ» Ŭˊɧ 

ɛɑŬ ȺɜŭɘɎɛŮůɖ ȷɄ ŮɑɜŬɘ ŭɡɜŬŰɐ, Ůűɧůɞɜ ɏɢŮɘ ˊɟɞɓɚŮűɗŮɑ əŬɘ ˊŮɟɘɔɟŬűŮɑ ɖ ůɢŮŰɘəɐ 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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ŭɘŬŭɘəŬůɑŬ ůŮ ɝŮɢɤɟɘůŰɐ ȹȹɄ ɐ ŮɛˊŮɟɘɏɢŮŰŬɘ ůŮ ɛŮɚɚɞɜŰɘəɐ ɏəŭɞůɖ Űɞɡ ˊŬɟɧɜŰɞɠ 

ɄɄ-ȹȹɄ əŬɘ Ůűɧůɞɜ ɖ ŭɘŬŭɘəŬůɑŬ ŬɡŰɐ ŭŮɜ ůɡɔəɟɞɨŮŰŬɘ ɛŮ əɎˊɞɘɞɜ Ŭˊɧ Űɞɡɠ ɧɟɞɡɠ 

Űɞɡ ˊŬɟɧɜŰɞɠ əŮɘɛɏɜɞɡ. 

1.3.4 ȸŬůɘɕɧɛŮɜŬ ɀɏɟɖ (Relying Parties) 

Ƀɘ ɞɜŰɧŰɖŰŮɠ ˊɞɡ ŮɛˊɘůŰŮɨɞɜŰŬɘ Űɘɠ ˊŬɟŮɢɧɛŮɜŮɠ ɡˊɖɟŮůɑŮɠ ŮɛˊɘůŰɞůɨɜɖɠ ɐ Ŭɚɚɘɩɠ ŰŬ 

çȸŬůɘɕɧɛŮɜŬ ɀɏɟɖè (Relying Parties) ɛˊɞɟŮɑ ɜŬ ŮɑɜŬɘ ɞˊɞɘɞŭɐˊɞŰŮ űɡůɘəɧ ɐ ɜɞɛɘəɧ 

ˊɟɧůɤˊɞ Űɞ ɞˊɞɑɞ ɓŬůɑɕŮŰŬɘ ůŮ ɡˊɖɟŮůɑŬ ŮɛˊɘůŰɞůɨɜɖɠ əŬɘ Űɞ ɞˊɞɑɞ ɢɟɖůɘɛɞˊɞɘŮɑ ɛŮ 

ɞˊɞɘɞɜŭɐˊɞŰŮ Űɟɧˊɞ ŰŬ ŰŮəɛɐɟɘŬ ˊɘůŰɞˊɞɑɖůɖɠ (ɣɖűɘŬəɎ ˊɘůŰɞˊɞɘɖŰɘəɎ, ɣɖűɘŬəɏɠ 

ɡˊɞɔɟŬűɏɠ, ɢɟɞɜɞůűɟŬɔɑŭŮɠ əɚˊ) əŬɘ ŮˊŬűɑŮŰŬɘ ůŰɘɠ ˊɚɖɟɞűɞɟɑŮɠ ˊɞɡ ˊŮɟɘɏɢɞɡɜ. 

 

ũɘŬ Űɖɜ ŬəɟɑɓŮɘŬ, ɞɘ ɞɜŰɧŰɖŰŮɠ ˊɞɡ ŮɛˊɘůŰŮɨɞɜŰŬɘ Űɖɜ ɈˊɖɟŮůɑŬ ɄɘůŰɞˊɞɑɖůɖɠ ŮɑɜŬɘ 

ŰŬ űɡůɘəɎ ɐ ɜɞɛɘəɎ ˊɟɧůɤˊŬ ˊɞɡ, Ŭűɞɨ ŮɜɖɛŮɟɤɗɞɨɜ əŬɘ ůɡɛűɤɜɐůɞɡɜ ɛŮ Űɞɡɠ ɧɟɞɡɠ 

əŬɘ Űɘɠ ˊɟɞɦˊɞɗɏůŮɘɠ ɢɟɐůɖɠ ˊɘůŰɞˊɞɘɖŰɘəɩɜ ˊɞɡ ɓɟɑůəɞɜŰŬɘ ůŰɞ ˊŬɟɧɜ əŮɑɛŮɜɞ əŬɘ 

Űɖ ůɢŮŰɘəɐ ˊɞɚɘŰɘəɐ ˊɘůŰɞˊɞɑɖůɖɠ əŬɘ Ŭűɞɨ Ůɚɏɔɝɞɡɜ əŬɘ ŮˊŬɚɖɗŮɨůɞɡɜ Űɖɜ 

ŮɔəɡɟɧŰɖŰŬ Ůɜɧɠ ˊɘůŰɞˊɞɘɖŰɘəɞɨ ˊɞɡ ɏɢŮɘ ŮəŭɞɗŮɑ Ŭˊɧ Űɖɜ ɈˊɖɟŮůɑŬ ɄɘůŰɞˊɞɑɖůɖɠ 

Űɖɠ ɈȹȾ HARICA ůɨɛűɤɜŬ ɛŮ ŰŬ ˊŬɟŬˊɎɜɤ, ŬˊɞűŬůɑɕɞɡɜ ŰŬ ɑŭɘŬ Ŭɜ ɗŬ ɓŬůɘůɗɞɨɜ 

ɐ ɧɢɘ ůŰŬ ˊŮɟɘŮɢɧɛŮɜŬ Űɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ əŬɘ əŬŰɎ ůɡɜɏˊŮɘŬ ɜŬ ˊɟɞɓɞɨɜ ůŮ 

ůɡɔəŮəɟɘɛɏɜŮɠ ŮɜɏɟɔŮɘŮɠ ɐ ɜŬ ŬˊɞəŰɐůɞɡɜ Ůɨɚɞɔɖ ˊŮˊɞɑɗɖůɖ. 

 

ũɘŬ Űɖɜ ŮˊŬɚɐɗŮɡůɖ Űɖɠ ŮɔəɡɟɧŰɖŰŬɠ Űɖɠ ɡˊɞɔɟŬűɐɠ ˊɞɡ ŭɖɛɘɞɡɟɔɐɗɖəŮ Ŭˊɧ ɏɜŬ 

ɄɘůŰɞˊɞɘɖŰɘəɧ, ŰŬ ȸŬůɘɕɧɛŮɜŬ ɀɏɟɖ ɗŬ ˊɟɏˊŮɘ ɜŬ Ůɚɏɔɝɞɡɜ ɧŰɘ: 

Õ ɇɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ɓɟɘůəɧŰŬɜ ŮɜŰɧɠ Űɖɠ ˊŮɟɘɧŭɞɡ ɘůɢɨɞɠ Űɞɡ. 

Õ ɇɞ ˊɘůŰɞˊɞɘɖŰɘəɧ ůɡɜŭɏŮŰŬɘ ůɤůŰɎ əŬɘ ɘŮɟŬɟɢɘəɎ ɛŮ ɄɘůŰɞˊɞɘɖŰɘəɧ 

ȺɜŭɘɎɛŮůɖɠ ȷɄ ˊɞɡ ɛŮůɞɚŬɓŮɑ ɛɏɢɟɘ ɏɜŬ Ŭˊɧ ŰŬ ŭɖɛɧůɘŬ ɏɛˊɘůŰŬ ȾɞɟɡűŬɑŬ 

ɄɘůŰɞˊɞɘɖŰɘəɎ Űɖɠ ɈȹȾ HARICA ůŰɖɜ ŬɚɡůɑŭŬ ɄɘůŰɞˊɞɘɖŰɘəɩɜ. 

Õ ȹŮɜ ŮɑɢŮ ŬɜŬəɚɖɗŮɑ ɔɘŬ ɞˊɞɘɞŭɐˊɞŰŮ ɚɧɔɞ ɧŰŬɜ ˊɟŬɔɛŬŰɞˊɞɘɐɗɖəŮ ɖ 

ŭɘŬŭɘəŬůɑŬ ɡˊɞɔɟŬűɐɠ. 

Õ ɇŬ ůŰɞɘɢŮɑŬ ŰŬɡŰɧŰɖŰŬɠ Űɞɡ ɡˊɞəŮɘɛɏɜɞɡ ˊɞɡ ˊŮɟɘɏɢŮɘ ŰŬɘɟɘɎɕɞɡɜ ɛŮ ŰŬ 
ůŰɞɘɢŮɑŬ ˊɞɡ ˊŬɟŬɗɏŰŮɘ ɞ ɡˊɞɔɟɎűɤɜ. 

Õ ȼ ɢɟɐůɖ ɔɘŬ Űɖɜ ɞˊɞɑŬ ɡˊɞɓɎɚɚŮŰŬɘ Űɞ ˊɘůŰɞˊɞɘɖŰɘəɧ ůɡɛűɤɜŮɑ ɛŮ Űɖɜ ɢɟɐůɖ 
ɔɘŬ Űɖɜ ɞˊɞɑŬ ɏɢŮɘ ŮəŭɞɗŮɑ Ŭˊɧ Űɖɜ ɈȹȾ HARICA. 

Õ ȷəɞɚɞɡɗɞɨɜŰŬɘ ɞɘ ɧɟɞɘ əŬɘ ɞɘ ˊɟɞɦˊɞɗɏůŮɘɠ ˊɞɡ ˊŮɟɘɔɟɎűɞɜŰŬɘ ůŰɞ ˊŬɟɧɜ 

əŮɑɛŮɜɞ. 

1.3.5 ȯɚɚɞɘ ůɡɛɛŮŰɏɢɞɜŰŮɠ 

Ƀɘ ɆɡɜŭɟɞɛɖŰɏɠ Űɖɠ ɈȹȾ HARICA ɛˊɞɟɞɨɜ ɜŬ Ůˊɘɚɏɝɞɡɜ ɜŬ ɢɟɖůɘɛɞˊɞɘɞɨɜ ɏɜŬɜ 

ŰɟɑŰɞ ˊɎɟɞɢɞ Ůɝ ŬˊɞůŰɎůŮɤɠ ȺȹȹɈ. ȰɜŬɠ ŰɏŰɞɘɞɠ ˊɎɟɞɢɞɠ ˊɟɏˊŮɘ ɜŬ ŮɑɜŬɘ ɞ ɑŭɘɞɠ 

ȺɄɈȺ ˊɞɡ ɏɢŮɘ ˊɘůŰɞˊɞɘɖɗŮɑ ůɨɛűɤɜŬ ɛŮ Űɞɜ əŬɜɞɜɘůɛɧ eIDAS Ŭˊɧ ŭɘŬˊɘůŰŮɡɛɏɜɞ 

ŮɚŮɔəŰɘəɧ űɞɟɏŬ əŬɘ ˊɟɏˊŮɘ ɜŬ ɏɢŮɘ ůɡɛɛɞɟűɤɗŮɑ ɛŮ Űɘɠ ŬˊŬɘŰɐůŮɘɠ Űɖɠ ŮɜɧŰɖŰŬɠ 8 Űɖɠ 

ˊŬɟɞɨůŬɠ ɄɄ/ȹȹɄ əŬɘ Űɞɡ ȯɟɗɟɞɡ 20 Űɞɡ eIDAS, ɐ ɜŬ ůɡɜŮɟɔɎɕŮŰŬɘ ɛŮ ɏɜŬɜ ȺɄɈȺ. 

ȼ ɈȹȾ HARICA ɗŬ ˊɟɏˊŮɘ ɜŬ ŮˊŬɚɖɗŮɨŮɘ ɧŰɘ ɞ ŰɟɑŰɞɠ ɄɎɟɞɢɞɠ ɈˊɖɟŮůɘɩɜ 

ȺɛˊɘůŰɞůɨɜɖɠ ˊɚɖɟɞɑ Űɘɠ əŬŰɎɚɚɖɚŮɠ ŬˊŬɘŰɐůŮɘɠ ɧůɞɜ ŬűɞɟɎ Űɘɠ ˊɘůŰɞˊɞɘɐůŮɘɠ. 

1.4 ɉɟɐůɖ Űɤɜ ˊɘůŰɞˊɞɘɖŰɘəɩɜ 

1.4.1 ȾŬŰɎɚɚɖɚŮɠ ɢɟɐůŮɘɠ Űɤɜ ˊɘůŰɞˊɞɘɖŰɘəɩɜ 

ɇŬ ɄɘůŰɞˊɞɘɖŰɘəɎ Űɖɠ ɈȹȾ HARICA ɛˊɞɟɞɨɜ ɜŬ ɢɟɖůɘɛɞˊɞɘɖɗɞɨɜ ɔɘŬ ŮˊŬɚɐɗŮɡůɖ 

ŰŬɡŰɧŰɖŰŬɠ, əɟɡˊŰɞɔɟɎűɖůɖ, ɏɚŮɔɢɞ ˊɟɧůɓŬůɖɠ əŬɘ ɣɖűɘŬəɐ ɡˊɞɔɟŬűɐ, ůŮ ɧɚŮɠ Űɘɠ 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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ŭɘəŰɡŬəɏɠ ɡˊɖɟŮůɑŮɠ əŬɘ ŮűŬɟɛɞɔɏɠ ůŰɘɠ ɞˊɞɑŮɠ Űɞ ŬˊŬɘŰɞɨɛŮɜɞ ŮˊɑˊŮŭɞ ŬůűɎɚŮɘŬɠ 

ŮɑɜŬɘ ɑŭɘɞ ɐ ɢŬɛɖɚɧŰŮɟɞ Ŭˊɧ ŬɡŰɧ Űɖɠ ŭɘŬŭɘəŬůɑŬɠ ɏəŭɞůɖɠ Űɤɜ ˊɘůŰɞˊɞɘɖŰɘəɩɜ. 

 

ȺɜŭŮɘəŰɘəɏɠ ŮűŬɟɛɞɔɏɠ ůŰɘɠ ɞˊɞɑŮɠ ɛˊɞɟɞɨɜ ɜŬ ɢɟɖůɘɛɞˊɞɘɖɗɞɨɜ ŰŬ ɣɖűɘŬəɎ 

ˊɘůŰɞˊɞɘɖŰɘəɎ ˊɞɡ ŮəŭɑŭɞɜŰŬɘ Ŭˊɧ Űɖɜ ɈȹȾ HARICA ŮɑɜŬɘ ɞɘ Ůɝɐɠ (ɖ ɚɑůŰŬ ŭŮɜ ŮɑɜŬɘ 

ˊŮɟɘɞɟɘůŰɘəɐ):  

Ŭ) Ɉ́ ɞɔɟŬűɐ Ůɜɧɠ «ɖɚŮəŰɟɞɜɘəɞɨ ŮɔɔɟɎűɞɡ» Ŭˊɧ ɏɜŬ űɡůɘəɧ ɐ ɜɞɛɘəɧ 

ˊɟɧůɤˊɞ ɛŮ Űɖ ɢɟɐůɖ Űɞɡ ɣɖűɘŬəɞɨ ˊɘůŰɞˊɞɘɖŰɘəɞɨ Űɞɡ əŬɘ Űɞɡ ŬɜŰɑůŰɞɘɢɞɡ ɘŭɘɤŰɘəɞɨ 

əɚŮɘŭɘɞɨ,  əŬŰɎ ˊɟɞŰɑɛɖůɖ ɛŮ Űɖ ɢɟɐůɖ ɛɘŬɠ  «ȷůűŬɚɞɨɠ  ȹɘɎŰŬɝɖɠ ȹɖɛɘɞɡɟɔɑŬɠ 

Ɉ́ ɞɔɟŬűɐɠ» ȷȹȹɈ ɐ çȺɔəŮəɟɘɛɏɜɖɠ ȹɘɎŰŬɝɖɠ ȹɖɛɘɞɡɟɔɑŬɠ ɈˊɞɔɟŬűɐɠ/ɆűɟŬɔɑŭŬɠè 

ȺȹȹɈ (ˊ.ɢ. ɏɝɡˊɜɖ əɎɟŰŬ ɐ əɟɡˊŰɞɔɟŬűɘəɐ ůɡůəŮɡɐ), ɩůŰŮ ɜŬ ŮɝŬůűŬɚɑɕɞɜŰŬɘ 

ŰɞɡɚɎɢɘůŰɞɜ ŰŬ ˊŬɟŬəɎŰɤ ɢŬɟŬəŰɖɟɘůŰɘəɎ:  

1) ɖ ŬɡɗŮɜŰɘəɧŰɖŰŬ Űɖɠ ˊɟɞɏɚŮɡůɖɠ (authenticity),  

2) ɖ ŬəŮɟŬɘɧŰɖŰŬ Űɞɡ ɡˊɞɔŮɔɟŬɛɛɏɜɞɡ əŮɘɛɏɜɞɡ (integrity) ŭɖɚŬŭɐ ɧŰɘ 

Űɞ ˊŮɟɘŮɢɧɛŮɜɧ Űɞɡ ŭŮɜ ɏɢŮɘ ŰɟɞˊɞˊɞɘɖɗŮɑ Ŭˊɧ Űɖ ůŰɘɔɛɐ Űɖɠ ɡˊɞɔɟŬűɐɠ Űɞɡ 

əŬɘ ɛŮŰɎ, əŬɘ  

3) ɖ ŭɏůɛŮɡůɖ Űɞɡ ɡˊɞɔɟɎűɞɜŰŬ ɤɠ ˊɟɞɠ Űɞ ˊŮɟɘŮɢɧɛŮɜɞ Űɞɡ ŮɔɔɟɎűɞɡ 

əŬɘ ɖ ɛɖ Ŭˊɞˊɞɑɖůɖ Ůɡɗɨɜɖɠ Űɖɠ ɡˊɞɔɟŬűɐɠ (non-repudiation). 

ɓ) Ɉ́ ɞɔɟŬűɐ «ɛɖɜɡɛɎŰɤɜ ɖɚŮəŰɟɞɜɘəɞɨ ŰŬɢɡŭɟɞɛŮɑɞɡ», ɔɘŬ Űɖɜ ŮɝŬůűɎɚɘůɖ 

Űɖɠ ŬɡɗŮɜŰɘəɧŰɖŰŬɠ Űɖɠ ŭɘŮɨɗɡɜůɖɠ ɖɚŮəŰɟɞɜɘəɞɨ ŰŬɢɡŭɟɞɛŮɑɞɡ Űɞɡ ŬˊɞůŰɞɚɏŬ əŬɘ 

ɔɘŬ ɧɚŬ ŰŬ ɢŬɟŬəŰɖɟɘůŰɘəɎ ˊɞɡ ŬɜŬűɏɟɞɜŰŬɘ ůŰɞ Ŭ). Ⱥˊɘˊɚɏɞɜ, ɛˊɞɟɞɨɜ ɜŬ 

ɢɟɖůɘɛɞˊɞɘɖɗɞɨɜ ɔɘŬ Űɖɜ ŬˊɞůŰɞɚɐ  «ŬůűŬɚɩɜ ŬˊɞŭŮɑɝŮɤɜ ˊŬɟŬɚŬɓɐɠ ɛɖɜɡɛɎŰɤɜ» 

(ɛɖ Ɏɟɜɖůɖ ˊŬɟŬɚŬɓɐɠ). 

ɔ) Ƚůɢɡɟɐ ŰŬɡŰɞˊɞɑɖůɖ (Strong Authentication) Ůɜɧɠ űɡůɘəɞɨ ˊɟɞůɩˊɞɡ ɐ ɛɘŬɠ 

ůɡůəŮɡɐɠ əŬŰɎ Űɖɜ ŮˊɘəɞɘɜɤɜɑŬ ɛŮ ɎɚɚŮɠ ɞɜŰɧŰɖŰŮɠ, ŮɝŬůűŬɚɑɕɞɜŰŬɠ Ůˊɘˊɚɏɞɜ 

ɢŬɟŬəŰɖɟɘůŰɘəɎ ŬůűɎɚŮɘŬɠ, ɘůɢɡɟɧŰŮɟŬ Ŭˊɧ ŬɡŰɎ ˊɞɡ ˊŬɟɏɢŮɘ ɖ əɚŬůɘəɐ ɛɏɗɞŭɞɠ 

ˊɟɧůɓŬůɖɠ ɛŮ ůɡɜɗɖɛŬŰɘəɧ (password). 

ŭ) çȾɟɡˊŰɞɔɟɎűɖůɖ ŮɔɔɟɎűɤɜ əŬɘ ɛɖɜɡɛɎŰɤɜ» ɛŮ Űɖ ɢɟɐůɖ Űɞɡ ŭɖɛɞůɑɞɡ 

əɚŮɘŭɘɞɨ əɎˊɞɘŬɠ ɞɜŰɧŰɖŰŬɠ, ŮɝŬůűŬɚɑɕɞɜŰŬɠ ɧŰɘ ɛɧɜɞ ɞ ŮˊɘŭɘɤəɧɛŮɜɞɠ ˊŬɟŬɚɐˊŰɖɠ 

əŬɘ əɎŰɞɢɞɠ Űɞɡ ŬɜŰɑůŰɞɘɢɞɡ ɘŭɘɤŰɘəɞɨ əɚŮɘŭɘɞɨ ɛˊɞɟŮɑ ɜŬ ŬˊɞəɟɡˊŰɞɔɟŬűɐůŮɘ əŬɘ ɜŬ 

ŭɘŬɓɎůŮɘ Űɞ ɏɔɔɟŬűɞ ɐ Űɞ ɛɐɜɡɛŬ. 

Ů) ɄɘůŰɞˊɞɑɖůɖ Ɏɚɚɤɜ ɄŬɟɧɢɤɜ Ɉ́ ɖɟŮůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ ŮɑŰŮ ˊɟɧəŮɘŰŬɘ ɔɘŬ 

ȺɜŭɘɎɛŮůŮɠ ȷɟɢɏɠ ɄɘůŰɞˊɞɑɖůɖɠ (Subordinate CAs) ŮɑŰŮ ˊɟɧəŮɘŰŬɘ ɔɘŬ ˊŬɟɞɢɐ 

Ůˊɘˊɚɏɞɜ ɡˊɖɟŮůɘɩɜ ˊɘůŰɞˊɞɑɖůɖɠ ɧˊɤɠ ɔɘŬ ˊŬɟɎŭŮɘɔɛŬ ɖ ɢɟɞɜɞůɐɛŬɜůɖ, ɞɘ 

ůɡɛɓɞɚŬɘɞɔɟŬűɘəɏɠ ˊɟɎɝŮɘɠ əŬɘ ɖ ɛŬəɟɞˊɟɧɗŮůɛɖ ŬůűŬɚɐɠ ŬˊɞɗɐəŮɡůɖ ŭŮŭɞɛɏɜɤɜ. 

ůŰ) ɆŰɖɜ ɡɚɞˊɞɑɖůɖ ŬůűŬɚɩɜ ŭɘəŰɡŬəɩɜ ˊɟɤŰɞəɧɚɚɤɜ, ɧˊɤɠ ŰŬ SSL/TLS, 

IPSec əɚˊ. 

 

ȼ ɈȹȾ HARICA Ůˊɑůɖɠ, ɚŮɘŰɞɡɟɔŮɑ ɤɠ «ȺɔəŮəɟɘɛɏɜɖ ȷɟɢɐ ɉɟɞɜɞůɐɛŬɜůɖɠ» 

ˊŬɟɏɢɞɜŰŬɠ çȺɔəŮəɟɘɛɏɜɖè əŬɘ çɀɖ-ȺɔəŮəɟɘɛɏɜɖè ɉɟɞɜɞůɐɛŬɜůɖ. ȷɜ ɛɘŬ ɀɞɜɎŭŬ 

ɉɟɞɜɞůɐɛŬɜůɖɠ ŮəŭɑŭŮɘ ɉɟɞɜɞůɐɛŬɜůɖ ˊɞɡ ɘůɢɡɟɑɕŮŰŬɘ ɧŰɘ ŮɑɜŬɘ çȺɔəŮəɟɘɛɏɜɖ 

ɉɟɞɜɞůɐɛŬɜůɖè ůɨɛűɤɜŬ ɛŮ Űɞɜ eIDAS, ŰɧŰŮ ɖ ůɡɔəŮəɟɘɛɏɜɖ ɀɞɜɎŭŬ 

ɉɟɞɜɞůɐɛŬɜůɖɠ ŭŮɜ ŮˊɘŰɟɏˊŮŰŬɘ ɜŬ ŮəŭɑŭŮɘ çɀɖ-ȺɔəŮəɟɘɛɏɜɖè ɉɟɞɜɞůɐɛŬɜůɖ. 

1.4.2 ȷˊŬɔɞɟŮɡɛɏɜŮɠ ɢɟɐůŮɘɠ Űɤɜ ˊɘůŰɞˊɞɘɖŰɘəɩɜ 

ɇŬ ˊɘůŰɞˊɞɘɖŰɘəɎ ŭŮɜ ɛˊɞɟɞɨɜ ɜŬ ɢɟɖůɘɛɞˊɞɘɖɗɞɨɜ ůŮ ɡˊɖɟŮůɑŮɠ ɐ ůɡůŰɐɛŬŰŬ ˊɞɡ ůŮ 

ˊŮɟɑˊŰɤůɖ ŭɘŬəɞˊɐɠ ɐ ŬůŰɞɢɑŬɠ ŮɝŬɘŰɑŬɠ Űɤɜ ˊɘůŰɞˊɞɘɖŰɘəɩɜ, ɞŭɖɔŮɑ ůŮ ůɖɛŬɜŰɘəɐ 

ɕɖɛɑŬ ůŮ ŮɜůɩɛŬŰŬ ɐ ɎɦɚŬ ŬɔŬɗɎ, ɐ əɑɜŭɡɜɞ ɕɤɐɠ ɐ ůŮ ɢɟɐůŮɘɠ ˊɞɡ ŭŮɜ 

ˊŮɟɘɚŬɛɓɎɜɞɜŰŬɘ ůŮ ŬɡŰɏɠ Űɖɠ 1ɖɠ ˊŬɟŬɔɟɎűɞɡ Űɖɠ ŮɜɧŰɖŰŬɠ 1.4.1. 

 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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ȷˊŬɔɞɟŮɨŮŰŬɘ ɖ ɢɟɐůɖ TLS ɄɘůŰɞˊɞɘɖŰɘəɩɜ ŮɝɡˊɖɟŮŰɖŰɩɜ ɔɘŬ ˊŬɟŮɛɓɞɚɏɠ Űɨˊɞɡ 

ñman-in-the-middleò ɐ ŭɘŬɢŮɑɟɘůɖ əɑɜɖůɖɠ ɢɩɟɞɡ ɞɜɞɛɎŰɤɜ (domain names) ɐ IP 

ŭɘŮɡɗɨɜůŮɤɜ ɧˊɞɡ ɞ əɎŰɞɢɞɠ ŭŮɜ ŰŬ əŬŰɏɢŮɘ ɜɧɛɘɛŬ ɐ ŭŮɜ ɓɟɑůəɞɜŰŬɘ ɡˊɧ Űɞɜ ɏɚŮɔɢɧ 

Űɞɡ. ȼ ůɡɔəŮəɟɘɛɏɜɖ ɢɟɐůɖ ˊɘůŰɞˊɞɘɖŰɘəɩɜ ŬˊŬɔɞɟŮɨŮŰŬɘ ɟɖŰɎ. 

1.5 ȹɘŬɢŮɑɟɘůɖ Űɖɠ ˊɞɚɘŰɘəɐɠ 

1.5.1 ɃɟɔŬɜɘůɛɧɠ ˊɞɡ ŭɘŬɢŮɘɟɑɕŮŰŬɘ Űɖɜ ˊɞɚɘŰɘəɐ 

ɇɞ ˊŬɟɧɜ əŮɑɛŮɜɞ ɄɄ/ȹȹɄ əŬɗɩɠ əŬɘ ɧɚŬ ŰŬ əŮɑɛŮɜŬ ɧɟɤɜ ɢɟɐůɖɠ, ůɡɛűɤɜɘɩɜ, 

ɛŮɚɏŰŮɠ ŬůűɎɚŮɘŬɠ əŬɘ ŭɘŬŭɘəŬůŰɘəɎ əŮɑɛŮɜŬ, ɓɟɑůəɞɜŰŬɘ ɡˊɧ Űɖɜ ŮˊɞˊŰŮɑŬ əŬɘ Űɞɜ 

ɏɚŮɔɢɞ Űɖɠ ȺˊɘŰɟɞˊɐɠ ȹɘŬɢŮɑɟɘůɖɠ ɄɞɚɘŰɘəɐɠ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɘŬŭɘəŬůɘɩɜ (ȺȹɄɄ) 

HARICA (Policy Management Committee ï PMC) ́ ɞɡ ɏɢŮɘ ɞɟɘůŰŮɑ Ŭˊɧ Űo ȹɘɞɘəɖŰɘəɧ 

Ɇɡɛɓɞɨɚɘɞ Űɖɠ GUnet. 

ca-admin at harica.gr 

ȷȾȷȹȼɀȷȽȾɃ ȹȽȷȹȽȾɇɈɃ GUnet 

Ⱥ.Ⱦ.Ʉ.ȷ. - ȾȺɁɇɅɃ ȿȺȽɇɃɈɅũȽȷɆ & ȹȽȷɉȺȽɅȽɆȼɆ ȹȽȾɇɈɃɈ 

ɄȷɁȺɄȽɆɇȼɀȽɃɈɄɃȿȼ 157 84 

ɇɖɚ: 210 7275611 

Fax: 210 7275601 

1.5.2 Ʉɟɧůɤˊɞ ŮˊɘəɞɘɜɤɜɑŬɠ 

ca at harica.gr 

ȹɖɛɐŰɟɖɠ ȻŬɢŬɟɧˊɞɡɚɞɠ [dzacharo at harica.gr] 

ɇɖɚ: 2310 998483 

Fax: 2310 999100 

 

ũɘɎɜɜɖɠ ɆŬɚɛŬŰɕɑŭɖɠ [jsal at it.auth.gr] 

ɇɖɚ: 2310 998498 

Fax: 2310 999100 

 

Ɇˊɨɟɞɠ ɀˊɧɚɖɠ [sbol at gunet.gr] 

ɇɖɚ: 210 7275611 

Fax: 210 7275601 

 

ȷɟɢɐ ɄɘůŰɞˊɞɑɖůɖɠ HARICA 

ȷȾȷȹȼɀȷɌȾɃ ȹȽȷȹȽȾɇɈɃ GUnet 

Ⱥ.Ⱦ.Ʉ.ȷ. - ȾȺɁɇɅɃ ȿȺȽɇɃɈɅũȽȷɆ & ȹȽȷɉȺȽɅȽɆȼɆ ȹȽȾɇɈɃɈ 

ɄȷɁȺɄȽɆɇȼɀȽɃɈɄɃȿȼ 157 84 

ɇɖɚ: +30-2310 998483, +30-2310 998435 

Fax: +30-2310 999100 

 

ȺˊɘəɞɘɜɤɜɐůŰŮ ɛŮ Űɖɜ ɈȹȾ HARICA ɔɘŬ ȷɜŬűɞɟɏɠ ɄɟɞɓɚɖɛɎŰɤɜ ɄɘůŰɞˊɞɘɖŰɘəɞɨ 

ŬˊɞůŰɏɚɚɞɜŰŬɠ email ůŰɖ ŭɘŮɨɗɡɜůɖ  ñcert-problem-report  at harica.grò. 

  

ȼ HARICA ˊŬɟɏɢŮɘ ŭɡɜŬŰɧŰɖŰŬ Ŭˊɧəɟɘůɖɠ 24x7 ůŮ ȷɜŬűɞɟɏɠ ɄɟɞɓɚɖɛɎŰɤɜ 

ɄɘůŰɞˊɞɘɖŰɘəɞɨ ɛŮ ɡɣɖɚɐ ˊɟɞŰŮɟŬɘɧŰɖŰŬ ɚŬɛɓɎɜɞɜŰŬɠ ɛɖɜɨɛŬŰŬ ůŰɖ ŭɘŮɨɗɡɜůɖ  

ñhigh-priority -cert-problem-report  at harica.grò, əŬɘ ɧˊɞɡ ɢɟŮɘɎɕŮŰŬɘ, ˊɟɞɤɗŮɑ 

ůɡɔəŮəɟɘɛɏɜŬ ˊŬɟɎˊɞɜŬ/əŬŰŬɔɔŮɚɑŮɠ ůŰɘɠ əŬŰɎɚɚɖɚŮɠ ŭɖɛɧůɘŮɠ Ŭɟɢɏɠ əŬɘ/ɐ ŬɜŬəŬɚŮɑ 

Űɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ˊɞɡ ůɢŮŰɑɕŮŰŬɘ ɛŮ Űɞ ˊɟɧɓɚɖɛŬ.  
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ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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ȼ HARICA ɏɢŮɘ Ůˊɑůɖɠ ɡɚɞˊɞɘɐůŮɘ űɧɟɛŮɠ ŮˊɘəɞɘɜɤɜɑŬɠ ɞɘ ɞˊɞɑŮɠ ɛˊɞɟɞɨɜ ɜŬ 

ɢɟɖůɘɛɞˊɞɘɖɗɞɨɜ ɔɘŬ Űɖɜ ɡˊɞɓɞɚɐ ȷɜŬűɞɟɎɠ ɄɟɞɓɚɐɛŬŰɞɠ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ɛŮ ɢɟɐůɖ 

ɄŮɟɘɖɔɖŰɐ. 

 

ɆŮ ˊŮɟɑˊŰɤůɖ ˊɞɡ ɖ ŭɘŮɨɗɡɜůɖ ɖɚŮəŰɟɞɜɘəɞɨ ŰŬɢɡŭɟɞɛŮɑɞɡ «cert-problem-report at 

harica.grè ŭŮɜ ɚŮɘŰɞɡɟɔŮɑ ůɤůŰɎ əŬɘ Űɞ ŬˊɞůŰŬɚɏɜ ɛɐɜɡɛŬ ŮˊɘůŰɟŬűŮɑ ɤɠ ɛɖ 

ˊŬɟŬŭɞŰɏɞ, Űɞ ŬɜŬűɏɟɞɜ ɛɏɟɞɠ ɗŬ ˊɟɏˊŮɘ ɜŬ ɢɟɖůɘɛɞˊɞɘɐůŮɘ Űɖ ŭɘŮɨɗɡɜůɖ 

ɖɚŮəŰɟɞɜɘəɞɨ ŰŬɢɡŭɟɞɛŮɑɞɡ çhigh-priority-cert-problem-report at harica.grè ɤɠ 

ŮɜŬɚɚŬəŰɘəɐ. 

 

ȹŮɑŰŮ Ůˊɑůɖɠ, Űɘɠ ˊŬɟŬɔɟɎűɞɡɠ 4.9.3.2 əŬɘ  4.9.3.3. 

1.5.3 Ʉɟɧůɤˊɞ ˊɞɡ əɟɑɜŮɘ Űɖ ůɡɛɛɧɟűɤůɖ ůŰɖɜ ˊɞɚɘŰɘəɐ 

ca at harica.gr 

ȹɖɛɐŰɟɖɠ ȻŬɢŬɟɧˊɞɡɚɞɠ [dzacharo at harica.gr ] 

ɇɖɚ: 2310 998483 

 

ũɘɎɜɜɖɠ ɆŬɚɛŬŰɕɑŭɖɠ [jsal at it.auth.gr ] 

ɇɖɚ: 2310 998498 

 

Ɇˊɨɟɞɠ ɀˊɧɚɖɠ [sbol at gunet.gr ] 

ɇɖɚ: 210 7275611 

 

ȹɘɞɑəɖůɖ ȷɟɢɐɠ ɄɘůŰɞˊɞɑɖůɖɠ HARICA 

ȷȾȷȹȼɀȷȽȾɃ ȹȽȷȹȽȾɇɈɃ GUnet 

Ⱥ.Ⱦ.Ʉ.ȷ. - ȾȺɁɇɅɃ ȿȺȽɇɃɈɅũȽȷɆ & ȹȽȷɉȺȽɅȽɆȼɆ ȹȽȾɇɈɃɈ 

ɄȷɁȺɄȽɆɇȼɀȽɃɈɄɃȿȼ 157 84 

ɇɖɚ: +30-2310 998483, +30-2310 995000 

1.5.4 ȹɘŬŭɘəŬůɑŮɠ ɏɔəɟɘůɖɠ ɄɄ/ȹȹɄ 

ȼ ɄɄ/ȹȹɄ ŮɔəɟɑɜŮŰŬɘ Ŭˊɧ Űɖɜ Ůɘŭɘəɐ Ⱥ́ ɘŰɟɞˊɐ ȹɘŬɢŮɑɟɘůɖɠ ɄɞɚɘŰɘəɐɠ ɄɘůŰɞˊɞɑɖůɖɠ 

əŬɘ ȹɘŬŭɘəŬůɘɩɜ HARICA. ȳɚŮɠ ɞɘ ŭɘɞɟɗɩůŮɘɠ əŬɘ ŬɚɚŬɔɏɠ ůŰŬ əŮɑɛŮɜŬ ˊɞɚɘŰɘəɐɠ əŬɘ 

ŭɘŬŭɘəŬůɘɩɜ ɗŬ ŭɖɛɞůɘŮɨɞɜŰŬɘ ůŮ ŭɖɛɧůɘŬ ˊɟɞůɓɎůɘɛɞ ȷˊɞɗŮŰɐɟɘɞ. ȼ HARICA ɗŬ 

ˊɟɏˊŮɘ ɜŬ ŭɖɛɞůɘŮɨŮɘ ɜɏŮɠ ŮəŭɧůŮɘɠ ŬɡŰɐɠ Űɖɠ ɄɄ/ȹȹɄ ůŰɖ CCADB ˊɟɞŰɞɨ ŰŮɗɞɨɜ 

ůŮ ŮűŬɟɛɞɔɐ ɞɘ ŬɜŰɑůŰɞɘɢŮɠ ŬɚɚŬɔɏɠ. 

 

ɆɖɛŬɜŰɘəɏɠ ŬɚɚŬɔɏɠ Űɖɠ ɄɄ/ȹȹɄ ɗŬ ŬɜŬəɞɘɜɩɜɞɜŰŬɘ ůŰɞɡɠ ɆɡɜŭɟɞɛɖŰɏɠ ůŮ Ůɨɚɞɔɞ 

ɢɟɞɜɘəɧ ŭɘɎůŰɖɛŬ, ˊɟɘɜ ŰŮɗɞɨɜ ůŮ ŮűŬɟɛɞɔɐ. 

 

ȼ HARICA ˊŬɟŬəɞɚɞɡɗŮɑ ůŮ ŰŬəŰɘəɐ ɓɎůɖ Forums ˊɞɡ ůɢŮŰɑɕɞɜŰŬɘ ɛŮ ɈˊɖɟŮůɑŮɠ 

ȺɛˊɘůŰɞůɨɜɖɠ ɧˊɤɠ Űɞ Mozilla dev-security-policy Forum əŬɘ ŭɖɛɧůɘŬ ŭɖɛɞůɘŮɡɛɏɜŬ 

ˊŮɟɘůŰŬŰɘəɎ Űɨˊɞɡ ñca-complianceò ůŰɞ https://bugzilla.mozilla.org. Ⱥˊɑůɖɠ, ɖ 

HARICA ůɡɛɛŮŰɏɢŮɘ ɤɠ ɛɏɚɞɠ ɛŮ ŭɘəŬɑɤɛŬ ɣɐűɞɡ ůŰɞ CA/Browser Forum 

(https://cabforum.org) əŬɘ ůŰɖɜ ɇŮɢɜɘəɐ ȺˊɘŰɟɞˊɐ Űɞɡ ETSI ESI 

(https://www.etsi.org/committee/esi).  

 

ȷəɧɛŬ əɘ Ŭɜ ŭŮɜ ɡˊɎɟɢŮɘ ŬˊŬɑŰɖůɖ ŬɚɚŬɔɐɠ Űɖɠ ɄɄ/ȹȹɄ, ɖ ȺȹɄɄ ɗŬ ́ɟŬɔɛŬŰɞˊɞɘŮɑ 

ŰɞɡɚɎɢɘůŰɞɜ ůŮ ŮŰɐůɘŬ ɓɎůɖ ŭɘŬŭɘəŬůɑŬ ŬɜŬɗŮɩɟɖůɖɠ ˊɟɞəŮɘɛɏɜɞɡ ɜŬ ɓŮɚŰɘɩɜŮɘ Űɖɜ 

ˊɞɚɘŰɘəɐ əŬɘ Űɘɠ ŭɘŬŭɘəŬůɑŮɠ (ŮɡəŬɘɟɑŬ ɔɘŬ ɓŮɚŰɑɤůɖ) əŬɘ ŮˊɘəŬɘɟɞˊɞɘŮɑ əŬŰɎɚɚɖɚŬ Űɖɜ 

ɄɄ/ȹȹɄ. 

https://bugzilla.mozilla.org/
https://cabforum.org/
https://www.etsi.org/committee/esi
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1.6 Ƀɟɘůɛɞɑ əŬɘ ŬəɟɤɜɨɛɘŬ 

Ƀɘ ɞɟɘůɛɞɑ ˊɞɡ ɓɟɑůəɞɜŰŬɘ ůŰɞ ñNetwork and Certificate System Security 

Requirementsò Űɞɡ CA/Browser Forum ŮɜůɤɛŬŰɩɜɞɜŰŬɘ ɛŮ ˊŬɟŬˊɞɛˊɐ ŬˊɞŰŮɚɩɜŰŬɠ 

ɞɚɞəɚɖɟɤŰɘəɧ əɘ ŬɜŬˊɧůˊŬůŰɞ ɛɏɟɞɠ Űɖɠ ˊŬɟɞɨůŬɠ. 

1.6.1 Ƀɟɘůɛɞɑ 

Ʉɟɞɖɔɛɏɜɖ ȼɚŮəŰɟɞɜɘəɐ ɆűɟŬɔɑŭŬ: ȼɚŮəŰɟɞɜɘəɐ ɡˊɞɔɟŬűɐ ˊɞɡ ˊɚɖɟɞɑ Űɘɠ 

ˊɟɞɦˊɞɗɏůŮɘɠ Űɞɡ Ɏɟɗɟɞɡ 36 Űɞɡ eIDAS. 

 

Ʉɟɞɖɔɛɏɜɖ ȼɚŮəŰɟɞɜɘəɐ ɈˊɞɔɟŬűɐ: ȼɚŮəŰɟɞɜɘəɐ ɡˊɞɔɟŬűɐ ˊɞɡ ˊɚɖɟɞɑ ů Űɘɠ 

ˊɟɞɦˊɞɗɏůŮɘɠ Űɞɡ Ɏɟɗɟɞɡ 26 Űɞɡ eIDAS. 

 

ɆɡɜŭŮŭŮɛɏɜɖ ɃɜŰɧŰɖŰŬ: ɀɘŬ ŮŰŬɘɟŮɑŬ, ůɡɜŮŰŬɘɟɘůɛɧɠ, əɞɘɜɞˊɟŬɝɑŬ ɐ Ɏɚɚɖ ɞɜŰɧŰɖŰŬ 

ˊɞɡ ŮɚɏɔɢŮɘ, ŮɚɏɔɢŮŰŬɘ Ŭˊɧ, ɐ ŰŮɚŮɑ ɡˊɧ əɞɘɜɧ ɏɚŮɔɢɞ ɛŮ ɛɘŬ Ɏɚɚɖ ɞɜŰɧŰɖŰŬ ɐ ɔɟŬűŮɑɞ 

ŬɜŰɘˊɟɞůɩˊŮɡůɖɠ, ŰɛɐɛŬ ɐ ɞˊɞɘŬŭɐˊɞŰŮ ɞɜŰɧŰɖŰŬ ˊɞɡ ɚŮɘŰɞɡɟɔŮɑ ɡˊɧ Űɞɜ ɎɛŮůɞ 

ɏɚŮɔɢɞ Ůɜɧɠ ȾɡɓŮɟɜɖŰɘəɞɨ ūɞɟɏŬ. 

 

ȷɘŰɩɜ: ɇɞ űɡůɘəɧ ˊɟɧůɤˊɞ ɐ Űɞ Ɂɞɛɘəɧ Ʉɟɧůɤˊɞ ˊɞɡ ŬɘŰŮɑŰŬɘ (ɐ ŮˊɘŭɘɩəŮɘ 

ŬɜŬɜɏɤůɖ) Ůɜɧɠ ɄɘůŰɞˊɞɘɖŰɘəɞɨ. ɀɧɚɘɠ Űɞ ˊɘůŰɞˊɞɘɖŰɘəɧ ŮəŭɞɗŮɑ, ɞ ŬɘŰɩɜ ŬɜŬűɏɟŮŰŬɘ 

ɤɠ ɞ ɆɡɜŭɟɞɛɖŰɐɠ. ũɘŬ ˊɘůŰɞˊɞɘɖŰɘəɎ ˊɞɡ ɏɢɞɡɜ ŮəŭɞɗŮɑ ɔɘŬ ůɡůəŮɡɏɠ, ɞ ȷɘŰɩɜ ŮɑɜŬɘ 

ɞ űɞɟɏŬɠ ˊɞɡ ŮɚɏɔɢŮɘ ɐ ɚŮɘŰɞɡɟɔŮɑ Űɖ ůɡůəŮɡɐ ˊɞɡ əŬŰɞɜɞɛɎɕŮŰŬɘ ůŰɞ ˊɘůŰɞˊɞɘɖŰɘəɧ, 

Ŭəɧɛɖ əŬɘ Ŭɜ ɖ ůɡůəŮɡɐ ɡˊɞɓɎɚɚŮɘ Űɖɜ ɑŭɘŬ Űɖɜ ŬɑŰɖůɖ ɔɘŬ ˊɘůŰɞˊɞɘɖŰɘəɧ. 

 

Ⱥəˊɟɧůɤˊɞɠ ȷɘŰɞɨɜŰɞɠ: ȰɜŬ űɡůɘəɧ ˊɟɧůɤˊɞ ɞ ɞˊɞɑɞɠ ŮɜŮɟɔŮɑ ɔɘŬ ɚɞɔŬɟɘŬůɛɧ Űɞɡ 

ȷɘŰɞɨɜŰɞɠ, ɛŮ ɜɞɛɘəɩɠ ŭŮůɛŮɡŰɘəɧ Űɟɧˊɞ, ɞ ɞˊɞɑɞɠ ŮɑŰŮ ŮɟɔɎɕŮŰŬɘ ůŰɞɜ ȷɘŰɞɨɜŰŬ, ɐ ůŮ 

ůɡɜŮɟɔɎŰɖ Űɞɡ ŰŮɚŮɡŰŬɑɞɡ, ɞ ɞˊɞɑɞɠ ŮɑɜŬɘ ɜɞɛɑɛɤɠ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɞɠ ɜŬ ŮəˊɟɞůɤˊŮɑ 

Űɞɜ ȷɘŰɞɨɜŰŬ:  

(i) ɞ ɞˊɞɑɞɠ ɡˊɞɔɟɎűŮɘ əŬɘ ɡˊɞɓɎɚɚŮɘ, ɐ ŮɔəɟɑɜŮɘ ŬɑŰɖůɖ ˊɘůŰɞˊɞɘɖŰɘəɞɨ 

ɔɘŬ ɚɞɔŬɟɘŬůɛɧ Űɞɡ ȷɘŰɞɨɜŰɞɠ, ɐ / əŬɘ 

(ii)  ɞ ɞˊɞɑɞɠ ɡˊɞɔɟɎűŮɘ əŬɘ ɡˊɞɓɎɚɚŮɘ ɆɨɛɓŬůɖ ɆɡɜŭɟɞɛɖŰɐ ɔɘŬ 

ɚɞɔŬɟɘŬůɛɧ Űɞɡ ȷɘŰɞɨɜŰɞɠ, ɐ / əŬɘ 

(iii)  ɞ ɞˊɞɑɞɠ ŬɜŬɔɜɤɟɑɕŮɘ əŬɘ ůɡɛűɤɜŮɑ ɛŮ Űɞɡɠ ȳɟɞɡɠ ɉɟɐůɖɠ Űɞɡ 

ɄɘůŰɞˊɞɘɖŰɘəɞɨ Ůə ɛɏɟɞɡɠ Űɞɡ ŬɘŰɞɨɜŰɞɠ, ɧŰŬɜ ɞ ȷɘŰɩɜ ŮɑɜŬɘ 

ɆɡɜŭŮŭŮɛɏɜɖ ɃɜŰɧŰɖŰŬ Űɖɠ ɈȹȾ HARICA. 

 

ɄɟɞɛɖɗŮɡŰɐɠ ȿɞɔɘůɛɘəɞɨ: ȰɜŬɠ ˊɟɞɛɖɗŮɡŰɐɠ ɚɞɔɘůɛɘəɞɨ ˊɚɞɖɔɞɨ ȹɘŬŭɘəŰɨɞɡ ɐ 

Ɏɚɚɞɡ ɚɞɔɘůɛɘəɞɨ ŮűŬɟɛɞɔɐɠ ɓŬůɘɕɧɛŮɜɞɡ ɛɏɟɞɡɠ ˊɞɡ ŮɛűŬɜɑɕŮɘ ɐ ɢɟɖůɘɛɞˊɞɘŮɑ 

ɄɘůŰɞˊɞɘɖŰɘəɎ əŬɘ ŮɛˊɘůŰŮɨŮŰŬɘ ȾɞɟɡűŬɑŬ ɄɘůŰɞˊɞɘɖŰɘəɎ Űɖɠ HARICA. 

 

ȰɔɔɟŬűɞ ȸŮɓŬɑɤůɖɠ: ȰɔɔɟŬűɞ ˊɞɡ ɓŮɓŬɘɩɜŮɘ ɧŰɘ ɞɘ ɄɚɖɟɞűɞɟɑŮɠ ɇŬɡŰɧŰɖŰŬɠ Űɞɡ 

ɈˊɞəŮɘɛɏɜɞɡ ŮɑɜŬɘ ɞɟɗɏɠ əŬɘ Űɞ ɞˊɞɑɞ ůɡɜŰɎůůŮŰŬɘ Ŭˊɧ ŭɘəɖɔɧɟɞ, ŭɖɛɧůɘŬ Ŭɟɢɐ, ɐ 

Ɏɚɚɞɡɠ ŬɝɘɧˊɘůŰɞɡɠ ŰɟɑŰɞɡɠ ɞɘ ɞˊɞɑɞɘ ŮɑɗɘůŰŬɘ ɜŬ ŮɝŬəɟɘɓɩɜɞɡɜ ůɡɔəŮəɟɘɛɏɜŮɠ 

ˊɚɖɟɞűɞɟɑŮɠ ůŰɘɠ ɞˊɞɑŮɠ ɓŬůɑɕɞɜŰŬɘ ɇɟɑŰɞɘ. 

 

ɄŮɟɑɞŭɞɠ Ⱥɚɏɔɢɞɡ: ɇɞ ɢɟɞɜɘəɧ ŭɘɎůŰɖɛŬ Ůɚɏɔɢɞɡ ˊɞɡ ŮɑɜŬɘ ɖ ˊŮɟɑɞŭɞɠ ɛŮŰŬɝɨ Űɖɠ 

ˊɟɩŰɖɠ əŬɘ Űɖɠ ŰŮɚŮɡŰŬɑŬɠ ɖɛɏɟŬɠ ˊɞɡ əŬɚɨˊŰŮɘ ɖ ŮˊɘɗŮɩɟɖůɖ Ŭˊɧ Űɞɡɠ ŮɚŮɔəŰɏɠ. Ƀɘ 

əŬɜɧɜŮɠ Ůɚɏɔɢɞɡ əŬɘ ɞɘ ɛɏɔɘůŰɞɘ ˊŮɟɑɞŭɞɘ Ůɚɏɔɢɤɜ ˊŮɟɘɔɟɎűɞɜŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 8.1. 

 

ȰəɗŮůɖ Ⱥɚɏɔɢɞɡ: ȰəɗŮůɖ Ɇɡɛɛɧɟűɤůɖɠ Ŭˊɧ ɄɘůŰɞˊɞɘɖɛɏɜɞ ȺɚŮɔəŰɘəɧ ūɞɟɏŬ ˊɞɡ 

ŭɖɚɩɜŮɘ Űɖ ɔɜɩɛɖ Űɞɡ ūɞɟɏŬ ɔɘŬ Űɞ ŮɎɜ ɞɘ ŭɘŬŭɘəŬůɑŮɠ əŬɘ ɞɘ ɏɚŮɔɢɞɘ ɛɑŬɠ ɞɜŰɧŰɖŰŬɠ 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 
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ůɡɛɛɞɟűɩɜɞɜŰŬɘ ɛŮ Űɘɠ ɡˊɞɢɟŮɤŰɘəɏɠ ŭɘŬŰɎɝŮɘɠ Űɤɜ ˊɟɞŰɨˊɤɜ Ůɚɏɔɢɞɡ ˊɞɡ 

ŬˊŬɟɘɗɛɞɨɜŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 8.4. 

 

ȳɜɞɛŬ ɉɩɟɞɡ ȺɝɞɡůɘɞŭɧŰɖůɖɠ: ɇɞ FQDN Űɞ ɞˊɞɑɞ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ɔɘŬ 

ŮɝɞɡůɘɞŭɧŰɖůɖ ůɡɔəŮəɟɘɛɏɜɞɡ FQDN Űɞ ɞˊɞɑɞ ˊɟɧəŮɘŰŬɘ ɜŬ ůɡɛˊŮɟɘɚɖűɗŮɑ ůŮ ɏɜŬ 

ɄɘůŰɞˊɞɘɖŰɘəɧ. H HARICA ɛˊɞɟŮɑ ɜŬ ɢɟɖůɘɛɞˊɞɘɐůŮɘ Űɞ FQDN ˊɞɡ ɗŬ ŮˊɘůŰɟɏɣŮɘ 

ɛɘŬ DNS CNAME ŬɜŬɕɐŰɖůɖ ɤɠ Űɞ FQDN ɔɘŬ Űɞɡɠ ůəɞˊɞɨɠ Ůɚɏɔɢɞɡ ɞɜɧɛŬŰɞɠ ɢɩɟɞɡ 

(Domain Validation). ȷɜ ˊɟɧəŮɘŰŬɘ ɜŬ ˊɟɞůŰŮɗŮɑ ɏɜŬ ȳɜɞɛŬ ɉɩɟɞɡ ɀˊŬɚŬɜŰɏɟ 

(Wildcard Domain Name) ůŮ ɏɜŬ ɄɘůŰɞˊɞɘɖŰɘəɧ, ŰɧŰŮ ɖ HARICA ɗŬ ŬűŬɘɟɏůŮɘ ɧɚɞɡɠ 

Űɞɡɠ ŬůŰŮɟɑůəɞɡɠ ñ*.ò Ŭˊɧ Űɖɜ ˊɘɞ ŬɟɘůŰŮɟɐ ɗɏůɖ Űɞɡ ɃɜɧɛŬŰɞɠ ɉɩɟɞɡ ɀˊŬɚŬɜŰɏɟ  

ɔɘŬ ɜŬ ˊɟɞəɨɣŮɘ Űɞ ŬɜŰɑůŰɞɘɢɞ FQDN. ȼ HARICA ɛˊɞɟŮɑ ɜŬ ŬűŬɘɟɏůŮɘ ɏɜŬ ɖ 

ˊŮɟɘůůɧŰŮɟŬ Domain Labels Ŭˊɧ Űɞ FQDN, Ŭˊɧ ŬɟɘůŰŮɟɎ ˊɟɞɠ ŰŬ ŭŮɝɘɎ, ɛɏɢɟɘ ɜŬ 

ůɡɜŬɜŰɐůŮɘ ɏɜŬ ȳɜɞɛŬ ɉɩɟɞɡ ȸɎůɖɠ əŬɘ ɛˊɞɟŮɑ ɜŬ ɢɟɖůɘɛɞˊɞɘɐůŮɘ ɞˊɞɘŬŭɐˊɞŰŮ Ŭˊɧ 

Űɘɠ Űɘɛɏɠ ɔɘŬ Űɞɡɠ ůəɞˊɞɨɠ ŮˊŬɚɐɗŮɡůɖɠ ɞɜɧɛŬŰɞɠ ɢɩɟɞɡ (Domain Validation). 

 

ȺɝɞɡůɘɞŭɞŰɖɛɏɜɖ ŪɨɟŬ: ɀɑŬ Ŭˊɧ Űɘɠ ŬəɧɚɞɡɗŮɠ ɗɨɟŮɠ: 80 (http), 443 (https), 25 

(smtp), 22 (ssh). 

 

ȳɜɞɛŬ ɉɩɟɞɡ ȸɎůɖɠ : ɇɞ ŰɛɐɛŬ Ůɜɧɠ ŬɘŰɞɨɛŮɜɞɡ FQDN Űɞ ɞˊɞɑɞ ŮɑɜŬɘ Űɞ ˊɟɩŰɞ 

ɧɜɞɛŬ ɢɩɟɞɡ ůŰŬ ŬɟɘůŰŮɟɎ Ůɜɧɠ ŮɚŮɔɢɧɛŮɜɞɡ-Ŭˊɧ-əŬŰŬɢɤɟɖŰɐ ɐ ŭɖɛɧůɘŬ-

ŮɚŮɔɢɧɛŮɜɞɡ ɞɜɧɛŬŰɞɠ ɢɩɟɞɡ ůɡɜ Űɞ ɧɜɞɛŬ ɢɩɟɞɡ Űɞɡ ŮɚŮɔɢɧɛŮɜɞɡ-Ŭˊɧ-əŬŰŬɢɤɟɖŰɐ 

ɐ ŭɖɛɧůɘŬ-ŮɚŮɔɢɧɛŮɜɞɡ (ˊ.ɢ. ñexample.co.ukò ɐ òexample.comò). ũɘŬ FQDNs ɧˊɞɡ Űɞ 

ŭŮɝɘɧŰŮɟɞ ɧɜɞɛŬ ɢɩɟɞɡ ŮɑɜŬɘ ɏɜŬ gTLD Űɞ ɞˊɞɑɞ ɏɢŮɘ ɢŬɟŬəŰɖɟɘůɛɧ ñSpecification 

13ò Ŭˊɧ Űɞɜ ɞɟɔŬɜɘůɛɧ ICANN ůŰɞ ůɡɛűɤɜɖŰɘəɧ Űɞɡ, ŰɧŰŮ Űɞ gTLD Ŭˊɧ ɛɧɜɞ Űɞɡ 

ɛˊɞɟŮɑ ɜŬ ɢɟɖůɘɛɞˊɞɘɖɗŮɑ ɤɠ ȳɜɞɛŬ ɉɩɟɞɡ ȸɎůɖɠ. 

ɄɘůŰɞˊɞɘɖŰɘəɧ ȷɟɢɐɠ ɄɘůŰɞˊɞɑɖůɖɠ: ȰɜŬ ɄɘůŰɞˊɞɘɖŰɘəɧ Űɞ ɞˊɞɑɞ ˊŮɟɘɏɢŮɘ Űɞ 

ɢŬɟŬəŰɖɟɘůŰɘəɧ cA ɛŮ Űɘɛɐ ñTRUEò ůŰɖɜ ŮˊɏəŰŬůɖ basicConstraints . 

ȺɝɞɡůɘɞŭɧŰɖůɖ ȷɟɢɩɜ ɄɘůŰɞˊɞɑɖůɖɠ:  

¶ ũɘŬ TLS ɄɘůŰɞˊɞɘɖŰɘəɎ ŮɝɡˊɖɟŮŰɖŰɩɜ, ɛŮŰɎűɟŬůɖ Ŭ́ ɧ Űɞ RFC 8659: çȼ DNS 

ŮɔɔɟŬűɐ Certification Authority Authorization (CAA) ŮˊɘŰɟɏˊŮɘ ůŰɞɜ əɎŰɞɢɞ 

Ůɜɧɠ DNS ɞɜɧɛŬŰɞɠ ɜŬ əŬɗɞɟɑůŮɘ Űɘɠ ȷɟɢɏɠ ɄɘůŰɞˊɞɑɖůɖɠ (ȷɄ) ˊɞɡ ŮɑɜŬɘ 

ŮɝɞɡůɘɞŭɞŰɖɛɏɜŮɠ ɜŬ Ůəŭɑŭɞɡɜ ˊɘůŰɞˊɞɘɖŰɘəɎ ɔɘô ŬɡŰɧ Űɞ ɧɜɞɛŬ ɢɩɟɞɡ. ȼ 

ŭɖɛɞůɑŮɡůɖ Űɤɜ ŮɔɔɟŬűɩɜ DNS CAA  ŮˊɘŰɟɏˊŮɘ ůŮ ɛɑŬ ȷɟɢɐ ɄɘůŰɞˊɞɑɖůɖɠ 

ɜŬ ŮűŬɟɛɧůŮɘ ůɡɛˊɚɖɟɤɛŬŰɘəɞɨɠ Ůɚɏɔɢɞɡɠ ɔɘŬ ɜŬ ɛŮɘɩůŮɘ Űɞɜ əɑɜŭɡɜɞ Űɖɠ 

ŬəɞɨůɘŬɠ ɏəŭɞůɖɠ ˊɘůŰɞˊɞɘɖŰɘəɞɨ». 

¶ ũɘŬ ɄɘůŰɞˊɞɘɖŰɘəɎ S/MIME, ɛŮŰɎűɟŬůɖ Ŭˊɧ Űɞ RFC 9495: «ȼ DNS ŮɔɔɟŬűɐ 

Certification Authority Authorization (CAA) ́ ŬɟɏɢŮɘ ɏɜŬ ɛɖɢŬɜɘůɛɧ ɛŮ Űɞɜ 

ɞˊɞɑɞ ŰŬ ɞɜɧɛŬŰŬ ɢɩɟɞɡ ɛˊɞɟɞɨɜ ɜŬ ɡˊɞŭŮɑɝɞɡɜ ɚɑůŰŬ ɛŮ Űɘɠ ŮˊɘŰɟŮˊɧɛŮɜŮɠ 

ȷɟɢɏɠ ɄɘůŰɞˊɞɑɖůɖɠ ˊɞɡ ŮɝɞɡůɘɞŭɞŰɞɨɜŰŬɘ ɜŬ Ůəŭɑŭɞɡɜ ˊɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ 

ůɡɔəŮəɟɘɛɏɜɞ ɧɜɞɛŬ ɢɩɟɞɡ» 

 

ȻŮɨɔɞɠ ȾɚŮɘŭɘɞɨ ȷɄ: ȰɜŬ ȻŮɨɔɞɠ ȾɚŮɘŭɘɞɨ ɧˊɞɡ Űɞ ȹɖɛɧůɘɞ ȾɚŮɘŭɑ ŮɛűŬɜɑɕŮŰŬɘ ɤɠ 

Subject Public Key Info ůŮ ɏɜŬ ɐ ˊŮɟɘůůɧŰŮɟŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ȾɞɟɡűŬɑŬɠ ȷɄ ɐ/əŬɘ 

ɄɘůŰɞˊɞɘɖŰɘəɎ ȺɜŭɘɎɛŮůɤɜ ȷɄ. 

 

ɄɘůŰɞˊɞɘɖŰɘəɧ: ȰɜŬ ɖɚŮəŰɟɞɜɘəɧ ɏɔɔɟŬűɞ ˊɞɡ ɢɟɖůɘɛɞˊɞɘŮɑ ɣɖűɘŬəɐ ɡˊɞɔɟŬűɐ ɔɘŬ 

ɜŬ ůɡɜŭɏůŮɘ ɏɜŬ ŭɖɛɧůɘɞ əɚŮɘŭɑ ɛŮ ɛɑŬ ŰŬɡŰɧŰɖŰŬ. 

 

https://tools.ietf.org/html/rfc8659
https://tools.ietf.org/html/rfc9495
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ɈˊŮɨɗɡɜɞɠ Ȱɔəɟɘůɖɠ ɄɘůŰɞˊɞɘɖŰɘəɞɨ: ɏɜŬ űɡůɘəɧ ˊɟɧůɤˊɞ ˊɞɡ ŮɑɜŬɘ ŮɑŰŮ ɞ ȷɘŰɩɜ, 

ŮɟɔɎɕŮŰŬɘ ůŰɞɜ ȷɘŰɞɨɜŰŬ, ŮɑŰŮ ŮɑɜŬɘ ɏɜŬɠ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɞɠ ŬɜŰɘˊɟɧůɤˊɞɠ ˊɞɡ ɏɢŮɘ 

ɟɖŰɐ ŮɝɞɡůɘɞŭɧŰɖůɖ ɜŬ ŮəˊɟɞůɤˊŮɑ Űɞɜ ȷɘŰɞɨɜŰŬ ɔɘŬ ɜŬ i) ŮɜŮɟɔŮɑ ɤɠ ɞ ȷɘŰɩɜ 

ɄɘůŰɞˊɞɘɖŰɘəɞɨ əŬɘ ɜŬ ŮɝɞɡůɘɞŭɞŰŮɑ Ɏɚɚɞɡɠ ɡˊŬɚɚɐɚɞɡɠ ɐ ŰɟɑŰɞɡɠ ɜŬ ŮɜŮɟɔɞɨɜ ɤɠ ɞɘ 

ȷɘŰɞɨɜŰŮɠ ɄɘůŰɞˊɞɘɖŰɘəɞɨ əŬɘ ii) ɜŬ ŮɔəɟɑɜŮɘ ȷɘŰɐůŮɘɠ ɔɘŬ ɄɘůŰɞˊɞɘɖŰɘəɎ EV ˊɞɡ 

ɡˊɞɓɎɚɚɞɜŰŬɘ Ŭˊɧ Ɏɚɚɞɡɠ ȷɘŰɞɨɜŰŮɠ ɄɘůŰɞˊɞɘɖŰɘəɩɜ. 

 

ȹŮŭɞɛɏɜŬ ɄɘůŰɞˊɞɘɖŰɘəɞɨ: Ƀɘ ŬɘŰɐůŮɘɠ ˊɘůŰɞˊɞɘɖŰɘəɞɨ əŬɘ ŰŬ ŭŮŭɞɛɏɜŬ ˊɞɡ 

ůɢŮŰɑɕɞɜŰŬɘ ɛŮ ŬɡŰɏɠ (ŮɑŰŮ ˊɟɞɏɟɢɞɜŰŬɘ Ŭˊɧ Űɞɜ ŬɘŰɞɨɜŰŬ ŮɑŰŮ Ŭˊɧ Ɏɚɚɖ ˊɖɔɐ) əŬɘ 

ɓɟɑůəɞɜŰŬɘ ůŰɖɜ əŬŰɞɢɐ ɐ Űɞɜ ɏɚŮɔɢɞ Űɖɠ HARICA ɐ ůŮ ɛɏɟɖ/ɡˊɖɟŮůɑŮɠ ˊɞɡ ɏɢŮɘ 

ˊɟɧůɓŬůɖ ɖ HARICA. 

 

ɄɘůŰɞˊɞɘɖŰɘəɧ ɔɘŬ ȼɚŮəŰɟɞɜɘəɐ ɈˊɞɔɟŬűɐ: ȼɚŮəŰɟɞɜɘəɧ ɏɔɔɟŬűɞ ˊɞɡ 

ɢɟɖůɘɛɞˊɞɘŮɑ ɣɖűɘŬəɐ ɡˊɞɔɟŬűɐ ɔɘŬ ɜŬ ůɡɜŭɏůŮɘ ɏɜŬ ŭɖɛɧůɘɞ əɚŮɘŭɑ ɛŮ ɛɑŬ 

ŰŬɡŰɧŰɖŰŬ. 

 

ȹɘŮɟɔŬůɑŬ ȹɘŬɢŮɑɟɘůɖɠ ɄɘůŰɞˊɞɘɖŰɘəɞɨ: Ƀɘ ŭɘŮɟɔŬůɑŮɠ, ˊɟŬəŰɘəɏɠ əŬɘ ŭɘŬŭɘəŬůɑŮɠ 

ˊɞɡ ůɢŮŰɑɕɞɜŰŬɘ ɛŮ Űɖ ɢɟɐůɖ əɚŮɘŭɘɩɜ, ɚɞɔɘůɛɘəɞɨ əŬɘ ɡɚɘəɞɨ, ɛŮ ŰŬ ɞˊɞɑŬ ɖ HARICA 

ŮˊŬɚɖɗŮɨŮɘ ŰŬ ȹŮŭɞɛɏɜŬ ɄɘůŰɞˊɞɘɖŰɘəɞɨ, ŮəŭɑŭŮɘ ɄɘůŰɞˊɞɘɖŰɘəɎ, ŭɘŬŰɖɟŮɑ ɏɜŬ 

ȷˊɞɗŮŰɐɟɘɞ əŬɘ ŬɜŬəŬɚŮɑ ɄɘůŰɞˊɞɘɖŰɘəɎ. 

 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ: ȰɜŬ ůɨɜɞɚɞ əŬɜɧɜɤɜ ˊɞɡ ˊŮɟɘɔɟɎűɞɡɜ Űɖ ŭɡɜŬŰɧŰɖŰŬ 

ɢɟɐůɖɠ ůɡɔəŮəɟɘɛɏɜɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ůŮ ůɡɔəŮəɟɘɛɏɜɖ əɞɘɜɧŰɖŰŬ əŬɘ / ɐ ɡɚɞˊɞɑɖůɖ 

ɈȹȾ ɛŮ əɞɘɜɏɠ ˊɟɞŭɘŬɔɟŬűɏɠ ŬůűɎɚŮɘŬɠ. 

 

Ʉɟɞűɑɚ ɄɘůŰɞˊɞɘɖŰɘəɩɜ: ɀɘŬ ůŮɘɟɎ əŮɘɛɏɜɤɜ ɐ ŬɟɢŮɑɤɜ ˊɞɡ ɟɡɗɛɑɕɞɡɜ Űɘɠ 

ŬˊŬɘŰɐůŮɘɠ ɔɘŬ Űɞ ˊŮɟɘŮɢɧɛŮɜɞ ɄɘůŰɞˊɞɘɖŰɘəɩɜ əŬɘ ŮˊŮəŰɎůŮɘɠ ɄɘůŰɞˊɞɘɖŰɘəɩɜ 

ůɨɛűɤɜŬ ɛŮ Űɖɜ ŮɜɧŰɖŰŬ 7. 

 

ȷɜŬűɞɟɎ ɄɟɞɓɚɐɛŬŰɞɠ ɄɘůŰɞˊɞɘɖŰɘəɞɨ: ȼ ŬɜŬűɞɟɎ ˊɘɗŬɜɐɠ ɄŬɟŬɓɑŬůɖɠ 

ȾɚŮɘŭɘɞɨ, əŬəɐɠ ɢɟɐůɖɠ ɄɘůŰɞˊɞɘɖŰɘəɞɨ, ɐ Ɏɚɚɖɠ ɛɞɟűɐɠ ŬˊɎŰɖɠ, əŬəɐɠ ɢɟɐůɖɠ, ɐ ɛɖ 

ŬˊɞŭŮəŰɐɠ ůɡɛˊŮɟɘűɞɟɎɠ ˊɞɡ ůɢŮŰɑɕŮŰŬɘ ɛŮ ɄɘůŰɞˊɞɘɖŰɘəɎ. 

 

ȷɘŰɩɜ ɄɘůŰɞˊɞɘɖŰɘəɞɨ: ȰɜŬ űɡůɘəɧ ˊɟɧůɤˊɞ ˊɞɡ ŮɑɜŬɘ ŮɑŰŮ ɞ ȷɘŰɩɜ, ŮɑŰŮ ŮɟɔɎɕŮŰŬɘ 

ůŰɞɜ ȷɘŰɞɨɜŰŬ, ŮɑŰŮ  ŮɑɜŬɘ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɞɠ ŬɜŰɘˊɟɧůɤˊɞɠ ˊɞɡ ɏɢŮɘ ɟɖŰɐ 

ŮɝɞɡůɘɞŭɧŰɖůɖ ɜŬ ŮəˊɟɞůɤˊŮɑ Űɞɜ ȷɘŰɞɨɜŰŬ, ɐ ŰɟɑŰɞɠ  (ɧˊɤɠ ɏɜŬɠ ɄɎɟɞɢɞɠ 

ɈˊɖɟŮůɘɩɜ ȹɘŬŭɘəŰɨɞɡ ɐ ɛɘŬ ŮŰŬɘɟŮɑŬ ˊɞɡ űɘɚɞɝŮɜŮɑ ɡˊɖɟŮůɑŮɠ) ˊɞɡ ůɡɛˊɚɖɟɩɜŮɘ əŬɘ 

ɡˊɞɓɎɚɚŮɘ ȷɑŰɖůɖ ɄɘůŰɞˊɞɘɖŰɘəɞɨ EV ɔɘŬ ɚɞɔŬɟɘŬůɛɧ Űɞɡ ȷɘŰɞɨɜŰɞɠ. 

 

ȿɑůŰŬ ȷɜŬəɚɖɗɏɜŰɤɜ ɄɘůŰɞˊɞɘɖŰɘəɩɜ: ɀɑŬ ɚɑůŰŬ ŬɜŬəɚɖɗɏɜŰɤɜ ɄɘůŰɞˊɞɘɖŰɘəɩɜ 

ˊɞɡ ŬɜŬɜŮɩɜŮŰŬɘ ŰŬəŰɘəɎ, űɏɟŮɘ ɢɟɞɜɞůɐɛŬɜůɖ əŬɘ ɖ ɞˊɞɑŬ ŭɖɛɘɞɡɟɔŮɑŰŬɘ əŬɘ 

ɡˊɞɔɟɎűŮŰŬɘ ɣɖűɘŬəɎ Ŭˊɧ Űɖɜ ȷɄ ˊɞɡ ŮɝɏŭɤůŮ ŰŬ ɄɘůŰɞˊɞɘɖŰɘəɎ. 

 

ȷɟɢɐ ɄɘůŰɞˊɞɑɖůɖɠ: ȰɜŬɠ ɞɟɔŬɜɘůɛɧɠ ˊɞɡ ŮɑɜŬɘ ɡˊŮɨɗɡɜɞɠ ɔɘŬ Űɖ ŭɖɛɘɞɡɟɔɑŬ, 

ɏəŭɞůɖ, ŬɜɎəɚɖůɖ əŬɘ ŭɘŬɢŮɑɟɘůɖ ɄɘůŰɞˊɞɘɖŰɘəɩɜ. Ƀ ɧɟɞɠ ɘůɢɨŮɘ Ůɝɑůɞɡ əŬɘ ɔɘŬ Űɘɠ 

ȾɞɟɡűŬɑŮɠ ȷɟɢɏɠ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ɔɘŬ Űɘɠ ȺɜŭɘɎɛŮůŮɠ ȷɄ. 

 

ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ: ȰɜŬ Ŭˊɧ ŰŬ ˊɞɚɚɎ ɏɔɔɟŬűŬ ˊɞɡ ŬˊɞŰŮɚɞɨɜ Űɞ 

ˊɚŬɑůɘɞ ŭɘŬəɡɓɏɟɜɖůɖɠ ůɨɛűɤɜŬ ɛŮ Űɞ ɞˊɞɑɞ ŰŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ŭɖɛɘɞɡɟɔɞɨɜŰŬɘ, 

ŮəŭɑŭɞɜŰŬɘ, ŮɚɏɔɢɞɜŰŬɘ, əŬɘ ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ. 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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ɆɡůŰɐɛŬŰŬ ɄɘůŰɞˊɞɘɖŰɘəɩɜ: ɇɞ ůɨůŰɖɛŬ ˊɞɡ ɢɟɖůɘɛɞˊɞɘŮɑ ɖ HARICA ɐ 

ȺɝɞɡůɘɞŭɞŰɖɛɏɜɞɠ ɇɟɑŰɞɠ ȺŰŬɑɟɞɠ ɔɘŬ ɜŬ ˊŬɟɏɢŮɘ ŮˊŬɚɐɗŮɡůɖ ŰŬɡŰɧŰɖŰŬɠ, 

əŬŰŬɢɩɟɘůɖ əŬɘ ŮɔɔɟŬűɐ, ɏɔəɟɘůɖ əŬɘ ɏəŭɞůɖ ˊɘůŰɞˊɞɘɖŰɘəɞɨ, əŬŰɎůŰŬůɖ 

ŮɔəɡɟɧŰɖŰŬɠ, ɡˊɞůŰɐɟɘɝɖ əŬɘ ɎɚɚŮɠ ɡˊɖɟŮůɑŮɠ ˊɞɡ ůɢŮŰɑɕɞɜŰŬɘ ɛŮ Űɖɜ ɈȹȾ. 

 

ȹɘŬűɎɜŮɘŬ ɄɘůŰɞˊɞɘɖŰɘəɩɜ (Certificate Transparency): ȰɜŬ ůɨůŰɖɛŬ ŭɖɛɧůɘŬɠ 

əŬŰŬɔɟŬűɐɠ ɣɖűɘŬəɩɜ ˊɘůŰɞˊɞɘɖŰɘəɩɜ ŬˊɞəɚŮɘůŰɘəɎ ɛŮ ŭɡɜŬŰɧŰɖŰŬ ˊɟɞůɗɐəɖɠ 

ŮɔɔɟŬűɩɜ, ɧˊɤɠ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɞ RFC 6962. 

 

ɄɘůŰɞˊɞɘɖŰɘəɧ ɈˊɞɔɟŬűɐɠ ȾɩŭɘəŬ: ɊɖűɘŬəɧ ˊɘůŰɞˊɞɘɖŰɘəɧ ˊɞɡ ˊŮɟɘɏɢŮɘ Űɖɜ Űɘɛɐ 

ñcode Signingò ůŰɖɜ ŮˊɏəŰŬůɖ ñExtended Key Usageò əŬɘ Űɞ ŮɛˊɘůŰŮɨŮŰŬɘ ɏɜŬɠ 

ɄɟɞɛɖɗŮɡŰɐɠ ȿɞɔɘůɛɘəɞɨ ɔɘŬ ɜŬ ɡˊɞɔɟɎűŮɘ ŮəŰŮɚɏůɘɛɞ ɚɞɔɘůɛɘəɧ. 

 

Ⱦɞɘɜɐ ȸɎůɖ ȹŮŭɞɛɏɜɤɜ ȷɄ: ũɜɤůŰɐ əŬɘ ɤɠ ñCCADBò. ȷɡŰɧ ŮɑɜŬɘ ɏɜŬ ŬˊɞɗŮŰɐɟɘɞ 

ˊɚɖɟɞűɞɟɘɩɜ ůɢŮŰɘəɎ ɛŮ Űɘɠ ȺɝɤŰŮɟɘəɏɠ ȷɟɢɏɠ ɄɘůŰɞˊɞɑɖůɖɠ (CA) Űɤɜ ɞˊɞɑɤɜ ŰŬ 

əɞɟɡűŬɑŬ əŬɘ ŮɜŭɘɎɛŮůŬ ˊɘůŰɞˊɞɘɖŰɘəɎ ˊŮɟɘɚŬɛɓɎɜɞɜŰŬɘ ůŰŬ ˊɟɞɥɧɜŰŬ əŬɘ Űɘɠ 

ɡˊɖɟŮůɑŮɠ Űɤɜ CCADB Root Store Operators (https://ccadb.org) 

 

ȰɚŮɔɢɞɠ (ɜɞɛɘəɐɠ ɞɜŰɧŰɖŰŬɠ): Ƀ çȰɚŮɔɢɞɠ» (əŬɘ ɞɘ ůɡɜŬəɧɚɞɡɗŮɠ ɏɜɜɞɘŮɠ, «ˊɞɡ 

ŮɚɏɔɢŮŰŬɘ Ŭˊɧ» əŬɘ «ɡˊɧ əɞɘɜɧ ɏɚŮɔɢɞ ɛŮ») ůɖɛŬɑɜŮɘ əŬŰɞɢɐ, ɎɛŮůɖ ɐ ɏɛɛŮůɖ, Űɖɠ 

ŮɝɞɡůɑŬɠ ɜŬ: (1) ŭɘŮɡɗɨɜŮɘ Űɖɜ ŭɘɞɑəɖůɖ, Űɞ ˊɟɞůɤˊɘəɧ, ŰŬ ɞɘəɞɜɞɛɘəɎ, ɐ ŰŬ ůɢɏŭɘŬ Űɖɠ 

ɜɞɛɘəɐɠ ɞɜŰɧŰɖŰŬɠ, (2) ŮɚɏɔɢŮɘ Űɖɜ Ůəɚɞɔɐ Űɖɠ ˊɚŮɘɞɣɖűɑŬɠ Űɤɜ ɛŮɚɩɜ Űɖɠ ȹɘɞɑəɖůɖɠ 

ɐ (3) ɜŬ ɣɖűɑɕŮɘ ɛŮ Űɞ ˊɞůɞůŰɧ Űɤɜ ŭɘəŬɘɤɛɎŰɤɜ ɣɐűɞɡ ˊɞɡ ŬˊŬɘŰɞɨɜŰŬɘ ɔɘŬ Űɖɜ 

Ɏůəɖůɖ Ůɚɏɔɢɞɡ ůɨɛűɤɜŬ ɛŮ Űɞ ŮűŬɟɛɞůŰɏɞ ŭɑəŬɘɞ ˊɞɡ ɘůɢɨŮɘ ɔɘŬ Űɖɜ ůɡɔəŮəɟɘɛɏɜɖ 

ɜɞɛɘəɐ ɞɜŰɧŰɖŰŬ ɐ Űɞ ȾŬŰŬůŰŬŰɘəɧ ŬɡŰɐɠ, Űɞ ɞˊɞɑɞ  ůŮ əŬɛɑŬ ˊŮɟɑˊŰɤůɖ ŭŮɜ ɛˊɞɟŮɑ 

ɜŬ  ŮɑɜŬɘ ɚɘɔɧŰŮɟɞ Ŭˊɧ 10%. 

 

ɆɡɜŰɞɜɘůɛɏɜɖ ɄŬɔəɧůɛɘŬ ȵɟŬ: ȸŬɗɛɑŭŬ ɢɟɧɜɞɡ ɛŮ ŬəɟɑɓŮɘŬ ŭŮɡŰŮɟɞɚɏˊŰɞɡ ɧˊɤɠ 

ɞɟɑɕŮŰŬɘ ůŰɖ ɆɨůŰŬůɖ ITU-R TF.460-6. 

 

ɉɩɟŬ: ȺɑŰŮ ɏɜŬ ɛɏɚɞɠ Űɞɡ ɃɟɔŬɜɘůɛɞɨ ȼɜɤɛɏɜɤɜ Ⱥɗɜɩɜ (ɃȼȺ) ŮɑŰŮ ɛɑŬ ɔŮɤɔɟŬűɘəɐ 

ˊŮɟɘɞɢɐ ˊɞɡ ŬɜŬɔɜɤɟɑɕŮŰŬɘ ɤɠ əɡɟɑŬɟɢɞ ɏɗɜɞɠ Ŭˊɧ ŭɨɞ ŰɞɡɚɎɢɘůŰɞɜ əɟɎŰɖ-ɛɏɚɖ Űɞɡ 

ɃȼȺ. 

 

ɄɘůŰɞˊɞɘɖŰɘəɧ ȹɘŬ-ˊɘůŰɞˊɞɑɖůɖɠ: ȰɜŬ ˊɘůŰɞˊɞɘɖŰɘəɧ ˊɞɡ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ɔɘŬ Űɖ 

ŭɖɛɘɞɡɟɔɑŬ ɛɘŬɠ ůɢɏůɖɠ ŮɛˊɘůŰɞůɨɜɖɠ ɛŮŰŬɝɨ ŭɨɞ ȾɞɟɡűŬɑɤɜ ȷɄ. 

 

CSPRNG: ũŮɜɜɐŰɟɘŬ ŰɡɢŬɑɤɜ Ŭɟɘɗɛɩɜ ˊɞɡ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ůŮ əɟɡˊŰɞɔɟŬűɘəɧ 

ůɨůŰɖɛŬ.  

 

ȺɝɞɡůɘɞŭɞŰɖɛɏɜɞɠ ɇɟɑŰɞɠ ȺŰŬɑɟɞɠ:  ȰɜŬ űɡůɘəɧ ɐ ɜɞɛɘəɧ ˊɟɧůɤˊɞ ˊɞɡ ŰŬɡŰɑɕŮŰŬɘ 

ɛŮ Űɖ HARICA əŬɘ ɏɢŮɘ ŮɝɞɡůɘɞŭɞŰɖɗŮɑ Ŭˊɧ ŬɡŰɐɜ ɜŬ ɓɞɖɗɎ ůŰɖ ȹɘŮɟɔŬůɑŬ 

ȹɘŬɢŮɑɟɘůɖɠ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ŬˊɞŭɑŭɞɜŰŬɠ ɐ ŮəˊɚɖɟɩɜɞɜŰŬɠ ɛɑŬ ɐ ˊŮɟɘůůɧŰŮɟŮɠ Ŭˊɧ 

Űɘɠ ŬˊŬɘŰɐůŮɘɠ Űɖɠ HARICA ˊɞɡ ɓɟɑůəɞɜŰŬɘ ůŮ ŬɡŰɧ Űɞ əŮɑɛŮɜɞ.  

 

Email ȺˊŬűɐɠ DNS CAA: ȼ ŭɘŮɨɗɡɜůɖ email ɧˊɤɠ ɞɟɑɕŮŰŬɘ ůŰɖɜ ŮɜɧŰɖŰŬ 13.1.1.  

 

ɇɖɚɏűɤɜɞ ȺˊŬűɐɠ DNS CAA: ȼ ŭɘŮɨɗɡɜůɖ email ɧˊɤɠ ɞɟɑɕŮŰŬɘ ůŰɖɜ ŮɜɧŰɖŰŬ 

13.1.2.  

https://ccadb.org/


Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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Email ȺˊŬűɐɠ ȺɔɔɟŬűɐɠ DNS TXT  : ȼ ŭɘŮɨɗɡɜůɖ email ɧˊɤɠ ɞɟɑɕŮŰŬɘ ůŰɖɜ ŮɜɧŰɖŰŬ 

13.2.1. 

 

ɇɖɚɏűɤɜɞ ȺˊŬűɐɠ ȺɔɔɟŬűɐɠ DNS TXT:  Ƀ Ŭɟɘɗɛɧɠ ŰɖɚŮűɩɜɞɡ ɧˊɤɠ ɞɟɑɕŮŰŬɘ ůŰɖɜ 

ŮɜɧŰɖŰŬ 13.2.2 

 

ȺˊŬűɐ ɃɜɧɛŬŰɞɠ ɉɩɟɞɡ (Domain Contact): ɇŬ ůŰɞɘɢŮɑŬ ŮˊɘəɞɘɜɤɜɑŬɠ Űɞɡ 

ȾŬŰŬɢɤɟɑɕɞɜŰŬ ɃɜɧɛŬŰɞɠ ɉɩɟɞɡ, ŰŮɢɜɘəɞɨ ɐ ŭɘɞɘəɖŰɘəɞɨ Ůəˊɟɞůɩˊɞɡ (ɐ ŰŬ 

ɘůɞŭɨɜŬɛŬ ůɖɛŮɑŬ ŮˊŬűɐɠ ɧŰŬɜ Űɞ ȳɜɞɛŬ ɉɩɟɞɡ ɓɟɑůəŮŰŬɘ ůŮ ɘŮɟŬɟɢɑŬ ccTLD) 

ɧˊɤɠ əŬŰŬɔɟɎűɞɜŰŬɘ ůŰɖɜ ŮɔɔɟŬűɐ WHOIS Űɞɡ ɃɜɧɛŬŰɞɠ ɉɩɟɞɡ ȸɎůɖɠ ɐ ůŮ 

ŮɔɔɟŬűɐ SOA Űɞɡ DNS, ɐ ɧˊɤɠ ŬˊɞəŰɐɗɖəŬɜ Ŭˊɧ Űɖɜ ɎɛŮůɖ ŮˊɘəɞɘɜɤɜɑŬ ɛŮ Űɞɜ 

ȾŬŰŬɢɤɟɖŰɐ ɃɜɞɛɎŰɤɜ ɉɩɟɞɡ. 

ȺŰɘəɏŰŬ ɃɜɧɛŬŰɞɠ ɉɩɟɞɡ (Domain Label): ɀŮŰɎűɟŬůɖ Ŭˊɧ Űɞ RFC 8499 

(https://tools.ietf.org/html/rfc8499): çɀɘŬ ůɡɜŮɢɧɛŮɜɖ ɚɑůŰŬ ŬˊɞŰŮɚɞɨɛŮɜɖ Ŭˊɧ ɛɖŭɏɜ 

ɐ ˊŮɟɘůůɧŰŮɟŮɠ ɞəŰɎŭŮɠ ˊɞɡ ŭɖɛɘɞɡɟɔɞɨɜ Űɞ ɛɏɟɞɠ Ůɜɧɠ ɞɜɧɛŬŰɞɠ ɢɩɟɞɡ. ɆɨɛűɤɜŬ 

ɛŮ Űɖ ɗŮɤɟɑŬ ɔɟɎűɤɜ, ɛɘŬ ŮŰɘəɏŰŬ ŬˊɞŰɡˊɩɜŮɘ ɏɜŬ əɧɛɓɞ ůŮ ɛɏɟɞɠ Űɞɡ ɔɟɎűɞɡ ɧɚɤɜ 

Űɤɜ ˊɘɗŬɜɩɜ ɞɜɞɛɎŰɤɜ ɢɩɟɞɡè. 

ȳɜɞɛŬ ɉɩɟɞɡ (Domain Name): ɀɘŬ ůɡɜŮɢɧɛŮɜɖ ɚɑůŰŬ Ůɜɧɠ ɐ ˊŮɟɘůůɞŰɏɟɤɜ 

ȺŰɘəŮŰɩɜ ɃɜɧɛŬŰɞɠ ɉɩɟɞɡ ˊɞɡ ɏɢŮɘ ŬɜŬŰŮɗŮɑ ůŮ ɏɜŬ əɧɛɓɞ ůŰɞ ɆɨůŰɖɛŬ ɃɜɞɛɎŰɤɜ 

ɉɩɟɞɡ (DNS). 

 

ɄŮɟɘɞɢɐ ɃɜɧɛŬŰɞɠ ɉɩɟɞɡ (Domain Namespace): ɇɞ ůɨɜɞɚɞ ɧɚɤɜ Űɤɜ ˊɘɗŬɜɩɜ 

ɃɜɞɛɎŰɤɜ ɉɩɟɞɡ ˊɞɡ ɡˊɎɔɞɜŰŬɘ ůŮ ɏɜŬ ɛɞɜŬŭɘəɧ əɧɛɓɞ Űɞɡ ɆɡůŰɐɛŬŰɞɠ ɃɜɞɛɎŰɤɜ 

ɉɩɟɞɡ (DNS). 

 

ȾŬŰŬɢɤɟɑɕɤɜ ɃɜɧɛŬŰɞɠ ɉɩɟɞɡ (Domain Name Registrant): ɀŮɟɘəɏɠ űɞɟɏɠ 

ŬɜŬűɏɟŮŰŬɘ ɤɠ "ɘŭɘɞəŰɐŰɖɠ" Űɞɡ ɃɜɧɛŬŰɞɠ ɉɩɟɞɡ, ŬɚɚɎ ˊɘɞ ɞɟɗɎ Űɞ ˊɟɧůɤˊɞ(-Ŭ) ɐ ɖ 

ɞɜŰɧŰɖŰŬ (-Ůɠ) ˊɞɡ ɏɢŮɘ əŬŰŬɢɤɟɖɗŮɑ ůŮ ɏɜŬɜ ȾŬŰŬɢɤɟɖŰɐ ɃɜɞɛɎŰɤɜ ɉɩɟɞɡ, ɧŰɘ ɏɢŮɘ 

Űɞ ŭɘəŬɑɤɛŬ ɜŬ ŮɚɏɔɢŮɘ ˊɩɠ ɏɜŬ ɧɜɞɛŬ ɢɩɟɞɡ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ, ɧˊɤɠ Űɞ űɡůɘəɧ ɐ 

ɜɞɛɘəɧ ˊɟɧůɤˊɞ ˊɞɡ ŬɜŬűɏɟŮŰŬɘ ɤɠ ɞ "ȾŬŰŬɢɤɟɑɕɤɜ" Ŭˊɧ Űɞ WHOIS ɐ Űɞɜ 

ȾŬŰŬɢɤɟɖŰɐ ɃɜɧɛŬŰɞɠ  ɉɩɟɞɡ. 

 

ȾŬŰŬɢɤɟɖŰɐɠ ɃɜɧɛŬŰɞɠ ɉɩɟɞɡ (Domain Name Registrar): ȰɜŬ ˊɟɧůɤˊɞ ɐ 

ɞɜŰɧŰɖŰŬ ɖ ɞˊɞɑŬ əŬŰŬɢɤɟŮɑ ŰŬ ɃɜɧɛŬŰŬ ɉɩɟɞɡ ɡˊɧ Űɖɜ ŬɘɔɑŭŬ , ɐ ůŮ ůɡɛűɤɜɑŬ ɛŮ: 

(i) Űɞɜ ɞɟɔŬɜɘůɛɧ Internet Corporation for Assigned Names and Numbers (ICANN), 

(ii) ɛɘŬ Ůɗɜɘəɐ ɃɜɞɛŬŰɞɚɞɔɘəɐ Ŭɟɢɐ / ɛɖŰɟɩɞ, ɐ (iii) ɏɜŬ ȾɏɜŰɟɞ ȹɘəŰɨɤɜ 

(ůɡɛˊŮɟɘɚŬɛɓŬɜɞɛɏɜɤɜ Űɤɜ ůɡɜŭŮŭŮɛɏɜɤɜ ɞɜŰɞŰɐŰɤɜ Űɞɡɠ, ŮɟɔɞɚɎɓɤɜ, 

ŬɜŰɘˊɟɞůɩˊɤɜ, ŭɘŬŭɧɢɤɜ ɐ ŮəɢɤɟɖŰɩɜ). 

 

ȺɔɔɟŬűɐ EBA PSD2: ȼ ŮɔɔɟŬűɐ Űɤɜ ɘŭɟɡɛɎŰɤɜ ˊɚɖɟɤɛɩɜ əŬɘ Űɤɜ ɘŭɟɡɛɎŰɤɜ 

ɖɚŮəŰɟɞɜɘəɞɨ ɢɟɐɛŬŰɞɠ ˊɞɡ ŬɜŬˊŰɨůůŮɘ, ŭɘŬɢŮɘɟɑɕŮŰŬɘ əŬɘ ůɡɜŰɖɟŮɑ ɖ Ⱥȷɇ (EBA) 

ɓɎůŮɘ Űɞɡ Ɏɟɗɟɞɡ 15 Űɖɠ ɃŭɖɔɑŬɠ Űɖɠ ȺɡɟɤˊŬɥəɐɠ Ȱɜɤůɖɠ (EU) 2015/2366. 

 

ȾŬɜɞɜɘůɛɧɠ eIDAS: ȷɜŬűɏɟŮŰŬɘ ůŰɞɜ ȺɡɟɤˊŬɥəɧ ȾŬɜɞɜɘůɛɧ 910/2014 ɧˊɤɠ 

ŰɟɞˊɞˊɞɘɐɗɖəŮ Ŭˊɧ Űɞɜ ȺɡɟɤˊŬɥəɧ ȾŬɜɞɜɘůɛɧ 1183/2024. 

 

https://tools.ietf.org/html/rfc8499


Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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EV ɄɘůŰɞˊɞɘɖŰɘəɧ ɃɟɔŬɜɘůɛɞɨ (Enterprise EV Certificate): ȰɜŬ EV 

ɄɘůŰɞˊɞɘɖŰɘəɧ ɧˊɞɡ ɛɑŬ ȺŰŬɘɟɘəɐ ȷȾ (Enterprise RA) ŮɝɞɡůɘɞŭɞŰŮɑ Űɖɜ HARICA ɜŬ 

ŮəŭɩůŮɘ ůŮ ŰɟɑŰɞ əŬɘ ɡɣɖɚɧŰŮɟɞ ŮˊɑˊŮŭɞ ɢɩɟɞɡ ɞɜɞɛɎŰɤɜ. ɇŬ EV ɄɘůŰɞˊɞɘɖŰɘəɎ 

ɃɟɔŬɜɘůɛɩɜ SSL/TLS ɛˊɞɟɞɨɜ ɜŬ Ůəŭɞɗɞɨɜ ɛɧɜɞ ůŮ ŰɟɑŰɞ ɐ ɡɣɖɚɧŰŮɟɞ ŮˊɑˊŮŭɞ 

ɢɩɟɞɡ ɞɜɞɛɎŰɤɜ. 

 

EV ȺŰŬɘɟɘəɐ ȷɟɢɐ ȾŬŰŬɢɩɟɖůɖɠ: ȰɜŬɠ ɡˊɎɚɚɖɚɞɠ ɐ ɏɜŬɠ ŬɜŰɘˊɟɧůɤˊɞɠ Ůɜɧɠ 

ɞɟɔŬɜɘůɛɞɨ ˊɞɡ ŭŮɜ ůɡɜŮɟɔɎɕŮŰŬɘ ɛŮ Űɖɜ ɈȹȾ HARICA əŬɘ ŮɝɞɡůɘɞŭɞŰŮɑ Űɖɜ ɈȹȾ 

HARICA ɜŬ ŮəŭɑŭŮɘ EV ɄɘůŰɞˊɞɘɖŰɘəɎ. 

 

ȺŰŬɘɟɘəɐ ȷɟɢɐ ȾŬŰŬɢɩɟɘůɖɠ: ȰɜŬɠ ɡˊɎɚɚɖɚɞɠ ɐ ŬɜŰɘˊɟɧůɤˊɞɠ Ůɜɧɠ ɞɟɔŬɜɘůɛɞɨ 

ˊɞɡ ŭŮɜ ŬɜɐəŮɘ ůŰɖɜ HARICA əŬɘ ŮɔəɟɑɜŮɘ Űɖɜ ɏəŭɞůɖ ɄɘůŰɞˊɞɘɖŰɘəɩɜ ɔɘŬ Űɞɜ Ůɜ 

ɚɧɔɤ ɞɟɔŬɜɘůɛɧ. 

 

ȺɡɟɤˊŬȶəɧ ɀɞɜŬŭɘəɧ ȷɜŬɔɜɤɟɘůŰɘəɧ (EUID): ɇɞ EUID ŬɜŬɔɜɤɟɑɕŮɘ ɛɞɜŬŭɘəɎ 

Űɞɡɠ ŮˊɑůɖɛŬ əŬŰŬɢɤɟɘůɛɏɜɞɡɠ ɞɟɔŬɜɘůɛɞɨɠ, ɁɞɛɘəɎ ɄɟɧůɤˊŬ, əŬɘ ˊŬɟŬɟŰɐɛŬŰŬ 

ŮɜŰɧɠ Űɖɠ ȺɡɟɤˊŬɥəɐɠ Ȱɜɤůɖɠ ɐ Űɞɡ ȺɡɟɤˊŬɥəɞɨ Ƀɘəɞɜɞɛɘəɞɨ ɉɩɟɞɡ. ɇɞ EUID 

ɞɟɑɕŮŰŬɘ ůŰɞ əŮűɎɚŬɘɞ 9 Űɞɡ ɄŬɟŬɟŰɐɛŬŰɞɠ Űɞɡ ȺəŰŮɚŮůŰɘəɞɨ ȾŬɜɞɜɘůɛɞɨ (ȺȺ) 

2021/1042, ɞ ɞˊɞɑɞɠ ˊŮɟɘɔɟɎűŮɘ əŬɜɧɜŮɠ ɔɘŬ Űɖɜ ŮűŬɟɛɞɔɐ Űɖɠ ɃŭɖɔɑŬɠ (ȺȺ) 

2017/1132 çůɢŮŰɘəɎ ɛŮ ɞɟɘůɛɏɜŮɠ ˊŰɡɢɏɠ Űɞɡ ŮŰŬɘɟɘəɞɨ ŭɘəŬɑɞɡ (əɤŭɘəɞˊɞɑɖůɖ)è. 

 

EV ɄɘůŰɞˊɞɘɖŰɘəɧ: ȰɜŬ ˊɘůŰɞˊɞɘɖŰɘəɧ ˊɞɡ ˊŮɟɘɏɢŮɘ ˊɚɖɟɞűɞɟɑŮɠ ɔɘŬ Űɞ ɈˊɞəŮɑɛŮɜɞ 

ˊɞɡ ɏɢɞɡɜ ˊɟɞůŭɘɞɟɘůŰŮɑ əŬɘ ɞɘ ɞˊɞɑŮɠ ɏɢɞɡɜ ŮˊɘɓŮɓŬɘɤɗŮɑ ůɨɛűɤɜŬ ɛŮ Űɘɠ ɃŭɖɔɑŮɠ EV 

Űɞɡ CA/B Forum. ɈˊɎɟɢɞɡɜ EV ɄɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ SSL/TLS əŬɘ ɔɘŬ ɈˊɞɔɟŬűɐ 

ȾɩŭɘəŬ. ȾŬɘ ɞɘ ŭɨɞ Űɨˊɞɘ ˊɘůŰɞˊɞɘɖŰɘəɩɜ Ŭəɞɚɞɡɗɞɨɜ Űɘɠ ɑŭɘŮɠ ˊɟŬəŰɘəɏɠ Ůɚɏɔɢɞɡ 

ŮɔəɡɟɧŰɖŰŬɠ Ʉɚɖɟɞűɞɟɘɩɜ Űɞɡ ɈˊɞəŮɘɛɏɜɞɡ ˊɞɡ ůɢŮŰɑɕɞɜŰŬɘ ɛŮ Űɖɜ ɇŬɡŰɧŰɖŰŬ Űɞɡ 

ȷɘŰɞɨɜŰŬ.  

 

ȷɜŬɜɏɤůɖ EV ɄɘůŰɞˊɞɘɖŰɘəɞɨ: ȼ ŭɘŬŭɘəŬůɑŬ ɛŮ Űɖɜ ɞˊɞɑŬ ɏɜŬɠ ȷɘŰɩɜ ˊɞɡ ɏɢŮɘ ɏɜŬ 

ɏɔəɡɟɞ EV ɄɘůŰɞˊɞɘɖŰɘəɧ Ŭˊɧ Űɖɜ ɈȹȾ HARICA ˊɞɡ ŭŮɜ ɏɢŮɘ ɚɐɝŮɘ əŬɘ ŭŮɜ ɏɢŮɘ 

ŬɜŬəɚɖɗŮɑ, ɡˊɞɓɎɚɚŮɘ ŬɑŰɖůɖ ɔɘŬ ɏəŭɞůɖ ɜɏɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ EV ˊɞɡ 

ůɡɛˊŮɟɘɚŬɛɓɎɜŮɘ Űɞ ɑŭɘɞ ɧɜɞɛŬ ɞɟɔŬɜɘůɛɞɨ əŬɘ ȳɜɞɛŬ ɉɩɟɞɡ ɧˊɤɠ əŬɘ Űɞ Űɟɏɢɞɜ EV 

ˊɘůŰɞˊɞɘɖŰɘəɧ, ɛɑŬ ɜɏŬ ɖɛŮɟɞɛɖɜɑŬ ɘůɢɨɞɠ "ñvalid toò Ɏɚɚɖ Ŭˊɧ Űɖɜ ɖɛŮɟɞɛɖɜɑŬ ɚɐɝɖɠ 

Űɞɡ ŰɟɏɢɞɜŰɞɠ ɄɘůŰɞˊɞɘɖŰɘəɞɨ EV əŬɘ ɖ ŬɑŰɖůɖ ɔɑɜŮŰŬɘ ˊɟɘɜ Űɖ ɚɐɝɖ Űɞɡ ŰɟɏɢɞɜŰɞɠ 

ɄɘůŰɞˊɞɘɖŰɘəɞɨ EV Űɞɡ ȷɘŰɞɨɜŰŬ. 

 

ȷɑŰɖůɖ EV ɄɘůŰɞˊɞɘɖŰɘəɞɨ: ɀɑŬ ŬɑŰɖůɖ Ŭˊɧ ɏɜŬɜ ȷɘŰɞɨɜŰŬ ˊɞɡ ɕɖŰɎ EV 

ɄɘůŰɞˊɞɘɖŰɘəɧ, Űɞɡ ɞˊɞɑɞɡ Űɞ ɏɔəɡɟɞ ŬɑŰɖɛŬ ŮɝɞɡůɘɞŭɞŰŮɑŰŬɘ Ŭˊɧ Űɞɜ ȷɘŰɞɨɜŰŬ əŬɘ 

ɡˊɞɔɟɎűŮŰŬɘ Ŭˊɧ Űɞɜ ȷɜŰɘˊɟɧůɤˊɞ Űɞɡ ȷɘŰɞɨɜŰɞɠ. 

 

ɃŭɖɔɑŮɠ ɔɘŬ EV ɄɘůŰɞˊɞɘɖŰɘəɎ ɈˊɞɔɟŬűɐɠ ȾɩŭɘəŬ: ɇɞ ɏɔɔɟŬűɞ ñɃŭɖɔɑŮɠ ɔɘŬ 

Ȱəŭɞůɖ əŬɘ ȹɘŬɢŮɑɟɘůɖ ɄɘůŰɞˊɞɘɖŰɘəɩɜ ɈˊɞɔɟŬűɐɠ ȾɩŭɘəŬò, ˊɞɡ ŭɖɛɞůɘŮɨŮŰŬɘ əŬɘ 

ůɡɜŰɖɟŮɑŰŬɘ Ŭˊɧ Űɖ ůɨɛˊɟŬɝɖ CA/B Forum. 

 

ɃŭɖɔɑŮɠ EV:  ɇɞ ɏɔɔɟŬűɞ ñɃŭɖɔɑŮɠ ɔɘŬ Ȱəŭɞůɖ əŬɘ ȹɘŬɢŮɑɟɘůɖ ɄɘůŰɞˊɞɘɖŰɘəɩɜ  

ȺəŰŮŰŬɛɏɜɞɡ Ⱥɚɏɔɢɞɡ ȺɔəɡɟɧŰɖŰŬɠò, ˊɞɡ ŭɖɛɞůɘŮɨŮŰŬɘ Ŭˊɧ Űɖ ůɨɛˊɟŬɝɖ CA/B 

Forum. ȷɡŰɧ Űɞ ɏɔɔɟŬűɞ əɡɟɑɤɠ ŮůŰɘɎɕŮɘ ůŮ ɄɘůŰɞˊɞɘɖŰɘəɎ SSL/TLS ŬɚɚɎ əɎˊɞɘŮɠ 

Ŭˊɧ Űɘɠ ŬˊŬɘŰɐůŮɘɠ ŬɜŬűɏɟɞɜŰŬɘ ůŮ ɃŭɖɔɑŮɠ ɔɘŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ɈˊɞɔɟŬűɐɠ ȾɩŭɘəŬ EV 

əŬɘ ȺɡɟɤˊŬɥəɎ ɄɟɧŰɡˊŬ ETSI (ˊ.ɢ. ETSI EN 319 411-1). 

 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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ȹɘŮɟɔŬůɑŮɠ EV: ɇŬ əɚŮɘŭɘɎ, Űɞ ɚɞɔɘůɛɘəɧ, ɞɘ ŭɘŮɟɔŬůɑŮɠ əŬɘ ŭɘŬŭɘəŬůɑŮɠ ɛŮ Űɘɠ ɞˊɞɑŮɠ 

ɖ ɈȹȾ HARICA ŮˊŬɚɖɗŮɨŮɘ ȹŮŭɞɛɏɜŬ ɄɘůŰɞˊɞɘɖŰɘəɞɨ, ŮəŭɑŭŮɘ ɄɘůŰɞˊɞɘɖŰɘəɎ EV, 

ůɡɜŰɖɟŮɑ ɛɑŬ ȷˊɞɗɐəɖ ɄɘůŰɞˊɞɘɖŰɘəɩɜ EV əŬɘ ŬɜŬəŬɚŮɑ ŬɡŰɎ. 

 

ȼɛŮɟɞɛɖɜɑŬ ɚɐɝɖɠ: ȼ ɖɛŮɟɞɛɖɜɑŬ ñNot Afterò ́ɞɡ ɡˊɎɟɢŮɘ ůŮ ɏɜŬ ɄɘůŰɞˊɞɘɖŰɘəɧ 

ˊɞɡ əŬɗɞɟɑɕŮɘ Űɞ Űɏɚɞɠ Űɖɠ ˊŮɟɘɧŭɞɡ ɘůɢɨɞɠ Űɞɡ . 

 

ȺɜŭɘɎɛŮůɖ ȷɄ ȺɝɤŰŮɟɘəɐɠ ȹɘŬɢŮɑɟɘůɖɠ: ȰɜŬɠ ŰɟɑŰɞɠ ȹɘŬɢŮɘɟɘůŰɐɠ ȺɜŭɘɎɛŮůɖɠ ȷɄ, 

ˊɞɡ ŭŮɜ ŮɑɜŬɘ ɆɡɜŮɟɔɎŰɖɠ ɛŮ Űɖɜ HARICA, əŬɘ ɏɢŮɘ ůŰɖɜ əŬŰɞɢɐ Űɞɡ ɐ ŮɚɏɔɢŮɘ ɏɜŬ 

ȽŭɘɤŰɘəɧ ȾɚŮɘŭɑ ȺɜŭɘɎɛŮůɖɠ ȷɄ ˊɞɡ ɏɢŮɘ ŮəŭɞɗŮɑ Ŭˊɧ Űɖɜ HARICA. 

 

Ʉɚɐɟɤɠ ɄɘůŰɞˊɞɘɖɛɏɜɞ ȳɜɞɛŬ ɉɩɟɞɡ (FQDN): ȰɜŬ ȳɜɞɛŬ ɉɩɟɞɡ ˊɞɡ 

ˊŮɟɘɚŬɛɓɎɜŮɘ Űɘɠ ȺŰɘəɏŰŮɠ ɃɜɧɛŬŰɞɠ ɉɩɟɞɡ ɧɚɤɜ Űɤɜ ŬɜɩŰŮɟɤɜ əɧɛɓɤɜ ůŰɞ ɆɨůŰɖɛŬ 

ɃɜɞɛɎŰɤɜ ɉɩɟɞɡ ȹɘŬŭɘəŰɨɞɡ (DNS). 

 

ȾɟŬŰɘəɐ ɈˊɖɟŮůɑŬ:  ɆŰɖɜ ˊŮɟɑˊŰɤůɖ ȽŭɘɤŰɘəɞɨ ɃɟɔŬɜɘůɛɞɨ, ɤɠ ȾɟŬŰɘəɐ ɈˊɖɟŮůɑŬ 

ɜɞŮɑŰŬɘ ɖ əɟŬŰɘəɐ ɡˊɖɟŮůɑŬ Űɖɠ ŭɘəŬɘɞŭɞůɑŬɠ ůɨůŰŬůɖɠ, ɡˊɧ Űɞɜ ɏɚŮɔɢɞ Űɖɠ ɞˊɞɑŬɠ 

ůɡɜŮůŰɐɗɖ ɤɠ ɜɞɛɘəɐ ɞɜŰɧŰɖŰŬ ɞ ȽŭɘɤŰɘəɧɠ ɃɟɔŬɜɘůɛɧɠ (.́ɢ., ɖ əɟŬŰɘəɐ ɡˊɖɟŮůɑŬ ˊɞɡ 

ŮɝɏŭɤůŮ Űɞ ɄɘůŰɞˊɞɘɖŰɘəɧ  Ȳŭɟɡůɖɠ). ɆŰɖɜ ˊŮɟɑˊŰɤůɖ ȺˊɘɢŮɘɟɐůŮɤɜ, ɜɞŮɑŰŬɘ ɖ 

əɟŬŰɘəɐ ɡˊɖɟŮůɑŬ Űɖɠ ŭɘəŬɘɞŭɞůɑŬɠ ɚŮɘŰɞɡɟɔɑŬɠ, ɖ ɞˊɞɑŬ əŬŰŬɢɤɟŮɑ ůŮ ůɢŮŰɘəɎ 

ɛɖŰɟɩŬ Űɘɠ ŮˊɘɢŮɘɟɐůŮɘɠ. ɆŰɖɜ ˊŮɟɑˊŰɤůɖ ȾɟŬŰɘəɞɨ ūɞɟɏŬ, ɖ ɞɜŰɧŰɖŰŬ ɖ ɞˊɞɑŬ ŮəŭɑŭŮɘ 

ɜɧɛɞɡɠ, əŬɜɞɜɘůɛɞɨɠ ɐ ŭɘŬŰɎɔɛŬŰŬ ɔɘŬ Űɖ ɜɞɛɘəɐ ɡˊɧůŰŬůɖ Űɞɡ ȾɟŬŰɘəɞɨ ūɞɟɏŬ.  

 

ȾɟŬŰɘəɧɠ ūɞɟɏŬɠ: ȰɜŬ ɜɞɛɘəɧɠ űɞɟɏŬɠ ɡˊɧ Űɞɜ ɏɚŮɔɢɞ Űɞɡ ȹɖɛɞůɑɞɡ, ɡˊɖɟŮůɑŬɠ, 

ŰɛɐɛŬŰɞɠ, ɡˊɞɡɟɔŮɑɞɡ, ˊŬɟŬɟŰɐɛŬŰɞɠ ɐ ˊŬɟɧɛɞɘŬɠ ɛɞɜɎŭŬɠ ŭɘŬəɡɓɏɟɜɖůɖɠ ɛɘŬɠ 

ɢɩɟŬɠ, ɐ ŭɘɞɘəɖŰɘəɐ ɛɞɜɎŭŬ  ɛɏůŬ ůŰɖ ɢɩɟŬ (ɧˊɤɠ ŭɐɛɞɠ, ɔŮɤɔɟŬűɘəɧ ŭɘŬɛɏɟɘůɛŬ, 

ˊɧɚɖ, ŮˊŬɟɢɑŬ əɚˊ.). 

 

ȷůűŬɚɐɠ əɟɡˊŰɞɔɟŬűɘəɐ ŭɘɎŰŬɝɖ: ɀɑŬ ůɡůəŮɡɐ ŬɜɗŮəŰɘəɐ ůŮ ˊŬɟŬɓɘɎůŮɘɠ, ɛŮ 

əɟɡˊŰɞɔɟŬűɘəɧ ŮˊŮɝŮɟɔŬůŰɐ, ˊɞɡ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ɔɘŬ Űɞɜ Ůɘŭɘəɧ ůəɞˊɧ Űɖɠ 

ˊɟɞůŰŬůɑŬɠ Űɞɡ əɨəɚɞɡ ɕɤɐɠ Űɤɜ əɟɡˊŰɞɔɟŬűɘəɩɜ əɚŮɘŭɘɩɜ (ŭɖɛɘɞɡɟɔɑŬ, ŭɘŬɢŮɑɟɘůɖ, 

ŮˊŮɝŮɟɔŬůɑŬ əŬɘ ŬˊɞɗɐəŮɡůɖ). 

 

ȷɑŰɖůɖ ɄɘůŰɞˊɞɘɖŰɘəɞɨ Ɉɣɖɚɞɨ Ⱦɘɜŭɨɜɞɡ:  ȷɑŰɖůɖ ˊɞɡ ɖ HARICA ůɖɛŬŰɞŭɞŰŮɑ 

ɧŰɘ ɢɟɐɕŮɘ Ůˊɘˊɚɏɞɜ Ůɚɏɔɢɞɡɠ ɛŮ ɓɎůɖ ŰŬ ŮůɤŰŮɟɘəɎ əɟɘŰɐɟɘŬ əŬɘ Űɘɠ ɓɎůŮɘɠ ŭŮŭɞɛɏɜɤɜ 

ˊɞɡ ŰɖɟɞɨɜŰŬɘ Ŭˊɧ Űɖɜ HARICA, ˊɞɡ ɛˊɞɟŮɑ ɜŬ ˊŮɟɘɚŬɛɓɎɜŮɘ ɞɜɧɛŬŰŬ ɛŮ ɛŮɔɎɚɖ 

ˊɘɗŬɜɧŰɖŰŬ ɔɘŬ ɢɟɐůɖ ůŮ ɖɚŮəŰɟɞɜɘəɧ çɣɎɟŮɛŬè (phishing) ɐ Ɏɚɚɞɡɠ Űɟɧˊɞɡɠ ŭɧɚɘŬɠ 

ɢɟɐůɖɠ, ɞɜɧɛŬŰŬ ˊɞɡ ˊŮɟɘɏɢɞɜŰŬɘ ůŮ ɄɘůŰɞˊɞɘɖŰɘəɎ ˊɞɡ ɏɢɞɡɜ ŬˊɞɟɟɘűɗŮɑ ůŰɞ 

ˊŬɟŮɚɗɧɜ ɐ ŬɜŬəɚɖɗɏɜŰŬ  ˊɘůŰɞˊɞɘɖŰɘəɎ, ɞɜɧɛŬŰŬ ŰŬ ɞˊɞɑŬ ɓɟɑůəɞɜŰŬɘ ůŰɖ ɚɑůŰŬ 

ɖɚŮəŰɟɞɜɘəoɨ çɣŬɟɏɛŬŰɞɠè Miller Smiles ɐ ůŰɖ ɚɑůŰŬ ŬůűŬɚɞɨɠ ˊŮɟɘɐɔɖůɖɠ Űɖɠ 

Google ɐ ɞɜɧɛŬŰŬ ˊɞɡ ɖ HARICA ŬɜŬɔɜɤɟɑɕŮɘ ɛŮ ɓɎůɖ ŰŬ ŭɘəɎ Űɖɠ əɟɘŰɐɟɘŬ ɛŮɑɤůɖɠ 

Űɞɡ əɘɜŭɨɜɞɡ. 

 

ɈˊɖɟŮůɑŬ ɆɨůŰŬůɖɠ:  ɆŰɖɜ ˊŮɟɑˊŰɤůɖ ȽŭɘɤŰɘəɞɨ ɃɟɔŬɜɘůɛɞɨ, ɖ əɟŬŰɘəɐ ɡˊɖɟŮůɑŬ 

ŭɘəŬɘɞŭůɑŬɠ ůɨůŰŬůɖɠ ɡˊɧ Űɞɜ ɏɚŮɔɢɞ Űɖɠ ɞˊɞɑŬɠ əŬŰŬɢɤɟŮɑŰŬɘ ɖ ɜɞɛɘəɐ ɡˊɧůŰŬůɖ Űɞɡ 

ȽŭɘɤŰɘəɞɨ ɃɟɔŬɜɘůɛɞɨ (ˊ.ɢ. ɖ əɟŬŰɘəɐ ɡˊɖɟŮůɑŬ ˊɞɡ ŮəŭɑŭŮɘ ˊɘůŰɞˊɞɘɖŰɘəɎ  ɑŭɟɡůɖɠ ɐ 

ůɨůŰŬůɖɠ). ɆŰɖɜ ˊŮɟɑˊŰɤůɖ ȾɟŬŰɘəɩɜ ūɞɟɏɤɜ,  ɞ  űɞɟɏŬɠ ˊɞɡ ŮəŭɑŭŮɘ ɜɧɛɞɡɠ, 

əŬɜɞɜɘůɛɞɨɠ ɐ ŭɘŬŰɎɔɛŬŰŬ ɔɘŬ Űɖ ɜɞɛɘəɐ ɡˊɧůŰŬůɖ ȾɟŬŰɘəɩɜ ūɞɟɏɤɜ. 

 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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ȺɜŭɘɎɛŮůɖ ȷɄ ȺůɤŰŮɟɘəɐɠ ȹɘŬɢŮɑɟɘůɖɠ: ɀɘŬ ȺɜŭɘɎɛŮůɖ ȷɄ, Űɖɜ ɞˊɞɑŬ 

ŭɘŬɢŮɘɟɑɕŮŰŬɘ ɖ HARICA ɐ ɆɡɜŮɟɔɎŰɖɠ Űɖɠ, əŬɘ əŬŰɏɢŮɘ ɐ ŮɚɏɔɢŮɘ ɏɜŬ ȽŭɘɤŰɘəɧ ȾɚŮɘŭɑ 

ˊɞɡ ůɡɜŭɏŮŰŬɘ ɛŮ ɄɘůŰɞˊɞɘɖŰɘəɧ Űɖɠ.  

 

ȺůɤŰŮɟɘəɧ ȳɜɞɛŬ: ɆŮɘɟɎ Ŭˊɧ ɢŬɟŬəŰɐɟŮɠ (ɧɢɘ ɛɘŬ ŭɘŮɨɗɡɜůɖ IP) ůŰɞ ˊŮŭɑɞ Common 

Name ɐ ůŰɞ ˊŮŭɑɞ Subject Alternative Name Ůɜɧɠ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ˊɞɡ ŭŮɜ ɛˊɞɟŮɑ ɜŬ 

ŮˊŬɚɖɗŮɡŰŮɑ ɤɠ ˊŬɔəɞůɛɑɤɠ ɛɞɜŬŭɘəɧ ůŰɞ ˊɚŬɑůɘɞ Űɞɡ ŭɖɛɧůɘɞɡ DNS əŬŰɎ Űɖ ůŰɘɔɛɐ 

Űɖɠ ɏəŭɞůɖɠ Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ, ŭɘɧŰɘ ŭŮɜ ŰŮɚŮɘɩɜŮɘ ɛŮ ɏɜŬ TLD ɉɩɟɞɡ Űɞ ɞˊɞɑɞ ɏɢŮɘ 

əŬŰŬɢɤɟɖɗŮɑ ůŰɞ ɀɖŰɟɩɞ ȾŮɜŰɟɘəɩɜ Ȼɩɜɤɜ (Root Zone Database) Űɞɡ ɞɟɔŬɜɘůɛɞɨ 

IANA . 

 

ȹɘŮɨɗɡɜůɖ IP: ȰɜŬɠ Ŭɟɘɗɛɧɠ 32-bit ɐ 128-bit ˊɞɡ ŬˊɞŭɧɗɖəŮ ůŮ ɛɑŬ ůɡůəŮɡɐ ˊɞɡ 

ɢɟɖůɘɛɞˊɞɘŮɑ ɔɘŬ Űɖɜ ŮˊɘəɞɘɜɤɜɑŬ Űɖɠ Űɞ Internet Protocol. 

 

ȺˊŬűɐ ȹɘŮɨɗɡɜůɖɠ IP: ɇɞ ˊɟɧůɤˊɞ(Ŭ) ɐ űɞɟɏŬɠ(Ůɑɠ) ˊɞɡ əŬŰŬɢɤɟɐɗɖəŬɜ ůŰɖɜ ȷɟɢɐ 

ȾŬŰŬɢɩɟɖůɖɠ ȹɘŮɡɗɨɜůŮɤɜ IP ɛŮ Űɖɜ ɘŭɘɧŰɖŰŬ ɜŬ ŬůəŮɑ Űɞɜ ɏɚŮɔɢɞ ůŰɞɜ Űɟɧˊɞ ɢɟɐůɖɠ 

ɛɑŬɠ ɐ ˊŮɟɘůůɧŰŮɟɤɜ ȹɘŮɡɗɨɜůŮɤɜ IP.  

 

ȷɟɢɐ ȾŬŰŬɢɩɟɖůɖɠ ȹɘŮɨɗɡɜůɖɠ ȽɅ: Ƀ ɃɟɔŬɜɘůɛɧɠ ȷˊɧŭɞůɖɠ ȹɘŮɡɗɨɜůŮɤɜ Internet  

(IANA ) ɐ ɏɜŬ ɇɞˊɘəɧ ɀɖŰɟɩɞ Internet (RIPE, APNIC, ARIN, AfriNIC , LACNIC). 

 

ȺəŭɞɨůŬ ȷɄ: ɆŮ ůɡɜŭɡŬůɛɧ ɛŮ ɏɜŬ ůɡɔəŮəɟɘɛɏɜɞ ɄɘůŰɞˊɞɘɖŰɘəɧ, ŬˊɞŰŮɚŮɑ Űɖɜ ȷɄ 

ˊɞɡ ŮɝɏŭɤůŮ Űɞ ˊɘůŰɞˊɞɘɖŰɘəɧ ŬɡŰɧ. ȷɡŰɐ ɗŬ ɛˊɞɟɞɨůŮ ɜŬ ŮɑɜŬɘ ŮɑŰŮ ɛɑŬ ȾɞɟɡűŬɑŬ 

ȷɄ ŮɑŰŮ ɛɑŬ ȺɜŭɘɎɛŮůɖ ȷɄ. 

 

ȹɘəŬɘɞŭɞůɑŬ ɆɨůŰŬůɖɠ: ɆŰɖɜ ˊŮɟɑˊŰɤůɖ ȽŭɘɤŰɘəɞɨ ɃɟɔŬɜɘůɛɞɨ, ɖ ɢɩɟŬ əŬɘ  (əŬŰɎ 

ˊŮɟɑˊŰɤůɖ) ɞ ŭɐɛɞɠ ɐ Űɞ ɔŮɤɔɟŬűɘəɧ ŭɘŬɛɏɟɘůɛŬ ɐ ɖ ŰɞˊɞɗŮůɑŬ ůɨůŰŬůɖɠ Űɖɠ ɜɞɛɘəɐɠ 

ɡˊɧůŰŬůɖɠ Űɞɡ ɞɟɔŬɜɘůɛɞɨ ɛŮ ɡˊɞɓɞɚɐ ůŮ ɐ ˊɟɎɝɖ ɛɑŬɠ ŬɟɛɧŭɘŬɠ əɟŬŰɘəɐɠ ɡˊɖɟŮůɑŬɠ 

ɐ űɞɟɏŬ (ˊ.ɢ. ɧˊɞɡ ůɡůŰɎɗɖəŮ). ɆŰɖɜ ˊŮɟɑˊŰɤůɖ Ůɜɧɠ ȾɟŬŰɘəɞɨ ūɞɟɏŬ, ɖ ɢɩɟŬ əŬɘ 

(əŬŰɎ ˊŮɟɑˊŰɤůɖ) Űɞ ŭɐɛɞ ɐ Űɞ ɔŮɤɔɟŬűɘəɧ ŭɘŬɛɏɟɘůɛŬ ˊɞɡ ɖ ɜɞɛɘəɐ ɡˊɧůŰŬůɖ Űɞɡ 

ūɞɟɏŬ ůɡɜŮůŰɐɗɖ ɓɎůŮɘ ɜɧɛɞɡ. 

ȹɘəŬɘɞŭɞůɑŬ ȾŬŰŬɢɩɟɘůɖɠ: ɆŰɖɜ ˊŮɟɑˊŰɤůɖ ȺˊɘɢŮɑɟɖůɖɠ, ́ ɟɧəŮɘŰŬɘ ɔɘŬ Űɞɜ ŭɐɛɞ, Űɞ 

ɔŮɤɔɟŬűɘəɧ ŭɘŬɛɏɟɘůɛŬ ɐ Űɖɜ ŰɞˊɞɗŮůɑŬ ɧˊɞɡ ɏɢŮɘ əŬŰŬɢɤɟɘůɗŮɑ ůŮ ůɢŮŰɘəɧ ɛɖŰɟɩɞ 

ɖ ɏɜŬɟɝɖ ŭɟŬůŰɖɟɘɧŰɖŰŬɠ Űɖɠ ŮˊɘɢŮɑɟɖůɖɠ ɛŮ ɓɎůɖ ŭɐɚɤůɖ ́ ɞɡ ɏɔɘɜŮ Ŭˊɧ  Űɞɜ ȷɟɛɧŭɘɞ 

ȹɘŮɡɗɨɜɞɜŰŬ Űɖɜ ŮˊɘɢŮɑɟɖůɖ. 

ɄŬɟŬɓɑŬůɖ ȾɚŮɘŭɘɞɨ: ȰɜŬ ɘŭɘɤŰɘəɧ əɚŮɘŭɑ ɗŮɤɟŮɑŰŬɘ ˊɤɠ ɏɢŮɘ ŮəŰŮɗŮɑ Ŭɜ ɏɢŮɘ 

ŬˊɞəŬɚɡűɗŮɑ ůŮ ɏɜŬ ɛɖ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɞ ɎŰɞɛɞ ɐ ɏɜŬ ɛɖ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɞ ɎŰɞɛɞ ŮɑɢŮ 

ˊɟɧůɓŬůɖ ůŮ ŬɡŰɧ. 

 

ɆŮɜɎɟɘɞ ȹɖɛɘɞɡɟɔɑŬɠ ȾɚŮɘŭɘɞɨ: ȰɜŬ ŰŮəɛɖɟɘɤɛɏɜɞ ůɢɏŭɘɞ ŭɘŬŭɘəŬůɘɩɜ ɔɘŬ Űɖ 

ŭɖɛɘɞɡɟɔɑŬ Ůɜɧɠ ȻŮɨɔɞɡɠ ȾɚŮɘŭɘɩɜ ȷɄ. 

 

ȻŮɨɔɞɠ KɚŮɘŭɘɩɜ: ɇɞ ȽŭɘɤŰɘəɧ ȾɚŮɘŭɑ əŬɘ Űɞ ŬɜŰɑůŰɞɘɢɞ ȹɖɛɧůɘɞ ȾɚŮɘŭɑ. 

 

ɆɡɛɓɞɚŬɘɞɔɟŬűɘəɐ ȷɟɢɐ: Ʉɟɧůɤˊɞ ɛŮ ɜɞɛɘəɐ əŬŰɎɟŰɘůɖ, Űɞɡ ɞˊɞɑɞɡ ɞɘ ɡˊɖɟŮůɑŮɠ 

ɓɎůŮɘ Űɖɠ ɘůɢɨɞɡůŬɠ ɜɞɛɞɗŮůɑŬɠ ŭŮɜ ˊŮɟɘɚŬɛɓɎɜɞɡɜ ɛɧɜɞ Űɖɜ Ŭˊɧŭɞůɖ 

ŮɝɞɡůɘɞŭɧŰɖůɖɠ ɔɘŬ Űɖɜ ŮɝŬəɟɑɓɤůɖ Űɖɠ ɔɜɖůɘɧŰɖŰŬɠ Űɖɠ ɡˊɞɔɟŬűɐɠ Ůɜɧɠ ŮɔɔɟɎűɞɡ, 

ŬɚɚɎ əŬɘ Űɖɜ Ůɡɗɨɜɖ ɔɘŬ Űɖɜ ɞɟɗɧŰɖŰŬ əŬɘ Űɞ ˊŮɟɘŮɢɧɛŮɜɞ Űɞɡ ŮɔɔɟɎűɞɡ. ȷˊɞŭɑŭŮŰŬɘ 

əŬɘ ɛŮ Űɖɜ ɏɜɜɞɘŬ çɆɡɛɓɞɚŬɘɞɔɟɎűɞɠ ȷůŰɘəɞɨ ȹɘəŬɑɞɡè. 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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ȺŰɘəɏŰŬ LDH : ɀŮŰɎűɟŬůɖ Ŭˊɧ Űɞ RFC 5890 (https://tools.ietf.org/html/rfc5890): 

«ɀɘŬ ůɡɛɓɞɚɞůŮɘɟɎ ŬˊɞŰŮɚɞɨɛŮɜɖ Ŭˊɧ ɔɟɎɛɛŬŰŬ ASCII, Ŭɟɘɗɛɞɨɠ əŬɘ Űɞ ůɨɛɓɞɚɞ 

ˊŬɨɚŬ, ɛŮ Űɞɜ ˊɟɧůɗŮŰɞ ˊŮɟɘɞɟɘůɛɧ ɧŰɘ ɖ ˊŬɨɚŬ ŭŮɜ ŮˊɘŰɟɏˊŮŰŬɘ ɜŬ ŮɛűŬɜɑɕŮŰŬɘ ůŰɖɜ 

Ŭɟɢɐ ɐ ůŰɞ Űɏɚɞɠ Űɖɠ ůɡɛɓɞɚɞůŮɘɟɎɠ. ȳˊɤɠ ɧɚŮɠ ɞɘ ŮŰɘəɏŰŮɠ ɞɜɧɛŬŰɞɠ ɢɩɟɞɡ, Űɞ 

ůɡɜɞɚɘəɧ ɛɐəɞɠ ŭŮɜ ˊɟɏˊŮɘ ɜŬ ɝŮˊŮɟɜɎ Űɘɠ 63 ɞəŰɎŭŮɠò. 

 

Ɂɞɛɘəɧ Ʉɟɧůɤˊɞ: ɀɑŬ ɏɜɤůɖ, ŮŰŬɘɟɑŬ, ůɡɜŮŰŬɘɟɘůɛɧɠ, ɘŭɘɞəŰɖůɑŬ, ɧɛɘɚɞɠ, ɞɜŰɧŰɖŰŬ 

Űɖɠ əɡɓɏɟɜɖůɖɠ, ɐ Ɏɚɚɞɠ űɞɟɏŬɠ ɛŮ ɜɞɛɘəɐ ɡˊɧůŰŬůɖ, ɤɠ ɡˊɞəŮɑɛŮɜɞ ŭɘəŬɘɤɛɎŰɤɜ 

əŬɘ ɡˊɞɢɟŮɩůŮɤɜ ůŰɞ ɜɞɛɘəɧ ůɨůŰɖɛŬ ɛɘŬɠ ɢɩɟŬɠ. 

 

Ɂɞɛɘəɐ ɈˊɧůŰŬůɖ: ȰɜŬɠ ȽŭɘɤŰɘəɧɠ ɃɟɔŬɜɘůɛɧɠ, ɏɜŬɠ ȾɟŬŰɘəɧɠ ūɞɟɏŬɠ ɐ ɛɑŬ 

ȺˊɘɢŮɑɟɖůɖ ɏɢŮɘ Ɂɞɛɘəɐ ɈˊɧůŰŬůɖ Ŭɜ ɏɢŮɘ ůɡůŰŬɗŮɑ ɛŮ ɏɔəɡɟɞ Űɟɧˊɞ əŬɘ ŭŮɜ ɏɢŮɘ, ɛŮ 

əɎˊɞɘɞɜ Űɟɧˊɞ, ˊɎɣŮɘ, ŭɘŬɚɡɗŮɑ ɐ ŮɔəŬŰŬɚŮɘűɗŮɑ. 

 

Ɂɞɛɘəɧɠ: Ʉɟɧůɤˊɞ ˊɞɡ ŮɑɜŬɘ ŮɑŰŮ ŭɘəɖɔɧɟɞɠ ŮɑŰŮ ɆɡɛɓɞɚŬɘɞɔɟŬűɘəɐ ȷɟɢɐ (ɓɚ. 

ˊŬɟŬˊɎɜɤ) əŬɘ Ŭɟɛɧŭɘɞɠ ɜŬ ŭɘŬŰɡˊɩůŮɘ ɔɜɩɛɖ ůɢŮŰɘəɎ ɛŮ ˊɟŬɔɛŬŰɘəɞɨɠ ɘůɢɡɟɘůɛɞɨɠ 

Űɞɡ ȷɘŰɞɨɜŰŬ.  

Lifetime Signing OID: ɀɑŬ ˊɟɞŬɘɟŮŰɘəɐ ŮˊɏəŰŬůɖ ɢɟɐůɖɠ əɚŮɘŭɘɞɨ OID 

(1.3.6.1.4.1.311.10.3.13) ˊɞɡ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ Ŭˊɧ Űɞ Microsoft Authenticode ɛŮ 

ůəɞˊɧ ɜŬ ˊŮɟɘɞɟɑůŮɘ Űɖ ŭɘɎɟəŮɘŬ ɕɤɐɠ Űɖɠ ɡˊɞɔɟŬűɐɠ əɩŭɘəŬ ůŰɖɜ ɖɛŮɟɞɛɖɜɑŬ ɚɐɝɖɠ 

Űɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ ɡˊɞɔɟŬűɐɠ əɩŭɘəŬ. 

ȺˊɘɓŮɓŬɑɤůɖ Ȱəŭɞůɖɠ Ŭˊɧ ɄɞɚɚŬˊɚɏɠ ɃˊŰɘəɏɠ (Multi-Perspective Issuance 

Corroboration) : ȹɘŬŭɘəŬůɑŬ əŬŰɎ Űɖɜ ɞˊɞɑŬ ŰŬ ůɡɛˊŮɟɎůɛŬŰŬ ˊɞɡ ˊɟɞəɨˊŰɞɡɜ əŬŰɎ 

Űɖɜ ŮˊŬɚɐɗŮɡůɖ Ůɚɏɔɢɞɡ ɞɜɧɛŬŰɞɠ ɢɩɟɞɡ (Domain Validation) əŬɘ Űɞɜ ɏɚŮɔɢɞ CAA 

Ŭˊɧ Űɖɜ ȾɨɟɘŬ ȹɘəŰɡŬəɐ ɃˊŰɘəɐ (Primary Network Perspective) ŮˊɘɓŮɓŬɘɩɜɞɜŰŬɘ Ŭˊɧ 

ɎɚɚŮɠ ȹɘəŰɡŬəɏɠ ɃˊŰɘəɏɠ ˊɟɘɜ Ŭˊɧ Űɖɜ ɏəŭɞůɖ ɄɘůŰɞˊɞɘɖŰɘəɞɨ. 

ȹɘəŰɡŬəɐ ɃˊŰɘəɐ (Network Perspective): ɆɢŮŰɑɕŮŰŬɘ ɛŮ Űɖɜ ȺˊɘɓŮɓŬɑɤůɖ Ȱəŭɞůɖɠ 

Ŭˊɧ ɄɞɚɚŬˊɚɏɠ ɃˊŰɘəɏɠ. ȰɜŬ ůɨůŰɖɛŬ (ˊ.ɢ. ŭɘŬəɞɛɘůŰɐɠ ůŮ cloud ɡˊɞŭɞɛɐ) ɐ ɏɜŬ 

ůɨɜɞɚɞ ŭɘəŰɡŬəɩɜ ůŰɞɘɢŮɑɤɜ (ˊ.ɢ. VPN əŬɘ ŬɜŰɑůŰɞɘɢɖ ɡˊɞŭɞɛɐ) ˊɞɡ 

ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ ɔɘŬ Űɖɜ ŬˊɞůŰɞɚɐ ŮɝŮɟɢɧɛŮɜɖɠ ŭɘŬŭɘəŰɡŬəɐɠ əɑɜɖůɖɠ ůŰɞ ˊɚŬɑůɘɞ 

ɛŮɗɧŭɞɡ ŮˊŬɚɐɗŮɡůɖɠ Ůɚɏɔɢɞɡ ɞɜɧɛŬŰɞɠ ɢɩɟɞɡ əŬɘ/ɐ Ůɚɏɔɢɞɡ CAA. ȼ ŰɞˊɞɗŮůɑŬ ɛɘŬɠ 

ȹɘəŰɡŬəɐɠ ɃˊŰɘəɐɠ əŬɗɞɟɑɕŮŰŬɘ Ŭˊɧ Űɞ ůɖɛŮɑɞ ůŰɞ ɞˊɞɑɞ ɖ ɛɖ-ŮɜɗɡɚŬəɤɛɏɜɖ 

(unencapsulated) ŮɝŮɟɢɧɛŮɜɖ ŭɘŬŭɘəŰɡŬəɐ əɑɜɖůɖ ˊŬɟŬŭɑŭŮŰŬɘ ŬɟɢɘəɎ ůŰɖɜ ɡˊɞŭɞɛɐ 

ŭɘəŰɨɞɡ ˊɞɡ ˊŬɟɏɢŮɘ Űɖ ůɨɜŭŮůɖ ůŰɞ ȹɘŬŭɑəŰɡɞ ɔɘŬ Űɖɜ Ůɜ ɚɧɔɤ ɞˊŰɘəɐ. 

ɀɖ-ŭŮůɛŮɡɛɏɜɖ ŮŰɘəɏŰŬ ɞɜɧɛŬŰɞɠ ɢɩɟɞɡ LDH : ɀŮŰɎűɟŬůɖ Ŭˊɧ Űɞ RFC 5890 

(https://tools.ietf.org/html/rfc5890): çɇɞ ůɨɜɞɚɞ Ŭˊɧ ɏɔəɡɟŮɠ ŮŰɘəɏŰŮɠ ɞɜɧɛŬŰɞɠ ɢɩɟɞɡ 

LDH ŰŬ ɞˊɞɑŬ ŭŮɜ ɏɢɞɡɜ ó--ô ůŰɖɜ ŰɟɑŰɖ əŬɘ ŰɏŰŬɟŰɖ ɗɏůɖ.» 

ɆɡɛɓɞɚŬɘɞɔɟɎűɞɠ: ȰɜŬ ˊɟɧůɤˊɞ ˊɞɡ ɏɢŮɘ Űɖɜ ŮɜŰɞɚɐ ůɨɛűɤɜŬ ɛŮ Űɖɜ ɘůɢɨɞɡůŬ 

ɜɞɛɞɗŮůɑŬ, ɛŮŰŬɝɨ Ɏɚɚɤɜ, ɜŬ ˊɘůŰɞˊɞɘŮɑ Űɖɜ ŮəŰŮɚŮůŰɧŰɖŰŬ əŬɘ Űɖɜ ɔɜɖůɘɧŰɖŰŬ 

ɡˊɞɔɟŬűɐɠ Ůɜɧɠ ŮɔɔɟɎűɞɡ. 

ȳɢɘ-EV ɄɘůŰɞˊɞɘɖŰɘəɧ ɈˊɞɔɟŬűɐɠ ȾɩŭɘəŬ: ȳɟɞɠ ˊɞɡ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ɔɘŬ ɜŬ 

ůɖɛŬŰɞŭɞŰɐůŮɘ ŬˊŬɘŰɐůŮɘɠ ˊɞɡ ŮűŬɟɛɧɕɞɜŰŬɘ ůŮ ɄɘůŰɞˊɞɘɖŰɘəɎ ɈˊɞɔɟŬűɐɠ əɩŭɘəŬ 

ŰŬ ɞˊɞɑŬ ŭŮɜ ɢɟŮɘɎɕŮŰŬɘ ɜŬ əŬɚɨˊŰɞɡɜ Űɘɠ ŬˊŬɘŰɐůŮɘɠ Űɤɜ EV ɄɘůŰɞˊɞɘɖŰɘəɩɜ 

ɈˊɞɔɟŬűɐɠ ȾɩŭɘəŬ. 

https://tools.ietf.org/html/rfc5890
http://www.businessdictionary.com/definition/association.html
http://www.businessdictionary.com/definition/corporation.html
http://www.businessdictionary.com/definition/partnership.html
http://www.businessdictionary.com/definition/proprietorship.html
http://www.businessdictionary.com/definition/trust.html
http://www.businessdictionary.com/definition/legal.html
http://www.investorwords.com/7216/standing.html
https://tools.ietf.org/html/rfc5890
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ȷɜŬɔɜɤɟɘůŰɘəɧ ȷɜŰɘəŮɘɛɏɜɞɡ: ȰɜŬ ɛɞɜŬŭɘəɧ ŬɚűŬɟɘɗɛɖŰɘəɧ ɐ ŬɟɘɗɛɖŰɘəɧ 

ŬɜŬɔɜɤɟɘůŰɘəɧ ˊɞɡ əŬŰŬɢɤɟɑɕŮŰŬɘ ůŰɞ ˊɚŬɑůɘɞ Űɞɡ ȹɘŮɗɜɞɨɠ ɃɟɔŬɜɘůɛɞɨ 

ɇɡˊɞˊɞɑɖůɖɠ ůɨɛűɤɜŬ ɛŮ Űɞ ɘůɢɨɞɜ ˊɟɧŰɡˊɞ əŬɘ ŬűɞɟɎ ɏɜŬ ůɡɔəŮəɟɘɛɏɜɞ 

ŬɜŰɘəŮɑɛŮɜɞ ɐ əŬŰɖɔɞɟɑŬ ŬɜŰɘəŮɘɛɏɜɤɜ. 

OCSP Responder: ȰɜŬɠ online ŭɘŬəɞɛɘůŰɐɠ ́ ɞɡ ɚŮɘŰɞɡɟɔŮɑ ɡˊɧ Űɖɜ ŮˊɞˊŰŮɑŬ Űɖɠ ȷɄ 

əŬɘ ůɡɜŭɏŮŰŬɘ ɛŮ Űɞ ȷˊɞɗŮŰɐɟɘɞ Űɖɠ, ɔɘŬ Űɖɜ ŮˊŮɝŮɟɔŬůɑŬ Űɤɜ ŬɘŰɖɛɎŰɤɜ ŮɨɟŮůɖɠ 

əŬŰɎůŰŬůɖɠ Űɤɜ ɄɘůŰɞˊɞɘɖŰɘəɩɜ əŬɘ Űɖɜ ˊŬɟɞɢɐ ŬˊŬɜŰɐůŮɤɜ ɛɏůɤ Űɞɡ Online 

ɄɟɤŰɞəɧɚɚɞɡ ȾŬŰɎůŰŬůɖɠ ɄɘůŰɞˊɞɘɖŰɘəɩɜ. ȹŮɑŰŮ Ůˊɑůɖɠ, ñOnline ɄɟɤŰɧəɞɚɚɞ 

ȾŬŰɎůŰŬůɖɠ ɄɘůŰɞˊɞɘɖŰɘəɩɜò. 

Online ɄɟɤŰɧəɞɚɚɞ ȾŬŰɎůŰŬůɖɠ ɄɘůŰɞˊɞɘɖŰɘəɩɜ (Online Certificate Status 

Protocol): ȰɜŬ online ˊɟɤŰɧəɞɚɚɞ Ůɚɏɔɢɞɡ ɄɘůŰɞˊɞɘɖŰɘəɩɜ ˊɞɡ ŮˊɘŰɟɏˊŮɘ ůŮ ɛɑŬ 

ŮűŬɟɛɞɔɐ ɚɞɔɘůɛɘəɞɨ ȸŬůɘɕɧɛŮɜɞɡ ɀɏɟɞɡɠ ɜŬ ˊɟɞůŭɘɞɟɑůŮɘ Űɖɜ əŬŰɎůŰŬůɖ Ůɜɧɠ 

ɏɛˊɘůŰɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ. ȹŮɑŰŮ Ůˊɑůɖɠ: ñOCSP Responderò. 

ȳɜɞɛŬ ɉɩɟɞɡ Onion: ȰɜŬ FQDN ɛŮ əŬŰɎɚɖɝɖ Űɞ ɧɜɞɛŬ ŰɞɛɏŬ Ůɘŭɘəɐɠ ɢɟɐůɖɠ RFC 

7686 ñ.onionò. ũɘŬ ˊŬɟɎŭŮɘɔɛŬ, Űɞ 

2gzyxa5ihm7nsggfxnu52rck2vv4rvmdlkiu3zzui5du4xyclen53wid.onion  ŮɑɜŬɘ 

ɏɜŬ ȳɜɞɛŬ ɉɩɟɞɡ Onion, Ůɜɩ Űɞ torproject.org  ŭŮɜ ŮɑɜŬɘ ȳɜɞɛŬ ɉɩɟɞɡ Onion. 

ȺŰɘəɏŰŬ P-Label: ɀɘŬ ŮŰɘəɏŰŬ ɞɜɧɛŬŰɞɠ ɢɩɟɞɡ ñXN-Labelò ́ɞɡ ́ ŮɟɘɚŬɛɓɎɜŮɘ ɏɔəɡɟɞ 

ŬˊɞŰɏɚŮůɛŬ əŬŰɎ Űɖɜ ŮəŰɏɚŮůɖ Űɞɡ Ŭɚɔɧɟɘɗɛɞɡ Punycode (ɧˊɤɠ ɞɟɑɕŮŰŬɘ ůŰɞ RFC 

3492, ŮɜɧŰɖŰŬ 6.3) Ŭˊɧ Űɖɜ ˊɏɛˊŰɖ ɗɏůɖ əŬɘ ɔɘŬ Űɘɠ ŮˊɧɛŮɜŮɠ. 

ɀɖŰɟɘəɐ ȺŰŬɘɟŮɑŬ: ȺŰŬɘɟŮɑŬ ˊɞɡ ŮɚɏɔɢŮɘ ɛɘŬ ɗɡɔŬŰɟɘəɐ ŮŰŬɘɟŮɑŬ. 

ȰɚŮɔɢɞɠ ȹɘŮɑůŭɡůɖɠ: ȹɘŬŭɘəŬůɑŬ ˊɞɡ ŬɜŬɔɜɤɟɑɕŮɘ əŬɘ ˊɟɞůˊŬɗŮɑ ɜŬ ŮəɛŮŰŬɚɚŮɡŰŮɑ 

əŮɜɎ ŬůűɎɚŮɘŬɠ əŬɘ ŮɡˊɎɗŮɘŮɠ ůŰɞ ɆɨůŰɖɛŬ ɄɘůŰɞˊɞɘɖŰɘəɩɜ ɛŮ ɢɟɐůɖ ɔɜɤůŰɩɜ 

ɛŮɗɧŭɤɜ ŮˊɑɗŮůɖɠ, ůɡɛˊŮɟɘɚŬɛɓŬɜɞɛɏɜɞɡ Űɞɡ ůɡɜŭɡŬůɛɞɨ ŭɘŬűɞɟŮŰɘəɩɜ Űɨˊɤɜ 

ŮɡˊŬɗŮɘɩɜ, ɛŮ ůəɞˊɧ Űɖɜ Ŭˊɞŭɧɛɖůɖ ŭɘŬűɞɟŮŰɘəɩɜ Ůˊɘˊɏŭɤɜ ɎɛɡɜŬɠ əŬɘ Űɖɜ ŬɜŬűɞɟɎ 

ŮəŰŮɗŮɘɛɏɜɤɜ ŮɡŬ́ɗŮɘɩɜ əŬɘ ŬŭɡɜŬɛɘɩɜ Űɞɡ ůɡůŰɐɛŬŰɞɠ. 

ɇɞˊɞɗŮůɑŬ ŮˊɘɢŮɑɟɖůɖɠ: ȼ ŰɞˊɞɗŮůɑŬ ɞˊɞɘŬůŭɐˊɞŰŮ ŮɔəŬŰɎůŰŬůɖɠ (ɧˊɤɠ 

ŮɟɔɞůŰɎůɘɞ, əŬŰɎůŰɖɛŬ ɚɘŬɜɘəɐɠ ˊɩɚɖůɖɠ, Ŭˊɞɗɐəɖ ə.ɚˊ.) Ŭˊɧ ɧˊɞɡ ŮəŰŮɚŮɑŰŬɘ ɖ 

ŮˊɘɢŮɑɟɖůɖ Űɞɡ ȷɘŰɞɨɜŰɞɠ. 

ɄɚŬŰűɧɟɛŬ: ɇɞ ɡˊɞɚɞɔɘůŰɘəɧ ˊŮɟɘɓɎɚɚɞɜ ůŰɞ ɞˊɞɑɞ ɏɜŬɠ ɄɟɞɛɖɗŮɡŰɐɠ ȿɞɔɘůɛɘəɞɨ 

ȺűŬɟɛɞɔɩɜ ɢɟɖůɘɛɞˊɞɘŮɑ ɄɘůŰɞˊɞɘɖŰɘəɎ əŬɘ ŮɜůɤɛŬŰɩɜŮɘ ȾɞɟɡűŬɑŬ ɄɘůŰɞˊɞɘɖŰɘəɎ 

ɤɠ ůɖɛŮɑŬ ŮɛˊɘůŰɞůɨɜɖɠ. 

Precertificate: ȳˊɤɠ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɞ RFC 6962, ŬˊɞŰŮɚŮɑŰŬɘ Ŭˊɧ Űɞ ˊɘůŰɞˊɞɘɖŰɘəɧ 

ˊɞɡ ˊɟɧəŮɘŰŬɘ ɜŬ ŮəŭɞɗŮɑ ɛŮ Űɖɜ ˊɟɞůɗɐəɖ ɛɘŬɠ əɟɑůɘɛɖɠ ŮˊɏəŰŬůɖɠ ñpoison 

extensionò (OID 1.3.6.1.4.1.11129.2.4.3), ůŰɖɜ ɞˊɞɑŬ ɖ Űɘɛɐ extnValue OCTET 

STRING ˊŮɟɘɏɢŮɘ ASN.1 NULL data (0x05 0x00)) ůŰɞ ŰŮɚɘəɧ ɡˊɞɣɐűɘɞ-ˊɟɞɠ-

ɡˊɞɔɟŬűɐ ˊɘůŰɞˊɞɘɖŰɘəɧ (TBSCertificate). ȷɡŰɐ ɖ ŮˊɏəŰŬůɖ ˊɟɞůŰɑɗŮŰŬɘ ɔɘŬ ɜŬ 

ŮɝŬůűŬɚɑůŮɘ ɧŰɘ Űɞ Precertificate ŭŮɜ ɛˊɞɟŮɑ ɜŬ ɢɟɖůɘɛɞˊɞɘɖɗŮɑ ɤɠ ɏɔəɡɟɞ 

ˊɘůŰɞˊɞɘɖŰɘəɧ Ŭˊɧ ɏɜŬɜ Űɡˊɘəɧ client X.509v3. 

ȾɨɟɘŬ ȹɘəŰɡŬəɐ ɃˊŰɘəɐ (Primary  Network Perspective): ȼ ȹɘəŰɡŬəɐ ɃˊŰɘəɐ ˊɞɡ 

ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ Ŭˊɧ Űɖɜ ȷɟɢɐ ɄɘůŰɞˊɞɑɖůɖɠ ɔɘŬ ɜŬ əŬɗɞɟɑůŮɘ: 
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1) Űɖɜ ŭɘəŬɘɞŭɞůɑŬ Űɖɠ ȷɟɢɐɠ ɄɘůŰɞˊɞɑɖůɖɠ ɜŬ ŮəŭɩůŮɘ ɄɘůŰɞˊɞɘɖŰɘəɧ ɔɘŬ ŰŬ 

ŬɘŰɞɨɛŮɜŬ ɞɜɧɛŬŰŬ ɢɩɟɞɡ ɐ ŭɘŮɡɗɨɜůŮɘɠ IP əŬɘ 

2) Űɖɜ ŭɘəŬɘɞŭɞůɑŬ Űɞɡ ȷɘŰɞɨɜŰŬ əŬɘ/ɐ Űɖɜ ŮɝɞɡůɘɞŭɧŰɖůɖ ɐ ɏɚŮɔɢɞ ɞɜɧɛŬŰɞɠ 

ɢɩɟɞɡ ɔɘŬ ŰŬ ŬɘŰɞɨɛŮɜŬ ɞɜɧɛŬŰŬ ɢɩɟɞɡ ɐ ŭɘŮɡɗɨɜůŮɤɜ IP. 

ȽŭɘɤŰɘəɧɠ ɃɟɔŬɜɘůɛɧɠ: ɀɑŬ ɛɖ əɟŬŰɘəɐ ɜɞɛɘəɐ ɞɜŰɧŰɖŰŬ (ŮɑŰŮ ŬɜɐəŮɘ ůŮ ɘŭɘɤŰɘəɎ 

ůɡɛűɏɟɞɜŰŬ ɐ ŮɑɜŬɘ ŭɖɛɞůɑɤɠ Ůɘůɖɔɛɏɜɖ) ɖ ɞˊɞɑŬ ŬˊɏəŰɖůŮ ɜɞɛɘəɐ ɡˊɧůŰŬůɖ ɛŮ Űɖɜ 

ɡˊɞɓɞɚɐ (ɐ Űɖɜ ˊɟɎɝɖ) ɈˊɖɟŮůɑŬɠ ɆɨůŰŬůɖɠ ɐ ɘůɞŭɨɜŬɛɞ ɓɎůŮɘ Űɖɠ ȹɘəŬɘɞŭɞůɑŬɠ 

ɆɨůŰŬůɖɠ  

ȽŭɘɤŰɘəɧ ȾɚŮɘŭɑ: ɇɞ əɚŮɘŭɑ Ŭˊɧ ɏɜŬ ȻŮɨɔɞɠ ȾɚŮɘŭɘɩɜ Űɞ ɞˊɞɑɞ űɡɚɎůůŮŰŬɘ Ŭˊɧ Űɞɜ 

əɎŰɞɢɞ Űɞɡ ȻŮɨɔɞɡɠ əɚŮɘŭɘɩɜ, əŬɘ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ɔɘŬ ɜŬ ŭɖɛɘɞɡɟɔɐůŮɘ ɊɖűɘŬəɏɠ 

Ɉ́ ɞɔɟŬűɏɠ əŬɘ/ɐ ɔɘŬ ɜŬ ŬˊɞəɟɡˊŰɞɔɟŬűɐůŮɘ  ɖɚŮəŰɟɞɜɘəɎ ŬɟɢŮɑŬ ˊɞɡ ɏɢɞɡɜ 

əɟɡˊŰɞɔɟŬűɖɗŮɑ ɛŮ Űɞ ŬɜŰɑůŰɞɘɢɞ ȹɖɛɧůɘɞ ȾɚŮɘŭɑ. 

 

ȹɖɛɧůɘɞ ȾɚŮɘŭɑ: ɇɞ əɚŮɘŭɑ Ůɜɧɠ ȻŮɨɔɞɡɠ ȾɚŮɘŭɘɩɜ ˊɞɡ ɛˊɞɟŮɑ ɜŬ ŭɖɛɞůɘɞˊɞɘɖɗŮɑ Ŭˊɧ 

Űɞɜ əɎŰɞɢɞ Űɞɡ ŬɜŰɑůŰɞɘɢɞɡ ȽŭɘɤŰɘəɞɨ ȾɚŮɘŭɘɞɨ əŬɘ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ Ŭˊɧ ɏɜŬ 

ȸŬůɘɕɧɛŮɜɞ ɀɏɟɞɠ ɔɘŬ Űɖɜ ŮˊŬɚɐɗŮɡůɖ ɊɖűɘŬəɩɜ Ɉ́ ɞɔɟŬűɩɜ ˊɞɡ ŭɖɛɘɞɡɟɔɐɗɖəŬɜ 

ɛŮ Űɞ ŬɜŰɑůŰɞɘɢɞ ȽŭɘɤŰɘəɧ ȾɚŮɘŭɑ Űɞɡ əŬŰɧɢɞɡ ɐ/əŬɘ ɔɘŬ Űɖɜ əɟɡˊŰɞɔɟɎűɖůɖ 

ɛɖɜɡɛɎŰɤɜ ŰŬ ɞˊɞɑŬ ɛˊɞɟɞɨɜ ɜŬ ŬˊɞəɟɡˊŰɞɔɟŬűɖɗɞɨɜ ɛɧɜɞ ɛŮ Űɞ ŬɜŰɑůŰɞɘɢɞ 

ȽŭɘɤŰɘəɧ ȾɚŮɘŭɑ. 

 

Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ: ȰɜŬ ůɨɜɞɚɞ Ŭˊɧ ɡɚɘəɧ, ɚɞɔɘůɛɘəɧ, Ŭɜɗɟɩˊɞɡɠ, 

ŭɘŬŭɘəŬůɑŮɠ, əŬɜɧɜŮɠ, ˊɞɚɘŰɘəɏɠ əŬɘ ɡˊɞɢɟŮɩůŮɘɠ, ˊɞɡ ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ ɔɘŬ Űɖɜ 

ŬɝɘɧˊɘůŰɖ ŭɖɛɘɞɡɟɔɑŬ, ɏəŭɞůɖ, ŭɘŬɢŮɑɟɘůɖ, əŬɘ ɢɟɐůɖ Űɤɜ ɄɘůŰɞˊɞɘɖŰɘəɩɜ əŬɘ 

əɚŮɘŭɘɩɜ ˊɞɡ ɓŬůɑɕɞɜŰŬɘ ůŰɖɜ ȾɟɡˊŰɞɔɟŬűɑŬ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ. 

ȹɖɛɞůɑɤɠ ȰɛˊɘůŰɞ ɄɘůŰɞˊɞɘɖŰɘəɧ: ȰɜŬ ɄɘůŰɞˊɞɘɖŰɘəɧ ˊɞɡ ɗŮɤɟŮɑŰŬɘ ɏɛˊɘůŰɞ ɚɧɔɤ 

Űɞɡ ɔŮɔɞɜɧŰɞɠ ɧŰɘ Űɞ ŬɜŰɑůŰɞɘɢɞ ˊɘůŰɞˊɞɘɖŰɘəɧ Űɖɠ ȾɞɟɡűŬɑŬɠ ȷɄ ɚŮɘŰɞɡɟɔŮɑ ɤɠ 

ůɖɛŮɑɞ ŮɛˊɘůŰɞůɨɜɖɠ (trust anchor) ůŮ Ůɡɟɏɤɠ ŭɘŬŭŮŭɞɛɏɜɞ ɚɞɔɘůɛɘəɧ ɐ ŮűŬɟɛɞɔɏɠ. 

ȹɘŬˊɘůŰŮɡɛɏɜɞɠ ȺɚŮɔəŰɐɠ: ȰɜŬ űɡůɘəɧ ɐ ɜɞɛɘəɧ ˊɟɧůɤˊɞ ˊɞɡ ˊɚɖɟɞɑ Űɘɠ ŬˊŬɘŰɐůŮɘɠ 

Űɖɠ ˊŬɟŬɔɟɎűɞɡ 8.2 (ȺɚŮɔəŰɐɠ ɄɟɞůɧɜŰɤɜ). 

ȺɔəŮəɟɘɛɏɜɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ɔɘŬ ɖɚŮəŰɟɞɜɘəɐ ůűɟŬɔɑŭŬ: ɄɘůŰɞˊɞɘɖŰɘəɧ ɔɘŬ 

ȺɔəŮəɟɘɛɏɜɖ ȼɚŮəŰɟɞɜɘəɐ ɆűɟŬɔɑŭŬ ˊɞɡ ŮəŭɧɗɖəŮ Ŭˊɧ ŮɔəŮəɟɘɛɏɜɞ ˊɎɟɞɢɞ 

ɡˊɖɟŮůɘɩɜ ŮɛˊɘůŰɞůɨɜɖɠ əŬɘ ˊɚɖɟɞɑ Űɘɠ ŬˊŬɘŰɐůŮɘɠ Űɞɡ ɄŬɟŬɟŰɐɛŬŰɞɠ ȽȽȽ Űɞɡ eIDAS. 

ȺɔəŮəɟɘɛɏɜɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ɔɘŬ ɖɚŮəŰɟɞɜɘəɐ ɡˊɞɔɟŬűɐ: ɄɘůŰɞˊɞɘɖŰɘəɧ ɔɘŬ 

ȺɔəŮəɟɘɛɏɜŮɠ ȼɚŮəŰɟɞɜɘəɏɠ ɈˊɞɔɟŬűɏɠ ˊɞɡ ŮəŭɧɗɖəŮ Ŭˊɧ ŮɔəŮəɟɘɛɏɜɞ ˊɎɟɞɢɞ 

ɡˊɖɟŮůɘɩɜ ŮɛˊɘůŰɞůɨɜɖɠ əŬɘ ɘəŬɜɞˊɞɘŮɑ Űɘɠ ŬˊŬɘŰɐůŮɘɠ Űɞɡ ɄŬɟŬɟŰɐɛŬŰɞɠ Ƚ Űɞɡ 

eIDAS. 

ȺɔəŮəɟɘɛɏɜɖ ȼɚŮəŰɟɞɜɘəɐ ɆűɟŬɔɑŭŬ: Ʉɟɞɖɔɛɏɜɖ ȼɚŮəŰɟɞɜɘəɐ ɆűɟŬɔɑŭŬ ˊɞɡ 

ŭɖɛɘɞɡɟɔɐɗɖəŮ Ŭˊɧ ȺɔəŮəɟɘɛɏɜɖ ȹɘɎŰŬɝɖ ȹɖɛɘɞɡɟɔɑŬɠ ȼɚŮəŰɟɞɜɘəɐɠ ɆűɟŬɔɑŭŬɠ əŬɘ  

ɓŬůɑɕŮŰŬɘ ůŮ ȺɔəŮəɟɘɛɏɜɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ɔɘŬ ɖɚŮəŰɟɞɜɘəɏɠ ůűɟŬɔɑŭŮɠ, ɧˊɤɠ ɞɟɑɕŮŰŬɘ 

ůŰɞɜ eIDAS. 

ȺɔəŮəɟɘɛɏɜɖ ȼɚŮəŰɟɞɜɘəɐ ɈˊɞɔɟŬűɐ: Ʉɟɞɖɔɛɏɜɖ ȼɚŮəŰɟɞɜɘəɐ ɈˊɞɔɟŬűɐ ˊɞɡ 

ŭɖɛɘɞɡɟɔɐɗɖəŮ Ŭˊɧ ȺɔəŮəɟɘɛɏɜɖ ȹɘɎŰŬɝɖ ȹɖɛɘɞɡɟɔɑŬɠ ȼɚŮəŰɟɞɜɘəɐɠ ɈˊɞɔɟŬűɐɠ əŬɘ 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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ɓŬůɑɕŮŰŬɘ ůŮ ȺɔəŮəɟɘɛɏɜɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ɔɘŬ ɖɚŮəŰɟɞɜɘəɏɠ ɡˊɞɔɟŬűɏɠ, ɧˊɤɠ ɞɟɑɕŮŰŬɘ 

ůŰɞɜ eIDAS. 

ȺɔəŮəɟɘɛɏɜɖ ȹɘɎŰŬɝɖ ȹɖɛɘɞɡɟɔɑŬɠ ȼɚŮəŰɟɞɜɘəɐɠ ɈˊɞɔɟŬűɐɠ/ɆűɟŬɔɑŭŬɠ: 

ũɜɤůŰɐ Ůˊɑůɖɠ ɤɠ ȺȹȹɈ. ɀɘŬ ůɡůəŮɡɐ ŭɖɛɘɞɡɟɔɑŬɠ ɖɚŮəŰɟɞɜɘəɐɠ ɡˊɞɔɟŬűɐɠ ˊɞɡ 

ɘəŬɜɞˊɞɘŮɑ Űɘɠ ŬˊŬɘŰɐůŮɘɠ Űɞɡ ɄŬɟŬɟŰɐɛŬŰɞɠ ȽȽ Űɞɡ eIDAS. 

ȺɔəŮəɟɘɛɏɜɖ ȼɚŮəŰɟɞɜɘəɐ ɉɟɞɜɞůűɟŬɔɑŭŬ: ȼɚŮəŰɟɞɜɘəɐ ɉɟɞɜɞůűɟŬɔɑŭŬ ˊɞɡ 

ɘəŬɜɞˊɞɘŮɑ Űɘɠ ŬˊŬɘŰɐůŮɘɠ Űɞɡ ȯɟɗɟɞɡ 42 Űɞɡ eIDAS. 

ɃɟɔŬɜɘůɛɧɠ ȾŬŰŬɢɩɟɘůɖɠ: ɀɑŬ ȾɟŬŰɘəɐ ɈˊɖɟŮůɑŬ ˊɞɡ əŬŰŬɢɤɟŮɑ ˊɚɖɟɞűɞɟɑŮɠ 

ŮˊɘɢŮɘɟɐůŮɤɜ ůɢŮŰɘəɏɠ ɛŮ Űɖɜ ɏɜŬɟɝɖ ŮˊɘɢŮɘɟɖɛŬŰɘəɩɜ ŭɟŬůŰɖɟɘɞŰɐŰɤɜ ɐ Űɞ ŭɘəŬɑɤɛŬ  

Ɏůəɖůɖɠ ŮˊŬɔɔŮɚɛŬŰɘəɐɠ ŭɟŬůŰɖɟɘɧŰɖŰŬɠ ɓɎůŮɘ ɎŭŮɘŬɠ, əŬŰŬůŰŬŰɘəɞɨ ɐ Ɏɚɚɖɠ 

ˊɘůŰɞˊɞɑɖůɖɠ. ȰɜŬɠ ɃɟɔŬɜɘůɛɧɠ ȾŬŰŬɢɩɟɘůɖɠ ɛˊɞɟŮɑ ɜŬ ŮɑɜŬɘ, ŬɚɚɎ ŭŮɜ ˊŮɟɘɞɟɑɕŮŰŬɘ 

ůŮ ŬɡŰɧ: (i) ɏɜŬ ɈˊɞɡɟɔŮɑɞ ɛŮ ŬɟɛɞŭɘɧŰɖŰŬ ůŰɘɠ ȺˊɘɢŮɘɟɐůŮɘɠ ɐ ɛɑŬ ũɟŬɛɛŬŰŮɑŬ 

ɈˊɞɡɟɔŮɑɞɡ, (ii) ɛɑŬ ɡˊɖɟŮůɑŬ ŬŭŮɘɞŭɧŰɖůɖɠ, ɧˊɤɠ ɏɜŬ ɈˊɞɡɟɔŮɑɞ ȷůűŬɚɑůŮɤɜ, ɐ (iii) 

ɛɑŬ ɡˊɖɟŮůɑŬ ɛɘůɗɩůŮɤɜ, ɧˊɤɠ ɏɜŬ əɟŬŰɘəɧ ɔɟŬűŮɑɞ ɐ ŰɛɐɛŬ ŭɖɛɞůɘɞɜɞɛɘəɞɨ 

əŬɜɞɜɘůɛɞɨ, ŰɟŬˊŮɕɘəɞɨ ɐ ɢɟɖɛŬŰɞɞɘəɞɜɞɛɘəɞɨ, ɐ ɏɜŬɠ ɞɛɞůˊɞɜŭɘŬəɧɠ ɞɟɔŬɜɘůɛɧɠ 

ɧˊɤɠ Űɞ ũɟŬűŮɑɞ Űɞɡ ȺˊɘɗŮɤɟɖŰɐ Űɞɡ ɁɞɛɘůɛŬŰɘəɞɨ ɇŬɛŮɑɞɡ ɐ Űɖɠ ɈˊɖɟŮůɑŬɠ 

ȺˊɘŰɐɟɖůɖɠ ɈɔŮɑŬɠ. 

ȷɟɢɐ ȾŬŰŬɢɩɟɖůɖɠ: ɃˊɞɘɞŭɐˊɞŰŮ Ɂɞɛɘəɧ Ʉɟɧůɤˊɞ ˊɞɡ ŮɑɜŬɘ ɡˊŮɨɗɡɜɞ ɔɘŬ Űɖɜ 

ŰŬɡŰɞˊɞɑɖůɖ əŬɘ ŮˊŬɚɐɗŮɡůɖ Űɤɜ ɡˊɞəŮɘɛɏɜɤɜ Űɤɜ ɄɘůŰɞˊɞɘɖŰɘəɩɜ, ŬɚɚɎ ŭŮɜ ŮɑɜŬɘ 

ɖ ȷɟɢɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ əŬŰɎ ůɡɜɏˊŮɘŬ ŭŮɜ ɡˊɞɔɟɎűŮɘ ɞɨŰŮ ŮəŭɑŭŮɘ ɄɘůŰɞˊɞɘɖŰɘəɎ. 

ȼ çȷȾè ɛˊɞɟŮɑ ɜŬ ɓɞɖɗɐůŮɘ ůŰɖ ŭɘŬŭɘəŬůɑŬ ŬɑŰɖůɖɠ ˊɘůŰɞˊɞɘɖŰɘəɞɨ ɐ ůŰɖ 

ŭɘŬŭɘəŬůɑŬ ŬɜɎəɚɖůɖɠ ɐ əŬɘ ůŰɘɠ ŭɨɞ. ȳŰŬɜ ɞ ɧɟɞɠ çȷȾè ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ůŬɜ 

ŮˊɘɗŮŰɘəɧɠ ˊɟɞůŭɘɞɟɘůɛɧɠ ɔɘŬ ɜŬ ˊŮɟɘɔɟɎɣŮɘ ɏɜŬ ɟɧɚɞ ɐ ɛɘŬ ŭɘŮɟɔŬůɑŬ, ŭŮɜ ůɖɛŬɑɜŮɘ 

ŬˊŬɟŬɑŰɖŰŬ ɧŰɘ ˊɟɧəŮɘŰŬɘ ɔɘŬ ɝŮɢɤɟɘůŰɐ ɞɜŰɧŰɖŰŬ ŬɚɚɎ ɛˊɞɟŮɑ ɜŬ ŮɑɜŬɘ ɛɏɟɞɠ Űɖɠ 

ȷɟɢɐɠ ɄɘůŰɞˊɞɑɖůɖɠ. 

ȷɜŬɔɜɤɟɘůŰɘəɧ ȺɔɔɟŬűɐɠ: ȰɜŬ ŬɜŬɔɜɤɟɘůŰɘəɧ ˊɞɡ ŬˊɞŭɑŭŮŰŬɘ ůŮ ɏɜŬ Ɂɞɛɘəɧ 

Ʉɟɧůɤˊɞ. 

ɆɢɐɛŬ ȺɔɔɟŬűɐɠ: ȰɜŬ ůɢɐɛŬ ɔɘŬ Űɖɜ Ŭˊɧŭɞůɖ Ůɜɧɠ ȷɜŬɔɜɤɟɘůŰɘəɞɨ ȺɔɔɟŬűɐɠ ˊɞɡ 

ˊɚɖɟɞɑ Űɘɠ ŬˊŬɘŰɐůŮɘɠ ˊɞɡ ɞɟɑɕɞɜŰŬɘ ůŰɖɜ ɄŬɟɎɔɟŬűɞ 5.1.4 Űɞɡ ˊɟɞŰɨˊɞɡ ETSI EN 

319 412-1. 

ȷɟɘɗɛɧɠ ɀɖŰɟɩɞɡ: ȰɜŬɠ ɛɞɜŬŭɘəɧɠ Ŭɟɘɗɛɧɠ ˊɞɡ ɏɢŮɘ ŬˊɞŭɞɗŮɑ ůŮ ɏɜŬɜ ȽŭɘɤŰɘəɧ 

ɃɟɔŬɜɘůɛɧ Ŭˊɧ Űɖɜ ɈˊɖɟŮůɑŬ ɆɨůŰŬůɖɠ ůŰɖɜ ȹɘəŬɘɞŭɞůɑŬ ɆɨůŰŬůɖɠ Űɞɡ ɞɟɔŬɜɘůɛɞɨ. 

ɇɡɢŬɑŬ ɇɘɛɐ: ɀɘŬ Űɘɛɐ ˊɞɡ ɞɟɑɕŮŰŬɘ Ŭˊɧ Űɖ HARICA ůŰɞɜ ȷɘŰɞɨɜŰŬ ˊɞɡ 

ˊŮɟɘɚŬɛɓɎɜŮɘ ŰɞɡɚɎɢɘůŰɞɜ 112 bit ŮɜŰɟɞˊɑŬɠ. 

ȾŬŰɞɢɡɟɤɛɏɜɞ ȳɜɞɛŬ ɉɩɟɞɡ: ȳɜɞɛŬ ɉɩɟɞɡ ˊɞɡ ɏɢŮɘ əŬŰŬɢɤɟɖɗŮɑ ůŮ ɏɜŬ 

ȾŬŰŬɢɤɟɖŰɐ ɃɜɞɛɎŰɤɜ ɉɩɟɞɡ. 

 

ȷɟɢɐ ȾŬŰŬɢɩɟɖůɖɠ (ȷȾ): ȾɎɗŮ ɞɜŰɧŰɖŰŬ ˊɞɡ ŮɑɜŬɘ ɡˊŮɨɗɡɜɖ ɔɘŬ Űɖɜ ŬɜŬɔɜɩɟɘůɖ 

əŬɘ ŰŬɡŰɞˊɞɑɖůɖ Űɤɜ ɈˊɞəŮɘɛɏɜɤɜ Űɤɜ ɄɘůŰɞˊɞɘɖŰɘəɩɜ, ŬɚɚɎ ŭŮɜ ŮɑɜŬɘ ɛɘŬ ȷɄ, əŬɘ 

ɤɠ Ůə ŰɞɨŰɞɡ ŭŮɜ ɡˊɞɔɟɎűŮɘ ɐ ŮəŭɑŭŮɘ ɄɘůŰɞˊɞɘɖŰɘəɎ. ɀɘŬ ȷȾ ɛˊɞɟŮɑ ɜŬ ůɡɛɓɎɚɚŮɘ 

ůŰɖ ŭɘŬŭɘəŬůɑŬ ŬɑŰɖůɖɠ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ɐ ůŰɖ ŭɘŬŭɘəŬůɑŬ ŬɜɎəɚɖůɖɠ ɐ əŬɘ ůŰɘɠ ŭɨɞ. 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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ȳŰŬɜ ɞ ɧɟɞɠ "ȷȾ" ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ɤɠ ŮˊɑɗŮŰɞ ɔɘŬ ɜŬ ˊŮɟɘɔɟɎɣŮɘ ɏɜŬɜ ɟɧɚɞ ɐ 

ɚŮɘŰɞɡɟɔɑŬ, ŬɡŰɧ ŭŮɜ ůɖɛŬɑɜŮɘ əŬŰ' ŬɜɎɔəɖ ɛɘŬ ɝŮɢɤɟɘůŰɐ ɛɞɜɎŭŬ, ŬɚɚɎ ɛˊɞɟŮɑ ɜŬ 

ŬˊɞŰŮɚŮɑ ɛɏɟɞɠ Űɖɠ ȷɄ. 

 

ȷɝɘɧˊɘůŰɖ Ʉɖɔɐ ȹŮŭɞɛɏɜɤɜ: ȰɜŬ ɏɔɔɟŬűɞ ŬɜŬɔɜɩɟɘůɖɠ ɐ ˊɖɔɐ ŭŮŭɞɛɏɜɤɜ ˊɞɡ 

ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ɔɘŬ Űɖɜ ŮˊŬɚɐɗŮɡůɖ Ʉɚɖɟɞűɞɟɘɩɜ ɇŬɡŰɧŰɖŰŬɠ Űɞɡ Ɉ́ ɞəŮɘɛɏɜɞɡ ˊɞɡ 

ŬɜŬɔɜɤɟɑɕŮŰŬɘ ɛŮŰŬɝɨ Űɤɜ Ůɛˊɞɟɘəɩɜ ŮˊɘɢŮɘɟɐůŮɤɜ əŬɘ Űɤɜ əɡɓŮɟɜɐůŮɤɜ ɤɠ 

ŬɝɘɧˊɘůŰɞ, əŬɘ Űɞ ɞˊɞɑɞ ŭɖɛɘɞɡɟɔɐɗɖəŮ Ŭˊɧ ŰɟɑŰɞɡɠ ɔɘŬ ůəɞˊɧ ŭɘŬűɞɟŮŰɘəɧ Ŭˊɧ Űɖɜ 

ŬˊɧəŰɖůɖ ɄɘůŰɞˊɞɘɖŰɘəɞɨ Űɞɡ ȷɘŰɞɨɜŰɞɠ. 

 

ȷɝɘɧˊɘůŰɖ ɀɏɗɞŭɞɠ ȺˊɘəɞɘɜɤɜɑŬɠ: ɀɏɗɞŭɞɠ ŮˊɘəɞɘɜɤɜɑŬɠ, ɧˊɤɠ ɛɘŬ ŰŬɢɡŭɟɞɛɘəɐ 

ŭɘŮɨɗɡɜůɖ/ŭɘŮɨɗɡɜůɖ ŬˊɞůŰɞɚɐɠ ŰŬɢɡɛŮŰŬűɞɟɩɜ, ɏɜŬɠ Ŭɟɘɗɛɧɠ ŰɖɚŮűɩɜɞɡ ɐ ɛɑŬ 

ŭɘŮɨɗɡɜůɖ ɖɚŮəŰɟɞɜɘəɞɨ ŰŬɢɡŭɟɞɛŮɑɞɡ, ˊɞɡ ŮˊŬɚɖɗŮɨŰɖəŮ ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ ɛɘŬ ˊɖɔɐ 

ŭŮŭɞɛɏɜɤɜ ɖ ɞˊɞɑŬ ŭŮɜ ˊɟɞɏɟɢŮŰŬɘ Ŭˊɧ Űɞɜ ȷɘŰɞɨɜŰŬ ɐ Ⱥəˊɟɧůɤˊɞ Űɞɡ ȷɘŰɞɨɜŰɞɠ. 

 

ȸŬůɘɕɧɛŮɜɞ ɀɏɟɞɠ (Relying Party): ȾɎɗŮ űɡůɘəɧ ɐ ɜɞɛɘəɧ ˊɟɧůɤˊɞ ˊɞɡ ůŰɖɟɑɕŮŰŬɘ 

ůŮ ɏɜŬ ɏɔəɡɟɞ ɄɘůŰɞˊɞɘɖŰɘəɧ. ȰɜŬɠ ɄɟɞɛɖɗŮɡŰɐɠ ȿɞɔɘůɛɘəɞɨ ȺűŬɟɛɞɔɩɜ ŭŮɜ 

ɗŮɤɟŮɑŰŬɘ ȸŬůɘɕɧɛŮɜɞ ɀɏɟɞɠ ɧŰŬɜ Űɞ ɚɞɔɘůɛɘəɧ ˊɞɡ ŭɘŬɜɏɛŮŰŬɘ Ŭˊɧ Űɞɜ Ůɜ ɚɧɔɤ 

ɟ́ɞɛɖɗŮɡŰɐ Ŭˊɚɩɠ ŮɛűŬɜɑɕŮɘ ˊɚɖɟɞűɞɟɑŮɠ ůɢŮŰɘəɎ ɛŮ Űɞ ɄɘůŰɞˊɞɘɖŰɘəɧ. 

 

ȷˊɞɗŮŰɐɟɘɞ: ɀɘŬ online ɓɎůɖ ŭŮŭɞɛɏɜɤɜ ˊɞɡ ˊŮɟɘɏɢŮɘ ŭɖɛɞůɑɤɠ ŭɘŬɗɏůɘɛŬ ɏɔɔɟŬűŬ 

Űɖɠ ɈȹȾ (ɄɞɚɘŰɘəɏɠ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɖɚɩůŮɘɠ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ) əŬɘ  

ˊɚɖɟɞűɞɟɑŮɠ əŬŰɎůŰŬůɖɠ ɄɘůŰɞˊɞɘɖŰɘəɞɨ, ŮɑŰŮ ɛŮ Űɖ ɛɞɟűɐ ɛɘŬɠ ȿȷɄ ŮɑŰŮ ŬˊɎɜŰɖůɖɠ 

OCSP. 

 

ɇŮəɛɐɟɘɞ ȷɘŰɐɛŬŰɞɠ: ɀɘŬ Űɘɛɐ ˊɞɡ ˊɟɞəɨˊŰŮɘ Ŭˊɧ ɛɘŬ ɛɏɗɞŭɞ ˊɞɡ ɞɟɑɕŮŰŬɘ Ŭˊɧ Űɖ 

HARICA ɖ ɞˊɞɑŬ ůɡůɢŮŰɑɕŮɘ Űɖɜ ɏɜɜɞɘŬ Űɞɡ çŮɚɏɔɢɞɡè ůŮ ɏɜŬ ŬɑŰɖɛŬ ɔɘŬ ɏəŭɞůɖ 

ɄɘůŰɞˊɞɘɖŰɘəɞɨ. 

 

¶ ɇɞ ɇŮəɛɐɟɘɞ ȷɘŰɐɛŬŰɞɠ ˊɟɏˊŮɘ ɜŬ ůɢŮŰɑɕŮŰŬɘ ɛŮ Űɞ əɚŮɘŭɑ ˊɞɡ ɗŬ 

ɢɟɖůɘɛɞˊɞɘɖɗŮɑ ůŰɞ ŬɑŰɖɛŬ Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ.  

¶ ȰɜŬ ɇŮəɛɐɟɘɞ ȷɘŰɐɛŬŰɞɠ ɛˊɞɟŮɑ ɜŬ ˊŮɟɘɚŬɛɓɎɜŮɘ Űɖ ɢɟɞɜɘəɐ ůŰɘɔɛɐ ɔɘŬ ɜŬ 

ŮɑɜŬɘ ŮɛűŬɜɏɠ Űɞ ˊɧŰŮ ŭɖɛɘɞɡɟɔɐɗɖəŮ. 

¶ ȰɜŬ ɇŮəɛɐɟɘɞ ȷɘŰɐɛŬŰɞɠ ɛˊɞɟŮɑ ɜŬ ˊŮɟɘɚŬɛɓɎɜŮɘ ɎɚɚŮɠ ˊɚɖɟɞűɞɟɑŮɠ 

ˊɟɞəŮɘɛɏɜɞɡ ɜŬ ŮɝŬůűŬɚɑɕŮŰŬɘ ɖ ɛɞɜŬŭɘəɧŰɖŰɎ Űɞɡ. 

¶ ȰɜŬ ɇŮəɛɐɟɘɞ ȷɘŰɐɛŬŰɞɠ Űɞ ɞˊɞɑɞ ˊŮɟɘɚŬɛɓɎɜŮɘ ɢɟɞɜɘəɐ ůŰɘɔɛɐ, ˊɟɏˊŮɘ ɜŬ 

ˊŬɟŬɛŮɑɜŮɘ ɏɔəɡɟɞ ɛɏɢɟɘ 30 ɖɛɏɟŮɠ Ŭˊɧ Űɖ ŭɖɛɘɞɡɟɔɑŬ Űɞɡ. 

¶ ȰɜŬ ɇŮəɛɐɟɘɞ ȷɘŰɐɛŬŰɞɠ Űɞ ɞˊɞɑɞ ˊŮɟɘɚŬɛɓɎɜŮɘ ɢɟɞɜɘəɐ ůŰɘɔɛɐ, ˊɟɏˊŮɘ ɜŬ 

ɗŮɤɟŮɑŰŬɘ Ɏəɡɟɞ Ŭɜ ɖ ɢɟɞɜɘəɐ Űɞɡ ůŰɘɔɛɐ ŮɑɜŬɘ ůŰɞ ɛɏɚɚɞɜ. 

¶ ȰɜŬ ɇŮəɛɐɟɘɞ ȷɘŰɐɛŬŰɞɠ Űɞ ɞˊɞɑɞ ŭŮɜ ˊŮɟɘɚŬɛɓɎɜŮɘ ɢɟɞɜɘəɐ ůŰɘɔɛɐ, ŮɑɜŬɘ 

ɏɔəɡɟɞ ɔɘŬ ɛɑŬ ɛɧɜɞ ɢɟɐůɖ əŬɘ ɖ HARICA ŭŮɜ ɗŬ Űɞ əɎɜŮɘ ŬˊɞŭŮəŰɧ ɔɘŬ 

ŮˊɧɛŮɜɞ ɏɚŮɔɢɞ. 

¶ ȼ ůɡůɢɏŰɘůɖ ˊɟɏˊŮɘ ɜŬ ɢɟɖůɘɛɞˊɞɘŮɑ Ŭɚɔɧɟɘɗɛɞ ɣɖűɘŬəɐɠ ɡˊɞɔɟŬűɐɠ ɐ 
Ŭɚɔɧɟɘɗɛɞ ŭɖɛɘɞɡɟɔɑŬɠ hash, ŰɞɡɚɎɢɘůŰɞɜ ɧůɞ ɘůɢɡɟɧ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ɔɘŬ 

Űɖɜ ŰŮɚɘəɐ ɡˊɞɔɟŬűɐ Űɞɡ ŬɘŰɐɛŬŰɞɠ ɄɘůŰɞˊɞɘɖŰɘəɞɨ. 

 

ȷɘŰɞɨɛŮɜɞ ɄŮɟɘŮɢɧɛŮɜɞ ȽůŰɞɢɩɟɞɡ: ȺɑŰŮ ɛɘŬ ɇɡɢŬɑŬ ɇɘɛɐ ŮɑŰŮ ɏɜŬ ɇŮəɛɐɟɘɞ 

ȷɘŰɐɛŬŰɞɠ, ɛŬɕɑ ɛŮ Ůˊɘˊɚɏɞɜ ˊɚɖɟɞűɞɟɑŬ ˊɞɡ ŬɜŬɔɜɤɟɑɕŮɘ ɛɞɜŬŭɘəɎ Űɞɜ ɆɡɜŭɟɞɛɖŰɐ, 

ɧˊɤɠ ɞɟɑɕŮŰŬɘ Ŭˊɧ Űɖɜ HARICA. 

 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 

ɆŮɚɑŭŬ 35 Ŭˊɧ 203 

ȹŮůɛŮɡɛɏɜɖ ȹɘŮɨɗɡɜůɖ IP: ȹɘŮɨɗɡɜůɖ IPv4 ɐ IPv6 ɖ ɞˊɞɑŬ ˊŮɟɘɚŬɛɓɎɜŮŰŬɘ ůŰŬ 

ɛˊɚɞə ŭɘŮɡɗɨɜůŮɤɜ ůŮ ɞˊɞɘŬŭɐˊɞŰŮ ŮɔɔɟŬűɐ ůŮ ɞˊɞɘɞŭɐˊɞŰŮ Ŭˊɧ ŰŬ ŬəɧɚɞɡɗŬ 

ɛɖŰɟɩŬ Űɞɡ ɞɟɔŬɜɘůɛɞɨ IANA :  

¶ https://www.iana.org/assignments/iana-ipv4-special-registry/iana-ipv4-

special-registry.xhtml 

¶ https://www.iana.org/assignments/iana-ipv6-special-registry/iana-ipv6-

special-registry.xhtml 

ȾɞɟɡűŬɑŬ ȷɄ: ȼ ȷɟɢɐ ɄɘůŰɞˊɞɑɖůɖɠ əɞɟɡűŬɑɞɡ Ůˊɘˊɏŭɞɡ ( ɏɜŬɠ ɞɟɔŬɜɘůɛɧɠ) Űɖɠ 

ɞˊɞɑŬɠ Űɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ȷɄ (ɐ Űɞ ŬɜŰɑůŰɞɘɢɞ ȹɖɛɧůɘɞ ȾɚŮɘŭɑ) ŭɘŬɜɏɛŮŰŬɘ Ŭˊɧ 

ŮűŬɟɛɞɔɏɠ ɄɟɞɛɖɗŮɡŰɩɜ ȿɞɔɘůɛɘəɞɨ ɤɠ ůɖɛŮɑɞ ŮɛˊɘůŰɞůɨɜɖɠ (trust anchor). 

 

ȾɞɟɡűŬɑɞ ɄɘůŰɞˊɞɘɖŰɘəɧ: To ɄɘůŰɞˊɞɘɖŰɘəɧ Űɖɠ ȷɄ ůŰɞ ɞˊɞɑɞ Űɞ ȹɖɛɧůɘɞ ȾɚŮɘŭɑ 

ɏɢŮɘ ɡˊɞɔɟŬűŮɑ ɣɖűɘŬəɎ Ŭˊɧ Űɞ ŬɜŰɑůŰɞɘɢɞ ȽŭɘɤŰɘəɧ ȾɚŮɘŭɑ. 

 

ɄɘůŰɞˊɞɘɖŰɘəɧ ɆɨɜŰɞɛɖɠ ȹɘɎɟəŮɘŬɠ ɆɡɜŭɟɞɛɖŰɐ: ȸɚɏˊŮ ɄɘůŰɞˊɞɘɖŰɘəɧ ɆɨɜŰɞɛɖɠ 

ȹɘɎɟəŮɘŬɠ. 

ɄɘůŰɞˊɞɘɖŰɘəɧ ɆɨɜŰɞɛɖɠ ȹɘɎɟəŮɘŬɠ: ɄɘůŰɞˊɞɘɖŰɘəɧ Űɞɡ ɞˊɞɑɞɡ ɖ ˊŮɟɑɞŭɞɠ 

ŮɔəɡɟɧŰɖŰŬɠ ŮɑɜŬɘ ɛɘəɟɧŰŮɟɖ Űɞɡ ɛɏɔɘůŰɞɡ ɢɟɧɜɞɡ ŮˊŮɝŮɟɔŬůɑŬɠ Ůɜɧɠ ŬɘŰɐɛŬŰɞɠ 

ŬɜɎəɚɖůɖɠ. ũɘŬ TLS ɄɘůŰɞˊɞɘɖŰɘəɎ ŮɝɡˊɖɟŮŰɖŰɩɜ ˊɞɡ ɗŬ Ůəŭɞɗɞɨɜ ůŰɘɠ 15 ɀŬɟŰɑɞɡ 

2024 ɐ ŬɟɔɧŰŮɟŬ əŬɘ ˊɟɘɜ Űɘɠ 15 ɀŬɟŰɑɞɡ 2026, ɖ ŭɘɎɟəŮɘŬ ɘůɢɨɞɠ ɗŬ ŮɑɜŬɘ ɛɘəɟɧŰŮɟɖ 

ɐ ɑůɖ ɛŮ 10 ɖɛɏɟŮɠ (864.000 ŭŮɡŰŮɟɧɚŮˊŰŬ). ũɘŬ TLS ɄɘůŰɞˊɞɘɖŰɘəɎ ȺɝɡˊɖɟŮŰɖŰɩɜ 

ˊɞɡ ɗŬ Ůəŭɞɗɞɨɜ ůŰɘɠ 15 ɀŬɟŰɑɞɡ 2026 ɐ ŬɟɔɧŰŮɟŬ, ɖ ŭɘɎɟəŮɘŬ ɘůɢɨɞɠ ɗŬ ŮɑɜŬɘ 

ɛɘəɟɧŰŮɟɖ ɐ ɑůɖ ɛŮ 7 ɖɛɏɟŮɠ (604.800 ŭŮɡŰŮɟɧɚŮˊŰŬ). 

ɈˊɖɟŮůɑŬ ɈˊɞɔɟŬűɐɠ: ȰɜŬɠ ɞɟɔŬɜɘůɛɧɠ ˊɞɡ ŭɖɛɘɞɡɟɔŮɑ Űɞ ȻŮɨɔɞɠ ȾɚŮɘŭɘɩɜ əŬɘ 

ŭɘŬɢŮɘɟɑɕŮŰŬɘ ɛŮ ŬůűɎɚŮɘŬ Űɞ ȽŭɘɤŰɘəɧ ȾɚŮɘŭɑ ˊɞɡ ůɢŮŰɑɕŮŰŬɘ ɛŮ ɏɜŬ ɄɘůŰɞˊɞɘɖŰɘəɧ 

ɈˊɞɔɟŬűɐɠ, Ůə ɛɏɟɞɡɠ Ůɜɧɠ ɆɡɜŭɟɞɛɖŰɐ. 

 

ȾɡɟɑŬɟɢɞ ȾɟɎŰɞɠ: ɀɑŬ ˊɞɚɘŰŮɑŬ ɐ ɢɩɟŬ ɖ ɞˊɞɑŬ ŬɡŰɧ-əɡɓŮɟɜɎŰŬɘ əŬɘ ŭŮɜ ŮɝŬɟŰɎŰŬɘ 

Ŭˊɧ, ɐ ŭŮɜ ɡˊɧəŮɘŰŬɘ ůŮ Ɏɚɚɖ ŭɨɜŬɛɖ. 

 

ȷɜɩŰŮɟɞɠ ȾɡɓŮɟɜɖŰɘəɧɠ ūɞɟɏŬɠ: ɀŮ ɓɎůɖ Űɖ ŭɞɛɐ ŭɘŬəɡɓɏɟɜɖůɖɠ ŮɑɜŬɘ ɞ 

ȾɡɓŮɟɜɖŰɘəɧɠ ūɞɟɏŬɠ ɐ ɞɘ ūɞɟŮɑɠ ˊɞɡ ɏɢɞɡɜ Űɖɜ ɘəŬɜɧŰɖŰŬ ɜŬ ŭɘŬɢŮɘɟɑɕɞɜŰŬɘ, ɜŬ 

əŬŰŮɡɗɨɜɞɡɜ əŬɘ ɜŬ Ůɚɏɔɢɞɡɜ Űɘɠ ŭɟŬůŰɖɟɘɧŰɖŰŮɠ Űɞɡ ȷɘŰɞɨɜŰŬ. 

 

ɈˊɞəŮɑɛŮɜɞ: ɇɞ űɡůɘəɧ ˊɟɧůɤˊɞ, ůɡůəŮɡɐ, ůɨůŰɖɛŬ, ɛɞɜɎŭŬ ɐ ɜɞɛɘəɐ ɞɜŰɧŰɖŰŬ ́ ɞɡ 

ŬɜŬűɏɟŮŰŬɘ ůŰɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ɤɠ ɈˊɞəŮɑɛŮɜɞ (Subject). ɇɞ ɈˊɞəŮɑɛŮɜɞ ŮɑɜŬɘ ŮɑŰŮ ɞ 

ɆɡɜŭɟɞɛɖŰɐɠ ŮɑŰŮ ɛɑŬ ůɡůəŮɡɐ ɡˊɧ Űɞɜ ɏɚŮɔɢɞ əŬɘ Űɖ ŭɘŬɢŮɑɟɘůɖ Űɞɡ ɆɡɜŭɟɞɛɖŰɐ. 

 

ɄɚɖɟɞűɞɟɑŮɠ ɇŬɡŰɧŰɖŰŬɠ Űɞɡ ɈˊɞəŮɘɛɏɜɞɡ: ɄɚɖɟɞűɞɟɑŮɠ ˊɞɡ ˊɟɞůŭɘɞɟɑɕɞɡɜ Űɞ 

Ɉ́ ɞəŮɑɛŮɜɞ Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ. ɆŰɘɠ ˊɚɖɟɞűɞɟɑŮɠ ŬɡŰɏɠ ŭŮɜ ŮɜɜɞɞɨɜŰŬɘ ŰŬ ɞɜɧɛŬŰŬ 

ɢɩɟɞɡ ˊɞɡ ɡˊɎɟɢɞɡɜ ůŰɖɜ ŮˊɏəŰŬůɖ subjectAltName  ɐ ůŰɞ ˊŮŭɑɞ commonName ůŰɞ 

ɈˊɞəŮɑɛŮɜɞ. 

 

ȺɜŭɘɎɛŮůɖ ȷɄ: ɀɑŬ ȷɟɢɐ ɄɘůŰɞˊɞɑɖůɖɠ ˊɞɡ ɏɢŮɘ ůŰɖɜ əŬŰɞɢɐ Űɖɠ ɐ ɡˊɧ Űɞɜ ɏɚŮɔɢɞ 

Űɖɠ Űɞ ȽŭɘɤŰɘəɧ ȾɚŮɘŭɑ ˊɞɡ ůɢŮŰɑɕŮŰŬɘ ɛŮ ɄɘůŰɞˊɞɘɖŰɘəɧ ȺɜŭɘɎɛŮůɖɠ ȷɄ. Ƀ 

https://www.iana.org/assignments/iana-ipv4-special-registry/iana-ipv4-special-registry.xhtml
https://www.iana.org/assignments/iana-ipv4-special-registry/iana-ipv4-special-registry.xhtml
https://www.iana.org/assignments/iana-ipv6-special-registry/iana-ipv6-special-registry.xhtml
https://www.iana.org/assignments/iana-ipv6-special-registry/iana-ipv6-special-registry.xhtml
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ȹɘŬɢŮɘɟɘůŰɐɠ Űɖɠ ȺɜŭɘɎɛŮůɖɠ ȷɄ ɛˊɞɟŮɑ ɜŬ ŮɑɜŬɘ ŮɑŰŮ ɛɘŬ ȺɜŭɘɎɛŮůɖ ȷɄ ȺɝɤŰŮɟɘəɐɠ 

ȹɘŬɢŮɑɟɘůɖɠ ŮɑŰŮ  ɛɑŬ ȺɜŭɘɎɛŮůɖ ȷɄ ȺůɤŰŮɟɘəɐɠ ȹɘŬɢŮɑɟɘůɖɠ. 

 

ɄɘůŰɞˊɞɘɖŰɘəɧ ȺɜŭɘɎɛŮůɖɠ ȷɄ: ɄɘůŰɞˊɞɘɖŰɘəɧ ȷɄ ˊɞɡ ɏɢŮɘ ɡˊɞɔɟŬűŮɑ Ŭˊɧ Űɞ 

ȽŭɘɤŰɘəɧ ȾɚŮɘŭɑ ˊɞɡ ůɢŮŰɑɕŮŰŬɘ ɛŮ ɏɜŬ ȾɞɟɡűŬɑɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ɐ ɛŮ ɏɜŬ ŭɘŬűɞɟŮŰɘəɧ 

ɄɘůŰɞˊɞɘɖŰɘəɧ ȺɜŭɘɎɛŮůɖɠ ȷɄ. 

 

ɆɡɜŭɟɞɛɖŰɐɠ: ȰɜŬ űɡůɘəɧ ɐ ɜɞɛɘəɧ ˊɟɧůɤˊɞ ůŰɞ ɞˊɞɑɞ ŮəŭɑŭŮŰŬɘ ɄɘůŰɞˊɞɘɖŰɘəɧ əŬɘ 

ɞ ɞˊɞɑɞɠ ŭŮůɛŮɨŮŰŬɘ ɜɞɛɘəɎ Ŭˊɧ ɛɑŬ ɆɨɛɓŬůɖ ɆɡɜŭɟɞɛɖŰɐ ɐ Ŭˊɧ Űɞɡɠ ȳɟɞɡɠ ɉɟɐůɖɠ 

Űɖɠ ɡˊɖɟŮůɑŬɠ. 

 

ɆɨɛɓŬůɖ ɆɡɜŭɟɞɛɖŰɐ: ɀɑŬ ůɨɛɓŬůɖ ɛŮŰŬɝɨ Űɖɠ HARICA əŬɘ Űɞɡ 

ȷɘŰɞɨɜŰŬ/ɆɡɜŭɟɞɛɖŰɐ ˊɞɡ əŬɗɞɟɑɕŮɘ ŰŬ ŭɘəŬɘɩɛŬŰŬ əŬɘ Űɘɠ ɡˊɞɢɟŮɩůŮɘɠ Űɤɜ ɛŮɟɩɜ. 

 

ŪɡɔŬŰɟɘəɐ ȺŰŬɘɟŮɑŬ: ɀɘŬ ŮŰŬɘɟŮɑŬ ˊɞɡ ŮɚɏɔɢŮŰŬɘ Ŭˊɧ ɛɑŬ ɀɖŰɟɘəɐ ȺŰŬɘɟŮɑŬ. 

ȴˊɞˊŰɞɠ ȾɩŭɘəŬɠ: ȾɩŭɘəŬɠ ˊɞɡ ˊŮɟɘɏɢŮɘ əŬəɧɓɞɡɚɖ ɚŮɘŰɞɡɟɔɘəɧŰɖŰŬ ɐ ůɞɓŬɟɐ 

ŮɡˊɎɗŮɘŬ əŬɘ ́ ŮɟɘɚŬɛɓɎɜŮɘ spyware, malware əŬɘ Ɏɚɚɞɡ Ůɑŭɞɡɠ əɩŭɘəŬ ɚɞɔɘůɛɘəɞɨ ́ ɞɡ 

ŮɔəŬɗɑůŰŬŰŬɘ ɢɤɟɑɠ Űɖ ůɡɔəŬŰɎɗŮůɖ Űɞɡ ɢɟɐůŰɖ əŬɘ/ɐ ŬɜŰɘůŰɏəŮŰŬɘ ůŰɖɜ ŬűŬɑɟŮůɐ 

Űɞɡ, əɩŭɘəŬɠ ˊɞɡ ˊŬɟŬɓɘɎɕŮɘ Űɖɜ ŬůűɎɚŮɘŬ Űɞɡ ɢɟɐůŰɖ, ɧˊɤɠ əŬɘ əɩŭɘəŬɠ ˊɞɡ ɛˊɞɟŮɑ 

ɜŬ ˊŬɟŬɓɘŬůŰŮɑ əŬɘ ɜŬ ŮəŰŮɚŮůŰŮɑ ɛŮ Űɟɧˊɞɡɠ ˊɏɟŬ Ŭˊɧ Űɘɠ ˊɟɞɗɏůŮɘɠ Űɤɜ ŭɖɛɘɞɡɟɔɩɜ 

Űɞɡ, ˊɟɞəŮɘɛɏɜɞɡ ɜŬ ˊŬɟŬɓɘɎůŮɘ əŬɘ ɜŬ ɡˊɞɓŬɗɛɑůŮɘ Űɖɜ ŬɝɘɞˊɘůŰɑŬ Űɖɠ ɄɚŬŰűɧɟɛŬɠ 

ůŰɖɜ ɞˊɞɑŬ ɗŬ ŮəŰŮɚŮůŰŮɑ. 

ȺˊɑɗŮůɖ Takeover: ɀɑŬ ŮˊɑɗŮůɖ ɧˊɞɡ Űɞ ȽŭɘɤŰɘəɧ ȾɚŮɘŭɑ ˊɞɡ ůɢŮŰɑɕŮŰŬɘ ɛŮ ɏɜŬ 

ɄɘůŰɞˊɞɘɖŰɘəɧ ɈˊɞɔɟŬűɐɠ ȾɩŭɘəŬ ɏɢŮɘ ˊŬɟŬɓɘŬůŰŮɑ ɛɏůɤ ŬˊɎŰɖɠ, əɚɞˊɐɠ, ůəɧˊɘɛɖɠ 

əŬəɧɓɞɡɚɖɠ ŮɜɏɟɔŮɘŬɠ Űɞɡ ŬɜŰɘˊɟɞůɩˊɞɡ Űɞɡ ɈˊɞəŮɘɛɏɜɞɡ ɐ Ɏɚɚɖ ˊŬɟɎɜɞɛɖ 

ŭɟŬůŰɖɟɘɧŰɖŰŬ. 

ɇŮɢɜɘəɎ ɄŮɟɘɞɟɘůɛɏɜɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ȺɜŭɘɎɛŮůɖɠ ȷɄ: ȰɜŬ ɄɘůŰɞˊɞɘɖŰɘəɧ ɛɘŬɠ 

ȺɜŭɘɎɛŮůɖɠ ȷɄ ˊɞɡ ɢɟɖůɘɛɞˊɞɘŮɑ ɏɜŬ ůɡɜŭɡŬůɛɧ Űɤɜ ŮˊŮəŰɎůŮɤɜ ñExtended Key 

Usageò əŬɘ ñName Constraintsò ɔɘŬ ɜŬ ˊŮɟɘɞɟɑůŮɘ Űɞ ˊŮŭɑɞ ŮɜŰɧɠ Űɞɡ ɞˊɞɑɞɡ ɖ 

ȺɜŭɘɎɛŮůɖ ȷɄ ɛˊɞɟŮɑ ɜŬ ŮəŭɑŭŮɘ ɄɘůŰɞˊɞɘɖŰɘəɎ ɆɡɜŭɟɞɛɖŰɐ ɐ ɎɚɚŬ ɄɘůŰɞˊɞɘɖŰɘəɎ 

ȺɜŭɘɎɛŮůɤɜ ȷɄ.  

 

ȳɟɞɘ ɉɟɐůɖɠ: ȹɘŬŰɎɝŮɘɠ ůɢŮŰɘəɎ ɛŮ Űɖ ˊɟɞůŰŬůɑŬ əŬɘ Űɘɠ ŬˊɞŭŮəŰɏɠ ɢɟɐůŮɘɠ Ůɜɧɠ 

ɄɘůŰɞˊɞɘɖŰɘəɞɨ ˊɞɡ ŮəŭɑŭŮŰŬɘ ůɨɛűɤɜŬ ɛŮ Űɖɜ ˊŬɟɞɨůŬ ɄɄ/ȹȹɄ, ɧŰŬɜ ɞ 

ȷɘŰɩɜ/ɆɡɜŭɟɞɛɖŰɐɠ ŬˊɞŰŮɚŮɑ ɆɡɜŮɟɔɎŰɖ Űɖɠ HARICA ɐ ŮɑɜŬɘ ɖ HARICA. 

ɉɟɞɜɞ-ůűɟŬɔɑŭŬ: ŭŮŭɞɛɏɜŬ ůŮ ɖɚŮəŰɟɞɜɘəɐ ɛɞɟűɐ ˊɞɡ ůɡɜŭɏɞɡɜ ɎɚɚŬ ɖɚŮəŰɟɞɜɘəɎ 

ŭŮŭɞɛɏɜŬ ɛŮ ůɡɔəŮəɟɘɛɏɜɖ ɢɟɞɜɘəɐ ůŰɘɔɛɐ ˊŬɟɏɢɞɜŰŬɠ ŬˊɞŭŮɑɝŮɘɠ ɧŰɘ ŬɡŰɎ ŰŬ 

ŭŮŭɞɛɏɜŬ ɑůɢɡŬɜ Űɖ ŭŮŭɞɛɏɜɖ ɢɟɞɜɘəɐ ůŰɘɔɛɐ. 

ɇŮəɛɐɟɘɞ ɉɟɞɜɞůɐɛŬɜůɖɠ: ɏɜŬ ŬɜŰɘəŮɑɛŮɜɞ ŭŮŭɞɛɏɜɤɜ ˊɞɡ ůɡɜŭɏŮɘ ɛɘŬ ɏəűŬɜůɖ Űɞɡ 

ɢɟɧɜɞɡ ůŮ ɛɘŬ ůɡɔəŮəɟɘɛɏɜɖ ɢɟɞɜɘəɐ ůŰɘɔɛɐ ɛŮ ɛɘŬ ɣɖűɘŬəɐ ɡˊɞɔɟŬűɐ, ɛŮ 

ŬˊɞŰɏɚŮůɛŬ Űɖ ŭɖɛɘɞɡɟɔɑŬ ˊŮɘůŰɐɟɘɞɡ. 

ȷɟɢɐ ɉɟɞɜɞůɐɛŬɜůɖɠ (ȷɉɆ): ȼ ȷɟɢɐ ˊɞɡ ˊŬɟɏɢŮɘ ɡˊɖɟŮůɑŮɠ ɢɟɞɜɞůɐɛŬɜůɖɠ 

ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ ɛɘŬ ɐ ˊŮɟɘůůɧŰŮɟŮɠ ɛɞɜɎŭŮɠ ɢɟɞɜɞůɐɛŬɜůɖɠ. 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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ɀɞɜɎŭŬ ɉɟɞɜɞůɐɛŬɜůɖɠ (ɀɉɆ): ɇɞ ůɨɜɞɚɞ Űɞɡ ɡɚɘəɞɨ əŬɘ ɚɞɔɘůɛɘəɞɨ ˊɞɡ 

ŬɜŰɘɛŮŰɤˊɑɕŮŰŬɘ ɤɠ ɛɞɜɎŭŬ əŬɘ ɏɢŮɘ ŮɜŮɟɔɧ ɏɜŬ ɛɞɜŬŭɘəɧ əɚŮɘŭɑ ɡˊɞɔɟŬűɐɠ 

ɢɟɞɜɞůɐɛŬɜůɖɠ əɎɗŮ űɞɟɎ.  

ȹɐɚɤůɖ ũɜɤůŰɞˊɞɑɖůɖɠ ȷɉɆ: Űɞ ůɨɜɞɚɞ Űɤɜ ŭɖɚɩůŮɤɜ ůɢŮŰɘəɎ ɛŮ Űɘɠ ˊɞɚɘŰɘəɏɠ 

əŬɘ Űɘɠ ŭɘŬŭɘəŬůɑŮɠ ɛɘŬɠ ȷɉɆ ˊɞɡ ŬˊŬɘŰɞɨɜ ŮɘŭɘəɧŰŮɟɖ ŮˊɘůɐɛŬɜůɖ ɐ ɔɜɤůŰɞˊɞɑɖůɖ 

ůŰɞɡɠ ůɡɜŭɟɞɛɖŰɏɠ əŬɘ ůŰɞɡɠ ɓŬůɘɕɧɛŮɜŬ ɛɏɟɖ, ɧˊɤɠ ɔɘŬ ˊŬɟɎŭŮɘɔɛŬ ɖ ůɡɛɛɧɟűɤůɖ 

ɛŮ əŬɜɞɜɘůŰɘəɏɠ ŬˊŬɘŰɐůŮɘɠ. 

ȷɝɘɧˊɘůŰɞ ɆɨůŰɖɛŬ: ȼɚŮəŰɟɞɜɘəɞɑ ɡˊɞɚɞɔɘůŰɏɠ, ɚɞɔɘůɛɘəɧ, əŬɘ ŭɘŬŭɘəŬůɑŮɠ ˊɞɡ: 

¶ ŮɑɜŬɘ ŮɨɚɞɔŬ ŬůűŬɚŮɑɠ ɏɜŬɜŰɘ Ůɘůɓɞɚɐɠ əŬɘ əŬəɐɠ ɢɟɐůɖɠ,  

¶ ˊŬɟɏɢɞɡɜ ɏɜŬ Ůɨɚɞɔɞ ŮˊɑˊŮŭɞ ŭɘŬɗŮůɘɛɧŰɖŰŬɠ, ŬɝɘɞˊɘůŰɑŬɠ əŬɘ ɞɟɗɐɠ 

ɚŮɘŰɞɡɟɔɑŬɠ, 

¶ ŮɑɜŬɘ əŬŰɎɚɚɖɚɞɘ ɔɘŬ Űɖɜ ŮəŰɏɚŮůɖ Űɤɜ əŬɗɖəɧɜŰɤɜ ˊɞɡ ˊɟɞɞɟɑɕɞɜŰŬɘ əŬɘ 

¶ ŮűŬɟɛɧɕɞɡɜ Űɖ ůɢŮŰɘəɐ ˊɞɚɘŰɘəɐ ŬůűɎɚŮɘŬɠ. 

 

ɀɖ Ⱥəɢɤɟɖɛɏɜɞ ȳɜɞɛŬ ɉɩɟɞɡ: ȰɜŬ ȳɜɞɛŬ ɉɩɟɞɡ Űɞ ɞˊɞɑɞ ŭŮɜ ŮɑɜŬɘ Ⱥəɢɤɟɖɛɏɜɞ. 

UTC(k): ɏəűŬɜůɖ Űɞɡ ɢɟɧɜɞɡ ɧˊɤɠ ŬˊŮɘəɞɜɑɕŮŰŬɘ Ŭˊɧ Űɞ ˊɘůŰɞˊɞɘɖɛɏɜɞ ŮɟɔŬůŰɐɟɘɞ 

"k" əŬɘ Űɞ ɞˊɞɑɞ ɓɟɑůəŮŰŬɘ ůŮ ˊɞɚɨ ɛŮɔɎɚɖ ůɡɛűɤɜɑŬ ɛŮ Űɖɜ ɄŬɔəɧůɛɘŬ ȵɟŬ (UTC), 

ɛŮ ůŰɧɢɞ Űɖɜ ŮˊɑŰŮɡɝɖ ŬəɟɑɓŮɘŬɠ ±100 ns. 

Ȱɔəɡɟɞ ɄɘůŰɞˊɞɘɖŰɘəɧ: ɇɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ˊɞɡ ˊŮɟɜɎ Űɖ ŭɘŬŭɘəŬůɑŬ ŮˊŬɚɐɗŮɡůɖɠ 

ˊɞɡ ɞɟɑɕŮŰŬɘ ůŰɞ RFC 5280. 

 

Ⱥɘŭɘəɞɑ Ⱥɚɏɔɢɞɡ ȺɔəɡɟɧŰɖŰŬɠ: ȾɎˊɞɘɞɠ ˊɞɡ ŮəŰŮɚŮɑ ŰŬ əŬɗɐəɞɜŰŬ ŮˊŬɚɐɗŮɡůɖɠ Űɤɜ 

ˊɚɖɟɞűɞɟɘɩɜ ˊɞɡ əŬɗɞɟɑɕɞɜŰŬɘ Ŭˊɧ ŬɡŰɧ Űɞ əŮɑɛŮɜɞ ɄɄ/ȹȹɄ. 

 

ɄŮɟɑɞŭɞɠ Ƚůɢɨɞɠ (Ůɜɧɠ ɄɘůŰɞˊɞɘɖŰɘəɞɨ): ȼ ɢɟɞɜɘəɐ ˊŮɟɑɞŭɞɠ ɘůɢɨɞɠ Ůɜɧɠ 

ɄɘůŰɞˊɞɘɖŰɘəɞɨ Ŭˊɧ Űɖɜ Űɘɛɐ notBefore  ɏɤɠ notAfter , ůɡɛˊŮɟɘɚŬɛɓŬɜɞɛɏɜɤɜ Űɤɜ 

Űɘɛɩɜ ŬɡŰɩɜ. 

ɆɎɟɤůɖ ɔɘŬ ȺɡˊɎɗŮɘŮɠ: ɀɘŬ ŭɘŬŭɘəŬůɑŬ ˊɞɡ ɢɟɖůɘɛɞˊɞɘŮɑ ɢŮɘɟɞəɑɜɖŰŬ ɐ 

ŬɡŰɞɛŬŰɞˊɞɘɖɛɏɜŬ ŮɟɔŬɚŮɑŬ ŭɘŮɟŮɨɜɖůɖɠ ŮůɤŰŮɟɘəɩɜ əŬɘ ŮɝɤŰŮɟɘəɩɜ ůɡůŰɖɛɎŰɤɜ ɛŮ 

ůəɞˊɧ ɜŬ ŮɚɏɔɝŮɘ Űɖɜ əŬŰɎůŰŬůɖ Űɤɜ ɚŮɘŰɞɡɟɔɘəɩɜ ůɡůŰɖɛɎŰɤɜ, Űɤɜ ɡˊɖɟŮůɘɩɜ əŬɘ 

Űɤɜ ůɡůəŮɡɩɜ ˊɞɡ ŮəŰɑɗŮɜŰŬɘ ůŰɞ ŭɑəŰɡɞ əŬɘ Űɖɜ ˊŬɟɞɡůɑŬ ŮɡˊŬɗŮɘɩɜ əɘ ŮɝɎɔŮɘ 

ŬɜŬűɞɟɏɠ. 

WHOIS:  ɄɚɖɟɞűɞɟɑŮɠ ́ ɞɡ ɏɢɞɡɜ ɚɖűɗŮɑ ŬˊŮɡɗŮɑŬɠ Ŭˊɧ ɏɜŬɜ ȾŬŰŬɢɤɟɖŰɐ ɃɜɞɛɎŰɤɜ 

ɉɩɟɞɡ ɛɏůɤ Űɞɡ ˊɟɤŰɞəɧɚɚɞɡ ˊɞɡ ɞɟɑɕŮŰŬɘ ůŰɞ RFC 3912, ɛɏůɤ Űɞɡ Registry Data 

Access Protocol ˊɞɡ ɞɟɑɕŮŰŬɘ ůŰɞ RFC 7482, ɐ ɛɏůɤ Ůɜɧɠ ɘůŰɞɢɩɟɞɡ ɛŮ HTTPS. 

 

ɄɘůŰɞˊɞɘɖŰɘəɧ ɀˊŬɚŬɜŰɏɟ: ȺɑɜŬɘ ɏɜŬ ˊɘůŰɞˊɞɘɖŰɘəɧ ˊɞɡ ˊŮɟɘɏɢŮɘ ŰɞɡɚɎɢɘůŰɞɜ ɏɜŬ 

ȳɜɞɛŬ ɉɩɟɞɡ ɀˊŬɚŬɜŰɏɟ ůŰɖɜ ŮˊɏəŰŬůɖ ñSubject Alternative Nameò Ůɜɧɠ 

ɄɘůŰɞˊɞɘɖŰɘəɞɨ. 

ȳɜɞɛŬ ɉɩɟɞɡ ɀˊŬɚŬɜŰɏɟ: ɀɘŬ ůɡɛɓɞɚɞůŮɘɟɎ ˊɞɡ ɝŮəɘɜɎ ɛŮ ñ*.ò (U+002A 

ASTERISK, U+002E FULL STOP) əŬɘ Ŭɛɏůɤɠ ŬəɞɚɞɡɗŮɑ ɏɜŬ Ʉɚɐɟɤɠ 

ɄɘůŰɞˊɞɘɖɛɏɜɞ ȳɜɞɛŬ ɉɩɟɞɡ (FQDN). 
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XN-Label: ɀŮŰɎűɟŬůɖ Ŭˊɧ Űɞ RFC 5890 (https://tools.ietf.org/html/rfc5890): «ɖ 

əŬŰɖɔɞɟɑŬ ŮŰɘəŮŰɩɜ ɛŮ ˊɟɧɗŮɛŬ ñxn--ò (case independent), ɖ ɞˊɞɑŬ ůɡɛɛɞɟűɩɜŮŰŬɘ ɛŮ 

Űɞɡɠ əŬɜɧɜŮɠ Űɤɜ ŮŰɘəŮŰɩɜ LDH». 

1.6.2 ȷəɟɤɜɨɛɘŬ 

 

Ⱥɚɚɖɜɘəɧɠ ɧɟɞɠ ɆɡɜŰɧɛŮɡůɖ ȷɔɔɚɘəɧɠ ɧɟɞɠ ɆɡɜŰɧɛŮɡůɖ 

ȳɜɞɛŬ ɉɩɟɞɡ ȺɝɞɡůɘɞŭɧŰɖůɖɠ  Authorization Domain Name ADN 

ȷɑŰɖɛŬ ɈˊɞɔɟŬűɐɠ 

ɄɘůŰɞˊɞɘɖŰɘəɞɨ 

 Certificate Signing Request CSR 

ȷɘŰɞɨɛŮɜɞɠ  Applicant  

ȷɜŬɔɜɩɟɘůɖ  Identification  

ȷɜŬɔɜɤɟɘůŰɘəɧ ȷɜŰɘəŮɘɛɏɜɞɡ AA Object Identifier OID 

ȷˊɞɗŮŰɐɟɘɞ ȹŮŭɞɛɏɜɤɜ  Data Repository  

ȷɟɢɐ ȾŬŰŬɢɩɟɘůɖɠ ȷȾ Registration Authority RA 

ȷɟɢɐ ɄɘůŰɞˊɞɑɖůɖɠ ȷɄ Certification Authority CA 

ȷɟɢɐ ɄɘůŰɞˊɞɑɖůɖɠ ɄɞɚɘŰɘəɐɠ ȷɄɄ Policy Certification Authority PCA 

ȷɟɢɐ ɉɟɞɜɞůɐɛŬɜůɖɠ ȷɉɆ Time-Stamp Authority TSA 

ȷůűŬɚɐɠ ȹɘɎŰŬɝɖ ȹɖɛɘɞɡɟɔɑŬɠ 

ɈˊɞɔɟŬűɐɠ 

ȷȹȹɈ Secure Signature Creation 

Device 

SSCD 

ȷɡɗɡˊɧɔɟŬűŬ ˊɘůŰɞˊɞɘɖŰɘəɎ  Self-signed certificates  

ȸŬůɘɕɧɛŮɜɞ ɀɏɟɞɠ  Relying Party  

ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ 

ɄɘůŰɞˊɞɑɖůɖɠ 

ȹȹɄ Certification Practice 

Statement 

CPS 

ȹɖɛɧůɘɞ ȾɚŮɘŭɑ  Public Key  

ȹɘŬŭɟɞɛɐ ɄɘůŰɞˊɞɑɖůɖɠ ȹɄ Certification Path  

ȹɘŬəŮəɟɘɛɏɜɞ ȳɜɞɛŬ ȹɃ Distinguished Name DN 

ȹɘŬəɟɘŰɘəɧɠ ɇɑŰɚɞɠ  Doing Business As DBA 

ȹɘŬűɎɜŮɘŬ ɄɘůŰɞˊɞɘɖŰɘəɩɜ  Certificate Transparency CT 

ȺɔəŮəɟɘɛɏɜɖ ȹɘɎŰŬɝɖ 

ȹɖɛɘɞɡɟɔɑŬɠ 

ɈˊɞɔɟŬűɐɠ/ɆűɟŬɔɑŭŬɠ 

ȺȹȹɈ Qualified Signature/Seal 

Creation Device 

QSCD 

ȺɔəŮəɟɘɛɏɜɞ ɄɘůŰɞˊɞɘɖŰɘəɧ  Qualified Certificate  

ȺɔəŮəɟɘɛɏɜɞɠ ɄɎɟɞɢɞɠ 

ɈˊɖɟŮůɘɩɜ ȺɛˊɘůŰɞůɨɜɖɠ 

ȺɄɈȺ Qualified Trust Service 

Provider 

QTSP 

ȺɝɞɡůɘɞŭɧŰɖůɖ ȷɟɢɩɜ 

ɄɘůŰɞˊɞɑɖůɖɠ 

 Certification Authority 

Authorization 

CAA 

ȺˊɘɓŮɓŬɑɤůɖ əŬŰɞɢɐɠ ɉɩɟɞɡ 

ɃɜɞɛɎŰɤɜ 

 Domain Validation Cert. 

Policy 

DVCP 

ȺˊɘɓŮɓŬɑɤůɖ ɃɟɔŬɜɘůɛɞɨ  Organizational Validation 

Cert. Policy 

OVCP 

ȺˊɘŰɟɞˊɐ ȹɘŬɢŮɑɟɘůɖɠ 

ɄɞɚɘŰɘəɐɠ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ 

ȹɘŬŭɘəŬůɘɩɜ 

ȺȹɄɄ Policy Management 

Committee 

PMC 

ȽŭɘɤŰɘəɧ ȾɚŮɘŭɑ  Private Key  

Ⱦɞɘɜɧ ȳɜɞɛŬ  CommonName CN 

Ⱦɞɘɜɐ ȸɎůɖ ȹŮŭɞɛɏɜɤɜ ȷɄ Ⱦȸȹ ȷɄ Common CA Database CCADB 

ȿɑůŰŬ ȷɜɎəɚɖůɖɠ 

ɄɘůŰɞˊɞɘɖŰɘəɩɜ 

ȿȷɄ Certificate Revocation List CRL 

https://tools.ietf.org/html/rfc5890
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ɀŮůŮɔɔɨɖůɖ ɘŭɘɤŰɘəɞɨ 

əɚŮɘŭɘɞɨ 

 Private Key Escrow  

ɀɞɜɎŭŬ ɉɟɞɜɞůɐɛŬɜůɖɠ ɀɉɆ Time-Stamping Unit TSU 

ȳɜɞɛŬ ɃɟɔŬɜɘůɛɞɨ  OrganizationName O 

ȳɜɞɛŬ ɉɩɟŬɠ  CountryName C 

ɃɟɔŬɜɤŰɘəɐ ɀɞɜɎŭŬ  Organizational Unit OU 

ɄɎɟɞɢɞɠ ɈˊɖɟŮůɘɩɜ 

ȺɛˊɘůŰɞůɨɜɖɠ 

 Trust Service Provider TSP 

ɄɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ ȷɟɢɐ 

ɄɘůŰɞˊɞɑɖůɖɠ 

 Cȷ Certificates  

ɄɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ 

ȺɝɡˊɖɟŮŰɖŰɏɠ 

 Server Certificates  

ɄɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ ɈˊɞɔɟŬűɐ 

ȷɜŰɘəŮɘɛɏɜɤɜ 

 Object-Signing Certificates  

ɄɘůŰɞˊɞɘɖŰɘəɎ ɇŬɡŰɧŰɖŰŬɠ  Personal Identity Certificates  

ɄɘůŰɞˊɞɘɖŰɘəɧ  Certificate  

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ ɄɄ Certification Policy CP 

Ʉɟɞůɤˊɘəɧɠ Ⱦɤŭɘəɧɠ 

ȷɜŬɔɜɩɟɘůɖɠ 

 Personal identification number PIN 

ɆɡɜŭɟɞɛɖŰɐɠ  Subscriber  

ɆɡɜŰɞɜɘůɛɏɜɖ ɄŬɔəɧůɛɘŬ ȵɟŬ ɆɄɋ Coordinated Universal Time UTC 

ɇŬɡŰɞˊɞɑɖůɖ  Authentication  

ɇŮəɛɐɟɘɞ ɉɟɞɜɞůɐɛŬɜůɖɠ  Time-Stamp Token TST 

Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ ɈȹȾ Public Key Infrastructure PKI 

ɈˊɞəŮɑɛŮɜɞ ɄɘůŰɞˊɞɘɖŰɘəɞɨ  Certificate Subject  

ɉŬɟŬəŰɖɟɘůŰɘəɧ ˊɞɚɘŰɘəɐɠ  Policy Qualifier  

  Extended Key Usage EKU 

  Fully-Qualified Domain Name FQDN 

  Hardware Security Module HSM 

  Hyper Text Transfer Protocol HTTP 

  IETF Working Group on PKI PKIX 

  International Standards 

Organization's Object 

Identifier 

OID 

  International Organization for 

Standardization 

ISO 

  International 

Telecommunication Union 

ITU 

  Internet Assigned Numbers 

Authority 

IANA  

  Internet Corporation for 

Assigned Names and Numbers 

ICANN 

  Internet Engineering Task 

Force 

IETF 

  ITU Telecommunication 

Standardization Sector 

ITU-T 

  ITU-T standard for 

Certificates and authentication 

framework 

X.509 
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  On-line Certificate Status 

Protocol 

OCSP 

  Public-Key Cryptography 

Standards 

PKCS 

  Secure Hashing Algorithm SHA 

  Secure multipurpose Internet 

mail extensions 

S/MIME 

  Secure Socket Layer SSL 

  Subordinate Certification 

Authority 

subCA 

  Transport Layer Security TLS 

  Top Level Domain TLD 

  Uniform Resource Identifier URI 

  Uniform Resource Locator URL 

  United States Federal 

Information Processing 

Standards 

FIPS 

  European Banking Authority EBA1 

  eIDAS Regulation eIDAS 

  Extended Validation EV 

Ⱥɗɜɘəɐ ȷɟɛɧŭɘŬ ȷɟɢɐ Ⱥȷȷ National Competent Authority NCA 

  Payment Services Directive 2 PSD21 

ɄɎɟɞɢɞɠ ɈˊɖɟŮůɘɩɜ 

Ʉɚɖɟɤɛɩɜ 

ɄɈɄ Payment Service Provider PSP2 

  Account Information Service 

Provider 

PSP_AI2 

  Account Servicing Payment 

Service Provider 

PSP_AS2 

  Payment Service Provider 

Issuing Card-based payment 

instruments 

PSP_IC2 

  Payment Initiation Service 

Provider 

PSP_PI2 

  Qualified electronic Seal 

Certificate 

QSealC 

   Qualified Website 

Authentication Certificate 

QWAC 

 

1.6.3 ɄŬɟŬˊɞɛˊɏɠ 

ETSI EN 319 403, Electronic Signatures and Infrastructures (ESI); Trust Service 

Provider Conformity Assessment - Requirements for conformity assessment bodies 

assessing Trust Service Providers 

ETSI EN 319 401, Electronic Signatures and Infrastructures (ESI);  General Policy 

Requirements for Trust Service Providers 

 
1 ȸɚ. ɃŭɖɔɑŬ (ȺȺ) 2015/2366 
2 ȸɚ. ȾŬɜɞɜɘůɛɧ ȺˊɘŰɟɞˊɐɠ (ȺȺ) 2018/389 
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ETSI EN 319 411-1, Electronic Signatures and Infrastructures (ESI); Policy and 

security requirements for Trust Service Providers issuing certificates; Part 1: General 

requirements 

ETSI EN 319 411-2, Electronic Signatures and Infrastructures (ESI); Policy and 

security requirements for Trust Service Providers issuing certificates; Part2: 

Requirements for Trust Service Providers issuing EU qualified certificates 

ETSI EN 319 421, Electronic Signatures and Infrastructures (ESI); Policy and security 

requirements for Trust Service Providers issuing Time-Stamps 

ETSI TS 119 495, Electronic Signatures and Infrastructures (ESI); Sector Specific 

Requirements; Certificate Profiles and TSP Policy Requirements for Open Banking 

FIPS 140-2, Federal Information Processing Standards Publication - Security 

Requirements For Cryptographic Modules, Information Technology Laboratory, 

National Institute of Standards and Technology, May 25, 2001. 

FIPS 140-3, Federal Information Processing Standards Publication ï Security 

Requirements For Cryptographic Modules, Information Technology Laboratory, 
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2 ȹɖɛɞůɘɞˊɞɑɖůɖ əŬɘ ȷˊɞɗŮŰɐɟɘŬ  

2.1 ȷˊɞɗŮŰɐɟɘŬ 

ȼ ɈȹȾ HARICA ŭɘŬɗɏŰŮɘ Ůɘŭɘəɧ ɘůŰɞɢɩɟɞ ŬˊɞɗŮŰɖɟɑɞɡ ɧˊɞɡ ŭɖɛɞůɘŮɨɞɜŰŬɘ əŮɑɛŮɜŬ 

ˊɞɚɘŰɘəɐɠ, ˊɘůŰɞˊɞɘɖŰɘəɎ ȷɟɢɩɜ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ŰŮɚɘəɎ ˊɘůŰɞˊɞɘɖŰɘəɎ 

ůɡɜŭɟɞɛɖŰɩɜ/ůɡůəŮɡɩɜ ůŰɖ ŭɘŮɨɗɡɜůɖ https://repo.harica.gr. ȾŬŰɎ ˊŮɟɑˊŰɤůɖ ɛˊɞɟŮɑ 

ɜŬ ɡˊɎɟɢɞɡɜ əŬŰŬɜŮɛɖɛɏɜɞɘ ɘůŰɞɢɩɟɞɘ ŬˊɞɗŮŰɖɟɑɤɜ ɔɘŬ əɎɗŮ ŮɜŭɘɎɛŮůɖ ȷɟɢɐ 

ɄɘůŰɞˊɞɑɖůɖɠ/ȷɟɢɐ ȾŬŰŬɢɩɟɘůɖɠ ˊɞɡ ůɡɛɛŮŰɏɢŮɘ ůŰɖɜ ɈȹȾ. 

2.2 ȹɖɛɞůɘɞˊɞɑɖůɖ ˊɚɖɟɞűɞɟɘɩɜ Űɖɠ ȷɟɢɐɠ ɄɘůŰɞˊɞɑɖůɖɠ 

ȼ ɈȹȾ HARICA ŭɘŬɗɏŰŮɘ ɘůŰɞɢɩɟɞ ŬˊɞɗŮŰɖɟɑɞɡ ŭɘŬɗɏůɘɛɞ ɛɏůɤ ȹɘŬŭɘəŰɨɞɡ ɧˊɞɡ 

ŭɖɛɞůɘŮɨɞɜŰŬɘ ŰŬ ɄɘůŰɞˊɞɘɖŰɘəɎ Űɤɜ ȷɟɢɩɜ ɄɘůŰɞˊɞɑɖůɖɠ, Űɘɠ ȿȷɄ, Űɞ əŮɑɛŮɜɞ Űɖɠ 

ɄɄ/ȹȹɄ əŬɘ ɎɚɚŬ əŮɑɛŮɜŬ ůɢŮŰɘəɎ ɛŮ Űɖ ɚŮɘŰɞɡɟɔɑŬ Űɖɠ (.́ɢ. ɛɜɖɛɧɜɘɞ ůɡɜŮɟɔŬůɑŬɠ 

əŬɘ ůɡɜŬɜŰɑɚɖɣɖɠ - MoU). 

 

ȼ ɈȹȾ HARICA ŮəŰŮɚŮɑ ɧɚŮɠ Űɘɠ ŮɜɏɟɔŮɘŮɠ ɔɘŬ Űɖɜ ŬŭɘɎɚŮɘˊŰɖ - əŬŰɎ Űɞ ŭɡɜŬŰɧɜ- 

ŭɘŬɗŮůɘɛɧŰɖŰŬ Űɞɡ ɘůŰɞɢɩɟɞɡ ŬˊɞɗŮŰɖɟɑɞɡ. 

 

ȼ ɖɚŮəŰɟɞɜɘəɐ ŭɘŮɨɗɡɜůɖ Űɞɡ ɘůŰɞɢɩɟɞɡ ŬˊɞɗŮŰɖɟɑɞɡ Űɖɠ Ɉˊɞŭɞɛɐɠ ȹɖɛɞůɑɞɡ 

ȾɚŮɘŭɘɞɨ HARICA ŮɑɜŬɘ https://repo.harica.gr. 

 

Ƀɘ ɄɟɞɛɖɗŮɡŰɏɠ ȿɞɔɘůɛɘəɞɨ ȺűŬɟɛɞɔɩɜ ˊɞɡ Ŭɝɘɞˊɞɘɞɨɜ ɄɘůŰɞˊɞɘɖŰɘəɎ SSL/TLS, 

ɛˊɞɟɞɨɜ ɜŬ ɢɟɖůɘɛɞˊɞɘɞɨɜ Űɖɜ Ŭəɧɚɞɡɗɖ ɚɑůŰŬ ɘůŰɞɢɩɟɤɜ ɔɘŬ ɏɚŮɔɢɞ 

ɚŮɘŰɞɡɟɔɘəɧŰɖŰŬɠ (ŭɘŬɗɏůɘɛɞɘ əŬɘ ůŰɖ ŭɘŮɨɗɡɜůɖ https://testsites.harica.gr): 

 

Root CA Status URL  

Harica Root CA 2015 

Ȱɔəɡɟɞ https://haricarootca2015-valid-ev.harica.gr 

ȷɜŬəɚɖɛɏɜɞ https://haricarootca2015-revoked-

ev.harica.gr 

ȿɖɔɛɏɜɞ https://haricarootca2015-expired-ev.harica.gr 

Harica ECC Root CA 2015 

Ȱɔəɡɟɞ https://haricaeccrootca2015-valid-

ev.harica.gr 

ȷɜŬəɚɖɛɏɜɞ https://haricaeccrootca2015-revoked-

ev.harica.gr 

ȿɖɔɛɏɜɞ https://haricaeccrootca2015-expired-

ev.harica.gr 

Harica TLS RSA Root CA 

2021 

Ȱɔəɡɟɞ https://tls-rsa-valid-ev.root2021.harica.gr 

ȷɜŬəɚɖɛɏɜɞ https://tls-rsa-revoked-ev.root2021.harica.gr 

ȿɖɔɛɏɜɞ https://tls-rsa-expired-ev.root2021.harica.gr 

Harica TLS ECC Root CA 

2021 

Ȱɔəɡɟɞ https://tls-ecc-valid-ev.root2021.harica.gr 

ȷɜŬəɚɖɛɏɜɞ https://tls-ecc-revoked-ev.root2021.harica.gr 

ȿɖɔɛɏɜɞ https://tls-ecc-expired-ev.root2021.harica.gr 

2.3 ɆɡɢɜɧŰɖŰŬ ŭɖɛɞůɘɞˊɞɑɖůɖɠ 

ȼ ȿɑůŰŬ ȷɜɎəɚɖůɖɠ ɄɘůŰɞˊɞɘɖŰɘəɩɜ ŮɜɖɛŮɟɩɜŮŰŬɘ ůɨɛűɤɜŬ ɛŮ Űɖɜ ́ ŬɟɎɔɟŬűɞ 4.9.7. 

https://repo.harica.gr/
https://repo.harica.gr/
https://testsites.harica.gr/
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2.4 ȰɚŮɔɢɞɠ ˊɟɧůɓŬůɖɠ ůŰɞɜ ɘůŰɞɢɩɟɞ ŬˊɞɗŮŰɖɟɑɞɡ 

ȼ ˊɟɧůɓŬůɖ ůŰɞ ŰɛɐɛŬ Űɞɡ ŬˊɞɗŮŰɖɟɑɞɡ ˊɞɡ ˊŮɟɘɏɢŮɘ ŰŬ ˊɘůŰɞˊɞɘɖŰɘəɎ ˊɞɡ ɏɢɞɡɜ 

ŮəŭɞɗŮɑ ŮɑɜŬɘ ŭɘŬɗɏůɘɛɖ ɛɏůɤ ɘůŰɞůŮɚɑŭŬɠ ŬɜŬɕɐŰɖůɖɠ. ȼ ŬɜŬɕɐŰɖůɖ ɔɑɜŮŰŬɘ ŮɑŰŮ ɛŮ 

Űɞ ůŮɘɟɘŬəɧ Ŭɟɘɗɛɧ Űɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ (ɞˊɧŰŮ ˊɟɞɓɎɚɚŮŰŬɘ ɛɑŬ ŮɔɔɟŬűɐ), ɐ 

ŮɘůɎɔɞɜŰŬɠ ŰɛɐɛŬ Űɞɡ ŭɘŬəŮəɟɘɛɏɜɞɡ ɞɜɧɛŬŰɞɠ Űɞɡ ɡˊɞəŮɘɛɏɜɞɡ Űɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ, 

ɞˊɧŰŮ ŮɑɜŬɘ ˊɘɗŬɜɧ ɜŬ ŮˊɘůŰɟŬűŮɑ ɚɑůŰŬ ˊɘůŰɞˊɞɘɖŰɘəɩɜ. 

 

ȺɜŭɏɢŮŰŬɘ ɜŬ ŮˊɘɓɎɚɚŮŰŬɘ ˊŮɟɘɞɟɘůɛɧɠ ůŰɖɜ ˊɟɧůɓŬůɖ ůŰɞ ŬˊɞɗŮŰɐɟɘɞ ɔɘŬ ɚɧɔɞɡɠ 

ˊɟɞůŰŬůɑŬɠ Ŭˊɧ ŮˊɘɗɏůŮɘɠ ŬˊŬɟɑɗɛɖůɖɠ (ˊɟɞůˊɎɗŮɘŬ ɎɜŰɚɖůɖɠ ɧɚɤɜ Űɤɜ ŮɔɔɟŬűɩɜ). 

3 ȷɜŬɔɜɩɟɘůɖ əŬɘ ŰŬɡŰɞˊɞɑɖůɖ 

3.1 ɃɜɞɛŬŰɞɚɞɔɑŬ 

3.1.1 ɇɨˊɞɘ ɞɜɞɛɎŰɤɜ 

ɇŬ ɞɜɧɛŬŰŬ ˊɞɡ ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ ůŰɖɜ ɏəŭɞůɖ Űɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ ŮɝŬɟŰɩɜŰŬɘ Ŭˊɧ 

Űɖɜ əɚɎůɖ Űɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ əŬɘ ŮɑɜŬɘ ůɨɛűɤɜŬ ɛŮ Űɞ ˊɟɧŰɡˊɞ ITU ɉ.500 ɔɘŬ ŰŬ 

ȹɘŬəŮəɟɘɛɏɜŬ ɃɜɧɛŬŰŬ. 

3.1.2 Ɉˊɞɢɟɏɤůɖ ŰŬ ɞɜɧɛŬŰŬ ɜŬ ɏɢɞɡɜ ůɡɔəŮəɟɘɛɏɜɞ ɜɧɖɛŬ 

ɇŬ ɞɜɧɛŬŰŬ ˊɞɡ ˊŮɟɘɚŬɛɓɎɜɞɜŰŬɘ ůŰŬ ˊɘůŰɞˊɞɘɖŰɘəɎ ɢɟɖůŰɩɜ, ˊɟɏˊŮɘ ɛŮ əɎˊɞɘɞ Űɟɧˊɞ 

ɜŬ ůɡůɢŮŰɑɕɞɜŰŬɘ ɛŮ Űɞ ɆɡɜŭɟɞɛɖŰɐ. ŪŬ ˊɟɏˊŮɘ Ůˊɑůɖɠ ɜŬ ɏɢɞɡɜ ɜɧɖɛŬ , ɜŬ ŮɑɜŬɘ ůŬűɐ 

əŬɘ ɜŬ ˊŬɟɎɔɞɡɜ ɛɞɜŬŭɘəɎ DNs ŬɜɎ ŮəŭɞɨůŬ ȷɄ ŬɜɎ ůɡɜŭɟɞɛɖŰɐ. ɆŮ ˊŮɟɘˊŰɩůŮɘɠ 

ɧˊɞɡ Űɞ Common Name (CN) ɐ ɞˊɞɘɞŭɐˊɞŰŮ Ɏɚɚɞ ůŰɞɘɢŮɑɞ ɗŬ ɛˊɞɟɞɨůŮ ɜŬ ˊŬɟɎɔŮɘ 

ɏɜŬ ŭɘűɞɟɞɨɛŮɜɞ ɐ ɛɖ ɛɞɜŬŭɘəɧ ȹɃ ŬɜɎ ůɡɜŭɟɞɛɖŰɐ, ɐ ŮɎɜ ɔɘŬ ɞˊɞɘɞŭɐˊɞŰŮ ɚɧɔɞ 

ŬˊɞɡůɘɎɕŮɘ ɏɜŬ CN, ɖ HARICA ɗŬ ɢɟɖůɘɛɞˊɞɘŮɑ ɏɜŬ ɛɞɜŬŭɘəɧ ŬɜŬɔɜɤɟɘůŰɘəɧ ɐ/əŬɘ 

ɏɜŬ ůŮɘɟɘŬəɧ Ŭɟɘɗɛɧ ůŰɞ ȹɃ Űɞɡ ɈˊɞəŮɘɛɏɜɞɡ ɔɘŬ ɜŬ ˊɟɞůŭɘɞɟɑůŮɘ ɛŮ ɛɞɜŬŭɘəɧ Űɟɧˊɞ 

ɏɜŬ ɄɘůŰɞˊɞɘɖŰɘəɧ. 

3.1.3 ȹɡɜŬŰɧŰɖŰŬ ɏəŭɞůɖɠ Ŭɜɩɜɡɛɤɜ ˊɘůŰɞˊɞɘɖŰɘəɩɜ ɐ ˊɘůŰɞˊɞɘɖŰɘəɩɜ 
ɛŮ ɣŮɡŭɩɜɡɛŬ 

ȸɚ. ˊŬɟɎɔɟŬűɞ 3.2.2.2. 

3.1.4 ȾŬɜɧɜŮɠ ŮɟɛɖɜŮɑŬɠ ŭɘŬűɧɟɤɜ Űɨˊɤɜ ɞɜɞɛɎŰɤɜ 

ɇŬ ɞɜɧɛŬŰŬ ůɡɜŰɎůůɞɜŰŬɘ ŬɜɎɚɞɔŬ ɛŮ Űɖɜ əŬŰɖɔɞɟɑŬ Űɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ. ɇɞ ɧɜɞɛŬ 

ɆɡɜŭɟɞɛɖŰɐ ˊɞɡ ůɡɜŰɎůůŮŰŬɘ ůɨɛűɤɜŬ ɛŮ Űɞɡɠ əŬɜɧɜŮɠ Űɖɠ ˊŬɟɞɨůŬɠ ŮɜɧŰɖŰŬɠ, 

ɞɜɞɛɎɕŮŰŬɘ ȹɘŬəŮəɟɘɛɏɜɞ ȳɜɞɛŬ (ȹɃ). 

 

ɉŬɟŬəŰɖɟɘůŰɘəɧ DN ȺɟɛɖɜŮɑŬ 

CN or common name (OID: 2.5.4.3) ȷɜ ɡˊɎɟɢŮɘ ŬɡŰɧ Űɞ ˊŮŭɑɞ, ɔɘŬ 

ˊɘůŰɞˊɞɘɖŰɘəɎ ɢɟɐůɖɠ SSL/TLS, ɗŬ 

ˊŮɟɘɏɢŮɘ ɏɜŬ FQDN ɐ ɛɘŬ ȹɘŮɨɗɡɜůɖ IP ́ ɞɡ 

ŮɑɜŬɘ ɛɘŬ Ŭˊɧ Űɘɠ Űɘɛɏɠ ˊɞɡ ˊŮɟɘɏɢɞɜŰŬɘ 

ůŰɖɜ ŮˊɏəŰŬůɖ subjectAltName Űɞɡ 

ɄɘůŰɞˊɞɘɖŰɘəɞɨ. ũɘŬ ˊɘůŰɞˊɞɘɖŰɘəɎ 

ŮˊŬɚɐɗŮɡůɖɠ ŰŬɡŰɧŰɖŰŬɠ client ɐ 

ˊɘůŰɞˊɞɘɖŰɘəɎ ɈˊɞɔɟŬűɐɠ ȾɩŭɘəŬ ŬɡŰɧ Űɞ 

ˊŮŭɑɞ ɗŬ ˊŮɟɘɏɢŮɘ ůŰɞɘɢŮɑŬ Űɞɡ ɞɜɧɛŬŰɞɠ 

Űɞɡ ɈˊɞəŮɘɛɏɜɞɡ.  
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ũɘŬ ˊɘůŰɞˊɞɘɖŰɘəɎ S/MIME, ŬɡŰɧ Űɞ ˊŮŭɑɞ 

ɗŬ ˊŮɟɘɏɢŮɘ Űɘɛɏɠ ůɨɛűɤɜŬ ɛŮ Űɖɜ ŮɜɧŰɖŰŬ 

7.1.4.2.2 Űɤɜ ɞŭɖɔɘɩɜ S/MIME. 

 

ũɘŬ ɛɖ-TLS əŬɘ ɛɖ-S/MIME 

ɄɘůŰɞˊɞɘɖŰɘəɎ, ŬɡŰɧ Űɞ ˊŮŭɑɞ 

ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ɔɘŬ Űɖɜ űɘɚɘəɐ Ůəŭɞɢɐ Űɞɡ 

ɞɜɧɛŬŰɞɠ Űɞɡ ɈˊɞəŮɘɛɏɜɞɡ ɩůŰŮ ɜŬ 

ŮəˊɟɞůɤˊɐůŮɘ Űɞɜ ŮŬɡŰɧ Űɞɡ. ȷɡŰɧ Űɞ 

ɧɜɞɛŬ ŭŮɜ ŮɑɜŬɘ ŬˊŬɟŬɑŰɖŰɞ ɜŬ ŰŬɘɟɘɎɕŮɘ 

ŬˊɧɚɡŰŬ ɛŮ Űɞ ˊɚɐɟŮɠ əŬŰŬɢɤɟɘůɛɏɜɞ 

ɧɜɞɛŬ Ůɜɧɠ ɞɟɔŬɜɘůɛɞɨ ɐ Űɞ Ůˊɑůɖɛɞ 

ɞɜɞɛŬŰŮˊɩɜɡɛɞ Ůɜɧɠ ˊɟɞůɩˊɞɡ. 

G or givenName (OID: 2.5.4.42) ɇɞ Ůˊɑůɖɛɞ ɧɜɞɛŬ Űɞɡ ɈˊɞəŮɘɛɏɜɞɡ 

SN or surname (OID: 2.5.4.4) ɇɞ Ůˊɑůɖɛɞ ŮˊɑɗŮŰɞ Űɞɡ ɈˊɞəŮɘɛɏɜɞɡ 

E or emailAddress ȼ ŭɘŮɨɗɡɜůɖ email Űɞɡ ɈˊɞəŮɘɛɏɜɞɡ 

streetAddress (OID: 2.5.4.9) ȼ ŭɘŮɨɗɡɜůɖ əŬŰɞɘəɑŬɠ Űɞɡ ɈˊɞəŮɘɛɏɜɞɡ 

postalCode (OID: 2.5.4.17) Ƀ ŰŬɢɡŭɟɞɛɘəɧɠ əɩŭɘəŬɠ Űɖɠ ŭɘŮɨɗɡɜůɖɠ 

əŬŰɞɘəɑŬɠ  

L  or Locality (OID: 2.5.4.7) ȼ ˊɧɚɖ Űɖɠ ŰŬɢɡŭɟɞɛɘəɐɠ ŭɘŮɨɗɡɜůɖɠ 

ST for State or Province Name (OID: 

2.5.4.8) 

Ƀ ȹɐɛɞɠ ɐ ɖ ɄŮɟɘɞɢɐ Űɖɠ ŰŬɢɡŭɟɞɛɘəɐɠ 

ŭɘŮɨɗɡɜůɖɠ 

C or Country (OID: 2.5.4.6) ȼ ɉɩɟŬ Űɞɡ ɈˊɞəŮɘɛɏɜɞɡ 

O or Organization (OID: 2.5.4.10) ɇɞ əŬŰŬɢɤɟɘůɛɏɜɞ ȳɜɞɛŬ Űɞɡ ɃɟɔŬɜɘůɛɞɨ 

Űɞɡ ɈˊɞəŮɘɛɏɜɞɡ.  

ũɘŬ ŰŬ ɄɘůŰɞˊɞɘɖŰɘəɎ QEVCP-w, 

QEVCP-w-psd2 əŬɘ EV, ɖ ŮɟɛɖɜŮɑŬ 

ŬɡŰɞɨ Űɞɡ ɢŬɟŬəŰɖɟɘůŰɘəɞɨ ŮɝɖɔŮɑŰŬɘ ůŰɖɜ 

ˊŬɟɎɔɟŬűɞ 7.1.4.2.1 Űɤɜ Ƀŭɖɔɘɩɜ EV. 

OU or Organizational Unit ȼ ɀɞɜɎŭŬ Űɞɡ ɃɟɔŬɜɘůɛɞɨ Űɞɡ 

ɈˊɞəŮɘɛɏɜɞɡ ɐ ɖ ɡˊɞ-ɀɞɜɎŭŬ Űɞɡ, ɐ 

Ůɘŭɘəɧ ɢŬɟŬəŰɖɟɘůŰɘəɧ Űɞɡ ɡˊɞɔɟɎűɞɜŰŬ 

ˊɞɡ ůɢŮŰɑɕŮŰŬɘ ɛŮ Űɞɜ ůəɞˊɧ ɢɟɐůɖɠ ɐ ŰŬ 

ɢŬɟŬəŰɖɟɘůŰɘəɎ Űɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ 

serialNumber (OID: 2.5.4.5) ɀɞɜŬŭɘəɧ ŬɜŬɔɜɤɟɘůŰɘəɧ ˊɞɡ ŭɘŬəɟɑɜŮɘ Űɞ 

ȳɜɞɛŬ Űɞɡ ɈˊɞəŮɘɛɏɜɞɡ ůɨɛűɤɜŬ ɛŮ Űɞ 

ˊɚŬɑůɘɞ Űɖɠ ȺəŭɞɨůŬɠ ȷɄ. 

 

ũɘŬ ŰŬ ɄɘůŰɞˊɞɘɖŰɘəɎ QEVCP-w, 

QEVCP-w-psd2 əŬɘ EV, ɖ ŮɟɛɖɜŮɑŬ 

ŬɡŰɞɨ Űɞɡ ɢŬɟŬəŰɖɟɘůŰɘəɞɨ ŮɝɖɔŮɑŰŬɘ ůŰɖɜ 

ˊŬɟɎɔɟŬűɞ 7.1.4.2.5 Űɤɜ Ƀŭɖɔɘɩɜ EV. 

OrganizationIdentifier  (OID: 

2.5.4.97) 

ɀɞɜŬŭɘəɧ ŬɜŬɔɜɤɟɘůŰɘəɧ Űɞɡ ɃɟɔŬɜɘůɛɞɨ 

Business Category (OID: 2.5.4.15) ɀɧɜɞ ɔɘŬ ŰŬ ɄɘůŰɞˊɞɘɖŰɘəɎ QEVCP-w, 

QEVCP-w-psd2 əŬɘ EV. ȷɡŰɧ Űɞ ˊŮŭɑɞ 

ɗŬ ˊŮɟɘɏɢŮɘ ɛɑŬ Ŭˊɧ Űɘɠ Ůɝɐɠ ŬəɞɚɞɡɗɑŮɠ: 

"Private Organization", "Government 
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Entity", "Business Entity" ɐ "Non-

Commercial Entity" ŬɜɎɚɞɔŬ ɛŮ Űɞ Ŭɜ Űɞ 

ɈˊɞəŮɑɛŮɜɞ ˊɚɖɟɞɑ Űɘɠ ˊɟɞɦˊɞɗɏůŮɘɠ Űɖɠ 

ȺɜɧŰɖŰŬɠ 4.1.1.1, 4.1.1.2, 4.1.1.3 ɐ 4.1.1.4 

Űɤɜ Ƀŭɖɔɘɩɜ EV, ŬɜŰɘůŰɞɑɢɤɠ. 

jurisdictionCountryName ( OID: 

1.3.6.1.4.1.311.60.2.1.3) 

jurisdictionStateOrProvinceName 

(OID: 1.3.6.1.4.1.311.60.2.1.2) 

jurisdiction LocalityName (OID: 

1.3.6.1.4.1.311.60.2.1.1) 

ɀɧɜɞ ɔɘŬ ŰŬ ɄɘůŰɞˊɞɘɖŰɘəɎ QEVCP-w, 

QEVCP-w-psd2 əŬɘ EV. ȷɡŰɎ ŰŬ ́ ŮŭɑŬ ŭŮ 

ɗŬ ˊŮɟɘɏɢɞɡɜ ˊɚɖɟɞűɞɟɑŮɠ ˊɞɡ ŭŮɜ 

ůɢŮŰɑɕɞɜŰŬɘ ɛŮ Űɞ ŮˊɑˊŮŭɞ Űɖɠ ɈˊɖɟŮůɑŬɠ 

ˊɞɡ ŭɘŮɜŮɟɔŮɑ Űɖ ɆɨůŰŬůɖ ɐ Űɞɡ 

ɃɟɔŬɜɘůɛɞɨ ȾŬŰŬɢɩɟɘůɖɠ. ȼ ŮɟɛɖɜŮɑŬ 

ŬɡŰɞɨ Űɞɡ ɢŬɟŬəŰɖɟɘůŰɘəɞɨ ŮɝɖɔŮɑŰŬɘ ůŰɖɜ 

ˊŬɟɎɔɟŬűɞ 7.1.4.2.4 Űɤɜ Ƀŭɖɔɘɩɜ EV. 

 ɇŮɚɘəɎ ɄɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ ɖɚŮəŰɟɞɜɘəɏɠ ɡˊɞɔɟŬűɏɠ 

ɇŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ ɄɟɞɖɔɛɏɜŮɠ ɐ ȺɔəŮəɟɘɛɏɜŮɠ ɖɚŮəŰɟɞɜɘəɏɠ ɡˊɞɔɟŬűɏɠ 

ŮəŭɑŭɞɜŰŬɘ ůŮ űɡůɘəɎ ˊɟɧůɤˊŬ əŬɘ ˊŮɟɘɚŬɛɓɎɜɞɡɜ ůŰɞ subject DN Űɞɡ 

ɄɘůŰɞˊɞɘɖŰɘəɞɨ ŰɞɡɚɎɢɘůŰɞɜ ŰŬ ŬəɧɚɞɡɗŬ ɢŬɟŬəŰɖɟɘůŰɘəɎ: 

¶ "commonName" 

¶ "givenName" əŬɘ/ɐ3 "surname" 

¶ "countryName" 

 ɇŮɚɘəɎ ɄɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ ɖɚŮəŰɟɞɜɘəɏɠ ůűɟŬɔɑŭŮɠ 

ɇŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ ɄɟɞɖɔɛɏɜŮɠ ɐ ȺɔəŮəɟɘɛɏɜŮɠ ɖɚŮəŰɟɞɜɘəɏɠ ůűɟŬɔɑŭŮɠ ŮəŭɑŭɞɜŰŬɘ 

ůŮ ɜɞɛɘəɎ ˊɟɧůɤˊŬ əŬɘ ˊŮɟɘɚŬɛɓɎɜɞɡɜ ůŰɞ subject DN Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ 

ŰɞɡɚɎɢɘůŰɞɜ ŰŬ ŬəɧɚɞɡɗŬ ɢŬɟŬəŰɖɟɘůŰɘəɎ: 

¶ "commonName" 

¶ "organizationName" 

¶ "countryName" 

¶ "organizationIdentifier"  

 ɄɘůŰɞˊɞɘɖŰɘəɎ ůɡůəŮɡɩɜ ɔɘŬ ɢɟɐůɖ SSL/TLS 

ɇŬ ˊɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ ɢɟɐůɖ SSL/TLS ůɨɛűɤɜŬ ɛŮ Űɖɜ ˊɞɚɘŰɘəɐ DVCP, ˊɟɏˊŮɘ ɜŬ 

ˊŮɟɘɏɢɞɡɜ ŰɞɡɚɎɢɘůŰɞɜ ɏɜŬ FQDN ɐ ɛɑŬ ȹɘŮɨɗɡɜůɖ IP ůŰɖɜ ŮˊɏəŰŬůɖ 

subjectAltName  . ɇɞ ́Ůŭɑɞ  commonName ŮɑɜŬɘ ˊɟɞŬɘɟŮŰɘəɧ ŬɚɚɎ ůŮ ˊŮɟɑˊŰɤůɖ ˊɞɡ 

ɡˊɎɟɢŮɘ, ˊɟɏˊŮɘ ɜŬ ˊŮɟɘɚŬɛɓɎɜŮɘ ŰɞɡɚɎɢɘůŰɞɜ ɏɜŬ FQDN ɐ ɛɑŬ ȹɘŮɨɗɡɜůɖ IP ́ ɞɡ ŮɑɜŬɘ 

ɛɘŬ Ŭˊɧ Űɘɠ Űɘɛɏɠ ˊɞɡ ɡˊɎɟɢɞɡɜ ůŰɖɜ ŮˊɏəŰŬůɖ subjectAltName .  

 

ɇŬ ˊɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ ɢɟɐůɖ SSL/TLS ůɨɛűɤɜŬ ɛŮ Űɖɜ ˊɞɚɘŰɘəɐ OVCP, ŮˊɘˊɟɧůɗŮŰŬ 

ɛŮ ŰŬ ˊŬɟŬˊɎɜɤ ˊŮŭɑŬ, ˊɟɏˊŮɘ ɜŬ ˊŮɟɘɚŬɛɓɎɜɞɡɜ ůŰɞ subject DN Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ 

ŰɞɡɚɎɢɘůŰɞɜ ŰŬ ŬəɧɚɞɡɗŬ ɢŬɟŬəŰɖɟɘůŰɘəɎ : 

¶ "organizationName" 

¶ "countryName" 

¶ "localityName" ɐ/əŬɘ "stateOrProvinceName" 

 

 
3 ȼ ˊŮɟɑˊŰɤůɖ ñgivenName ɐ surnameò ́ɟɞɓɚɏˊŮŰŬɘ ɔɘŬ ɜŬ əŬɚɨɣŮɘ ůˊɎɜɘŮɠ ˊŮɟɘˊŰɩůŮɘɠ ūɡůɘəɩɜ 

Ʉɟɞůɩˊɤɜ ˊɞɡ ɏɢɞɡɜ ɛɧɜɞ ɛɘŬ Űɘɛɐ (ůŰɞ ɧɜɞɛŬ ɐ Ůˊɩɜɡɛɞ) ůŮ Ůˊɑůɖɛɞ ɏɔɔɟŬűɞ ŰŬɡŰɞˊɟɞůɤˊɑŬɠ. 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 
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ɇŬ ˊɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ ɢɟɐůɖ SSL/TLS ůɨɛűɤɜŬ ɛŮ Űɖɜ ˊɞɚɘŰɘəɐ QNCP-w ɐ QNCP-

w-gen ůɨɛűɤɜŬ ɛŮ Űɞ ˊɟɧŰɡˊɞ ETSI EN 319 411-2, Ŭɜ ˊɟɧəŮɘŰŬɘ ɜŬ Ůəŭɞɗɞɨɜ ůŮ 

əɎˊɞɘɞ Ɂɞɛɘəɧ Ʉɟɧůɤˊɞ, ˊɟɏˊŮɘ ɜŬ ˊŮɟɘɚŬɛɓɎɜɞɡɜ ůŰɞ subject DN Űɞɡ 

ɄɘůŰɞˊɞɘɖŰɘəɞɨ ŰɞɡɚɎɢɘůŰɞɜ ŰŬ ŬəɧɚɞɡɗŬ ɢŬɟŬəŰɖɟɘůŰɘəɎ : 

¶ "organizationName" 

¶ "countryName" 

¶ "localityName" ɐ/əŬɘ "stateOrProvinceName" 

¶ ñorganizationIdentifierò  

 

əŬɘ ˊɟɏˊŮɘ ɜŬ ˊŮɟɘɚŬɛɓɎɜɞɡɜ Űɖɜ ŮˊɏəŰŬůɖ QCStatement ůɨɛűɤɜŬ ɛŮ Űɞ ETSI EN 

319 412-1. ɄɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ PSD2 əŬɘ Open Banking ˊɟɏˊŮɘ ɜŬ ˊŮɟɘɚŬɛɓɎɜɞɡɜ 

ŮˊŮəŰɎůŮɘɠ ůɨɛűɤɜŬ ɛŮ Űɞ ETSI TS 119 495. 

 

ɇŬ ˊɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ ɢɟɐůɖ SSL/TLS ůɨɛűɤɜŬ ɛŮ Űɖɜ ˊɞɚɘŰɘəɐ QNCP-w ůɨɛűɤɜŬ 

ɛŮ Űɞ ˊɟɧŰɡˊɞ ETSI EN 319 411-2, Ŭɜ ˊɟɧəŮɘŰŬɘ ɜŬ Ůəŭɞɗɞɨɜ ůŮ əɎˊɞɘɞ ūɡůɘəɧ 

Ʉɟɧůɤˊɞ, ˊɟɏˊŮɘ ɜŬ ˊŮɟɘɚŬɛɓɎɜɞɡɜ ůŰɞ subject DN Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ŰɞɡɚɎɢɘůŰɞɜ 

ŰŬ ŬəɧɚɞɡɗŬ ɢŬɟŬəŰɖɟɘůŰɘəɎ: 

¶ "givenName" əŬɘ/ɐ "surname" (Ŭɜ Űɞ űɡůɘəɧ ˊɟɧůɤˊɞ ɏɢŮɘ ɛɧɜɞ ɏɜŬ Ůˊɑůɖɛɞ 

ɧɜɞɛŬ, ŮˊɘŰɟɏˊŮŰŬɘ ɜŬ ŮɘůŬɢɗŮɑ ɛɧɜɞ Űɞ ɏɜŬ ˊŮŭɑɞ) 

¶ "countryName" 

¶ "localityName" ɐ/əŬɘ "stateOrProvinceName" 

 

əŬɘ ˊɟɏˊŮɘ ɜŬ ˊŮɟɘɚŬɛɓɎɜɞɡɜ Űɖɜ ŮˊɏəŰŬůɖ QCStatement ůɨɛűɤɜŬ ɛŮ Űɞ ETSI EN 

319 412-1. 

 

ɇŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ SSL / TLS ůɨɛűɤɜŬ ɛŮ Űɘɠ ˊɞɚɘŰɘəɏɠ Űɤɜ Ƀŭɖɔɘɩɜ EV, ˊɟɏˊŮɘ 

ɜŬ ˊŮɟɘɚŬɛɓɎɜɞɡɜ ŰɞɡɚɎɢɘůŰɞɜ ŰŬ ŬəɧɚɞɡɗŬ ɢŬɟŬəŰɖɟɘůŰɘəɎ ůŰɞ ˊŮŭɑɞ subject DN 

Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ: 

¶ "organizationName" 

¶ "countryName" 

¶ "localityName" ɐ/əŬɘ "stateOrProvinceName" 

¶ ñserialNumberò 

¶ ñbusinessCategoryò 

¶ ñjurisdictionCountryNameò ɐ/əŬɘ ñjurisdictionStateOrProvinceNameò ɐ/əŬɘ 

ñjurisdictionLocalityNameò. 

   

ɇŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ SSL / TLS ůɨɛűɤɜŬ ɛŮ Űɘɠ ˊɞɚɘŰɘəɏɠ EVCP əŬɘ QEVCP-w 

ůɨɛűɤɜŬ ɛŮ Űɞ ETSI EN 319 411-1 əŬɘ 319 411-2, ŮəŰɧɠ Ŭˊɧ ŰŬ ˊŬɟŬˊɎɜɤ ˊŮŭɑŬ, 

ˊɟɏˊŮɘ ɜŬ ˊŮɟɘɚŬɛɓɎɜɞɡɜ ŰɞɡɚɎɢɘůŰɞɜ ŰŬ ŬəɧɚɞɡɗŬ Ůˊɘˊɚɏɞɜ ɢŬɟŬəŰɖɟɘůŰɘəɎ ůŰɞ 

ˊŮŭɑɞ subject DN Űɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ: 

¶ ñorganizationIdentifierò 

əŬɘ ɗŬ ˊŮɟɘɏɢɞɡɜ Űɖɜ ŮˊɏəŰŬůɖ ˊɘůŰɞˊɞɘɖŰɘəɞɨ QCStatement ůɨɛűɤɜŬ ɛŮ Űɞ ˊɟɧŰɡˊɞ 

ETSI EN 319 412-1. 

 

ɇŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ SSL / TLS ůɨɛűɤɜŬ ɛŮ Űɘɠ ˊɞɚɘŰɘəɏɠ QEVCP-w-psd2 əŬɘ QCP-

l-psd2, ŮəŰɧɠ Ŭˊɧ ŰŬ ˊŬɟŬˊɎɜɤ ˊŮŭɑŬ, ˊɟɏˊŮɘ ɜŬ ˊŮɟɘɚŬɛɓɎɜɞɡɜ ŰɞɡɚɎɢɘůŰɞɜ ŰŬ 

ŬəɧɚɞɡɗŬ Ůˊɘˊɚɏɞɜ ɢŬɟŬəŰɖɟɘůŰɘəɎ ůŰɞ ˊŮŭɑɞ subject DN Űɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ: 

¶ ñorganizationIdentifierò 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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əŬɘ ɗŬ ˊŮɟɘɏɢɞɡɜ Űɖɜ ŮˊɏəŰŬůɖ ˊɘůŰɞˊɞɘɖŰɘəɞɨ PSD2 QCStatement ˊɞɡ ˊŮɟɘɚŬɛɓɎɜŮɘ 

Űɞ ŬɜŬɔɜɤɟɘůŰɘəɧ Űɖɠ Ⱥȷȷ əŬɘ Űɞɡɠ ɟɧɚɞɡɠ ɄɈɄ Űɞɡ ɡˊɞəŮɘɛɏɜɞɡ ůɨɛűɤɜŬ ɛŮ Űɞ 

ˊɟɧŰɡˊɞ ETSI TS 119 495. 

 ɄɘůŰɞˊɞɘɖŰɘəɎ ɈˊɞɔɟŬűɐɠ ȾɩŭɘəŬ 

ɇŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ɈˊɞɔɟŬűɐɠ ȾɩŭɘəŬ ɧˊɤɠ ɞɟɑɕŮɘ ɖ ˊɞɚɘŰɘəɐ IVCP ɐ OVCP, ˊɞɡ 

ŮəŭɑŭɞɜŰŬɘ ůŮ űɡůɘəɎ ɐ ɜɞɛɘəɎ ˊɟɧůɤˊŬ ŬɜŰɑůŰɞɘɢŬ,  ˊŮɟɘɚŬɛɓɎɜɞɡɜ ůŰɞ subject DN 

Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ŰɞɡɚɎɢɘůŰɞɜ ŰŬ ŬəɧɚɞɡɗŬ ɢŬɟŬəŰɖɟɘůŰɘəɎ:  

¶ "commonName" 

¶ "organizationName". ȺˊŮɘŭɐ ŰŬ ɢŬɟŬəŰɖɟɘůŰɘəɎ ˊɞɡ Ŭűɞɟɞɨɜ ůŰɞ ɧɜɞɛŬ Űɞɡ 

ɈˊɞəŮɘɛɏɜɞɡ űɡůɘəɩɜ ˊɟɞůɩˊɤɜ, "givenName" əŬɘ "surname", ŭŮɜ 

ɡˊɞůŰɖɟɑɕɞɜŰŬɘ Ŭˊɧ ɚɞɔɘůɛɘəɎ ŮűŬɟɛɞɔɩɜ, ɖ HARICA ɛˊɞɟŮɑ ɜŬ ɢɟɖůɘɛɞˊɞɘŮɑ 

Űɞ ˊŮŭɑɞ subject:organizationName field ɔɘŬ ɜŬ ŮəűɟɎůŮɘ Űɞ ɧɜɞɛŬ Űɞɡ 

ɈˊɞəŮɘɛɏɜɞɡ ɐ Űɞ ɧɜɞɛŬ ɛŮ Űɞ ɞˊɞɑɞ ŮɑɜŬɘ Ůɡɟɏɤɠ ɔɜɤůŰɧ. 

¶ "countryName" 

 

ɇŬ ɄɘůŰɞˊɞɘɖŰɘəɎ EV ɔɘŬ Ɉ́ ɞɔɟŬűɐ ȾɩŭɘəŬ ůɨɛűɤɜŬ ɛŮ Űɖɜ ˊɞɚɘŰɘəɐ EVCP, 

Ůˊɘˊɚɏɞɜ Űɤɜ ˊŬɟŬˊɎɜɤ ˊŮŭɑɤɜ, ɗŬ  ˊŮɟɘɚŬɛɓɎɜɞɡɜ ŰɞɡɚɎɢɘůŰɞɜ ŰŬ ŬəɧɚɞɡɗŬ 

ŮˊɘˊɟɧůɗŮŰŬ ɢŬɟŬəŰɖɟɘůŰɘəɎ ůŰɞ ˊŮŭɑɞ subject DN Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ: 

 

¶ ñserialNumberò 

¶ ñbusinessCategoryò 

¶ ñjurisdictionCountryNameò or ñjurisdictionStateOrProvinceNameò or 

ñjurisdictionLocalityNameò, 

¶ ñlocalityNameòor ñstateOrProvinceNameò,  ůɨɛűɤɜŬ ɛŮ Űɖɜ ŮɜɧŰɖŰŬ 7.1.4.2 

Űɤɜ Ƀŭɖɔɘɩɜ EV. 

 ɄɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ ŮˊŬɚɐɗŮɡůɖ ŰŬɡŰɧŰɖŰŬɠ Web Client 

ɇŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ ŮˊŬɚɐɗŮɡůɖ ŰŬɡŰɧŰɖŰŬɠ web client ˊɞɡ ŮəŭɑŭɞɜŰŬɘ ůŮ űɡůɘəɎ ɐ 

ɜɞɛɘəɎ ˊɟɧůɤˊŬ, ˊŮɟɘɚŬɛɓɎɜɞɡɜ ŰɞɡɚɎɢɘůŰɞɜ ŰŬ ŬəɧɚɞɡɗŬ ɢŬɟŬəŰɖɟɘůŰɘəɎ ůŰɞ 

subject DN Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ:  

¶ "commonName" 

¶ "organizationName". ȺˊŮɘŭɐ ŰŬ ɢŬɟŬəŰɖɟɘůŰɘəɎ ˊɞɡ ůɢŮŰɑɕɞɜŰŬɘ ɛŮ Űɞ ɧɜɞɛŬ 

Űɞɡ ɈˊɞəŮɘɛɏɜɞɡ ɔɘŬ ŰŬ űɡůɘəɎ ˊɟɧůɤˊŬ, "givenName" əŬɘ "surname", ŭŮɜ 

ɡˊɞůŰɖɟɑɕɞɜŰŬɘ Ůɡɟɏɤɠ Ŭˊɧ ŰŬ ɚɞɔɘůɛɘəɎ ŮűŬɟɛɞɔɩɜ, ɖ HARICA ɛˊɞɟŮɑ ɜŬ 

ɢɟɖůɘɛɞˊɞɘŮɑ Űɞ ˊŮŭɑɞ subject:organizationName ɔɘŬ ɜŬ ŮəűɟɎůŮɘ Űɞ ɧɜɞɛŬ Űɞɡ 

ɈˊɞəŮɘɛɏɜɞɡ űɡůɘəɞɨ ˊɟɞůɩˊɞɡ ɐ ȹɘŬəɟɘŰɘəɧ ɇɑŰɚɞ (DBA) 

¶ "countryName" 

3.1.5 ɀɞɜŬŭɘəɧŰɖŰŬ ɞɜɞɛɎŰɤɜ 

ɇɞ ȹɘŬəŮəɟɘɛɏɜɞ ȳɜɞɛŬ ůŮ əɎɗŮ ɄɘůŰɞˊɞɘɖŰɘəɧ ɆɡɜŭɟɞɛɖŰɐ ˊɟɏˊŮɘ ɜŬ ŮɑɜŬɘ ɛɞɜŬŭɘəɧ 

ɔɘŬ əɎɗŮ ȺəŭɞɨůŬ ȷɄ, Ůɜɩ ŮɑɜŬɘ ŮˊɘɗɡɛɖŰɧ ɜŬ ŮɑɜŬɘ ɛɞɜŬŭɘəɧ əŬɘ ůŮ ɞɚɧəɚɖɟɖ Űɖɜ 

ɘŮɟŬɟɢɑŬ ˊɘůŰɞˊɞɑɖůɖɠ Űɖɠ HARICA. 

3.1.6 ȹɘŬŭɘəŬůɑŬ Ůˊɑɚɡůɖɠ ŭɘŬűɞɟɩɜ ůɢŮŰɘəɎ ɛŮ Űɖɜ əɡɟɘɧŰɖŰŬ ɞɜɧɛŬŰɞɠ 

əŬɘ ɞ ɟɧɚɞɠ Űɤɜ Ůɛˊɞɟɘəɩɜ ůɖɛɎŰɤɜ 

Ƀɘ ȷɘŰɞɨɜŰŮɠ, ɡˊɞɓɎɚɚɞɜŰŬɠ ŬɑŰɖɛŬ ɔɘŬ ˊɘůŰɞˊɞɘɖŰɘəɧ, ŭɖɚɩɜɞɡɜ əŬɘ ŭɘŬɓŮɓŬɘɩɜɞɡɜ 

ŮɔɔɡɩɛŮɜɞɘ ˊɟɞɠ ŰɞɨŰɞ ɧŰɘ Űɞ ŬɑŰɖɛŬ ŮɑɜŬɘ ŮɚŮɨɗŮɟɞ Ŭˊɧ ɞˊɞɘŬŭɐˊɞŰŮ ŭɘəŬɘɩɛŬŰŬ 

ˊɜŮɡɛŬŰɘəɐɠ ɐ ŭɘŬɜɞɖŰɘəɐɠ ɘŭɘɞəŰɖůɑŬɠ ŰɟɑŰɞɡ ɛɏɟɞɡɠ əŬɘ ŭŮɜ ˊŮɟɘɏɢŮɘ ŭŮŭɞɛɏɜŬ ŰŬ 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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ɞˊɞɑŬ ɛŮ ɞˊɞɘɞɜŭɐˊɞŰŮ Űɟɧˊɞ ˊŬɟŮɛˊɞŭɑɕɞɡɜ ɐ ˊŬɟŬɓɘɎɕɞɡɜ ŰŬ ŭɘəŬɘɩɛŬŰŬ 

ɞˊɞɘɞɡŭɐˊɞŰŮ ŰɟɑŰɞɡ, ůŮ ɞˊɞɘŬŭɐˊɞŰŮ ŭɘəŬɘɞŭɞůɑŬ, ůŮ ůɢɏůɖ ɛŮ ŭɘˊɚɩɛŬŰŬ 

ŮɡɟŮůɘŰŮɢɜɑŬɠ, ŮɛˊɞɟɘəɎ ůɐɛŬŰŬ, ůɐɛŬŰŬ ɡˊɖɟŮůɘɩɜ, Ůɛˊɞɟɘəɏɠ ŮˊɤɜɡɛɑŮɠ, ŮˊɤɜɡɛɑŮɠ 

ŮŰŬɘɟŮɘɩɜ, ŭɘŬəɟɘŰɘəɞɨɠ ŰɑŰɚɞɡɠ əŬɘ ɎɚɚŬ ŮɛˊɞɟɘəɎ ŭɘəŬɘɩɛŬŰŬ, əŬɘ ɧŰɘ ŭŮ 

ˊŬɟɞɡůɘɎɕɞɡɜ ŰŬ ŭŮŭɞɛɏɜŬ ɔɘŬ ɞˊɞɘɞɜŭɐˊɞŰŮ ˊŬɟɎɜɞɛɞ ůəɞˊɧ. ɇŬ ŭŮŭɞɛɏɜŬ ˊɞɡ 

ŬűɞɟɎ ŬɡŰɐ ɖ ŭɐɚɤůɖ əŬɘ ŭɘŬɓŮɓŬɑɤůɖ, ɏɢɞɡůŬ ɢŬɟŬəŰɐɟŬ ŮɔɔɡɐůŮɤɠ 

ˊŮɟɘɚŬɛɓɎɜɞɡɜ, ɢɤɟɑɠ ɜŬ ˊŮɟɘɞɟɑɕɞɜŰŬɘ ůŮ ŬɡŰɎ, ɞˊɞɘɞŭɐˊɞŰŮ ɧɜɞɛŬ ɢɩɟɞɡ, ˊŮɟɘɞɢɐ 

ɢɩɟɞɡ ɞɜɞɛɎŰɤɜ, ȹɘŬəŮəɟɘɛɏɜɞ ȳɜɞɛŬ, ɐ Ʉɚɐɟɤɠ ɄɘůŰɞˊɞɘɖɛɏɜɞ ȳɜɞɛŬ ɉɩɟɞɡ 

(FQDN), əŬɘ/ɐ əŬɜɏɜŬ Ůɛˊɞɟɘəɧ ɧɜɞɛŬ ɐ ŭɘŬəɟɘŰɘəɧ ŰɑŰɚɞ, ˊɞɡ ˊŮɟɘɏɢŮŰŬɘ ůŮ 

ɞˊɞɘɞŭɐˊɞŰŮ ŰɛɐɛŬ Űɖɠ ŬɑŰɖůɖɠ ɔɘŬ ˊɘůŰɞˊɞɘɖŰɘəɧ. 

ȷɟɛɧŭɘɞ ɧɟɔŬɜɞ ɔɘŬ ɗɏɛŬŰŬ Ůˊɑɚɡůɖɠ ŭɘŬűɞɟɩɜ ůɢŮŰɘəɎ ɛŮ Űɖɜ əɡɟɘɧŰɖŰŬ ɞɜɞɛɎŰɤɜ 

ɐ ůɢŮŰɘəɎ ɛŮ Űɖɜ ˊŬɟɞɢɐ Űɤɜ ɡˊɖɟŮůɘɩɜ ɐ ɞŰɘŭɐˊɞŰŮ Ɏɚɚɞ ůɢŮŰɘəɧ, ŮɑɜŬɘ ɖ ȺȹɄɄ Űɖɠ 

HARICA. ȹŮɑŰŮ Ůˊɑůɖɠ, Űɖɜ ˊŬɟɎɔɟŬűɞ 9.13. 

3.2 ȷɟɢɘəɐ ȺˊŬɚɐɗŮɡůɖ ŰŬɡŰɧŰɖŰŬɠ 

ɆɨɛűɤɜŬ ɛŮ Űɖɜ ŰɟɏɢɞɡůŬ ˊɞɚɘŰɘəɐ ŮˊŬɚɐɗŮɡůɖɠ, ɖ HARICA ɗŬ ɕɖŰɎ ɛɧɜɞ ůŰɞɘɢŮɑŬ 

ŰŬɡŰɧŰɖŰŬɠ ˊɞɡ ɘəŬɜɞˊɞɘɞɨɜ Űɘɠ ŬˊŬɘŰɐůŮɘɠ Űɞɡ ůəɞˊɞɨɛŮɜɞɡ Űɨˊɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ. 

ȼ ɈȹȾ HARICA ŮəŭɑŭŮɘ ŭɘɎűɞɟŬ Ůɑŭɖ ɣɖűɘŬəɩɜ ˊɘůŰɞˊɞɘɖŰɘəɩɜ, ŰŬ ɞˊɞɑŬ 

ˊɟɞɞɟɑɕɞɜŰŬɘ ɔɘŬ SSL/TLS, S/MIME, ɈˊɞɔɟŬűɐ ȾɩŭɘəŬ, ɊɖűɘŬəɏɠ ɈˊɞɔɟŬűɏɠ. ȾɎɗŮ 

Űɨˊɞɠ ˊɘůŰɞˊɞɘɖŰɘəɞɨ ɏɢŮɘ ŭɘŬűɞɟŮŰɘəɎ ŮˊɑˊŮŭŬ ŭɘŬůűɎɚɘůɖɠ, ŬɜɎɚɞɔŬ ɛŮ Űɞ ŮˊɑˊŮŭɞ 

ˊɞɚɘŰɘəɐɠ Űɞɡ Ůɚɏɔɢɞɡ ŮɔəɡɟɧŰɖŰŬɠ, Űɞ ɞˊɞɑɞ ɝŮəɘɜɎ Ŭˊɧ Űɖɜ ˊɞɚɘŰɘəɐ LCP ɛɏɢɟɘ Űɖɜ 

ȺəŰŮŰŬɛɏɜɖ ȺˊŬɚɐɗŮɡůɖ (Extended Validation) əŬɘ Űɖɜ ˊɞɚɘŰɘəɐ QCP. 

 

ȼ ɈȹȾ HARICA ŮɝŮŰɎɕŮɘ ɔɘŬ Ŭɚɚɞɑɤůɖ ɐ ˊɚŬůŰɞɔɟɎűɖůɖ ɞˊɞɘɞŭɐˊɞŰŮ ɏɔɔɟŬűɞ 

ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ɔɘŬ ŮˊɘɓŮɓŬɑɤůɖ ůŰɞɘɢŮɑɤɜ. ȼ ɈȹȾ HARICA ŮˊŬɚɖɗŮɨŮɘ Űɖɜ 

ŰŬɡŰɧŰɖŰŬ əŬɘ Űɖɜ əŬŰɎůŰŬůɖ ɞˊɞɘɞɡŭɐˊɞŰŮ ȷɘŰɞɨɜŰɞɠ ŬɜɎɚɞɔŬ ɛŮ Űɖɜ ˊŮɟɑˊŰɤůɖ əŬɘ 

ɧˊɤɠ ŬˊŬɘŰŮɑŰŬɘ ɔɘŬ Űɞɜ ŮəɎůŰɞŰŮ Űɨˊɞ ˊɘůŰɞˊɞɘɖŰɘəɞɨ əŬɘ Űɞ ɕɖŰɞɨɛŮɜɞ ŮˊɑˊŮŭɞ 

ŭɘŬůűɎɚɘůɖɠ. ȷɚɚɞɑɤůɖ ɐ ˊɚŬůŰɞɔɟɎűɖůɖ ɞˊɞɘɞɡŭɐˊɞŰŮ ŮɔɔɟɎűɞɡ ɢɟɖůɘɛɞˊɞɘɐɗɖəŮ 

ůŮ ŬɡŰɐ Űɖ ŭɘŬŭɘəŬůɑŬ, ˊŬɟŬˊɞɑɖůɖ Űɖɠ ŰŬɡŰɧŰɖŰŬɠ ɐ Űɖɠ əŬŰɎůŰŬůɖɠ ɞˊɞɘɞɡŭɐˊɞŰŮ 

ȷɘŰɞɨɜŰɞɠ ˊɞɡ ůɢŮŰɑɕŮŰŬɘ ɛŮ Űɖ ŭɘŬŭɘəŬůɑŬ, ůɡɜɘůŰɎ ɚɧɔɞ ɔɘŬ Űɖɜ Ŭˊɧɟɟɘɣɖ ŬɑŰɖůɖɠ 

ˊɘůŰɞˊɞɘɖŰɘəɞɨ ɐ / əŬɘ ɎɛŮůɖɠ ŬɜɎəɚɖůɖɠ Űɡɢɧɜ ɡˊɎɟɢɞɜŰɞɠ ˊɘůŰɞˊɞɘɖŰɘəɞɨ ˊɞɡ 

ɓŬůɑɕŮŰŬɘ ůŮ ŬɚɚɞɘɤɛɏɜŬ ɐ ˊɚŬůŰɞɔɟŬűɖɛɏɜŬ ɏɔɔɟŬűŬ ɐ ɣŮɡŭɐ ɐ ˊŬɟŬˊɞɘɖɛɏɜɖ 

ŰŬɡŰɧŰɖŰŬ ɐ əŬŰɎůŰŬůɖ ůɨɛűɤɜŬ ɛŮ Űɖɜ ŮɜɧŰɖŰŬ 4.9.1.1. 

 

3.2.1 ɇɟɧˊɞɠ ŬˊɧŭŮɘɝɖɠ əŬŰɞɢɐɠ ɘŭɘɤŰɘəɞɨ əɚŮɘŭɘɞɨ 

ȷɟɢɘəɩɠ ŮˊɘɓŮɓŬɘɩɜŮŰŬɘ ɖ ŰŬɡŰɧŰɖŰŬ Űɞɡ ȷɘŰɞɨɜŰŬ əŬɘ ɡˊɞɓɎɚɚŮŰŬɘ Űɞ CSR ˊɞɡ 

ˊŮɟɘɏɢŮɘ Űɞ ȹɖɛɧůɘɞ ȾɚŮɘŭɑ Űɞɡ ŬɜŰɑůŰɞɘɢɞɡ ȽŭɘɤŰɘəɞɨ ȾɚŮɘŭɘɞɨ. ɇɞ CSR ŭɘŬůűŬɚɑɕŮɘ 

ɧŰɘ ɞ ȷɘŰɞɨɜŰŬɠ əŬŰɏɢŮɘ Űɞ ȽŭɘɤŰɘəɧ ȾɚŮɘŭɑ ˊɞɡ ŬɜŰɘůŰɞɘɢŮɑ ůŰɞ ȹɖɛɧůɘɞ ȾɚŮɘŭɑ Űɞ 

ɞˊɞɑɞ ɗŬ ŮɘůŬɢɗŮɑ ůŰɞ ŬɘŰɞɨɛŮɜɞ ˊɘůŰɞˊɞɘɖŰɘəɧ, əŬɗɩɠ Űɞ CSR ˊŮɟɘɚŬɛɓɎɜŮɘ 

ɡˊɞɔɟŬűɐ ˊɞɡ ɏɢŮɘ ŭɖɛɘɞɡɟɔɖɗŮɑ Ŭˊɧ Űɞ ȽŭɘɤŰɘəɧ ȾɚŮɘŭɑ. 

 

ȷɜŬűɞɟɘəɎ ɛŮ ŰŬ ȺɔəŮəɟɘɛɏɜŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ˊɞɡ ůɢŮŰɑɕɞɜŰŬɘ ɛŮ ɘŭɘɤŰɘəɎ əɚŮɘŭɘɎ ůŮ 

ȺɔəŮəɟɘɛɏɜŮɠ ȹɘŬŰɎɝŮɘɠ ȹɖɛɘɞɡɟɔɑŬɠ ɈˊɞɔɟŬűɐɠ/ɆűɟŬɔɑŭŬɠ (ȺȹȹɈ) , ůɨɛűɤɜŬ ɛŮ Űɖ 

ůɢŮŰɘəɐ ȺɡɟɤˊŬɥəɐ/Ⱥɚɚɖɜɘəɐ ɜɞɛɞɗŮůɑŬ ɔɘŬ Űɖɜ ȼɚŮəŰɟɞɜɘəɐ ɈˊɞɔɟŬűɐ, ŰŬ ɘŭɘɤŰɘəɎ 

əɚŮɘŭɘɎ ŭɖɛɘɞɡɟɔɞɨɜŰŬɘ ŬˊŮɡɗŮɑŬɠ ůŰɘɠ ȺɔəŮəɟɘɛɏɜŮɠ ȹɘŬŰɎɝŮɘɠ ȹɖɛɘɞɡɟɔɑŬɠ 

ɈˊɞɔɟŬűɐɠ ́ ŬɟɞɡůɑŬ Űɞɡ ŭɘəŬɘɞɨɢɞɡ Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ əŬɘ Ůɜɧɠ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɞɡ 

ˊɟɞůɤˊɘəɞɨ Űɖɠ ȷȾ ˊɞɡ ˊɘůŰɞˊɞɘŮɑ ɧŰɘ Űɞ ɘŭɘɤŰɘəɧ əɚŮɘŭɑ ŭɖɛɘɞɡɟɔɐɗɖəŮ ůŰɖɜ ȺȹȹɈ. 

ȼ ˊŬɟɞɡůɑŬ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɞɡ ˊɟɞůɤˊɘəɞɨ Űɖɠ ȷȾ ɛˊɞɟŮɑ ŬˊɞűŮɡɢɗŮɑ Ŭɜ ɡˊɎɟɢŮɘ 

ŬɝɘɧˊɘůŰɖ ŭɘŬŭɘəŬůɑŬ ˊɞɡ ŮɝŬůűŬɚɑɕŮɘ ɛŮ ŰŮɢɜɘəɎ ɛɏůŬ, ɧŰɘ Űɞ ɘŭɘɤŰɘəɧ əɚŮɘŭɑ 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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ŭɖɛɘɞɡɟɔŮɑŰŬɘ ɛɧɜɞ ŮɜŰɧɠ Űɖɠ ȺȹȹɈ. Ƀ əɎŰɞɢɞɠ Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ŮɑɜŬɘ ɡˊŮɨɗɡɜɞɠ 

ɔɘŬ Űɖɜ ˊɟɞůŰŬůɑŬ Űɖɠ ȺȹȹɈ ɛŮ Ʉɟɞůɤˊɘəɧ ȷɟɘɗɛɧ ȷɜŬɔɜɩɟɘůɖɠ (Personal 

Identification Number - PIN). 

 

ȼ ŬˊŬɑŰɖůɖ ŬɡŰɐ ŭŮɜ ɘůɢɨŮɘ ɧŰŬɜ ɏɜŬ ȻŮɨɔɞɠ ȾɚŮɘŭɑ ˊŬɟɎɔŮŰŬɘ Ŭˊɧ Űɖɜ HARICA ɔɘŬ 

ɚɞɔŬɟɘŬůɛɧ Ůɜɧɠ ɆɡɜŭɟɞɛɖŰɐ ɔɘŬ ȺɔəŮəɟɘɛɏɜŮɠ ɡˊɞɔɟŬűɏɠ/ůűɟŬɔɑŭŮɠ, ɄɘůŰɞˊɞɘɖŰɘəɎ 

Ɉ́ ɞɔɟŬűɐɠ əɩŭɘəŬ əŬɘ ɄɘůŰɞˊɞɘɖŰɘəɎ YˊɞɔɟŬűɐɠ ȾɩŭɘəŬ EV. ɆŮ ŬɡŰɏɠ Űɘɠ 

ˊŮɟɘˊŰɩůŮɘɠ, ɖ HARICA ɗŬ ŮűŬɟɛɧůŮɘ Ůɚɏɔɢɞɡɠ ɔɘŬ Űɖ ŭɖɛɘɞɡɟɔɑŬ Űɤɜ əɚŮɘŭɘɩɜ ůŮ 

Ůɘŭɘəɞɨ ůəɞˊɞɨ əɟɡˊŰɞɔɟŬűɘəɏɠ  ůɡůəŮɡɏɠ ˊɞɡ ˊɚɖɟɞɨɜ Űɘɠ ŬˊŬɘŰɐůŮɘɠ Űɖɠ ŮɜɧŰɖŰŬɠ 

6.2.7.4 əŬɘ ɗŬ ˊŬɟŬŭɩůŮɘ ŬɡŰɏɠ Űɘɠ ůɡůəŮɡɏɠ ɛŮ ŬůűɎɚŮɘŬ ůŰɞɜ ɆɡɜŭɟɞɛɖŰɐ. 

3.2.2 ȺˊŬɚɐɗŮɡůɖ ŰŬɡŰɧŰɖŰŬɠ ɞɟɔŬɜɘůɛɞɨ 

ȼ ȷɟɢɐ ȾŬŰŬɢɩɟɘůɖɠ ˊɟɏˊŮɘ ɜŬ ŮˊɘɓŮɓŬɘɩɜŮɘ ɧŰɘ ɞ ȷɘŰɩɜ ŬɜɐəŮɘ ůŰɞɜ ɃɟɔŬɜɘůɛɧ, Űɞ 

ɧɜɞɛŬ Űɞɡ ɞˊɞɑɞɡ ˊŮɟɘɚŬɛɓɎɜŮŰŬɘ ůŰɞ ˊɘůŰɞˊɞɘɖŰɘəɧ. ȳŰŬɜ ɏɜŬɠ ȷɘŰɩɜ ɕɖŰɎ ɏɜŬ 

ɄɘůŰɞˊɞɘɖŰɘəɧ ɤɠ Ɂɞɛɘəɧ Ʉɟɧůɤˊɞ (ůɨɛűɤɜŬ ɛŮ Űɖɜ ˊɞɚɘŰɘəɐ QCP-l ɐ QCP-l-qscd), 

ŰɧŰŮ ɞ Ⱥəˊɟɧůɤˊɞɠ Űɞɡ ȷɘŰɞɨɜŰŬ ɗŬ ˊɟɏˊŮɘ ɜŬ ˊŬɟɏɢŮɘ ɧɚŬ ŰŬ ŬˊŬɟŬɑŰɖŰŬ ɏɔɔɟŬűŬ 

ůɡɛˊŮɟɘɚŬɛɓɎɜɞɜŰŬɠ Űɞ ˊɚɐɟŮɠ ɧɜɞɛŬ Űɞɡ Ɂɞɛɘəɞɨ Ʉɟɞůɩˊɞɡ, Űɞ ɜɞɛɘəɧ əŬɗŮůŰɩɠ 

əŬɗɩɠ Ůˊɑůɖɠ əŬɘ ŰŬ ůɢŮŰɘəɎ ůŰɞɘɢŮɑŬ əŬŰŬɢɩɟɘůɖɠ/ůɨůŰŬůɖɠ (ůŮ ŮˊɑˊŮŭɞ 

ɉɩɟŬɠ/Ɂɞɛɞɨ ɐ ɄɞɚɘŰŮɑŬɠ/Ʉɧɚɖɠ). 

 

ȾɎɗŮ Ɂɞɛɘəɧ ˊɟɧůɤˊɞ ˊɟɏˊŮɘ ɜŬ ɏɢŮɘ Űɞɡɠ ŭɘəɞɨɠ Űɞɡ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɞɡɠ ŬɘŰɞɨɜŰŮɠ 

əŬɘ ɛɑŬ ɀɖŰɟɘəɐ ȺŰŬɘɟŮɑŬ ŭŮɜ ɛˊɞɟŮɑ ɜŬ ŮɝɞɡůɘɞŭɞŰŮɑ ŬɘŰɐůŮɘɠ ɄɘůŰɞˊɞɘɖŰɘəɩɜ ɔɘŬ 

ŪɡɔŬŰɟɘəɏɠ ȺŰŬɘɟŮɑŮɠ. 

 

ȳŰŬɜ ɛɑŬ ȷȾ ɚŬɛɓɎɜŮɘ ɏɜŬ çȷɑŰɖɛŬ ɔɘŬ ɄɘůŰɞˊɞɘɖŰɘəɧ Ɉɣɖɚɞɨ Ⱦɘɜŭɨɜɞɡè Űɞ ɞˊɞɑɞ 

ŰŬɘɟɘɎɕŮɘ ɛŮ ȳɜɞɛŬ ɉɩɟɞɡ ɐ ɃɟɔŬɜɘůɛɧ ˊɞɡ ɏɢŮɘ ŮˊɘůɖɛŬɜɗŮɑ ɤɠ çɈɣɖɚɞɨ 

Ⱦɘɜŭɨɜɞɡè, ŰɧŰŮ ˊɟɘɜ Ŭˊɧ Űɖɜ ɏəŭɞůɖ ˊɟŬɔɛŬŰɞˊɞɘŮɑŰŬɘ ˊɟɧůɗŮŰɞɠ ŮɜŭŮɚŮɢɐɠ ɏɚŮɔɢɞɠ 

ůŰɖ ŭɘŬŭɘəŬůɑŬ ŮˊŬɚɐɗŮɡůɖɠ.  

 

ȼ HARICA ŮɚɏɔɢŮɘ Ůˊɑůɖɠ Ŭɜ ɞ ȷɘŰɞɨɛŮɜɞɠ, ɞ ɈˊɞɔɟɎűɤɜ, ɐ ɞ ɈˊŮɨɗɡɜɞɠ Ȱɔəɟɘůɖɠ, 

ɓɟɑůəŮŰŬɘ ůŮ ɚɑůŰŬ ŬˊŬɔɧɟŮɡůɖɠ ůɡɜŬɚɚŬɔɩɜ ˊɞɡ ŭɖɛɞůɘŮɨŮŰŬɘ Ŭˊɧ Űɞ Ⱥɚɚɖɜɘəɧ 

ȾɟɎŰɞɠ, Ŭɜ ŰɏŰɞɘŬ ɚɑůŰŬ ŮɑɜŬɘ ŭɘŬɗɏůɘɛɖ. 

 

 

 

ȺɎɜ ɏɜŬ ȰɛˊɘůŰɞ ɇɟɑŰɞ ɀɏɟɞɠ ˊɚɖɟŮɑ ɞˊɞɘŬŭɐˊɞŰŮ Ŭˊɧ Űɘɠ ɡˊɞɢɟŮɩůŮɘɠ Űɖɠ HARICA 

ɓɎůŮɘ ŬɡŰɐɠ Űɖɠ ŮɜɧŰɖŰŬɠ, ɖ HARICA ɗŬ ˊɟɏˊŮɘ ɜŬ ŮˊŬɚɖɗŮɨůŮɘ ɧŰɘ ɖ ŭɘŬŭɘəŬůɑŬ ˊɞɡ 

ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ Ŭˊɧ ŬɡŰɧ Űɞ ȰɛˊɘůŰɞ ɇɟɑŰɞ ɀɏɟɞɠ ɔɘŬ Űɞɜ ŮɜŰɞˊɘůɛɧ əŬɘ Űɖɜ 

ˊŮɟŬɘŰɏɟɤ ŮˊŬɚɐɗŮɡůɖ Űɤɜ ŬɘŰɖɛɎŰɤɜ ɔɘŬ ˊɘůŰɞˊɞɘɖŰɘəɎ ɡɣɖɚɞɨ əɘɜŭɨɜɞɡ ˊŬɟɏɢŮɘ 

ŰɞɡɚɎɢɘůŰɞɜ Űɞ ɑŭɘɞ ŮˊɑˊŮŭɞ ŭɘŬůűɎɚɘůɖɠ ɛŮ Űɘɠ ŭɘŬŭɘəŬůɑŮɠ Űɖɠ ɑŭɘŬɠ Űɖɠ HARICA. 

 

ȼ ŮˊŬɚɐɗŮɡůɖ Űɖɠ ŰŬɡŰɧŰɖŰŬɠ Űɞɡ ɞɟɔŬɜɘůɛɞɨ ɗŬ ́ ɟɏˊŮɘ ɜŬ ŬəɞɚɞɡɗŮɑ Űɘɠ ŭɘŬŭɘəŬůɑŮɠ 

ŮˊŬɚɐɗŮɡůɖɠ EV ˊɞɡ ˊŮɟɘɔɟɎűɞɜŰŬɘ ůŰɘɠ ɃŭɖɔɑŮɠ EV, ˊɟɘɜ Ŭˊɧ Űɖɜ ɏəŭɞůɖ 

ɄɘůŰɞˊɞɘɖŰɘəɞɨ EV. 

ȼ HARICA ɗŬ ˊɟɏˊŮɘ ɜŬ ŭɘŬůűŬɚɑůŮɘ ɧŰɘ ɧɚŮɠ ɞɘ ˊɚɖɟɞűɞɟɑŮɠ ɈˊɞəŮɘɛɏɜɞɡ Űɞɡ 

ɞɟɔŬɜɘůɛɞɨ ˊɞɡ ɗŬ ˊŮɟɘɚŬɛɓɎɜɞɜŰŬɘ ůŰɞ ɄɘůŰɞˊɞɘɖŰɘəɧ EV ůɡɛɛɞɟűɩɜɞɜŰŬɘ ɛŮ Űɘɠ 

ŬˊŬɘŰɐůŮɘɠ Űɤɜ Ƀŭɖɔɘɩɜ EV əŬɘ ŰŬɘɟɘɎɕɞɡɜ ɛŮ Űɘɠ ˊɚɖɟɞűɞɟɑŮɠ ˊɞɡ ŮˊɘɓŮɓŬɘɩɜɞɜŰŬɘ 

əŬɘ ŰŮəɛɖɟɘɩɜɞɜŰŬɘ Ŭˊɧ Űɖ HARICA ůɨɛűɤɜŬ ɛŮ Űɘɠ ŭɘŬŭɘəŬůɑŮɠ ŮˊŬɚɐɗŮɡůɖɠ. 

 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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ȼ HARICA ɗŬ ˊɟɏˊŮɘ ɜŬ ŮəŭɑŭŮɘ ɄɘůŰɞˊɞɘɖŰɘəɎ EV ɛɧɜɞ ůŮ ȷɘŰɞɨɜŰŮɠ ˊɞɡ ˊɚɖɟɞɨɜ 

ɛɑŬ Ŭˊɧ Űɘɠ Űɘɛɏɠ "Private Organization", "Government Entity", "Business Entity" ɐ 

"Non-Commercial Entity" ůɨɛűɤɜŬ ɛŮ Űɘɠ ŬˊŬɘŰɐůŮɘɠ Űɤɜ ŮɜɞŰɐŰɤɜ 4.1.1.1 ɏɤɠ 4.1.1.4 

Űɤɜ Ƀŭɖɔɘɩɜ EV. 

 

ȼ HARICA ŭɖɛɞůɘŮɨŮɘ Űɘɠ ɈˊɖɟŮůɑŮɠ ɆɨůŰŬůɖɠ ɐ ȺɔɔɟŬűɐɠ ˊɞɡ ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ 

ɔɘŬ Űɖɜ ŮˊŬɚɐɗŮɡůɖ ɃɟɔŬɜɘůɛɩɜ ůŰɞ Ŭ́ ɞɗŮŰɐɟɘɞ Űɖɠ HARICA ɧˊɤɠ ˊŮɟɘɔɟɎűŮŰŬɘ 

ůŰɖɜ ŮɜɧŰɖŰŬ 2.1, ́ ɟɘɜ Ŭˊɧ Űɖɜ ɏəŭɞůɖ Űɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ EV. 

 ɇŬɡŰɧŰɖŰŬ 

ȷɜ Űɞ SubjectDN Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ́ ɟɏˊŮɘ ɜŬ ˊŮɟɘɚŬɛɓɎɜŮɘ Űɞ ɧɜɞɛŬ ɐ Űɖ ŭɘŮɨɗɡɜůɖ 

Ůɜɧɠ ɞɟɔŬɜɘůɛɞɨ, ɖ ȷȾ ŮˊŬɚɖɗŮɨŮɘ Űɖɜ ŰŬɡŰɧŰɖŰŬ əŬɘ Űɖ ŭɘŮɨɗɡɜůɖ Űɞɡ ɞɟɔŬɜɘůɛɞɨ, 

əŬɗɩɠ əŬɘ ɧŰɘ ɖ ŭɘŮɨɗɡɜůɖ ŬɡŰɐ ŮɑɜŬɘ ɖ ŭɘŮɨɗɡɜůɖ əŬŰɞɘəɑŬɠ/ɏŭɟŬɠ Űɞɡ ȷɘŰɞɨɜŰŬ. ȼ 

HARICA ŮˊŬɚɖɗŮɨŮɘ Űɖɜ ŰŬɡŰɧŰɖŰŬ əŬɘ Űɖ ŭɘŮɨɗɡɜůɖ Űɞɡ ȷɘŰɞɨɜŰŬ, ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ 

ŰŮəɛɖɟɑɤůɖ ˊɞɡ ˊŬɟɏɢŮŰŬɘ, ɐ ŮˊɘəɞɘɜɤɜɩɜŰŬɠ, ɛŮ ŰɞɡɚɎɢɘůŰɞɜ ɏɜŬ Ŭˊɧ ŰŬ ŬəɧɚɞɡɗŬ: 

 

¶ ɀɑŬ ȾɟŬŰɘəɐ ɈˊɖɟŮůɑŬ ůŰɖɜ ˊŮɟɘɞɢɐ ŭɘəŬɘɞŭɞůɑŬɠ Űɖɠ ɜɞɛɘəɐɠ ɡˊɧůŰŬůɖɠ , ɐ 

ŬɜŬɔɜɩɟɘůɖɠ Űɞɡ ȷɘŰɞɨɜŰŬ 

¶ ɀɑŬ ŰɟɑŰɖ ɓɎůɖ ŭŮŭɞɛɏɜɤɜ ˊɞɡ ŮɜɖɛŮɟɩɜŮŰŬɘ ˊŮɟɘɞŭɘəɎ əŬɘ ɗŮɤɟŮɑŰŬɘ ȷɝɘɧˊɘůŰɖ 

Ʉɖɔɐ ȹŮŭɞɛɏɜɤɜ, ɧˊɤɠ ɞɟɑɕŮŰŬɘ ůŰɖɜ ŮɜɧŰɖŰŬ 3.2.2.7 

¶ ɀɑŬ ŮˊɑůəŮɣɖ ůŰɞɜ ɑŭɘɞ Űɞɜ ɢɩɟɞ Ŭˊɧ Űɖɜ HARICA ɐ ŰɟɑŰɞ ˊɞɡ ŮɜŮɟɔŮɑ ɤɠ 

ŬɜŰɘˊɟɧůɤˊɞɠ Űɖɠ HARICA, ɐ 

¶  ȰɜŬ ȰɔɔɟŬűɞ ȸŮɓŬɑɤůɖɠ. 

 

ȼ HARICA ɛˊɞɟŮɑ ɜŬ ŮˊŬɚɖɗŮɨŮɘ Űɖ ŭɘŮɨɗɡɜůɖ Űɞɡ ȷɘŰɞɨɜŰŬ (ŬɚɚɎ ɧɢɘ Űɖɜ 

ŰŬɡŰɧŰɖŰŬ Űɞɡ ȷɘŰɞɨɜŰŬ) ɛɏůɤ Ůɜɧɠ ɚɞɔŬɟɘŬůɛɞɨ ɡˊɖɟŮůɘɩɜ əɞɘɜɐɠ ɤűɏɚŮɘŬɠ, 

ŭɐɚɤůɖɠ ŰɟŬˊŮɕɘəɞɨ ɚɞɔŬɟɘŬůɛɞɨ, ŭɐɚɤůɖɠ ˊɘůŰɤŰɘəɐɠ əɎɟŰŬɠ, űɞɟɞɚɞɔɘəɞɨ 

ůŰɞɘɢŮɑɞɡ, ɐ Ɏɚɚɞɡ ŬɝɘɧˊɘůŰɞɡ ŮɔɔɟɎűɞɡ ŬɜŬɔɜɩɟɘůɖɠ ŰŬɡŰɧŰɖŰŬɠ. 

 

ũɘŬ Űɖɜ ɏəŭɞůɖ ɄɘůŰɞˊɞɘɖŰɘəɩɜ EV, ɖ HARICA ɗŬ ˊɟɏˊŮɘ ɜŬ ŮˊŬɚɖɗŮɨůŮɘ ŰŬ 

ŬəɧɚɞɡɗŬ: 

¶ ɇɖ ɜɞɛɘəɐ ɡˊɧůŰŬůɖ əŬɘ ŰŬɡŰɧŰɖŰŬ Űɞɡ ȷɘŰɞɨɜŰɞɠ, ůɨɛűɤɜŬ ɛŮ Űɖɜ ȺɜɧŰɖŰŬ 

3.2.2 Űɤɜ Ƀŭɖɔɘɩɜ EV, 

¶ ɇɖ űɡůɘəɐ ɡˊɧůŰŬůɖ Űɞɡ ȷɘŰɞɨɜŰɞɠ (ɏɜŬɟɝɖ ŭɟŬůŰɖɟɘɧŰɖŰŬɠ Űɖɠ ŮˊɘɢŮɑɟɖůɖɠ 

ůŮ űɡůɘəɐ ŭɘŮɨɗɡɜůɖ), ůɨɛűɤɜŬ ɛŮ Űɖɜ ȺɜɧŰɖŰŬ 3.2.4 Űɤɜ Ƀŭɖɔɘɩɜ EV, 

¶ ɇɖ ɚŮɘŰɞɡɟɔɘəɐ ɘůɢɨ Űɞɡ ȷɘŰɞɨɜŰɞɠ (ŮˊɘɢŮɘɟɖɛŬŰɘəɐ ŭɟŬůŰɖɟɘɧŰɖŰŬ), 

ůɨɛűɤɜŬ ɛŮ Űɖɜ ȺɜɧŰɖŰŬ 3.2.6 Űɤɜ Ƀŭɖɔɘɩɜ EV, əŬɘ 

¶ ɀɘŬ ȺˊŬɚɖɗŮɡɛɏɜɖ ɀɏɗɞŭɞɠ ȺˊɘəɞɘɜɤɜɑŬɠ ɛŮ Űɖɜ ɞɜŰɧŰɖŰŬ ˊɞɡ ɗŬ 

ɞɜɞɛŬůŰŮɑ ɤɠ ɈˊɞəŮɑɛŮɜɞ ůŰɞ ɄɘůŰɞˊɞɘɖŰɘəɧ, ůɨɛűɤɜŬ ɛŮ Űɖɜ ȺɜɧŰɖŰŬ 3.2.5 

Űɤɜ Ƀŭɖɔɘɩɜ EV. 
 

ũɘŬ ɛɖ ȿŬŰɘɜɘəɎ ɞɜɧɛŬŰŬ ɞɟɔŬɜɘůɛɩɜ, ɛŮŰŬűɟŬůɛɏɜŬ ɞɜɧɛŬŰŬ əŬɘ ɞɟɔŬɜɘůɛɞɨɠ ˊɞɡ 

ɏɢɞɡɜ ŮɜůɤɛŬŰɤɗŮɑ ůŰɖɜ ȽŬˊɤɜɑŬ, ɖ HARICA ůɡɛɛɞɟűɩɜŮŰŬɘ ɛŮ Űɘɠ ŬˊŬɘŰɐůŮɘɠ Űɤɜ 

Ƀŭɖɔɘɩɜ EV ɄŬɟɎɟŰɖɛŬ ȹ. 

3.2.2.1.1 Legal Entity Identifier 

ũɘŬ ɁɞɛɘəɎ ɄɟɧůɤˊŬ, ɖ HARICA ɛˊɞɟŮɑ ɜŬ ůɡɛˊŮɟɘɚɎɓŮɘ Űɞ Legal Entity Identifier 

(LEI) ɧˊɤɠ ɏɢŮɘ ŬˊɞŭɞɗŮɑ əŬɘ ŮɛűŬɜɑɕŮŰŬɘ Ŭˊɧ Űɞ Global Legal Entity Identifier 

Foundation (GLEIF), Ŭɜ Űɞ Ɂɞɛɘəɧ Ʉɟɧůɤˊɞ ɏɢŮɘ əŬŰɎůŰŬůɖ ñfully  corroboratedò 

(Corroboration Level=ñFULLY_CORROBORATEDò). ȼ HARICA ɗŬ ůɡůɢŮŰɑůŮɘ Űɞ 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 

ɆŮɚɑŭŬ 52 Ŭˊɧ 203 

LEI ɛŮ Űɞ Ɂɞɛɘəɧ Ʉɟɧůɤˊɞ ˊɞɡ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɞ Subject Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ɏˊŮɘŰŬ 

Ŭˊɧ ŮˊɘɓŮɓŬɑɤůɖ ŰŬɡŰɧŰɖŰŬɠ ɧˊɤɠ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɖɜ ŮɜɧŰɖŰŬ 3.2.2.1. ɇɞ LEI 

ŬɜŰɘɛŮŰɤˊɑɕŮŰŬɘ ɤɠ ɏɜŬ ˊɟɧůɗŮŰɞ ůŰɞɘɢŮɑɞ ůɡůɢɏŰɘůɖɠ ŰŬɡŰɧŰɖŰŬɠ ˊɞɡ ˊŮɟɘɚŬɛɓɎɜŮŰŬɘ 

ůŰɞ ɄɘůŰɞˊɞɘɖŰɘəɧ. 

 ȹɘŬəɟɘŰɘəɧɠ ɇɑŰɚɞɠ (DBA) / ȺˊɤɜɡɛɑŬ / Ʌɧɚɞɘ 

H HARICA ŭŮɜ ŮˊɘŰɟɏˊŮɘ Űɖɜ ɏəŭɞůɖ ˊɘůŰɞˊɞɘɖŰɘəɞɨ ɔɘŬ Ŭɜɩɜɡɛɞɡɠ ɢɟɐůŰŮɠ. ȼ 

ɏəŭɞůɖ ˊɘůŰɞˊɞɘɖŰɘəɞɨ ɔɘŬ ɣŮɡŭɩɜɡɛŬ, ˊ.ɢ. çɄɟɨŰŬɜɖɠè ɐ çɄɟɧŮŭɟɞɠè, ŭŮɜ 

ˊɟɞɓɚɏˊŮŰŬɘ ůŰɖɜ ˊŬɟɞɨůŬ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ, ɧɛɤɠ ŭŮɜ 

ŬˊŬɔɞɟŮɨŮŰŬɘ. ȷɡŰɎ ŰŬ ɣŮɡŭɩɜɡɛŬ ɗŬ ˊɟɏˊŮɘ ɜŬ ˊŮɟɘɚŬɛɓɎɜɞɜŰŬɘ ɤɠ ˊɟɧůɗŮŰŮɠ 

ˊɚɖɟɞűɞɟɑŮɠ ůŰŬ ɣɖűɘŬəɎ ˊɘůŰɞˊɞɘɖŰɘəɎ ɛŮŰɎ Űɖɜ əŬŰɎɚɚɖɚɖ ŭɘŬŭɘəŬůɑŬ 

ŮˊɘɓŮɓŬɑɤůɖɠ Űɞɡɠ ˊɞɡ ŮˊŬɚɖɗŮɨŮɘ ɧŰɘ Űɞ ˊɟŬɔɛŬŰɘəɧ ˊɟɧůɤˊɞ əŬŰɏɢŮɘ Űɞ ŬɜŰɑůŰɞɘɢɞ 

ɣŮɡŭɩɜɡɛɞ/ɟɧɚɞ. ũɘŬ ˊŬɟɎŭŮɘɔɛŬ, ɔɘŬ Űɞ ɟɧɚɞ Űɞɡ «Ⱥ́ ɧˊŰɖè, ˊɟɏˊŮɘ ɜŬ ɡˊɎɟɢŮɘ ɏɜŬ 

ɏɔɔɟŬűɞ ˊɞɡ ɜŬ ŬˊɞŭŮɘəɜɨŮɘ ɧŰɘ Űɞ ɡˊɞəŮɑɛŮɜɞ Űɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ ŭɘəŬɘɞɨŰŬɘ ŬɡŰɧ Űɞ 

ɟɧɚɞ. 

 

ȷɜ Űɞ SubjectDN Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ˊɟɏˊŮɘ ɜŬ ˊŮɟɘɚŬɛɓɎɜŮɘ ɏɜŬ ȹɘŬəɟɘŰɘəɧ ŰɑŰɚɞ 

(DBA) ɐ ɛɘŬ Ůɛˊɞɟɘəɐ ŮˊɤɜɡɛɑŬ, ɖ HARICA ɗŬ ŮˊŬɚɖɗŮɨŮɘ Űɞ ŭɘəŬɑɤɛŬ Űɞɡ 

ȷɘŰɞɨɜŰŬ, ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ ŰɞɡɚɎɢɘůŰɞɜ ɛɑŬ Ŭˊɧ Űɘɠ ŬəɧɚɞɡɗŮɠ ɛŮɗɧŭɞɡɠ: 

1. ȰɔɔɟŬűŬ ˊɞɡ ˊŬɟɏɢɞɜŰŬɘ Ŭˊɧ, ɐ ŮˊɘəɞɘɜɤɜɩɜŰŬɠ ɛŮ, ȾɡɓŮɟɜɖŰɘəɐ ɃɜŰɧŰɖŰŬ 

ˊɞɡ ɏɢŮɘ Űɖɜ ŬɟɛɞŭɘɧŰɖŰŬ Űɖɠ ŭɖɛɘɞɡɟɔɑŬɠ ɜɞɛɘəɐɠ ɡˊɧůŰŬůɖɠ, ɐ ŬɜŬɔɜɩɟɘůɖɠ 

Űɞɡ ȷɘŰɞɨɜŰŬ 

2. ɀɑŬ ȷɝɘɧˊɘůŰɖ Ʉɖɔɐ ȹŮŭɞɛɏɜɤɜ 

3. ȺˊɘəɞɘɜɤɜɑŬ ɛŮ ȾɡɓŮɟɜɖŰɘəɐ ɃɜŰɧŰɖŰŬ ɡˊŮɨɗɡɜɖ ɔɘŬ Űɖ ŭɘŬɢŮɑɟɘůɖ ŰɏŰɞɘɤɜ 

Ůɡɟɏɤɠ ɔɜɤůŰɩɜ ɞɜɞɛɎŰɤɜ ɐ Ůˊɤɜɡɛɘɩɜ 

4. ȰɜŬ ȰɔɔɟŬűɞ ȸŮɓŬɑɤůɖɠ ˊɞɡ ůɡɜɞŭŮɨŮŰŬɘ Ŭˊɧ Ůˊɘˊɚɏɞɜ ŬˊɞŭŮɘəŰɘəɎ 

ŰŮəɛɖɟɑɤůɖɠ ɐ 

5. ȰɜŬɠ ɚɞɔŬɟɘŬůɛɧɠ ɡˊɖɟŮůɘɩɜ əɞɘɜɐɠ ɤűɏɚŮɘŬɠ, ŰɟŬˊŮɕɘəɐ ŭɐɚɤůɖ, ŭɐɚɤůɖ 

ˊɘůŰɤŰɘəɐɠ əɎɟŰŬɠ, űɞɟɞɚɞɔɘəɧ ůŰɞɘɢŮɑɞ, ɐ Ɏɚɚɞ ŬɝɘɧˊɘůŰɞ ɏɔɔɟŬűɞ 

ŬɜŬɔɜɩɟɘůɖɠ ŰŬɡŰɧŰɖŰŬɠ ˊɞɡ ɞɟɑɕŮɘ ɖ HARICA. 

 

ũɘŬ Űɖɜ ɏəŭɞůɖ ɄɘůŰɞˊɞɘɖŰɘəɩɜ EV, ɖ HARICA ɗŬ ˊɟɏˊŮɘ ɜŬ ŮˊŬɚɖɗŮɨůŮɘ Űɞ 

űŮɟɧɛŮɜɞ ɧɜɞɛŬ Űɞɡ ȷɘŰɞɨɜŰŬ, ůɨɛűɤɜŬ ɛŮ Űɖɜ ȺɜɧŰɖŰŬ 3.2.3 Űɤɜ Ƀŭɖɔɘɩɜ EV. 

 ȺˊŬɚɐɗŮɡůɖ Űɖɠ ɉɩɟŬɠ 

ȷɜ ɡˊɎɟɢŮɘ Űɞ ˊŮŭɑɞ Űɞɡ ɡˊɞəŮɘɛɏɜɞɡ subject:countryName , ɖ HARICA 

ŮˊŬɚɖɗŮɨŮɘ Űɖ ɢɩɟŬ ˊɞɡ ůɡɜŭɏŮŰŬɘ ɛŮ Űɞ ɡˊɞəŮɑɛŮɜɞ ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ ɏɜŬ Ŭˊɧ ŰŬ 

ˊŬɟŬəɎŰɤ: 

¶ Űɖɜ ŬɜɎɗŮůɖ Ůɨɟɞɡɠ IP ŭɘŮɡɗɨɜůŮɤɜ ŬɜɎ ɢɩɟŬ ŮɑŰŮ ɔɘŬ 

- Űɖ ŭɘŮɨɗɡɜůɖ IP Űɞɡ ŭɘəŰɡŬəɞɨ Űɧˊɞɡ, ɧˊɤɠ ˊɟɞəɨˊŰŮɘ Ŭˊɧ Űɖɜ ŮɔɔɟŬűɐ DNS 
ɔɘŬ Űɖɜ ɘůŰɞůŮɚɑŭŬ ŮɑŰŮ 

- Űɖ ŭɘŮɨɗɡɜůɖ IP Űɞɡ ȷɘŰɞɨɜŰŬ, 

¶ Űɞ ccTLD Űɞɡ ŬɘŰɞɨɛŮɜɞɡ ɃɜɧɛŬŰɞɠ ɉɩɟɞɡ, 

¶ Űɘɠ ˊɚɖɟɞűɞɟɑŮɠ ˊɞɡ ˊŬɟɏɢɞɜŰŬɘ Ŭˊɧ Űɞɜ ȾŬŰŬɢɤɟɖŰɐ ɉɩɟɞɡ ȹɘŮɡɗɨɜůŮɤɜ,  

ɐ 

¶ ɛɘŬ ɛɏɗɞŭɞ ˊɞɡ ˊɟɞůŭɘɞɟɑɕŮŰŬɘ ůŰɘɠ ŮɜɧŰɖŰŮɠ 3.2.2.1 ɐ 3.2.3.1. 

 ȺˊɘɓŮɓŬɑɤůɖ ȾŬŰɞɢɐɠ ɐ Ⱥɚɏɔɢɞɡ ɃɜɧɛŬŰɞɠ ɉɩɟɞɡ 

ȷɡŰɐ ɖ ˊŬɟɎɔɟŬűɞɠ ɞɟɑɕŮɘ Űɘɠ ŭɘŬŭɘəŬůɑŮɠ əŬɘ ˊɟŬəŰɘəɏɠ ˊɞɡ ˊɟɞɓɚɏˊɞɜŰŬɘ ɔɘŬ Űɖɜ 

ŮˊɘɓŮɓŬɑɤůɖ Űɖɠ əŬŰɞɢɐɠ ɐ Űɞɡ Ůɚɏɔɢɞɡ ɞɜɧɛŬŰɞɠ ɢɩɟɞɡ (domain) Ŭˊɧ Űɞɜ ȷɘŰɞɨɜŰŬ. 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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ȼ HARICA ɗŬ ŮˊɘɓŮɓŬɘɩɜŮɘ ɧŰɘ, ˊɟɘɜ Űɖɜ ɏəŭɞůɖ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ɏɢŮɘ ŮˊɘəɡɟɩůŮɘ 

əɎɗŮ Ʉɚɐɟɤɠ ɄɘůŰɞˊɞɘɖɛɏɜɞ ȳɜɞɛŬ ɉɩɟɞɡ (FQDN) ɤɠ Ůɝɐɠ: 

1. ȳŰŬɜ ɏɜŬ FQDN ŭŮɜ ˊŮɟɘɚŬɛɓɎɜŮɘ Űɖɜ Űɘɛɐ ñonionò ůŰɖɜ ˊɘɞ ŭŮɝɘɎ ȺŰɘəɏŰŬ 

ɃɜɧɛŬŰɞɠ ɉɩɟɞɡ (Domain Label), ɖ HARICA ɗŬ ŮˊŬɚɖɗŮɨůŮɘ Űɞ FQDN 

ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ ŰɞɡɚɎɢɘůŰɞɜ ɛɑŬ Ŭˊɧ Űɘɠ ɛŮɗɧŭɞɡɠ ŬɡŰɐɠ Űɖɠ ŮɜɧŰɖŰŬɠ, əŬɘ 

2. ȳŰŬɜ ɏɜŬ FQDN ˊŮɟɘɚŬɛɓɎɜŮɘ Űɖɜ Űɘɛɐ ñonionò ůŰɖɜ ˊɘɞ ŭŮɝɘɎ ȺŰɘəɏŰŬ 

ɃɜɧɛŬŰɞɠ ɉɩɟɞɡ (Domain Label), ɖ HARICA ɗŬ ŮˊŬɚɖɗŮɨůŮɘ Űɞ FQDN 

ůɨɛűɤɜŬ ɛŮ ŰŬ ɞɟɘɕɧɛŮɜŬ ůŰɞ ɄȷɅȷɅɇȼɀȷ Ⱥ Ȱəŭɞůɖ ɄɘůŰɞˊɞɘɖŰɘəɩɜ ɔɘŬ 

.Onion Domain Names. 

 

ɃɚɞəɚɖɟɤɛɏɜŮɠ ŮˊɘɓŮɓŬɘɩůŮɘɠ Űɞɡ Ůɚɏɔɢɞɡ Űɞɡ FQDN Ŭˊɧ Űɞɜ ȷɘŰɞɨɜŰŬ ɛˊɞɟŮɑ ɜŬ 

ɘůɢɨɞɡɜ ɔɘŬ Űɖɜ ɏəŭɞůɖ ˊɞɚɚɩɜ ˊɘůŰɞˊɞɘɖŰɘəɩɜ ůŮ ɓɎɗɞɠ ɢɟɧɜɞɡ. ɆŮ ɧɚŮɠ Űɘɠ 

ˊŮɟɘˊŰɩůŮɘɠ ɖ ŮˊɘɓŮɓŬɑɤůɖ ˊɟɏˊŮɘ ɜŬ ɏɢŮɘ ɝŮəɘɜɐůŮɘ ɛɏůŬ ůŰɞ ɢɟɞɜɘəɧ ŭɘɎůŰɖɛŬ ˊɞɡ 

ɞɟɑɕŮŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 4.2.1, ˊɟɘɜ Űɖɜ ɏəŭɞůɖ Űɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ. ũɘŬ ɚɧɔɞɡɠ 

Ůɚɏɔɢɞɡ ŮɔəɡɟɧŰɖŰŬɠ Űɞɡ ɢɩɟɞɡ ɞɜɞɛɎŰɤɜ (domain), ɞ ɧɟɞɠ ȷɘŰɩɜ ˊŮɟɘɚŬɛɓɎɜŮɘ Űɖ 

ɀɖŰɟɘəɐ ȺŰŬɘɟŮɑŬ Űɞɡ ȷɘŰɞɨɜŰŬ, Űɖ ŪɡɔŬŰɟɘəɐ ȺŰŬɘɟŮɑŬ, Űɞɜ ɆɡɜŮɟɔɎŰɖ ɐ Űɞɜ ɑŭɘɞ Űɞɜ 

ȷɘŰɞɨɜŰŬ ɤɠ ɛŮɛɞɜɤɛɏɜɞ ūɡůɘəɧ Ʉɟɧůɤˊɞ. 

 

ũɘŬ Űɖɜ ɏəŭɞůɖ ɄɘůŰɞˊɞɘɖŰɘəɩɜ EV, ɖ HARICA ɗŬ ˊɟɏˊŮɘ ɜŬ ŮˊŬɚɖɗŮɨůŮɘ ɧŰɘ ɞ ȷɘŰɩɜ 

ŮɑɜŬɘ ŮɔɔŮɔɟŬɛɛɏɜɞɠ əɎŰɞɢɞɠ ɐ ɏɢŮɘ Űɞɜ ɏɚŮɔɢɞ Űɤɜ ɃɜɞɛɎŰɤɜ ɉɩɟɞɡ (Domain 

Names) ˊɞɡ ɗŬ ˊŮɟɘɚŬɛɓɎɜɞɜŰŬɘ ůŰɞ ɄɘůŰɞˊɞɘɖŰɘəɧ EV, ůɨɛűɤɜŬ ɛŮ Űɖɜ ȺɜɧŰɖŰŬ 

3.2.7 Űɤɜ Ƀŭɖɔɘɩɜ EV. 

 

ȼ HARICA əŬŰŬɔɟɎűŮɘ Űɖ ɛɏɗɞŭɞ Ůɚɏɔɢɞɡ ˊɞɡ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ɔɘŬ əɎɗŮ ɢɩɟɞ 

ɞɜɞɛɎŰɤɜ ˊɞɡ ŮɚɏɔɢŮŰŬɘ ɤɠ ˊɟɞɠ Űɖɜ ŮɔəɡɟɧŰɖŰŬ, ůɡɛˊŮɟɘɚŬɛɓŬɜɞɛɏɜɖɠ Űɖɠ ɏəŭɞůɖɠ 

Űɤɜ ñBaseline Requirementsò Űɖɠ ůɨɛˊɟŬɝɖɠ CA/B Forum ˊɞɡ ŮɑɜŬɘ ůŮ ɘůɢɨ ɧŰŬɜ 

ˊɟŬɔɛŬŰɞˊɞɘŮɑŰŬɘ ɞ ɏɚŮɔɢɞɠ. 

 

ɆɖɛŮɑɤůɖ: ɇŬ FQDNs ˊɟɏˊŮɘ ɜŬ əŬŰŬɔɟɎűɞɜŰŬɘ ůŰŬ ɄɘůŰɞˊɞɘɖŰɘəɎ Űɞɡ ɆɡɜŭɟɞɛɖŰɐ 

ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ ŮɔɔɟŬűɏɠ dNSNames ůŰɖɜ ŮˊɏəŰŬůɖ subjectAltName ɐ ůŰŬ 

ɄɘůŰɞˊɞɘɖŰɘəɎ Űɤɜ ɈűɘůŰɎɛŮɜɤɜ ȷɄ ɛɏůɤ  ŮɔɔɟŬűɩɜ dNSNames ůŰɞ ˊŮŭɑɞ 

permittedSubtrees ůŰɖɜ ŮˊɏəŰŬůɖ Name Constraints. 

3.2.2.4.1  ȹɘŬŭɘəŬůɑŬ ŮˊɘɓŮɓŬɑɤůɖɠ ȷɘŰɞɨɜŰŬ ɤɠ ȺˊŬűɐ ɃɜɧɛŬŰɞɠ ɉɩɟɞɡ  

ȷɡŰɐ ɖ ɛɏɗɞŭɞɠ ɏɢŮɘ ŬˊɞůɡɟɗŮɑ əŬɘ ŭŮ ɗŬ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ. 

3.2.2.4.2 ȷˊɞůŰɞɚɐ Email, Fax, SMS, ɐ ɇŬɢɡŭɟɞɛɘəɐɠ ȷɚɚɖɚɞɔɟŬűɑŬɠ ůŰɞ 

ȺˊŬűɐ ɃɜɧɛŬŰɞɠ ɉɩɟɞɡ 

ȷɡŰɐ ɖ ɛɏɗɞŭɞɠ ɏɢŮɘ ŬˊɞůɡɟɗŮɑ əŬɘ ŭŮ ɗŬ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ. 

3.2.2.4.3 ɇɖɚŮűɤɜɘəɐ ŮˊɘəɞɘɜɤɜɑŬ ɛŮ Űɖɜ ȺˊŬűɐ ɃɜɧɛŬŰɞɠ ɉɩɟɞɡ 

ȷɡŰɐ ɖ ɛɏɗɞŭɞɠ ɏɢŮɘ ŬˊɞůɡɟɗŮɑ əŬɘ ŭŮ ɗŬ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ. 

3.2.2.4.4 ȹɞɛɖɛɏɜɞ Email ůŮ ȺˊŬűɐ ɃɜɧɛŬŰɞɠ ɉɩɟɞɡ  

ȺˊɘɓŮɓŬɑɤůɖ ɧŰɘ ɞ ȷɘŰɩɜ ɏɢŮɘ Űɞɜ ɏɚŮɔɢɞ Űɞɡ FQDN ˊɞɡ ˊŮɟɘɏɢŮŰŬɘ ůŰɖɜ ŬɑŰɖůɖ, ɤɠ 

Ůɝɐɠ: 

 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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1. ŬˊɞůŰɞɚɐ email ůŮ ɛɑŬ ɐ ˊŮɟɘůůɧŰŮɟŮɠ ŭɘŮɡɗɨɜůŮɘɠ ˊɞɡ ˊŮɟɘɏɢɞɡɜ Űɞ ˊɟɧɗŮɛŬ 

ñadminò, ñadministratorò, ñwebmasterò, ñhostmasterò ɐ ñpostmasterò, əŬɘ 

ŬəɞɚɞɡɗɞɨɜŰŬɘ Ŭˊɧ Űɞ ůɨɛɓɞɚɞ ó@ô əŬɘ Űɞ ȳɜɞɛŬ ɉɩɟɞɡ ȺɝɞɡůɘɞŭɧŰɖůɖɠ 

(Authorization Domain Name), 

2. Űɞ ɞˊɞɑɞ email ˊŮɟɘɏɢŮɘ ɛɑŬ ɇɡɢŬɑŬ ɇɘɛɐ, əŬɘ 

3. ɚɐɣɖ ŮˊɘɓŮɓŬɘɤŰɘəɐɠ ŬˊɎɜŰɖůɖɠ ůŰɖɜ ɞˊɞɑŬ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ɖ ɇɡɢŬɑŬ ɇɘɛɐ. 

 

ȾɎɗŮ email ɛˊɞɟŮɑ ɜŬ ŮˊɘɓŮɓŬɘɩɜŮɘ ˊɞɚɚɎ FQDNs, ŭŮŭɞɛɏɜɞɡ ɧŰɘ Űɞ ȳɜɞɛŬ ɉɩɟɞɡ 

ȺɝɞɡůɘɞŭɧŰɖůɖɠ ˊɞɡ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ůŮ əŬɗɏɜŬ ŮɑɜŬɘ Űɞ ȳɜɞɛŬ ɉɩɟɞɡ 

ȺɝɞɡůɘɞŭɧŰɖůɖɠ ɔɘŬ əɎɗŮ FQDN ˊɞɡ ɏɢŮɘ ŮˊɘɓŮɓŬɘɤɗŮɑ. 

 

ȼ ɇɡɢŬɑŬ ɇɘɛɐ ŮɑɜŬɘ ɛɞɜŬŭɘəɐ ůŮ əɎɗŮ email. 

 

ɇɞ email ɛˊɞɟŮɑ ɜŬ ŬˊɞůŰŬɚŮɑ Ůə ɜɏɞɡ ŬəɏɟŬɘɞ, ɛŮ Űɖɜ ɇɡɢŬɑŬ ɇɘɛɐ, ŭŮŭɞɛɏɜɞɡ ɧŰɘ ŰŬ 

ˊŮɟɘŮɢɧɛŮɜŬ əŬɘ ɞ ˊŬɟŬɚɐˊŰɖɠ ˊŬɟŬɛɏɜɞɡɜ ŰŬ ɑŭɘŬ. 

 

ȼ ɇɡɢŬɑŬ ɇɘɛɐ ˊŬɟŬɛɏɜŮɘ ɏɔəɡɟɖ ɔɘŬ ɢɟɐůɖ ůŮ ɛɘŬ ŮˊɘɓŮɓŬɘɤŰɘəɐ ŬˊɎɜŰɖůɖ ɏɤɠ 

ŰɟɘɎɜŰŬ (30) ɛɏɟŮɠ Ŭˊɧ Űɖ ŭɖɛɘɞɡɟɔɑŬ Űɖɠ. 

 

ɆɖɛŮɑɤůɖ: ȷˊɧ Űɖ ůŰɘɔɛɐ ˊɞɡ Űɞ FQDN ɏɢŮɘ ŮɚŮɔɢɗŮɑ ɔɘŬ Űɖɜ ŮɔəɡɟɧŰɖŰɎ Űɞɡ 

ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ ŬɡŰɐ Űɖ ɛɏɗɞŭɞ, ɖ HARICA ɀɄɃɅȺȽ Ůˊɑůɖɠ, ɜŬ ŮəŭɑŭŮɘ 

ɄɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ ɎɚɚŬ FQDN ˊɞɡ ɏɢɞɡɜ əŬŰɎɚɖɝɖ ɧɚŮɠ Űɘɠ ȺŰɘəɏŰŮɠ ɃɜɧɛŬŰɞɠ 

ɉɩɟɞɡ (Domain Label) Űɞɡ FQDN ́ ɞɡ ɏɢŮɘ ŮɚŮɔɢɗŮɑ əŬɘ ŮɑɜŬɘ ɏɔəɡɟɞ. ȷɡŰɐ ɖ ɛɏɗɞŭɞɠ 

ŮɑɜŬɘ əŬŰɎɚɚɖɚɖ ɔɘŬ ɏɚŮɔɢɞ ŮɔəɡɟɧŰɖŰŬɠ ɃɜɞɛɎŰɤɜ ɉɩɟɞɡ ɀˊŬɚŬɜŰɏɟ. 

3.2.2.4.5 ȰɔɔɟŬűɞ ɃɜɧɛŬŰɞɠ ɉɩɟɞɡ ȺɝɞɡůɘɞŭɧŰɖůɖɠ 

ȷɡŰɐ ɖ ɛɏɗɞŭɞɠ ɏɢŮɘ ŬˊɞůɡɟɗŮɑ əŬɘ ŭŮ ɗŬ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ. 

3.2.2.4.6 Ɇɡɛűɤɜɖɛɏɜɖ ȷɚɚŬɔɐ ůŮ ȽůŰɞɢɩɟɞ 

ȷɡŰɐ ɖ ɛɏɗɞŭɞɠ ɏɢŮɘ ŬˊɞůɡɟɗŮɑ əŬɘ ŭŮ ɗŬ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ. 

3.2.2.4.7 ȷɚɚŬɔɐ ůŰɞ DNS 

ȺˊɘɓŮɓŬɑɤůɖ ɧŰɘ ɞ ȷɘŰɩɜ ɏɢŮɘ Űɞɜ ɏɚŮɔɢɞ Űɞɡ FQDN ˊɞɡ ˊŮɟɘɏɢŮŰŬɘ ůŰɖɜ ŬɑŰɖůɖ ɛŮ 

ŮˊɘɓŮɓŬɑɤůɖ Űɖɠ ˊŬɟɞɡůɑŬɠ ɛɑŬɠ ɇɡɢŬɑŬɠ ɇɘɛɐɠ  ɐ Ůɜɧɠ ɇŮəɛɖɟɑɞɡ ȷɘŰɐɛŬŰɞɠ ůŮ ɏɜŬ 

ˊŮŭɑɞ CNAME, TXT ɐ CAA Űɞɡ DNS ŮɑŰŮ: 

1. Űɞɡ ɃɜɧɛŬŰɞɠ ɉɩɟɞɡ ȺɝɞɡůɘɞŭɧŰɖůɖɠ ŮɑŰŮ 

2. Űɞɡ ɃɜɧɛŬŰɞɠ ɉɩɟɞɡ ȺɝɞɡůɘɞŭɧŰɖůɖɠ ˊɞɡ ɏɢŮɘ ˊɟɧɗŮɛŬ ȺŰɘəɏŰŬ 

ɃɜɧɛŬŰɞɠ ɉɩɟɞɡ ˊɞɡ ɝŮəɘɜɎ ɛŮ Űɞɜ ɢŬɟŬəŰɐɟŬ Űɖɠ əɎŰɤ ˊŬɨɚŬɠ 

(underscore). 

 

i. ȷɜ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ɖ ɇɡɢŬɑŬ ɇɘɛɐ, ɖ HARICA ɗŬ ́ŬɟɏɢŮɘ ɛɘŬ ɇɡɢŬɑŬ ɇɘɛɐ 

ˊɞɡ ŮɑɜŬɘ ɛɞɜŬŭɘəɐ ɔɘŬ Űɞ ŬɑŰɖɛŬ ˊɘůŰɞˊɞɘɖŰɘəɞɨ əŬɘ ŭŮɜ ɗŬ ɢɟɖůɘɛɞˊɞɘŮɑ Űɖɜ 

ɇɡɢŬɑŬ ɇɘɛɐ ɛŮŰɎ Ŭˊɧ ŰɟɘɎɜŰŬ (30) ɛɏɟŮɠ ɐ 

ii. ɮ˄ ˇ ɮʽˍ˗˄ ˎˉʷʲʰ˂ʶ ʰʾˍʹ˃ʰ ˉʽˋˍˇˉˇʽʹˍʽˁˇˏΣ ˃ʶˍʱ ʰˉˈ ˍˇ ʶˉʽˍˊʶˉˈ˃ʶ˄ˇ 
˔ˊˇ˄ʽˁˈ ʵʽʱˋˍʹ˃ʰ ʶˉʰ˄ʰ˔ˊʹˋʽ˃ˇˉˇʾʹˋʹˌ ˍʹˌ ʶˉʰ˂ʹʻʶˎ˃ʷ˄ʹˌ ˉ˂ʹˊˇ˒ˇˊʾʰˌ 
ˉˇˎ ˋ˔ʶˍʾʸʶˍʰʽ ˃ʶ ˍˇ ˉʽˋˍˇˉˇʽʹˍʽˁˈ όˈˉ˖ˌ ˇˊʾʸʶˍʰʽ ˋˍʹ˄ ˉʰˊʱʴˊʰ˒ˇ 4.2.1). 

 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 
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ȼ HARICA ɗŬ ŮűŬɟɛɧɕŮɘ Űɖɜ ȺˊɘɓŮɓŬɑɤůɖ Ȱəŭɞůɖɠ Ŭˊɧ ɄɞɚɚŬˊɚɏɠ ɃˊŰɘəɏɠ (Multi-

Perspective Issuance Corroboration), ɧˊɤɠ ɞɟɑɕŮŰŬɘ ůŰɖɜ ŮɜɧŰɖŰŬ 3.2.2.9. ũɘŬ ɜŬ 

ɗŮɤɟɖɗŮɑ ɤɠ ŮˊɘɓŮɓŬɘɤɛɏɜɖ ɛɘŬ ȹɘəŰɡŬəɐ ɃˊŰɘəɐ, ɗŬ ́ɟɏˊŮɘ ɜŬ ɚŬɛɓɎɜɞɜŰŬɘ ɞɘ ɑŭɘŮɠ 

ˊɚɖɟɞűɞɟɑŮɠ challenge (ŭɖɚŬŭɐ ɇɡɢŬɑŬ ɇɘɛɐ ɐ ɇŮəɛɐɟɘɞ ȷɘŰɐɛŬŰɞɠ) ɧˊɤɠ əŬɘ ɖ ȾɨɟɘŬ 

ȹɘəŰɡŬəɐ ɃˊŰɘəɐ. 

 

ɆɖɛŮɑɤůɖ: ȷˊɧ Űɖ ůŰɘɔɛɐ ˊɞɡ Űɞ FQDN ɏɢŮɘ ŮɚŮɔɢɗŮɑ ɔɘŬ Űɖɜ ŮɔəɡɟɧŰɖŰɎ Űɞɡ 

ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ ŬɡŰɐ Űɖ ɛɏɗɞŭɞ, ɖ HARICA ɀɄɃɅȺȽ Ůˊɑůɖɠ, ɜŬ ŮəŭɑŭŮɘ 

ɄɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ ɎɚɚŬ FQDN ˊɞɡ ɏɢɞɡɜ əŬŰɎɚɖɝɖ ɧɚŮɠ Űɘɠ ȺŰɘəɏŰŮɠ ɃɜɧɛŬŰɞɠ 

ɉɩɟɞɡ (Domain Label) Űɞɡ FQDN ́ ɞɡ ɏɢŮɘ ŮɚŮɔɢɗŮɑ əŬɘ ŮɑɜŬɘ ɏɔəɡɟɞ. ȷɡŰɐ ɖ ɛɏɗɞŭɞɠ 

ŮɑɜŬɘ əŬŰɎɚɚɖɚɖ ɔɘŬ ɏɚŮɔɢɞ ŮɔəɡɟɧŰɖŰŬɠ ɃɜɞɛɎŰɤɜ ɉɩɟɞɡ ɀˊŬɚŬɜŰɏɟ. 

3.2.2.4.8 ȹɘŮɨɗɡɜůɖ ȽɅ 

ȺˊɘɓŮɓŬɑɤůɖ ɧŰɘ ɞ ȷɘŰɩɜ ɏɢŮɘ Űɞɜ ɏɚŮɔɢɞ Űɞɡ FQDN ɛŮ ŮˊɘɓŮɓŬɑɤůɖ ɧŰɘ ɞ ȷɘŰɩɜ 

ŮɚɏɔɢŮɘ ɛɑŬ ŭɘŮɨɗɡɜůɖ ȽɅ ˊɞɡ ŮˊɘůŰɟɏűŮŰŬɘ Ŭˊɧ ɛɑŬ ŬɜŬɕɐŰɖůɖ ůŰɞ DNS ɔɘŬ ŮɔɔɟŬűɏɠ 

ȷ ɐ ȷȷȷȷ Űɞɡ FQDN ůɨɛűɤɜŬ ɛŮ Űɖɜ ˊŬɟɎɔɟŬűɞ 3.2.2.5. 

 

ȼ HARICA ɗŬ ŮűŬɟɛɧɕŮɘ Űɖɜ ȺˊɘɓŮɓŬɑɤůɖ Ȱəŭɞůɖɠ Ŭˊɧ ɄɞɚɚŬˊɚɏɠ ɃˊŰɘəɏɠ (Multi-

Perspective Issuance Corroboration), ɧˊɤɠ ɞɟɑɕŮŰŬɘ ůŰɖɜ ŮɜɧŰɖŰŬ 3.2.2.9. ũɘŬ ɜŬ 

ɗŮɤɟɖɗŮɑ ɤɠ ŮˊɘɓŮɓŬɘɤɛɏɜɖ ɛɘŬ ȹɘəŰɡŬəɐ ɃˊŰɘəɐ, ɗŬ ́ɟɏˊŮɘ ɜŬ ɚŬɛɓɎɜɞɜŰŬɘ ɞɘ ɑŭɘŮɠ 

ˊɚɖɟɞűɞɟɑŮɠ challenge (ŭɖɚŬŭɐ ɇɡɢŬɑŬ ɇɘɛɐ ɐ ɇŮəɛɐɟɘɞ ȷɘŰɐɛŬŰɞɠ) ɧˊɤɠ əŬɘ ɖ ȾɨɟɘŬ 

ȹɘəŰɡŬəɐ ɃˊŰɘəɐ. 

ɆɖɛŮɑɤůɖ: ȷˊɧ Űɖ ůŰɘɔɛɐ ˊɞɡ ŮɚɏɔɢŮŰŬɘ ɔɘŬ Űɖɜ ŮɔəɡɟɧŰɖŰɎ Űɞɡ Űɞ FQDN ɛŮ Űɖ 

ɢɟɐůɖ ŬɡŰɐɠ Űɖɠ ɛŮɗɧŭɞɡ, ɖ HARICA ȹȺɁ ɀɄɃɅȺȽ ɜŬ ŮəŭɑŭŮɘ Ůˊɑůɖɠ ɄɘůŰɞˊɞɘɖŰɘəɎ 

ɔɘŬ ɎɚɚŬ FQDNs ˊɞɡ ɏɢɞɡɜ əŬŰɎɚɖɝɖ  Űɘɠ ŭɘɎűɞɟŮɠ Űɘɛɏɠ (labels) Űɞɡ ŮˊɘɓŮɓŬɘɤɛɏɜɞɡ 

FQDN ŮəŰɧɠ Ŭɜ ɖ HARICA ˊɟŬɔɛŬŰɞˊɞɘɐůŮɘ ɝŮɢɤɟɘůŰɐ ŭɘŬŭɘəŬůɑŬ ŮˊŬɚɐɗŮɡůɖɠ ɔɘŬ 

ŮəŮɑɜŬ ŰŬ FQDN ɛŮ Űɖ ɢɟɐůɖ Ɏɚɚɖɠ ŮˊɘŰɟŮˊɧɛŮɜɖɠ ɛŮɗɧŭɞɡ ůɨɛűɤɜŬ ɛŮ ɧůŬ 

ˊŮɟɘɔɟɎűɞɜŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 3.2.2.4. ȼ ůɡɔəŮəɟɘɛɏɜɖ ɛɏɗɞŭɞɠ ȹȺɁ ŮɑɜŬɘ 

əŬŰɎɚɚɖɚɖ ɔɘŬ Űɞɜ ɏɚŮɔɢɞ ŮɔəɡɟɧŰɖŰŬɠ ɃɜɞɛɎŰɤɜ ɉɩɟɞɡ ɀˊŬɚŬɜŰɏɟ. 

3.2.2.4.9 ȹɞəɘɛŬůŰɘəɧ ɄɘůŰɞˊɞɘɖŰɘəɧ  

ȷɡŰɐ ɖ ɛɏɗɞŭɞɠ ɏɢŮɘ ŬˊɞůɡɟɗŮɑ əŬɘ ŭŮ ɗŬ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ. 

3.2.2.4.10 TLS ɛŮ ɢɟɐůɖ ɇɡɢŬɑŬɠ ɇɘɛɐɠ 

ȷɡŰɐ ɖ ɛɏɗɞŭɞɠ ɏɢŮɘ ŬˊɞůɡɟɗŮɑ əŬɘ ŭŮ ɗŬ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ. 

3.2.2.4.11 ɃˊɞɘŬŭɐˊɞŰŮ ȯɚɚɖ ɀɏɗɞŭɞɠ 

ȷɡŰɐ ɖ ɛɏɗɞŭɞɠ ɏɢŮɘ ŬˊɞůɡɟɗŮɑ əŬɘ ŭŮ ɗŬ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ. 

3.2.2.4.12 ȰɚŮɔɢɞɠ ŮɔəɡɟɧŰɖŰŬɠ ȷɘŰɞɨɜŰŬ ɤɠ ȺˊŬűɐ ɃɜɧɛŬŰɞɠ ɉɩɟɞɡ 

ȺˊɘɓŮɓŬɑɤůɖ ɧŰɘ ɞ ȷɘŰɩɜ ɏɢŮɘ Űɞɜ ɏɚŮɔɢɞ ůŰɞ FQDN ɛŮ ŮˊŬɚɐɗŮɡůɖ ɧŰɘ ɞ ȷɘŰɩɜ ŮɑɜŬɘ 

ɖ ȺˊŬűɐ ɉɩɟɞɡ. ȷɡŰɐ ɖ ɛɏɗɞŭɞɠ ɛˊɞɟŮɑ ɜŬ ɢɟɖůɘɛɞˊɞɘɖɗŮɑ ɛɧɜɞ Ŭɜ ɖ HARICA ŮɑɜŬɘ 

əŬɘ ɞ ȾŬŰŬɢɤɟɖŰɐɠ ɃɜɧɛŬŰɞɠ ɉɩɟɞɡ, ɐ ɆɡɜŮɟɔɎŰɖɠ Űɞɡ ȾŬŰŬɢɤɟɖŰɐ Űɞɡ ɃɜɧɛŬŰɞɠ 

ɉɩɟɞɡ ȸɎůɖɠ. 

 

ȷˊɧ 15ɖ ȽŬɜɞɡŬɟɑɞɡ 2025: 

¶ ȾŬŰɎ Űɖɜ ɏəŭɞůɖ ɄɘůŰɞˊɞɘɖŰɘəɩɜ ɆɡɜŭɟɞɛɖŰɐ, ɖ ȷɄ ȹȺɁ ɄɅȺɄȺȽ ɜŬ 
ɓŬůɑɕŮŰŬɘ ůŮ ˊɚɖɟɞűɞɟɑŮɠ ȺˊŬűɐɠ ɉɩɟɞɡ ɃɜɞɛɎŰɤɜ ˊɞɡ ɏɢɞɡɜ ɚɖűɗŮɑ ɛɏůɤ 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 

ɆŮɚɑŭŬ 56 Ŭˊɧ 203 

HTTPS ɘůŰɞůŮɚɑŭŬɠ, ŬɜŮɝɎɟŰɖŰŬ Ŭˊɧ Űɞ Ŭɜ ɞɘ ˊɚɖɟɞűɞɟɑŮɠ ŬɡŰɏɠ ɏɢɞɡɜ ɚɖűɗŮɑ 

ŮɜŰɧɠ Űɖɠ ŮˊɘŰɟŮˊɧɛŮɜɖɠ ˊŮɟɘɧŭɞɡ ŮˊŬɜŬɢɟɖůɘɛɞˊɞɑɖůɖɠ. 

¶ ȾŬŰɎ Űɖ ɚɐɣɖ ˊɚɖɟɞűɞɟɘɩɜ ȺˊŬűɐɠ ɃɜɧɛŬŰɞɠ ɉɩɟɞɡ ɔɘŬ ɏɜŬ ŬɘŰɞɨɛŮɜɞ 
ȳɜɞɛŬ ɉɩɟɞɡ, ɖ CA: 

o Ŭɜ ɢɟɖůɘɛɞˊɞɘŮɑ Űɞ ˊɟɤŰɧəɞɚɚɞ WHOIS (RFC 3912), ɄɅȺɄȺȽ ɜŬ 
əɎɜŮɘ ŮɟɩŰɖɛŬ ůŰɞɜ WHOIS ŮɝɡˊɖɟŮŰɖŰɐ Űɞɡ IANA əŬɘ ɜŬ ŬəɞɚɞɡɗŮɑ 

Űɘɠ ˊŬɟŬˊɞɛˊɏɠ ůŰɞɜ əŬŰɎɚɚɖɚɞ WHOIS ŮɝɡˊɖɟŮŰɖŰɐ. 

o Ŭɜ ɢɟɖůɘɛɞˊɞɘŮɑ Űɞ ˊɟɤŰɧəɞɚɚɞ Registry Data Access (RFC 7482), 
ɄɅȺɄȺȽ ɜŬ ɢɟɖůɘɛɞˊɞɘŮɑ Űɞ bootstrap ŬɟɢŮɑɞ Űɞɡ IANA ɔɘŬ ɜŬ 

ŮɜŰɞˊɑůŮɘ əŬɘ ɜŬ ɟɤŰɐůŮɘ Űɞɜ ůɤůŰɧ RDAP ŮɝɡˊɖɟŮŰɖŰɐ ɔɘŬ Űɞ ɧɜɞɛŬ 

ɢɩɟɞɡ. 

o ȹȺɁ ɄɅȺɄȺȽ ɜŬ ɓŬůɑɕŮŰŬɘ ůŮ 1) ˊɚɖɟɞűɞɟɑŮɠ WHOIS ŮɝɡˊɖɟŮŰɖŰɐ 
ˊɞɡ ŮɑɜŬɘ ˊŬɚŬɘɧŰŮɟŮɠ Űɤɜ 48 ɤɟɩɜ, ɐ 2) ŭŮŭɞɛɏɜŬ RDAP bootstrap 

Ŭˊɧ Űɞɜ IANA ˊɞɡ ŮɑɜŬɘ ˊŬɚŬɘɧŰŮɟŬ Űɤɜ 48 ɤɟɩɜ, ɩůŰŮ ɜŬ 

ŭɘŬůűŬɚɑɕŮŰŬɘ ɖ ɢɟɐůɖ ŮɜɖɛŮɟɤɛɏɜɤɜ əŬɘ ɛŮ ŬəɟɑɓŮɘŬ ˊɚɖɟɞűɞɟɘɩɜ. 

 

ɆɖɛŮɑɤůɖ: ȷˊɧ Űɖ ůŰɘɔɛɐ ˊɞɡ Űɞ FQDN ɏɢŮɘ ŮɚŮɔɢɗŮɑ ɔɘŬ Űɖɜ ŮɔəɡɟɧŰɖŰɎ Űɞɡ 

ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ ŬɡŰɐ Űɖ ɛɏɗɞŭɞ, ɖ HARICA ɀɄɃɅȺȽ Ůˊɑůɖɠ, ɜŬ ŮəŭɑŭŮɘ 

ɄɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ ɎɚɚŬ FQDN ˊɞɡ ɏɢɞɡɜ əŬŰɎɚɖɝɖ ɧɚŮɠ Űɘɠ ȺŰɘəɏŰŮɠ ɃɜɧɛŬŰɞɠ 

ɉɩɟɞɡ (Domain Label) Űɞɡ FQDN ́ ɞɡ ɏɢŮɘ ŮɚŮɔɢɗŮɑ əŬɘ ŮɑɜŬɘ ɏɔəɡɟɞ. ȷɡŰɐ ɖ ɛɏɗɞŭɞɠ 

ŮɑɜŬɘ əŬŰɎɚɚɖɚɖ ɔɘŬ ɏɚŮɔɢɞ ŮɔəɡɟɧŰɖŰŬɠ ɃɜɞɛɎŰɤɜ ɉɩɟɞɡ ɀˊŬɚŬɜŰɏɟ. 

3.2.2.4.13 Email ůŰɖɜ Ⱥ́ Ŭűɐ DNS CAA 

ȺˊɘɓŮɓŬɑɤůɖ ɧŰɘ ɞ ȷɘŰɩɜ ɏɢŮɘ Űɞɜ ɏɚŮɔɢɞ Űɞɡ FQDN ɛŮ ŬˊɞůŰɞɚɐ ɛɑŬɠ ɇɡɢŬɑŬɠ ɇɘɛɐɠ 

ɛŮ ɛɐɜɡɛŬ ɖɚŮəŰɟɞɜɘəɞɨ ŰŬɢɡŭɟɞɛŮɑɞɡ əŬɘ əŬŰɧˊɘɜ ɚɐɣɖɠ ɛɑŬɠ ŮˊɘɓŮɓŬɘɤŰɘəɐɠ 

ŬˊɎɜŰɖůɖɠ ˊɞɡ ɢɟɖůɘɛɞˊɞɘŮɑ Űɖɜ ɇɡɢŬɑŬ ɇɘɛɐ. ȼ ɇɡɢŬɑŬ ɇɘɛɐ ɗŬ ŬˊɞůŰŬɚŮɑ ůŮ Email 

ȺˊŬűɐɠ DNS CAA. ɇɞ ůɢŮŰɘəɧ CAA Resource Record Set ɗŬ ɓɟŮɗŮɑ ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ 

Űɞɜ Ŭɚɔɧɟɘɗɛɞ ŬɜŬɕɐŰɖůɖɠ ɧˊɤɠ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɞ RFC 8659 ůŰɖɜ ŮɜɧŰɖŰŬ 3. 

ȾɎɗŮ email ɀɄɃɅȺȽ ɜŬ ŮˊɘɓŮɓŬɘɩɜŮɘ ɏɚŮɔɢɞ ɔɘŬ ˊɞɚɚɎ FQDNs, ŭŮŭɞɛɏɜɞɡ ɧŰɘ əɎɗŮ 

ŭɘŮɨɗɡɜůɖ email ŮɑɜŬɘ ɏɜŬ Email ȺˊŬűɐɠ DNS CAA ɔɘŬ əɎɗŮ ȳɜɞɛŬ ɉɩɟɞɡ 

ȺɝɞɡůɘɞŭɧŰɖůɖɠ ˊɞɡ əŬɚŮɑŰŬɘ ɜŬ ŮˊɘɓŮɓŬɘɤɗŮɑ. ɇɞ ɑŭɘɞ email ɀɄɃɅȺȽ ɜŬ ůŰŬɚŮɑ ůŮ 

ˊɞɚɚŬˊɚɞɨɠ ˊŬɟŬɚɐˊŰŮɠ Ůűɧůɞɜ ɧɚɞɘ ɞɘ ˊŬɟŬɚɐˊŰŮɠ ŮɑɜŬɘ ŰŬ Email ȺˊŬűɐɠ DNS CAA 

ɔɘŬ əɎɗŮ ɃɜɧɛŬ ɉɩɟɞɡ ȺɝɞɡůɘɞŭɧŰɖůɖɠ ˊɞɡ əŬɚŮɑŰŬɘ ɜŬ ŮˊɘɓŮɓŬɘɤɗŮɑ. 

 

ȼ ɇɡɢŬɑŬ ɇɘɛɐ ȺȽɁȷȽ ɛɞɜŬŭɘəɐ ůŮ əɎɗŮ email. ɇɞ email ɛˊɞɟŮɑ ɜŬ ɝŬɜŬůŰŬɚŮɑ ůŰɞ 

ŬəɏɟŬɘɞ Űɞɡ, ůɡɛˊŮɟɘɚŬɛɓɎɜɞɜŰŬɠ Űɖɜ  ɑŭɘŬ ɇɡɢŬɑŬ ɇɘɛɐ, ɛŮ Űɖɜ ˊɟɞɦˊɧɗŮůɖ ɧŰɘ ɧɚɞ 

Űɞ ˊŮɟɘŮɢɧɛŮɜɞ əŬɘ ɞɘ ˊŬɟŬɚɐˊŰŮɠ Űɞɡ ˊŬɟŬɛɏɜɞɡɜ ŬɛŮŰɎɓɚɖŰŬ. ȼ ɇɡɢŬɑŬ ɇɘɛɐ 

ˊŬɟŬɛɏɜŮɘ ɏɔəɡɟɖ ɔɘŬ ɢɟɐůɖ ůŮ ɛɘŬ ŮˊɘɓŮɓŬɘɤŰɘəɐ ŬˊɎɜŰɖůɖ ɏɤɠ 30 ɛɏɟŮɠ Ŭˊɧ Űɖ 

ŭɖɛɘɞɡɟɔɑŬ Űɖɠ. 

 

ɆɖɛŮɑɤůɖ: ȷˊɧ Űɖ ůŰɘɔɛɐ ˊɞɡ Űɞ FQDN ɏɢŮɘ ŮɚŮɔɢɗŮɑ ɔɘŬ Űɖɜ ŮɔəɡɟɧŰɖŰɎ Űɞɡ 

ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ ŬɡŰɐ Űɖ ɛɏɗɞŭɞ, ɖ HARICA ɀɄɃɅȺȽ Ůˊɑůɖɠ, ɜŬ ŮəŭɑŭŮɘ 

ɄɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ ɎɚɚŬ FQDN ˊɞɡ ɏɢɞɡɜ əŬŰɎɚɖɝɖ ɧɚŮɠ Űɘɠ ȺŰɘəɏŰŮɠ ɃɜɧɛŬŰɞɠ 

ɉɩɟɞɡ (Domain Label) Űɞɡ FQDN ́ ɞɡ ɏɢŮɘ ŮɚŮɔɢɗŮɑ əŬɘ ŮɑɜŬɘ ɏɔəɡɟɞ. ȷɡŰɐ ɖ ɛɏɗɞŭɞɠ 

ŮɑɜŬɘ əŬŰɎɚɚɖɚɖ ɔɘŬ ɏɚŮɔɢɞ ŮɔəɡɟɧŰɖŰŬɠ ɃɜɞɛɎŰɤɜ ɉɩɟɞɡ ɀˊŬɚŬɜŰɏɟ. 

3.2.2.4.14 Email ůŰɖɜ Ⱥ́ Ŭűɐ DNS TXT 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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ȺˊɘɓŮɓŬɑɤůɖ ɧŰɘ ɞ ȷɘŰɩɜ ɏɢŮɘ Űɞɜ ɏɚŮɔɢɞ Űɞɡ FQDN ɛŮ ŬˊɞůŰɞɚɐ ɛɑŬɠ ɇɡɢŬɑŬɠ ɇɘɛɐɠ 

ɛŮ ɛɐɜɡɛŬ ɖɚŮəŰɟɞɜɘəɞɨ ŰŬɢɡŭɟɞɛŮɑɞɡ əŬɘ əŬŰɧˊɘɜ ɚɐɣɖɠ ɛɑŬɠ ŮˊɘɓŮɓŬɘɤŰɘəɐɠ 

ŬˊɎɜŰɖůɖɠ ˊɞɡ ɢɟɖůɘɛɞˊɞɘŮɑ Űɖɜ ɇɡɢŬɑŬ ɇɘɛɐ. ȼ ɇɡɢŬɑŬ ɇɘɛɐ ɗŬ ɏɢŮɘ ŬˊɞůŰŬɚŮɑ ůŮ 

ɏɜŬ Email ȺˊŬűɐɠ DNS TXT ɔɘŬ Űɞ ȳɜɞɛŬ ɉɩɟɞɡ ȺɝɞɡůɘɞŭɧŰɖůɖɠ ˊɞɡ ŮˊɘɚɏɢɗɖəŮ 

ɜŬ ŮˊŬɚɖɗŮɨůŮɘ Űɞ FQDN. 

ȾɎɗŮ email ɛˊɞɟŮɑ ɜŬ ŮˊɘɓŮɓŬɘɩɜŮɘ ɏɚŮɔɢɞ ɔɘŬ ˊɞɚɚɎ FQDNs, ŭŮŭɞɛɏɜɞɡ ɧŰɘ əɎɗŮ 

ŭɘŮɨɗɡɜůɖ email ŮɑɜŬɘ Űɞ Email ȺˊŬűɐɠ DNS TXT ɔɘŬ əɎɗŮ ȺɝɞɡůɘɞŭɧŰɖůɖ Űɞɡ 

ɃɜɧɛŬŰɞɠ ɉɩɟɞɡ ˊɞɡ əŬɚŮɑŰŬɘ ɜŬ ŮɚŮɔɢɗŮɑ. ɇɞ ɑŭɘɞ email ɀɄɃɅȺȽ ɜŬ ůŰŬɚŮɑ ůŮ 

ˊɞɚɚŬˊɚɞɨɠ ˊŬɟŬɚɐˊŰŮɠ Ůűɧůɞɜ ɧɚɞɘ ɞɘ ˊŬɟŬɚɐˊŰŮɠ ŮɑɜŬɘ Email ȺˊŬűɐɠ DNS TXT 

ɔɘŬ əɎɗŮ ɃɜɧɛŬ ɉɩɟɞɡ ȺɝɞɡůɘɞŭɧŰɖůɖɠ ˊɞɡ əŬɚŮɑŰŬɘ ɜŬ ŮɚŮɔɢɗŮɑ. 

 

ȼ ɇɡɢŬɑŬ ɇɘɛɐ ȺȽɁȷȽ ɛɞɜŬŭɘəɐ ůŮ əɎɗŮ email. ɇɞ email ɛˊɞɟŮɑ ɜŬ ɝŬɜŬůŰŬɚŮɑ ůŰɞ 

ŬəɏɟŬɘɞ Űɞɡ, ůɡɛˊŮɟɘɚŬɛɓɎɜɞɜŰŬɠ Űɖɜ ɢɟɐůɖ Űɖɠ ɑŭɘŬɠ ɇɡɢŬɑŬɠ ɇɘɛɐɠ, ɛŮ Űɖɜ 

ˊɟɞɦˊɧɗŮůɖ ɧŰɘ ɧɚɞ Űɞ ˊŮɟɘŮɢɧɛŮɜɞ əŬɘ ɞɘ ˊŬɟŬɚɐˊŰŮɠ Űɞɡ ˊŬɟŬɛɏɜɞɡɜ ŬɛŮŰɎɓɚɖŰŬ. 

ȼ ɇɡɢŬɑŬ ɇɘɛɐ ˊŬɟŬɛɏɜŮɘ ɏɔəɡɟɖ ɔɘŬ ɢɟɐůɖ ůŮ ɛɘŬ ŮˊɘɓŮɓŬɘɤŰɘəɐ ŬˊɎɜŰɖůɖ ɏɤɠ 30 

ɛɏɟŮɠ Ŭˊɧ Űɖ ŭɖɛɘɞɡɟɔɑŬ Űɖɠ. 

 

ɆɖɛŮɑɤůɖ: ȷˊɧ Űɖ ůŰɘɔɛɐ ˊɞɡ Űɞ FQDN ɏɢŮɘ ŮɚŮɔɢɗŮɑ ɔɘŬ Űɖɜ ŮɔəɡɟɧŰɖŰɎ Űɞɡ 

ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ ŬɡŰɐ Űɖ ɛɏɗɞŭɞ, ɖ HARICA ɀɄɃɅȺȽ Ůˊɑůɖɠ, ɜŬ ŮəŭɑŭŮɘ 

ɄɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ ɎɚɚŬ FQDN ˊɞɡ ɏɢɞɡɜ əŬŰɎɚɖɝɖ ɧɚŮɠ Űɘɠ ȺŰɘəɏŰŮɠ ɃɜɧɛŬŰɞɠ 

ɉɩɟɞɡ (Domain Label) Űɞɡ FQDN ́ ɞɡ ɏɢŮɘ ŮɚŮɔɢɗŮɑ əŬɘ ŮɑɜŬɘ ɏɔəɡɟɞ. ȷɡŰɐ ɖ ɛɏɗɞŭɞɠ 

ŮɑɜŬɘ əŬŰɎɚɚɖɚɖ ɔɘŬ ɏɚŮɔɢɞ ŮɔəɡɟɧŰɖŰŬɠ ɃɜɞɛɎŰɤɜ ɉɩɟɞɡ ɀˊŬɚŬɜŰɏɟ. 

3.2.2.4.15 ɇɖɚŮűɤɜɘəɐ ŮˊɘəɞɘɜɤɜɑŬ ɛŮ Űɖɜ ȺˊŬűɐ ɉɩɟɞɡ ɃɜɞɛɎŰɤɜ 

ȷɡŰɐ ɖ ɛɏɗɞŭɞɠ ɏɢŮɘ ŬˊɞůɡɟɗŮɑ əŬɘ ŭŮ ɗŬ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ. 

3.2.2.4.16 ɇɖɚŮűɤɜɘəɐ ŮˊɘəɞɘɜɤɜɑŬ ůŰɞɜ Ŭɟɘɗɛɧ ŰɖɚŮűɩɜɞɡ Űɖɠ ȺˊŬűɐɠ 

DNS TXT 

ȺˊɘɓŮɓŬɑɤůɖ ɧŰɘ ɞ ȷɘŰɩɜ ɏɢŮɘ Űɞɜ ɏɚŮɔɢɞ Űɞɡ FQDN ɛɏůɤ əɚɐůɖɠ ůŰɞɜ Ŭɟɘɗɛɧ 

ŰɖɚŮűɩɜɞɡ Űɖɠ ȺˊŬűɐɠ Űɖɠ ŮɔɔɟŬűɐɠ DNS TXT əŬɘ ɚɐɣɖɠ ŮˊɘɓŮɓŬɘɤŰɘəɐɠ Ŭˊɧəɟɘůɖɠ 

ˊɟɞəŮɘɛɏɜɞɡ ɜŬ ŮˊŬɚɖɗŮɡɗŮɑ ɖ ȺɝɞɡůɘɞŭɧŰɖůɖ Űɞɡ ɉɩɟɞɡ ɃɜɞɛɎŰɤɜ. ȾɎɗŮ əɚɐůɖ 

ɀɄɃɅȺȽ ɜŬ ŮˊɘɓŮɓŬɘɩɜŮɘ Űɞɜ ɏɚŮɔɢɞ ˊɞɚɚŬˊɚɩɜ ȺɝɞɡůɘɞŭɞŰɐůŮɤɜ ɉɩɟɞɡ 

ɃɜɞɛɎŰɤɜ ɛŮ Űɖɜ ˊɟɞɦˊɧɗŮůɖ ɧŰɘ əŬŰŬɔɟɎűŮŰŬɘ ɞ ɑŭɘɞɠ Ŭɟɘɗɛɧɠ ŰɖɚŮűɩɜɞɡ ȺˊŬűɐɠ 

Űɖɠ ŮɔɔɟŬűɐɠ DNS TXT ɔɘŬ Űɖɜ əɎɗŮ  ȺɝɞɡůɘɞŭɧŰɖůɖ ɉɩɟɞɡ ɃɜɞɛɎŰɤɜ ́ ɞɡ əŬɚŮɑŰŬɘ 

ɜŬ ŮˊɘɓŮɓŬɘɤɗŮɑ əŬɘ ˊŬɟɏɢŮŰŬɘ ɛɑŬ ŮˊɘɓŮɓŬɘɤŰɘəɐ ŬˊɎɜŰɖůɖ ɔɘŬ əɎɗŮ  ȺɝɞɡůɘɞŭɧŰɖůɖ 

ɉɩɟɞɡ ɃɜɞɛɎŰɤɜ. 

ȼ HARICA ŭŮ ɗŬ ɛˊɞɟŮɑ ɜŬ ɛŮŰŬűŮɟɗŮɑ Ůɜ ɔɜɩůɖ Űɖɠ ɐ ɜŬ ɕɖŰɐůŮɘ ɜŬ ɛŮŰŬűŮɟɗŮɑ ůŮ 

Ɏɚɚɞ Ŭɟɘɗɛɧ ŰɖɚŮűɩɜɞɡ, əŬɗɩɠ ŬɡŰɧɠ ɞ Ŭɟɘɗɛɧɠ ŰɖɚŮűɩɜɞɡ ɏɢŮɘ əŬŰŬɔɟŬűŮɑ 

ŬˊɞəɚŮɘůŰɘəɎ ɔɘŬ ůəɞˊɞɨɠ Ⱥɚɏɔɢɞɡ ȺɔəɡɟɧŰɖŰŬɠ ɉɩɟɞɡ ɃɜɞɛɎŰɤɜ. 

ɆŮ ˊŮɟɑˊŰɤůɖ ˊɞɡ ŬˊŬɜŰɐůŮɘ ŰɖɚŮűɤɜɖŰɐɠ, ɖ HARICA ɛˊɞɟŮɑ ɜŬ ŬűɐůŮɘ ɛŮ ɛɐɜɡɛŬ 

Űɖɜ ɇɡɢŬɑŬ ɇɘɛɐ əŬɘ Űɖɜ ȺɝɞɡůɘɞŭɧŰɖůɖ ɉɩɟɞɡ ɃɜɞɛɎŰɤɜ ˊɞɡ əŬɚŮɑŰŬɘ ɜŬ ŮɚŮɔɢɗŮɑ. 

ȼ ɇɡɢŬɑŬ ɇɘɛɐ ɗŬ ŮˊɘůŰɟŬűŮɑ ůŰɖ HARICA ɔɘŬ ɜŬ ŮɔəɟɘɗŮɑ Űɞ ŬɑŰɖɛŬ. 

ȼ ɇɡɢŬɑŬ ɇɘɛɐ ˊŬɟŬɛɏɜŮɘ ɏɔəɡɟɖ ɔɘŬ ɢɟɐůɖ ůŮ ɛɘŬ ŮˊɘɓŮɓŬɘɤŰɘəɐ ŬˊɎɜŰɖůɖ ɏɤɠ 

ŰɟɘɎɜŰŬ (30) ɖɛɏɟŮɠ Ŭˊɧ Űɖ ŭɖɛɘɞɡɟɔɑŬ Űɖɠ. 

ȼ HARICA ɗŬ ŮűŬɟɛɧɕŮɘ Űɖɜ ȺˊɘɓŮɓŬɑɤůɖ Ȱəŭɞůɖɠ Ŭˊɧ ɄɞɚɚŬˊɚɏɠ ɃˊŰɘəɏɠ (Multi-

Perspective Issuance Corroboration), ɧˊɤɠ ɞɟɑɕŮŰŬɘ ůŰɖɜ ŮɜɧŰɖŰŬ 3.2.2.9. ũɘŬ ɜŬ 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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ɗŮɤɟɖɗŮɑ ɤɠ ŮˊɘɓŮɓŬɘɤɛɏɜɖ ɛɘŬ ȹɘəŰɡŬəɐ ɃˊŰɘəɐ, ɗŬ ́ɟɏˊŮɘ ɜŬ ɚŬɛɓɎɜɞɜŰŬɘ ɞɘ ɑŭɘŮɠ 

ˊɚɖɟɞűɞɟɑŮɠ challenge (ŭɖɚŬŭɐ ɇɡɢŬɑŬ ɇɘɛɐ ɐ ɇŮəɛɐɟɘɞ ȷɘŰɐɛŬŰɞɠ) ɧˊɤɠ əŬɘ ɖ ȾɨɟɘŬ 

ȹɘəŰɡŬəɐ ɃˊŰɘəɐ. 

ɆɖɛŮɑɤůɖ: ȷˊɧ Űɖ ůŰɘɔɛɐ ˊɞɡ Űɞ FQDN ɏɢŮɘ ŮɚŮɔɢɗŮɑ ɔɘŬ Űɖɜ ŮɔəɡɟɧŰɖŰɎ Űɞɡ 

ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ ŬɡŰɐ Űɖ ɛɏɗɞŭɞ, ɖ HARICA ɀɄɃɅȺȽ Ůˊɑůɖɠ, ɜŬ ŮəŭɑŭŮɘ 

ɄɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ ɎɚɚŬ FQDN ˊɞɡ ɏɢɞɡɜ əŬŰɎɚɖɝɖ ɧɚŮɠ Űɘɠ ȺŰɘəɏŰŮɠ ɃɜɧɛŬŰɞɠ 

ɉɩɟɞɡ (Domain Label) Űɞɡ FQDN ́ ɞɡ ɏɢŮɘ ŮɚŮɔɢɗŮɑ əŬɘ ŮɑɜŬɘ ɏɔəɡɟɞ. ȷɡŰɐ ɖ ɛɏɗɞŭɞɠ 

ŮɑɜŬɘ əŬŰɎɚɚɖɚɖ ɔɘŬ ɏɚŮɔɢɞ ŮɔəɡɟɧŰɖŰŬɠ ɃɜɞɛɎŰɤɜ ɉɩɟɞɡ ɀˊŬɚŬɜŰɏɟ. 

3.2.2.4.17 ɇɖɚŮűɤɜɘəɐ ŮˊɘəɞɘɜɤɜɑŬ ůŰɞɜ Ŭɟɘɗɛɧ ŰɖɚŮűɩɜɞɡ Űɖɠ ȺˊŬűɐɠ 

DNS CAA 

ȺˊɘɓŮɓŬɑɤůɖ ɧŰɘ ɞ ȷɘŰɩɜ ɏɢŮɘ Űɞɜ ɏɚŮɔɢɞ Űɞɡ FQDN ɛɏůɤ əɚɐůɖɠ ůŰɞɜ Ŭɟɘɗɛɧ 

ŰɖɚŮűɩɜɞɡ Űɖɠ ȺˊŬűɐɠ Űɖɠ ŮɔɔɟŬűɐɠ DNS CAA əŬɘ ɚɐɣɖɠ ŮˊɘɓŮɓŬɘɤŰɘəɐɠ Ŭˊɧəɟɘůɖɠ 

ˊɟɞəŮɘɛɏɜɞɡ ɜŬ ŮˊŬɚɖɗŮɡɗŮɑ ɖ ȺɝɞɡůɘɞŭɧŰɖůɖ Űɞɡ ɉɩɟɞɡ ɃɜɞɛɎŰɤɜ. ȾɎɗŮ əɚɐůɖ 

ɀɄɃɅȺȽ ɜŬ ŮˊɘɓŮɓŬɘɩɜŮɘ Űɞɜ ɏɚŮɔɢɞ ˊɞɚɚŬˊɚɩɜ ȺɝɞɡůɘɞŭɞŰɐůŮɤɜ ɉɩɟɞɡ 

ɃɜɞɛɎŰɤɜ ɛŮ Űɖɜ ˊɟɞɦˊɧɗŮůɖ ɧŰɘ əŬŰŬɔɟɎűŮŰŬɘ ɞ ɑŭɘɞɠ Ŭɟɘɗɛɧɠ ŰɖɚŮűɩɜɞɡ ȺˊŬűɐɠ 

Űɖɠ ŮɔɔɟŬűɐɠ DNS CAA ɔɘŬ Űɖɜ əɎɗŮ  ȺɝɞɡůɘɞŭɧŰɖůɖ ɉɩɟɞɡ ɃɜɞɛɎŰɤɜ ́ ɞɡ əŬɚŮɑŰŬɘ 

ɜŬ ŮˊɘɓŮɓŬɘɤɗŮɑ əŬɘ ˊŬɟɏɢŮŰŬɘ ɛɑŬ ŮˊɘɓŮɓŬɘɤŰɘəɐ ŬˊɎɜŰɖůɖ ɔɘŬ əɎɗŮ  ȺɝɞɡůɘɞŭɧŰɖůɖ 

ɉɩɟɞɡ ɃɜɞɛɎŰɤɜ. ȼ ůɢŮŰɘəɐ ŮɔɔɟŬűɐ CAA ɗŬ ɓɟɑůəŮŰŬɘ ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ Űɞɜ 

Ŭɚɔɧɟɘɗɛɞ ŬɜŬɕɐŰɖůɖɠ ɧˊɤɠ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɞ RFC 8659 Section 3. 

ȼ HARICA ŭŮ ɗŬ ɛŮŰŬűŮɟɗŮɑ Ůɜ ɔɜɩůɖ Űɖɠ ɐ ɗŬ ɕɖŰɐůŮɘ ɜŬ ɛŮŰŬűŮɟɗŮɑ ůŮ Ɏɚɚɞ Ŭɟɘɗɛɧ 

ŰɖɚŮűɩɜɞɡ, əŬɗɩɠ ŬɡŰɧɠ ɞ Ŭɟɘɗɛɧɠ ŰɖɚŮűɩɜɞɡ ɏɢŮɘ əŬŰŬɔɟŬűŮɑ ŬˊɞəɚŮɘůŰɘəɎ ɔɘŬ 

ůəɞˊɞɨɠ Ⱥɚɏɔɢɞɡ ȺɔəɡɟɧŰɖŰŬɠ ɉɩɟɞɡ ɃɜɞɛɎŰɤɜ. 

ɆŮ ˊŮɟɑˊŰɤůɖ ˊɞɡ ŬˊŬɜŰɐůŮɘ ŰɖɚŮűɤɜɖŰɐɠ, ɖ HARICA ɛˊɞɟŮɑ ɜŬ ŬűɐůŮɘ ɛŮ ɛɐɜɡɛŬ 

Űɖɜ ɇɡɢŬɑŬ ɇɘɛɐ əŬɘ Űɖɜ ȺɝɞɡůɘɞŭɧŰɖůɖ ɉɩɟɞɡ ɃɜɞɛɎŰɤɜ ˊɞɡ əŬɚŮɑŰŬɘ ɜŬ ŮɚŮɔɢɗŮɑ. 

ȼ ɇɡɢŬɑŬ ɇɘɛɐ ɗŬ ŮˊɘůŰɟŬűŮɑ ůŰɖ HARICA ɔɘŬ ɜŬ ŮɔəɟɘɗŮɑ Űɞ ŬɑŰɖɛŬ. 

ȼ ɇɡɢŬɑŬ ɇɘɛɐ ˊŬɟŬɛɏɜŮɘ ɏɔəɡɟɖ ɔɘŬ ɢɟɐůɖ ůŮ ɛɘŬ ŮˊɘɓŮɓŬɘɤŰɘəɐ ŬˊɎɜŰɖůɖ ɏɤɠ 

ŰɟɘɎɜŰŬ (30) ɖɛɏɟŮɠ Ŭˊɧ Űɖ ŭɖɛɘɞɡɟɔɑŬ Űɖɠ. 

ȼ HARICA ɗŬ ŮűŬɟɛɧɕŮɘ Űɖɜ ȺˊɘɓŮɓŬɑɤůɖ Ȱəŭɞůɖɠ Ŭˊɧ ɄɞɚɚŬˊɚɏɠ ɃˊŰɘəɏɠ (Multi-

Perspective Issuance Corroboration), ɧˊɤɠ ɞɟɑɕŮŰŬɘ ůŰɖɜ ŮɜɧŰɖŰŬ 3.2.2.9. ũɘŬ ɜŬ 

ɗŮɤɟɖɗŮɑ ɤɠ ŮˊɘɓŮɓŬɘɤɛɏɜɖ ɛɘŬ ȹɘəŰɡŬəɐ ɃˊŰɘəɐ, ɗŬ ́ɟɏˊŮɘ ɜŬ ɚŬɛɓɎɜɞɜŰŬɘ ɞɘ ɑŭɘŮɠ 

ˊɚɖɟɞűɞɟɑŮɠ challenge (ŭɖɚŬŭɐ ɇɡɢŬɑŬ ɇɘɛɐ ɐ ɇŮəɛɐɟɘɞ ȷɘŰɐɛŬŰɞɠ) ɧˊɤɠ əŬɘ ɖ ȾɨɟɘŬ 

ȹɘəŰɡŬəɐ ɃˊŰɘəɐ. 

ɆɖɛŮɑɤůɖ: ȷˊɧ Űɖ ůŰɘɔɛɐ ˊɞɡ Űɞ FQDN ɏɢŮɘ ŮɚŮɔɢɗŮɑ ɔɘŬ Űɖɜ ŮɔəɡɟɧŰɖŰɎ Űɞɡ 

ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ ŬɡŰɐ Űɖ ɛɏɗɞŭɞ, ɖ HARICA ɀɄɃɅȺȽ Ůˊɑůɖɠ, ɜŬ ŮəŭɑŭŮɘ 

ɄɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ ɎɚɚŬ FQDN ˊɞɡ ɏɢɞɡɜ əŬŰɎɚɖɝɖ ɧɚŮɠ Űɘɠ ȺŰɘəɏŰŮɠ ɃɜɧɛŬŰɞɠ 

ɉɩɟɞɡ (Domain Label) Űɞɡ FQDN ́ ɞɡ ɏɢŮɘ ŮɚŮɔɢɗŮɑ əŬɘ ŮɑɜŬɘ ɏɔəɡɟɞ. ȷɡŰɐ ɖ ɛɏɗɞŭɞɠ 

ŮɑɜŬɘ əŬŰɎɚɚɖɚɖ ɔɘŬ ɏɚŮɔɢɞ ŮɔəɡɟɧŰɖŰŬɠ ɃɜɞɛɎŰɤɜ ɉɩɟɞɡ ɀˊŬɚŬɜŰɏɟ. 

3.2.2.4.18 Ɇɡɛűɤɜɖɛɏɜɖ ȷɚɚŬɔɐ ůŮ ȽůŰɞɢɩɟɞ v2 

ȺˊɘɓŮɓŬɑɤůɖ ɧŰɘ ɞ ȷɘŰɩɜ ɏɢŮɘ Űɞɜ ɏɚŮɔɢɞ Űɞɡ FQDN ˊɞɡ ˊŮɟɘɏɢŮŰŬɘ ůŰɖɜ ŬɑŰɖůɖ ɛŮ 

ŮˊɘɓŮɓŬɑɤůɖ Űɖɠ ˊŬɟɞɡůɑŬɠ Ůɜɧɠ ɇŮəɛɖɟɑɞɡ ȷɘŰɐɛŬŰɞɠ ɐ ɇɡɢŬɑŬɠ ɇɘɛɐɠ ˊɞɡ 

ˊŮɟɘɚŬɛɓɎɜŮŰŬɘ ɛɏůŬ ůŮ ɏɜŬ ŬɟɢŮɑɞ. 

1. ɇɞ ˊɚɐɟŮɠ ɇŮəɛɐɟɘɞ ȷɘŰɐɛŬŰɞɠ ɐ ɖ ɇɡɢŬɑŬ ɇɘɛɐ ŭŮ ɗŬ ŮɛűŬɜɑɕŮŰŬɘ ůŰɞ 

ŬɑŰɖɛŬ ˊɞɡ ɗŬ ɔɑɜŮɘ ɔɘŬ Űɖɜ ŬɜɎəŰɖůɖ Űɞɡ ŬɟɢŮɑɞɡ, əŬɘ 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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2. ȼ HARICA ɗŬ ɚɎɓŮɘ ɛɘŬ HTTP response ŮˊɘŰɡɢɞɨɠ ůɡɜŬɚɚŬɔɐɠ ɔɘŬ Űɞ 

ůɡɔəŮəɟɘɛɏɜɞ ŬɑŰɖɛŬ (ŭɖɚŬŭɐ ˊɟɏˊŮɘ ɜŬ ɚɖűɗŮɑ ɛɘŬ ŬˊɎɜŰɖůɖ əŬŰɎůŰŬůɖɠ 

HTTP  Űɨˊɞɡ 2xx). 

ɇɞ ŬɟɢŮɑɞ ˊɞɡ ˊŮɟɘɚŬɛɓɎɜŮɘ Űɞ ɇŮəɛɐɟɘɞ ȷɘŰɐɛŬŰɞɠ ɐ ɇɡɢŬɑŬ ɇɘɛɐ:  

1. ŪŬ ɓɟɑůəŮŰŬɘ ůŮ ɏɜŬ ɉɩɟɞ ɃɜɞɛɎŰɤɜ ȺɝɞɡůɘɞŭɧŰɖůɖɠ, əŬɘ 

2. ŪŬ ɓɟɑůəŮŰŬɘ əɎŰɤ Ŭˊɧ Űɖ ŭɘŬŭɟɞɛɐ "/.well-known/pki-validation", əŬɘ 

3. ŪŬ ŬɜŬəŰɎŰŬɘ ŮɑŰŮ ɛɏůɤ Űɞɡ "http" ɐ Űɞɡ "https" ůɢɐɛŬŰɞɠ, əŬɘ 

4. ŪŬ ŬɜŬəŰɎŰŬɘ ɛɏůɤ ɛɘŬɠ ȺɝɞɡůɘɞŭɞŰɖɛɏɜɖɠ ŪɨɟŬɠ. 

ȼ HARICA ŬəɞɚɞɡɗŮɑ ŬɜŬəŬŰŮɡɗɨɜůŮɘɠ (redirects), əŬɘ ɘůɢɨɞɡɜ ŰŬ ŬəɧɚɞɡɗŬ: 

1. Ƀɘ ŬɜŬəŬŰŮɡɗɨɜůŮɘɠ ɗŬ ɝŮəɘɜɞɨɜ ůŰɞ ŮˊɑˊŮŭɞ ˊɟɤŰɞəɧɚɚɞɡ HTTP. Ƀɘ 

ŬɜŬəŬŰŮɡɗɨɜůŮɘɠ ɗŬ ŮɑɜŬɘ Űɞ ŬˊɞŰɏɚŮůɛŬ HTTP status code response 301, 

302, ɐ 307, ɧˊɤɠ ɞɟɑɕɞɜŰŬɘ ůŰɞ RFC 7231, ŮɜɧŰɖŰŬ 6.4, ɐ ɛŮ HTTP status 

code response 308, ɧˊɤɠ ɞɟɑɕŮŰŬɘ ůŰɞ RFC 7538, ŮɜɧŰɖŰŬ 3. Ƀɘ 

ŬɜŬəŬŰŮɡɗɨɜůŮɘɠ ɗŬ ɞŭɖɔɞɨɜŰŬɘ ůŰɖɜ ŰŮɚɘəɐ Űɘɛɐ Űɖɠ əŮűŬɚɑŭŬɠ ŬˊɎɜŰɖůɖɠ 

Location HTTP, ɧˊɤɠ ɞɟɑɕŮŰŬɘ ůŰɞ RFC 7231, ŮɜɧŰɖŰŬ 7.1.2. 

2. Ƀɘ ŬɜŬəŬŰŮɡɗɨɜůŮɘɠ ɗŬ ŮɑɜŬɘ ˊɟɞɠ resource URLs ŮɑŰŮ ɛŮ Űɞ "http" ɐ Űɞ 

"https" ůɢɐɛŬ. 

3. Ƀɘ ŬɜŬəŬŰŮɡɗɨɜůŮɘɠ ɗŬ ŮɑɜŬɘ ˊɟɞɠ resource URLs ́ ɞɡ ŮɑɜŬɘ ˊɟɞůɓɎůɘɛŮɠ 

ɛɏůɤ ɛɘŬɠ ȺɝɞɡůɘɞŭɞŰɖɛɏɜɖɠ ŪɨɟŬɠ. 

ȷɜ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ɖ ɇɡɢŬɑŬ ɇɘɛɐ, ŰɧŰŮ 

1. ȼ HARICA ɗŬ ́ŬɟɏɢŮɘ ɛɘŬ ɇɡɢŬɑŬ ɇɘɛɐ ɛɞɜŬŭɘəɐ ɔɘŬ Űɞ ŬɑŰɖɛŬ 

ˊɘůŰɞˊɞɘɖŰɘəoɨ. 

2. ȼ ɇɡɢŬɑŬ ɇɘɛɐ ɗŬ ́ŬɟŬɛɏɜŮɘ ɏɔəɡɟɖ ɔɘŬ ɢɟɐůɖ ůŮ ɛɘŬ ŮˊɘɓŮɓŬɘɤŰɘəɐ ŬˊɎɜŰɖůɖ 

ɏɤɠ ŰɟɘɎɜŰŬ (30) ɖɛɏɟŮɠ Ŭˊɧ Űɖ ŭɖɛɘɞɡɟɔɑŬ Űɖɠ. 

 

ȺɝŬɘɟɞɡɛɏɜɤɜ Űɤɜ ɃɜɞɛɎŰɤɜ ɉɩɟɞɡ Űɨˊɞɡ Onion, ɖ HARICA ɗŬ ŮűŬɟɛɧɕŮɘ Űɖɜ 

ȺˊɘɓŮɓŬɑɤůɖ Ȱəŭɞůɖɠ Ŭˊɧ ɄɞɚɚŬˊɚɏɠ ɃˊŰɘəɏɠ (Multi-Perspective Issuance 

Corroboration), ɧˊɤɠ ɞɟɑɕŮŰŬɘ ůŰɖɜ ŮɜɧŰɖŰŬ 3.2.2.9. ũɘŬ ɜŬ ɗŮɤɟɖɗŮɑ ɤɠ 

ŮˊɘɓŮɓŬɘɤɛɏɜɖ ɛɘŬ ȹɘəŰɡŬəɐ ɃˊŰɘəɐ, ɗŬ ́ɟɏˊŮɘ ɜŬ ɚŬɛɓɎɜɞɜŰŬɘ ɞɘ ɑŭɘŮɠ ˊɚɖɟɞűɞɟɑŮɠ 

challenge (ŭɖɚŬŭɐ ɇɡɢŬɑŬ ɇɘɛɐ ɐ ɇŮəɛɐɟɘɞ ȷɘŰɐɛŬŰɞɠ) ɧˊɤɠ əŬɘ ɖ ȾɨɟɘŬ ȹɘəŰɡŬəɐ 

ɃˊŰɘəɐ. 

. 

 

ɆɖɛŮɑɤůɖ: ȼ HARICA ŭŮ ɗŬ ŮəŭɑŭŮɘ ɄɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ ɎɚɚŬ FQDN ˊɞɡ ɏɢɞɡɜ 

əŬŰɎɚɖɝɖ ɧɚŮɠ Űɘɠ ȺŰɘəɏŰŮɠ ɃɜɧɛŬŰɞɠ ɉɩɟɞɡ (Domain Label) Űɞɡ ŮˊɘɓŮɓŬɘɤɛɏɜɞɡ 

FQDN ŮəŰɧɠ əɘ Ŭɜ ɖ HARICA ŮəŰŮɚɏůŮɘ ɝŮɢɤɟɘůŰɞɨɠ Ůɚɏɔɢɞɡɠ ŮɔəɡɟɧŰɖŰŬɠ ɔɘŬ əɎɗŮ 

ɏɜŬ Ŭˊɧ ŮəŮɑɜŬ ŰŬ FQDN ɛŮ ɢɟɐůɖ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɤɜ ɛŮɗɧŭɤɜ. ȷɡŰɐ ɖ ɛɏɗɞŭɞɠ ȹȺɁ 

ŮɑɜŬɘ əŬŰɎɚɚɖɚɖ ɔɘŬ Űɞɜ ɏɚŮɔɢɞ ŮɔəɡɟɧŰɖŰŬɠ ɃɜɞɛɎŰɤɜ ɉɩɟɞɡ ɀˊŬɚŬɜŰɏɟ. 

3.2.2.4.19 Agreed-Upon Change to Website - ACME 

ȺˊɘɓŮɓŬɑɤůɖ ɧŰɘ ɞ ȷɘŰɩɜ ɏɢŮɘ Űɞɜ ɏɚŮɔɢɞ Űɞɡ FQDN ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ ɛɘŬ ɛɏɗɞŭɞ 

ñACME HTTP Challengeò ɧˊɤɠ ɞɟɑɕŮŰŬɘ ůŰɖɜ ŮɜɧŰɖŰŬ 8.3 Űɞɡ RFC 8555. ɇŬ 

ˊŬɟŬəɎŰɤ ŮɑɜŬɘ Ůˊɘˊɚɏɞɜ ŬˊŬɘŰɐůŮɘɠ ůŮ ůɢɏůɖ ɛŮ Űɞ RFC 8555. 

 

ȼ HARICA ɗŬ ɚɎɓŮɘ ɛɘŬ ŮˊɘŰɡɢɖɛɏɜɖ HTTP ŬˊɎɜŰɖůɖ ůŮ ɏɜŬ ŬɑŰɖɛŬ (ŭɖɚŬŭɐ, ˊɟɏˊŮɘ 

ɜŬ ɚɎɓŮɘ ɛɘŬ ŬˊɎɜŰɖůɖ ɛŮ HTTP status code 2xx). 

 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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ɇɞ ŰŮəɛɐɟɘɞ (token, ɧˊɤɠ ɞɟɑɕŮŰŬɘ ůŰɖɜ ŮɜɧŰɖŰŬ 8.3 Űɞɡ RFC 8555), ŭŮɜ ɗŬ ŮˊɘŰɟɏˊŮŰŬɘ 

ɜŬ ɢɟɖůɘɛɞˊɞɘɖɗŮɑ ɔɘŬ ŭɘɎůŰɖɛŬ ɛŮɔŬɚɨŰŮɟɞ Űɤɜ ŰɟɘɎɜŰŬ (30) ɖɛŮɟɩɜ Ŭˊɧ Űɖ 

ŭɖɛɘɞɡɟɔɑŬ Űɞɡ. 

 

ȼ HARICA ŬəɞɚɞɡɗŮɑ ŬɜŬəŬŰŮɡɗɨɜůŮɘɠ (redirects), əŬɘ ɘůɢɨɞɡɜ ŰŬ ŬəɧɚɞɡɗŬ: 

1. Ƀɘ ŬɜŬəŬŰŮɡɗɨɜůŮɘɠ ɗŬ ɝŮəɘɜɞɨɜ ůŰɞ ŮˊɑˊŮŭɞ ˊɟɤŰɞəɧɚɚɞɡ HTTP. Ƀɘ 

ŬɜŬəŬŰŮɡɗɨɜůŮɘɠ ɗŬ ŮɑɜŬɘ Űɞ ŬˊɞŰɏɚŮůɛŬ HTTP status code response 301, 

302, ɐ 307, ɧˊɤɠ ɞɟɑɕɞɜŰŬɘ ůŰɞ RFC 7231, ŮɜɧŰɖŰŬ 6.4, ɐ ɛŮ HTTP status 

code response 308, ɧˊɤɠ ɞɟɑɕŮŰŬɘ ůŰɞ RFC 7538, ŮɜɧŰɖŰŬ 3. Ƀɘ 

ŬɜŬəŬŰŮɡɗɨɜůŮɘɠ ɄɅȺɄȺȽ ɜŬ ɞŭɖɔɞɨɜŰŬɘ ůŰɖɜ ŰŮɚɘəɐ Űɘɛɐ Űɖɠ əŮűŬɚɑŭŬɠ 

ŬˊɎɜŰɖůɖɠ Location HTTP, ɧˊɤɠ ɞɟɑɕŮŰŬɘ ůŰɞ RFC 7231, ŮɜɧŰɖŰŬ 7.1.2. 

2. Ƀɘ ŬɜŬəŬŰŮɡɗɨɜůŮɘɠ ɗŬ ŮɑɜŬɘ ˊɟɞɠ resource URLs ŮɑŰŮ ɛŮ Űɞ "http" ɐ Űɞ 

"https" ůɢɐɛŬ. 

3. Ƀɘ ŬɜŬəŬŰŮɡɗɨɜůŮɘɠ ɗŬ ŮɑɜŬɘ ˊɟɞɠ resource URLs ́ ɞɡ ŮɑɜŬɘ ˊɟɞůɓɎůɘɛŮɠ 

ɛɏůɤ ɛɘŬɠ ȺɝɞɡůɘɞŭɞŰɖɛɏɜɖɠ ŪɨɟŬɠ. 

 

ȺɝŬɘɟɞɡɛɏɜɤɜ Űɤɜ ɃɜɞɛɎŰɤɜ ɉɩɟɞɡ Űɨˊɞɡ Onion, ɖ HARICA ɗŬ ŮűŬɟɛɧɕŮɘ Űɖɜ 

ȺˊɘɓŮɓŬɑɤůɖ Ȱəŭɞůɖɠ Ŭˊɧ ɄɞɚɚŬˊɚɏɠ ɃˊŰɘəɏɠ (Multi-Perspective Issuance 

Corroboration), ɧˊɤɠ ɞɟɑɕŮŰŬɘ ůŰɖɜ ŮɜɧŰɖŰŬ 3.2.2.9. ũɘŬ ɜŬ ɗŮɤɟɖɗŮɑ ɤɠ 

ŮˊɘɓŮɓŬɘɤɛɏɜɖ ɛɘŬ ȹɘəŰɡŬəɐ ɃˊŰɘəɐ, ɗŬ ́ɟɏˊŮɘ ɜŬ ɚŬɛɓɎɜɞɜŰŬɘ ɞɘ ɑŭɘŮɠ ˊɚɖɟɞűɞɟɑŮɠ 

challenge (ŭɖɚŬŭɐ ɇɡɢŬɑŬ ɇɘɛɐ ɐ ɇŮəɛɐɟɘɞ ȷɘŰɐɛŬŰɞɠ) ɧˊɤɠ əŬɘ ɖ ȾɨɟɘŬ ȹɘəŰɡŬəɐ 

ɃˊŰɘəɐ. 

 

 

ɆɖɛŮɑɤůɖ: ȼ HARICA ŭŮ ɗŬ ŮəŭɑŭŮɘ ɄɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ ɎɚɚŬ FQDN ˊɞɡ ɏɢɞɡɜ 

əŬŰɎɚɖɝɖ ɧɚŮɠ Űɘɠ ȺŰɘəɏŰŮɠ ɃɜɧɛŬŰɞɠ ɉɩɟɞɡ (Domain Label) Űɞɡ ŮˊɘɓŮɓŬɘɤɛɏɜɞɡ 

FQDN ŮəŰɧɠ əɘ Ŭɜ ɖ HARICA ŮəŰŮɚɏůŮɘ ɝŮɢɤɟɘůŰɞɨɠ Ůɚɏɔɢɞɡɠ ŮɔəɡɟɧŰɖŰŬɠ ɔɘŬ əɎɗŮ 

ɏɜŬ Ŭˊɧ ŮəŮɑɜŬ ŰŬ FQDN ɛŮ ɢɟɐůɖ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɤɜ ɛŮɗɧŭɤɜ. ȷɡŰɐ ɖ ɛɏɗɞŭɞɠ ȹȺɁ 

ŮɑɜŬɘ əŬŰɎɚɚɖɚɖ ɔɘŬ Űɞɜ ɏɚŮɔɢɞ ŮɔəɡɟɧŰɖŰŬɠ ɃɜɞɛɎŰɤɜ ɉɩɟɞɡ ɀˊŬɚŬɜŰɏɟ. 

3.2.2.4.20 TLS Using ALPN 

ȺˊɘɓŮɓŬɑɤůɖ ɧŰɘ ɞ ȷɘŰɩɜ ɏɢŮɘ Űɞɜ ɏɚŮɔɢɞ Űɞɡ FQDN ɛɏůɤ ŭɘŬˊɟŬɔɛɎŰŮɡůɖɠ Ůɜɧɠ ɜɏɞɡ 

ˊɟɤŰɞəɧɚɚɞɡ Ůˊɘˊɏŭɞɡ ŮűŬɟɛɞɔɐɠ ɛŮ ɢɟɐůɖ Űɖɠ ŮˊɏəŰŬůɖɠ [RFC7301] Űɞɡ TLS 

Application-Layer Protocol Negotiation (ALPN), ɧˊɤɠ ɞɟɑɕŮŰŬɘ ůŰɞ RFC 8737 

ɇɞ ŰŮəɛɐɟɘɞ (token, ɧˊɤɠ ɞɟɑɕŮŰŬɘ ůŰɖɜ ŮɜɧŰɖŰŬ 3 Űɞɡ RFC 8737) ŭŮɜ ɗŬ ŮˊɘŰɟɏˊŮŰŬɘ 

ɜŬ ɢɟɖůɘɛɞˊɞɘɖɗŮɑ ɔɘŬ ŭɘɎůŰɖɛŬ ɛŮɔŬɚɨŰŮɟɞ Űɤɜ ŰɟɘɎɜŰŬ (30) ɖɛŮɟɩɜ Ŭˊɧ Űɖ 

ŭɖɛɘɞɡɟɔɑŬ Űɞɡ. 

ȺɝŬɘɟɞɡɛɏɜɤɜ Űɤɜ ɃɜɞɛɎŰɤɜ ɉɩɟɞɡ Űɨˊɞɡ Onion, ɖ HARICA ɗŬ ŮűŬɟɛɧɕŮɘ Űɖɜ 

ȺˊɘɓŮɓŬɑɤůɖ Ȱəŭɞůɖɠ Ŭˊɧ ɄɞɚɚŬˊɚɏɠ ɃˊŰɘəɏɠ (Multi-Perspective Issuance 

Corroboration), ɧˊɤɠ ɞɟɑɕŮŰŬɘ ůŰɖɜ ŮɜɧŰɖŰŬ 3.2.2.9. ũɘŬ ɜŬ ɗŮɤɟɖɗŮɑ ɤɠ 

ŮˊɘɓŮɓŬɘɤɛɏɜɖ ɛɘŬ ȹɘəŰɡŬəɐ ɃˊŰɘəɐ, ɗŬ ́ɟɏˊŮɘ ɜŬ ɚŬɛɓɎɜɞɜŰŬɘ ɞɘ ɑŭɘŮɠ ˊɚɖɟɞűɞɟɑŮɠ 

challenge (ŭɖɚŬŭɐ ɇɡɢŬɑŬ ɇɘɛɐ ɐ ɇŮəɛɐɟɘɞ ȷɘŰɐɛŬŰɞɠ) ɧˊɤɠ əŬɘ ɖ ȾɨɟɘŬ ȹɘəŰɡŬəɐ 

ɃˊŰɘəɐ. 

 

ɆɖɛŮɑɤůɖ: ȼ HARICA ŭŮ ɗŬ ŮəŭɑŭŮɘ ɄɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ ɎɚɚŬ FQDN ˊɞɡ ɏɢɞɡɜ 

əŬŰɎɚɖɝɖ ɧɚŮɠ Űɘɠ ȺŰɘəɏŰŮɠ ɃɜɧɛŬŰɞɠ ɉɩɟɞɡ (Domain Label) Űɞɡ ŮˊɘɓŮɓŬɘɤɛɏɜɞɡ 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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FQDN ŮəŰɧɠ əɘ Ŭɜ ɖ HARICA ŮəŰŮɚɏůŮɘ ɝŮɢɤɟɘůŰɞɨɠ Ůɚɏɔɢɞɡɠ ŮɔəɡɟɧŰɖŰŬɠ ɔɘŬ əɎɗŮ 

ɏɜŬ Ŭˊɧ ŮəŮɑɜŬ ŰŬ FQDN ɛŮ ɢɟɐůɖ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɤɜ ɛŮɗɧŭɤɜ. ȷɡŰɐ ɖ ɛɏɗɞŭɞɠ ȹȺɁ 

ŮɑɜŬɘ əŬŰɎɚɚɖɚɖ ɔɘŬ Űɞɜ ɏɚŮɔɢɞ ŮɔəɡɟɧŰɖŰŬɠ ɃɜɞɛɎŰɤɜ ɉɩɟɞɡ ɀˊŬɚŬɜŰɏɟ. 

3.2.2.4.21 DNS Labeled with Account ID ï ACME 

ȹŮůɛŮɡɛɏɜɞ. 

 ȺˊŬɚɐɗŮɡůɖ ŰŬɡŰɧŰɖŰŬɠ ɔɘŬ ɛɑŬ ȹɘŮɨɗɡɜůɖ ȽɅ 

ȷɡŰɐ ɖ ŮɜɧŰɖŰŬ ɞɟɑɕŮɘ Űɘɠ ŭɘŮɟɔŬůɑŮɠ əŬɘ Űɘɠ ŭɘŬŭɘəŬůɑŮɠ ˊɞɡ ŮˊɘŰɟɏˊɞɜŰŬɘ ɔɘŬ Űɞɜ 

ɏɚŮɔɢɞ ŮɔəɡɟɧŰɖŰŬɠ Űɖɠ əŬŰɞɢɐɠ ɐ Űɞɡ Ůɚɏɔɢɞɡ Ŭˊɧ Űɞɜ ȷɘŰɩɜ ɛɑŬɠ ȹɘŮɨɗɡɜůɖɠ IP 

əŬŰŬɔɟɎűŮŰŬɘ ůŮ ɏɜŬ ɄɘůŰɞˊɞɘɖŰɘəɧ. 

ȼ HARICA ŮˊɘɓŮɓŬɘɩɜŮɘ ɧŰɘ, ˊɟɘɜ Ŭˊɧ Űɖɜ ɏəŭɞůɖ, əɎɗŮ ȹɘŮɨɗɡɜůɖ IP ˊɞɡ 

əŬŰŬɔɟɎűŮŰŬɘ ůŰɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ɏɢŮɘ ŮˊɘəɡɟɤɗŮɑ ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ ŰɞɡɚɎɢɘůŰɞɜ ɛɑŬ 

Ŭˊɧ Űɘɠ ɛŮɗɧŭɞɡɠ ˊɞɡ əŬɗɞɟɑɕɞɜŰŬɘ ůŰɖɜ ˊŬɟɞɨůŬ ŮɜɧŰɖŰŬ. 

Ƀɘ ɏɚŮɔɢɞɘ ŮɔəɡɟɧŰɖŰŬɠ ˊɞɡ ˊɟŬɔɛŬŰɞˊɞɘɐɗɖəŬɜ ŬɜŬűɞɟɘəɎ ɛŮ Űɖɜ Ůɡɗɨɜɖ Űɞɡ 

ȷɘŰɞɨɜŰŬ  ɛˊɞɟɞɨɜ ɜŬ ɘůɢɨɞɡɜ ɛŮ Űɖɜ ˊɎɟɞŭɞ Űɞɡ ɢɟɧɜɞɡ ɔɘŬ Űɖɜ ɏəŭɞůɖ ˊɞɚɚŬˊɚɩɜ 

ɄɘůŰɞˊɞɘɖŰɘəɩɜ. ɆŮ ɧɚŮɠ Űɘɠ ˊŮɟɘˊŰɩůŮɘɠ, ɞ ɏɚŮɔɢɞɠ ŮɔəɡɟɧŰɖŰŬɠ ˊɟɏˊŮɘ ɜŬ ɏɢŮɘ 

ɝŮəɘɜɐůŮɘ ŮɜŰɧɠ Űɖɠ ɢɟɞɜɘəɐɠ ˊŮɟɘɧŭɞɡ ˊɞɡ əŬɗɞɟɑɕŮŰŬɘ ůŰɖ ůɢŮŰɘəɐ ŬˊŬɑŰɖůɖ (ɧˊɤɠ 

ůŰɖɜ ˊŬɟɎɔɟŬűɞ 4.2.1 ŬɡŰɐɠ Űɖɠ ɄɄ/ȹȹɄ) ˊɟɘɜ Ŭˊɧ Űɖɜ ɏəŭɞůɖ Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ. 

ũɘŬ Űɞɡɠ ůəɞˊɞɨɠ Ůɚɏɔɢɞɡ ŮɔəɡɟɧŰɖŰŬɠ ȹɘŮɨɗɡɜůɖɠ IP, ɞ ɧɟɞɠ ȷɘŰɩɜ ůɡɛ́ŮɟɘɚŬɛɓɎɜŮɘ 

Űɖ ɀɖŰɟɘəɐ ȺŰŬɘɟŮɑŬ, Űɖ ŪɡɔŬŰɟɘəɐ ȺŰŬɘɟŮɑŬ ɐ ɆɡɜŮɟɔɎŰɖ Űɞɡ ȷɘŰɞɨɜŰŬ. 

ȼ HARICA ŭɘŬŰɖɟŮɑ ɏɜŬ ˊŮŭɑɞ ɔɘŬ Űɖ ɛɏɗɞŭɞ Ůɚɏɔɢɞɡ ŮɔəɡɟɧŰɖŰŬɠ ȽɅ ˊɞɡ 

ɢɟɖůɘɛɞˊɞɘɐɗɖəŮ ɔɘŬ əɎɗŮ ȹɘŮɨɗɡɜůɖ ȽɅ, ůɡɛˊŮɟɘɚŬɛɓŬɜɞɛɏɜɞɡ Űɞɡ ŬɜŰɑůŰɞɘɢɞɡ 

Ŭɟɘɗɛɞɨ ɏəŭɞůɖɠ BR. 

ɆɖɛŮɑɤůɖ: Ƀɘ ȹɘŮɡɗɨɜůŮɘɠ IP ˊɞɡ ŮˊŬɚɖɗŮɨɞɜŰŬɘ ůɨɛűɤɜŬ ɛŮ ŬɡŰɐɜ Űɖɜ ŮɜɧŰɖŰŬ 

ɛˊɞɟɞɨɜ ɜŬ ŬɜŬɔɟɎűɞɜŰŬɘ ůŰŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ɆɡɜŭɟɞɛɖŰɩɜ ɧˊɤɠ ɞɟɑɕŮŰŬɘ ůŰɖɜ 

ˊŬɟɎɔɟŬűɞ 7.1.4 ɐ ůŰŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ȺɜŭɘɎɛŮůɤɜ ȷɄ ɛɏůɤ Űɞɡ iPAddress ůŰɞ 

permittedSubtrees Űɖɠ ŮˊɏəŰŬůɖɠ Name Constraints. ȼ HARICA ŭŮɜ ɡˊɞɢɟŮɞɨŰŬɘ ɜŬ 

ŮˊŬɚɖɗŮɨŮɘ Űɘɠ ȹɘŮɡɗɨɜůŮɘɠ IP ˊɞɡ ˊŬɟŬŰɑɗŮɜŰŬɘ ůŰŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ɈűɘůŰɎɛŮɜɤɜ ȷɄ 

ɛɏůɤ Űɞɡ iPAddress ůŰɞ excludedSubtrees Űɖɠ ŮˊɏəŰŬůɖɠ Name Constraints ˊɟɘɜ Ŭˊɧ 

Űɖɜ ˊɟɞůɗɐəɖ ůŰɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ɈűɘůŰɎɛŮɜɖɠ ȷɄ. 

3.2.2.5.1 Ɇɡɛűɤɜɖɛɏɜɖ ȷɚɚŬɔɐ ůŮ ȽůŰɞɢɩɟɞ 

ȺˊɘɓŮɓŬɑɤůɖ ɧŰɘ ɞ ȷɘŰɩɜ ɏɢŮɘ Űɞɜ ɏɚŮɔɢɞ Űɖɠ ȹɘŮɨɗɡɜůɖ ȽɅ ˊɞɡ ˊŮɟɘɏɢŮŰŬɘ ůŰɖɜ ŬɑŰɖůɖ 

ɛŮ ŮˊɘɓŮɓŬɑɤůɖ Űɖɠ ˊŬɟɞɡůɑŬɠ Ůɜɧɠ ɇŮəɛɖɟɑɞɡ ȷɘŰɐɛŬŰɞɠ ɐ ɇɡɢŬɑŬɠ ɇɘɛɐɠ ˊɞɡ 

ˊŮɟɘɚŬɛɓɎɜŮŰŬɘ ɛɏůŬ ůŮ ɏɜŬ ŬɟɢŮɑɞ, ɐ ůŮ ɛɘŬ ɘůŰɞůŮɚɑŭŬ ůŮ ɛɞɟűɐ ñmeta tagò əɎŰɤ 

Ŭˊɧ Űɖɜ ŰɞˊɞɗŮůɑŬ "/.well-known/pki-validation", ɐ Ɏɚɚɖ ˊɞɡ ɏɢŮɘ əŬŰŬɢɤɟɖɗŮɑ ůŰɞɜ 

ɞɟɔŬɜɘůɛɧ IANA  ŮɘŭɘəɎ ɔɘŬ ɚɧɔɞɡɠ Ůɚɏɔɢɞɡ ŮɔəɡɟɧŰɖŰŬɠ ȹɘŮɨɗɡɜůɖɠ ȽɅ, ůŮ ȹɘŮɨɗɡɜůɖ 

ȽɅ ˊɞɡ ŮɑɜŬɘ ˊɟɞůɓɎůɘɛɖ Ŭˊɧ Űɖɜ HARICA ɛɏůɤ HTTP/HTTPS ˊɎɜɤ Ŭˊɧ 

ȺɝɞɡůɘɞŭɞŰɖɛɏɜɖ ŪɨɟŬ. ɇɞ ɇŮəɛɐɟɘɞ ȷɘŰɐɛŬŰɞɠ ɐ ɖ ɇɡɢŬɑŬ ɇɘɛɐ ŭŮ ɗŬ ŮɛűŬɜɑɕŮŰŬɘ 

ůŰɖɜ ŬɑŰɖůɖ. 

 

ȷɜ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ɖ ɇɡɢŬɑŬ ɇɘɛɐ, ɖ HARICA ˊŬɟɏɢŮɘ ɛɘŬ ɇɡɢŬɑŬ ɇɘɛɐ ɛɞɜŬŭɘəɐ ɔɘŬ 

Űɞ ŬɑŰɖɛŬ ˊɘůŰɞˊɞɘɖŰɘəoɨ əŬɘ ȹȺɁ ɢɟɖůɘɛɞˊɞɘŮɑ Űɖɜ ɇɡɢŬɑŬ ɇɘɛɐ: 

(i) ɛŮŰɎ Űɞ ˊɏɟŬɠ Űɤɜ ŰɟɘɎɜŰŬ (30) ɖɛŮɟɩɜ ɐ 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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(ii)  Ŭɜ ɞ ȷɘŰɩɜ ɡˊɏɓŬɚŮ ŬɑŰɖɛŬ ˊɘůŰɞˊɞɘɖŰɘəɞɨ, ɛŮŰɎ Ŭˊɧ Űɞ ŮˊɘŰɟŮˊɧɛŮɜɞ 
ɢɟɞɜɘəɧ ŭɘɎůŰɖɛŬ ŮˊŬɜŬɢɟɖůɘɛɞˊɞɑɖůɖɠ Űɖɠ ŮˊɘɓŮɓŬɘɤɛɏɜɖɠ 

ˊɚɖɟɞűɞɟɑŬɠ ˊɞɡ ůɢŮŰɑɕŮŰŬɘ ɛŮ Űɞ ˊɘůŰɞˊɞɘɖŰɘəɧ (ɧˊɤɠ ɞɟɑɕŮŰŬɘ ůŰɖɜ 

ˊŬɟɎɔɟŬűɞ 4.2.1 Űɖɠ ɄɄ/ȹȹɄ). 

 

ȼ HARICA ɗŬ ŮűŬɟɛɧɕŮɘ Űɖɜ ȺˊɘɓŮɓŬɑɤůɖ Ȱəŭɞůɖɠ Ŭˊɧ ɄɞɚɚŬˊɚɏɠ ɃˊŰɘəɏɠ (Multi-

Perspective Issuance Corroboration), ɧˊɤɠ ɞɟɑɕŮŰŬɘ ůŰɖɜ ŮɜɧŰɖŰŬ 3.2.2.9. ũɘŬ ɜŬ 

ɗŮɤɟɖɗŮɑ ɤɠ ŮˊɘɓŮɓŬɘɤɛɏɜɖ ɛɘŬ ȹɘəŰɡŬəɐ ɃˊŰɘəɐ, ɗŬ ́ɟɏˊŮɘ ɜŬ ɚŬɛɓɎɜɞɜŰŬɘ ɞɘ ɑŭɘŮɠ 

ˊɚɖɟɞűɞɟɑŮɠ challenge (ŭɖɚŬŭɐ ɇɡɢŬɑŬ ɇɘɛɐ ɐ ɇŮəɛɐɟɘɞ ȷɘŰɐɛŬŰɞɠ) ɧˊɤɠ əŬɘ ɖ ȾɨɟɘŬ 

ȹɘəŰɡŬəɐ ɃˊŰɘəɐ. 

3.2.2.5.2 ȷˊɞůŰɞɚɐ Email, Fax, SMS, ɐ ɇŬɢɡŭɟɞɛɘəɐɠ ŬɚɚɖɚɞɔɟŬűɑŬɠ ůŮ 

ȺˊŬűɐ ȹɘŮɨɗɡɜůɖɠ ȽɅ 

ȺˊɘɓŮɓŬɑɤůɖ ɧŰɘ ɞ ȷɘŰɩɜ ɏɢŮɘ Űɞɜ ɏɚŮɔɢɞ Űɖɠ ȹɘŮɨɗɡɜůɖɠ ȽɅ  ˊɞɡ ˊŮɟɘɏɢŮŰŬɘ ůŰɖɜ 

ŬɑŰɖůɖ ɛŮ ŬˊɞůŰɞɚɐ ɛɑŬɠ ɇɡɢŬɑŬɠ ɇɘɛɐɠ ɛɏůɤ email, fax, SMS ɐ ŰŬɢɡŭɟɞɛŮɑɞɡ əŬɘ 

əŬŰɧˊɘɜ ɚɐɣɖɠ ŮˊɘɓŮɓŬɘɤŰɘəɐɠ Ŭˊɧəɟɘůɖɠ ˊɞɡ ɢɟɖůɘɛɞˊɞɘŮɑ Űɖɜ ɇɡɢŬɑŬ ɇɘɛɐ. ȼ 

ɇɡɢŬɑŬ ɇɘɛɐ ɗŬ ůŰŬɚŮɑ ůŰɖɜ ŭɘŮɨɗɡɜůɖ email, ůŰɞɜ Ŭɟɘɗɛɧ fax/SMS ɐ ůŰɖɜ 

ŰŬɢɡŭɟɞɛɘəɐ ŭɘŮɨɗɡɜůɖ ˊɞɡ ŮɑɜŬɘ ɔɜɤůŰɐ ɤɠ ȺˊŬűɐ ȹɘŮɨɗɡɜůɖɠ ȽɅ. 

ȾɎɗŮ email, fax, SMS ɐ ŰŬɢɡŭɟɞɛɘəɐ ŭɘŮɨɗɡɜůɖ ɀɄɃɅȺȽ ɜŬ ŮˊɘɓŮɓŬɘɩɜŮɘ Űɞɜ ɏɚŮɔɢɞ 

ˊɞɚɚŬˊɚɩɜ ȹɘŮɡɗɨɜůŮɤɜ ȽɅ. 

ȼ HARICA ɀɄɃɅȺȽ ɜŬ ůŰŮɑɚŮɘ Űɞ email, Űɞ fax, Űɞ SMS ɐ Űɖɜ ŰŬɢɡŭɟɞɛɘəɐ 

ŬɚɚɖɚɞɔɟŬűɑŬ ˊɞɡ ˊɟɞůŭɘɞɟɑɕŮŰŬɘ ůŮ ŬɡŰɐɜ Űɖɜ ŮɜɧŰɖŰŬ ůŮ ˊŮɟɘůůɧŰŮɟɞɡɠ Ŭˊɧ ɏɜŬɜ 

ˊŬɟŬɚɐˊŰŮɠ, ɡˊɧ Űɖɜ ˊɟɞɦˊɧɗŮůɖ ɧŰɘ əɎɗŮ ˊŬɟŬɚɐˊŰɖɠ ŬɜŬɔɜɤɟɑɕŮŰŬɘ Ŭˊɧ Űɖɜ ȷɟɢɐ 

ȾŬŰŬɢɩɟɖůɖɠ Űɖɠ ȹɘŮɨɗɡɜůɖɠ IP ɧŰɘ ŮəˊɟɞůɤˊŮɑ Űɖɜ ȺˊŬűɐ ȹɘŮɨɗɡɜůɖɠ IP ɔɘŬ əɎɗŮ 

ȹɘŮɨɗɡɜůɖ IP ˊɞɡ ŮˊŬɚɖɗŮɨŮŰŬɘ ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ Űɞ email, Űɞ fax, Űɞ SMS ɐ Űɖɜ 

ŰŬɢɡŭɟɞɛɘəɐ ŬɚɚɖɚɞɔɟŬűɑŬ. 

ȼ ɇɡɢŬɑŬ ɇɘɛɐ ɄɅȺɄȺȽ ɜŬ ŮɑɜŬɘ ɛɞɜŬŭɘəɐ ůŮ əɎɗŮ email, fax, SMS ɐ ŰŬɢɡŭɟɞɛɘəɐ 

ŬɚɚɖɚɞɔɟŬűɑŬ. 

ȼ HARICA ɀɄɃɅȺȽ ɜŬ ŬˊɞůŰŮɑɚŮɘ Ůə ɜɏɞɡ ůŰɞ ŬəɏɟŬɘɞ Űɞɡ Űɞ email, Űɞ fax, Űɞ SMS 

ɐ Űɖɜ ŰŬɢɡŭɟɞɛɘəɐ ŬɚɚɖɚɞɔɟŬűɑŬ, ůɡɛˊŮɟɘɚŬɛɓŬɜɞɛɏɜɖɠ Űɖɠ ɑŭɘŬɠ ɇɡɢŬɑŬɠ ɇɘɛɐɠ, ɡˊɧ 

Űɖɜ ˊɟɞɦˊɧɗŮůɖ ɧŰɘ ŰŬ ˊŮɟɘŮɢɧɛŮɜŬ əŬɘ ɞɘ ˊŬɟŬɚɐˊŰŮɠ Űɖɠ ŮˊɘəɞɘɜɤɜɑŬɠ ˊŬɟŬɛɏɜɞɡɜ 

ŬɛŮŰɎɓɚɖŰŬ. 

ȼ ŰɡɢŬɑŬ Űɘɛɐ ˊŬɟŬɛɏɜŮɘ ɏɔəɡɟɖ ɔɘŬ ɢɟɐůɖ ůŮ ŮˊɘɓŮɓŬɘɤŰɘəɐ ŬˊɎɜŰɖůɖ ɏɤɠ ŰɟɘɎɜŰŬ 

(30) ɖɛɏɟŮɠ Ŭˊɧ Űɖ ŭɖɛɘɞɡɟɔɑŬ Űɖɠ. 

3.2.2.5.3 ȷɜŬɕɐŰɖůɖ Űɖɠ ȹɘŮɨɗɡɜůɖɠ Reverse IP 

ȺˊɘɓŮɓŬɑɤůɖ ɧŰɘ ɞ ȷɘŰɩɜ ɏɢŮɘ Űɞɜ ɏɚŮɔɢɞ Űɖɠ ȹɘŮɨɗɡɜůɖɠ ȽɅ ɛɏůɤ Ůɜɧɠ ɃɜɧɛŬŰɞɠ 

ɉɩɟɞɡ ˊɞɡ ůɢŮŰɑɕŮŰŬɘ ɛŮ Űɖ ȹɘŮɨɗɡɜůɖ IP əŬɘ ˊɟɞəɨˊŰŮɘ Ŭˊɧ ŬɜŬɕɐŰɖůɖ Űɖɠ reverse-

IP ɔɘŬ Űɖ  ȹɘŮɨɗɡɜůɖ IP əŬɘ ůŰɖ ůɡɜɏɢŮɘŬ ŮˊŬɚɖɗŮɨɞɜŰŬɠ Űɞɜ ɏɚŮɔɢɞ Űɞɡ FQDN 

ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ ɛɑŬ ŮˊɘŰɟŮˊɧɛŮɜɖ ɛɏɗɞŭɞ ůɨɛűɤɜŬ ɛŮ Űɖɜ ˊŬɟɎɔɟŬűɞ 3.2.2.4. 

ȼ HARICA ɗŬ ŮűŬɟɛɧɕŮɘ Űɖɜ ȺˊɘɓŮɓŬɑɤůɖ Ȱəŭɞůɖɠ Ŭˊɧ ɄɞɚɚŬˊɚɏɠ ɃˊŰɘəɏɠ (Multi-

Perspective Issuance Corroboration), ɧˊɤɠ ɞɟɑɕŮŰŬɘ ůŰɖɜ ŮɜɧŰɖŰŬ 3.2.2.9. ũɘŬ ɜŬ 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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ɗŮɤɟɖɗŮɑ ɤɠ ŮˊɘɓŮɓŬɘɤɛɏɜɖ ɛɘŬ ȹɘəŰɡŬəɐ ɃˊŰɘəɐ, ɗŬ ́ɟɏˊŮɘ ɜŬ ɚŬɛɓɎɜɞɜŰŬɘ ɞɘ ɑŭɘŮɠ 

ˊɚɖɟɞűɞɟɑŮɠ challenge (ŭɖɚŬŭɐ ɇɡɢŬɑŬ ɇɘɛɐ ɐ ɇŮəɛɐɟɘɞ ȷɘŰɐɛŬŰɞɠ) ɧˊɤɠ əŬɘ ɖ ȾɨɟɘŬ 

ȹɘəŰɡŬəɐ ɃˊŰɘəɐ. 

3.2.2.5.4 ɃˊɞɘŬŭɐˊɞŰŮ Ɏɚɚɖ ɛɏɗɞŭɞɠ 

ȹŮɜ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ. 

3.2.2.5.5 ɇɖɚŮűɤɜɘəɐ ŮˊɘəɞɘɜɤɜɑŬ ɛŮ Űɖɜ ȺˊŬűɐ ȹɘŮɨɗɡɜůɖɠ IP 

ȺˊɘɓŮɓŬɑɤůɖ ɧŰɘ ɞ ȷɘŰɩɜ ɏɢŮɘ Űɞɜ ɏɚŮɔɢɞ Űɖɠ ȹɘŮɨɗɡɜůɖɠ ȽɅ ɛŮ əɚɐůɖ ůŰɞɜ Ŭɟɘɗɛɧ 

ŰɖɚŮűɩɜɞɡ Űɖɠ ȺˊŬűɐɠ Űɖɠ ȹɘŮɨɗɡɜůɖɠ ȽɅ əŬɘ ɚɐɣɖ ŬˊɎɜŰɖůɖɠ ˊɞɡ ŮˊɘɓŮɓŬɘɩɜŮɘ Űɞ 

ŬɑŰɖɛŬ Űɞɡ ȷɘŰɞɨɜŰŬ ɔɘŬ ŮˊɘɓŮɓŬɑɤůɖ Űɖɠ ȹɘŮɨɗɡɜůɖɠ ȽɅ. ȼ HARICA ɗŬ 

ˊɟŬɔɛŬŰɞˊɞɘɐůŮɘ Űɖɜ əɚɐůɖ ůŮ ɏɜŬɜ Ŭɟɘɗɛɧ ŰɖɚŮűɩɜɞɡ ˊɞɡ ŬɜŬɔɜɤɟɑɕŮŰŬɘ Ŭˊɧ Űɖɜ 

ȷɟɢɐ ȾŬŰŬɢɩɟɖůɖɠ Űɖɠ ȹɘŮɨɗɡɜůɖɠ ȽɅ ɤɠ ȺˊŬűɐ ȹɘŮɨɗɡɜůɖɠ ȽɅ. ȾɎɗŮ əɚɐůɖ ɔɑɜŮŰŬɘ 

ůŮ ɏɜŬɜ Ŭɟɘɗɛɧ ŰɖɚŮűɩɜɞɡ. 

 

ɆŮ ˊŮɟɑˊŰɤůɖ ˊɞɡ ŬˊŬɜŰɐůŮɘ əɎˊɞɘɞɠ Ɏɚɚɞɠ ŮəŰɧɠ Űɖɠ ȺˊŬűɐɠ Űɖɠ ȹɘŮɨɗɡɜůɖɠ IP, ɖ 

HARICA ɀɄɃɅȺȽ ɜŬ ɕɖŰɐůŮɘ ɜŬ ɛŮŰŬɓɘɓŬůɗŮɑ ůŰɖɜ ȺˊŬűɐ Űɖɠ ȹɘŮɨɗɡɜůɖɠ IP. 

 

ɆŮ ˊŮɟɑˊŰɤůɖ ˊɞɡ ŬˊŬɜŰɐůŮɘ ŰɖɚŮűɤɜɖŰɐɠ, ɖ HARICA ɛˊɞɟŮɑ ɜŬ ŬűɐůŮɘ ɛŮ ɛɐɜɡɛŬ 

Űɖɜ ɇɡɢŬɑŬ ɇɘɛɐ əŬɘ Űɖɜ/Űɘɠ ȹɘŮɨɗɡɜůɖ/ȹɘŮɡɗɨɜůŮɘɠ IP ˊɞɡ əŬɚɞɨɜŰŬɘ ɜŬ 

ŮˊɘɓŮɓŬɘɤɗɞɨɜ. ȼ ɇɡɢŬɑŬ Űɘɛɐ ɗŬ ŮˊɘůŰɟŬűŮɑ ůŰɖɜ HARICA ɔɘŬ ɜŬ ŮɔəɟɑɜŮɘ Űɞ ŬɑŰɖɛŬ. 

 

ȼ ɇɡɢŬɑŬ ɇɘɛɐ ɄɅȺɄȺȽ ɜŬ ˊŬɟŬɛŮɑɜŮɘ ɏɔəɡɟɖ ɔɘŬ ɢɟɐůɖ ůŮ ŮˊɘɓŮɓŬɘɤŰɘəɐ ŬˊɎɜŰɖůɖ 

ɏɤɠ ŰɟɘɎɜŰŬ (30) ɖɛɏɟŮɠ Ŭˊɧ Űɖ ŭɖɛɘɞɡɟɔɑŬ Űɖɠ. 

3.2.2.5.6 ɀɏɗɞŭɞɠ ACME ñhttp-01ò ɔɘŬ ȹɘŮɡɗɨɜůŮɘɠ ȽɅ 

ȺˊɘɓŮɓŬɑɤůɖ ɧŰɘ ɞ ȷɘŰɩɜ ɏɢŮɘ Űɞɜ ɏɚŮɔɢɞ Űɖɠ ȹɘŮɨɗɡɜůɖɠ ȽɅ ŮəŰŮɚɩɜŰŬɠ Űɖɜ 

ŰŮəɛɖɟɘɤɛɏɜɖ ŭɘŬŭɘəŬůɑŬ ɔɘŬ ɏɜŬ çhttp-01» challenge ɧˊɤɠ ɞɟɑɕŮŰŬɘ ůŰɞ RFC 8738. 

 

ȼ HARICA ɗŬ ŮűŬɟɛɧɕŮɘ Űɖɜ ȺˊɘɓŮɓŬɑɤůɖ Ȱəŭɞůɖɠ Ŭˊɧ ɄɞɚɚŬˊɚɏɠ ɃˊŰɘəɏɠ (Multi-

Perspective Issuance Corroboration), ɧˊɤɠ ɞɟɑɕŮŰŬɘ ůŰɖɜ ŮɜɧŰɖŰŬ 3.2.2.9. ũɘŬ ɜŬ 

ɗŮɤɟɖɗŮɑ ɤɠ ŮˊɘɓŮɓŬɘɤɛɏɜɖ ɛɘŬ ȹɘəŰɡŬəɐ ɃˊŰɘəɐ, ɗŬ ́ɟɏˊŮɘ ɜŬ ɚŬɛɓɎɜɞɜŰŬɘ ɞɘ ɑŭɘŮɠ 

ˊɚɖɟɞűɞɟɑŮɠ challenge (ŭɖɚŬŭɐ ɇɡɢŬɑŬ ɇɘɛɐ ɐ ɇŮəɛɐɟɘɞ ȷɘŰɐɛŬŰɞɠ) ɧˊɤɠ əŬɘ ɖ ȾɨɟɘŬ 

ȹɘəŰɡŬəɐ ɃˊŰɘəɐ. 

3.2.2.5.7 .ɀɏɗɞŭɞɠ ACME ñ tls-alpn-01ò ɔɘŬ ȹɘŮɡɗɨɜůŮɘɠ ȽɅ 

ȺˊɘɓŮɓŬɑɤůɖ ɧŰɘ ɞ ȷɘŰɩɜ ɏɢŮɘ Űɞɜ ɏɚŮɔɢɞ Űɖɠ ȹɘŮɨɗɡɜůɖɠ ȽɅ ŮəŰŮɚɩɜŰŬɠ Űɖɜ 

ŰŮəɛɖɟɘɤɛɏɜɖ ŭɘŬŭɘəŬůɑŬ ɔɘŬ ɏɜŬ çtls-alpn-01» challenge ɧˊɤɠ ɞɟɑɕŮŰŬɘ ůŰɞ RFC 

8738. 

 

ȼ HARICA ɗŬ ŮűŬɟɛɧɕŮɘ Űɖɜ ȺˊɘɓŮɓŬɑɤůɖ Ȱəŭɞůɖɠ Ŭˊɧ ɄɞɚɚŬˊɚɏɠ ɃˊŰɘəɏɠ (Multi-

Perspective Issuance Corroboration), ɧˊɤɠ ɞɟɑɕŮŰŬɘ ůŰɖɜ ŮɜɧŰɖŰŬ 3.2.2.9. ũɘŬ ɜŬ 

ɗŮɤɟɖɗŮɑ ɤɠ ŮˊɘɓŮɓŬɘɤɛɏɜɖ ɛɘŬ ȹɘəŰɡŬəɐ ɃˊŰɘəɐ, ɗŬ ́ɟɏˊŮɘ ɜŬ ɚŬɛɓɎɜɞɜŰŬɘ ɞɘ ɑŭɘŮɠ 

ˊɚɖɟɞűɞɟɑŮɠ challenge (ŭɖɚŬŭɐ ɇɡɢŬɑŬ ɇɘɛɐ ɐ ɇŮəɛɐɟɘɞ ȷɘŰɐɛŬŰɞɠ) ɧˊɤɠ əŬɘ ɖ ȾɨɟɘŬ 

ȹɘəŰɡŬəɐ ɃˊŰɘəɐ. 

 ȰɚŮɔɢɞɠ ŮɔəɡɟɧŰɖŰŬɠ ɃɜɞɛɎŰɤɜ ɉɩɟɞɡ ɀˊŬɚŬɜŰɏɟ  

Ʉɟɘɜ Ŭˊɧ Űɖɜ ɏəŭɞůɖ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ɀˊŬɚŬɜŰɏɟ, ɖ HARICA ŬəɞɚɞɡɗŮɑ ɛɑŬ 

ŰŮəɛɖɟɘɤɛɏɜɖ ŭɘŬŭɘəŬůɑŬ ˊɞɡ əŬɗɞɟɑɕŮɘ ŮɎɜ Űɞ FQDN ɛɏɟɞɠ Ůɜɧɠ ɉɩɟɞɡ ɃɜɧɛŬŰɞɠ 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 
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ɀˊŬɚŬɜŰɏɟ ůŰɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ŮɑɜŬɘ "ŮɚŮɔɢɧɛŮɜɞ Ŭ́ɧ ɛɖŰɟɩɞ" ɐ ŮɑɜŬɘ "ŭɖɛɧůɘɞ 

Ůɑ́ɗŮɛŬ" (ˊ.ɢ. "* .com", "* .co.uk"). ũɘŬ ɜŬ ɔɑɜŮɘ ŬɡŰɧ ŭɘŮɟŮɡɜɎ əŬɘ ůɡɛɓɞɡɚŮɨŮŰŬɘ ɛɑŬ 

"ɚɑůŰŬ ŭɖɛɧůɘɤɜ ŮˊɘɗŮɛɎŰɤɜ" ɧˊɤɠ ɖ https://publicsuffix.org/ (PSL). 

 

ȺɎɜ Űɞ FQDN ɛɏɟɞɠ Ůɜɧɠ ɉɩɟɞɡ ɃɜɧɛŬŰɞɠ ɀˊŬɚŬɜŰɏɟ ŮɑɜŬɘ "ŮɚŮɔɢɧɛŮɜɞ Ŭ́ɧ 

ɛɖŰɟɩɞ" ɐ ŮɑɜŬɘ "ŭɖɛɧůɘɞ ŮˊɑɗŮɛŬ", ɖ HARICA ŬɟɜŮɑŰŬɘ Űɖɜ ɏəŭɞůɖ, ŮəŰɧɠ ŮɎɜ ɞ 

ŬɘŰɩɜ ŬˊɞŭŮɑɝŮɘ ɧŰɘ ɏɢŮɘ Űɞɜ ɜɧɛɘɛɞ ɏɚŮɔɢɞ ɧɚɖɠ Űɖɠ ɄŮɟɘɞɢɐɠ ɉɩɟɞɡ ɃɜɞɛɎŰɤɜ (ˊ.ɢ. 

ɖ HARICA ȹȺɁ ŮəŭɑŭŮɘ ɔɘŬ ŰŬ "*.co.uk" ɐ "*.local", ŬɚɚɎ ɀɄɃɅȺȽ ɜŬ ŮəŭɩůŮɘ ɔɘŬ 

ŰŬ "*.example.com" ůŰɞ ˊŬɟɎŭŮɘɔɛŬ Co.). 

 

ɄɘůŰɞˊɞɘɖŰɘəɎ ɀˊŬɚŬɜŰɏɟ ŭŮɜ ŮˊɘŰɟɏˊɞɜŰŬɘ ɔɘŬ ɄɘůŰɞˊɞɘɖŰɘəɎ EV SSL/TLS ŮəŰɧɠ 

ŮɎɜ Űɞ FQDN ɛɏɟɞɠ Ůɜɧɠ ɉɩɟɞɡ ɃɜɧɛŬŰɞɠ ɀˊŬɚŬɜŰɏɟ ŮɑɜŬɘ ɏɜŬ ȳɜɞɛŬ ɉɩɟɞɡ Onion 

ŮˊɘɓŮɓŬɘɤɛɏɜɞ ůɨɛűɤɜŬ ɛŮ Űɞ ɄȷɅȷɅɇȼɀȷ Ⱥ ï ȺȾȹɃɆȼ ɄȽɆɇɃɄɃȽȼɇȽȾɋɁ 

ũȽȷ .ONION DOMAIN NAMES.  

 ȷəɟɑɓŮɘŬ Ʉɖɔɐɠ ŭŮŭɞɛɏɜɤɜ 

Ʉɟɘɜ Ŭˊɧ Űɖ ɢɟɐůɖ ɞˊɞɘŬůŭɐˊɞŰŮ ́ ɖɔɐɠ ŭŮŭɞɛɏɜɤɜ ɤɠ ȷɝɘɧˊɘůŰɖ Ʉɖɔɐ ȹŮŭɞɛɏɜɤɜ, ɖ 

HARICA ŬɝɘɞɚɞɔŮɑ Űɖɜ ˊɖɔɐ ɔɘŬ Űɖɜ ŬɝɘɞˊɘůŰɑŬ Űɖɠ, Űɖɜ ŬəɟɑɓŮɘŬ əŬɘ Űɖɜ ŬɜŰɞɢɐ Űɖɠ 

ůŮ ́ŬɟŬˊɞɑɖůɖ ɐ ˊɚŬůŰɞɔɟɎűɖůɖ. ȼ HARICA ŮɝŮŰɎɕŮɘ ŰŬ ŬəɧɚɞɡɗŬ əɟɘŰɐɟɘŬ ɔɘŬ Űɖɜ 

ŬˊɧűŬůɐ Űɖɠ ŮɎɜ ɗŬ ˊɟɏˊŮɘ ɐ ɧɢɘ ɜŬ ŬˊɞŭɏɢŮŰŬɘ ˊɚɖɟɞűɞɟɑŮɠ Ŭˊɧ ɛɑŬ Ʉɖɔɐ 

ȹŮŭɞɛɏɜɤɜ: 

 

1. ȼ ́ŬɚŬɘɧŰɖŰŬ Űɤɜ ˊɚɖɟɞűɞɟɘɩɜ ˊɞɡ ˊŬɟɏɢɞɜŰŬɘ, 

2. ȼ ůɡɢɜɧŰɖŰŬ Űɤɜ ŮɜɖɛŮɟɩůŮɤɜ Űɖɠ ˊɖɔɐɠ ˊɚɖɟɞűɞɟɘɩɜ, 

3. Ƀ ˊɎɟɞɢɞɠ ŭŮŭɞɛɏɜɤɜ əŬɘ ɞ ůəɞˊɧɠ Űɖɠ ůɡɚɚɞɔɐɠ ŭŮŭɞɛɏɜɤɜ, 

4. ȼ ŭɡɜŬŰɧŰɖŰŬ ˊɟɧůɓŬůɖɠ Űɞɡ əɞɘɜɞɨ ůɢŮŰɘəɎ ɛŮ Űɖ ŭɘŬɗŮůɘɛɧŰɖŰŬ Űɤɜ 

ŭŮŭɞɛɏɜɤɜ, əŬɘ 

5. ȼ ůɢŮŰɘəɐ ŭɡůəɞɚɑŬ ůŰɖɜ ˊŬɟŬˊɞɑɖůɖ ɐ Űɟɞˊɞˊɞɑɖůɖ Űɤɜ ŭŮŭɞɛɏɜɤɜ. 

 

ȼ HARICA ɢɟɖůɘɛɞˊɞɘŮɑ ȺˊɑůɖɛŮɠ ɈˊɖɟŮůɑŮɠ ȾŬŰŬɚɧɔɞɡ ȷəŬŭɖɛŬɥəɩɜ / 

ȺɟŮɡɜɖŰɘəɩɜ ūɞɟɏɤɜ ɔɘŬ ɜŬ ŮˊŬɚɖɗŮɨůŮɘ Űɘɠ ŰŬɡŰɧŰɖŰŮɠ əŬɘ Űɞɡɠ ɟɧɚɞɡɠ ɛɏůŬ ůŰɖɜ 

ȷəŬŭɖɛŬɥəɐ / ȺɟŮɡɜɖŰɘəɐ əɞɘɜɧŰɖŰŬ. 

ȼ HARICA ɗŬ ŮɝŬůűŬɚɑůŮɘ ɧŰɘ, ˊɟɘɜ Űɖɜ Ŭɝɘɞˊɞɑɖůɖ Ůɜɧɠ Incorporating Agency ɐ 

Registration Agency ɔɘŬ ŬˊŬɘŰɐůŮɘɠ ŮˊŬɚɐɗŮɡůɖɠ ŭŮŭɞɛɏɜɤɜ, ɞɘ ˊɖɔɏɠ ŭŮŭɞɛɏɜɤɜ Űɤɜ 

Incorporating Agency ɐ Registration Agency ˊɞɡ ɗŬ ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ ɔɘŬ EV 

ɄɘůŰɞˊɞɘɖŰɘəɎ ɗŬ ɏɢɞɡɜ ŭɖɛɞůɘŮɡɗŮɑ ůŰɞ ŬˊɞɗŮŰɐɟɘɞ ˊɞɡ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɖɜ ŮɜɧŰɖŰŬ 

2.1. 

Ƀɘ ˊɚɖɟɞűɞɟɑŮɠ əɎɗŮ Agency ɗŬ ˊŮɟɘɚŬɛɓɎɜɞɡɜ ŰɞɡɚɎɢɘůŰɞɜ ŰŬ ŬəɧɚɞɡɗŬ: 

¶ ȽəŬɜɐ ˊɚɖɟɞűɞɟɑŬ ɔɘŬ ɜŬ ŬɜŬɔɜɤɟɘůŰŮɑ ŬɜŬɛűɑůɖɛŬ Űɞ Incorporating Agency 

ɐ Registration Agency (ɧˊɤɠ Űɞ ɧɜɞɛŬ, ́ Ůɟɘɞɢɐ ŭɘəŬɘɞŭɞůɑŬɠ əŬɘ ɘůŰɞɢɩɟɞɠ),  

¶ ɇɖɜ ŬˊɞŭŮəŰɐ ɐ ŬˊɞŭŮəŰɏɠ Űɘɛɏɠ ɔɘŬ əɎɗŮ ɏɜŬ Ŭˊɧ ŰŬ ˊŮŭɑŬ 

subject : jurisdictionLocalityName  (OID: 1.3.6.1.4.1.311.60.2.1.1), 

subject : jurisdictionStateOrProvinceName  (OID: 

1.3.6.1.4.1.311.60.2.1.2), əŬɘ subject : jursidictionCountryName  (OID: 

1.3.6.1.4.1.311.60.2.1.3), ɧŰŬɜ ɏɜŬ ˊɘůŰɞˊɞɘɖŰɘəɧ EV ŮəŭɑŭŮŰŬɘ 

ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ ˊɚɖɟɞűɞɟɑŬ Ŭˊɧ Űɞ ůɡɔəŮəɟɘɛɏɜɞ Incorporating Agency ɐ 

Registration Agency, ŮɛűŬɜɑɕɞɜŰŬɠ Űɖɜ ˊŮɟɘɞɢɐ (ɐ ˊŮɟɘɞɢɏɠ) ŭɘəŬɘɞŭɞůɑŬɠ 

ɧˊɞɡ Űɞ Agency ŮɑɜŬɘ əŬŰɎɚɚɖɚɞ,  

https://publicsuffix.org/


Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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¶ ɇɞ ɘůŰɞɟɘəɧ ŬɚɚŬɔɩɜ ŬɡŰɐɠ Űɖɠ ˊɚɖɟɞűɞɟɑŬɠ, ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ ɏɜŬ ɛɞɜŬŭɘəɧ 

Ŭɟɘɗɛɧ ɏəŭɞůɖɠ əŬɘ ɖɛŮɟɞɛɖɜɑŬ ŭɖɛɞůɑŮɡůɖɠ ɔɘŬ əɎɗŮ ˊɟɞůɗɐəɖ, ŬɚɚŬɔɐ 

ɐ/əŬɘ ŬűŬɑɟŮůɖ Ŭˊɧ Űɖ ůɡɔəŮəɟɘɛɏɜɖ ɚɑůŰŬ. 

3.2.2.7.1 ȺɔəŮəɟɘɛɏɜɖ ȷɜŮɝɎɟŰɖŰɖ Ʉɖɔɐ Ʉɚɖɟɞűɞɟɘɩɜ  

ɀɑŬ ȺɔəŮəɟɘɛɏɜɖ ȷɜŮɝɎɟŰɖŰɖ Ʉɖɔɐ Ʉɚɖɟɞűɞɟɘɩɜ (ȺȷɄɄ) ŮɑɜŬɘ ɛɑŬ ůɡůŰɖɛŬŰɘəɎ 

ŮɜɖɛŮɟɤɛɏɜɖ əŬɘ ŭɖɛɧůɘŬ ŭɘŬɗɏůɘɛɖ ɓɎůɖ ŭŮŭɞɛɏɜɤɜ ˊɞɡ ɔŮɜɘəɎ ŬɜŬɔɜɤɟɑɕŮŰŬɘ ɤɠ 

ŬɝɘɧˊɘůŰɖ ˊɖɔɐ ɓŬůɘəɩɜ ˊɚɖɟɞűɞɟɘɩɜ. ɀɑŬ ɓɎůɖ ŭŮŭɞɛɏɜɤɜ ˊɚɖɟɞɑ Űɘɠ ˊɟɞɦˊɞɗɏůŮɘɠ 

ɤɠ ȺȷɄɄ Ŭɜ ɖ HARICA əŬɗɞɟɑɕŮɘ ɧŰɘ: 

1. Ƀɘ ȺˊɘɢŮɘɟɐůŮɘɠ ŮəŰɧɠ Űɞɡ əɚɎŭɞɡ Űɤɜ ˊɘůŰɞˊɞɘɖŰɘəɩɜ ɓŬůɑɕɞɜŰŬɘ ůŰɖ 

ɓɎůɖ ŭŮŭɞɛɏɜɤɜ ɔɘŬ Űɖɜ Ŭəɟɘɓɐ ŰɞˊɞɗŮůɑŬ, ŰŬ ůŰɞɘɢŮɑŬ ŮˊɘəɞɘɜɤɜɑŬɠ 

əŬɘ ɎɚɚŮɠ ˊɚɖɟɞűɞɟɑŮɠ, əŬɘ 

2. Ƀ ˊɎɟɞɢɞɠ Űɖɠ ɓɎůɖɠ ŭŮŭɞɛɏɜɤɜ ŮɜɖɛŮɟɩɜŮɘ ŰŬ ŭŮŭɞɛɏɜŬ Űɞɡ ůŮ 

ŰɞɡɚɎɢɘůŰɞɜ ŮŰɐůɘŬ ɓɎůɖ. 

 

ȼ HARICA ɢɟɖůɘɛɞˊɞɘŮɑ ɛɑŬ ŰŮəɛɖɟɘɤɛɏɜɖ ŭɘŬŭɘəŬůɑŬ ɔɘŬ ɜŬ ŮɚɏɔɝŮɘ Űɖɜ ŬəɟɑɓŮɘŬ 

Űɖɠ ɓɎůɖɠ ŭŮŭɞɛɏɜɤɜ əŬɘ ŮɝŬůűŬɚɑɕŮɘ ɧŰɘ ŰŬ ŭŮŭɞɛɏɜŬ ŬɡŰɐɠ ŮɑɜŬɘ ŬˊɞŭŮəŰɎ, 

ůɡɛˊŮɟɘɚŬɛɓŬɜɞɛɏɜɞɡ Űɞɡ Ůɚɏɔɢɞɡ Űɤɜ ɧɟɤɜ ɢɟɐůɖɠ Űɞɡ ˊŬɟɧɢɞɡ Űɖɠ ɓɎůɖɠ 

ŭŮŭɞɛɏɜɤɜ. ȼ HARICA ȹȺɁ ɢɟɖůɘɛɞˊɞɘŮɑ əŬɜɏɜŬ ůŰɞɘɢŮɑɞ Űɖɠ ȺȷɄɄ ˊɞɡ ɔɜɤɟɑɕŮɘ 

ɧŰɘ ŮɑɜŬɘ (i) ŬɡŰɞ-ŭɖɚɞɨɛŮɜɞ əŬɘ (ii) ŭŮɜ ɏɢŮɘ ŮˊŬɚɖɗŮɡŰŮɑ Ŭˊɧ Űɖɜ ȺȷɄɄ ɔɘŬ Űɖɜ 

ŬəɟɑɓŮɘɎ Űɞɡ. ȸɎůŮɘɠ ŭŮŭɞɛɏɜɤɜ ůŰɘɠ ɞˊɞɑŮɠ ɖ HARICA ɐ ɞɘ ɘŭɘɞəŰɐŰŮɠ Űɖɠ ɐ 

ɗɡɔŬŰɟɘəɏɠ ŮŰŬɘɟŮɑŮɠ ŭɘŬŰɖɟɞɨɜ ˊɚŮɘɞɣɖűɘəɧ ɏɚŮɔɢɞ, ɐ ůŰɘɠ ɞˊɞɑŮɠ ɞɘ ɧˊɞɘŮɠ ȷɟɢɏɠ 

ȾŬŰŬɢɩɟɖůɖɠ ɐ ɞɘ ɡˊŮɟɔɞɚɎɓɞɘ, ɧˊɞɡ ɖ HARICA ɏɢŮɘ ŬɜŬɗɏůŮɘ ŰɛɐɛŬ Űɖɠ 

ŭɘŬŭɘəŬůɑŬɠ ŮɝɏŰŬůɖɠ (ɐ ɞɘ ɘŭɘɞəŰɐŰŮɠ Űɞɡɠ ɐ ɗɡɔŬŰɟɘəɏɠ ŮŰŬɘɟŮɑŮɠ) ŭɘŬŰɖɟɞɨɜ 

ɞˊɞɘŬŭɐˊɞŰŮ əɡɟɘɧŰɖŰŬ ɐ ɤűɏɚɘɛɞ ůɡɛűɏɟɞɜ, ŭŮɜ ˊɚɖɟɞɨɜ Űɘɠ ˊɟɞɦˊɞɗɏůŮɘɠ ɤɠ 

ȺȷɄɄ. 

3.2.2.7.2 ȺɔəŮəɟɘɛɏɜɖ ȾɟŬŰɘəɐ Ʉɖɔɐ Ʉɚɖɟɞűɞɟɘɩɜ  

ɀɑŬ ȺɔəŮəɟɘɛɏɜɖ ȾɟŬŰɘəɐ Ʉɖɔɐ Ʉɚɖɟɞűɞɟɘɩɜ (ȺȾɄɄ) ŮɑɜŬɘ ɛɑŬ ůɡůŰɖɛŬŰɘəɎ 

ŮɜɖɛŮɟɤɛɏɜɖ əŬɘ ŭɖɛɧůɘŬ ŭɘŬɗɏůɘɛɖ ɓɎůɖ ŭŮŭɞɛɏɜɤɜ ˊɞɡ ɏɢŮɘ ůɢŮŭɘŬůŰŮɑ ɜŬ ˊŬɟɏɢŮɘ 

ɛŮ ŬəɟɑɓŮɘŬ Űɘɠ ˊɚɖɟɞűɞɟɑŮɠ ɔɘŬ Űɘɠ ɞˊɞɑŮɠ əɎˊɞɘɞɠ Űɖ ůɡɛɓɞɡɚŮɨŮŰŬɘ, əŬɘ ɖ ɞˊɞɑŬ 

ŬɜŬɔɜɤɟɑɕŮŰŬɘ ɔŮɜɘəɎ ɤɠ ŬɝɘɧˊɘůŰɖ ˊɖɔɐ ŬɡŰɩɜ Űɤɜ ˊɚɖɟɞűɞɟɘɩɜ ɛŮ Űɖɜ ˊɟɞɦˊɧɗŮůɖ 

ɧŰɘ ůɡɜŰɖɟŮɑŰŬɘ Ŭˊɧ ɏɜŬɜ ȾɟŬŰɘəɧ ūɞɟɏŬ, ɖ ŭɘŬŭɘəŬůɑŬ ŬɜŬűɞɟɎɠ Űɤɜ ŭŮŭɞɛɏɜɤɜ 

ɞɟɑɕŮŰŬɘ Ŭˊɧ Űɞ ɜɧɛɞ əŬɘ ɖ ɣŮɡŭɐ ɐ ˊŬɟŬˊɚŬɜɖŰɘəɐ ŬɜŬűɞɟɎ ŭŮŭɞɛɏɜɤɜ ŰɘɛɤɟŮɑŰŬɘ ɛŮ 

ˊɞɘɜɘəɏɠ ɐ ŬůŰɘəɏɠ əɡɟɩůŮɘɠ. ȼ ɢɟɐůɖ ŰɟɑŰɤɜ ˊɟɞɛɖɗŮɡŰɩɜ ɔɘŬ Űɖɜ ŬˊɧəŰɖůɖ Űɤɜ 

ˊɚɖɟɞűɞɟɘɩɜ Ŭˊɧ Űɞɜ ȾɟŬŰɘəɧ ūɞɟɏŬ ŮˊɘŰɟɏˊŮŰŬɘ, ɡˊɧ Űɖɜ ˊɟɞɦˊɧɗŮůɖ ɧŰɘ ɞ ŰɟɑŰɞɠ 

ˊɟɞɛɖɗŮɡŰɐɠ ɚŬɛɓɎɜŮɘ Űɘɠ ˊɚɖɟɞűɞɟɑŮɠ ŬˊŮɡɗŮɑŬɠ Ŭˊɧ Űɞɜ ȾɟŬŰɘəɧ ūɞɟɏŬ. 

3.2.2.7.3 ȺɔəŮəɟɘɛɏɜɖ ȾɟŬŰɘəɐ Ʉɖɔɐ ūɞɟɞɚɞɔɘəɩɜ ɆŰɞɘɢŮɑɤɜ  

ɀɑŬ ȺɔəŮəɟɘɛɏɜɖ ȾɟŬŰɘəɐ Ʉɖɔɐ ūɞɟɞɚɞɔɘəɩɜ ɆŰɞɘɢŮɑɤɜ ŮɑɜŬɘ ɛɑŬ ȺɔəŮəɟɘɛɏɜɖ 

ȾɟŬŰɘəɐ Ʉɖɔɐ Ʉɚɖɟɞűɞɟɘɩɜ ˊɞɡ ˊŮɟɘɏɢŮɘ űɞɟɞɚɞɔɘəɎ ůŰɞɘɢŮɑŬ ˊɞɡ ůɢŮŰɑɕɞɜŰŬɘ ɛŮ 

ȽŭɘɤŰɘəɞɨɠ ɃɟɔŬɜɘůɛɞɨɠ, ȺˊɘɢŮɘɟɐůŮɘɠ ɐ ūɡůɘəɎ ɄɟɧůɤˊŬ. (ˊ.ɢ. Űɞ TAXIS ůŰɖɜ 

ȺɚɚɎŭŬ, Űɞ IRS ůŰɘɠ ȼ.Ʉ.ȷ.). 

 ȺɔɔɟŬűɏɠ CAA 

ɋɠ ɛɏɟɞɠ Űɖɠ ŭɘŬŭɘəŬůɑŬɠ ɏəŭɞůɖɠ ɄɘůŰɞˊɞɘɖŰɘəɞɨ, ɖ HARICA ɗŬ ɚɎɓŮɘ əŬɘ ɗŬ 

ŮˊŮɝŮɟɔŬůŰŮɑ ŮɔɔɟŬűɏɠ Űɨˊɞɡ CAA, ůɨɛűɤɜŬ ɛŮ Űɖ ŭɘŬŭɘəŬůɑŬ ˊɞɡ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɞ 

RFC 8659, ɔɘŬ əɎɗŮ dNSName ůŰɖɜ ŮˊɏəŰŬůɖ subjectAltName  ŮəŰɧɠ Ŭɜ ˊɟɧəŮɘŰŬɘ 

ɔɘŬ ȳɜɞɛŬ ɉɩɟɞɡ Onion. 
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ɃɟɘůɛɏɜŮɠ ɛɏɗɞŭɞɘ ˊɞɡ ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ ɔɘŬ Űɖɜ ŮˊɘɓŮɓŬɑɤůɖ Űɖɠ əŬŰɞɢɐɠ ɐ Űɞɡ 

Ůɚɏɔɢɞɡ Ůɜɧɠ ɐ ˊŮɟɘůůɧŰŮɟɤɜ ɞɜɞɛɎŰɤɜ ɢɩɟɞɡ Ŭˊɧ Űɞɜ ȷɘŰɞɨɜŰŬ (ɓɚ. ȺɜɧŰɖŰŬ 3.2.2.4) 

ɐ ɛɘŬɠ ɐ ˊŮɟɘůůɧŰŮɟɤɜ ŭɘŮɡɗɨɜůŮɤɜ IP (ɓɚ. ȺɜɧŰɖŰŬ Error! Reference source not 

found.), ɞɘ ɞˊɞɑŮɠ ˊɟɧəŮɘŰŬɘ ɜŬ ůɡɛˊŮɟɘɚɖűɗɞɨɜ ůŮ ˊɘůŰɞˊɞɘɖŰɘəɧ, ŬˊŬɘŰɞɨɜ Űɖɜ 

ŬɜɎəŰɖůɖ əŬɘ ŮˊŮɝŮɟɔŬůɑŬ ŮɔɔɟŬűɩɜ CAA Ŭˊɧ ŬˊɞɛŬəɟɡůɛɏɜŮɠ ȹɘəŰɡŬəɏɠ ɃˊŰɘəɏɠ, 

ˊɟɘɜ Ŭˊɧ Űɖɜ ɏəŭɞůɖ Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ (ɓɚ. ȺɜɧŰɖŰŬ 3.2.2.9). ũɘŬ ɜŬ ŮˊɘɓŮɓŬɘɤɗŮɑ ɖ 

ȾɨɟɘŬ ȹɘəŰɡŬəɐ ɃˊŰɘəɐ, ɖ ŬˊɎɜŰɖůɖ Ůɚɏɔɢɞɡ CAA Ŭˊɧ ɛɘŬ ŬˊɞɛŬəɟɡůɛɏɜɖ ȹɘəŰɡŬəɐ 

ɃˊŰɘəɐ ɗŬ ŮɟɛɖɜŮɨŮŰŬɘ ɤɠ ɎŭŮɘŬ ɔɘŬ ɏəŭɞůɖ, ŬɜŮɝŬɟŰɐŰɤɠ Űɞɡ Ŭɜ ɞɘ ŬˊŬɜŰɐůŮɘɠ əŬɘ 

Űɤɜ ŭɨɞ ɃˊŰɘəɩɜ ŮɑɜŬɘ ˊŬɜɞɛɞɘɧŰɡˊŮɠ ůŮ ŮˊɑˊŮŭɞ byte (byte-for-byte identical). 

Ⱥˊɘˊɚɏɞɜ, ɖ HARICA ɛˊɞɟŮɑ ɜŬ ɗŮɤɟɐůŮɘ Űɖɜ ŬˊɎɜŰɖůɖ Ŭˊɧ ɛɘŬ ŬˊɞɛŬəɟɡůɛɏɜɖ 

ȹɘəŰɡŬəɐ ɃˊŰɘəɐ ɤɠ ŮˊɘɓŮɓŬɘɤŰɘəɐ, Ůűɧůɞɜ ɛɑŬ ɐ əŬɘ ɞɘ ŭɨɞ ɃˊŰɘəɏɠ ŬɜŰɘɛŮŰɤˊɑůɞɡɜ 

ŮˊɘŰɟŮˊŰɐ ŬˊɞŰɡɢɑŬ ŬɜɎəŰɖůɖɠ ŮɔɔɟŬűɐɠ CAA, ɧˊɤɠ ɞɟɑɕŮŰŬɘ ůŮ ŬɡŰɐ Űɖɜ ŮɜɧŰɖŰŬ. 

ȳŰŬɜ ɖ HARICA ŮˊŮɝŮɟɔɎɕŮŰŬɘ ɛɑŬ ŮɔɔɟŬűɐ CAA, ɗŬ ŮˊŮɝŮɟɔɎɕŮŰŬɘ ŰŬ property tags 

ñissue ò, ñissuewild ò əŬɘ ñiodef ò ɧˊɤɠ ɞɟɑɕŮŰŬɘ ůŰɞ RFC 8659, əŬɘ ɗŬ 

ŮˊŮɝŮɟɔɎɕŮŰŬɘ Űɞ property tag ñissuemailò ɧˊɤɠ ɞɟɑɕŮŰŬɘ ůŰɞ RFC 9495 ŬɚɚɎ ŭŮɜ 

ɡˊɞɢɟŮɞɨŰŬɘ ɜŬ ˊɟɞɢɤɟɎ ůŮ ŮɜɏɟɔŮɘŮɠ ɛŮ ɓɎůɖ Űɞ property tag ñiodef ò. ȺˊɘˊɟɧůɗŮŰŬ 
property tags ɀɄɃɅȺȽ ɜŬ ɡˊɞůŰɖɟɑɕɞɜŰŬɘ ŬɚɚɎ ŭŮ ɗŬ ŬɜŰɘəɟɞɨɞɜŰŬɘ ɛŮ ŰŬ 

ɡˊɞɢɟŮɤŰɘəɎ property tags ɐ ɗŬ ŰŬ ŬɜŰɘəŬɗɘůŰɞɨɜ ɧˊɤɠ ɞɟɑɕŮŰŬɘ ůŮ ŬɡŰɧ Űɞ ɏɔɔɟŬűɞ. 

ȼ HARICA ɗŬ ůɏɓŮŰŬɘ Űɞ flag ñcriticalò ůŰɖɜ ŮɔɔɟŬűɐ CAA əŬɘ ŭŮɜ ɗŬ ŮəŭɑŭŮɘ 

ˊɘůŰɞˊɞɘɖŰɘəɧ Ŭɜ ŭŮɜ ɔɜɤɟɑɕŮɘ ˊɩɠ ɜŬ ɢŮɘɟɘůŰŮɑ ɏɜŬ property tag ˊɞɡ ɗŬ ɏɢŮɘ Űɞ 

ůɡɔəŮəɟɘɛɏɜɞ flag.  

ȷɜ ɖ HARICA ŮəŭɩůŮɘ, ɗŬ Űɞ əɎɜŮɘ ɛɏůŬ ůŰɖ ŭɘɎɟəŮɘŬ ɕɤɐɠ (TTL) Űɞɡ ˊŮŭɑɞɡ CAA, 

ɐ ůŮ 8 ɩɟŮɠ, ɧˊɞɘɞ ŮɑɜŬɘ ɛŮɔŬɚɨŰŮɟɞ. ȷɡŰɐ ɖ ˊɟɞɦˊɧɗŮůɖ ŭŮɜ ŮɛˊɞŭɑɕŮɘ Űɖ HARICA 

Ŭˊɧ Űɞ ɜŬ ŮɚɏɔɢŮɘ Űɘɠ ŮɔɔɟŬűɏɠ CAA ɞˊɞɘŬŭɐˊɞŰŮ Ɏɚɚɖ ůŰɘɔɛɐ. 

ȼ HARICA ɀɄɃɅȺȽ ɜŬ ŬɜŰɘɛŮŰɤˊɑɕŮɘ ɏɜŬ CAA RR set ˊɞɡ ŭŮɜ ŮɑɜŬɘ əŮɜɧ əŬɘ Űɞ 

ɞˊɞɑɞ ŭŮɜ ˊŮɟɘɚŬɛɓɎɜŮɘ əŬɜɏɜŬ Ůɑŭɞɠ property tag Űɞɡ Űɨˊɞɡ  ñissue ò (əŬɘ Ůˊɑůɖɠ ŭŮɜ 
ˊŮɟɘɚŬɛɓɎɜŮɘ property tags ñissuewild ò ɧŰŬɜ ɔɑɜŮŰŬɘ ɏɚŮɔɢɞɠ CAA ɔɘŬ ȳɜɞɛŬ 

ɉɩɟɞɡ ɀˊŬɚŬɜŰɏɟ) ɤɠ ɎŭŮɘŬ ɔɘŬ ɜŬ ŮəŭɩůŮɘ, ŭŮŭɞɛɏɜɞɡ ɧŰɘ ɎɚɚŮɠ ŮɔɔɟŬűɏɠ ůŰɞ CAA 

RR set ŭŮɜ ŬˊŬɔɞɟŮɨɞɡɜ Űɖɜ ɏəŭɞůɖ. 

Ƀ ɏɚŮɔɢɞɠ Űɞɡ CAA ŮɑɜŬɘ ˊɟɞŬɘɟŮŰɘəɧɠ: 

¶ ɔɘŬ ˊɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ ŰŬ ɞˊɞɑŬ ɏɢɞɡɜ ŮəŭɞɗŮɑ pre-certificates ůɨɛűɤɜŬ ɛŮ Űɖ 

ȹɘŬűɎɜŮɘŬ ɄɘůŰɞˊɞɘɖŰɘəɩɜ əŬɘ ŮɑɜŬɘ əŬŰŬɔŮɔɟŬɛɛɏɜŬ ůŮ ŭɨɞ ŰɞɡɚɎɢɘůŰɞɜ 

ŭɖɛɧůɘŬ ˊɟɞůɓɎůɘɛɞɡɠ ŮɝɡˊɖɟŮŰɖŰɏɠ əŬŰŬɔɟŬűɐɠ CT, ɔɘŬ ŰŬ ɞˊɞɑŬ ɏɢŮɘ 

ˊɟŬɔɛŬŰɞˊɞɘɖɗŮɑ ɞ ɏɚŮɔɢɞɠ CAA  

¶ ɔɘŬ ́ ɘůŰɞˊɞɘɖŰɘəɎ ́ ɞɡ ɏɢɞɡɜ ŮəŭɞɗŮɑ Ŭˊɧ ɛɑŬ ɇŮɢɜɘəɎ ɄŮɟɘɞɟɘůɛɏɜɖ ȺɜŭɘɎɛŮůɖ 

ȷɄ ɧˊɤɠ əŬŰŬɔɟɎűŮŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 7.1.5, ɧˊɞɡ ɖ ɛɖ ɡˊɞɢɟɏɤůɖ Ůɚɏɔɢɞɡ 

CAA ɞɟɑɕŮŰŬɘ ɟɖŰɎ ůŮ ůɡɛűɤɜɖŰɘəɧ ɛŮ Űɞɜ ȷɘŰɞɨɜŰŬ. 

 ȺˊɘɓŮɓŬɑɤůɖ Ȱəŭɞůɖɠ Ŭˊɧ ɄɞɚɚŬˊɚɏɠ ɃˊŰɘəɏɠ (Multi-Perspective 

Issuance Corroboration) 

ȼ ȺˊɘɓŮɓŬɑɤůɖ Ȱəŭɞůɖɠ Ŭˊɧ ɄɞɚɚŬˊɚɏɠ ɃˊŰɘəɏɠ ŮˊɘɢŮɘɟŮɑ ɜŬ ŮˊɘɓŮɓŬɘɩůŮɘ Űɘɠ 

ŭɘŬˊɘůŰɩůŮɘɠ (ŭɖɚŬŭɐ, ŮˊɘŰɡɢɐɠ/ŬɜŮˊɘŰɡɢɐɠ ŮˊɘɓŮɓŬɑɤůɖ ɞɜɧɛŬŰɞɠ ɢɩɟɞɡ, 

ɎŭŮɘŬ/ŬˊŬɔɧɟŮɡůɖ ɛɏůɤ CAA) ˊɞɡ ɏɔɘɜŬɜ Ŭˊɧ Űɖɜ ȾɨɟɘŬ ɃˊŰɘəɐ ȹɘəŰɨɞɡ (Primary 

Network Perspective), ɛɏůɤ ˊɞɚɚŬˊɚɩɜ ŬˊɞɛŬəɟɡůɛɏɜɤɜ ɃˊŰɘəɩɜ ȹɘəŰɨɞɡ, ˊɟɘɜ Ŭˊɧ 

Űɖɜ ɏəŭɞůɖ ɄɘůŰɞˊɞɘɖŰɘəɞɨ. ȷɡŰɐ ɖ ŭɘŬŭɘəŬůɑŬ ɛˊɞɟŮɑ ɜŬ ŮɜɘůɢɨůŮɘ Űɖɜ ˊɟɞůŰŬůɑŬ 

ɏɜŬɜŰɘ ŮˊɘɗɏůŮɤɜ ɐ ˊŮɘɟŬŰŮɑŬɠ (hijacking) BGP ɑŭɘɞɡ Ůˊɘˊɏŭɞɡ ˊɟɞɗɏɛŬŰɞɠ (equally-

specific prefix). 
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ȼ HARICA ɛˊɞɟŮɑ ɜŬ ɢɟɖůɘɛɞˊɞɘŮɑ ŮɑŰŮ Űɞ ɑŭɘɞ ŮɑŰŮ ŭɘŬűɞɟŮŰɘəɎ ůɨɜɞɚŬ ɃˊŰɘəɩɜ 

ȹɘəŰɨɞɡ əŬŰɎ Űɖɜ ŮəŰɏɚŮůɖ ȺˊɘɓŮɓŬɑɤůɖɠ Ȱəŭɞůɖɠ Ŭˊɧ ɄɞɚɚŬˊɚɏɠ ɃˊŰɘəɏɠ ɔɘŬ 1) 

ȺɝɞɡůɘɞŭɧŰɖůɖ ɐ ȰɚŮɔɢɞ ɃɜɧɛŬŰɞɠ ɉɩɟɞɡ əŬɘ 2) ɏɚŮɔɢɞ ȺɔɔɟŬűɩɜ CAA. 

 

ɇɞ ůɨɜɞɚɞ Űɤɜ ŬˊɞəɟɑůŮɤɜ Ŭˊɧ Űɘɠ ɃˊŰɘəɏɠ ȹɘəŰɨɞɡ ůŰɘɠ ɞˊɞɑŮɠ ɓŬůɑɕŮŰŬɘ ɖ HARICA 

ɗŬ Űɖɠ ˊŬɟɏɢŮɘ Űɘɠ ŬˊŬɟŬɑŰɖŰŮɠ ˊɚɖɟɞűɞɟɑŮɠ ɩůŰŮ ɜŬ ŮˊɘɓŮɓŬɘɩůŮɘ: 

a. ɇɖɜ ˊŬɟɞɡůɑŬ Űɤɜ ˊŬɟŬəɎŰɤ ŬɜŬɛŮɜɧɛŮɜɤɜ ůŰɞɘɢŮɑɤɜ 

i. ɇɡɢŬɑŬ ɇɘɛɐ 

ii. ɇŮəɛɐɟɘɞ ȷɘŰɐɛŬŰɞɠ 

iii.  ȹɘŮɨɗɡɜůɖ IP, ɐ 

iv. ȹɘŮɨɗɡɜůɖ ȺˊɘəɞɘɜɤɜɑŬɠ 

ɧˊɤɠ ŬˊŬɘŰŮɑŰŬɘ Ŭˊɧ Űɖ ɛɏɗɞŭɞ ŮˊŬɚɐɗŮɡůɖɠ ˊɞɡ ɞɟɑɕŮŰŬɘ ůŰɘɠ 

ȺɜɧŰɖŰŮɠ 3.2.2.4 əŬɘ 3.2.2.5 əŬɘ 

b. ɇɖɜ ŭɘəŬɘɞŭɞůɑŬ Űɖɠ HARICA ɜŬ ŮəŭɩůŮɘ ˊɘůŰɞˊɞɘɖŰɘəɧ ɔɘŬ ŰŬ ɕɖŰɞɨɛŮɜŬ 

ɞɜɧɛŬŰŬ ɢɩɟɞɡ, ɧˊɤɠ ɞɟɑɕŮŰŬɘ ůŰɖɜ ȺɜɧŰɖŰŬ 3.2.2.8. 

 

Ƀɘ ȺɜɧŰɖŰŮɠ 3.2.2.4 əŬɘ 3.2.2.5 ́ ŮɟɘɔɟɎűɞɡɜ Űɘɠ ɛŮɗɧŭɞɡɠ ŮˊɘɓŮɓŬɑɤůɖɠ ́ ɞɡ ŬˊŬɘŰɞɨɜ 

Űɖ ɢɟɐůɖ ȺˊɘɓŮɓŬɑɤůɖɠ ɄɞɚɚŬˊɚɩɜ ɃˊŰɘəɩɜ əŬɘ Űɞ ˊɩɠ ɛɘŬ ɃˊŰɘəɐ ȹɘəŰɨɞɡ ɛˊɞɟŮɑ 

ɜŬ ŮˊɘɓŮɓŬɘɩůŮɘ ŰŬ ŬˊɞŰŮɚɏůɛŬŰŬ Űɖɠ ȾɨɟɘŬɠ ɃˊŰɘəɐɠ. 

 

ȷˊɞŰŮɚɏůɛŬŰŬ ɐ ˊɚɖɟɞűɞɟɑŮɠ ˊɞɡ ɚŬɛɓɎɜɞɜŰŬɘ Ŭˊɧ ɛɑŬ ɃˊŰɘəɐ ȹɘəŰɨɞɡ ŭŮ ɗŬ 

ŮˊŬɜŬɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ ɐ ŬˊɞɗɖəŮɨɞɜŰŬɘ ˊɟɞůɤɟɘɜɎ (cached) əŬŰɎ Űɖɜ ŮəŰɏɚŮůɖ 

ŮˊɘɓŮɓŬɑɤůɖɠ Ŭˊɧ ŮˊɧɛŮɜŮɠ ɃˊŰɘəɏɠ ȹɘəŰɨɞɡ (ˊ.ɢ. ŭɘŬűɞɟŮŰɘəɏɠ ɃˊŰɘəɏɠ ȹɘəŰɨɞɡ ŭŮɜ 

ɛˊɞɟɞɨɜ ɜŬ ɓŬůɑɕɞɜŰŬɘ ůŮ əɞɘɜɐ ɛɜɐɛɖ cache DNS ɔɘŬ ɜŬ ŬˊɞŰɟŬˊŮɑ ˊɘɗŬɜɐ ŮˊɑɗŮůɖ 

Űɨˊɞɡ DNS poisoning Ŭˊɧ əŬəɧɓɞɡɚɞ ɎŰɞɛɞ ˊɞɡ ŮɚɏɔɢŮɘ Űɖɜ əɡəɚɞűɞɟɑŬ ɛɘŬɠ 

ɃˊŰɘəɐɠ). ȼ ɡˊɞŭɞɛɐ ŭɘəŰɨɞɡ ˊɞɡ ˊŬɟɏɢŮɘ ˊɟɧůɓŬůɖ ůŰɞ ȹɘŬŭɑəŰɡɞ ɔɘŬ ɛɘŬ ɃˊŰɘəɐ 

ɛˊɞɟŮɑ ɜŬ ɓɟɑůəŮŰŬɘ ɡˊɧ Űɖ ŭɘŬɢŮɑɟɘůɖ Űɞɡ ɑŭɘɡɞ ɞɟɔŬɜɘůɛɞɨ ˊɞɡ ˊɟɞůűɏɟŮɘ Űɘɠ 

ɡˊɞɚɞɔɘůŰɘəɏɠ ɡˊɖɟŮůɑŮɠ Űɖɠ ɃˊŰɘəɐɠ. ȳɚŮɠ ɞɘ ŮˊɘəɞɘɜɤɜɑŮɠ ɛŮŰŬɝɨ ŬˊɞɛŬəɟɡůɛɏɜɖɠ 

ɃˊŰɘəɐɠ ȹɘəŰɨɞɡ əŬɘ HARICA ɗŬ ˊɟŬɔɛŬŰɞˊɞɘɞɨɜŰŬɘ ɛɏůɤ ˊɘůŰɞˊɞɘɖɛɏɜɞɡ əŬɘ 

əɟɡˊŰɞɔɟŬűɖɛɏɜɞɡ əŬɜŬɚɘɞɨ ɛŮ ɢɟɐůɖ ůɨɔɢɟɞɜɤɜ ˊɟɤŰɞəɧɚɚɤɜ (ˊ.ɢ. HTTPS). 

 

ɀɘŬ ɃˊŰɘəɐ ȹɘəŰɨɞɡ ɛˊɞɟŮɑ ɜŬ ɢɟɖůɘɛɞˊɞɘŮɑ recursive DNS resolver ˊɞɡ ŭŮɜ 

űɘɚɞɝŮɜŮɑŰŬɘ ůŰɖɜ ɑŭɘŬ Űɖɜ ɃˊŰɘəɐ ȹɘəŰɨɞɡ. ɋůŰɧůɞ, ɞ resolver ɗŬ ́ ɟɏˊŮɘ ɜŬ ɓɟɑůəŮŰŬɘ 

ůŰɖɜ ɑŭɘŬ ɔŮɤɔɟŬűɘəɐ ˊŮɟɘɞɢɐ ŮɝɡˊɖɟɏŰɖůɖɠ (Regional Internet Registry) ɛŮ Űɖɜ 

ɃˊŰɘəɐ ȹɘəŰɨɞɡ. Ⱥˊɘˊɚɏɞɜ, ɔɘŬ əɎɗŮ ɕŮɨɔɞɠ DNS resolver ůŮ ɛɘŬ ˊɟɞůˊɎɗŮɘŬ 

ȺˊɘɓŮɓŬɑɤůɖɠ ɄɞɚɚŬˊɚɩɜ ɃˊŰɘəɩɜ, ɖ ŮɡɗŮɑŬ ŬˊɧůŰŬůɖ ɛŮŰŬɝɨ Űɞɡɠ ɗŬ ˊɟɏˊŮɘ ɜŬ 

ŮɑɜŬɘ ŰɞɡɚɎɢɘůŰɞɜ 500 ɢɚɛ. ȼ ɗɏůɖ Ůɜɧɠ resolver əŬɗɞɟɑɕŮŰŬɘ Ŭˊɧ Űɞ ůɖɛŮɑɞ ˊɞɡ ŰŬ ɛɖ-

ŮɜɗɡɚŬəɤɛɏɜŬ (unencapsulated) ŮɝŮɟɢɧɛŮɜŬ ŬɘŰɐɛŬŰŬ DNS ˊŬɟŬŭɑŭɞɜŰŬɘ, əŬŰɎ əɨɟɘɞ 

ɚɧɔɞ, ůŰɖɜ ɡˊɞŭɞɛɐ ŭɘəŰɨɞɡ ˊŬɟɏɢɞɜŰŬɠ ůɡɜŭŮůɘɛɧŰɖŰŬ ůŮ ŬɡŰɞɨɠ Űɞɡɠ DNS resolvers 

ˊɟɞɠ Űɞ ȹɘŬŭɑəŰɡɞ. 

 

ȼ HARICA ɛˊɞɟŮɑ ɜŬ ŮˊŬɜŬɚɎɓŮɘ Ŭɛɏůɤɠ Űɖ ŭɘŬŭɘəŬůɑŬ ȺˊɘɓŮɓŬɑɤůɖɠ ɄɞɚɚŬˊɚɩɜ 

ɃˊŰɘəɩɜ ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ ŮɑŰŮ Űɖɜ ɑŭɘŬ ŮɑŰŮ ŮɜŬɚɚŬəŰɘəɐ ɛɏɗɞŭɞ (ˊ.ɢ. ɜŬ ŮˊɘɢŮɘɟɐůŮɘ 

"Email to DNS TXT Contact" ŮɎɜ ɖ ɛɏɗɞŭɞɠ "Agreed-Upon Change to Website ï 

ACME" ŬˊɞŰɨɢŮɘ). ɆŮ ˊŮɟɑˊŰɤůɖ ŮˊŬɜɎɚɖɣɖɠ, ɖ HARICA ŭŮ ɗŬ ɓŬůɑɕŮŰŬɘ ůŮ 

ˊɟɞɖɔɞɨɛŮɜŬ ŬˊɞŰŮɚɏůɛŬŰŬ ŮˊɘɓŮɓŬɑɤůɖɠ. ȹŮɜ ɡˊɎɟɢŮɘ ˊŮɟɘɞɟɘůɛɧɠ ɤɠ ˊɟɞɠ Űɞɜ 

Ŭɟɘɗɛɧ Űɤɜ ŮˊŬɚɖɗŮɨůŮɤɜ ˊɞɡ ɛˊɞɟŮɑ ɜŬ ˊɟŬɔɛŬŰɞˊɞɘɖɗɞɨɜ ŮɜŰɧɠ ɞˊɞɘɞɡŭɐˊɞŰŮ 

ɢɟɞɜɘəɞɨ ŭɘŬůŰɐɛŬŰɞɠ. 
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Ƀ ɄɑɜŬəŬɠ "ȷˊŬɘŰɐůŮɘɠ Quorum" ˊŮɟɘɔɟɎűŮɘ Űɘɠ ŬˊŬɘŰɐůŮɘɠ ůɢŮŰɘəɎ ɛŮ Űɖɜ 

ȺˊɘɓŮɓŬɑɤůɖ Ŭˊɧ ɄɞɚɚŬˊɚɏɠ ɃˊŰɘəɏɠ. ȷɜ ɖ HARICA ŭŮɜ ɓŬůɑɕŮŰŬɘ ůŰɞ ɑŭɘɞ ůɨɜɞɚɞ 

ɃˊŰɘəɩɜ ɔɘŬ ŮɝɞɡůɘɞŭɧŰɖůɖ ɐ ɏɚŮɔɢɞ ɃɜɧɛŬŰɞɠ ɉɩɟɞɡ əŬɘ Ůɚɏɔɢɞɡ CAA, ŰɧŰŮ ɞɘ 

ŬˊŬɘŰɐůŮɘɠ ɗŬ ˊɚɖɟɞɨɜŰŬɘ əŬɘ ɔɘŬ ŰŬ ŭɨɞ ůɨɜɞɚŬ. Ƀɘ ɃˊŰɘəɏɠ ɗŮɤɟɞɨɜŰŬɘ ŭɘŬəɟɘŰɏɠ 

ɧŰŬɜ ɖ ŮɡɗŮɑŬ ŬˊɧůŰŬůɐ Űɞɡɠ ŮɑɜŬɘ ŰɞɡɚɎɢɘůŰɞɜ 500 ɢɚɛ.. ŪŮɤɟɞɨɜŰŬɘ 

«ŬˊɞɛŬəɟɡůɛɏɜŮɠ», ɧŰŬɜ ŮɑɜŬɘ ŭɘŬəɟɘŰɏɠ Ŭˊɧ Űɖɜ ȾɨɟɘŬ əŬɘ Ŭˊɧ Űɘɠ ɎɚɚŮɠ ɃˊŰɘəɏɠ. 

 

ȼ HARICA ɛˊɞɟŮɑ ɜŬ ŮˊŬɜŬɢɟɖůɘɛɞˊɞɘɐůŮɘ ŮˊɘɓŮɓŬɘɤɛɏɜŬ ŭŮŭɞɛɏɜŬ ɔɘŬ 

ůɡɛɛɧɟűɤůɖ CAA ɏɤɠ əŬɘ 398 ɖɛɏɟŮɠ. ɀŮŰɎ Űɖɜ ɏəŭɞůɖ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ůŮ ɏɜŬ 

ȳɜɞɛŬ ɉɩɟɞɡ, ɞɘ ŬˊɞɛŬəɟɡůɛɏɜŮɠ ɃˊŰɘəɏɠ ɛˊɞɟɞɨɜ ɜŬ ˊŬɟŬɚŮɑɣɞɡɜ Űɞɜ ɏɚŮɔɢɞ CAA 

ɔɘŬ Űɞ ɑŭɘɞ ȳɜɞɛŬ ɉɩɟɞɡ ɐ ɡˊɞəŮɑɛŮɜŬ ɃɜɧɛŬŰŬ ɉɩɟɞɡ (subdomains) ůŮ ɜɏŮɠ 

ŬɘŰɐůŮɘɠ ɄɘůŰɞˊɞɘɖŰɘəɞɨ Ŭˊɧ Űɞɜ ɑŭɘɞ ȷɘŰɞɨɜŰŬ ɏɤɠ əŬɘ 398 ɖɛɏɟŮɠ. 

 

ɄɑɜŬəŬɠ 1 ȷˊŬɘŰɐůŮɘɠ Quorum 

ȹɘŬəɟɘŰɏɠ ȷˊɞɛŬəɟɡůɛɏɜŮɠ ɃˊŰɘəɏɠ ȺˊɘŰɟŮˊɧɛŮɜŮɠ ɀɖ-ȺˊɘɓŮɓŬɘɩůŮɘɠ 

2-5 1 

6+ 2 

 

ȷˊɞɛŬəɟɡůɛɏɜŮɠ ɃˊŰɘəɏɠ ˊɞɡ ŮəŰŮɚɞɨɜ ȺˊɘɓŮɓŬɑɤůɖ Ȱəŭɞůɖɠ Ŭˊɧ ɄɞɚɚŬˊɚɏɠ 

ɃˊŰɘəɏɠ: 

 

ɄɅȺɄȺȽ (MUST): 

¶ Network Hardening 

o ɁŬ ɓŬůɑɕɞɜŰŬɘ ůŮ ŭɑəŰɡŬ (ˊ.ɢ. ɄŬɟɧɢɞɡɠ ɈˊɖɟŮůɘɩɜ ȹɘŬŭɘəŰɨɞɡ ɐ ȹɑəŰɡŬ 
ɄŬɟɧɢɤɜ Cloud Ɉˊɞŭɞɛɐɠ) ŰŬ ɞˊɞɑŬ ŮűŬɟɛɧɕɞɡɜ ɛɏŰɟŬ ɔɘŬ Űɖ ɛŮɑɤůɖ 

ˊɟɞɓɚɖɛŬŰɘəɩɜ ˊŮɟɘůŰŬŰɘəɩɜ ŭɟɞɛɞɚɧɔɖůɖɠ BGP ůŰɞ ˊŬɔəɧůɛɘɞ ůɨůŰɖɛŬ 

ŭɟɞɛɞɚɧɔɖůɖɠ ȹɘŬŭɘəŰɨɞɡ ˊŬɟɏɢɞɜŰŬɠ ůɡɜŭŮůɘɛɧŰɖŰŬ ůŰɞ ȹɘŬŭɑəŰɡɞ ɔɘŬ 

Űɖɜ ɃˊŰɘəɐ ȹɘəŰɨɞɡ. 

 

 

ɄɅɃɇȺȽɁȺɇȷȽ (SHOULD):  

¶ ȷˊŬɘŰɐůŮɘɠ ȺɔəŬŰɎůŰŬůɖɠ əŬɘ ɄŬɟɧɢɤɜ ɈˊɖɟŮůɘɩɜ 

o ɁŬ űɘɚɞɝŮɜɞɨɜŰŬɘ ůŮ ŮɔəŬŰŬůŰɎůŮɘɠ ˊɘůŰɞˊɞɘɖɛɏɜŮɠ əŬŰɎ ISO/IEC 27001 ɐ 
ůŮ ŬɜŰɑůŰɞɘɢɞ ˊɚŬɑůɘɞ ŬůűɎɚŮɘŬɠ, ɛŮ ŬɜŮɝɎɟŰɖŰɞ ɏɚŮɔɢɞ əŬɘ ˊɘůŰɞˊɞɑɖůɖ ɐ 

ůɢŮŰɘəɐ ŬɜŬűɞɟɎ. 

o ɁŬ ɓŬůɑɕɞɜŰŬɘ ůŮ ɡˊɖɟŮůɑŮɠ ˊɞɡ əŬɚɨˊŰɞɜŰŬɘ Ŭˊɧ ɛɑŬ Ŭˊɧ Űɘɠ ŬəɧɚɞɡɗŮɠ 
ŬɜŬűɞɟɏɠ: SOC 2, ISAE 3000, ENISA 715, FedRAMP Moderate, C5:2020, 

CSA STAR CCM ɐ ɘůɞŭɨɜŬɛɞ ˊɚŬɑůɘɞ ɡˊɖɟŮůɘɩɜ ɛŮ ŬɜŮɝɎɟŰɖŰɞ ɏɚŮɔɢɞ 

əŬɘ ˊɘůŰɞˊɞɑɖůɖ ɐ ůɢŮŰɘəɐ ŬɜŬűɞɟɎ. 

¶ ȺɜŰɞˊɘůɛɧɠ ȺɡˊŬɗŮɘɩɜ əŬɘ ȹɘŬɢŮɑɟɘůɖ ȺɜɖɛŮɟɩůŮɤɜ (Patch Management) 

o ɁŬ ŮűŬɟɛɧɕɞɡɜ Ůɚɏɔɢɞɡɠ ŮɜŰɞˊɘůɛɞɨ əŬɘ ŬˊɞŰɟɞˊɐɠ Ůɘůɓɞɚɩɜ ɔɘŬ Űɖɜ 

ˊɟɞůŰŬůɑŬ ŮɜɎɜŰɘŬ ůŮ əɞɘɜɏɠ ŬˊŮɘɚɏɠ ůŮ ŭɑəŰɡŬ əŬɘ ůɡůŰɐɛŬŰŬ. 

o ɁŬ ŰŮəɛɖɟɘɩɜɞɡɜ əŬɘ ɜŬ Ŭəɞɚɞɡɗɞɨɜ ŭɘŬŭɘəŬůɑŬ ŬɜŰɘɛŮŰɩˊɘůɖɠ ŮɡˊŬɗŮɘɩɜ 

ˊɞɡ ɜŬ əŬɚɨˊŰŮɘ ŮɜŰɞˊɘůɛɧ, Ŭɝɘɞɚɧɔɖůɖ, ŬɜŰŬˊɧəɟɘůɖ əŬɘ ŬˊɞəŬŰɎůŰŬůɖ 

ŮɡˊŬɗŮɘɩɜ. 

o ɁŬ ɡˊɞɓɎɚɚɞɜŰŬɘ ɐ ɜŬ ŮəŰŮɚɞɨɜ ɏɚŮɔɢɞ ŮɡˊŬɗŮɘɩɜ (Vulnerability Scan) 

ŰɞɡɚɎɢɘůŰɞɜ əɎɗŮ ŰɟŮɘɠ (3) ɛɐɜŮɠ. 
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o ɁŬ ɡˊɞɓɎɚɚɞɜŰŬɘ ůŮ ɏɚŮɔɢɞ ŭɘŮɑůŭɡůɖɠ (Penetration Test) ŰɞɡɚɎɢɘůŰɞɜ 

ŮŰɖůɑɤɠ. 

o ɁŬ ŮűŬɟɛɧɕɞɡɜ Űɘɠ ˊɟɞŰŮɘɜɧɛŮɜŮɠ ŮɜɖɛŮɟɩůŮɘɠ ŬůűŬɚŮɑŬɠ ŮɜŰɧɠ ɏɝɘ (6) 

ɛɖɜɩɜ Ŭˊɧ Űɖ ŭɘŬɗŮůɘɛɧŰɖŰɎ Űɞɡɠ, ŮəŰɧɠ Ŭɜ ɖ HARICA ŰŮəɛɖɟɘɩůŮɘ ɧŰɘ ɖ 

Ůɜɖɛɏɟɤůɖ ˊɟɞəŬɚŮɑ ˊɟɧůɗŮŰŮɠ ŮɡˊɎɗŮɘŮɠ ɐ ŬůŰɎɗŮɘŬ ˊɞɡ ɡˊŮɟɓŬɑɜɞɡɜ ŰŬ 

ɞűɏɚɖ Űɖɠ ŮűŬɟɛɞɔɐɠ Űɖɠ. 

¶ System Hardening 

o ɁŬ ŬˊŮɜŮɟɔɞˊɞɘɞɨɜ ɧɚɞɡɠ Űɞɡɠ ɚɞɔŬɟɘŬůɛɞɨɠ, ŮűŬɟɛɞɔɏɠ, ɡˊɖɟŮůɑŮɠ, 
ˊɟɤŰɧəɞɚɚŬ əŬɘ ɗɨɟŮɠ ˊɞɡ ŭŮɜ ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ. 

o ɁŬ ŮűŬɟɛɧɕɞɡɜ ȰɚŮɔɢɞ ɇŬɡŰɧŰɖŰŬɠ Ʉɞɚɚɩɜ ɄŬɟŬɔɧɜŰɤɜ (MFA) ɔɘŬ ɧɚɞɡɠ 

Űɞɡɠ ɚɞɔŬɟɘŬůɛɞɨɠ ɢɟɖůŰɩɜ. 

¶ Network Hardening 

o ɁŬ ɟɡɗɛɑɕɞɡɜ əɎɗŮ ɛɖɢŬɜɘůɛɧ Ůɚɏɔɢɞɡ ɞɟɑɞɡ ŭɘəŰɨɞɡ (firewall, switch, 

router, gateway ɐ Ɏɚɚɖ ůɡůəŮɡɐ/ůɨůŰɖɛŬ Ůɚɏɔɢɞɡ) ɛŮ əŬɜɧɜŮɠ ˊɞɡ 

ŮˊɘŰɟɏˊɞɡɜ ɛɧɜɞ ɡˊɖɟŮůɑŮɠ, ˊɟɤŰɧəɞɚɚŬ, ɗɨɟŮɠ əŬɘ ŮˊɘəɞɘɜɤɜɑŮɠ ˊɞɡ 

əɟɑɜɞɜŰŬɘ ŬˊŬɟŬɑŰɖŰŬ ɔɘŬ Űɖ ɚŮɘŰɞɡɟɔɑŬ Űɞɡɠ. 

o ɁŬ ɓŬůɑɕɞɜŰŬɘ ůŮ ŭɑəŰɡŬ (ˊ.ɢ. ISP) ˊɞɡ: 1) ɢɟɖůɘɛɞˊɞɘɞɨɜ ɛɖɢŬɜɘůɛɞɨɠ 

ɓŬůɘůɛɏɜɞɡɠ ůŰɞ Secure Inter-Domain Routing (RFC 6480), ɧˊɤɠ BGP 

Prefix Origin Validation (RFC 6811), 2) ɢɟɖůɘɛɞˊɞɘɞɨɜ Ɏɚɚɞɡɠ 

ɛɖɢŬɜɘůɛɞɨɠ ˊɟɧɚɖɣɖɠ ŭɘŬɟɟɞɩɜ ŭɟɞɛɞɚɧɔɖůɖɠ ŮəŰɧɠ RPKI (ɧˊɤɠ RFC 

9234), ŮűŬɟɛɧɕɞɡɜ Űɘɠ ŰɟɏɢɞɡůŮɠ ɓɏɚŰɘůŰŮɠ ˊɟŬəŰɘəɏɠ ɧˊɤɠ ˊŮɟɘɔɟɎűɞɜŰŬɘ 

ůŰɞ BCP 194. ɆɡɜɘůŰɎŰŬɘ, ŬɚɚɎ ȹȺɁ ȷɄȷȽɇȺȽɇȷȽ, ɡˊɧ əŬɜɞɜɘəɏɠ 

ůɡɜɗɐəŮɠ ɚŮɘŰɞɡɟɔɑŬɠ, ɞɘ ɃˊŰɘəɏɠ ȹɘəŰɨɞɡ ˊɞɡ ŮəŰŮɚɞɨɜ ȺˊɘɓŮɓŬɑɤůɖ 

Ȱəŭɞůɖɠ Ŭˊɧ ɄɞɚɚŬˊɚɏɠ ɃˊŰɘəɏɠ ɜŬ ŭɟɞɛɞɚɞɔɞɨɜ ɧɚɖ Űɖɜ ȹɘŬŭɘəŰɡŬəɐ 

əɑɜɖůɖ ɛɏůɤ ŭɘəŰɨɤɜ ˊɞɡ űɘɚŰɟɎɟɞɡɜ RPKI-invalid BGP ŭɘŬŭɟɞɛɏɠ ɧˊɤɠ 

ɞɟɑɕŮŰŬɘ ůŰɞ RFC 6811. 

 

ɄɏɟŬɜ Űɤɜ ˊŬɟŬˊɎɜɤ, ŰŬ ɡˊɞɚɞɔɘůŰɘəɎ ůɡůŰɐɛŬŰŬ ˊɞɡ ŮəŰŮɚɞɨɜ Űɖɜ ȺˊɘɓŮɓŬɑɤůɖ 

Ȱəŭɞůɖɠ Ŭˊɧ ɄɞɚɚŬˊɚɏɠ ɃˊŰɘəɏɠ ɗŮɤɟɞɨɜŰŬɘ ŮəŰɧɠ ˊŮŭɑɞɡ Ůɚɏɔɢɞɡ (audit scope) ˊɞɡ 

ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɖɜ ȺɜɧŰɖŰŬ 8 Űɖɠ ˊŬɟɞɨůŬɠ ɄɄ/ȹȹɄ. 

 

ȷɜ ɞˊɞɘŬŭɐˊɞŰŮ Ŭˊɧ Űɘɠ ˊŬɟŬˊɎɜɤ ŬˊŬɘŰɐůŮɘɠ ŮəŰŮɚŮɑŰŬɘ Ŭˊɧ ȰɛˊɘůŰɞ ɇɟɑŰɞ ɀɏɟɞɠ, 

ɖ HARICA ɛˊɞɟŮɑ ɜŬ ɚɎɓŮɘ ŮɨɚɞɔŬ ŬˊɞŭŮɘəŰɘəɎ ůŰɞɘɢŮɑŬ Ŭˊɧ Űɞ ȰɛˊɘůŰɞ ɇɟɑŰɞ ɀɏɟɞɠ 

ɩůŰŮ ɜŬ ŭɘŬůűŬɚɑůŮɘ ɧŰɘ ŰɖɟŮɑŰŬɘ ɛɑŬ ɐ ˊŮɟɘůůɧŰŮɟŮɠ Ŭˊɧ Űɘɠ ˊŬɟŬˊɎɜɤ ŬˊŬɘŰɐůŮɘɠ. 

ȾŬŰô ŮɝŬɑɟŮůɖ Űɖɠ ȺɜɧŰɖŰŬɠ 1.3.2, ŰŬ ȰɛˊɘůŰŬ ɇɟɑŰŬ ɀɏɟɖ ŭŮɜ ŬˊŬɘŰŮɑŰŬɘ ɜŬ 

ŮɛˊɑˊŰɞɡɜ ůŰɞ ˊŮŭɑɞ Ůɚɏɔɢɞɡ Űɖɠ ȺɜɧŰɖŰŬɠ 8 Űɖɠ ˊŬɟɞɨůŬɠ ɄɄ/ȹȹɄ ɔɘŬ Űɖɜ 

ɘəŬɜɞˊɞɑɖůɖ Űɤɜ ˊŬɟŬˊɎɜɤ ŬˊŬɘŰɐůŮɤɜ. 

 

ɉɟɞɜɞŭɘɎɔɟŬɛɛŬ ɆŰŬŭɘŬəɐɠ ȺűŬɟɛɞɔɐɠ: 

 

¶ ȷˊɧ 15 ɆŮˊŰŮɛɓɟɑɞɡ 2024: ȼ HARICA ˊɟɏˊŮɘ ɜŬ ŮűŬɟɛɧɕŮɘ ȺˊɘɓŮɓŬɑɤůɖ 

Ȱəŭɞůɖɠ Ŭˊɧ ɄɞɚɚŬˊɚɏɠ ɃˊŰɘəɏɠ ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ ŰɞɡɚɎɢɘůŰɞɜ ŭɨɞ (2) 

ŬˊɞɛŬəɟɡůɛɏɜŮɠ ɃˊŰɘəɏɠ ȹɘəŰɨɞɡ. 

¶ ȷˊɧ 15 ɀŬɟŰɑɞɡ 2025: ȼ HARICA ɗŬ ŮűŬɟɛɧɕŮɘ ȺˊɘɓŮɓŬɑɤůɖ Ȱəŭɞůɖɠ Ŭˊɧ 

ɄɞɚɚŬˊɚɏɠ ɃˊŰɘəɏɠ ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ ŰɞɡɚɎɢɘůŰɞɜ ŭɨɞ (2) ŬˊɞɛŬəɟɡůɛɏɜŮɠ 

ɃˊŰɘəɏɠ ȹɘəŰɨɞɡ. ȼ HARICA ɛˊɞɟŮɑ ɜŬ ˊɟɞɢɤɟɐůŮɘ ůŰɖɜ ɏəŭɞůɖ Űɞɡ 

ɄɘůŰɞˊɞɘɖŰɘəɞɨ, Ŭəɧɛɖ əŬɘ Ŭɜ ɞ Ŭɟɘɗɛɧɠ Űɤɜ ŬˊɞɛŬəɟɡůɛɏɜɤɜ ɃˊŰɘəɩɜ ˊɞɡ 

ŭŮɜ ŮˊɘɓŮɓŬɘɩɜɞɡɜ Űɘɠ ŭɘŬˊɘůŰɩůŮɘɠ Űɖɠ ȾɨɟɘŬɠ ɃˊŰɘəɐɠ ȹɘəŰɨɞɡ ("ɛɖ-

ŮˊɘɓŮɓŬɘɩůŮɘɠ") ŮɑɜŬɘ ɛŮɔŬɚɨŰŮɟɞɠ Ŭˊɧ ŬɡŰɧɜ ˊɞɡ ŮˊɘŰɟɏˊŮŰŬɘ ůŰɞɜ ɄɑɜŬəŬ 

ȷˊŬɘŰɐůŮɤɜ Quorum. 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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¶ ȷˊɧ 15 ɆŮˊŰŮɛɓɟɑɞɡ 2025: ȼ HARICA ɗŬ ŮűŬɟɛɧɕŮɘ ȺˊɘɓŮɓŬɑɤůɖ Ȱəŭɞůɖɠ 

Ŭˊɧ ɄɞɚɚŬˊɚɏɠ ɃˊŰɘəɏɠ ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ ŰɞɡɚɎɢɘůŰɞɜ ŭɨɞ (2) 

ŬˊɞɛŬəɟɡůɛɏɜŮɠ ɃˊŰɘəɏɠ ȹɘəŰɨɞɡ. ȼ HARICA ɗŬ ŭɘŬůűŬɚɑɕŮɘ ɧŰɘ ˊɚɖɟɞɨɜŰŬɘ 

ɞɘ ŬˊŬɘŰɐůŮɘɠ ˊɞɡ ɞɟɑɕɞɜŰŬɘ ůŰɞɜ ɄɑɜŬəŬ ȷˊŬɘŰɐůŮɤɜ Quorum. ȷɜ ɞɘ 

ŬˊŬɘŰɐůŮɘɠ ŭŮɜ ˊɚɖɟɞɨɜŰŬɘ, ɖ HARICA ŭŮ ɗŬ ˊɟɞɢɤɟɐůŮɘ ůŰɖɜ ɏəŭɞůɖ Űɞɡ 

ɄɘůŰɞˊɞɘɖŰɘəɞɨ. 

¶ ȷˊɧ 15 ɀŬɟŰɑɞɡ 2026: ȼ HARICA ɗŬ ŮűŬɟɛɧɕŮɘ ȺˊɘɓŮɓŬɑɤůɖ Ȱəŭɞůɖɠ Ŭˊɧ 

ɄɞɚɚŬˊɚɏɠ ɃˊŰɘəɏɠ ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ ŰɞɡɚɎɢɘůŰɞɜ ŰɟŮɘɠ (3) ŬˊɞɛŬəɟɡůɛɏɜŮɠ 

ɃˊŰɘəɏɠ ȹɘəŰɨɞɡ. ȼ HARICA ɗŬ ŭɘŬůűŬɚɑɕŮɘ ɧŰɘ ɞɘ ŬˊŬɘŰɐůŮɘɠ ˊɞɡ ɞɟɑɕɞɜŰŬɘ 

ůŰɞɜ ɄɑɜŬəŬ ȷˊŬɘŰɐůŮɤɜ Quorum ́ ɚɖɟɞɨɜŰŬɘ əŬɘ ɞɘ ŬˊɞɛŬəɟɡůɛɏɜŮɠ ɃˊŰɘəɏɠ 

ȹɘəŰɨɞɡ ˊɞɡ ŮˊɘɓŮɓŬɘɩɜɞɡɜ Űɖɜ ȾɨɟɘŬ ɃˊŰɘəɐ ȹɘəŰɨɞɡ Ŭɜɐəɞɡɜ ůŮ 

ŰɞɡɚɎɢɘůŰɞɜ ŭɨɞ (2) ŭɘŬűɞɟŮŰɘəɏɠ ɔŮɤɔɟŬűɘəɏɠ ˊŮɟɘɞɢɏɠ ŮɝɡˊɖɟɏŰɖůɖɠ. ȷɜ ɞɘ 

ŬˊŬɘŰɐůŮɘɠ ŭŮɜ ˊɚɖɟɞɨɜŰŬɘ, ɖ HARICA ŭŮ ɗŬ ˊɟɞɢɤɟɐůŮɘ ůŰɖɜ ɏəŭɞůɖ Űɞɡ 

ɄɘůŰɞˊɞɘɖŰɘəɞɨ. 

¶ ȷˊɧ 15 Ƚɞɡɜɑɞɡ 2026: ȼ HARICA ɗŬ ŮűŬɟɛɧɕŮɘ ȺˊɘɓŮɓŬɑɤůɖ Ȱəŭɞůɖɠ Ŭˊɧ 

ɄɞɚɚŬˊɚɏɠ ɃˊŰɘəɏɠ ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ ŰɞɡɚɎɢɘůŰɞɜ ŰɏůůŮɟɘɠ (4) 

ŬˊɞɛŬəɟɡůɛɏɜŮɠ ɃˊŰɘəɏɠ ȹɘəŰɨɞɡ. ȼ HARICA ɗŬ ŭɘŬůűŬɚɑɕŮɘ ɧŰɘ ɞɘ 

ŬˊŬɘŰɐůŮɘɠ ˊɞɡ ɞɟɑɕɞɜŰŬɘ ůŰɞɜ ɄɑɜŬəŬ ȷˊŬɘŰɐůŮɤɜ Quorum ́ ɚɖɟɞɨɜŰŬɘ əŬɘ ɞɘ 

ŬˊɞɛŬəɟɡůɛɏɜŮɠ ɃˊŰɘəɏɠ ȹɘəŰɨɞɡ ˊɞɡ ŮˊɘɓŮɓŬɘɩɜɞɡɜ Űɖɜ ȾɨɟɘŬ ɃˊŰɘəɐ 

ȹɘəŰɨɞɡ Ŭɜɐəɞɡɜ ůŮ ŰɞɡɚɎɢɘůŰɞɜ ŭɨɞ (2) ŭɘŬűɞɟŮŰɘəɏɠ ɔŮɤɔɟŬűɘəɏɠ ˊŮɟɘɞɢɏɠ 

ŮɝɡˊɖɟɏŰɖůɖɠ. ȷɜ ɞɘ ŬˊŬɘŰɐůŮɘɠ ŭŮɜ ˊɚɖɟɞɨɜŰŬɘ, ɖ HARICA ŭŮ ɗŬ ˊɟɞɢɤɟɐůŮɘ 

ůŰɖɜ ɏəŭɞůɖ Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ. 

¶ ȷˊɧ 15 ȹŮəŮɛɓɟɑɞɡ 2026: ȼ HARICA ɗŬ ŮűŬɟɛɧɕŮɘ ȺˊɘɓŮɓŬɑɤůɖ Ȱəŭɞůɖɠ 

Ŭˊɧ ɄɞɚɚŬˊɚɏɠ ɃˊŰɘəɏɠ ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ ŰɞɡɚɎɢɘůŰɞɜ ˊɏɜŰŮ (5) 

ŬˊɞɛŬəɟɡůɛɏɜŮɠ ɃˊŰɘəɏɠ ȹɘəŰɨɞɡ. ȼ HARICA ɗŬ ŭɘŬůűŬɚɑɕŮɘ ɧŰɘ ɞɘ 

ŬˊŬɘŰɐůŮɘɠ ˊɞɡ ɞɟɑɕɞɜŰŬɘ ůŰɞɜ ɄɑɜŬəŬ ȷˊŬɘŰɐůŮɤɜ Quorum ́ ɚɖɟɞɨɜŰŬɘ əŬɘ ɞɘ 

ŬˊɞɛŬəɟɡůɛɏɜŮɠ ɃˊŰɘəɏɠ ȹɘəŰɨɞɡ ˊɞɡ ŮˊɘɓŮɓŬɘɩɜɞɡɜ Űɖɜ ȾɨɟɘŬ ɃˊŰɘəɐ 

ȹɘəŰɨɞɡ Ŭɜɐəɞɡɜ ůŮ ŰɞɡɚɎɢɘůŰɞɜ ŭɨɞ (2) ŭɘŬűɞɟŮŰɘəɏɠ ɔŮɤɔɟŬűɘəɏɠ ˊŮɟɘɞɢɏɠ 

ŮɝɡˊɖɟɏŰɖůɖɠ. ȷɜ ɞɘ ŬˊŬɘŰɐůŮɘɠ ŭŮɜ ˊɚɖɟɞɨɜŰŬɘ, ɖ HARICA ŭŮ ɗŬ ˊɟɞɢɤɟɐůŮɘ 

ůŰɖɜ ɏəŭɞůɖ Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ. 

3.2.3 ȺˊŬɚɐɗŮɡůɖ ŰŬɡŰɧŰɖŰŬɠ űɡůɘəɞɨ ˊɟɞůɩˊɞɡ 

ȷɜ ɏɜŬɠ ȷɘŰɩɜ ŮɑɜŬɘ űɡůɘəɧ ˊɟɧůɤˊɞ, ɖ HARICA ȺɄȷȿȼŪȺɈȺȽ Űɞ ɧɜɞɛŬ Űɞɡ 

ȷɘŰɞɨɜŰŬ, Űɖ ŭɘŮɨɗɡɜůɐ Űɞɡ əŬɘ Űɖ ɔɜɖůɘɧŰɖŰŬ Űɞɡ ŬɘŰɐɛŬŰɞɠ ˊɘůŰɞˊɞɘɖŰɘəɞɨ. 

 

ȳŰŬɜ ɏɜŬ ɄɘůŰɞˊɞɘɖŰɘəɧ ɏɢŮɘ ŭɡɜŬŰɧŰɖŰŬ ɜŬ ɢɟɖůɘɛɞˊɞɘɖɗŮɑ ɔɘŬ ɣɖűɘŬəɐ ɡˊɞɔɟŬűɐ ɐ 

əɟɡˊŰɞɔɟɎűɖůɖ ɛɖɜɡɛɎŰɤɜ email (ɄɘůŰɞˊɞɘɖŰɘəɎ S/MIME), ɖ HARICA ɗŬ ɚɎɓŮɘ 

ˊɟɧɜɞɘŬ ɜŬ ŮˊŬɚɖɗŮɨůŮɘ ɧŰɘ ɞ ȷɘŰɞɨɛŮɜɞɠ ŮɚɏɔɢŮɘ Űɖɜ ŭɘŮɨɗɡɜůɖ email ˊɞɡ ůɢŮŰɑɕŮŰŬɘ 

ɛŮ Űɖɜ ŭɘŮɨɗɡɜůɖ email ˊɞɡ ɓɟɑůəŮŰŬɘ ɛɏůŬ ůŰɞ ˊɘůŰɞˊɞɘɖŰɘəɧ ɐ ɏɢŮɘ ŮɝɞɡůɘɞŭɞŰɖɗŮɑ 

Ŭˊɧ Űɞɜ ŭɘəŬɘɞɨɢɞ Űɞɡ ɚɞɔŬɟɘŬůɛɞɨ email ɔɘŬ ɜŬ Űɞɜ ŮəˊɟɞůɤˊɐůŮɘ. ȼ HARICA 

ŮɚɏɔɢŮɘ ŬɡŰɐ Űɖ əŬŰɞɢɐ: 

Ŭ) ɕɖŰɩɜŰŬɠ Ŭˊɧ Űɞɜ ȷɘŰɞɨɛŮɜɞ ɜŬ ůɡɛˊɚɖɟɩůŮɘ Űɖɜ ŭɘŮɨɗɡɜůɖ email ůŮ ɛɘŬ 

űɧɟɛŬ ŬɘŰɐɛŬŰɞɠ ˊɘůŰɞˊɞɘɖŰɘəɞɨ. ɆŰɖ ůɡɜɏɢŮɘŬ ůŰɏɚɜŮŰŬɘ ɏɜŬ email 

ŮˊɘɓŮɓŬɑɤůɖɠ ůŰɖ ŭɘŮɨɗɡɜůɖ ŬɡŰɐ ɛŬɕɑ ɛŮ ɛɘŬ ɇɡɢŬɑŬ ɇɘɛɐ. ȳŰŬɜ ɞ 

ȷɘŰɞɨɛŮɜɞɠ ŮˊɘůŰɟɏɣŮɘ Űɖɜ ɇɡɢŬɑŬ ɇɘɛɐ ˊɑůɤ ůŰɖ HARICA, ɖ ŭɘŮɨɗɡɜůɖ 

email ɗŮɤɟŮɑŰŬɘ ŮˊɘɓŮɓŬɘɤɛɏɜɖ, ɐ 

ɓ) ɕɖŰɩɜŰŬɠ Ŭˊɧ Űɞɜ ȷɘŰɞɨɛŮɜɞ ɜŬ ŮˊɘɓŮɓŬɘɩůŮɘ ɏɚŮɔɢɞ ɐ əŬŰɞɢɐ Űɞɡ domain 

ɛɏɟɞɡɠ Űɖɠ email ŭɘŮɨɗɡɜůɖɠ (domain portion) ɤɠ ɃɜɧɛŬŰɞɠ ɉɩɟɞɡ 

ȺɝɞɡůɘɞŭɧŰɖůɖɠ ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ əɎˊɞɘŬ Ŭˊɧ Űɘɠ ŬˊɞŭŮəŰɏɠ ɛŮɗɧŭɞɡɠ 

Ůɚɏɔɢɞɡ ɧˊɤɠ ˊŮɟɘɔɟɎűɞɜŰŬɘ ůŰɖɜ ŮɜɧŰɖŰŬ 3.2.2.4. 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 
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ȼ HARICA ɛˊɞɟŮɑ ɜŬ ɓŬůɘůɗŮɑ ůŮ ŮˊŬɚɖɗŮɨůŮɘɠ ˊɞɡ ˊɟŬɔɛŬŰɞˊɞɘɐɗɖəŬɜ ůŮ 

ȺɝɞɡůɘɞŭɞŰɖɛɏɜŬ ɃɜɧɛŬŰŬ ɉɩɟɞɡ ɤɠ ɏɔəɡɟŬ ɔɘŬ ɡˊɞəŮɑɛŮɜŬ ɃɜɧɛŬŰŬ ɉɩɟɞɡ 

(subdomains), ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ Űɘɠ ɛŮɗɧŭɞɡɠ Ůɚɏɔɢɞɡ əŬŰɞɢɐɠ ɞɜɞɛɎŰɤɜ ɢɩɟɞɡ ˊɞɡ 

ˊŮɟɘɔɟɎűɞɜŰŬɘ ůŰɖɜ ŮɜɧŰɖŰŬ 3.2.2.4. 

 Ʉɟɧůɤˊɞ ˊɞɡ ŬɘŰŮɑŰŬɘ ˊɘůŰɞˊɞɘɖŰɘəɧ ɢɟɐůŰɖ 

ȳɚŬ ŰŬ ˊɘůŰɞˊɞɘɖŰɘəɎ űɡůɘəɩɜ ˊɟɞůɩˊɤɜ ˊɞɡ ŮəŭɑŭɞɜŰŬɘ Ŭˊɧ Űɖɜ HARICA ́ ɟɏˊŮɘ ɜŬ 

ŮɚɏɔɢɞɜŰŬɘ ɔɘŬ ŰŬɡŰɞˊɟɞůɤˊɑŬ. ɄɟɞɓɚɏˊɞɜŰŬɘ ŭɨɞ əɚɎůŮɘɠ ˊɘůŰɞˊɞɘɖŰɘəɩɜ ɢɟɖůŰɩɜ. 

ȼ «əɚɎůɖ ȷ» ˊŮɟɘɚŬɛɓɎɜŮɘ ˊɘůŰɞˊɞɘɖŰɘəɎ Űɤɜ ɞˊɞɑɤɜ Űɞ ɘŭɘɤŰɘəɧ əɚŮɘŭɑ 

ŭɖɛɘɞɡɟɔŮɑŰŬɘ əŬɘ ˊŬɟŬɛɏɜŮɘ ŮɜŰɧɠ əɎˊɞɘŬɠ ȺɔəŮəɟɘɛɏɜɖɠ ȹɘɎŰŬɝɖɠ ȹɖɛɘɞɡɟɔɑŬɠ 

ɈˊɞɔɟŬűɐɠ (ȺȹȹɈ) əŬɘ ŮəŭɑŭɞɜŰŬɘ ˊŬɟɞɡůɑŬ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɞɡ ˊɟɞůɤˊɘəɞɨ Űɖɠ 

ȷɟɢɐɠ ȾŬŰŬɢɩɟɘůɖɠ ˊɞɡ ŮˊɘɓŮɓŬɘɩɜŮɘ ɧŰɘ Űɞ ɘŭɘɤŰɘəɧ əɚŮɘŭɑ ŭɖɛɘɞɡɟɔɐɗɖəŮ ůŰɖɜ 

ȺȹȹɈ.  

 

ɄɘɗŬɜɎ ȷɜŬɔɜɤɟɘůŰɘəɎ ɄɞɚɘŰɘəɩɜ ɔɘŬ ɄɘůŰɞˊɞɘɖŰɘəɎ Class A ŮɑɜŬɘ: 

¶ NCP+ 

¶ QCP-n-qscd 

¶ QCP-l-qscd 

¶ QCP-l-psd2-qscd 

¶ Code Signing 

¶ EV Code Signing 

 

ȼ əɚɎůɖ ȸ, ŬűɞɟɎ ˊɘůŰɞˊɞɘɖŰɘəɎ Űɤɜ ɞˊɞɑɤɜ Űɞ ɘŭɘɤŰɘəɧ əɚŮɘŭɑ ŭɖɛɘɞɡɟɔŮɑŰŬɘ ɛŮ 

ɢɟɐůɖ əɎˊɞɘɞɡ ɚɞɔɘůɛɘəɞɨ. ɄɘɗŬɜɎ ȷɜŬɔɜɤɟɘůŰɘəɎ ɄɞɚɘŰɘəɩɜ ɔɘŬ ɄɘůŰɞˊɞɘɖŰɘəɎ 

«Class ȸ» ŮɑɜŬɘ: 

¶ LCP 

¶ NCP 

¶ QCP-n 

¶ QCP-l 

¶ QCP-l-psd2 

 

ȼ ȾŮɜŰɟɘəɐ ȷɟɢɐ ȾŬŰŬɢɩɟɘůɖɠ ɛˊɞɟŮɑ ɜŬ ɓŬůɑɕŮŰŬɘ ůŮ ůɡɜŮɟɔŬɕɧɛŮɜŬ ȽŭɟɨɛŬŰŬ ɔɘŬ 

Űɞɜ ɏɚŮɔɢɞ ŰŬɡŰɧŰɖŰŬɠ Űɤɜ ȷɘŰɞɨɜŰɤɜ ́ɞɡ ůɢŮŰɑɕɞɜŰŬɘ ɛŮ ŰŬ ȺɚɚɖɜɘəɎ ȷəŬŭɖɛŬɥəɎ 

əŬɘ ȺɟŮɡɜɖŰɘəɎ ȽŭɟɨɛŬŰŬ. ȷɡŰɎ ŰŬ ȽŭɟɨɛŬŰŬ ŮɜŮɟɔɞɨɜ ɤɠ ȺŰŬɘɟɘəɏɠ ȷȾ əŬɘ 

ɢɟɖůɘɛɞˊɞɘɞɨɜ ŬůűŬɚŮɑɠ ɛŮɗɧŭɞɡɠ ɔɘŬ ɜŬ ŮˊŬɚɖɗŮɨɞɡɜ Űɖɜ ŰŬɡŰɧŰɖŰŬ Űɤɜ ȷɘŰɞɨɜŰɤɜ. 

Ƀɘ ůɡɜŮɟɔŬɕɧɛŮɜŮɠ ɛɞɜɎŭŮɠ ŮɑɜŬɘ ɡˊɞɢɟŮɤɛɏɜŮɠ ɜŬ ɏɢɞɡɜ ˊɘůŰɞˊɞɘɐůŮɘ Űɖɜ ŰŬɡŰɧŰɖŰŬ 

Űɞɡ ɢɟɐůŰɖ ɛŮ űɡůɘəɐ ˊŬɟɞɡůɑŬ, ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ əɎˊɞɘɞ Ůˊɑůɖɛɞ ɏɔɔɟŬűɞ ˊɞɡ űɏɟŮɘ 

Űɖ űɤŰɞɔɟŬűɑŬ Űɞɡ ŭɘəŬɘɞɨɢɞɡ (ˊ.ɢ. ŬůŰɡɜɞɛɘəɐ ŰŬɡŰɧŰɖŰŬ, ŭɘŬɓŬŰɐɟɘɞ, ŭɑˊɚɤɛŬ 

ɞŭɐɔɖůɖɠ). ȺɜŬɚɚŬəŰɘəɎ, ɖ ɑŭɘŬ ɖ ȷȾ əɎɗŮ ɘŭɟɨɛŬŰɞɠ ɛˊɞɟŮɑ ɜŬ ŮəŰŮɚɏůŮɘ Űɖɜ 

ˊŬɟŬˊɎɜɤ ŭɘŬŭɘəŬůɑŬ ŰŬɡŰɞˊɞɑɖůɖɠ Űɞɡ ȷɘŰɞɨɜŰɞɠ ɔɘŬ əɎɗŮ ŬɑŰɖɛŬ ˊɟɞůɤˊɘəɞɨ 

ˊɘůŰɞˊɞɘɖŰɘəɞɨ. 

 

Ⱥűɧůɞɜ ɖ ɞɘəŮɑŬ ɛɞɜɎŭŬ Űɞɡ ɢɟɐůŰɖ, ůɨɛűɤɜŬ ɛŮ Űɖɜ ˊɞɚɘŰɘəɐ Űɖɠ, ɏɢŮɘ ɐŭɖ ŮəŰŮɚɏůŮɘ 

ŭɘŬŭɘəŬůɑŬ űɡůɘəɐɠ ŰŬɡŰɞˊɞɑɖůɖɠ Űɞɡ ɢɟɐůŰɖ ůŰɞ ˊŬɟŮɚɗɧɜ (ˊ.ɢ. ɔɘŬ Űɖɜ Ůəɢɩɟɖůɖ 

əɤŭɘəɞɨ ˊɟɧůɓŬůɖɠ ɐ ɚɞɔŬɟɘŬůɛɞɨ email) ŰɧŰŮ ŭŮɜ ŮɑɜŬɘ ŬˊŬɟŬɑŰɖŰɖ ɖ ŮˊŬɜɎɚɖɣɖ 

Űɖɠ ŭɘŬŭɘəŬůɑŬɠ, ŬɚɚɎ ɗŮɤɟŮɑŰŬɘ ŬɟəŮŰɐ ɛɑŬ Űɡˊɘəɐ ŮˊɘɓŮɓŬɑɤůɖ Űɖɠ ŬɑŰɖůɖɠ ɛɏůɤ Űɖɠ 

ˊɘůŰɞˊɞɘɖɛɏɜɖɠ ŭɘŮɨɗɡɜůɖɠ ɖɚŮəŰɟɞɜɘəɐɠ ŬɚɚɖɚɞɔɟŬűɑŬɠ. 

 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 
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ȼ ȾŮɜŰɟɘəɐ ȷɟɢɐ ȾŬŰŬɢɩɟɖůɖɠ Űɖɠ HARICA ɢɟɖůɘɛɞˊɞɘŮɑ Űɘɠ ˊŬɟŬəɎŰɤ ɛŮɗɧŭɞɡɠ 

Ůɚɏɔɢɞɡ ˊɘůŰɞˊɞɑɖůɖɠ Űɖɠ əɡɟɘɧŰɖŰŬɠ ɛɑŬɠ ŭɘŮɨɗɡɜůɖɠ email: 

i. ȷ́ ɚɐ ŮˊɘɓŮɓŬɑɤůɖ ɛɏůɤ email. Ƀ ȷɘŰɩɜ ŮɘůɎɔŮɘ Űɖ ŭɘŮɨɗɡɜůɖ email ůŰɖɜ 

Ŭɟɢɘəɐ űɧɟɛŬ ŬɘŰɐůŮɤɠ ɔɘŬ ˊɘůŰɞˊɞɘɖŰɘəɧ əŬɘ ŬˊɞůŰɏɚɚŮŰŬɘ ůŰɖ ŭɘŮɨɗɡɜůɖ 

ŬɡŰɐ ɏɜŬ ɛɐɜɡɛŬ ŮˊɘɓŮɓŬɑɤůɖɠ ɛŮ ɏɜŬ ůɨɜŭŮůɛɞ ůŮ ɛɞɜŬŭɘəɐ ɘůŰɞůŮɚɑŭŬ. 

ɀŮŰɎ Űɖɜ ŮˊɑůəŮɣɖ ŬɡŰɞɨ Űɞɡ ůɡɜŭɏůɛɞɡ, ŬˊɞůŰɏɚɚŮŰŬɘ ɏɜŬ email ůŰɞɜ 

ŮɝɞɡůɘɞŭɞŰɖɛɏɜɞ ñValidatorò Űɞɡ ŬɜŰɑůŰɞɘɢɞɡ ȽŭɟɨɛŬŰɞɠ ˊɞɡ ŬˊŬɘŰŮɑ 

ɏɔəɟɘůɖ ɛŮ ɓɎůɖ Űɞ ɞɜɞɛŬŰŮˊɩɜɡɛɞ ˊɞɡ ůɡɛˊɚɐɟɤůŮ ɞ ȷɘŰɩɜ əŬɘ Űɖ 

ŭɘŮɨɗɡɜůɖ email Űɞɡ. ȷɡŰɐ ɖ ɏɔəɟɘůɖ ŬˊŬɘŰŮɑ Űɖɜ ŰŬɡŰɞˊɞɑɖůɖ Űɞɡ ɢɟɐůŰɖ 

ɛŮ Űɖɜ űɡůɘəɐ Űɞɡ ˊŬɟɞɡůɑŬ əŬɘ Űɖɜ ŮˊɑŭŮɘɝɖ Ůˊɑůɖɛɞɡ ŬˊɞŭŮɘəŰɘəɞɨ 

ŰŬɡŰɧŰɖŰŬɠ. ȷɜ ŬɡŰɐ ɖ ŭɘŬŭɘəŬůɑŬ ɏɔɘɜŮ ́ ŬɚɘɧŰŮɟŬ (ˊ.ɢ. əŬŰɎ Űɖ ŭɖɛɘɞɡɟɔɑŬ 

Űɞɡ ɚɞɔŬɟɘŬůɛɞɨ email) ŭŮɜ ɡˊɎɟɢŮɘ ɚɧɔɞɠ ɜŬ ŮˊŬɜŬɚɖűɗŮɑ.  

 

ii. ȺɝɡˊɖɟŮŰɖŰɐɠ LDAP. Ƀ ȷɘŰɩɜ ŮɘůɎɔŮɘ Űɖɜ ɘŭɟɡɛŬŰɘəɐ ŭɘŮɨɗɡɜůɖ email əŬɘ 

Űɞɜ ŬɜŰɑůŰɞɘɢɞ əɤŭɘəɧ ůŰɖɜ ŬɑŰɖůɖ ˊɘůŰɞˊɞɘɖŰɘəɞɨ. Ƀɘ ˊɚɖɟɞűɞɟɑŮɠ 

ŮˊŬɚɖɗŮɨɞɜŰŬɘ ɛɏůɤ Űɞɡ ɘŭɟɡɛŬŰɘəɞɨ ŮɝɡˊɖɟŮŰɖŰɐ LDAP. Ⱥűɧůɞɜ ŮɑɜŬɘ 

ŬɚɖɗŮɑɠ, ŬɜŰɚŮɑŰŬɘ Űɞ ɞɜɞɛŬŰŮˊɩɜɡɛɞ Űɞɡ ŬɘŰɞɨɜŰŬ Ŭˊɧ Űɞɜ ɘŭɟɡɛŬŰɘəɧ 

əŬŰɎɚɞɔɞ LDAP əŬɘ ɡˊɞɓɎɚɚŮŰŬɘ ɖ ŬɑŰɖůɖ ˊɘůŰɞˊɞɘɖŰɘəɞɨ. ɄɟɞəŮɘɛɏɜɞɡ 

ɜŬ ɓɟɑůəŮŰŬɘ ɏɜŬɠ ɢɟɐůŰɖɠ ůŰɖɜ ȽŭɟɡɛŬŰɘəɐ ɈˊɖɟŮůɑŬ ȾŬŰŬɚɧɔɞɡ, Űɞ 

ɑŭɟɡɛŬ ɗŬ ˊɟɏˊŮɘ ɜŬ ɏɢŮɘ ŮˊŬɚɖɗŮɨůŮɘ ŰŬ ůŰɞɘɢŮɑŬ Űɞɡ ɢɟɐůŰɖ ɛŮ ɏɚŮɔɢɞ 

ŰŬɡŰɞˊɟɞůɤˊɑŬɠ ɛɏůɤ Ůˊɑůɖɛɞɡ ŮɔɔɟɎűɞɡ ˊɞɡ űɏɟŮɘ Űɖɜ űɤŰɞɔɟŬűɑŬ Űɞɡ 

əŬŰɧɢɞɡ.  

 

iii.  Single Sign On (SSO) ́ ɞɡ ɓŬůɑɕŮŰŬɘ ůŰɞ ˊɟɧŰɡˊɞ SAML. Ƀ ȷɘŰɩɜ ŭɑɜŮɘ Űɞ 

ɘŭɟɡɛŬŰɘəɧ email Űɞɡ ůŮ Ůɘŭɘəɐ ɘůŰɞůŮɚɑŭŬ əŬɘ ůŰɖ ůɡɜɏɢŮɘŬ 

ŬɜŬəŬŰŮɡɗɨɜŮŰŬɘ ůŰɖɜ ɘůŰɞůŮɚɑŭŬ Űɞɡ ɄŬɟɧɢɞɡ ɇŬɡŰɞˊɞɑɖůɖɠ Űɞɡ ɞɘəŮɑɞɡ 

ȽŭɟɨɛŬŰɞɠ. Ƀ ɄɎɟɞɢɞɠ ɇŬɡŰɞˊɞɑɖůɖɠ ŮˊŬɚɖɗŮɨŮɘ Űɞɜ ŬɘŰɞɨɜŰŬ əɘ 

ŮˊɘůŰɟɏűŮɘ Űɞ ɞɜɞɛŬŰŮˊɩɜɡɛɞ əŬɘ Űɖ ŭɘŮɨɗɡɜůɖ email Űɞɡ ȷɘŰɞɨɜŰŬ. 

ɄɟɞəŮɘɛɏɜɞɡ ɜŬ ˊɘůŰɞˊɞɘɖɗŮɑ ɏɜŬɠ ɢɟɐůŰɖɠ ůŮ ȽŭɟɡɛŬŰɘəɧ ɄɎɟɞɢɞ 

ɄɘůŰɞˊɞɑɖůɖɠ, Űɞ ɑŭɟɡɛŬ ɗŬ ˊɟɏˊŮɘ ɜŬ ɏɢŮɘ ŮˊŬɚɖɗŮɨůŮɘ ŰŬ ůŰɞɘɢŮɑŬ Űɞɡ 

ɢɟɐůŰɖ ɛŮ ɏɚŮɔɢɞ ŰŬɡŰɞˊɟɞůɤˊɑŬɠ ɛɏůɤ Ůˊɑůɖɛɞɡ ŮɔɔɟɎűɞɡ ˊɞɡ űɏɟŮɘ Űɖɜ 

űɤŰɞɔɟŬűɑŬ Űɞɡ əŬŰɧɢɞɡ. 

 

iv.   ūɡůɘəɐ ˊŬɟɞɡůɑŬ. ȺɎɜ ɏɜŬ ɎŰɞɛɞ ŬŭɡɜŬŰŮɑ ɜŬ ɢɟɖůɘɛɞˊɞɘɐůŮɘ Űɘɠ 

ˊɟɞɖɔɞɨɛŮɜŮɠ ɛŮɗɧŭɞɡɠ, ŬɡŰɧɠ/ŬɡŰɐ ɛˊɞɟŮɑ ɜŬ ŮɛűŬɜɘůŰŮɑ ůŰɖɜ ȷȾ. ȼ ȷȾ 

ˊɟɏˊŮɘ ɜŬ ŮɚɏɔɢŮɘ Űɞ ɧɜɞɛŬ Űɞɡ ȷɘŰɞɨɜŰŬ, Űɖ ŭɘŮɨɗɡɜůɖ əŬɘ Űɖɜ 

ŬɡɗŮɜŰɘəɧŰɖŰŬ Űɖɠ ŬɑŰɖůɖɠ ˊɘůŰɞˊɞɘɖŰɘəɞɨ. ȼ HARICA ŮˊŬɚɖɗŮɨŮɘ Űɞ 

ɧɜɞɛŬ Űɞɡ ȷɘŰɞɨɜŰŬ, ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ ŰɞɡɚɎɢɘůŰɞɜ ɏɜŬ ŮɡŬɜɎɔɜɤůŰɞ 

ŬɜŰɑɔɟŬűɞ Ůˊɑůɖɛɞɡ ŬˊɞŭŮɘəŰɘəɞɨ ŰŬɡŰɧŰɖŰŬɠ (ŭɘŬɓŬŰɐɟɘɞ, ŭɑˊɚɤɛŬ 

ɞŭɐɔɖůɖɠ, ŬəŬŭɖɛŬɥəɐ ŰŬɡŰɧŰɖŰŬ, Ůɗɜɘəɐ ŰŬɡŰɧŰɖŰŬ ɐ Ɏɚɚɞ ŬɜŰɑůŰɞɘɢɞ 

ŭɖɛɧůɘɞ ɏɔɔɟŬűɞ) Űɞ ɞˊɞɑɞ ŭŮɑɢɜŮɘ ŮɡŭɘɎəɟɘŰŬ Űɞ ˊɟɧůɤˊɞ Űɞɡ ȷɘŰɞɨɜŰŬ. 

ȼ HARICA ŮɚɏɔɢŮɘ Űɞ ŬɜŰɑɔɟŬűɞ ɔɘŬ ɞˊɞɘŬŭɐˊɞŰŮ ɏɜŭŮɘɝɖ Ŭɚɚɞɑɤůɖɠ ɐ 

ˊŬɟŬˊɞɑɖůɖɠ. ȼ HARICA ŮˊŬɚɖɗŮɨŮɘ Űɖ ŭɘŮɨɗɡɜůɖ Űɞɡ ȷɘŰɞɨɜŰŬ, 

ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ ɏɜŬ ŬɝɘɧˊɘůŰɞ ɏɔɔɟŬűɞ ŰŬɡŰɞˊɞɑɖůɖɠ, ɧˊɤɠ ɛɘŬ 

ŬůŰɡɜɞɛɘəɐ ŰŬɡŰɧŰɖŰŬ, ɚɞɔŬɟɘŬůɛɧ əɞɘɜɐɠ ɤűŮɚŮɑŬɠ, ŭɐɚɤůɖ ŰɟŬˊŮɕɘəɞɨ 

ɚɞɔŬɟɘŬůɛɞɨ ɐ ˊɘůŰɤŰɘəɐɠ əɎɟŰŬɠ. ȼ HARICA ŮˊŬɚɖɗŮɨŮɘ Űɖɜ əŬŰɞɢɐ 

ŭɘŮɨɗɡɜůɖɠ ɖɚŮəŰɟɞɜɘəɞɨ ŰŬɢɡŭɟɞɛŮɑɞɡ ŮűŬɟɛɧɕɞɜŰŬɠ ŭɘŬŭɘəŬůɑŬ 

ˊɟɧəɚɖůɖɠ - Ŭˊɧəɟɘůɖɠ ůɨɛűɤɜŬ ɛŮ Űɖ ɛɏɗɞŭɞ "ȷˊɚɐ ŮˊɘɓŮɓŬɑɤůɖ ɛɏůɤ 

email " (i) ˊɞɡ ŬɜŬűɏɟɗɖəŮ ˊŬɟŬˊɎɜɤ. 
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ɇŬ ˊɘůŰɞˊɞɘɖŰɘəɎ əɚɎůɖɠ ȷ ůɡɜɘůŰɎŰŬɘ ɜŬ ˊŮɟɘɏɢɞɡɜ ɏɜŬ Ůˊɘˊɚɏɞɜ ˊŮŭɑɞ ɞɟɔŬɜɤŰɘəɐɠ 

ɛɞɜɎŭŬɠ (OU) ůŰɞ ˊŮŭɑɞ Űɞɡ ɡˊɞəŮɘɛɏɜɞɡ ɛŮ Űɘɛɐ òClass ȷ ï Private Key created and 

stored in hardware CSPò. Ⱥˊɘˊɚɏɞɜ, ɧůɞɜ ŬűɞɟɎ ŰŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ ȺɔəŮəɟɘɛɏɜŮɠ 

ɖɚŮəŰɟɞɜɘəɏɠ ɡˊɞɔɟŬűɏɠ/ůűɟŬɔɑŭŮɠ, ŬɡŰɎ ɗŬ ˊŮɟɘɏɢɞɡɜ Űɞ ŬɜŬɔɜɤɟɘůŰɘəɧ (OID) id-

etsi-qcs-QcSSCD ůŰɖɜ ŮˊɏəŰŬůɖ qcStatements. ɇŬ ˊɘůŰɞˊɞɘɖŰɘəɎ əɚɎůɖɠ ȷ, ˊɚɖɟɞɨɜ 

Űɞɡɠ ɧɟɞɡɠ əŬɘ ˊɟɞɦˊɞɗɏůŮɘɠ Űɞɡ eIDAS ůŮ ɧ,Űɘ ŬűɞɟɎ Űɘɠ ȺɔəŮəɟɘɛɏɜŮɠ ȹɘŬŰɎɝŮɘɠ 

ȹɖɛɘɞɡɟɔɑŬɠ Ɉ́ ɞɔɟŬűɐɠ (ȺȹȹɈ).  

 

ɇŬ ˊɘůŰɞˊɞɘɖŰɘəɎ əɚɎůɖɠ B ůɡɜɘůŰɎŰŬɘ ɜŬ ˊŮɟɘɏɢɞɡɜ ɏɜŬ Ůˊɘˊɚɏɞɜ ˊŮŭɑɞ ɞɟɔŬɜɤŰɘəɐɠ 

ɛɞɜɎŭŬɠ (OU) ůŰɞ ˊŮŭɑɞ Űɞɡ ɡˊɞəŮɘɛɏɜɞɡ ɛŮ Űɘɛɐ ñClass B ï Private Key created and 

stored in software CSPò. 

 

3.2.3.1.1 ȺɝŬəɟɑɓɤůɖ ŰŬɡŰɧŰɖŰŬɠ ɔɘŬ ȺɔəŮəɟɘɛɏɜŬ ɄɘůŰɞˊɞɘɖŰɘəɎ 

ũɘŬ Űɖɜ ɏəŭɞůɖ ȺɔəŮəɟɘɛɏɜɤɜ ɄɘůŰɞˊɞɘɖŰɘəɩɜ ůɨɛűɤɜŬ ɛŮ Űɞɜ eIDAS, ɖ ŮɝŬəɟɑɓɤůɖ 

Űɖɠ ŰŬɡŰɧŰɖŰŬɠ űɡůɘəɩɜ ɐ ɜɞɛɘəɩɜ ˊɟɞůɩˊɤɜ ɗŬ ɔɑɜŮŰŬɘ ůɨɛűɤɜŬ ɛŮ Űɘɠ ŭɘŬŰɎɝŮɘɠ 

Űɞɡ ȯɟɗɟɞɡ 24, ˊŬɟɎɔɟŬűɞɠ 1 (Ŭ) ï (ŭ) Űɞɡ ȾŬɜɞɜɘůɛɞɨ. 

 

(Ŭ) Ƀ ȷɘŰɩɜ ŮɛűŬɜɑɕŮŰŬɘ ɛŮ űɡůɘəɐ ˊŬɟɞɡůɑŬ ůŮ ɛɘŬ ȷɟɢɐ ȾŬŰŬɢɩɟɘůɖɠ Űɖɠ 

HARICA ɐ əŬŰɎɚɚɖɚŬ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɖ Ⱥɗɜɘəɐ ȷɟɢɐ. ȼ ȷȾ ˊɟɏˊŮɘ ɜŬ 

ŮˊŬɚɖɗŮɨůŮɘ Űɞ ɧɜɞɛŬ Űɞɡ ȷɘŰɞɨɛŮɜɞɡ. ȼ ŮˊŬɚɐɗŮɡůɖ Űɖɠ ŰŬɡŰɧŰɖŰŬɠ Űɞɡ 

ȷɘŰɞɨɛŮɜɞɡ ɔɑɜŮŰŬɘ əŬŰô ŮɚɎɢɘůŰɞ ɛŮ ɢɟɐůɖ Ůɜɧɠ ɜɧɛɘɛŬ ɔɜɐůɘɞɡ ŬɜŰɘɔɟɎűɞɡ 

Ůˊɑůɖɛɞɡ ŮɔɔɟɎűɞɡ ˊɞɡ űɏɟŮɘ űɤŰɞɔɟŬűɑŬ ɛŮ Űɞ ˊɟɧůɤˊɞ Űɞɡ ŭɘəŬɘɞɨɢɞɡ (ˊ.ɢ. 

ŬůŰɡɜɞɛɘəɐ ŰŬɡŰɧŰɖŰŬ, ŭɘŬɓŬŰɐɟɘɞ, ŭɑˊɚɤɛŬ ɞŭɐɔɖůɖɠ). ȼ HARICA ŮɚɏɔɢŮɘ 

Űɞ ŬɜŰɑɔɟŬűɞ ɔɘŬ ŮɜŭŮɑɝŮɘɠ Ŭɚɚɞɑɤůɖɠ ɐ ˊɚŬůŰɞɔɟŬűɑŬɠ. 

(ɓ) Ƀ ȷɘŰɩɜ ŰŬɡŰɞˊɞɘŮɑŰŬɘ ɛŮ ɖɚŮəŰɟɞɜɘəɎ ɛɏůŬ ɛɏůɤ Ⱥɗɜɘəɐɠ ɡˊɞŭɞɛɐɠ 
ɖɚŮəŰɟɞɜɘəɐɠ ŬɜŬɔɜɩɟɘůɖɠ ŰŬɡŰɧŰɖŰŬɠ (eID). ȼ Ůˊɘɚɞɔɐ ŬɡŰɐ ŮˊɘŰɟɏˊŮŰŬɘ 

ɛɧɜɞ Ŭɜ Űɞ Ⱥɗɜɘəɧ eID ůɢɐɛŬ Űɞɡ ȷɘŰɞɨɛŮɜɞɡ ɏɢŮɘ çȾɞɘɜɞˊɞɘɖɗŮɑè əŬɘ Űɞ 

ȺˊɑˊŮŭɞ ȹɘŬůűɎɚɘůɖɠ ŮɑɜŬɘ çɈɣɖɚɧè. 

(ɔ) Ƀ ȷɘŰɩɜ ɗŬ ɢɟɖůɘɛɞˊɞɘɐůŮɘ ɏɜŬ ɡűɘůŰɎɛŮɜɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ȺɔəŮəɟɘɛɏɜɖɠ 
ȼɚŮəŰɟɞɜɘəɐɠ ɈˊɞɔɟŬűɐɠ ɔɘŬ ɜŬ ɡˊɞɔɟɎɣŮɘ ɣɖűɘŬəɎ Űɖɜ ŬɑŰɖůɖ ůɡɜŭɟɞɛɖŰɐ 

Űɖɠ HARICA. ȼ HARICA ɗŬ ŮˊɘɓŮɓŬɘɩůŮɘ ɧŰɘ Űɞ ˊɘůŰɞˊɞɘɖŰɘəɧ ɡˊɞɔɟŬűɐɠ 

ŮɑɢŮ ŭɖɛɘɞɡɟɔɖɗŮɑ ɛŮ ɓɎůɖ ŰŬ ůɖɛŮɑŬ (Ŭ) ɐ (ɓ). 

(ŭ) ȼ HARICA ɏɢŮɘ ɡɚɞˊɞɘɐůŮɘ Űɘɠ ŭɘŬŰɎɝŮɘɠ Űɖɠ Ɉˊɞɡɟɔɘəɐɠ ȷˊɧűŬůɖɠ 

27499/2021-08 ɔɘŬ Űɖɜ Ůɝ ŬˊɞůŰɎůŮɤɠ ŰŬɡŰɞˊɞɑɖůɖ ůɨɛűɤɜŬ ɛŮ Űɞ ůɖɛŮɑɞ (ŭ) 

Űɖɠ ˊɟɩŰɖɠ ˊŬɟŬɔɟɎűɞɡ Űɞɡ ȯɟɗɟɞɡ 24 Űɞɡ ȾŬɜɞɜɘůɛɞɨ eIDAS. ȼ ɚɑůŰŬ ɛŮ 

ŰŬ ŬˊɞŭŮəŰɎ ɏɔɔɟŬűŬ Ůɝ ŬˊɞůŰɎůŮɤɠ ŰŬɡŰɞˊɞɑɖůɖɠ ɗŬ ŭɖɛɞůɘŮɨŮŰŬɘ ůŰɞ 

ȷˊɞɗŮŰɐɟɘɞ ˊɞɡ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɖɜ ŮɜɧŰɖŰŬ 2.1. ȹɨɞ (2) Ůˊɘɚɞɔɏɠ ɏɢɞɡɜ 

ɡɚɞˊɞɘɖɗŮɑ ɔɘŬ ɜŬ ɡˊɞůŰɖɟɑɝɞɡɜ Űɖɜ Ůɝ ŬˊɞůŰɎůŮɤɠ ŰŬɡŰɞˊɞɑɖůɖ: 

i. ɇɖɚŮŭɘɎůəŮɣɖ ůŮ ́ ɟŬɔɛŬŰɘəɧ ɢɟɧɜɞ ɛŮŰŬɝɨ ȷɘŰɞɨɛŮɜɞɡ əŬɘ ɡˊŮɨɗɡɜɞɡ 

ŰŬɡŰɞˊɞɑɖůɖɠ. 

ii. ȷɡŰɞɛŬŰɞˊɞɘɖɛɏɜɖ ɓɘɜŰŮɞəɚɐůɖ/ŭɡɜŬɛɘəɧ ŬɡŰɞˊɞɟŰɟɏŰɞ ɛŮ 

ɛŮŰŬɔŮɜɏůŰŮɟɖ ŬˊɧűŬůɖ Ŭˊɧ Űɞɜ ɡˊŮɨɗɡɜɞ ŰŬɡŰɞˊɞɑɖůɖɠ. ȾŬŰɎ Űɖ 

ŭɘɎɟəŮɘŬ Űɖɠ ɓɘɜŰŮɞəɚɐůɖɠ ŮűŬɟɛɧɕɞɜŰŬɘ ŭɘɎűɞɟŬ ɛɏŰɟŬ ŬůűɎɚŮɘŬɠ  

ɧˊɤɠ ɖ ŬɜŬɔɜɩɟɘůɖ ˊɟɞůɩˊɞɡ, ɏɚŮɔɢɞɠ «ɕɤɜŰɎɜɘŬɠ» (liveliness), 

ɏɚŮɔɢɞɠ ŮɔəɡɟɧŰɖŰŬɠ ŮɔɔɟɎűɞɡ ŬůűŬɚŮɑŬɠ əŬɘ ɖ ůɡɜŬɑɜŮůɖ Űɞɡ 

ȷɘŰɞɨɛŮɜɞɡ. ȰɜŬɠ ɡˊŮɨɗɡɜɞɠ ŰŬɡŰɞˊɞɑɖůɖɠ ŮɚɏɔɢŮɘ Űɖɜ ŬɑŰɖůɖ ůŮ 

ɛŮŰŬɔŮɜɏůŰŮɟɞ ůŰɎŭɘɞ, ɛŮŰɎ Űɖɜ ɞɚɞəɚɐɟɤůɖ Űɖɠ ŭɘŬŭɘəŬůɑŬɠ 

ɓɘɜŰŮɞəɚɐůŮɘɠ/ŭɡɜŬɛɘəɞɨ ŬɡŰɞˊɞɟŰɟɏŰɞɡ. 
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 Ʉɟɧůɤˊɞ ˊɞɡ ŬɘŰŮɑŰŬɘ ˊɘůŰɞˊɞɘɖŰɘəɧ ůɡůəŮɡɐɠ 

ȰɜŬɠ ȷɘŰɩɜ ˊɞɡ ŮɚɏɔɢŮɘ Űɖ ɚŮɘŰɞɡɟɔɑŬ ɛɘŬɠ ůɡůəŮɡɐɠ/ŮɝɡˊɖɟŮŰɖŰɐ, ˊɟɏˊŮɘ ɜŬ ɏɢŮɘ 

ůŰɖɜ əŬŰɞɢɐ Űɞɡ ˊɘůŰɞˊɞɘɖŰɘəɧ ˊɞɡ ŮəŭɧɗɖəŮ Ŭˊɧ Űɖɜ HARICA ɐ ŰŬ ŭɘŬˊɘůŰŮɡŰɐɟɘŬ 

ŰŬɡŰɞˊɞɑɖůɖɠ ˊɞɡ ŬˊɏəŰɖůŮ əŬŰɎ Űɖɜ Ŭɟɢɘəɐ ŮɔɔɟŬűɐ.  

 

Ƀ ȷɘŰɩɜ ɡˊɞɓɎɚɚŮɘ Űɖɜ ŬɑŰɖůɖ ɔɘŬ ˊɘůŰɞˊɞɘɖŰɘəɧ ůɡůəŮɡɐɠ ɏˊŮɘŰŬ Ŭˊɧ əŬŰɎɚɚɖɚɖ 

ŰŬɡŰɞˊɞɑɖůɖ.  

 

ȼ HARICA ŮˊŬɚɖɗŮɨŮɘ Űɞɜ ɏɚŮɔɢɞ əɡɟɘɧŰɖŰŬɠ Űɖɠ ˊɘůŰɞˊɞɘɞɨɛŮɜɖɠ ůɡůəŮɡɐɠ. ũɘŬ 

ˊɘůŰɞˊɞɘɖŰɘəɎ SSL/TLS ˊɞɡ ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ ɔɘŬ ɞɜɧɛŬŰŬ ɢɩɟɞɡ ˊɞɡ Ŭɜɐəɞɡɜ ůŮ 

ȷəŬŭɖɛŬɥəɎ / ȺəˊŬɘŭŮɡŰɘəɎ ɘŭɟɨɛŬŰŬ, ŬˊɞůŰɏɚɚŮŰŬɘ ɏɜŬ ɛɐɜɡɛŬ email ůŮ 

ŮɝɞɡůɘɞŭɞŰɖɛɏɜɞ ȹɘŬɢŮɘɟɘůŰɐ Űɖɠ ɈȹȾ Űɞɡ ȽŭɟɨɛŬŰɞɠ ɞ ɞˊɞɑɞɠ ŮɚɏɔɢŮɘ Űɞ FQDN Űɞɡ 

ŬɘŰɐɛŬŰɞɠ Ŭɜ ŮɑɜŬɘ ɏɔəɡɟɞ. Ƀ ŭɘŬɢŮɘɟɘůŰɐɠ ŭɘəŰɨɞɡ Űɞɡ ȽŭɟɨɛŬŰɞɠ Ůˊɑůɖɠ, ŮˊŬɚɖɗŮɨŮɘ 

Ŭɜ ɞ ɢɟɐůŰɖɠ ˊɞɡ ŬɘŰŮɑŰŬɘ Űɞ ˊɘůŰɞˊɞɘɖŰɘəɧ ŮɑɜŬɘ ŭɘŬɢŮɘɟɘůŰɐɠ Űɞɡ ůɡɔəŮəɟɘɛɏɜɞɡ 

ŮɝɡˊɖɟŮŰɖŰɐ ˊɞɡ ɢɟɖůɘɛɞˊɞɘŮɑ Űɞ FQDN ɛɏůɤ Űɞɡ ɛɖŰɟɩɞɡ ɢɟɖůŰɩɜ/ɡˊɞɚɞɔɘůŰɩɜ 

ˊɞɡ ŰɖɟŮɑŰŬɘ ůŰɞ ɑŭɟɡɛŬ. 

 

Ⱥˊɘˊɚɏɞɜ ɛŮ Űɖɜ ˊɟɞŬɜŬűŮɟɧɛŮɜɖ ŭɘŬŭɘəŬůɑŬ, ɖ ȾŮɜŰɟɘəɐ ȷȾ Űɖɠ HARICA ŬəɞɚɞɡɗŮɑ 

Űɘɠ ɛŮɗɧŭɞɡɠ ŮˊŬɚɐɗŮɡůɖɠ ˊɞɡ ŬɜŬűɏɟɗɖəŬɜ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 3.2.2.4. 

3.2.4 ɀɖ ŮˊɘɓŮɓŬɘɤɛɏɜŬ ůŰɞɘɢŮɑŬ Űɞɡ ůɡɜŭɟɞɛɖŰɐ 

ɇŬ ˊɘůŰɞˊɞɘɖŰɘəɎ ˊɞɡ ŮəŭɑŭɞɜŰŬɘ ŭŮɜ ˊŮɟɘɚŬɛɓɎɜɞɡɜ ɛɖ ŮˊɘɓŮɓŬɘɤɛɏɜŬ ůŰɞɘɢŮɑŬ Űɞɡ 

ůɡɜŭɟɞɛɖŰɐ. ȼ HARICA ɛˊɞɟŮɑ ɜŬ ůɡɛˊŮɟɘɚɎɓŮɘ əɎˊɞɘŮɠ ˊɚɖɟɞűɞɟɑŮɠ ůŰɞ ˊŮŭɑɞ OU 

ɔɘŬ ɜŬ ɡˊɞŭŮɑɝŮɘ əɎˊɞɘŮɠ ŬɝɘɧˊɘůŰŮɠ ˊɚɖɟɞűɞɟɑŮɠ (ɔɘŬ ˊŬɟɎŭŮɘɔɛŬ, Űɞ əŮɑɛŮɜɞ ˊɞɡ 

ŭŮɑɢɜŮɘ ˊɤɠ ɏɜŬ ɘŭɘɤŰɘəɧ əɚŮɘŭɑ ŬɜŰɘůŰɞɘɢŮɑ ůŰɞ ˊɘůŰɞˊɞɘɖŰɘəɧ ˊɞɡ ɏɢŮɘ ŭɖɛɘɞɡɟɔɖɗŮɑ 

ůŮ ȺȹȹɈ).  

3.2.5 ȺˊɘɓŮɓŬɑɤůɖ Űɖɠ ȺɝɞɡůɘɞŭɧŰɖůɖɠ 

ȼ HARICA ɏɢŮɘ ɞɟɑůŮɘ ŭɘŬŭɘəŬůɑŬ ɔɘŬ ɜŬ əŬɗɞɟɑɕŮɘ ŰŬ ŮɝɞɡůɘɞŭɞŰɖɛɏɜŬ ́ ɟɧůɤˊŬ ́ ɞɡ 

ɛˊɞɟɞɨɜ ɜŬ ɕɖŰɐůɞɡɜ ˊɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ ɚɞɔŬɟɘŬůɛɧ Ůɜɧɠ ɞɟɔŬɜɘůɛɞɨ. ȾɎɗŮ 

ɞɟɔŬɜɘůɛɧɠ ɛˊɞɟŮɑ ɜŬ ˊŮɟɘɞɟɑůŮɘ Űɞɡɠ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɞɡɠ ŬɘŰɞɨɜŰŮɠ ɔɘŬ 

ˊɘůŰɞˊɞɘɖŰɘəɧ. ȺɎɜ ɏɜŬɠ ȷɘŰoɨɛŮɜɞɠ ɞɟɑůŮɘ, ɔɟŬˊŰɩɠ, ŰŬ ɎŰɞɛŬ ˊɞɡ ɛˊɞɟɞɨɜ ɜŬ 

ŬɘŰɖɗɞɨɜ ɄɘůŰɞˊɞɘɖŰɘəɧ, ŰɧŰŮ ɖ HARICA ŭŮ ɗŬ ŭŮɢŰŮɑ ŬɘŰɐɛŬŰŬ ˊɘůŰɞˊɞɘɖŰɘəɩɜ ˊɞɡ 

ŮɑɜŬɘ ŮəŰɧɠ ŬɡŰɐɠ Űɖɠ ˊɟɞŭɘŬɔɟŬűɐɠ. ȼ HARICA ɗŬ ˊɟɏˊŮɘ ɜŬ ˊŬɟɎůɢŮɘ ůŰɞɜ ŬɘŰɞɨɜŰŬ 

ɛɘŬ ɚɑůŰŬ ɛŮ Űɞɡɠ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɞɡɠ ŬɘŰɞɨɜŰŮɠ ˊɘůŰɞˊɞɘɖŰɘəɞɨ ɛŮŰɎ Ŭˊɧ 

ŮˊŬɚɖɗŮɡɛɏɜɞ ɔɟŬˊŰɧ ŬɑŰɖɛŬ Űɞɡ ȷɘŰɞɨɜŰɞɠ. 

 

Ƀɘ ȷɟɢɏɠ ȾŬŰŬɢɩɟɘůɖɠ ŭɘŬɗɏŰɞɡɜ ŭɘŬŭɘəŬůɑŮɠ ɛŮ Űɘɠ ɞˊɞɑŮɠ ŮˊŬɚɖɗŮɨŮŰŬɘ ɖ ůɢɏůɖ 

əɎɗŮ ȷɘŰɞɨɜŰŬ ɛŮ Űɞ ɑŭɟɡɛŬ əŬɘ ɖ əŬŰɎůŰŬůɖ ŬɡŰɐɠ. ȷɡŰɧ ɔɑɜŮŰŬɘ ŮɑŰŮ ɛŮ ɖɚŮəŰɟɞɜɘəɏɠ 

ɚɑůŰŮɠ ˊɞɡ ůɡɔəŮɜŰɟɩɜŮɘ ɖ əɎɗŮ ȷȾ Ŭˊɧ Űɘɠ ŬɟɛɧŭɘŮɠ -ɔɘŬ əɎɗŮ əŬŰɖɔɞɟɑŬ- ́ ɖɔɏɠ (ˊ.ɢ. 

ɔɟŬɛɛŬŰŮɑŮɠ ŰɛɖɛɎŰɤɜ/ůɢɞɚɩɜ, ŭ/ɜůɖ ɛɖɢŬɜɞɟɔɎɜɤůɖɠ ŭɘɞɑəɖůɖɠ ə.Ŭ.), ŮɑŰŮ ɛŮ 

ˊɟɞůəɧɛɘůɖ Ůˊɘəɡɟɤɛɏɜɤɜ ɏɔɔɟŬűɤɜ ɓŮɓŬɘɩůŮɤɜ ɧˊɞɡ ˊɘůŰɞˊɞɘŮɑŰŬɘ ɖ ůɢɏůɖ Űɞɡ 

ŮɜŭɘŬűŮɟɧɛŮɜɞɡ ɛŮ Űɞ ɑŭɟɡɛŬ. 

 

ȼ HARICA ɢɟɖůɘɛɞˊɞɘŮɑ ˊɚɖɟɞűɞɟɑŮɠ Ŭˊɧ ˊɖɔɏɠ ŭŮŭɞɛɏɜɤɜ ůɨɛűɤɜŬ ɛŮ Űɖɜ 

ˊŬɟɎɔɟŬűɞ 3.2.2.7 ɔɘŬ Űɖ ŭɖɛɘɞɡɟɔɑŬ ɛɘŬɠ ŬɝɘɧˊɘůŰɖɠ ɛŮɗɧŭɞɡ ŮˊɘəɞɘɜɤɜɑŬɠ. 

 

ũɘŬ Űɖɜ ɏəŭɞůɖ ɄɘůŰɞˊɞɘɖŰɘəɩɜ EV, ɖ HARICA ɗŬ ˊɟɏˊŮɘ ɜŬ ŮˊŬɚɖɗŮɨůŮɘ Űɖɜ 

ŮɝɞɡůɘɞŭɧŰɖůɖ Űɞɡ ȷɘŰɞɨɜŰŬ, ůɡɛˊŮɟɘɚŬɛɓŬɜɞɛɏɜɤɜ: 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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Å ɇɞ ɧɜɞɛŬ, Űɞɜ ŰɑŰɚɞ əŬɘ Űɖɜ ŬɟɛɞŭɘɧŰɖŰŬ Űɞɡ Ɉ́ ɞɔɟɎűɤɜŰɞɠ ɆɨɛɓŬůɖɠ, Űɞɡ 

ɈˊŮɨɗɡɜɞɡ Ȱɔəɟɘůɖɠ əŬɘ Űɞɡ ȷɘŰɞɨɜŰŬ ɄɘůŰɞˊɞɘɖŰɘəɞɨ, ůɨɛűɤɜŬ ɛŮ Űɖɜ ȺɜɧŰɖŰŬ 

3.2.8 Űɤɜ Ƀŭɖɔɘɩɜ EV, 

Å ȳŰɘ ɏɜŬɠ ɈˊɞɔɟŬűɤɜ ɆɨɛɓŬůɖɠ ɡɏ́ɔɟŬɣŮ Űɖ ɆɨɛɓŬůɖ ɆɡɜŭɟɞɛɖŰɐ ɐ ɧŰɘ ɏɜŬɠ 

ŮɝɞɡůɘɞŭɞŰɖɛɏɜɞɠ Ůə́ɟɧůɤˊɞɠ Űɞɡ ȷɘŰɞɨɜŰɞɠ ŬɜŬɔɜɩɟɘůŮ əŬɘ ůɡɛűɩɜɖůŮ ɛŮ Űɞɡɠ 

ȳɟɞɡɠ ɉɟɐůɖɠ, ůɨɛűɤɜŬ ɛŮ Űɖɜ ȺɜɧŰɖŰŬ 3.2.9 Űɤɜ Ƀŭɖɔɘɩɜ EV əŬɘ 

Å ȳŰɘ ɏɜŬɠ ɈˊŮɨɗɡɜɞɠ Ȱɔəɟɘůɖɠ ɏɢŮɘ ɡˊɞɔɟɎɣŮɘ ɐ ŮɔəɟɑɜŮɘ ɛŮ Ɏɚɚɞɜ Űɟɧˊɞ Űɞ ȷɑŰɖɛŬ 

ɄɘůŰɞˊɞɘɖŰɘəɞɨ EV, ůɨɛűɤɜŬ ɛŮ Űɖɜ ȺɜɧŰɖŰŬ 3.2.10 Űɤɜ Ƀŭɖɔɘɩɜ EV. 

 

3.2.6 ȾɟɘŰɐɟɘŬ ɔɘŬ ŭɘŬɚŮɘŰɞɡɟɔɘəɧŰɖŰŬ 

ȼ HARICA ɛˊɞɟŮɑ ɜŬ ŮəŭɑŭŮɘ ˊɘůŰɞˊɞɘɖŰɘəɎ ŭɘŬ-ˊɘůŰɞˊɞɑɖůɖɠ, ˊɟɞəŮɘɛɏɜɞɡ ɜŬ 

ɓɞɖɗɐůŮɘ Űɘɠ ŭɘŮɟɔŬůɑŮɠ ɛŮŰɎɓŬůɖɠ ůŮ ɜɏŬ ȾŮɜŰɟɘəɐ ȷɄ. ȼ HARICA ˊŬɟɏɢŮɘ Ůˊɑůɖɠ, 

ɡˊɖɟŮůɑŮɠ ŭɘŬ-ˊɘůŰɞˊɞɑɖůɖɠ ɔɘŬ ɜŬ ŭɘŬ-ˊɘůŰɞˊɞɘɐůŮɘ ɛɘŬ ȷɄ ˊɞɡ ŭŮɜ ŬɜɐəŮɘ ůŰɖɜ 

HARICA. ũɘŬ ɜŬ ˊŬɟɏɢɞɜŰŬɘ ŬɡŰɏɠ ɞɘ ɡˊɖɟŮůɑŮɠ, ˊɟɏˊŮɘ ɜŬ ɘůɢɨɞɡɜ ŰŬ ŬəɧɚɞɡɗŬ 

əɟɘŰɐɟɘŬ: 

¶ ȼ ˊŮɟɑɞŭɞɠ ŭɘŬůɨɜŭŮůɖɠ ˊŮɟɘɞɟɑɕŮŰŬɘ Űɞ ɛɏɔɘůŰɞ ůŰŬ ɞəŰɩ (8) ɢɟɧɜɘŬ ɛŮ ŭɘəŬɑɤɛŬ 

ŬɜŬɜɏɤůɖɠ  

¶ Ƀ űɞɟɏŬɠ ˊɞɡ ɗŬ ŭɘŬ-ˊɘůŰɞˊɞɘɖɗŮɑ, ɗŬ ɡˊɞɔɟɎɣŮɘ ůɨɛɓŬůɖ ɛŮ Űɖ HARICA ́ ɞɡ ɗŬ 

ˊŮɟɘɚŬɛɓɎɜŮɘ çŭɘəŬɑɤɛŬ Ůɚɏɔɢɞɡè Ŭˊɧ Űɖɜ HARICA ˊɟɞɠ Űɞɜ űɞɟɏŬ əŬɘ  

¶ ȼ ȷɄ ˊɟɏˊŮɘ ɜŬ ɚŮɘŰɞɡɟɔŮɑ ůɨɛűɤɜŬ ɛŮ ɛɑŬ ɄɄ/ȹȹɄ ˊɞɡ ŮɑɜŬɘ ŰɞɡɚɎɢɘůŰɞɜ ɧůɞ 

ŬɡůŰɖɟɐ ŮɑɜŬɘ əŬɘ ɖ ɄɄ/ȹȹɄ Űɖɠ HARICA. 

 

Ƀɟɘůɛɏɜɞɘ ɄɟɞɛɖɗŮɡŰɏɠ ȿɞɔɘůɛɘəɞɨ ȺűŬɟɛɞɔɩɜ ɏɢɞɡɜ ůɡɔəŮəɟɘɛɏɜŮɠ ŭɘŬŭɘəŬůɑŮɠ ɔɘŬ 

Űɖɜ ɏɔəɟɘůɖ Űɖɠ ŭɘŬ-ˊɘůŰɞˊɞɑɖůɖɠ ɛɘŬɠ ȷɄ ˊɞɡ ŭŮɜ ŬɜɐəŮɘ ůŰɖ HARICA. ɆŮ ŰɏŰɞɘŮɠ 

ˊŮɟɘˊŰɩůŮɘɠ, ɖ HARICA ŭŮ ɗŬ ŮəŭɑŭŮɘ ˊɘůŰɞˊɞɘɖŰɘəɧ ŭɘŬ-ˊɘůŰɞˊɞɑɖůɖɠ ůŮ ɛɖ 

ůɡɜŭŮŭŮɛɏɜɖ ɞɜŰɧŰɖŰŬ ɢɤɟɑɠ Űɖ ɟɖŰɐ ɏɔəɟɘůɖ ŬɡŰɩɜ Űɤɜ ɄɟɞɛɖɗŮɡŰɩɜ ȿɞɔɘůɛɘəɞɨ 

ȺűŬɟɛɞɔɩɜ. 

 

ȼ HARICA ɗŬ ˊɟɏˊŮɘ ɜŬ ŭɖɛɞůɘŮɨŮɘ ɧɚŬ ŰŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ȹɘŬ-ˊɘůŰɞˊɞɑɖůɖɠ  ˊɞɡ 

ˊɟɞůŭɘɞɟɑɕɞɡɜ Űɖɜ ȷɄ ɤɠ ɈˊɞəŮɑɛŮɜɞ, ɡˊɧ Űɖɜ ˊɟɞɦˊɧɗŮůɖ ɧŰɘ ɖ ȷɄ əŬɜɧɜɘůŮ ɐ 

ŬˊɞŭɏɢŰɖəŮ Űɖ ŭɖɛɘɞɡɟɔɑŬ Űɖɠ ůɢɏůɖɠ ŮɛˊɘůŰɞůɨɜɖɠ (ŭɖɚŬŭɐ Űɞ ɡɧ́ ɏəŭɞůɖ 

ɄɘůŰɞˊɞɘɖŰɘəɧ ȹɘŬ-ˊɘůŰɞˊɞɑɖůɖɠ). 

3.3 ȺˊŬɚɐɗŮɡůɖ ŰŬɡŰɧŰɖŰŬɠ ɔɘŬ ŮˊŬɜɏəŭɞůɖ ˊɘůŰɞˊɞɘɖŰɘəɩɜ ɛŮ ɜɏɞ 

əɚŮɘŭɑ 

ɀŮ Űɞɜ ɧɟɞ Ů́ Ŭɜɏəŭɞůɖ ́ ɘůŰɞˊɞɘɖŰɘəɞɨ ɛŮ ɜɏɞ əɚŮɘŭɑ, ˊŮɟɘɔɟɎűŮŰŬɘ ɖ ŭɖɛɘɞɡɟɔɑŬ ɜɏɞɡ 

ˊɘůŰɞˊɞɘɖŰɘəɞɨ, ˊɞɡ ɢɟɖůɘɛɞˊɞɘŮɑ ɏɜŬ ɛɏɟɞɠ ɐ ɧɚŮɠ Űɘɠ ˊɚɖɟɞűɞɟɑŮɠ ˊɞɡ ɡˊɎɟɢɞɡɜ ɔɘŬ 

ɏɜŬ ɘůɢɨɞɜ ˊɘůŰɞˊɞɘɖŰɘəɧ ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ ɏɜŬ ɜɏɞ ȻŮɨɔɞɠ ȾɚŮɘŭɘɞɨ. Ƀɘ ɆɡɜŭɟɞɛɖŰɏɠ 

ɛˊɞɟɞɨɜ ɜŬ ɕɖŰɞɨɜ ŮˊŬɜɏəŭɞůɖ ˊɘůŰɞˊɞɘɖŰɘəɞɨ ɛɧɜɞ ˊɟɘɜ Űɖ ɚɐɝɖ Űɞɡ. ȼ ŭɘŬŭɘəŬůɑŬ 

ŮˊŬɜɏəŭɞůɖɠ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɖɜ ŮɜɧŰɖŰŬ 4.7. 

3.3.1 ȺˊŬɚɐɗŮɡůɖ ŰŬɡŰɧŰɖŰŬɠ əŬɘ ŮɝɞɡůɘɞŭɧŰɖůɖ ɔɘŬ ŬɑŰɖůɖ ɏəŭɞůɖɠ 

ɜɏɞɡ əɚŮɘŭɘɞɨ-ˊɘůŰɞˊɞɘɖŰɘəɞɨ 

Ƀ ɆɡɜŭɟɞɛɖŰɐɠ ɛˊɞɟŮɑ ɜŬ ŬɘŰɖɗŮɑ Űɖɜ ŮˊŬɜɏəŭɞůɖ ɔɘŬ ɏɜŬ ˊɘůŰɞˊɞɘɖŰɘəɧ ˊɞɡ ŭŮɜ ɏɢŮɘ 

ɚɐɝŮɘ əŬɘ ŭŮɜ ɏɢŮɘ ŬɜŬəɚɖɗŮɑ, ɞˊɞɘŬŭɐˊɞŰŮ ůŰɘɔɛɐ ˊɟɘɜ Űɖɜ ɚɐɝɖ Űɞɡ, ŬəɞɚɞɡɗɩɜŰŬɠ 

Űɖ ŭɘŬŭɘəŬůɑŬ ˊɞɡ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 3.2. 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 
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3.3.2 ȺˊŬɚɐɗŮɡůɖ ŰŬɡŰɧŰɖŰŬɠ əŬɘ ŮɝɞɡůɘɞŭɧŰɖůɖ ɔɘŬ ŬɑŰɖůɖ ɏəŭɞůɖɠ 
ɜɏɞɡ əɚŮɘŭɘɞɨ-ˊɘůŰɞˊɞɘɖŰɘəɞɨ ɛŮŰɎ Ŭˊɧ ŬɜɎəɚɖůɖ 

Ƀ ɆɡɜŭɟɞɛɖŰɐɠ ɛˊɞɟŮɑ ɜŬ ŬɘŰɖɗŮɑ Űɖɜ ŮˊŬɜɏəŭɞůɖ Ŭɛɏůɤɠ ɛŮŰɎ Űɖɜ ŬɜɎəɚɖůɖ Űɞɡ 

Ŭɟɢɘəɞɨ ˊɘůŰɞˊɞɘɖŰɘəɞɨ Űɞɡ, ŬəɞɚɞɡɗɩɜŰŬɠ Űɖɜ ŭɘŬŭɘəŬůɑŬ ˊɞɡ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɖɜ 

ˊŬɟɎɔɟŬűɞ 3.2. 

3.4 ȺˊŬɚɐɗŮɡůɖ ŰŬɡŰɧŰɖŰŬɠ əŬɘ ŮɝɞɡůɘɞŭɧŰɖůɖ ɔɘŬ ŬɘŰɐɛŬŰŬ 

ŬɜɎəɚɖůɖɠ 

ɄɏɟŬɜ Űɤɜ ˊŮɟɘˊŰɩůŮɤɜ ŬɜɎəɚɖůɖɠ ˊɞɡ ˊŮɟɘɔɟɎűɞɜŰŬɘ ůŰɘɠ ŮɜɧŰɖŰŮɠ 4.9.1.1 əŬɘ 

4.9.1.2, ɖ HARICA ɛˊɞɟŮɑ ɜŬ ŬɜŬəŬɚŮɑ ɞˊɞɘɞŭɐˊɞŰŮ ˊɘůŰɞˊɞɘɖŰɘəɧ (ɄɘůŰɞˊɞɘɖŰɘəɧ 

ȺɜŭɘɎɛŮůɖɠ ȷɄ ɐ ɄɘůŰɞˊɞɘɖŰɘəɧ ɢɟɐůŰɖ/ůɡůəŮɡɐɠ) əŬŰɎ Űɖɜ ŬˊɧɚɡŰɖ ŭɘŬəɟɘŰɘəɐ Űɖɠ 

ŮɡɢɏɟŮɘŬ. 

 

ȼ ŮˊŬɚɐɗŮɡůɖ ŰŬɡŰɧŰɖŰŬɠ əɘ ŮɝɞɡůɘɞŭɧŰɖůɖ ɔɘŬ ŬɘŰɐɛŬŰŬ ŬɜɎəɚɖůɖɠ ɔɑɜɞɜŰŬɘ 

ůɨɛűɤɜŬ ɛŮ Űɘɠ ɛŮɗɧŭɞɡɠ ˊɞɡ ˊŮɟɘɔɟɎűɞɜŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 3.2.3. Ⱥˊɘˊɚɏɞɜ, ɖ 

HARICA əŬɘ ɞ ɆɡɜŭɟɞɛɖŰɐɠ, əŬŰɎ Űɖɜ ˊŬɟŬɚŬɓɐ Űɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ, ůɡɛűɤɜɞɨɜ ůŮ 

ɏɜŬ ɛɡůŰɘəɧ əɤŭɘəɧ ŬɜɎəɚɖůɖɠ Űɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ, ɞ ɞˊɞɑɞɠ ŮɑɜŬɘ ŬˊŬɟŬɑŰɖŰɞɠ ɔɘŬ 

Űɖɜ ŬɜɎəɚɖůɖ Űɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ Ŭˊɧ Űɞ ɆɡɜŭɟɞɛɖŰɐ.  

 

ȾɟŬŰɘəɏɠ Ŭɟɢɏɠ ŮˊŬɚɖɗŮɨɞɜŰŬɘ ɛɏůɤ ŬůűŬɚɞɨɠ əɚɐůɖɠ ůŰɞɡɠ Ůˊɑůɖɛɞɡɠ Ŭɟɘɗɛɞɨɠ 

ŰɖɚŮűɩɜɞɡ Űɞɡɠ ɐ ůŰɘɠ ŮˊɑůɖɛŮɠ ŭɘŮɡɗɨɜůŮɘɠ ɖɚŮəŰɟɞɜɘəɞɨ ŰŬɢɡŭɟɞɛŮɑɞɡ. 

 

ȼ ˊɚɐɟɖɠ ŭɘŬŭɘəŬůɑŬ ŬɜɎəɚɖůɖɠ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 4.9.3. 

3.4.1 ȷɑŰɖɛŬ ŬɜɎəɚɖůɖɠ Ŭˊɧ ȺəŭɞɨůŬ ȷɟɢɐ 

ȼ ȺəŭɞɨůŬ ȷɄ ɞűŮɑɚŮɘ ɜŬ ŬɜŬəŬɚŮɑ ˊɘůŰɞˊɞɘɖŰɘəɎ Ůűɧůɞɜ ɏɢŮɘ ɘůɢɡɟɏɠ ŮɜŭŮɑɝŮɘɠ ɧŰɘ 

Űɞ ɘŭɘɤŰɘəɧ əɚŮɘŭɑ ɐ Űɞ ˊɘůŰɞˊɞɘɖŰɘəɧ əɎˊɞɘɞɡ ɆɡɜŭɟɞɛɖŰɐ ɏɢŮɘ ŭɘŬɟɟŮɨůŮɘ. ɀˊɞɟŮɑ 

Ůˊɑůɖɠ, ɜŬ ŬɜŬəŬɚɏůŮɘ ɏɜŬ ˊɘůŰɞˊɞɘɖŰɘəɧ ɢɤɟɑɠ Űɖ ůɡɔəŬŰɎɗŮůɖ Űɞɡ ɆɡɜŭɟɞɛɖŰɐ Ŭɜ 

ɏɢŮɘ ŮəŭɞɗŮɑ ɛŮ ɚɎɗɞɠ ˊŬɟŬɛɏŰɟɞɡɠ/ˊɚɖɟɞűɞɟɑŮɠ, ɧˊɤɠ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɖɜ ŮɜɧŰɖŰŬ 

4.9.1.1. 

3.4.2 ȷɑŰɖɛŬ ŬɜɎəɚɖůɖɠ Ŭˊɧ ɆɡɜŭɟɞɛɖŰɐ 

Ƀ ɆɡɜŭɟɞɛɖŰɐɠ ɛˊɞɟŮɑ ɜŬ ŬɘŰɖɗŮɑ Űɖɜ ŬɜɎəɚɖůɖ Űɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ ɛɏůɤ ŬůűŬɚɞɨɠ 

ŭɘŮˊŬűɐɠ Űɖɠ HARICA, ɛŮ Űɖ ɢɟɐůɖ ŮɔəŮəɟɘɛɏɜɤɜ ɛŮɗɧŭɤɜ ŰŬɡŰɞˊɞɑɖůɖɠ ɐ ɛŮ Űɖɜ 

ɢɟɐůɖ Űɞɡ ɛɡůŰɘəɞɨ əɤŭɘəɞɨ ŬɜɎəɚɖůɖɠ. ȺɜŬɚɚŬəŰɘəɎ, ɞ ɆɡɜŭɟɞɛɖŰɐɠ ɛˊɞɟŮɑ ɜŬ 

ɕɖŰɐůŮɘ ŬɜɎəɚɖůɖ ˊɘůŰɞˊɞɘɖŰɘəɞɨ ɛŮ ŰɖɚŮűɤɜɘəɐ ŮˊɘəɞɘɜɤɜɑŬ ůŰɖɜ ŬɜŰɑůŰɞɘɢɖ ȷɄ 

əŬɘ əŬŰɎ Űɖ ŭɘŬŭɘəŬůɑŬ ŬɡŰɐ ɗŬ ɔɑɜŮɘ ŮˊŬɚɐɗŮɡůɖ Űɖɠ ŰŬɡŰɧŰɖŰɎɠ Űɞɡ ɓɎůŮɘ 

ˊɚɖɟɞűɞɟɘɩɜ ˊɞɡ ŮɑɜŬɘ ɔɜɤůŰɏɠ ɛŮŰŬɝɨ ȷɟɢɐɠ ȾŬŰŬɢɩɟɘůɖɠ əŬɘ ɆɡɜŭɟɞɛɖŰɐ. 

3.4.3 ȷɑŰɖɛŬ ŬɜɎəɚɖůɖɠ Ŭˊɧ ɛɖ-ɆɡɜŭɟɞɛɖŰɐ 

ȷɘŰɐɛŬŰŬ ȷɜɎəɚɖůɖɠ ɄɘůŰɞˊɞɘɖŰɘəɩɜ Ŭˊɧ ɛɖ-ɆɡɜŭɟɞɛɖŰɏɠ ˊɞɡ ŬɘŰɞɨɜŰŬɘ ŬɜɎəɚɖůɖ 

Ůɜɧɠ ˊɘůŰɞˊɞɘɖŰɘəɞɨ Űɖɠ HARICA, ́ ɟɏˊŮɘ ɜŬ ɔɑɜɞɜŰŬɘ ůɨɛűɤɜŬ ɛŮ Űɘɠ ŭɘŬŭɘəŬůɑŮɠ ˊɞɡ 

ˊŮɟɘɔɟɎűɞɜŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 4.9.3.2  



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 
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4 ȿŮɘŰɞɡɟɔɘəɏɠ ȷˊŬɘŰɐůŮɘɠ Ⱦɨəɚɞɡ ɕɤɐɠ ɄɘůŰɞˊɞɘɖŰɘəɞɨ 

4.1 ȷɑŰɖůɖ ɔɘŬ ɄɘůŰɞˊɞɘɖŰɘəɧ 

4.1.1 Ʉɞɘɞɠ ŭɘəŬɘɞɨŰŬɘ ɜŬ əŬŰŬɗɏůŮɘ ŬɑŰɖůɖ ɔɘŬ ˊɘůŰɞˊɞɘɖŰɘəɧ 

ȷɘŰɐůŮɘɠ ɔɘŬ ɏəŭɞůɖ ˊɘůŰɞˊɞɘɖŰɘəɞɨ ɛˊɞɟɞɨɜ ɜŬ əŬŰŬɗɏůɞɡɜ ɛɧɜɞ ɞɘ ȷɘŰɞɨɜŰŮɠ ˊɞɡ 

ˊŮɟɘɔɟɎűɞɜŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 1.3.3.  

 

ȼ HARICA ŮɜŭɏɢŮŰŬɘ ɜŬ ŬɝɘɞˊɞɘŮɑ Űɖ ɛɖɢŬɜɐ Google Safe Browsing ɔɘŬ ŬɜɑɢɜŮɡůɖ 

ɨˊɞˊŰɤɜ ɘůŰɞɢɩɟɤɜ, ˊɟɞəŮɘɛɏɜɞɡ ɜŬ ŬˊɞŰɟɏɣŮɘ ɏəŭɞůɖ ˊɘůŰɞˊɞɘɖŰɘəɩɜ ɔɘŬ ŰŬ 

ŬɜŰɑůŰɞɘɢŬ ɃɜɧɛŬŰŬ ɉɩɟɞɡ. 

 

ȼ HARICA ŮəŭɑŭŮɘ ɄɘůŰɞˊɞɘɖŰɘəɎ QEVCP-w, QEVCP-w-psd2, EV SSL əŬɘ 

ɈˊɞɔɟŬűɐɠ ȾɩŭɘəŬ EV ůŮ ȷɘŰɞɨɜŰŮɠ ɛɧɜɞ Ůűɧůɞɜ ɡˊɞɓɎɚɚɞɡɜ ɏɜŬ ˊɚɐɟŮɠ ȷɑŰɖɛŬ 

ɄɘůŰɞˊɞɘɖŰɘəɞɨ əŬɘ ́ ɚɖɟɞɨɜ Űɘɠ ŬˊŬɘŰɐůŮɘɠ ́ ɞɡ ɞɟɑɕɞɜŰŬɘ ůŰɘɠ ́ ŬɟŬɔɟɎűɞɡɠ 4.1.1 əŬɘ 

4.1.2 Űɤɜ Ƀŭɖɔɘɩɜ EV, Ůˊɘˊɚɏɞɜ Űɤɜ ŬˊŬɘŰɐůŮɤɜ ˊɞɡ ɞɟɑɕɞɜŰŬɘ ůŮ ŬɡŰɐ Űɖɜ ɄɄ/ȹȹɄ. 

4.1.2 ȹɘŬŭɘəŬůɑŬ ɏɜŰŬɝɖɠ əŬɘ ŮɡɗɨɜŮɠ 

Ʉɟɘɜ Űɖɜ ɏəŭɞůɖ Ůɜɧɠ ɄɘůŰɞˊɞɘɖŰɘəɞɨ, ɖ HARICA ɚŬɛɓɎɜŮɘ Űɖɜ Ŭəɧɚɞɡɗɖ 

ŰŮəɛɖɟɑɤůɖ Ŭˊɧ Űɞɜ ȷɘŰɞɨɜŰŬ: 

 

1. ɀɑŬ ŬɑŰɖůɖ ɔɘŬ ˊɘůŰɞˊɞɘɖŰɘəɧ, ɖ ɞˊɞɑŬ ɛˊɞɟŮɑ ɜŬ ŮɑɜŬɘ ɖɚŮəŰɟɞɜɘəɐ əŬɘ 

2. ɀɑŬ ɡˊɞɔŮɔɟŬɛɛɏɜɖ ɆɨɛɓŬůɖ ɆɡɜŭɟɞɛɖŰɐ ɐ Ŭˊɞŭɞɢɐ ȳɟɤɜ ɉɟɐůɖɠ, ˊɞɡ ɛˊɞɟŮɑ 

ɜŬ ŭɘŬŰɑɗŮɜŰŬɘ ɖɚŮəŰɟɞɜɘəɎ. 

 

ȰɜŬ ŬɑŰɖɛŬ ɔɘŬ ˊɘůŰɞˊɞɘɖŰɘəɧ ɛˊɞɟŮɑ ɜŬ ŮɑɜŬɘ ŬɟəŮŰɧ ɔɘŬ ˊɞɚɚɎ ɄɘůŰɞˊɞɘɖŰɘəɎ ˊɞɡ 

ˊɟɏˊŮɘ ɜŬ Ůəŭɞɗɞɨɜ ůŰɞɜ ɑŭɘɞ ȷɘŰɞɨɜŰŬ ˊɞɡ ɡˊɧəŮɘŰŬɘ ůŰɞɡɠ ɢɟɞɜɘəɞɨɠ ˊŮɟɘɞɟɘůɛɞɨɠ 

əŬɘ Űɞɡɠ ˊŮɟɘɞɟɘůɛɞɨɠ ŮˊŬɜŬɢɟɖůɘɛɞˊɞɑɖůɖɠ ɡűɘůŰɎɛŮɜɤɜ ŰŮəɛɖɟɑɤɜ ɧˊɤɠ 

ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 4.2.1, ɡˊɧ Űɖɜ ˊɟɞɦˊɧɗŮůɖ ɧŰɘ əɎɗŮ ɄɘůŰɞˊɞɘɖŰɘəɧ 

ɡˊɞůŰɖɟɑɕŮŰŬɘ Ŭˊɧ ɏɜŬ ɏɔəɡɟɞ, ɘůɢɨɞɜ ŬɑŰɖɛŬ ɔɘŬ ˊɘůŰɞˊɞɘɖŰɘəɧ ˊɞɡ ɡˊɞɔɟɎűɖəŮ Ŭˊɧ 

Űɞɜ əŬŰɎɚɚɖɚɞ Ⱥəˊɟɧůɤˊɞ ȷɘŰɞɨɜŰŬ Ůə ɛɏɟɞɡɠ Űɞɡ ȷɘŰɞɨɜŰŬ. ɇɞ ŬɑŰɖɛŬ ɔɘŬ 

ˊɘůŰɞˊɞɘɖŰɘəɧ ɛˊɞɟŮɑ ɜŬ ɏɢŮɘ ɔɑɜŮɘ, ɜŬ ɏɢŮɘ ɡˊɞɓɚɖɗŮɑ əŬɘ /ɐ ɜŬ ɏɢŮɘ ɡˊɞɔɟŬűŮɑ 

ɖɚŮəŰɟɞɜɘəɎ. 

 

ȼ ŬɑŰɖůɖ ˊɘůŰɞˊɞɘɖŰɘəɞɨ ɗŬ ˊŮɟɘɚŬɛɓɎɜŮɘ ŭɐɚɤůɖ Űɞɡ ȷɘŰɞɨɜŰŬ, ɐ Űɞɡ Ⱥəˊɟɞůɩˊɞɡ 

Űɞɡ ȷɘŰɞɨɜŰŬ, ɧŰɘ ɧɚŮɠ ɞɘ ˊɚɖɟɞűɞɟɑŮɠ ŮɑɜŬɘ ɞɟɗɏɠ.  

 

Ƀɘ ȷɘŰɞɨɜŰŮɠ ɛˊɞɟɞɨɜ ɜŬ ɡˊɞɓɎɚɞɡɜ Űɖɜ ŬɑŰɖůɖ ɔɘŬ ɏəŭɞůɖ Űɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ ůŰɖɜ 

ŬůűŬɚɐ ɘůŰɞůŮɚɑŭŬ https://app.harica.gr/, https://cm.harica.gr ɐ ůŰɖɜ ȷɟɢɐ 

ȾŬŰŬɢɩɟɘůɖɠ Űɞɡ ɞɘəŮɑɞɡ ɘŭɟɨɛŬŰɞɠ, ɐ ůŮ ȷɟɢɐ ȾŬŰŬɢɩɟɘůɖɠ ȺɝɞɡůɘɞŭɞŰɖɛɏɜɞɡ 

ɇɟɑŰɞɡ ȺŰŬɑɟɞɡ, ɐ ůŰɖɜ ȾŮɜŰɟɘəɐ ȷɟɢɐ ȾŬŰŬɢɩɟɘůɖɠ. ȼ ŭɘŬŭɘəŬůɑŬ ŬɑŰɖůɖɠ ɗŬ ɏɢŮɘ 

ɤɠ ŬˊɞŰɏɚŮůɛŬ Űɖɜ ŬůűŬɚɐ ɡˊɞɓɞɚɐ Ůɜɧɠ əŬŰɎɚɚɖɚŬ ŭɘŬɛɞɟűɤɛɏɜɞɡ ȷɘŰɐɛŬŰɞɠ 

ɈˊɞɔɟŬűɐɠ ɄɘůŰɞˊɞɘɖŰɘəɞɨ (CSR) əŬɘ ŰŮəɛɐɟɘŬ ŮɝŬəɟɑɓɤůɖɠ ŰŬɡŰɧŰɖŰŬɠ ŰŬ ɞˊɞɑŬ 

ůŰɖ ůɡɜɏɢŮɘŬ ŮɚɏɔɢɞɜŰŬɘ Ŭˊɧ Ⱥɘŭɘəɧ Ⱥɚɏɔɢɞɡ ȺɔəɡɟɧŰɖŰŬɠ. 

 ȹɘŬŭɘəŬůɑŬ ɏɜŰŬɝɖɠ ɔɘŬ EV ɄɘůŰɞˊɞɘɖŰɘəɎ  

Ƀɘ ˊŬɟŬəɎŰɤ ɟɧɚɞɘ ȷɘŰɞɨɜŰŬ ŮɑɜŬɘ ŬˊŬɟŬɑŰɖŰɞɘ ɔɘŬ Űɖɜ ɏəŭɞůɖ ˊɘůŰɞˊɞɘɖŰɘəɞɨ EV: 

 

https://app.harica.gr/
https://cm.harica.gr/
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1. ȷɘŰɩɜ ˊɘůŰɞˊɞɘɖŰɘəɞɨ: ɇɞ ȷɑŰɖɛŬ EV ɄɘůŰɞˊɞɘɖŰɘəɞɨ ˊɟɏˊŮɘ ɜŬ ɡˊɞɓɚɖɗŮɑ Ŭˊɧ 

ŮɝɞɡůɘɞŭɞŰɖɛɏɜɞ ȷɘŰɞɨɜŰŬ ɄɘůŰɞˊɞɘɖŰɘəɞɨ. Ƀ ȷɘŰɩɜ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ŮɑɜŬɘ 

űɡůɘəɧ ˊɟɧůɤˊɞ ˊɞɡ ŮɑɜŬɘ ŮɑŰŮ ɞ ȷɘŰɩɜ, ŮɑŰŮ ŮɟɔɎɕŮŰŬɘ ůŰɞɜ ŬɘŰɞɨɜŰŬ, ŮɑŰŮ ŮɑɜŬɘ 

ɏɜŬɠ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɞɠ ŬɜŰɘˊɟɧůɤˊɞɠ ˊɞɡ ɏɢŮɘ ɟɖŰɐ ŮɝɞɡůɘɞŭɧŰɖůɖ ɜŬ 

ŮəˊɟɞůɤˊŮɑ Űɞɜ ȷɘŰɞɨɜŰŬ, ɐ əɎˊɞɘɞɠ ŰɟɑŰɞɠ  (ɧˊɤɠ ɏɜŬɠ ISP ɐ ɛɑŬ ŮŰŬɘɟŮɑŬ ˊŬɟɞɢɐɠ 

ɡˊɖɟŮůɑŬɠ űɘɚɞɝŮɜɑŬɠ) ˊɞɡ ůɡɛˊɚɖɟɩɜŮɘ əŬɘ ɡˊɞɓɎɚɚŮɘ Űɞ ȷɑŰɖɛŬ EV 

ɄɘůŰɞˊɞɘɖŰɘəɞɨ Ůɝ ɞɜɧɛŬŰɞɠ Űɞɡ ȷɘŰɞɨɜŰɞɠ. 

2. ɈˊŮɨɗɡɜɞɠ Ȱɔəɟɘůɖɠ ɄɘůŰɞˊɞɘɖŰɘəɞɨ. ɇɞ ȷɑŰɖɛŬ EV ɄɘůŰɞˊɞɘɖŰɘəɞɨ ˊɟɏˊŮɘ ɜŬ 

ŮɔəɟɘɗŮɑ Ŭˊɧ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɞ ɈˊŮɨɗɡɜɞ Ȱɔəɟɘůɖɠ ɄɘůŰɞˊɞɘɖŰɘəɞɨ. Ƀ ɈˊŮɨɗɡɜɞɠ 

Ȱɔəɟɘůɖɠ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ŮɑɜŬɘ ɏɜŬ űɡůɘəɧ ˊɟɧůɤˊɞ ˊɞɡ ŮɑɜŬɘ ŮɑŰŮ ɞ ȷɘŰɩɜ, ŮɑŰŮ 

ŮɟɔɎɕŮŰŬɘ ůŰɞɜ ŬɘŰɞɨɜŰŬ, ŮɑŰŮ ŮɑɜŬɘ ɏɜŬɠ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɞɠ ŬɜŰɘˊɟɧůɤˊɞɠ ˊɞɡ ɏɢŮɘ 

ɟɖŰɐ ŮɝɞɡůɘɞŭɧŰɖůɖ ɜŬ ŮəˊɟɞůɤˊŮɑ Űɞɜ ȷɘŰɞɨɜŰŬ (i) ɜŬ ŮɜŮɟɔŮɑ ɤɠ ȷɘŰɩɜ 

ɄɘůŰɞˊɞɘɖŰɘəɞɨ əŬɘ ɜŬ ŮɝɞɡůɘɞŭɞŰŮɑ Ɏɚɚɞɡɠ ɡˊŬɚɚɐɚɞɡɠ ɐ ŰɟɑŰɞɡɠ ɜŬ ŮɜŮɟɔɞɨɜ ɤɠ 

ȷɘŰɞɨɜŰŮɠ ɄɘůŰɞˊɞɘɖŰɘəɞɨ, əŬɘ (ii ) ɜŬ Ůɔəɟɑɜɞɡɜ ŰŬ ȷɘŰɐɛŬŰŬ EV ɄɘůŰɞˊɞɘɖŰɘəɩɜ 

ˊɞɡ ɡˊɞɓɎɚɚɞɜŰŬɘ Ŭˊɧ Ɏɚɚɞɡɠ ȷɘŰɞɨɜŰŮɠ ɄɘůŰɞˊɞɘɖŰɘəɩɜ. 

3. ɈˊɞɔɟɎűɤɜ ɆɨɛɓŬůɖɠ: ȼ ɆɨɛɓŬůɖ ɆɡɜŭɟɞɛɖŰɐ ˊɞɡ ɘůɢɨŮɘ ɔɘŬ Űɞ ŬɘŰɞɨɛŮɜɞ EV 

ɄɘůŰɞˊɞɘɖŰɘəɧ ˊɟɏˊŮɘ ɜŬ ɡˊɞɔɟɎűŮŰŬɘ Ŭˊɧ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɞ ɈˊɞɔɟɎűɞɜŰŬ 

ɆɨɛɓŬůɖɠ. Ƀ ɈˊɞɔɟɎűɤɜ ɆɨɛɓŬůɖɠ ŮɑɜŬɘ űɡůɘəɧ ˊɟɧůɤˊɞ, Űɞ ɞˊɞɑɞ ŮɑɜŬɘ ŮɑŰŮ ɞ 

ȷɘŰɩɜ, ŮɑŰŮ ŮɟɔɎɕŮŰŬɘ ůŰɞɜ ȷɘŰɞɨɜŰŬ, ŮɑŰŮ ŮɑɜŬɘ ɞ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɞɠ ŬɜŰɘˊɟɧůɤˊɞɠ 

ˊɞɡ ɏɢŮɘ ɟɖŰɐ ŮɝɞɡůɘɞŭɧŰɖůɖ ɜŬ ŮəˊɟɞůɤˊŮɑ Űɞɜ ȷɘŰɞɨɜŰŬ əŬɘ ɞ ɞˊɞɑɞɠ ɏɢŮɘ Űɖɜ 

ŬɟɛɞŭɘɧŰɖŰŬ Ůɝ ɞɜɧɛŬŰɞɠ Űɞɡ ȷɘŰɞɨɜŰɞɠ ɜŬ ɡˊɞɔɟɎɣŮɘ ɆɡɛɓɎůŮɘɠ ɆɡɜŭɟɞɛɖŰɐ. 

4. ȷɜŰɘˊɟɧůɤˊɞɠ ȷɘŰɞɨɜŰŬ: ɆŮ ˊŮɟɑˊŰɤůɖ ˊɞɡ ɖ HARICA əŬɘ ɞ ɆɡɜŭɟɞɛɖŰɐɠ 

ůɡɜŮɟɔɎɕɞɜŰŬɘ, ɞɘ ȳɟɞɘ ɉɟɐůɖɠ ˊɞɡ ɘůɢɨɞɡɜ ɔɘŬ Űɞ ŬɘŰɞɨɛŮɜɞ EV ɄɘůŰɞˊɞɘɖŰɘəɧ 

ˊɟɏˊŮɘ ɜŬ ŬɜŬɔɜɤɟɑɕɞɜŰŬɘ əŬɘ ɜŬ ůɡɛűɤɜɞɨɜŰŬɘ Ŭˊɧ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɞ 

ȷɜŰɘˊɟɧůɤˊɞ ȷɘŰɞɨɜŰɞɠ. Ƀ ȷɜŰɘˊɟɧůɤˊɞɠ ȷɘŰɞɨɜŰɞɠ ŮɑɜŬɘ ɏɜŬ űɡůɘəɧ ˊɟɧůɤˊɞ 

ˊɞɡ ŮɑɜŬɘ ŮɑŰŮ ɞ ȷɘŰɩɜ, ŮɑŰŮ ŮɟɔɎɕŮŰŬɘ ůŰɞɜ ȷɘŰɞɨɜŰŬ, ŮɑŰŮ ŮɑɜŬɘ ɞ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɞɠ 

ŬɜŰɘˊɟɧůɤˊɞɠ ˊɞɡ ɏɢŮɘ ɟɖŰɐ ŮɝɞɡůɘɞŭɧŰɖůɖ ɜŬ ŮəˊɟɞůɤˊŮɑ Űɞɜ ȷɘŰɞɨɜŰŬ əŬɘ ɞ 

ɞˊɞɑɞɠ ɏɢŮɘ Űɖɜ ŬɟɛɞŭɘɧŰɖŰŬ Ůɝ ɞɜɧɛŬŰɞɠ Űɞɡ ȷɘŰɞɨɜŰŬ ɜŬ ŬɜŬɔɜɤɟɑůŮɘ əŬɘ ɜŬ 

ůɡɛűɤɜɐůŮɘ ɛŮ Űɞɡɠ ȳɟɞɡɠ ɉɟɐůɖɠ. 

 

Ƀ ȷɘŰɩɜ ɛˊɞɟŮɑ ɜŬ ŮɝɞɡůɘɞŭɞŰɐůŮɘ ɏɜŬ ˊɟɧůɤˊɞ ɜŬ ɏɢŮɘ ŭɨɞ ɐ ˊŮɟɘůůɧŰŮɟɞɡɠ Ŭˊɧ 

ŬɡŰɞɨɠ Űɞɡɠ ɟɧɚɞɡɠ əŬɘ / ɐ ɜŬ ŮˊɘŰɟɏɣŮɘ ůŮ ˊŮɟɘůůɧŰŮɟŬ Ŭˊɧ ɏɜŬ ɎŰɞɛŬ ɜŬ ɏɢɞɡɜ 

ɞˊɞɘɞɜŭɐˊɞŰŮ Ŭˊɧ ŬɡŰɞɨɠ Űɞɡɠ ɟɧɚɞɡɠ. 

 

4.2 ȺˊŮɝŮɟɔŬůɑŬ ȷɑŰɖůɖɠ ɄɘůŰɞˊɞɘɖŰɘəɞɨ 

4.2.1 ȹɘŬŭɘəŬůɑŮɠ ŮɝŬəɟɑɓɤůɖɠ ŰŬɡŰɧŰɖŰŬɠ ɆɡɜŭɟɞɛɖŰɐ 

ȼ ŮˊŮɝŮɟɔŬůɑŬ Űɤɜ ŬɘŰɐůŮɤɜ ɓŬůɑɕŮŰŬɘ ůŮ ɧůŬ ŬɜŬɔɟɎűɞɜŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 3.2. 

ȳɚŬ ŰŬ ŬɘŰɐɛŬŰŬ ˊɟɏˊŮɘ ɜŬ ŮɚɏɔɢɞɜŰŬɘ ɤɠ ˊɟɞɠ Űɖɜ ŮɔəɡɟɧŰɖŰɎ Űɞɡɠ. Ƀ ȷɘŰɩɜ ɗŬ 

ˊɟɏˊŮɘ ɜŬ ŮˊŬɚɖɗŮɨůŮɘ ɧɚŬ ŰŬ ŭŮŭɞɛɏɜŬ ˊɞɡ ɕɖŰɞɨɜŰŬɘ ɜŬ ůɡɛˊŮɟɘɚɖűɗɞɨɜ ůŰɞ 

ɄɘůŰɞˊɞɘɖŰɘəɧ. 

 

ɆŰɘɠ ˊŮɟɘˊŰɩůŮɘɠ ˊɞɡ Űɞ ŬɑŰɖɛŬ ˊɘůŰɞˊɞɘɖŰɘəɞɨ ŭŮɜ ˊŮɟɘɏɢŮɘ ɧɚŮɠ Űɘɠ ŬˊŬɟŬɑŰɖŰŮɠ 

ˊɚɖɟɞűɞɟɑŮɠ ɔɘŬ Űɞɜ ȷɘŰɞɨɜŰŬ, ɖ HARICA ɗŬ ˊɟɏˊŮɘ ɜŬ ɚɎɓŮɘ Űɘɠ ɡˊɧɚɞɘˊŮɠ 

ˊɚɖɟɞűɞɟɑŮɠ Ŭˊɧ Űɞɜ ȷɘŰɞɨɜŰŬ ɐ, Ŭűɞɨ Űɘɠ ɚɎɓŮɘ Ŭˊɧ ȷɝɘɧˊɘůŰɖ Ʉɖɔɐ ȹŮŭɞɛɏɜɤɜ, ɜŬ 

Űɘɠ ŮˊɘɓŮɓŬɘɩůŮɘ ɛŮ Űɞɜ ȷɘŰɞɨɜŰŬ. 

 

ȼ ˊŬɟɎɔɟŬűɞɠ 6.3.2 ́ ŮɟɘɞɟɑɕŮɘ Űɖɜ ŭɘɎɟəŮɘŬ ɘůɢɨɞɠ Űɤɜ ɄɘůŰɞˊɞɘɖŰɘəɩɜ ɆɡɜŭɟɞɛɖŰɐ. 

ȼ HARICA ɛˊɞɟŮɑ ɜŬ ɢɟɖůɘɛɞˊɞɘŮɑ ɏɔɔɟŬűŬ əŬɘ ŭŮŭɞɛɏɜŬ ˊɞɡ ŬɜŬűɏɟɞɜŰŬɘ ůŰɖɜ 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 

ɆŮɚɑŭŬ 79 Ŭˊɧ 203 

ˊŬɟɎɔɟŬűɞ 3.2 ɔɘŬ ɜŬ ŮˊŬɚɖɗŮɨůŮɘ Űɘɠ ˊɚɖɟɞűɞɟɑŮɠ Űɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ ɐ ɛˊɞɟŮɑ ɜŬ 

ŮˊŬɜŬɢɟɖůɘɛɞˊɞɘɐůŮɘ ˊɟɞɖɔɞɨɛŮɜŮɠ ŮˊŬɚɖɗŮɨůŮɘɠ, ŭŮŭɞɛɏɜɞɡ ɧŰɘ ŬˊɏəŰɖůŮ ŬɡŰɎ ŰŬ 

ůŰɞɘɢŮɑŬ ɐ ɏɔɔɟŬűŬ Ŭˊɧ ˊɖɔɐ ˊɞɡ ɞɟɑɕŮŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 3.2 ɐ ɞɚɞəɚɐɟɤůŮ Űɖɜ 

ŮˊŬɚɐɗŮɡůɖ. 

ɇŬ ŭŮŭɞɛɏɜŬ ŮˊŬɚɐɗŮɡůɖɠ ŰŬ ɞˊɞɑŬ ɛˊɞɟŮɑ ɜŬ ɢɟɖůɘɛɞˊɞɘɖɗɞɨɜ ɗŬ ŮɑɜŬɘ: 

¶ ɔɘŬ ɏəŭɞůɖ ȺɔəŮəɟɘɛɏɜɤɜ ɄɘůŰɞˊɞɘɖŰɘəɩɜ ɔɘŬ ȼɚŮəŰɟɞɜɘəɏɠ ɈˊɞɔɟŬűɏɠ, 

ɆűɟŬɔɑŭŮɠ ɐ ɄɘůŰɞˊɞɑɖůɖ ȽůŰɞɢɩɟɤɜ, ŰɟɘŬəɧůɘŮɠ ŮɝɐɜŰŬ ˊɏɜŰŮ (365) 

ɖɛɏɟŮɠ,. 

¶ ɔɘŬ ɄɘůŰɞˊɞɘɖŰɘəɎ SSL/TLS ȷɡɗŮɜŰɘəɞˊɞɑɖůɖɠ ɄŮɚɎŰɖ (Client 

Authentication), ɈˊɞɔɟŬűɐɠ ȾɩŭɘəŬ OV, S/MIME əŬɘ ɛɖ-ȺɔəŮəɟɘɛɏɜɤɜ 

ɄɘůŰɞˊɞɘɖŰɘəɩɜ ɈˊɞɔɟŬűɐɠ ŮɔɔɟɎűɤɜ, ɞəŰŬəɧůɘŮɠ Ůɑəɞůɘ ˊɏɜŰŮ (825) 

ɖɛɏɟŮɠ, 

¶ ɔɘŬ ɄɘůŰɞˊɞɘɖŰɘəɎ SSL/TLS ȷɡɗŮɜŰɘəɞˊɞɑɖůɖɠ ȺɝɡˊɖɟŮŰɖŰɩɜ: 

o ɞəŰŬəɧůɘŮɠ Ůɑəɞůɘ ˊɏɜŰŮ (825) ɖɛɏɟŮɠ ɛɏɢɟɘ Űɘɠ 15 ɀŬɟŰɑɞɡ 2026, 

o ȷˊɧ 15 ɀŬɟŰɑɞɡ 2026, ŰɟɘŬəɧůɘŮɠ ŮɜŮɜɐɜŰŬ ɞəŰɩ (398) ɖɛɏɟŮɠ. 

 

ȼ ɛɏɔɘůŰɖ ˊŮɟɑɞŭɞɠ ŮˊŬɜŬɢɟɖůɘɛɞˊɞɑɖůɖɠ ŬˊɞŭŮɘəŰɘəɩɜ ɔɘŬ Domain Name əŬɘ IP 

address ůŮ ɄɘůŰɞˊɞɘɖŰɘəɎ SSL/TLS ȷɡɗŮɜŰɘəɞˊɞɑɖůɖɠ ȺɝɡˊɖɟŮŰɖŰɩɜ ɗŬ ŮɑɜŬɘ: 

¶ ŰɟɘŬəɧůɘŮɠ ŮɜŮɜɐɜŰŬ ɞəŰɩ (398) ɖɛɏɟŮɠ ɛɏɢɟɘ Űɘɠ 15 ɀŬɟŰɑɞɡ 2026, 

¶ ȷˊɧ 15 ɀŬɟŰɑɞɡ 2026, ŭɘŬəɧůɘŮɠ (200) ɖɛɏɟŮɠ, 

¶ ȷˊɧ 15 ɀŬɟŰɑɞɡ 2027, ŮəŬŰɧ (100) ɖɛɏɟŮɠ, 

¶ ȷˊɧ 15 ɀŬɟŰɑɞɡ 2029, ŭɏəŬ (10) ɖɛɏɟŮɠ. 

 

ũɘŬ ŰŬ ɄɘůŰɞˊɞɘɖŰɘəɎ EV, ŮəŰɧɠ Ŭˊɧ Űɖɜ ˊŮɟɑˊŰɤůɖ Űɖɠ ŮˊŬɜɏəŭɞůɖɠ ɄɘůŰɞˊɞɘɖŰɘəɞɨ 

EV ůɨɛűɤɜŬ ɛŮ Űɖɜ ŮɜɧŰɖŰŬ 3.2.14.2 Űɤɜ Ƀŭɖɔɘɩɜ EV əŬɘ ŮəŰɧɠ ŮɎɜ ŮˊɘŰɟɏˊŮŰŬɘ 

ŭɘŬűɞɟŮŰɘəɎ ůŰɖɜ ŮɜɧŰɖŰŬ 3.2.14.1 Űɤɜ Ƀŭɖɔɘɩɜ EV, ɖ ˊŬɚŬɘɧŰɖŰŬ ɧɚɤɜ Űɤɜ 

ůŰɞɘɢŮɑɤɜ ́ ɞɡ ɢɟɖůɘɛɞˊɞɘɐɗɖəŬɜ ́ ɟɞəŮɘɛɏɜɞɡ ɜŬ ŮəŭɞɗŮɑ ɏɜŬ EV ˊɘůŰɞˊɞɘɖŰɘəɧ (ˊɟɘɜ 

ŬˊŬɘŰɖɗŮɑ ŮˊŬɜɏɚŮɔɢɞɠ) ȹȺɁ ɡˊŮɟɓŬɑɜŮɘ ŰŬ ŬəɧɚɞɡɗŬ ɧɟɘŬ: 

(ȷ) Ɂɞɛɘəɐ ɘůɢɨ əŬɘ ŰŬɡŰɧŰɖŰŬ - ŰɟɘŬəɧůɘŮɠ ŮɜŮɜɐɜŰŬ ɞəŰɩ (398) ɖɛɏɟŮɠ . 

(ȸ) ūŮɟɧɛŮɜɞ ɧɜɞɛŬ - ŰɟɘŬəɧůɘŮɠ ŮɜŮɜɐɜŰŬ ɞəŰɩ (398) ɖɛɏɟŮɠ . 

(ũ) ȹɘŮɨɗɡɜůɖ Űɞɡ ɇɧˊɞɡ ȺˊɘɢŮɑɟɖůɖɠ - ŰɟɘŬəɧůɘŮɠ ŮɜŮɜɐɜŰŬ ɞəŰɩ (398) 

ɖɛɏɟŮɠ . 

(ȹ) ȺˊŬɚɖɗŮɡɛɏɜɖ ɀɏɗɞŭɞɠ ȺˊɘəɞɘɜɤɜɑŬɠ - ŰɟɘŬəɧůɘŮɠ ŮɜŮɜɐɜŰŬ ɞəŰɩ (398) 

ɖɛɏɟŮɠ . 

(E) ȿŮɘŰɞɡɟɔɘəɐ ɘůɢɨ - ŰɟɘŬəɧůɘŮɠ ŮɜŮɜɐɜŰŬ ɞəŰɩ (398) ɖɛɏɟŮɠ . 

(ɆŰ) ȳɜɞɛŬ ɉɩɟɞɡ - ŰɟɘŬəɧůɘŮɠ ŮɜŮɜɐɜŰŬ ɞəŰɩ (398) ɖɛɏɟŮɠ . 

(Ȼ) ɃɜɞɛŬŰŮˊɩɜɡɛɞ, ɇɑŰɚɞɠ, ɃɟɔŬɜɘůɛɧɠ əŬɘ ȷɟɢɐ - ŰɟɘŬəɧůɘŮɠ ŮɜŮɜɐɜŰŬ 

ɞəŰɩ (398) ɖɛɏɟŮɠ , ŮəŰɧɠ ŮɎɜ ɖ ůɨɛɓŬůɖ ɛŮŰŬɝɨ Űɖɠ HARICA əŬɘ Űɞɡ ȷɘŰɞɨɜŰŬ 

ɞɟɑɕŮɘ ɏɜŬɜ ŭɘŬűɞɟŮŰɘəɧ ɧɟɞ, ůŰɖɜ ˊŮɟɑˊŰɤůɖ ˊɞɡ ɞ ɧɟɞɠ ɞɟɑɕŮŰŬɘ ůŰɞɡɠ Ůɚɏɔɢɞɡɠ Űɖɠ 

ůɨɛɓŬůɖɠ. ũɘŬ ˊŬɟɎŭŮɘɔɛŬ, ɖ ůɨɛɓŬůɖ ɀɄɃɅȺȽ ɜŬ ˊŮɟɘɚŬɛɓɎɜŮɘ Űɖ ŭɘŬɟəɐ ŬɜɎɗŮůɖ 

Űɤɜ ɟɧɚɤɜ EV ɏɤɠ ɧŰɞɡ ŬɜŬəɚɖɗŮɑ Ŭˊɧ Űɞɜ ȷɘŰɞɨɜŰŬ ɐ Űɖ HARICA ɐ ɏɤɠ ɧŰɞɡ ɚɐɝŮɘ 

ɐ ŰŮɟɛŬŰɘůŰŮɑ ɖ ůɨɛɓŬůɖ. 

 

ȼ ˊɟɞɗŮůɛɑŬ Űɤɜ ŰɟɘŬəɞůɑɤɜ ŮɜŮɜɐɜŰŬ ɞəŰɩ (398) ɖɛŮɟɩɜ ́ ɞɡ ŬɜŬűɏɟŮŰŬɘ ˊŬɟŬˊɎɜɤ 

ɝŮəɘɜɎ Ŭˊɧ Űɖɜ ɖɛŮɟɞɛɖɜɑŬ ůɡɚɚɞɔɐɠ Űɤɜ ůŰɞɘɢŮɑɤɜ Ŭˊɧ Űɖ HARICA. 

 

ȼ HARICA ɀɄɃɅȺȽ ɜŬ ɢɟɖůɘɛɞˊɞɘɐůŮɘ ɝŬɜɎ ɏɜŬ ȷɑŰɖɛŬ ɄɘůŰɞˊɞɘɖŰɘəɞɨ EV ˊɞɡ 

ɏɢŮɘ ɡˊɞɓɚɖɗŮɑ, Űɖ ɆɨɛɓŬůɖ ɆɡɜŭɟɞɛɖŰɐ ɐ Űɞɡɠ ȳɟɞɡɠ ɉɟɐůɖɠ, 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 

ɆŮɚɑŭŬ 80 Ŭˊɧ 203 

ůɡɛˊŮɟɘɚŬɛɓŬɜɞɛɏɜɖɠ Űɖɠ ɛɞɜŬŭɘəɐɠ ȷɑŰɖůɖɠ ɄɘůŰɞˊɞɘɖŰɘəɞɨ EV ɔɘŬ Űɖɜ ɡˊɞůŰɐɟɘɝɖ 

ˊɞɚɚŬˊɚɩɜ ɄɘůŰɞˊɞɘɖŰɘəɩɜ EV ˊɞɡ ˊŮɟɘɏɢɞɡɜ Űɞ ɑŭɘɞ Subject, ůŰɞ ɓŬɗɛɧ ˊɞɡ 

ŮˊɘŰɟɏˊŮŰŬɘ Ŭˊɧ Űɘɠ ŮɜɧŰɖŰŮɠ 3.2.9 əŬɘ 3.2.10 Űɤɜ Ƀŭɖɔɘɩɜ EV. 

 

ȼ HARICA ɀɄɃɅȺȽ ɜŬ ɢɟɖůɘɛɞˊɞɘɐůŮɘ ɝŬɜɎ ŭŮŭɞɛɏɜŬ ŮˊŬɚɐɗŮɡůɖɠ ˊɟɞůŰŬůɑŬɠ 

ȽŭɘɤŰɘəɞɨ ȾɚŮɘŭɘɞɨ Űɞɡ ɆɡɜŭɟɞɛɖŰɐ ɔɘŬ Űɘɠ ɛŮɗɧŭɞɡɠ 4, 5 əŬɘ 7 Űɖɠ ŮɜɧŰɖŰŬɠ 6.2.7.4.2 

ɧɢɘ ˊŮɟɘůůɧŰŮɟɞ Ŭˊɧ ŭŮəŬŰɟŮɑɠ (13) ɛɐɜŮɠ ˊɟɘɜ Űɖɜ ɏəŭɞůɖ ɄɘůŰɞˊɞɘɖŰɘəɞɨ 

ɈˊɞɔɟŬűɐɠ ȾɩŭɘəŬ. 

 

ȼ HARICA ɗŬ ŮˊŬɜŬɚɎɓŮɘ Űɖ ŭɘŬŭɘəŬůɑŬ ŮˊŬɚɐɗŮɡůɖɠ ɔɘŬ Űɡɢɧɜ ˊɚɖɟɞűɞɟɑŮɠ ˊɞɡ 

ŬˊɞəŰɐɗɖəŬɜ ŮəŰɧɠ Űɤɜ ɢɟɞɜɘəɩɜ ɞɟɑɤɜ ˊɞɡ əŬɗɞɟɑɕɞɜŰŬɘ ˊŬɟŬˊɎɜɤ, ŮəŰɧɠ ŮɎɜ 

ŮˊɘŰɟɏˊŮŰŬɘ ŭɘŬűɞɟŮŰɘəɎ ůɨɛűɤɜŬ ɛŮ Űɖɜ ŮɜɧŰɖŰŬ 3.2.14.1 Űɤɜ Ƀŭɖɔɘɩɜ EV. 

 

ɆŮ əŬɛɑŬ ˊŮɟɑˊŰɤůɖ ŭŮɜ ɛˊɞɟŮɑ ɜŬ ŮˊŬɜŬ-ɢɟɖůɘɛɞˊɞɘɖɗŮɑ ɏɚŮɔɢɞɠ ŮɔəɡɟɧŰɖŰŬɠ ˊɞɡ 

ŮɑɢŮ ˊɟɞɖɔɖɗŮɑ, Ŭɜ ɏɢŮɘ ˊŬɟɏɚɗŮɘ Űɞ ŮˊɘŰɟŮˊɧɛŮɜɞ ɢɟɞɜɘəɧ ŭɘɎůŰɖɛŬ 

ŮˊŬɜŬɢɟɖůɘɛɞˊɞɑɖůɖɠ ˊɚɖɟɞűɞɟɑŬɠ ɐ ŮɔɔɟɎűɤɜ ˊɞɡ ɢɟɖůɘɛɞˊɞɘɐɗɖəŬɜ ůŮ 

ˊŬɚŬɘɧŰŮɟɞ ɏɚŮɔɢɞ ŮɔəɡɟɧŰɖŰŬɠ ɔɘŬ Űɖɜ ɏəŭɞůɖ ɄɘůŰɞˊɞɘɖŰɘəɞɨ. 

4.2.2 Ȱɔəɟɘůɖ ɐ Ŭˊɧɟɟɘɣɖ ŬɘŰɐůŮɤɜ ˊɘůŰɞˊɞɘɖŰɘəɩɜ 

ɀŮŰɎ Ŭˊɧ ɧɚɞɡɠ Űɞɡɠ Ůɚɏɔɢɞɡɠ ŰŬɡŰɧŰɖŰŬɠ əŬɘ Űɤɜ ɡˊɧɚɞɘˊɤɜ ůŰɞɘɢŮɑɤɜ Űɞɡ 

ȷɘŰɞɨɜŰŬ, ŮɚɏɔɢŮŰŬɘ əŬɘ Űɞ ˊŮɟɘŮɢɧɛŮɜɞ Űɖɠ ŬɑŰɖůɖɠ ɔɘŬ ɄɘůŰɞˊɞɘɖŰɘəɧ. ɆŮ ˊŮɟɑˊŰɤůɖ 

ˊɞɡ ɞ ȷɘŰɩɜ ŭŮɜ ŭɘəŬɘɞɨŰŬɘ ɄɘůŰɞˊɞɘɖŰɘəɧ ɐ ɖ ŬɑŰɖůɖ ˊŮɟɘɏɢŮɘ ůűɎɚɛŬŰŬ, ɖ ŬɑŰɖůɖ 

ŬˊɞɟɟɑˊŰŮŰŬɘ. 

 

ȼ HARICA ɗŬ ŬˊɞɟɟɑˊŰŮɘ ŬɘŰɐůŮɘɠ ɔɘŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ůŮ ˊŮɟɑˊŰɤůɖ ˊɞɡ ŰŬ 

ɡˊɞɢɟŮɤŰɘəɎ ɓɐɛŬŰŬ ŮˊŬɚɐɗŮɡůɖɠ ŭŮɜ ɛˊɞɟɞɨɜ ɜŬ ɞɚɞəɚɖɟɤɗɞɨɜ ŮˊɘŰɡɢɩɠ. 

 

ȼ HARICA ŭŮɜ ŮˊɘŰɟɏˊŮŰŬɘ ɜŬ ŮəŭɩůŮɘ ɄɘůŰɞˊɞɘɖŰɘəɎ ˊɞɡ ˊŮɟɘɚŬɛɓɎɜɞɡɜ ȺůɤŰŮɟɘəɎ 

ɃɜɧɛŬŰŬ ɐ/əŬɘ ȹŮůɛŮɡɛɏɜŮɠ ȹɘŮɡɗɨɜůŮɘɠ IP. 

 

ȼ HARICA ɛˊɞɟŮɑ ɜŬ ŬˊɞɟɟɑɣŮɘ ɛɑŬ ŬɑŰɖůɖ ɔɘŬ ɞˊɞɘɞŭɐˊɞŰŮ ɄɘůŰɞˊɞɘɖŰɘəɧ Űɞɡ 

ɞˊɞɑɞɡ ɖ ɏəŭɞůɖ ɛˊɞɟŮɑ ɜŬ ɓɚɎɣŮɘ, ɜŬ ɡˊɞɓŬɗɛɑůŮɘ ɐ ɜŬ ɏɢŮɘ ŬɟɜɖŰɘəɐ ŮˊɑŭɟŬůɖ ɛŮ 

ɞ́ ɞɘɞɜŭɐˊɞŰŮ Űɟɧˊɞ ůŰɖɜ ɑŭɘŬ Űɖ HARICA, ůɡɛˊŮɟɘɚŬɛɓŬɜɧɛŮɜɤɜ Űɤɜ ȸŬůɘɕɧɛŮɜɤɜ 

ɀŮɟɩɜ. ȼ HARICA əɟɑɜŮɘ əŬŰɎ Űɖɜ ŬˊɧɚɡŰɖ ŭɘŬəɟɘŰɘəɐ Űɖɠ ŮɡɢɏɟŮɘŬ, ůŮ ůɢɏůɖ ɛŮ Űɞ 

ˊɟɞɖɔɞɨɛŮɜɞ ŮŭɎűɘɞ ɢɤɟɑɠ ɜŬ ɡˊɞɢɟŮɞɨŰŬɘ ɜŬ ŬɘŰɘɞɚɞɔɐůŮɘ Űɖɜ Ŭˊɧɟɟɘɣɖ 

ɞˊɞɘɞɡŭɐˊɞŰŮ ȷɘŰɐɛŬŰɞɠ ɄɘůŰɞˊɞɘɖŰɘəɞɨ. 

 

ȼ HARICA ŭŮɜ ɗŬ ŮəŭɩůŮɘ ɜɏŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ɈˊɞɔɟŬűɐɠ ȾɩŭɘəŬ ɞɨŰŮ ɗŬ 

ŬɜŰɘəŬŰŬůŰɐůŮɘ, ɔɘŬ ɛɘŬ ɞɜŰɧŰɖŰŬ ˊɞɡ ɗŮɤɟŮɑ ɧŰɘ ůəɧˊɘɛŬ ɡˊɏɔɟŬɣŮ ȴ́ ɞˊŰɞ ȾɩŭɘəŬ. 

H HARICA ŭɘŬŰɖɟŮɑ ŰŬ ɛŮŰŬ-ŭŮŭɞɛɏɜŬ ˊɞɡ Ŭűɞɟɞɨɜ Űɞ ɚɧɔɞ ŬɜɎəɚɖůɖɠ 

ɄɘůŰɞˊɞɘɖŰɘəɞɨ ɈˊɞɔɟŬűɐɠ ȾɩŭɘəŬ, ɤɠ ŬˊɧŭŮɘɝɖ ɧŰɘ Űɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ɈˊɞɔɟŬűɐɠ 

ȾɩŭɘəŬ ŬɜŬəɚɐɗɖəŮ ŮˊŮɘŭɐ ɞ ȷɘŰɩɜ ůəɧˊɘɛŬ ɡˊɏɔɟŬűŮ ɨˊɞˊŰɞ əɩŭɘəŬ.  

 

ȼ HARICA ɛˊɞɟŮɑ ɜŬ ŮəŭɩůŮɘ ɜɏŬ ɐ ɜŬ ŬɜŰɘəŬŰŬůŰɐůŮɘ ɄɘůŰɞˊɞɘɖŰɘəɎ ɈˊɞɔɟŬűɐɠ 

ȾɩŭɘəŬ ůŮ ɛɑŬ ɞɜŰɧŰɖŰŬ ˊɞɡ ɏɢŮɘ ˊɏůŮɘ ɗɨɛŬ ŰŮəɛɖɟɘɤɛɏɜɖɠ ȺˊɑɗŮůɖɠ Takeover, 

ɏɢɞɜŰŬɠ ɤɠ ŬˊɞŰɏɚŮůɛŬ ŬˊɩɚŮɘŬ Ůɚɏɔɢɞɡ Űɞɡ ȽŭɘɤŰɘəɞɨ ȾɚŮɘŭɘɞɨ ˊɞɡ ůɢŮŰɑɕŮŰŬɘ ɛŮ Űɞ 

ɄɘůŰɞˊɞɘɖŰɘəɧ ɈˊɞɔɟŬűɐɠ ȾɩŭɘəɎ Űɖɠ. ȼ ŰŮəɛɖɟɑɤůɖ ɛɘŬɠ ȺˊɑɗŮůɖɠ Takeover ɛˊɞɟŮɑ 

ɜŬ ˊŮɟɘɚŬɛɓɎɜŮɘ ɛɑŬ ŬůŰɡɜɞɛɘəɐ ŬɜŬűɞɟɎ (ŮˊɘɓŮɓŬɘɤɛɏɜɖ Ŭˊɧ Űɖ HARICA) ɐ ɏɜŬ 

ŭɖɛɧůɘɞ ŭŮɚŰɑɞ ŮɘŭɐůŮɤɜ ˊɞɡ ˊŬɟŬŭɏɢŮŰŬɘ ɧŰɘ ɏɔɘɜŮ ɖ ŮˊɑɗŮůɖ. Ƀ ɆɡɜŭɟɞɛɖŰɐɠ 

ɄɅȺɄȺȽ ɜŬ ŭɩůŮɘ ɛɑŬ ŬɜŬűɞɟɎ, Ŭˊɧ ŮɚŮɔəŰɐ ɛŮ ŮəˊŬɑŭŮɡůɖ ůŮ ɗɏɛŬŰŬ ˊɚɖɟɞűɞɟɘəɐɠ 
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əŬɘ ŬůűɎɚŮɘŬɠ ɐ ŮɑɜŬɘ ˊɘůŰɞˊɞɘɖɛɏɜɞɠ əŬŰɎ CISA, ˊɞɡ ɗŬ ˊŬɟɏɢŮɘ ˊɚɖɟɞűɞɟɑŮɠ 

ůɢŮŰɘəɎ ɛŮ Űɞɜ Űɟɧˊɞ ŬˊɞɗɐəŮɡůɖɠ əŬɘ ɢɟɐůɖɠ ȽŭɘɤŰɘəɩɜ ȾɚŮɘŭɘɩɜ Ŭˊɧ Űɞɜ 

ɆɡɜŭɟɞɛɖŰɐ, əŬɘ ˊɩɠ ɖ ˊɟɞɓɚŮˊɧɛŮɜɖ ɚɨůɖ ɔɘŬ əŬɚɨŰŮɟɖ ŬůűɎɚŮɘŬ ˊɚɖɟɞɑ Űɘɠ ɞŭɖɔɑŮɠ 

ɔɘŬ ɓŮɚŰɘɤɛɏɜɖ ŬůűɎɚŮɘŬ. 

 

ȺɔəɟɑɜɞɜŰŬɘ ŬɘŰɐůŮɘɠ ˊɘůŰɞˊɞɘɖŰɘəɞɨ ˊɞɡ ŮɑɜŬɘ ůɨɛűɤɜŮɠ ɛŮ ŰŬ əɟɘŰɐɟɘŬ Űɞɡ 

ŬɘŰɞɨɛŮɜɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ, ɞɘ ɞˊɞɑŮɠ ŮˊŬɚɖɗŮɨŰɖəŬɜ əɘ ŮˊɘəɡɟɩɗɖəŬɜ ŮˊɘŰɡɢɩɠ. 

 

ɆɡɜŭɟɞɛɖŰɏɠ ˊɞɡ ɕɖŰɞɨɜ ɐ ɢɟɖůɘɛɞˊɞɘɞɨɜ ɄɘůŰɞˊɞɘɖŰɘəɎ ɈˊɞɔɟŬűɐɠ ȾɩŭɘəŬ ˊɟɏˊŮɘ 

ɜŬ ˊŬɟŬəɞɚɞɡɗɞɨɜ Űɘɠ ŬˊŬɘŰɐůŮɘɠ Űɖɠ ŭɖɛɘɞɡɟɔɑŬɠ ȽŭɘɤŰɘəɞɨ ȾɚŮɘŭɘɞɨ əŬɘ Űɖɠ 

ˊɟɞůŰŬůɑŬɠ Űɞɡ ɧˊɤɠ ɞɟɑɕŮŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 6.2.7.4. 

 

ɇŬ ŬɘŰɐɛŬŰŬ ɄɘůŰɞˊɞɘɖŰɘəɩɜ EV ŬˊŬɘŰɞɨɜ ɏɔəɟɘůɖ Ŭˊɧ ŰɞɡɚɎɢɘůŰɞɜ ŭɨɞ (2) 

ŭɘŬűɞɟŮŰɘəɞɨɠ Ⱥɘŭɘəɞɨɠ Ⱥɚɏɔɢɞɡ ȺɔəɡɟɧŰɖŰŬɠ. Ƀ ŭŮɨŰŮɟɞɠ Ⱥɘŭɘəɧɠ Ⱥɚɏɔɢɞɡ 

ȺɔəɡɟɧŰɖŰŬɠ ɕɖŰɎ ˊɟɧůɗŮŰɖ ŰŮəɛɖɟɑɤůɖ ɐ / əŬɘ ŮˊŬɚɐɗŮɡůɖ ˊɟɘɜ ŮɔəɟɑɜŮɘ Űɖɜ ɏəŭɞůɖ 

ɄɘůŰɞˊɞɘɖŰɘəɞɨ EV. ɆŮ əŬɛɑŬ ˊŮɟɑˊŰɤůɖ ŭŮɜ ŮɚɏɔɢŮŰŬɘ ɤɠ ˊɟɞɠ Űɖɜ ŮɔəɡɟɧŰɖŰŬ, 

ŮɔəɟɑɜŮŰŬɘ ɐ ŮəŭɑŭŮŰŬɘ EV ˊɘůŰɞˊɞɘɖŰɘəɧ Ŭˊɧ ɏɜŬ ɎŰɞɛɞ. ȹŮɑŰŮ Ůˊɑůɖɠ Űɖɜ ŮɜɧŰɖŰŬ 

5.2.4. 

4.2.3 ɉɟɧɜɞɠ ŮˊŮɝŮɟɔŬůɑŬɠ ŬɘŰɐůŮɤɜ ˊɘůŰɞˊɞɘɖŰɘəɩɜ 

ɇŬ ŬɘŰɐɛŬŰŬ ˊɘůŰɞˊɞɘɖŰɘəɩɜ ˊɟɏˊŮɘ ɜŬ ŮɝɡˊɖɟŮŰɞɨɜŰŬɘ ůŮ ŭɘɎůŰɖɛŬ Űɞ ˊɞɚɨ ŭɏəŬ (10) 

ŮɟɔɎůɘɛɤɜ ɖɛŮɟɩɜ, ŮəŰɧɠ Ŭˊɧ Űɘɠ ˊŮɟɘˊŰɩůŮɘɠ ŬɜɤŰɏɟŬɠ ɓɑŬɠ. 

4.2.4 Certificate Authority Authorization  (CAA) 

ȼ HARICA ŮɚɏɔɢŮɘ Űɘɠ ŮɔɔɟŬűɏɠ CAA ůɨɛűɤɜŬ ɛŮ Űɞ RFC 6844 ˊɟɘɜ ŮəŭɩůŮɘ 

ɄɘůŰɞˊɞɘɖŰɘəɎ ɆɡɜŭɟɞɛɖŰɩɜ ɔɘŬ ɢɟɐůɖ SSL/TLS ɐ ɄɘůŰɞˊɞɘɖŰɘəɎ ɈűɘůŰɎɛŮɜɤɜ ȷɄ 

ˊɞɡ ɛˊɞɟɞɨɜ ɜŬ Ůəŭɑŭɞɡɜ ɄɘůŰɞˊɞɘɖŰɘəɎ ɆɡɜŭɟɞɛɖŰɩɜ ɔɘŬ ɢɟɐůɖ SSL/TLS, ŮəŰɧɠ Ŭˊɧ 

Űɘɠ ˊɟɞŬɘɟŮŰɘəɏɠ ˊŮɟɘˊŰɩůŮɘɠ Űɘɠ ˊŬɟŬɔɟɎűɞɡ 3.2.2.8. 

 

ȼ HARICA ŭŮɜ ŮˊŮɝŮɟɔɎɕŮŰŬɘ ˊɟɞɠ Űɞ ˊŬɟɧɜ ŮɔɔɟŬűɏɠ CAA ɔɘŬ ŭɘŮɡɗɨɜůŮɘɠ 

ɖɚŮəŰɟɞɜɘəɞɨ ŰŬɢɡŭɟɞɛŮɑɞɡ. 

 

Ƀɘ ɆɡɜŭɟɞɛɖŰɏɠ ˊɞɡ Ůˊɘɗɡɛɞɨɜ ɜŬ ŮɝɞɡůɘɞŭɞŰɐůɞɡɜ Űɖɜ HARICA ɜŬ ŮəŭɑŭŮɘ TLS 

ɄɘůŰɞˊɞɘɖŰɘəɎ ŮɝɡˊɖɟŮŰɖŰɩɜ ɔɘŬ ŰŬ ŭɘəɎ Űɞɡɠ FQDNs ɗŬ ˊɟɏˊŮɘ ɜŬ ůɡɛˊŮɟɘɚɎɓɞɡɜ 

ůŰɖɜ ŭɘəɐ Űɞɡɠ ŬɜŰɑůŰɞɘɢɖ ɕɩɜɖ DNS ɛɘŬ ŮɔɔɟŬűɐ CAA ñissueò ɐ issuewild  ɛŮ Űɘɛɐ 

ñharica.grò. 

 

Ƀɘ ɆɡɜŭɟɞɛɖŰɏɠ ˊɞɡ Ůˊɘɗɡɛɞɨɜ ɜŬ ŮɝɞɡůɘɞŭɞŰɐůɞɡɜ Űɖɜ HARICA ɜŬ ŮəŭɑŭŮɘ S/MIME 

ɄɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ Űɘɠ ŭɘŮɡɗɨɜůŮɘɠ ɖɚŮəŰɟɞɜɘəɞɨ ŰŬɢɡŭɟɞɛŮɑɞɡ Űɞɡɠ ɗŬ ˊɟɏˊŮɘ ɜŬ 

ůɡɛˊŮɟɘɚɎɓɞɡɜ ůŰɖɜ ŬɜŰɑůŰɞɘɢɖ ɕɩɜɖ DNS ɛɘŬ ŮɔɔɟŬűɐ CAA issuemail  ɛŮ Űɘɛɐ 

ñharica.grò. 

 

ȷˊɧ 15 ɀŬɟŰɑɞɡ 2025 ˊɟɘɜ Űɖɜ ɏəŭɞůɖ Ůɜɧɠ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ˊɞɡ ˊŮɟɘɚŬɛɓɎɜŮɘ ɛɑŬ 

ŭɘŮɨɗɡɜůɖ ɖɚŮəŰɟɞɜɘəɞɨ ŰŬɢɡŭɟɞɛŮɑɞɡ ɖ HARICA ɗŬ ŬɜŬəŰɎ əŬɘ ɗŬ ŮˊŮɝŮɟɔɎɕŮŰŬɘ 

ŮɔɔɟŬűɏɠ CAA ůɨɛűɤɜŬ ɛŮ Űɖɜ ȺɜɧŰɖŰŬ 4 Űɞɡ RFC 9495. 

 

ȳŰŬɜ ŮˊŮɝŮɟɔɎɕŮŰŬɘ ŮɔɔɟŬűɏɠ CAA, ɖ HARICA ɗŬ ŮˊŮɝŮɟɔɎɕŮŰŬɘ Űɞ property tag 

issuemail  ɧˊɤɠ ɞɟɑɕŮŰŬɘ ůŰɞ RFC 9495. ȺˊɘˊɟɧůɗŮŰŬ property tags ɀɄɃɅȺȽ ɜŬ 

ɡˊɞůŰɖɟɑɕɞɜŰŬɘ ŬɚɚɎ ŭŮ ɗŬ ŬɜŰɘəɟɞɨɞɜŰŬɘ ɐ ɗŬ ŰŬ ŬɜŰɘəŬɗɘůŰɞɨɜ Űɘɠ ŮɝɞɡůɘɞŭɞŰɐůŮɘɠ 

ɏəŭɞůɖɠ S/MIME ɄɘůŰɞˊɞɘɖŰɘəɩɜ ɧˊɤɠ ɞɟɑɕŮŰŬɘ ůŰɞ property tag issuemail . 
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ȷɜ ɖ HARICA ŮəŭɩůŮɘ ɄɘůŰɞˊɞɘɖŰɘəɧ ɛŮŰɎ Ŭˊɧ ɏɚŮɔɢɞ CAA, ɗŬ Űɞ əɎɜŮɘ ŮɜŰɧɠ Űɞɡ 

TTL Űɖɠ ŮɔɔɟŬűɐɠ CAA ɐ ɞəŰɩ (8) ɤɟɩɜ, ɧˊɞɘɞ ŮɑɜŬɘ ɛŮɔŬɚɨŰŮɟɞ. ȷɡŰɐ ɖ 

ˊɟɞɦˊɧɗŮůɖ ŭŮɜ ŬˊɞŰɟɏˊŮɘ Űɖɜ HARICA Ŭˊɧ Űɞɜ ɏɚŮɔɢɞ ŮɔɔɟŬűɩɜ CAA 

ɞˊɞɘŬŭɐˊɞŰŮ Ɏɚɚɖ ůŰɘɔɛɐ. 

 

ȷɜ Űɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ˊŮɟɘɚŬɛɓɎɜŮɘ ˊŮɟɘůůɧŰŮɟŮɠ Ŭˊɧ ɛɑŬ ŭɘŮɡɗɨɜůŮɘɠ ɖɚŮəŰɟɞɜɘəɞɨ 

ŰŬɢɡŭɟɞɛŮɑɞɡ, ŰɧŰŮ ɖ HARICA ɗŬ ŮəŰŮɚɏůŮɘ Űɖɜ ˊŬɟŬˊɎɜɤ ŭɘŬŭɘəŬůɑŬ ɔɘŬ əɎɗŮ 

ŭɘŮɨɗɡɜůɖ ɖɚŮəŰɟɞɜɘəɞɨ ŰŬɢɡŭɟɞɛŮɑɞɡ. 

 

Ƀ ɏɚŮɔɢɞɠ CAA ŮɑɜŬɘ ˊɟɞŬɘɟŮŰɘəɧɠ ɔɘŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ˊɞɡ ŮəŭɧɗɖəŬɜ ɛɏůɤ Ůɜɧɠ 

ɇŮɢɜɘəɎ ɄŮɟɘɞɟɘůɛɏɜɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ȺɜŭɘɎɛŮůɖɠ ȷɄ ɧˊɤɠ əŬŰŬɔɟɎűŮŰŬɘ ůŰɖɜ 

ˊŬɟɎɔɟŬűɞ 7.1.5, ɧˊɞɡ ɖ ɏɚŮɘɣɖ Ůɚɏɔɢɞɡ CAA ɞɟɑɕŮŰŬɘ ɟɖŰɎ ůŮ ůɡɛűɤɜɖŰɘəɧ ɛŮ Űɞɜ 

ɇŮɢɜɘəɎ ɄŮɟɘɞɟɘůɛɏɜɞ ȷɘŰɞɨɜŰŬ ȺɜŭɘɎɛŮůɖɠ ȷɄ. 

 

ȼ HARICA ŭŮ ɗŬ ŮəŭɩůŮɘ ɄɘůŰɞˊɞɘɖŰɘəɧ ŮəŰɧɠ əɘ Ŭɜ ɖ HARICA əŬɗɞɟɑůŮɘ ɧŰɘ ɖ 

ȷɑŰɖůɖ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ŮɑɜŬɘ ůŮ ůɡɛűɤɜɑŬ ɛŮ Űɞ ůɢŮŰɘəɧ CAA RRset. ȼ HARICA 

ɗŬ əŬŰŬɔɟɎűŮɘ ɧɚŮɠ Űɘɠ ŮɜɏɟɔŮɘŮɠ ˊɞɡ ˊɎɟɗɖəŬɜ, Ŭɜ ɡˊɎɟɢɞɡɜ, ůŮ ůɡɛűɤɜɑŬ ɛŮ Űɖɜ 

ˊɟŬəŰɘəɐ ŮˊŮɝŮɟɔŬůɑŬɠ CAA. 

 

Ƀɘ ɆɡɜŭɟɞɛɖŰɏɠ ˊɞɡ ɏɢɞɡɜ ɐŭɖ ŮɔɔɟŬűɏɠ CAA ůŰɖ ŭɘəɐ Űɞɡɠ ɕɩɜɖ DNS əŬɘ 

ɢɟŮɘɎɕɞɜŰŬɘ ɏɜŬ TLS ɄɘůŰɞˊɞɘɖŰɘəɧ ŮɝɡˊɖɟŮŰɖŰɐ ɐ S/MIME ɄɘůŰɞˊɞɘɖŰɘəɧ Ŭˊɧ Űɖɜ 

HARICA ɗŬ ˊɟɞůɗɏůɞɡɜ ɛɑŬ ŮɔɔɟŬűɐ CAA issue /issuewild  ɐ issuemail  

ŬɜŰɑůŰɞɘɢŬ, ɛŮ Űɘɛɐ ñharica.grò.  

4.3 Ȱəŭɞůɖ ˊɘůŰɞˊɞɘɖŰɘəɩɜ 

4.3.1 ȹɘŬŭɘəŬůɑŮɠ ȷɟɢɩɜ ɄɘůŰɞˊɞɑɖůɖɠ əŬŰɎ Űɖɜ ɏəŭɞůɖ ɄɘůŰɞˊɞɘɖŰɘəɩɜ 

ɇŬ ˊɘůŰɞˊɞɘɖŰɘəɎ ɆɡɜŭɟɞɛɖŰɩɜ ŭɖɛɞůɘŮɨɞɜŰŬɘ ɛŮŰɎ Űɖɜ ŮˊɘŰɡɢɐ ŮˊŬɚɐɗŮɡůɖ Űɤɜ 

ˊŮɟɘŮɢɞɛɏɜɤɜ Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ Ŭˊɧ Űɞɜ ɆɡɜŭɟɞɛɖŰɐ. 

 

ȼ ɏəŭɞůɖ ɄɘůŰɞˊɞɘɖŰɘəɞɨ Ŭˊɧ ȾɞɟɡűŬɑŬ ȷɄ ŬˊŬɘŰŮɑ ɏɜŬ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɞ ˊɟɧůɤˊɞ 

(ŭɖɚŬŭɐ ɞ ŭɘŬɢŮɘɟɘůŰɐɠ Űɞɡ ůɡůŰɐɛŬŰɞɠ Űɖɠ ȷɄ, ɡˊɎɚɚɖɚɞɠ ɐ ŭɘŬɢŮɘɟɘůŰɐɠ Űɖɠ ɈȹȾ) 

ɜŬ ŭɩůŮɘ ɟɖŰɎ əŬɘ ɛŮ ŮůəŮɛɛɏɜŬ ŮɜŰɞɚɐ ůŰɖɜ ȾɞɟɡűŬɑŬ ȷɄ ɜŬ ˊɟɞɢɤɟɐůŮɘ ůŮ 

ɡˊɞɔɟŬűɐ ˊɘůŰɞˊɞɘɖŰɘəɞɨ. 

 

ȼ HARICA ŭɖɛɞůɘŮɨŮɘ ɧɚŬ ŰŬ ɄɘůŰɞˊɞɘɖŰɘəɎ Űɤɜ ȷɄ ůŰɞ Ůˊɑůɖɛɞ ŬˊɞɗŮŰɐɟɘɧ Űɖɠ.  

ɄɘůŰɞˊɞɘɖŰɘəɎ ȷɄ ˊɞɡ ůɡɜŭɏɞɜŰŬɘ ɛŮ ɏɜŬ ɄɘůŰɞˊɞɘɖŰɘəɧ ȷɄ, Űɞ ɞˊɞɑɞ 

ˊŮɟɘɚŬɛɓɎɜŮŰŬɘ ůŰɞ Root Store Űɤɜ ɄɟɞɛɖɗŮɡŰɩɜ ȿɞɔɘůɛɘəɞɨ ȺűŬɟɛɞɔɩɜ ˊɞɡ ŮɑɜŬɘ 

ɛɏɚɖ Űɞɡ CCADB, ɗŬ ˊɟɏˊŮɘ ɜŬ ɔɜɤůŰɞˊɞɘɞɨɜŰŬɘ ůŰɖ CCADB ŮɜŰɧɠ ŮˊŰɎ (7) 

ɖɛŮɟɞɚɞɔɘŬəɩɜ ɖɛŮɟɩɜ Ŭˊɧ Űɖɜ ɏəŭɞůɐ Űɞɡ əŬɘ ˊɟɞŰɞɨ ɢɟɖůɘɛɞˊɞɘɖɗŮɑ Űɞ 

ɄɘůŰɞˊɞɘɖŰɘəɧ ȷɄ ɔɘŬ Űɖɜ ɏəŭɞůɖ ȹɖɛɞůɑɤɠ ȰɛˊɘůŰɤɜ ɄɘůŰɞˊɞɘɖŰɘəɩɜ. 

 

ȷɜŬűɞɟɘəɎ ɛŮ ŰŬ ɄɘůŰɞˊɞɘɖŰɘəɎ SSL/TLS ˊɞɡ ŬˊŬɘŰŮɑŰŬɘ ɜŬ ŰŬ ŮɛˊɘůŰŮɨɞɜŰŬɘ 

ůɡɔəŮəɟɘɛɏɜɞɘ ɄɎɟɞɢɞɘ ȿɞɔɘůɛɘəɞɨ, ɖ HARICA ɛˊɞɟŮɑ ɜŬ əŬŰŬɔɟɎűŮɘ ůŰɞɘɢŮɑŬ ˊɞɡ 

Ŭűɞɟɞɨɜ ŬɡŰɎ ŰŬ ˊɘůŰɞˊɞɘɖŰɘəɎ ůŮ ŰɞɡɚɎɢɘůŰɞɜ ŭɨɞ ŮɝɡˊɖɟŮŰɖŰɏɠ əŬŰŬɔɟŬűɐɠ 

ůŰɞɘɢŮɑɤɜ (log servers) ȹɘŬűɎɜŮɘŬɠ ɄɘůŰɞˊɞɘɖŰɘəɞɨ. ȷɡŰɞɑ ɞɘ ŮɝɡˊɖɟŮŰɖŰɏɠ 

əŬŰŬɔɟŬűɐɠ ˊɟɏˊŮɘ ɜŬ ŮɑɜŬɘ ˊɘůŰɞˊɞɘɖɛɏɜɞɘ əŬɘ ɜŬ ɏɢɞɡɜ ɢŬɟŬəŰɖɟɘůŰŮɑ «ŬɝɘɧˊɘůŰɞɘ» 

Ŭˊɧ Űɞɡɠ ůɡɔəŮəɟɘɛɏɜɞɡɠ ɄŬɟɧɢɞɡɠ ȿɞɔɘůɛɘəɞɨ. 

 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 
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Ʉɟɘɜ Űɖɜ ɏəŭɞůɖ ˊɘůŰɞˊɞɘɖŰɘəɩɜ, ɡˊɎɟɢŮɘ ŭɘŬŭɘəŬůɑŬ ŰŮɢɜɘəɞɨ Ůɚɏɔɢɞɡ (pre-issuance 

linting) ́ ɞɡ ŮɚɏɔɢŮɘ Űɖ ůɡɛɛɧɟűɤůɖ əŬɘ ůɡɛɓŬŰɧŰɖŰŬ Űɞɡ ɡˊɧ ɏəŭɞůɖ ˊɘůŰɞˊɞɘɖŰɘəɞɨ 

ŬɜɎɚɞɔŬ ɛŮ Űɞɜ Űɨˊɞ Űɞɡ. 

4.3.2 Ⱥɜɖɛɏɟɤůɖ Űɞɡ ɆɡɜŭɟɞɛɖŰɐ Ŭˊɧ Űɖɜ ȷɄ ůɢŮŰɘəɎ ɛŮ Űɖɜ ɏəŭɞůɖ Űɞɡ 

ˊɘůŰɞˊɞɘɖŰɘəɞɨ 

ȼ HARICA ŮɜɖɛŮɟɩɜŮɘ Űɞɜ ȷɘŰɞɨɜŰŬ ɔɘŬ Űɖɜ Ŭˊɞŭɞɢɐ ɐ Ŭˊɧɟɟɘɣɖ Űɖɠ ȷɑŰɖůɖɠ 

ɄɘůŰɞˊɞɘɖŰɘəɞɨ ɛɏůɤ ɖɚŮəŰɟɞɜɘəɞɨ ŰŬɢɡŭɟɞɛŮɑɞɡ.  

4.4 ȷˊɞŭɞɢɐ ɄɘůŰɞˊɞɘɖŰɘəɞɨ 

4.4.1 ȹŮɞɜŰɞɚɞɔɑŬ ˊɞɡ ŭɘɏˊŮɘ Űɖ ŭɘŬŭɘəŬůɑŬ Ŭˊɞŭɞɢɐɠ ˊɘůŰɞˊɞɘɖŰɘəɞɨ 

ȾŬŰɎ Űɖ ŭɘŬŭɘəŬůɑŬ Űɖɠ ŬɑŰɖůɖɠ, ɞ ɆɡɜŭɟɞɛɖŰɐɠ ɏɢŮɘ ŮɚɏɔɝŮɘ əŬɘ ŮˊŬɚɖɗŮɨůŮɘ Űɘɠ 

ˊɚɖɟɞűɞɟɑŮɠ ˊɞɡ ˊɟɧəŮɘŰŬɘ ɜŬ ˊŮɟɘɚɖűɗɞɨɜ ůŰɞ ɄɘůŰɞˊɞɘɖŰɘəɧ. 

 

ȼ ɛɖ ɡˊɞɓɞɚɐ ɏɜůŰŬůɖɠ Ŭˊɧ Űɞɜ ɆɡɜŭɟɞɛɖŰɐ ůɢŮŰɘəɎ ɛŮ Űɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ɐ Űɞ 

ˊŮɟɘŮɢɧɛŮɜɧ Űɞɡ ŮɜŰɧɠ 24 ɤɟɩɜ Ŭˊɧ Űɖ ɚɐɣɖ Űɞɡ, ůɡɜɘůŰɎ Ŭˊɞŭɞɢɐ Űɞɡ 

ɄɘůŰɞˊɞɘɖŰɘəɞɨ. 

4.4.2 ȹɖɛɞůɑŮɡůɖ ˊɘůŰɞˊɞɘɖŰɘəɞɨ Ŭˊɧ Űɖɜ ȷɄ 

ȳɚŮɠ ɞɘ ȷɄ ŭɖɛɞůɘŮɨɞɡɜ ŰŬ ˊɘůŰɞˊɞɘɖŰɘəɎ ɛɧɜɞ Ůűɧůɞɜ ɏɢŮɘ ɔɑɜŮɘ ɖ Ŭˊɞŭɞɢɐ Űɞɡɠ Ŭˊɧ 

Űɞɡɠ ȷɘŰɞɨɜŰŮɠ ůɨɛűɤɜŬ ɛŮ Űɖɜ ˊŬɟɎɔɟŬűɞ 4.4.1. 

4.4.3 Ⱥɜɖɛɏɟɤůɖ Ɏɚɚɤɜ ɞɜŰɞŰɐŰɤɜ ɔɘŬ Űɖɜ ɏəŭɞůɖ ˊɘůŰɞˊɞɘɖŰɘəɞɨ Ŭˊɧ 

Űɖɜ ȷɄ 

ȹŮɜ ˊɟɞɓɚɏˊŮŰŬɘ Ůɜɖɛɏɟɤůɖ Ɏɚɚɤɜ ɞɜŰɞŰɐŰɤɜ ɔɘŬ ŰŬ ɜɏŬ ˊɘůŰɞˊɞɘɖŰɘəɎ ˊɏɟŬɜ Űɤɜ 

ɧůɤɜ ˊŮɟɘɔɟɎűɞɜŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 4.3.1. 

4.5 ȻŮɨɔɞɠ ȾɚŮɘŭɘɩɜ əŬɘ ɉɟɐůɖ ɄɘůŰɞˊɞɘɖŰɘəɞɨ 

4.5.1 ɉɟɐůɖ ɘŭɘɤŰɘəɞɨ əɚŮɘŭɘɞɨ əŬɘ ˊɘůŰɞˊɞɘɖŰɘəɞɨ ɆɡɜŭɟɞɛɖŰɐ 

Ƀɘ ɆɡɜŭɟɞɛɖŰɏɠ ŮˊɘŰɟɏˊŮŰŬɘ ɜŬ ɢɟɖůɘɛɞˊɞɘɞɨɜ ŰŬ ɘŭɘɤŰɘəɎ əɚŮɘŭɘɎ əŬɘ ŰŬ 

ˊɘůŰɞˊɞɘɖŰɘəɎ Űɞɡɠ ɔɘŬ ɢɟɐůŮɘɠ ˊɞɡ ˊŮɟɘɔɟɎűɞɜŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 6.1.7. ɄɟɏˊŮɘ 

Ůˊɑůɖɠ, ɜŬ Ŭəɞɚɞɡɗɞɨɜ Űɘɠ ȺɔɔɡɐůŮɘɠ ɆɡɜŭɟɞɛɖŰɐ ɧˊɤɠ ˊŮɟɘɔɟɎűɞɜŰŬɘ ůŰɖɜ 

ˊŬɟɎɔɟŬűɞ 9.6.3, ŮɘŭɘəɎ ŬɡŰɏɠ ˊɞɡ ůɢŮŰɑɕɞɜŰŬɘ ɛŮ Űɖɜ çɄɟɞůŰŬůɑŬ Űɞɡ ȽŭɘɤŰɘəɞɨ 

ȾɚŮɘŭɘɞɨè əŬɘ Űɖ çɉɟɐůɖ Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨè. 

4.5.2 ɉɟɐůɖ Űɞɡ ŭɖɛɧůɘɞɡ əɚŮɘŭɘɞɨ əŬɘ ˊɘůŰɞˊɞɘɖŰɘəɞɨ Ŭˊɧ ȸŬůɘɕɧɛŮɜŬ 

ɀɏɟɖ 

ɇŬ ȸŬůɘɕɧɛŮɜŬ ɛɏɟɖ ɛˊɞɟɞɨɜ ɜŬ ɢɟɖůɘɛɞˊɞɘɞɨɜ ŰŬ ŭɖɛɧůɘŬ əɚŮɘŭɘɎ əŬɘ ŰŬ 

ˊɘůŰɞˊɞɘɖŰɘəɎ Űɤɜ ɆɡɜŭɟɞɛɖŰɩɜ ŬəɞɚɞɡɗɩɜŰŬɠ ŰŬ ɧůŬ ŬɜŬɔɟɎűɞɜŰŬɘ ůŰɖɜ 

ˊŬɟɎɔɟŬűɞ 1.3.4. Ƀɘ ɚŮɘŰɞɡɟɔɑŮɠ ˊɞɡ ɛˊɞɟɞɨɜ ɜŬ ŮəŰŮɚɏůɞɡɜ (ɖ ɚɑůŰŬ ŬɡŰɐ ŭŮɜ ŮɑɜŬɘ 

ˊŮɟɘɞɟɘůŰɘəɐ) ŮɑɜŬɘ: 

ü ȺˊŬɚɐɗŮɡůɖ ɣɖűɘŬəɎ ɡˊɞɔŮɔɟŬɛɛɏɜɤɜ ɛɖɜɡɛɎŰɤɜ ɖɚŮəŰɟɞɜɘəɞɨ 

ŰŬɢɡŭɟɞɛŮɑɞɡ ɛɏůɤ ˊɟɤŰɞəɧɚɚɞɡ S/MIME 

ü ȾɟɡˊŰɞɔɟɎűɖůɖ ɛɖɜɡɛɎŰɤɜ ɖɚŮəŰɟɞɜɘəɞɨ ŰŬɢɡŭɟɞɛŮɑɞɡ ɛɏůɤ 

ˊɟɤŰɞəɧɚɚɞɡ S/MIME 

ü ȺˊŬɚɐɗŮɡůɖ ɣɖűɘŬəɎ ɡˊɞɔŮɔɟŬɛɛɏɜɤɜ ŮɔɔɟɎűɤɜ/əɩŭɘəŬ ŮűŬɟɛɞɔɩɜ 

ü ȺˊŬɚɐɗŮɡůɖ ɣɖűɘŬəɩɜ ɢɟɞɜɞůűɟŬɔɑŭɤɜ ůŮ ɏɔɔɟŬűŬ 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 
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ü ȾɟɡˊŰɞɔɟɎűɖůɖ ŬɟɢŮɑɤɜ əŬɘ ŭŮŭɞɛɏɜɤɜ əŬɗɩɠ əŬɘ əŬɜŬɚɘɩɜ ŮˊɘəɞɘɜɤɜɑŬɠ 

ü ȺˊŬɚɐɗŮɡůɖ ŰŬɡŰɧŰɖŰŬɠ (authentication) 

ü ȰɚŮɔɢɞɠ ŭɘəŬɘɩɛŬŰɞɠ ˊɟɧůɓŬůɖɠ (authorization) 

4.6 ȷɜŬɜɏɤůɖ ˊɘůŰɞˊɞɘɖŰɘəɞɨ 

4.6.1 ɆɡɜɗɐəŮɠ əŬŰɎ Űɘɠ ɞˊɞɑŮɠ ɛˊɞɟŮɑ ɜŬ ɔɑɜŮɘ ŬɜŬɜɏɤůɖ ˊɘůŰɞˊɞɘɖŰɘəɞɨ 

ȼ ŬɜŬɜɏɤůɖ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ŮˊɘŰɟɏˊŮŰŬɘ ɧŰŬɜ ˊɚɖůɘɎɕŮɘ ɖ ɚɐɝɖ Ůɜɧɠ ɛɖ ŬɜŬəɚɖɗɏɜŰɞɠ 

ˊɘůŰɞˊɞɘɖŰɘəɞɨ. ɃɟɘůɛɏɜŬ ˊɘůŰɞˊɞɘɖŰɘəɎ ɛˊɞɟɞɨɜ ɜŬ ŬɜŬɜŮɤɗɞɨɜ ɛŮ ɢɟɐůɖ Űɞɡ ɑŭɘɞɡ 

ɕŮɨɔɞɡɠ əɚŮɘŭɘɞɨ Ůűɧůɞɜ ŭŮɜ ɏɢŮɘ ɝŮˊŮɟŬůŰŮɑ Űɞ ɢɟɞɜɘəɧ ɧɟɘɞ ɘůɢɨɞɠ Űɤɜ əɚŮɘŭɘɩɜ ˊɞɡ 

ůɡɜɞŭŮɨɞɡɜ ŰŬ ˊɘůŰɞˊɞɘɖŰɘəɎ. Ⱥˊɘˊɚɏɞɜ, ɗŬ ˊɟɏˊŮɘ ɜŬ ɘůɢɨɞɡɜ ɧɚŬ ɧůŬ ŬɜŬɔɟɎűɞɜŰŬɘ 

ůŰɖɜ ˊŬɟɎɔɟŬűɞ 1.3.3. ɇŬ ɢɟɞɜɘəɎ ɧɟɘŬ ˊŮɟɘɔɟɎűɞɜŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 6.3.2. 

ɆɡɜɘůŰɎŰŬɘ ɧɚŬ ŰŬ ˊɘůŰɞˊɞɘɖŰɘəɎ ˊɞɡ ŬɜŬɜŮɩɜɞɜŰŬɘ, ɜŬ ɏɢɞɡɜ ɜɏŬ ɕŮɨɔɖ əɚŮɘŭɘɩɜ. 

4.6.2 Ʉɞɘɞɠ ɛˊɞɟŮɑ ɜŬ əŬŰŬɗɏůŮɘ ŬɑŰɖɛŬ ŬɜŬɜɏɤůɖɠ ˊɘůŰɞˊɞɘɖŰɘəɞɨ 

Ƀ ɆɡɜŭɟɞɛɖŰɐɠ ˊɞɡ ŮˊɘɗɡɛŮɑ ŬɜŬɜɏɤůɖ ɛɏůɤ ŬůűŬɚɞɨɠ ŭɘŮˊŬűɐɠ Űɖɠ HARICA, 

əŬŰŬɗɏŰŮɘ Űɞ ŬɑŰɖɛŬ ŬɜŬɜɏɤůɖɠ ɛŮŰɎ Ŭˊɧ Űɞɜ əŬŰɎɚɚɖɚɞ ɏɚŮɔɢɞ ŰŬɡŰɧŰɖŰŬɠ. 

ɆɡɜɘůŰɎŰŬɘ ɞɘ ɆɡɜŭɟɞɛɖŰɏɠ ɜŬ ɚŬɛɓɎɜɞɡɜ ɛɐɜɡɛŬ ɖɚŮəŰɟɞɜɘəɞɨ ŰŬɢɡŭɟɞɛŮɑɞɡ Ŭˊɧ 

Űɖɜ ȷɟɢɐ ȾŬŰŬɢɩɟɘůɖɠ ŭŮəŬˊɏɜŰŮ (15) ɛɏɟŮɠ ˊɟɘɜ Űɖ ɚɐɝɖ Űɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ Űɞɡɠ 

əŬɘ ɜŬ ŮɜɖɛŮɟɩɜɞɜŰŬɘ ɔɘŬ Űɖɜ ŮˊɘəŮɑɛŮɜɖ ɚɐɝɖ Űɞɡ. 

4.6.3 Ⱥ́ ŮɝŮɟɔŬůɑŬ ŬɘŰɖɛɎŰɤɜ ŬɜŬɜɏɤůɖɠ ˊɘůŰɞˊɞɘɖŰɘəɞɨ 

ü ȷɟɢɘəɎ, ŮɚɏɔɢŮŰŬɘ Ŭɜ ɏɢɞɡɜ ɔɑɜŮɘ ŬɜŬɜŮɩůŮɘɠ Űɞɡ ɑŭɘɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ ůŰɞ 

ˊŬɟŮɚɗɧɜ 

ü ɆŰɖ ůɡɜɏɢŮɘŬ ŮɚɏɔɢŮŰŬɘ Ŭɜ Űɞ ˊɘůŰɞˊɞɘɖŰɘəɧ ɐ ŰŬ ˊɘůŰɞˊɞɘɖŰɘəɎ ˊɞɡ 

ˊŮɟɘŮɑɢŬɜ Űɞ ɑŭɘɞ əɚŮɘŭɑ ɓɟɑůəɞɜŰŬɘ ůŮ ɘůɢɨ ɔɘŬ ɛɘəɟɧŰŮɟɞ ɢɟɞɜɘəɧ ŭɘɎůŰɖɛŬ 

Ŭˊɧ Űɖ ɛɏɔɘůŰɖ ŭɘɎɟəŮɘŬ ɘůɢɨɞɠ Űɞɡ əɚŮɘŭɘɞɨ əŬɘ ɧŰɘ Űɞ əɚŮɘŭɑ ɘəŬɜɞˊɞɘŮɑ 

Űɘɠ ŬˊŬɘŰɐůŮɘɠ ŬůűŬɚɞɨɠ əɟɡˊŰɞɔɟɎűɖůɖɠ 

ü ɆɡɛˊɚɖɟɤɛŬŰɘəɎ, ůŮ ˊŮɟɑˊŰɤůɖ ˊɞɡ ůŰɞɘɢŮɑŬ Űɞɡ ɆɡɜŭɟɞɛɖŰɐ ɧˊɤɠ ɔɘŬ 

ˊŬɟɎŭŮɘɔɛŬ Űɞ ɞɜɞɛŬŰŮˊɩɜɡɛɞ ɐ Űɞ email, ŬɚɚɎɝɞɡɜ, ŬəɞɚɞɡɗɞɨɜŰŬɘ 

ŭɘŬŭɘəŬůɑŮɠ ɏəŭɞůɖɠ ɜɏɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ. 

ü ũɘŬ Űɞ ɡˊɧɚɞɘˊɞ ŮˊɘŰɟŮˊɧɛŮɜɞ ɢɟɞɜɘəɧ ŭɘɎůŰɖɛŬ ɘůɢɨɞɠ Űɞɡ əɚŮɘŭɘɞɨ, 

ŮəŭɑŭŮŰŬɘ ɜɏɞ ˊɘůŰɞˊɞɘɖŰɘəɧ ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ Űɞ Ŭɟɢɘəɧ certificate request 

(CSR) ˊɞɡ ɓɟɑůəŮŰŬɘ ŬˊɞɗɖəŮɡɛɏɜɞ ůŰɖɜ ȷɟɢɐ ȾŬŰŬɢɩɟɘůɖɠ. 

ũɘŬ ˊŬɟɎŭŮɘɔɛŬ, ɏɜŬɠ ɆɡɜŭɟɞɛɖŰɐɠ ˊɞɡ ɏɢŮɘ ŮɜŮɟɔɧ ˊɘůŰɞˊɞɘɖŰɘəɧ Űɞ ɞˊɞɑɞ ɘůɢɨŮɘ ɔɘŬ 

ɏɜŬ ɢɟɧɜɞ, ɛˊɞɟŮɑ ɜŬ Űɞ ŬɜŬɜŮɩůŮɘ (ɢɤɟɑɠ ɜŬ ŬɚɚɎɝŮɘ Űɞ ɘŭɘɤŰɘəɧ əɚŮɘŭɑ) ɔɘŬ Ɏɚɚɞ ɏɜŬ 

ɏŰɞɠ, ŮˊŮɘŭɐ ɖ ɛɏɔɘůŰɖ ŭɘɎɟəŮɘŬ ɘůɢɨɞɠ ɘŭɘɤŰɘəɞɨ əɚŮɘŭɘɞɨ ɔɘŬ ˊɘůŰɞˊɞɘɖŰɘəɎ ɢɟɖůŰɩɜ 

ŮɑɜŬɘ ˊɎɜɤ Ŭˊɧ ɏɜŬ ɏŰɞɠ (ůɨɛűɤɜŬ ɛŮ Űɖɜ ŮɜɧŰɖŰŬ 6.3.2). ȷɜ ɞ ɆɡɜŭɟɞɛɖŰɐɠ 

ŬɜŬəŬɚɏůŮɘ ɏɜŬ ɄɘůŰɞˊɞɘɖŰɘəɧ ɛŮ ɚɧɔɞ ŬɜɎəɚɖůɖɠ keyCompromise, Űɞ ȹɖɛɧůɘɞ 
ȾɚŮɘŭɑ ˊɞɡ ůɢŮŰɑɕŮŰŬɘ ɛŮ ŬɡŰɧ Űɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ŭŮɜ ɛˊɞɟŮɑ ɜŬ ɢɟɖůɘɛɞˊɞɘɖɗŮɑ ɝŬɜɎ 

ůŮ ɜɏŬ ȷɑŰɖůɖ ɄɘůŰɞˊɞɘɖŰɘəɞɨ. 

4.6.4 Ⱥɜɖɛɏɟɤůɖ ɆɡɜŭɟɞɛɖŰɐ ɔɘŬ ɏəŭɞůɖ ɜɏɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ 

ȷəɞɚɞɡɗŮɑŰŬɘ ɖ ŭɘŬŭɘəŬůɑŬ ˊɞɡ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 4.3.2. 

4.6.5 ȹŮɞɜŰɞɚɞɔɑŬ ˊɞɡ ŭɘɏˊŮɘ Űɖɜ Ŭˊɞŭɞɢɐ ŬɜŬɜŮɤɛɏɜɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ 

ȷəɞɚɞɡɗŮɑŰŬɘ ɖ ŭɘŬŭɘəŬůɑŬ ˊɞɡ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 4.4.1. 
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4.6.6 ȹɖɛɞůɑŮɡůɖ Űɞɡ ŬɜŬɜŮɤɛɏɜɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ Ŭˊɧ Űɖɜ ȷɄ 

ȷəɞɚɞɡɗŮɑŰŬɘ ɖ ŭɘŬŭɘəŬůɑŬ ˊɞɡ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 4.4.2. 

4.6.7 Ⱥɜɖɛɏɟɤůɖ Ɏɚɚɤɜ ɞɜŰɞŰɐŰɤɜ ɔɘŬ Űɖɜ ɏəŭɞůɖ ˊɘůŰɞˊɞɘɖŰɘəɞɨ 

ȷəɞɚɞɡɗŮɑŰŬɘ ɖ ŭɘŬŭɘəŬůɑŬ ˊɞɡ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 4.4.3. 

4.7 ȷɚɚŬɔɐ əɚŮɘŭɘɩɜ ɄɘůŰɞˊɞɘɖŰɘəɩɜ 

4.7.1 ɆɡɜɗɐəŮɠ əŬŰɎ Űɘɠ ɞˊɞɑŮɠ ɛˊɞɟŮɑ ɜŬ ɔɑɜŮɘ ŬɚɚŬɔɐ əɚŮɘŭɘɩɜ 

ȷɚɚŬɔɐ əɚŮɘŭɘɩɜ ůŮ ˊɘůŰɞˊɞɘɖŰɘəɎ ŮɑɜŬɘ ɖ ŭɘŬŭɘəŬůɑŬ ˊɞɡ ɞŭɖɔŮɑ ůŮ ŮˊŬɜɏəŭɞůɖ 

ˊɘůŰɞˊɞɘɖŰɘəɞɨ ɛŮ ŰŬ ɑŭɘŬ Ŭəɟɘɓɩɠ ůŰɞɘɢŮɑŬ Űɞɡ ɡˊɞəŮɘɛɏɜɞɡ, Űɖɜ ɑŭɘŬ ɖɛŮɟɞɛɖɜɑŬ 

ɚɐɝɖɠ (ñvalidToò ́Ůŭɑɞ) ŬɚɚɎ ɛŮ ɜɏɞ ɕŮɨɔɞɠ əɚŮɘŭɘɩɜ. Ⱥˊɘˊɚɏɞɜ, ɘůɢɨɞɡɜ ɧɚŬ ɧůŬ 

ŬɜŬűɏɟɞɜŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 1.3.3. ȿɧɔɞɘ ŬɚɚŬɔɐɠ əɚŮɘŭɘɩɜ ɛˊɞɟŮɑ ɜŬ ŮɑɜŬɘ (ɖ ɚɑůŰŬ 

ŭŮɜ ŮɑɜŬɘ ˊŮɟɘɞɟɘůŰɘəɐ): 

¶ ȹɘŬˊɑůŰɤůɖ ŮɡˊɎɗŮɘŬɠ ůŰɞɜ Ŭɚɔɧɟɘɗɛɞ ŭɖɛɘɞɡɟɔɑŬɠ əɚŮɘŭɘɞɨ ɐ ůŰɞ 
ɛɏɔŮɗɞɠ Űɞɡ əɚŮɘŭɘɞɨ 

¶ ȷˊɩɚŮɘŬ ɐ ˊŬɟŬɓɑŬůɖ ɐ ɡˊɞɣɑŬ ɔɘŬ ˊŬɟŬɓɑŬůɖ ɘŭɘɤŰɘəɞɨ əɚŮɘŭɘɞɨ 

¶ ȷɛűɘůɓɐŰɖůɖ Űɞɡ Ŭɚɔɞɟɑɗɛɞɡ ŭɖɛɘɞɡɟɔɑŬɠ əɚŮɘŭɘɞɨ ɐ Űɞɡ ɛŮɔɏɗɞɡɠ 
Űɞɡ əɚŮɘŭɘɞɨ 

4.7.2 Ʉɞɘɞɠ ɛˊɞɟŮɑ ɜŬ ŬɘŰɖɗŮɑ ˊɘůŰɞˊɞɑɖůɖ ɜɏɞɡ ŭɖɛɧůɘɞɡ əɚŮɘŭɘɞɨ 

Ƀɘ ɆɡɜŭɟɞɛɖŰɏɠ ɏɢɞɡɜ Űɖ ŭɡɜŬŰɧŰɖŰŬ ɜŬ əŬŰŬɗɏŰɞɡɜ ŬɑŰɖɛŬ ŬɚɚŬɔɐɠ əɚŮɘŭɘɩɜ 

ˊɘůŰɞˊɞɘɖŰɘəɞɨ ɛɏůɤ ŬůűŬɚɞɨɠ ŭɘŮˊŬűɐɠ ɛŮŰɎ Ŭˊɧ əŬŰɎɚɚɖɚɞ ɏɚŮɔɢɞ ŰŬɡŰɧŰɖŰŬɠ. ɇɞ 

ˊɟɞɖɔɞɨɛŮɜɞ ˊɘůŰɞˊɞɘɖŰɘəɧ ůɡɜɐɗɤɠ ŬɜŬəŬɚŮɑŰŬɘ. 

4.7.3 ȹɘŬŭɘəŬůɑŮɠ ɔɘŬ ŬɘŰɐɛŬŰŬ ŬɚɚŬɔɐɠ əɚŮɘŭɘɩɜ 

ȷəɞɚɞɡɗŮɑŰŬɘ ɖ ŭɘŬŭɘəŬůɑŬ ˊɞɡ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 4.3. 

4.7.4 Ⱥɜɖɛɏɟɤůɖ ɆɡɜŭɟɞɛɖŰɐ ɔɘŬ ŰŬ ˊɘůŰɞˊɞɘɖŰɘəɧ ůŰɞ ɞˊɞɑɞ 

ˊɟŬɔɛŬŰɞˊɞɘɐɗɖəŮ ŬɚɚŬɔɐ əɚŮɘŭɘɞɨ 

ȷəɞɚɞɡɗŮɑŰŬɘ ɖ ŭɘŬŭɘəŬůɑŬ ˊɞɡ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 4.3.2. 

4.7.5 ȹŮɞɜŰɞɚɞɔɑŬ ˊɞɡ ŭɘɏˊŮɘ Űɖɜ ŭɘŬŭɘəŬůɑŬ Ŭˊɞŭɞɢɐɠ ́ ɘůŰɞˊɞɘɖŰɘəɞɨ ůŰɞ 

ɞˊɞɑɞ ɏɔɘɜŮ ŬɚɚŬɔɐ əɚŮɘŭɘɞɨ 

ȷəɞɚɞɡɗŮɑŰŬɘ ɖ ŭɘŬŭɘəŬůɑŬ ˊɞɡ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 4.4.1. 

4.7.6 ȹɖɛɞůɑŮɡůɖ ˊɘůŰɞˊɞɘɖŰɘəɩɜ ůŰŬ ɞˊɞɑŬ ɏɔɘɜŮ ŬɚɚŬɔɐ əɚŮɘŭɘɞɨ Ŭˊɧ 

Űɖɜ ȷɄ 

ȷəɞɚɞɡɗŮɑŰŬɘ ɖ ŭɘŬŭɘəŬůɑŬ ˊɞɡ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 4.4.2. 

4.7.7 Ⱥɜɖɛɏɟɤůɖ Ŭˊɧ Űɖɜ ȷɄ Ɏɚɚɤɜ ɞɜŰɞŰɐŰɤɜ ɔɘŬ Űɖɜ ɏəŭɞůɖ 

ˊɘůŰɞˊɞɘɖŰɘəɩɜ ɛŮ ɜɏɞ əɚŮɘŭɑ 

ȷəɞɚɞɡɗŮɑŰŬɘ ɖ ŭɘŬŭɘəŬůɑŬ ˊɞɡ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 4.4.3. 
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4.8 ɀŮŰŬɓɞɚɐ ɄɘůŰɞˊɞɘɖŰɘəɩɜ 

4.8.1 ɆɡɜɗɐəŮɠ əŬŰɎ Űɘɠ ɞˊɞɑŮɠ ɛˊɞɟŮɑ ɜŬ ɔɑɜŮɘ ɛŮŰŬɓɞɚɐ ˊɘůŰɞˊɞɘɖŰɘəɩɜ 

ɀŮŰŬɓɞɚɐ ůŰɞɘɢŮɑɤɜ ůŰɞ Subject ŰŮɚɘəɩɜ ˊɘůŰɞˊɞɘɖŰɘəɩɜ ŭŮɜ ŮˊɘŰɟɏˊɞɜŰŬɘ. ɆŮ 

ˊŮɟɑˊŰɤůɖ ˊɞɡ ɏɢŮɘ ɔɑɜŮɘ ɚɎɗɞɠ əŬŰɎ Űɖɜ ɏəŭɞůɖ Űɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ (ɞɟɗɞɔɟŬűɘəɧ ɐ 

Ɏɚɚɞ), Űɞ ˊɘůŰɞˊɞɘɖŰɘəɧ ŬɜŬəŬɚŮɑŰŬɘ əŬɘ ŬəɞɚɞɡɗŮɑŰŬɘ ɖ ŭɘŬŭɘəŬůɑŬ ɏəŭɞůɖɠ ɜɏɞɡ 

ˊɘůŰɞˊɞɘɖŰɘəɞɨ, ɧˊɤɠ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 4.3 

4.8.2 Ʉɩɠ ɛˊɞɟŮɑ ɜŬ ɔɑɜŮɘ ŬɑŰɖɛŬ ɛŮŰŬɓɞɚɐɠ ˊɘůŰɞˊɞɘɖŰɘəɩɜ 

ȹŮɜ ˊŮɟɘɔɟɎűŮŰŬɘ. 

4.8.3 ȹɘŬŭɘəŬůɑŮɠ ɔɘŬ ŬɘŰɐɛŬŰŬ ɛŮŰŬɓɞɚɐɠ ˊɘůŰɞˊɞɘɖŰɘəɩɜ 

ȹŮɜ ˊŮɟɘɔɟɎűŮŰŬɘ. 

4.8.4 Ⱥɜɖɛɏɟɤůɖ ɆɡɜŭɟɞɛɖŰɐ ɔɘŬ Űɞ ɜɏɞ ˊɘůŰɞˊɞɘɖŰɘəɎ ˊɞɡ ɛŮŰŬɓɚɐɗɖəŮ 

ȹŮɜ ˊŮɟɘɔɟɎűŮŰŬɘ. 

4.8.5 ȹŮɞɜŰɞɚɞɔɑŬ ˊɞɡ ŭɘɏˊŮɘ Űɖ ŭɘŬŭɘəŬůɑŬ Ŭˊɞŭɞɢɐ ˊɘůŰɞˊɞɘɖŰɘəɩɜ ˊɞɡ 

ɛŮŰŬɓɚɐɗɖəŬɜ 

ȹŮɜ ˊŮɟɘɔɟɎűŮŰŬɘ. 

4.8.6 ȹɖɛɞůɑŮɡůɖ ˊɘůŰɞˊɞɘɖŰɘəɩɜ ˊɞɡ ɛŮŰŬɓɚɐɗɖəŬɜ Ŭˊɧ Űɖɜ ȷɄ 

ȹŮɜ ˊŮɟɘɔɟɎűŮŰŬɘ. 

4.8.7 Ⱥɜɖɛɏɟɤůɖ Ŭˊɧ Űɖɜ ȷɄ Ɏɚɚɤɜ ɞɜŰɞŰɐŰɤɜ ɔɘŬ Űɖɜ ɏəŭɞůɖ 

ˊɘůŰɞˊɞɘɖŰɘəɩɜ ˊɞɡ ɛŮŰŬɓɚɐɗɖəŬɜ 

ȹŮɜ ˊŮɟɘɔɟɎűŮŰŬɘ. 

4.9 ȷɜŬůŰɞɚɐ əŬɘ ŬɜɎəɚɖůɖ ˊɘůŰɞˊɞɘɖŰɘəɩɜ 

ȷɡŰɐ ɖ ŮɜɧŰɖŰŬ ŮűŬɟɛɧɕŮŰŬɘ ůŮ ȷɟɢɏɠ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ŰŮɚɘəɎ ɄɘůŰɞˊɞɘɖŰɘəɎ. ȹŮɜ 

ŮűŬɟɛɧɕŮŰŬɘ ůŮ ɄɘůŰɞˊɞɘɖŰɘəɎ ůɨɜŰɞɛɖɠ ŭɘɎɟəŮɘŬɠ ŰŬ ɞˊɞɑŬ ŭŮɜ ɛˊɞɟɞɨɜ ɜŬ 

ŬɜŬəɚɖɗɞɨɜ. 

4.9.1 ɆɡɜɗɐəŮɠ ɔɘŬ ŬɜɎəɚɖůɖ 

 ȿɧɔɞɘ ɔɘŬ Űɖɜ ȷɜɎəɚɖůɖ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ɆɡɜŭɟɞɛɖŰɐ 

ɀŮ ŮɝŬɑɟŮůɖ ŰŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ɆɨɜŰɞɛɖɠ ȹɘɎɟəŮɘŬɠ, ɏɜŬ ˊɘůŰɞˊɞɘɖŰɘəɧ ˊɟɏˊŮɘ ɜŬ 

ŬɜŬəɚɖɗŮɑ ɧŰŬɜ ŰŬ ůŰɞɘɢŮɑŬ ˊɞɡ ˊŮɟɘɏɢŮɘ ɏɢɞɡɜ ŬɚɚɎɝŮɘ ɐ ɡˊɎɟɢŮɘ ɡˊɞɣɑŬ ɧŰɘ ɏɢŮɘ 

ŮəŰŮɗŮɑ ɐ ɢŬɗŮɑ Űɞ ɘŭɘɤŰɘəɧ əɚŮɘŭɑ. ɆŰɖɜ ŰŮɚŮɡŰŬɑŬ ˊŮɟɑˊŰɤůɖ, ŮɎɜ əɎˊɞɘɞɠ ˊɞɡ ɕɖŰɎ 

ŬɜɎəɚɖůɖ ɏɢŮɘ ˊɟɞɖɔɞɡɛɏɜɤɠ ŬˊɞŭŮɑɝŮɘ ɐ ŮɑɜŬɘ ůŮ ɗɏůɖ ůŮ ŰɟɏɢɞɡůŬ ɢɟɞɜɘəɐ ůŰɘɔɛɐ 

ɜŬ ŬˊɞŭŮɑɝŮɘ ɧŰɘ əŬŰɏɢŮɘ Űɞ ȽŭɘɤŰɘəɧ ȾɚŮɘŭɑ Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ, ɧɚŬ ŰŬ ˊɘůŰɞˊɞɘɖŰɘəɎ 

ˊɞɡ ˊŮɟɘɚŬɛɓɎɜɞɡɜ Űɞ ȹɖɛɧůɘɞ ȾɚŮɘŭɑ ˊɞɡ ŬɜŰɘůŰɞɘɢŮɑ ůŰɞ ȽŭɘɤŰɘəɧ ȾɚŮɘŭɑ ˊɞɡ ɏɢŮɘ 

ˊŬɟŬɓɘŬůŰŮɑ ˊɟɏˊŮɘ ɜŬ ŬɜŬəɚɖɗɞɨɜ Ŭˊɧ Űɖɜ HARICA əŬɘ Űɞ ȹɖɛɧůɘɞ ȾɚŮɘŭɑ ŭŮɜ 

ɛˊɞɟŮɑ ɜŬ ɢɟɖůɘɛɞˊɞɘɖɗŮɑ ɝŬɜɎ ůŮ ȷɑŰɖůɖ ɈˊɞɔɟŬűɐɠ ɄɘůŰɞˊɞɘɖŰɘəɞɨ. ȹɘŬűɞɟŮŰɘəɎ, 

ŮɎɜ ɞ ɆɡɜŭɟɞɛɖŰɐɠ ŭŮɜ ɏɢŮɘ ˊɟɞɖɔɞɡɛɏɜɤɠ ŬˊɞŭŮɑɝŮɘ əŬɘ ŭŮɜ ɛˊɞɟŮɑ  ůŮ ŰɟɏɢɞɡůŬ 

ɢɟɞɜɘəɐ ůŰɘɔɛɐ ɜŬ ŬˊɞŭŮɑɝŮɘ ɧŰɘ əŬŰɏɢŮɘ Űɞ ůɢŮŰɘəɧ ȽŭɘɤŰɘəɧ ȾɚŮɘŭɑ ŬɡŰɞɨ Űɞɡ 

ɄɘůŰɞˊɞɘɖŰɘəɞɨ, ɖ HARICA ɛˊɞɟŮɑ ɜŬ ŬɜŬəŬɚɏůŮɘ ɧɚŬ ŰŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ˊɞɡ 

ˊŮɟɘɚŬɛɓɎɜɞɡɜ Űɞ ȹɖɛɧůɘɞ ȾɚŮɘŭɑ ˊɞɡ ŬɜŰɘůŰɞɘɢŮɑ ůŰɞ ȽŭɘɤŰɘəɧ ȾɚŮɘŭɑ ˊɞɡ ɏɢŮɘ 
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ˊŬɟŬɓɘŬůŰŮɑ ɐ ɜŬ ŬˊɞəɚŮɑůŮɘ Űɖɜ ɏəŭɞůɖ ɛŮɚɚɞɜŰɘəɩɜ ɄɘůŰɞˊɞɘɖŰɘəɩɜ ɛŮ ŬɡŰɧ Űɞ 

əɚŮɘŭɑ. 

 

Ⱥˊɑůɖɠ, Űɞ ˊɘůŰɞˊɞɘɖŰɘəɧ ɛˊɞɟŮɑ ɜŬ ŬɜŬəɚɖɗŮɑ ɧŰŬɜ ŭŮɜ Űɞ ˊŬɟŬɚɎɓŮɘ ɞ ɆɡɜŭɟɞɛɖŰɐɠ 

ɛɏůŬ ůŰɞ ɢɟɞɜɘəɧ ŭɘɎůŰɖɛŬ ˊɞɡ ɞɟɑɕŮŰŬɘ ůŰɖ ˊŬɟɎɔɟŬűɞ 4.4.1 ɐ Ŭɜ ŬˊɞŭŮɘɢɗŮɑ ɧŰɘ ɖ 

ɢɟɐůɖ Űɞɡ ŭŮɜ ŮɑɜŬɘ ůɨɛűɤɜɖ ɛŮ Űɖɜ ˊŬɟɞɨůŬ ɄɄ/ȹȹɄ. ɇɏɚɞɠ, ˊɟɏˊŮɘ ɜŬ ŬɜŬəɚɖɗŮɑ 

ŮɎɜ Űɞ ˊɘůŰɞˊɞɘɖŰɘəɧ ˊŮɟɘɏɢŮɘ ɚŬɜɗŬůɛɏɜŮɠ ˊɚɖɟɞűɞɟɑŮɠ. 

4.9.1.1.1 ȿɧɔɞɘ ȷɜɎəɚɖůɖɠ ůɨɛűɤɜŬ ɛŮ ITU-T X.509 əŬɘ RFC 5280 

 

. 

 

ɀŮ ŮɝŬɑɟŮůɖ ŰŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ɆɨɜŰɞɛɖɠ ȹɘɎɟəŮɘŬɠ, ɖ HARICA ɗŬ ŬɜŬəŬɚŮɑ 

ɞˊɞɘɞŭɐˊɞŰŮ ɄɘůŰɞˊɞɘɖŰɘəɧ ɆɡɜŭɟɞɛɖŰɐ ɛɏůŬ ůŮ Ůɑəɞůɘ ŰɏůůŮɟɘɠ (24) ɩɟŮɠ əŬɘ ɗŬ 

ɢɟɖůɘɛɞˊɞɘŮɑ Űɞ ŬɜŰɑůŰɞɘɢɞ CRLReason (ɓɚ. ŮɜɧŰɖŰŬ 7.2.2), ŮɎɜ ůɡɛɓŮɑ ɏɜŬ ɐ 

ˊŮɟɘůůɧŰŮɟŬ Ŭˊɧ ŰŬ ŬəɧɚɞɡɗŬ (ůɖɛŮɘɩůŰŮ ɧŰɘ ɞ ɚɧɔɞɠ keyCompromise ɏɢŮɘ 

ˊɟɞŰŮɟŬɘɧŰɖŰŬ ɏɜŬɜŰɘ Ɏɚɚɤɜ ɚɧɔɤɜ ŬɜɎəɚɖůɖɠ): 

1. Ƀ ɆɡɜŭɟɞɛɖŰɐɠ ŬɘŰŮɑŰŬɘ ŮɔɔɟɎűɤɠ, ɢɤɟɑɠ ɜŬ ŭɘŮɡəɟɘɜɐůŮɘ ɏɜŬ CRLReason, ɜŬ 

ŬɜŬəɚɖɗŮɑ Űɞ ɄɘůŰɞˊɞɘɖŰɘəɧ Ŭˊɧ Űɖɜ  HARICA ɔɘŬ ɚɧɔɞ ˊɞɡ ŭŮɜ űŬɑɜŮŰŬɘ 

ˊŬɟŬəɎŰɤ (CRLReason ñunspecified (0)ò ˊɞɡ ɏɢŮɘ ɤɠ ŬˊɞŰɏɚŮůɛŬ ɖ ŮˊɏəŰŬůɖ 

reasonCode ɜŬ ɛɖɜ ˊŮɟɘɚŬɛɓɎɜŮŰŬɘ ůŰɖ ȿȷɄ).  

2. Ƀ ɆɡɜŭɟɞɛɖŰɐɠ ŮɘŭɞˊɞɘŮɑ Űɖɜ HARICA ɧŰɘ ɖ Ŭɟɢɘəɐ ȷɑŰɖůɖ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ŭŮɜ 

ɏɢŮɘ ŮɔəɟɘɗŮɑ əŬɘ ŭŮɜ Űɞɡ ɢɞɟɖɔɐɗɖəŮ ŬɜŬŭɟɞɛɘəɎ ɖ ɎŭŮɘŬ. ȷɡŰɧ ɘůɢɨŮɘ, Ůˊɑůɖɠ, ɔɘŬ 

ȺɔəŮəɟɘɛɏɜŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ɖɚŮəŰɟɞɜɘəɩɜ ůűɟŬɔɑŭɤɜ ɧˊɞɡ ɡˊɎɟɢŮɘ əɎˊɞɘŬ 

ŬɚɚŬɔɐ ůŰɖ Ɂɧɛɘɛɖ Ůəˊɟɞůɩˊɖůɖ əŬɘ ɞ ˊɟɩɖɜ Ɂɧɛɘɛɞɠ Ůəˊɟɧůɤˊɞɠ ŭŮɜ ŮɑɜŬɘ 

ŮɝɞɡůɘɞŭɞŰɖɛɏɜɞɠ ˊɚɏɞɜ ɜŬ ŭɖɛɘɞɡɟɔŮɑ ȼɚŮəŰɟɞɜɘəɏɠ ɆűɟŬɔɑŭŮɠ (CRLReason #9, 

privilegeWithdrawn). 

3. ȼ HARICA ŬˊɞəŰɎ ŮˊɘɓŮɓŬɘɤɛɏɜŬ ůŰɞɘɢŮɑŬ ˊɞɡ ŬˊɞŭŮɘəɜɨɞɡɜ ɧŰɘ Űɞ ȽŭɘɤŰɘəɧ 

ȾɚŮɘŭɑ Űɞɡ ɆɡɜŭɟɞɛɖŰɐ ˊɞɡ ŬɜŰɘůŰɞɘɢŮɑ ůŰɞ ȹɖɛɧůɘɞ ȾɚŮɘŭɑ Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ 

ɡˊɏůŰɖ ɄŬɟŬɓɑŬůɖ (CRLReason #1, keyCompromise). 

4. ȼ HARICA ŬˊɞəŰɎ ůŰɞɘɢŮɑŬ ˊɞɡ ŬˊɞŭŮɘəɜɨɞɡɜ ɧŰɘ ɖ ŭɘŬŭɘəŬůɑŬ ŮˊɘɓŮɓŬɑɤůɖɠ 

əŬŰɞɢɐɠ ɐ Ůɚɏɔɢɞɡ əɎˊɞɘɞɡ FQDN ɐ ȹɘŮɨɗɡɜůɖɠ IP ɐ ȹɘŮɨɗɡɜůɖɠ ɖɚŮəŰɟɞɜɘəɞɨ 

ŰŬɢɡŭɟɞɛŮɑɞɡ ˊɞɡ ˊŮɟɘɚŬɛɓɎɜŮŰŬɘ ůŰɞ ɄɘůŰɞˊɞɘɖŰɘəɧ, ŭŮɜ ɐŰŬɜ ŬɝɘɧˊɘůŰɖ 

(CRLReason #4, superseded). 

5. ȼ HARICA ɏɢŮɘ ŮɜɖɛŮɟɤɗŮɑ ɔɘŬ ˊɟŬəŰɘəɏɠ ɐ ŮɝŬəɟɘɓɤɛɏɜŮɠ ɛŮɗɧŭɞɡɠ ˊɞɡ 

ŮəɗɏŰɞɡɜ Űɞ ȽŭɘɤŰɘəɧ ȾɚŮɘŭɑ Űɞɡ ɆɡɜŭɟɞɛɖŰɐ (CRLReason #1, keyCompromise). 

6. Ɉ́ ɎɟɢŮɘ ůŬűɐɠ ɏɜŭŮɘɝɖ ɧŰɘ ɛɘŬ ůɡɔəŮəɟɘɛɏɜɖ ɛɏɗɞŭɞɠ ŭɖɛɘɞɡɟɔɑŬɠ ȽŭɘɤŰɘəɞɨ 

ȾɚŮɘŭɘɞɨ ŮɑɜŬɘ ŮɚŬŰŰɤɛŬŰɘəɐ (CRLReason #1, keyCompromise). 

7. ȼ HARICA ɏɢŮɘ ŮɜɖɛŮɟɤɗŮɑ ɔɘŬ ˊɟŬəŰɘəɏɠ ɐ ŮɝŬəɟɘɓɤɛɏɜŮɠ ɛŮɗɧŭɞɡɠ ˊɞɡ 
ɛˊɞɟɞɨɜ ŮɨəɞɚŬ ɜŬ ɡˊɞɚɞɔɑůɞɡɜ Űɞ ȽŭɘɤŰɘəɧ ȾɚŮɘŭɑ Űɞɡ ɆɡɜŭɟɞɛɖŰɐ ɓɎůŮɘ Űɞɡ 

ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ, ůɡɛˊŮɟɘɚŬɛɓŬɜɞɛɏɜɤɜ, ŮɜŭŮɘəŰɘəɎ əŬɘ 

ɧɢɘ ˊŮɟɘɞɟɘůŰɘəɎ ŬɡŰɩɜ ˊɞɡ ŮɜŰɞˊɑɕɞɜŰŬɘ ůŰɖɜ ȺɜɧŰɖŰŬ 6.1.1.3(5) (CRLReason #1, 

keyCompromise). 

 

ɀŮ ŮɝŬɑɟŮůɖ ŰŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ɆɨɜŰɞɛɖɠ ȹɘɎɟəŮɘŬɠ, ɖ HARICA  ůɡɜɘůŰɎŰŬɘ ɜŬ 

ŬɜŬəŬɚŮɑ ɏɜŬ ɄɘůŰɞˊɞɘɖŰɘəɧ ɆɡɜŭɟɞɛɖŰɐ ɛɏůŬ ůŮ Ůɑəɞůɘ ŰɏůůŮɟŮɘɠ (24) ɩɟŮɠ əŬɘ ɗŬ 

Űɞ ŬɜŬəŬɚɏůŮɘ ŮɜŰɧɠ ˊɏɜŰŮ (5) ɖɛŮɟɩɜ, ŮɎɜ ůɡɛɓŮɑ ɏɜŬ ɐ ˊŮɟɘůůɧŰŮɟŬ Ŭˊɧ ŰŬ 

ŬəɧɚɞɡɗŬ: 
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8. ȼ HARICA ŬˊɞəŰɎ ůŰɞɘɢŮɑŬ ˊɞɡ ŬˊɞŭŮɘəɜɨɞɡɜ ɧŰɘ Űɞ ɄɘůŰɞˊɞɘɖŰɘəɧ 

ɢɟɖůɘɛɞˊɞɘɐɗɖəŮ əŬŰŬɢɟɖůŰɘəɎ (CRLReason #9, privilegeWithdrawn). 

9. ȼ HARICA ɏɢŮɘ ŮɜɖɛŮɟɤɗŮɑ ɧŰɘ ɞ ɆɡɜŭɟɞɛɖŰɐɠ ɏɢŮɘ ˊŬɟŬɓɘɎůŮɘ ɛɑŬ ɐ 

ˊŮɟɘůůɧŰŮɟŮɠ ɞɡůɘɩŭŮɘɠ ɡˊɞɢɟŮɩůŮɘɠ Ŭˊɧ ŬɡŰɏɠ ˊɞɡ ɞɟɑɕɞɜŰŬɘ ůŰɖ ɆɨɛɓŬůɖ 

ɆɡɜŭɟɞɛɖŰɐ ɐ Űɞɡɠ ȳɟɞɡɠ ɉɟɐůɖɠ (CRLReason #9, privilegeWithdrawn). 

10. ȼ HARICA ɏɢŮɘ ŮɜɖɛŮɟɤɗŮɑ ɧŰɘ ɏɜŬ ɄɘůŰɞˊɞɘɖŰɘəɧ çɀˊŬɚŬɜŰɏɟè ɏɢŮɘ 

ɢɟɖůɘɛɞˊɞɘɖɗŮɑ ůŮ ́ŬɟŬˊɚŬɜɖŰɘəɧ ɡűɘůŰɎɛŮɜɞ FQDN (CRLReason #9, 

privilegeWithdrawn). 

11. ȼ HARICA ɏɢŮɘ ŮɜɖɛŮɟɤɗŮɑ ɔɘŬ ɞɡůɘɩŭɖ ŬɚɚŬɔɐ ůŰɘɠ ˊɚɖɟɞűɞɟɑŮɠ ˊɞɡ ˊŮɟɘɏɢŮɘ 

Űɞ ɄɘůŰɞˊɞɘɖŰɘəɧ (CRLReason #9, privilegeWithdrawn). 

12. ȼ HARICA əɟɑɜŮɘ ɐ ɏɢŮɘ ŮɜɖɛŮɟɤɗŮɑ ɧŰɘ ɞˊɞɘŬŭɐˊɞŰŮ Ŭˊɧ Űɘɠ ˊɚɖɟɞűɞɟɑŮɠ ˊɞɡ 

ˊŮɟɘɚŬɛɓɎɜɞɜŰŬɘ ůŰɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ŮɑɜŬɘ ŬɜŬəɟɘɓŮɑɠ (CRLReason #9, 

privilegeWithdrawn). 

13. Ƀ ɆɡɜŭɟɞɛɖŰɐɠ ŭŮɜ ŮɚɏɔɢŮɘ ˊɚɏɞɜ ɐ ŭŮɜ ŮɑɜŬɘ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɞ ɜŬ ɢɟɖůɘɛɞˊɞɘŮɑ 
ɧɚŬ ŰŬ ɃɜɧɛŬŰŬ ɉɩɟɞɡ ɐ Űɘɠ ŭɘŮɡɗɨɜůŮɘɠ ɖɚŮəŰɟɞɜɘəɞɨ ŰŬɢɡŭɟɞɛŮɑɞɡ ůŰɞ 

ɄɘůŰɞˊɞɘɖŰɘəɧ (CRLReason #5, cessationOfOperation). 

14. Ƀ ɆɡɜŭɟɞɛɖŰɐɠ ŭŮɜ ɗŬ ɢɟɖůɘɛɞˊɞɘŮɑ ˊɚɏɞɜ Űɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ŮˊŮɘŭɐ ŭɘŬəɧˊŰŮɘ Űɖ 

ɚŮɘŰɞɡɟɔɑŬ Űɞɡ ɘůŰɞɢɩɟɞɡ ɐ Űɖɠ ŭɘŮɨɗɡɜůɖɠ ɖɚŮəŰɟɞɜɘəɞɨ ŰŬɢɡŭɟɞɛŮɑɞɡ 

(CRLReason #5, cessationOfOperation). 

15. ȼ HARICA ɏɢŮɘ ŮɜɖɛŮɟɤɗŮɑ ɔɘŬ ɞˊɞɘŬŭɐˊɞŰŮ ˊŮɟɑůŰŬůɖ ˊɞɡ ŭŮɑɢɜŮɘ ɧŰɘ ɖ ɢɟɐůɖ 
Ůɜɧɠ Ʉɚɐɟɞɡɠ ɄɘůŰɞˊɞɘɖɛɏɜɞɡ ɃɜɧɛŬŰɞɠ ɉɩɟɞɡ (FQDN) ɐ ɛɘŬɠ ŭɘŮɨɗɡɜůɖɠ 

ɖɚŮəŰɟɞɜɘəɞɨ ŰŬɢɡŭɟɞɛŮɑɞɡ ˊɞɡ ɡˊɎɟɢŮɘ ůŰɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ŭŮɜ ɏɢŮɘ ˊɚɏɞɜ 

ɜɧɛɘɛɖ ɎŭŮɘŬ (ˊ.ɢ. ɗŬ ɛˊɞɟɞɨůŮ ɜŬ ˊɟɞəɨˊŰŮɘ Ŭˊɧ ŬˊɧűŬůɖ ŭɘəŬůŰɖɟɑɞɡ ɐ 

ɡˊŮɨɗɡɜɞɡ ˊɞɡ ŬɜŬəŬɚŮɑ Űɞ ŭɘəŬɑɤɛŬ Ůɜɧɠ ȾŬŰŬɢɤɟɑɕɞɜŰŬ ɃɜɧɛŬŰɞɠ ɉɩɟɞɡ ɜŬ 

ɢɟɖůɘɛɞˊɞɘŮɑ Űɞ ȳɜɞɛŬ ɉɩɟɞɡ, Űɖ ɚɐɝɖ ɛɘŬɠ ůɢŮŰɘəɐɠ ŬŭŮɘɞŭɧŰɖůɖɠ ɐ ůɡɛűɤɜɑŬɠ 

ˊŬɟɞɢɐɠ ɡˊɖɟŮůɘɩɜ ɛŮŰŬɝɨ Űɞɡ ȾŬŰŬɢɤɟɑɕɞɜŰŬ ɃɜɧɛŬŰɞɠ ɉɩɟɞɡ əŬɘ Űɞɡ 

ȷɘŰɞɨɜŰŬ, ɐ Űɖɜ ŬˊɞŰɡɢɑŬ Űɞɡ   ȾŬŰŬɢɤɟɑɕɞɜŰŬ ɃɜɧɛŬŰɞɠ ɉɩɟɞɡ ɜŬ ŬɜŬɜŮɩůŮɘ 

Űɞ ȳɜɞɛŬ ɉɩɟɞɡ. Ƀɛɞɑɤɠ ɘůɢɨŮɘ Ŭɜ Űɞ űɡůɘəɧ ˊɟɧůɤˊɞ Űɞɡ ɞˊɞɑɞɡ ɞɘ 

ˊɚɖɟɞűɞɟɑŮɠ ˊŮɟɘɏɢɞɜŰŬɘ ůŰɞ ˊŮŭɑɞ ɈˊɞəŮɑɛŮɜɞ Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ, ŭŮ 

ůɡɜŭɏɞɜŰŬɘ ˊɚɏɞɜ ɛŮ Űɞɜ ɞɟɔŬɜɘůɛɧ ˊɞɡ ŬɜŬűɏɟŮŰŬɘ ůŰɞ ˊŮŭɑɞ çɃɟɔŬɜɘůɛɧɠè Űɞɡ 

ɄɘůŰɞˊɞɘɖŰɘəɞɨ (CRLReason #5, cessationOfOperation). 

16. ȼ HARICA ɏɢŮɘ ŬɜŰɘəŬŰŬůŰɐůŮɘ Űɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ɚɧɔɤ ŬɚɚŬɔɩɜ ůŰɘɠ 

ˊɚɖɟɞűɞɟɑŮɠ ɈˊɞəŮɘɛɏɜɞɡ Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ əŬɘ əŬɜɏɜŬɠ Ɏɚɚɞɠ ɚɧɔɞɠ ŭŮɜ 

ɛˊɞɟŮɑ ɜŬ ŮűŬɟɛɞůŰŮɑ (CRLReason #3, affiliationChanged). 

17. Ƀ ɆɡɜŭɟɞɛɖŰɐɠ ɏɢŮɘ ŬɘŰɖɗŮɑ ɏɜŬ ɜɏɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ɔɘŬ ɜŬ ŬɜŰɘəŬŰŬůŰɐůŮɘ ɏɜŬ 
ɡˊɎɟɢɞɜ ɄɘůŰɞˊɞɘɖŰɘəɧ əŬɘ əŬɜɏɜŬɠ Ɏɚɚɞɠ ɚɧɔɞɠ ŭŮɜ ɛˊɞɟŮɑ ɜŬ ŮűŬɟɛɞůŰŮɑ 

(CRLReason #4, superseded). 

18. ȼ HARICA ɏɢŮɘ ŬɜŬəŬɚɏůŮɘ Űɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ɔɘŬ ɚɧɔɞɡɠ ůɡɛɛɧɟűɤůɖɠ, ɔɘŬ 

ˊŬɟɎŭŮɘɔɛŬ Űɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ŭŮɜ ůɡɛɛɞɟűɩɜŮŰŬɘ ɛŮ ŬɡŰɐɜ Űɖɜ ˊɞɚɘŰɘəɐ, ŰŬ 

Baseline Requirements Űɞɡ CA/Browser Forum ɐ Űɖɜ ɄɄ ɐ ȹȹɄ Űɖɠ HARICA 

(CRLReason #4, superseded). 

19. ɇɞ ŭɘəŬɑɤɛŬ Űɖɠ HARICA ɜŬ ŮəŭɑŭŮɘ ɄɘůŰɞˊɞɘɖŰɘəɎ ŬəɞɚɞɡɗɩɜŰŬɠ Űɘɠ ˊŬɟɞɨůŮɠ 

ȷˊŬɘŰɐůŮɘɠ ŮɝŬɜŰɚŮɑŰŬɘ  ɐ ŬɜŬəŬɚŮɑŰŬɘ ɐ ˊŬɨŮɘ, ŮəŰɧɠ Ŭɜ ɖ HARICA ɏɢŮɘ 

űɟɞɜŰɑůŮɘ ɜŬ ůɡɜŮɢɑůŮɘ ɜŬ ŭɘŬŰɖɟŮɑ Űɞ ȷˊɞɗŮŰɐɟɘɞ ȿȷɄ/OCSP (unspecified). 

20. ũɘŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ɈˊɞɔɟŬűɐɠ ȾɩŭɘəŬ: Ƀ ɄɟɞɛɖɗŮɡŰɐɠ ȿɞɔɘůɛɘəɞɨ ȺűŬɟɛɞɔɩɜ 
ŬɘŰŮɑŰŬɘ ŬɜɎəɚɖůɖ (unspecified). 

21. ũɘŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ɈˊɞɔɟŬűɐɠ ȾɩŭɘəŬ: ȺɎɜ əɎˊɞɘɞ ȸŬůɘɕɧɛŮɜɞ ɀɏɟɞɠ ŭɩůŮɘ 

ˊɚɖɟɞűɞɟɑŬ ɧŰɘ Űɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ɢɟɖůɘɛɞˊɞɘɐɗɖəŮ ɔɘŬ ɡˊɞɔɟŬűɐ ȴˊɞˊŰɞɡ 

ȾɩŭɘəŬ, ɖ HARICA ɗŬ ŭɘŮɟŮɡɜɐůŮɘ Űɞ ŬɑŰɖɛŬ əŬɘ ɗŬ ŬɜŬəŬɚɏůŮɘ Űɞ 

ɄɘůŰɞˊɞɘɖŰɘəɧ ɈˊɞɔɟŬűɐɠ ȾɩŭɘəŬ, ůɨɛűɤɜŬ ɛŮ Űɖɜ ŮɜɧŰɖŰŬ 4.9.4 (unspecified). 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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Ⱥˊɘˊɚɏɞɜ, Űɤɜ ɚɧɔɤɜ ˊɞɡ ˊɟɞŬɜŬűɏɟɗɖəŬɜ, ɛŮ ŮɝŬɑɟŮůɖ ŰŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ɆɨɜŰɞɛɖɠ 

ȹɘɎɟəŮɘŬɠ, ɖ HARICA ɗŬ ŬɜŬəŬɚŮɑ ɏɜŬ ȺɔəŮəɟɘɛɏɜɞ ɄɘůŰɞˊɞɘɖŰɘəɧ Ŭɜ ɘůɢɨŮɘ əɎˊɞɘɞ 

Ŭˊɧ ŰŬ ŬəɧɚɞɡɗŬ: 

 

22. Ƀ Ⱥɗɜɘəɧɠ ȺˊɞˊŰɘəɧɠ ūɞɟɏŬɠ (ȺȺɇɇ), əŬŰɎ Űɖɜ ŮəŰɏɚŮůɖ Űɤɜ əŬɗɖəɧɜŰɤɜ Űɞɡ, 

ůɡɛˊŮɟɎɜŮɘ ɧŰɘ ɏɜŬ ȺɔəŮəɟɘɛɏɜɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ˊŮɟɘɏɢŮɘ ɚŬɜɗŬůɛɏɜŮɠ ɐ 

ŬɜŬəɟɘɓŮɑɠ ˊɚɖɟɞűɞɟɑŮɠ, ɛɖ ůɡɛɛɞɟűɤɛɏɜŮɠ ɛŮ Űɞɜ ȾŬɜɞɜɘůɛɧ eIDAS 

(CRLReason #4, superseded). 

23. ȼ HARICA ŬɜŬɔɔɏɚɚŮɘ ˊŬɨůɖ Űɤɜ ɡˊɖɟŮůɘɩɜ ɢɤɟɑɠ ŭɘɎŭɞɢɖ ɚɨůɖ (unspecified). 

24. ũɜɤůŰɞˊɞɘŮɑŰŬɘ ůŰɖɜ HARICA ɧŰɘ ɞ ɆɡɜŭɟɞɛɖŰɐɠ ŭŮɜ ɏɢŮɘ ˊɚɏɞɜ ŭɘəŬɑɤɛŬ 

ɡˊɞɔɟŬűɐɠ, ŮɑɜŬɘ ɔɜɤůŰɧ ɧŰɘ ŭŮɜ ɡˊɎɟɢŮɘ, ɏɢŮɘ ˊŮɗɎɜŮɘ, ɚŬɛɓɎɜɞɜŰŬɠ ɡˊɧɣɖ ɧŰɘ ŰŬ 

ȺɔəŮəɟɘɛɏɜŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ ɖɚŮəŰɟɞɜɘəɏɠ ɡˊɞɔɟŬűɏɠ ůŮ ɧɚŮɠ Űɘɠ ˊŮɟɘˊŰɩůŮɘɠ 

ŭŮɜ ɛŮŰŬɓɘɓɎɕɞɜŰŬɘ (CRLReason #5, cessationOfOperation). 

25. ȼ HARICA ɚŬɛɓɎɜŮɘ ŰŮɚŮůɑŭɘəɖ ŬˊɧűŬůɖ ŭɘəŬůŰɖɟɑɞɡ ˊɞɡ ŭɑɜŮɘ Űɖɜ ŮɜŰɞɚɐ ůŰɖɜ 

HARICA ɜŬ ŬɜŬəŬɚɏůŮɘ Űɞ ȺɔəŮəɟɘɛɏɜɞ ɄɘůŰɞˊɞɘɖŰɘəɧ (CRLReason #5, 

cessationOfOperation). 

 

ȺɘŭɘəɎ ɔɘŬ ŰŬ ɄɘůŰɞˊɞɘɖŰɘəɎ PSD2, ɖ HARICA ɗŬ ŬəɞɚɞɡɗŮɑ Űɘɠ ŭɘŬŰɎɝŮɘɠ Űɖɠ 

ˊŬɟŬɔɟɎűɞɡ 6.2.6 Űɞɡ ˊɟɞŰɨˊɞɡ ETSI TS 119 495 əŬɘ ɗŬ ŬɜŬəŬɚŮɑ Űɞ ɄɘůŰɞˊɞɘɖŰɘəɧ 

Ůűɧůɞɜ Űɞ ɕɖŰɐůŮɘ ɖ ȷɟɛɧŭɘŬ Ⱥɗɜɘəɐ ȷɟɢɐ ɤɠ əɎŰɞɢɞɠ Űɤɜ ůɡɔəŮəɟɘɛɏɜɤɜ 

ˊɚɖɟɞűɞɟɘɩɜ PSD2, ŮɎɜ 

 

26. ȰɢŮɘ ŬɜŬəɚɖɗŮɑ ɖ ŮɝɞɡůɘɞŭɧŰɖůɖ Űɞɡ ɄɈɄ (CRLReason #5, 

cessationOfOperation). 

27. ȰɢŮɘ ŬɜŬəɚɖɗŮɑ ɞˊɞɘɞůŭɐˊɞŰŮ ɟɧɚɞɠ ɄɈɄ ˊɞɡ ˊŮɟɘɚŬɛɓɎɜŮŰŬɘ ůŰɞ 

ˊɘůŰɞˊɞɘɖŰɘəɧ (CRLReason #5, cessationOfOperation). 

 

ɇɏɚɞɠ, ŮəŰɧɠ Ŭˊɧ Űɞ "privilegeWithdrawn", ɞ ɆɡɜŭɟɞɛɖŰɐɠ ɗŬ ɏɢŮɘ Űɖɜ Ůˊɘɚɞɔɐ ɜŬ 

ŮˊɘɚɏɝŮɘ ɏɜŬɜ Ŭˊɧ Űɞɡɠ ˊŬɟŬˊɎɜɤ ɚɧɔɞɡɠ ˊɞɡ ŰŬɘɟɘɎɕŮɘ əŬɚɨŰŮɟŬ ůŰɘɠ ˊŮɟɘůŰɎůŮɘɠ 

Űɞɡ ɔɘŬ ɜŬ ŬɜŬəŬɚɏůŮɘ ɏɜŬ ˊɘůŰɞˊɞɘɖŰɘəɧ TLS. ȳŰŬɜ əŬɜɏɜŬɠ Ŭˊɧ Űɞɡɠ ɚɧɔɞɡɠ ŭŮɜ 

ɘůɢɨŮɘ ɔɘŬ Űɞ ŬɑŰɖɛŬ ŬɜɎəɚɖůɖɠ, ɞ ůɡɜŭɟɞɛɖŰɐɠ ŭŮɜ ɗŬ ˊɟɏˊŮɘ ɜŬ ˊŬɟɎůɢŮɘ Ɏɚɚɞ 

ɚɧɔɞ ŮəŰɧɠ Ŭˊɧ "ŬˊɟɞůŭɘɧɟɘůŰɞ" (ˊɟɞŮˊɘɚŮɔɛɏɜɖ Űɘɛɐ). 

 

ũɘŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ɈˊɞɔɟŬűɐɠ ȾɩŭɘəŬ ɖ HARICA ɀɄɃɅȺȽ ɜŬ əŬɗɡůŰŮɟɐůŮɘ Űɖɜ 

ŬɜɎəɚɖůɖ ɓɎůŮɘ ŬɘŰɐɛŬŰɞɠ Ŭˊɧ ɄɟɞɛɖɗŮɡŰɏɠ ȿɞɔɘůɛɘəɞɨ ȺűŬɟɛɞɔɩɜ ɧˊɞɡ ɖ ɎɛŮůɖ 

ŬɜɎəɚɖůɖ ɏɢŮɘ ŭɡɜɖŰɘəɎ ɛŮɔɎɚɞ ŬɟɜɖŰɘəɧ ŬɜŰɑəŰɡˊɞ ůŰɞ ɞɘəɞůɨůŰɖɛŬ. 

 ȿɧɔɞɘ ɔɘŬ Űɖɜ ŬɜɎəɚɖůɖ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ȺɜŭɘɎɛŮůɖɠ ȷɄ 

ȼ HARICA ŬɜŬəŬɚŮɑ ɏɜŬ ɄɘůŰɞˊɞɘɖŰɘəɧ ɈűɘůŰɎɛŮɜɖɠ ȷɄ ˊɞɡ ɏɢŮɘ ŰŮɢɜɘəɎ 

ŭɡɜŬŰɧŰɖŰŬ ɏəŭɞůɖɠ ɄɘůŰɞˊɞɘɖŰɘəɩɜ ȺɝɡˊɖɟŮŰɖŰɩɜ (SSL/TLS) əŬɘ ɡˊɞɔɟŬűɐɠ 

əɩŭɘəŬ (Code Signing) ɛɏůŬ ůŮ ŮˊŰɎ (7) ɖɛɏɟŮɠ ŮɎɜ ůɡɛɓŬɑɜŮɘ ɏɜŬ ɐ ˊŮɟɘůůɧŰŮɟŬ Ŭˊɧ 

ŰŬ ŬəɧɚɞɡɗŬ: 

1. ɀɘŬ ȺɜŭɘɎɛŮůɖ ȷɄ ȺɝɤŰŮɟɘəɐɠ ȹɘŬɢŮɑɟɘůɖɠ ŬɘŰŮɑŰŬɘ ŬɜɎəɚɖůɖ ɔɟŬˊŰɩɠ, 

2. ɀɘŬ ȺɜŭɘɎɛŮůɖ ȷɄ ȺɝɤŰŮɟɘəɐɠ ȹɘŬɢŮɑɟɘůɖɠ ɔɜɤůŰɞˊɞɘŮɑ ůŰɖɜ ȺəŭɞɨůŬ ȷɄ 

ɧŰɘ Űɞ Ŭɟɢɘəɧ ŬɑŰɖɛŬ ˊɘůŰɞˊɞɘɖŰɘəɞɨ ŭŮɜ ŮɑɢŮ ŮɔəɟɘɗŮɑ əŬɘ ŭŮɜ Űɞɡ ɢɞɟɖɔɐɗɖəŮ 

ŬɜŬŭɟɞɛɘəɎ ɖ ɎŭŮɘŬ, 

3. ȼ ȺəŭɞɨůŬ ȷɄ ŭɘŬɗɏŰŮɘ ůŰɞɘɢŮɑŬ ɧŰɘ Űɞ ȽŭɘɤŰɘəɧ ȾɚŮɘŭɑ ˊɞɡ ŬɜŰɘůŰɞɘɢŮɑ ůŰɞ 
ȹɖɛɧůɘɞ ȾɚŮɘŭɑ Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ Űɖɠ ȺɜŭɘɎɛŮůɖɠ ȷɄ ɏɢŮɘ ŮəŰŮɗŮɑ ɐ ŭŮɜ 

ůɡɛɛɞɟűɩɜŮŰŬɘ ˊɚɏɞɜ ɛŮ Űɘɠ ŬˊŬɘŰɐůŮɘɠ Űɖɠ ˊŬɟŬɔɟɎűɞɡ 6.1.5 əŬɘ 6.1.6., 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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4. ȼ ȺəŭɞɨůŬ ȷɄ ŭɘŬɗɏŰŮɘ ůŰɞɘɢŮɑŬ ɧŰɘ Űɞ ȽŭɘɤŰɘəɧ ȾɚŮɘŭɑ ˊɞɡ ŬɜŰɘůŰɞɘɢŮɑ ůŰɞ 
ȹɖɛɧůɘɞ ȾɚŮɘŭɑ Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ Űɖɠ ȺɜŭɘɎɛŮůɖɠ ȷɄ ɏɢŮɘ ɢɟɖůɘɛɞˊɞɘɖɗŮɑ 

əŬŰŬɢɟɖůŰɘəɎ, 

5. ũɜɤůŰɞˊɞɘŮɑŰŬɘ ůŰɖɜ ȺəŭɞɨůŬ ȷɄ ɧŰɘ Űɞ ɄɘůŰɞˊɞɘɖŰɘəɧ Űɖɠ ȺɜŭɘɎɛŮůɖɠ ȷɄ 

ŭŮɜ ŮəŭɧɗɖəŮ ůɨɛűɤɜŬ ɛŮ Űɖɜ ŰɟɏɢɞɡůŬ ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ ɐ ȹɐɚɤůɖ 

ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ, ɐ ɧŰɘ ɖ ȺɜŭɘɎɛŮůɖ ȷɄ ȺɝɤŰŮɟɘəɐɠ ȹɘŬɢŮɑɟɘůɖɠ 

ŭŮɜ ɏɢŮɘ ůɡɛɛɞɟűɤɗŮɑ ɛŮ ŬɡŰɐɜ,  

6. ȼ ȺəŭɞɨůŬ ȷɄ ŬˊɞűŬůɑůŮɘ ɧŰɘ ɞˊɞɘŬŭɐˊɞŰŮ ˊɚɖɟɞűɞɟɑŬ ˊɞɡ ŮɛűŬɜɑɕŮŰŬɘ ůŰɞ 
ɄɘůŰɞˊɞɘɖŰɘəɧ Űɖɠ ȺɜŭɘɎɛŮůɖɠ ȷɄ ŮɑɜŬɘ ŬɜŬəɟɘɓɐɠ ɐ ˊŬɟŬˊɚŬɜɖŰɘəɐ, 

7. ȼ ȺəŭɞɨůŬ ȷɄ ɐ ɖ ȺɜŭɘɎɛŮůɖ ȷɄ ůŰŬɛŬŰɎ Űɘɠ ɚŮɘŰɞɡɟɔɑŮɠ Űɖɠ ɔɘŬ 

ɞˊɞɘɞɜŭɐˊɞŰŮ ɚɧɔɞ əŬɘ ŭŮɜ ɏɢŮɘ ˊɟɞɓɚɏɣŮɘ ɛɘŬ Ɏɚɚɖ ȷɄ ɜŬ ˊŬɟɏɢŮɘ ɡˊɞůŰɐɟɘɝɖ 

ůŮ ɗɏɛŬŰŬ ŬɜɎəɚɖůɖɠ ɔɘŬ Űɞ ɄɘůŰɞˊɞɘɖŰɘəɧ Űɖɠ ȺɜŭɘɎɛŮůɖɠ ȷɄ, 

8. ɇɞ ŭɘəŬɑɤɛŬ Űɖɠ ȺəŭɞɨůŬɠ ȷɄ ɐ Űɖɠ ȺɜŭɘɎɛŮůɖɠ ȷɄ ɜŬ ŮəŭɑŭŮɘ ɄɘůŰɞˊɞɘɖŰɘəɎ 

ůɨɛűɤɜŬ ɛŮ Űɖɜ ˊŬɟɞɨůŬ ɄɄ/ȹȹɄ, ɚɐɔŮɘ ɐ ŬɜŬəŬɚŮɑŰŬɘ ɐ ˊŬɨŮɘ, ŮəŰɧɠ Ŭɜ ɖ 

ȺəŭɞɨůŬ ȷɄ ɏɢŮɘ ˊɟɞɓɚɏɣŮɘ ɜŬ ůɡɜŮɢɘůŰŮɑ ɖ ŭɘŬŰɐɟɖůɖ Űɞɡ ŬˊɞɗŮŰɖɟɑɞɡ  

ȿȷɄ/OCSP, ɐ 

9.  ȼ ŬɜɎəɚɖůɖ ŮˊɘɓɎɚɚŮŰŬɘ Ŭˊɧ Űɖɜ ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ/ȹɐɚɤůɖ 

ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ Űɖɠ ȺəŭɞɨůŬɠ ȷɄ. 

 

ȼ HARICA ɗŬ ŬɜŬəŬɚɏůŮɘ Űɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ɈűɘůŰɎɛŮɜɖɠ ȷɄ ˊɞɡ ɏɢŮɘ ŰŮɢɜɘəɎ 

ŭɡɜŬŰɧŰɖŰŬ ɏəŭɞůɖɠ ɄɘůŰɞˊɞɘɖŰɘəɩɜ ɔɘŬ ȷɡɗŮɜŰɘəɞˊɞɑɖůɖ ɢɟɐůŰɖ (client 

authentication), ɖɚŮəŰɟɞɜɘəɧ ŰŬɢɡŭɟɞɛŮɑɞ (S/MIME), ɖɚŮəŰɟɞɜɘəɏɠ ɡˊɞɔɟŬűɏɠ əŬɘ 

ůűɟŬɔɑŭŮɠ, Ŭɜ ůɡɛɓŮɑ əɎˊɞɘɞ Ŭˊɧ ŰŬ ˊŬɟŬˊɎɜɤ ɔŮɔɞɜɧŰŬ. 

4.9.2 Ʉɞɘɞɠ ɛˊɞɟŮɑ ɜŬ ŬɘŰɖɗŮɑ ŬɜɎəɚɖůɖ 

Ƀ ɆɡɜŭɟɞɛɖŰɐɠ, ɖ ȷȾ ɐ ɖ ȺəŭɞɨůŬ ȷɄ ɛˊɞɟɞɨɜ ɜŬ ɝŮəɘɜɐůɞɡɜ ŭɘŬŭɘəŬůɑŬ 

ŬɜɎəɚɖůɖɠ. Ⱥˊɘˊɚɏɞɜ, ɆɡɜŭɟɞɛɖŰɏɠ, ȰɛˊɘůŰŬ ɛɏɟɖ, ɄɟɞɛɖɗŮɡŰɏɠ ȿɞɔɘůɛɘəɞɨ əŬɘ 

Ɏɚɚɞɘ ŰɟɑŰɞɘ ůɡɛˊŮɟɘɚŬɛɓŬɜɞɛɏɜɤɜ əɡɓŮɟɜɖŰɘəɩɜ Ŭɟɢɩɜ əŬɘ ŭɘəŬůŰɖɟɑɤɜ Űɖɠ 

ȺɚɚɎŭŬɠ əŬɘ Űɖɠ ȺɡɟɤˊŬɥəɐɠ Ȱɜɤůɖɠ, ɛˊɞɟɞɨɜ ɜŬ ɡˊɞɓɎɚɞɡɜ ȷɜŬűɞɟɏɠ 

ɄɟɞɓɚɖɛɎŰɤɜ ɄɘůŰɞˊɞɘɖŰɘəɩɜ ŮɜɖɛŮɟɩɜɞɜŰŬɠ Űɖɜ ȺəŭɞɨůŬ ȷɄ ɔɘŬ Űɖɜ Ůɨɚɞɔɖ ŬɘŰɑŬ 

ŬɜɎəɚɖůɖɠ Űɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ.  

4.9.3 ȹɘŬŭɘəŬůɑŬ ŬɘŰɐɛŬŰɞɠ ŬɜɎəɚɖůɖɠ 

 ȷɜɎəɚɖůɖ Űɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ Ŭˊɧ Űɞ ɆɡɜŭɟɞɛɖŰɐ 

ȷˊŬɘŰŮɑŰŬɘ ɖ ˊɘůŰɞˊɞɑɖůɖ Űɖɠ ŰŬɡŰɧŰɖŰŬɠ Űɞɡ ɆɡɜŭɟɞɛɖŰɐ ůɨɛűɤɜŬ ɛŮ Űɖɜ 

ˊŬɟɎɔɟŬűɞ 3.4. ɀŮŰɎ Űɖɜ ŬɜɎəɚɖůɖ, ɞ ɆɡɜŭɟɞɛɖŰɐɠ Űɞɡ Ůɜ ɚɧɔɤ ˊɘůŰɞˊɞɘɖŰɘəɞɨ ɗŬ 

ŮɜɖɛŮɟɩɜŮŰŬɘ ɔɘŬ Űɖɜ ŬɚɚŬɔɐ Űɖɠ əŬŰɎůŰŬůɖɠ Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ əŬɘ Űɞ 

ˊɘůŰɞˊɞɘɖŰɘəɧ ŭŮɜ ŬˊɞəŬɗɑůŰŬŰŬɘ. 

 ȷɜɎəɚɖůɖ Űɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ Ŭˊɧ Ɏɚɚɖ ɞɜŰɧŰɖŰŬ 

ɃˊɞɘŬŭɐˊɞŰŮ Ɏɚɚɖ ɞɜŰɧŰɖŰŬ ɛˊɞɟŮɑ ɜŬ ɡˊɞɓɎɚŮɘ ȷɜŬűɞɟɎ ɄɟɞɓɚɐɛŬŰɞɠ 

ɄɘůŰɞˊɞɘɖŰɘəɞɨ, ˊɞɡ ɛˊɞɟŮɑ ɜŬ ŮɛˊŮɟɘɏɢŮɘ ŬɑŰɖɛŬ ŬɜɎəɚɖůɐɠ Űɞɡ, ɛɏůɤ email ɧˊɤɠ 

ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɖɜ ŮɜɧŰɖŰŬ 1.5.2 ˊŬɟŬɗɏŰɞɜŰŬɠ ŬˊɧŭŮɘɝɖ ɧŰɘ:  

Ŭ) ɏɢŮɘ ŮəŰŮɗŮɑ Űɞ ɘŭɘɤŰɘəɧ əɚŮɘŭɑ Űɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ, ɐ  

ɓ) ɖ ɢɟɐůɖ Űɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ ŭŮɜ ŮɑɜŬɘ ůɨɛűɤɜɖ ɛŮ Űɖ ˊɞɚɘŰɘəɐ 

ˊɘůŰɞˊɞɑɖůɖɠ, ɐ  

ɔ) ɏɢŮɘ ˊɎɣŮɘ ɜŬ ɡűɑůŰŬŰŬɘ ɖ ůɡɛɓŬŰɘəɐ ůɢɏůɖ Űɞɡ əŬŰɧɢɞɡ Űɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ 

ɛŮ Űɞ űɞɟɏŬ Űɞɡ.  



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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ȾɎɗŮ Ɏɚɚɞ ŬɑŰɖɛŬ ŬɜɎəɚɖůɖɠ ˊɘůŰɞˊɞɘɖŰɘəɞɨ Ŭˊɧ ŰɟɑŰɞ ŮɝŮŰɎɕŮŰŬɘ Ŭˊɧ Űɖɜ HARICA 

ˊɟɘɜ ɔɑɜɞɡɜ ŮɜɏɟɔŮɘŮɠ ŬɜɎəɚɖůɖɠ Űɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ. 

 

ɀŮŰɎ Űɖɜ ŬɜɎəɚɖůɖ, ɞ ɆɡɜŭɟɞɛɖŰɐɠ Űɞɡ Ůɜ ɚɧɔɤ ˊɘůŰɞˊɞɘɖŰɘəɞɨ ɗŬ ŮɘŭɞˊɞɘŮɑŰŬɘ ɔɘŬ 

Űɖɜ ŬɚɚŬɔɐ Űɖɠ əŬŰɎůŰŬůɖɠ Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ əŬɘ ɧŰɘ Űɞ ˊɘůŰɞˊɞɘɖŰɘəɧ ŭŮɜ ɗŬ 

ɛˊɞɟŮɑ ɜŬ ŮˊŬɜɏɚɗŮɘ ůŮ əŬɜɞɜɘəɐ əŬŰɎůŰŬůɖ. 

 

ɆŮ ˊŮɟɑˊŰɤůɖ ȷɜŬűɞɟɎɠ ɄɟɞɓɚɐɛŬŰɞɠ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ɛŮ ɡɣɖɚɐ ˊɟɞŰŮɟŬɘɧŰɖŰŬ, 

ɢɟɖůɘɛɞˊɞɘɐůŰŮ Űɘɠ ˊɚɖɟɞűɞɟɑŮɠ ŮˊɘəɞɘɜɤɜɑŬɠ Űɖɠ ˊŬɟŬɔɟɎűɞɡ 1.5.2. 

 ȷɑŰɖɛŬ ȷɜɎəɚɖůɖɠ Ŭˊɧ ɄɟɞɛɖɗŮɡŰɐ ȿɞɔɘůɛɘəɞɨ ȺűŬɟɛɞɔɐɠ  

ȷɜ ɏɜŬɠ ɄɟɞɛɖɗŮɡŰɐɠ ȿɞɔɘůɛɘəɞɨ ˊɘůŰŮɨŮɘ ɧŰɘ ɏɜŬ ɢŬɟŬəŰɖɟɘůŰɘəɧ (attribute) Űɞɡ 

ɄɘůŰɞˊɞɘɖŰɘəɞɨ ŮɑɜŬɘ ˊŬɟŬˊɚŬɜɖŰɘəɧ ɐ, ɧŰɘ Űɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ɢɟɖůɘɛɞˊɞɘɐɗɖəŮ ɔɘŬ ɜŬ 

ɡˊɞɔɟɎɣŮɘ ȴˊɞˊŰɞ ȾɩŭɘəŬ ɐ Ɏɚɚɞ ˊŬɟɎɜɞɛɞ ůəɞˊɧ, ŰɧŰŮ ɛˊɞɟŮɑ ɜŬ ŬɘŰɖɗŮɑ Ŭˊɧ Űɖɜ 

HARICA Űɖɜ ŬɜɎəɚɖůɖ Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ůŮ ɛɑŬ ůɡɔəŮəɟɘɛɏɜɖ ɖɛŮɟɞɛɖɜɑŬ. 

 

ɆŮ ŬɡŰɐ Űɖɜ ˊŮɟɑˊŰɤůɖ, ɛɏůŬ ůŮ ŭɨɞ (2) ŮɟɔɎůɘɛŮɠ ɛɏɟŮɠ Ŭˊɧ Űɖ ɚɐɣɖ Űɞɡ ŬɘŰɐɛŬŰɞɠ, 

ɖ HARICA ɗŬ ŬɜŬəŬɚɏůŮɘ Űɞ ˊɘůŰɞˊɞɘɖŰɘəɧ ɐ ɗŬ ŮɜɖɛŮɟɩůŮɘ Űɞɜ ɄɟɞɛɖɗŮɡŰɐ 

ȺűŬɟɛɞɔɐɠ ȿɞɔɘůɛɘəɞɨ ɧŰɘ ŭɘŮɝɎɔŮɘ ɏɟŮɡɜŬ. ȷɜ ɖ HARICA ŬˊɞűŬůɑůŮɘ ɜŬ ŭɘŮɝɎɔŮɘ 

ɏɟŮɡɜŬ, ɗŬ ˊɚɖɟɞűɞɟɐůŮɘ Űɞɜ ɄɟɞɛɖɗŮɡŰɐ ȿɞɔɘůɛɘəɞɨ ȺűŬɟɛɞɔɐɠ Ŭɜ ɗŬ ŬɜŬəŬɚɏůŮɘ 

Űɞ ɄɘůŰɞˊɞɘɖŰɘəɧ, ɛɏůŬ ůŮ ŭɨɞ (2) ŮɟɔɎůɘɛŮɠ ɛɏɟŮɠ. ȷɜ ɖ HARICA ŬˊɞűŬůɑůŮɘ ɧŰɘ ɖ 

ŬɜɎəɚɖůɖ ɗŬ ɏɢŮɘ ůɖɛŬɜŰɘəɏɠ ŮˊɘˊŰɩůŮɘɠ ůŰɞɜ ɆɡɜŭɟɞɛɖŰɐ, ŰɧŰŮ ɗŬ ́ɟɞŰŮɑɜŮɘ ůŰɞɜ 

ɄɟɞɛɖɗŮɡŰɐ ȿɞɔɘůɛɘəɞɨ ŮɜŬɚɚŬəŰɘəɏɠ ŮɜɏɟɔŮɘŮɠ ůɨɛűɤɜŬ ɛŮ Űɖ ŭɘŮɟŮɨɜɖůɖ Űɞɡ 

ˊŮɟɘůŰŬŰɘəɞɨ. 

 

ɆŮ əɎɗŮ ˊŮɟɑˊŰɤůɖ, ɞ ɆɡɜŭɟɞɛɖŰɐɠ ɗŬ ŮɜɖɛŮɟɤɗŮɑ ˊɟɘɜ Ŭˊɧ ɞˊɞɘŬŭɐˊɞŰŮ ŬɚɚŬɔɐ ůŰɖɜ 

əŬŰɎůŰŬůɖ Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ. 

 ȷɑŰɖɛŬ ȷɜɎəɚɖůɖɠ Ŭˊɧ Űɞɜ Ⱥɗɜɘəɧ ūɞɟɏŬ ȺˊɞˊŰŮɑŬɠ eIDAS 

ȺɎɜ ɞ Ⱥɗɜɘəɧɠ ūɞɟɏŬ ȺˊɞˊŰŮɑŬɠ (ȺȺɇɇ) ɗŮɤɟŮɑ ɧŰɘ ɏɜŬ ȺɔəŮəɟɘɛɏɜɞ 

ɄɘůŰɞ́ ɞɘɖŰɘəɧ ˊŮɟɘɚŬɛɓɎɜŮɘ ŮůűŬɚɛɏɜŮɠ ɐ ˊŬɟŬˊɚŬɜɖŰɘəɏɠ ˊɚɖɟɞűɞɟɑŮɠ ɐ ɧŰɘ Űɞ 

ɄɘůŰɞˊɞɘɖŰɘəɧ ɏɢŮɘ ˊŬɟŬɓɘŬůŰŮɑ ɐ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ɔɘŬ ɡˊɞɔɟŬűɐ ˊɚŬůŰɩɜ ŭŮŭɞɛɏɜɤɜ 

ɐ ɔɘŬ əɎˊɞɘɞ Ɏɚɚɞ ˊŬɟɎɜɞɛɞ ůəɞˊɧ, ŰɧŰŮ ɞ ūɞɟɏŬɠ ȺˊɞˊŰŮɑŬɠ ɛˊɞɟŮɑ ɜŬ ɕɖŰɐůŮɘ Ŭˊɧ 

Űɖɜ HARICA ɜŬ ŬɜŬůŰŮɑɚŮɘ ɐ ɜŬ ŬɜŬəŬɚɏůŮɘ Űɞ ȺɔəŮəɟɘɛɏɜɞ ɄɘůŰɞˊɞɘɖŰɘəɧ. Ƀ 

ūɞɟɏŬɠ ȺˊɞˊŰŮɑŬɠ ˊɟɏˊŮɘ ɜŬ ˊɟɞůŭɘɞɟɑůŮɘ ɏɜŬɜ ɚɧɔɞ ŬɜɎəɚɖůɖɠ ɓɎůŮɘ Űɞɡ Ɏɟɗɟɞɡ 11 

Űɞɡ Ⱥɗɜɘəɞɨ əŬɜɞɜɘůɛɞɨ ɔɘŬ Űɞɡɠ ɄŬɟɧɢɞɡɠ ɈˊɖɟŮůɘɩɜ ȺɛˊɘůŰɞůɨɜɖɠ (ūȺȾ 4396-B, 

2017). 

 

ɆŮ ŬɡŰɐ Űɖɜ ˊŮɟɑˊŰɤůɖ, ɖ HARICA ˊɟɏˊŮɘ ɜŬ ŮɔəɟɑɜŮɘ Űɖɜ ŬɑŰɖůɖ ŬɜɎəɚɖůɖɠ əŬɘ ɜŬ 

ŮəŰŮɚɏůŮɘ Űɞ ŬɑŰɖɛŬ ŮɜŰɧɠ ŭɨɞ (2) ŮɟɔɎůɘɛɤɜ ɖɛŮɟɩɜ. ɆŮ ɧɚŮɠ Űɘɠ ˊŮɟɘˊŰɩůŮɘɠ, ɞ 

ɆɡɜŭɟɞɛɖŰɐɠ ŮɜɖɛŮɟɩɜŮŰŬɘ ˊɟɘɜ Ŭˊɧ ɞˊɞɘŬŭɐˊɞŰŮ ŬɚɚŬɔɐ Űɖɠ əŬŰɎůŰŬůɖɠ Űɞɡ 

ɄɘůŰɞˊɞɘɖŰɘəɞɨ Űɞɡ. 

 ȷɑŰɖɛŬ ȷɜɎəɚɖůɖɠ Ŭˊɧ ȷɟɛɧŭɘŬ Ⱥɗɜɘəɐ ȷɟɢɐ 

ȺɎɜ ɛɘŬ ȷɟɛɧŭɘŬ Ⱥɗɜɘəɐ ȷɟɢɐ PSD2 ˊɘůŰŮɨŮɘ ɧŰɘ ɏɜŬ ȺɔəŮəɟɘɛɏɜɞ ɄɘůŰɞˊɞɘɖŰɘəɧ 

PSD2 ˊŮɟɘɚŬɛɓɎɜŮɘ ˊɚɖɟɞűɞɟɑŮɠ ɔɘŬ ɏɜŬ ɄɈɄ ˊɞɡ ŮɑɜŬɘ ŮůűŬɚɛɏɜŮɠ ɐ 

ˊŬɟŬˊɚŬɜɖŰɘəɏɠ ɐ ɧŰɘ Űɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ɏɢŮɘ ˊŬɟŬɓɘŬůŰŮɑ ɐ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ɔɘŬ ɜŬ 

ɡˊɞɔɟɎɣŮɘ ˊɚŬůŰɎ ŭŮŭɞɛɏɜŬ ɐ ɔɘŬ əɎˊɞɘɞ Ɏɚɚɞ ˊŬɟɎɜɞɛɞ ůəɞˊɧ, ŰɧŰŮ ɖ ȷȺȷ ɛˊɞɟŮɑ 

ɜŬ ɕɖŰɐůŮɘ Ŭˊɧ Űɖɜ HARICA ɜŬ ŬɜŬůŰŮɑɚŮɘ ɐ ɜŬ ŬɜŬəŬɚɏůŮɘ Űɞ ȺɔəŮəɟɘɛɏɜɞ 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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ɄɘůŰɞˊɞɘɖŰɘəɧ PSD2. ȼ ȷȺȷ ˊɟɏˊŮɘ ɜŬ ˊɟɞůŭɘɞɟɑůŮɘ ɏɜŬɜ ɚɧɔɞ ŬɜɎəɚɖůɖɠ, ɞ ɞˊɞɑɞɠ 

ˊɟɏˊŮɘ ɜŬ ŮɑɜŬɘ ˊŮɟɘɔɟŬűɘəɧɠ əŬɘ ɧɢɘ Űɡˊɞˊɞɘɖɛɏɜɞɠ. Ȱɔəɡɟɞɘ ɚɧɔɞɘ ŬɜɎəɚɖůɖɠ ɛˊɞɟŮɑ 

ɜŬ ˊŮɟɘɚŬɛɓɎɜɞɡɜ ŰŬ ŬəɧɚɞɡɗŬ ůŮɜɎɟɘŬ: 

¶ ɞɘ ˊɚɖɟɞűɞɟɑŮɠ ůŰɞ ȹɖɛɧůɘɞ ɀɖŰɟɩɞ ɏɢɞɡɜ ŬɚɚɎɝŮɘ ɩůŰŮ ɜŬ ŮˊɖɟŮɎɕɞɡɜ 
ůɖɛŬɜŰɘəɎ Űɖɜ ŮɔəɡɟɧŰɖŰŬ Űɤɜ ɢŬɟŬəŰɖɟɘůŰɘəɩɜ PSD2 ůŰɞ ˊɘůŰɞˊɞɘɖŰɘəɧ. 

¶ Űɞ əŬɗŮůŰɩɠ ŮɝɞɡůɘɞŭɧŰɖůɖɠ ˊɞɡ ɏɢŮɘ ɢɞɟɖɔɖɗŮɑ Ŭˊɧ ŬɡŰɐɜ Űɖɜ ȷȺȷ ɏɢŮɘ 

ŬɚɚɎɝŮɘ (ˊ.ɢ. ɞ ɄɈɄ ŭŮɜ ŮɑɜŬɘ ˊɚɏɞɜ ŮɔəŮəɟɘɛɏɜɞɠ). 

 

ɆŮ ŬɡŰɐ Űɖɜ ˊŮɟɑˊŰɤůɖ, ɖ HARICA ˊɟɏˊŮɘ ɜŬ ŮɔəɟɑɜŮɘ Űɖɜ ŬɑŰɖůɖ ŬɜɎəɚɖůɖɠ əŬɘ ɜŬ 

ŮəŰŮɚɏůŮɘ Űɞ ŬɑŰɖɛŬ ŮɜŰɧɠ ŭɨɞ (2) ŮɟɔɎůɘɛɤɜ ɖɛŮɟɩɜ. ɆŮ ɧɚŮɠ Űɘɠ ˊŮɟɘˊŰɩůŮɘɠ, ɞ 

ɆɡɜŭɟɞɛɖŰɐɠ ŮɜɖɛŮɟɩɜŮŰŬɘ ˊɟɘɜ Ŭˊɧ ɞˊɞɘŬŭɐˊɞŰŮ ŬɚɚŬɔɐ Űɖɠ əŬŰɎůŰŬůɖɠ Űɞɡ 

ɄɘůŰɞˊɞɘɖŰɘəɞɨ Űɞɡ. 

4.9.4 ɉɟɞɜɘəɐ ˊŮɟɑɞŭɞɠ ůŰɖɜ ɞˊɞɑŬ ɛˊɞɟŮɑ ɜŬ ɔɑɜŮɘ ŬɑŰɖɛŬ ŬɜɎəɚɖůɖɠ 

Ƀ ɆɡɜŭɟɞɛɖŰɐɠ ɛˊɞɟŮɑ ɜŬ əŬŰŬɗɏůŮɘ ŬɑŰɖɛŬ ŬɜɎəɚɖůɖɠ ɞˊɞɘŬŭɐˊɞŰŮ ůŰɘɔɛɐ ɛɏůŬ ůŰɖ 

ŭɘɎɟəŮɘŬ ɘůɢɨɞɠ Űɞɡ Ŭɟɢɘəɞɨ ˊɘůŰɞˊɞɘɖŰɘəɞɨ.  

 

ũɘŬ ɧɚŬ ŰŬ ˊŮɟɘůŰŬŰɘəɎ ˊɞɡ ˊŮɟɘɚŬɛɓɎɜɞɡɜ ɄŬɟŬɓɑŬůɖ Űɞɡ ȾɚŮɘŭɘɞɨ Űɤɜ 

ɄɘůŰɞˊɞɘɖŰɘəɩɜ ˊɞɡ ɢɟɖůɘɛɞˊɞɘɐɗɖəŬɜ ɔɘŬ ɈˊɞɔɟŬűɐ ȾɩŭɘəŬ, ɖɚŮəŰɟɞɜɘəɏɠ 

ɈˊɞɔɟŬűɏɠ ɐ ɖɚŮəŰɟɞɜɘəɏɠ ɆűɟŬɔɑŭŮɠ, ɖ HARICA ŬɜŬəŬɚŮɑ Űɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ˊɞɡ 

ɡˊɞɔɟɎűŮɘ ůɨɛűɤɜŬ əŬɘ ɛɏůŬ ůŰŬ ŬəɧɚɞɡɗŬ ɛɏɔɘůŰŬ ɢɟɞɜɘəɎ ŭɘŬůŰɐɛŬŰŬ. ɇɑˊɞŰŬ Ŭˊɧ 

ŬɡŰɎ ŭŮɜ ŬˊŬɔɞɟŮɨŮɘ ůŰɖɜ HARICA ɜŬ ŬɜŬəŬɚɏůŮɘ ɏɜŬ ɄɘůŰɞˊɞɘɖŰɘəɧ ɈˊɞɔɟŬűɐɠ 

ȾɩŭɘəŬ ˊɟɘɜ Ŭˊɧ ŬɡŰɎ ŰŬ ɢɟɞɜɘəɎ ŭɘŬůŰɐɛŬŰŬ. 

1. ȼ HARICA ɗŬ ŮˊɘəɞɘɜɤɜɐůŮɘ ɛŮ Űɞɜ ɆɡɜŭɟɞɛɖŰɐ ɛɏůŬ ůŮ ɛɑŬ (1) ŮɟɔɎůɘɛɖ ɛɏɟŬ 

ɛŮŰɎ Ŭˊɧ Űɖɜ ɔɜɤůŰɞˊɞɑɖůɖ Űɞɡ ɔŮɔɞɜɧŰɞɠ ůŮ ŬɡŰɐɜ. 

2. ȼ HARICA ɗŬ ŮəŰɘɛɐůŮɘ Űɞ ́ɚɐɗɞɠ Űɤɜ ȸŬůɘɕɧɛŮɜɤɜ ɀŮɟɩɜ ˊɞɡ ŮˊɖɟŮɎɕɞɜŰŬɘ 

(ˊ.ɢ. ůɨɛűɤɜŬ ɛŮ Űɞ ŬɟɢŮɑɞ əŬŰŬɔɟŬűɐɠ Űɞɡ OCSP) ɛɏůŬ ůŮ 72 ɩɟŮɠ Ŭˊɧ Űɖɜ 

ɔɜɤůŰɞˊɞɑɖůɖ Űɞɡ ɔŮɔɞɜɧŰɞɠ ůŮ ŬɡŰɐɜ. 

3. ȼ HARICA ɗŬ ɕɖŰɐůŮɘ Ŭˊɧ Űɞɜ ɆɡɜŭɟɞɛɖŰɐ ɜŬ ůŰŮɑɚŮɘ ŮˊɘɓŮɓŬɑɤůɖ ɚɐɣɖɠ Űɞɡ 

ŬɘŰɐɛŬŰɞɠ ŬɜɎəɚɖůɖɠ ɛɏůŬ ůŮ 72 ɩɟŮɠ. 

a. ȷɜ ɞ ɆɡɜŭɟɞɛɖŰɐɠ ŬˊɞəɟɘɗŮɑ ɛɏůŬ ůŮ 72 ɩɟŮɠ, ɖ HARICA əŬɘ ɞ 

ɆɡɜŭɟɞɛɖŰɐɠ ŬˊɞűŬůɑɕɞɡɜ ɛŮŰɎ Ŭˊɧ ůɡɕɖŰɐůŮɘɠ ɛɑŬ çɟŮŬɚɘůŰɘəɐ 

ɖɛŮɟɞɛɖɜɑŬè ŬɜɎəɚɖůɖɠ Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ   

b. ȷɜ ɞ ɆɡɜŭɟɞɛɖŰɐɠ ŭŮɜ ŬˊɞəɟɘɗŮɑ ɛɏůŬ ůŮ 72 ɩɟŮɠ, ɖ HARICA Űɞɜ 

ŮɜɖɛŮɟɩɜŮɘ ɧŰɘ ɗŬ ŬɜŬəŬɚɏůŮɘ Űɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ůŮ 7 ɛɏɟŮɠ Ŭɜ ŭŮɜ ɡˊɎɟɢŮɘ 

Ɏɚɚɖ ŬˊɎɜŰɖůɖ. 

i. ȷɜ ŬˊŬɜŰɐůŮɘ ɞ ɆɡɜŭɟɞɛɖŰɐɠ ɛɏůŬ ůŮ 7 ɛɏɟŮɠ, ɖ HARICA əŬɘ ɞ 

ɆɡɜŭɟɞɛɖŰɐɠ ɗŬ ŬˊɞűŬůɑůɞɡɜ ɛŮŰɎ Ŭˊɧ ůɡɕɖŰɐůŮɘɠ ɛɑŬ 

çɟŮŬɚɘůŰɘəɐ ɖɛŮɟɞɛɖɜɑŬè ɔɘŬ Űɖɜ ŬɜɎəɚɖůɖ Űɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ. 

ii. ȷɜ ŭŮɜ ŬˊŬɜŰɐůŮɘ ɞ ɆɡɜŭɟɞɛɖŰɐɠ ɛɏůŬ ůŮ 7 ɛɏɟŮɠ, ɖ HARICA 

ŬɜŬəŬɚŮɑ Űɞ ɄɘůŰɞˊɞɘɖŰɘəɧ, ŮəŰɧɠ Ŭɜ ɏɢŮɘ ŰŮəɛɖɟɘɤɛɏɜŬ ůŰɞɘɢŮɑŬ 

(ˊ.ɢ. ŬɟɢŮɑɞ əŬŰŬɔɟŬűɐɠ OCSP) ɧŰɘ ŬɡŰɐ ɖ ŮɜɏɟɔŮɘŬ ɗŬ ɏɢŮɘ 

ůɖɛŬɜŰɘəɐ ŬɟɜɖŰɘəɐ ŮˊɑŭɟŬůɖ ůŰɞ Ůɡɟɨ əɞɘɜɧ. 

 ȼɛŮɟɞɛɖɜɑŬ ŬɜɎəɚɖůɖɠ ɔɘŬ ɄɘůŰɞˊɞɘɖŰɘəɎ Űɨˊɞɡ «ɈˊɞɔɟŬűɩɜ»  

ȳŰŬɜ ŬɜŬəŬɚŮɑŰŬɘ ɄɘůŰɞˊɞɘɖŰɘəɧ ɆɡɜŭɟɞɛɖŰɐ ˊɞɡ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ɔɘŬ ɈˊɞɔɟŬűɐ 

ȾɩŭɘəŬ, ɖɚŮəŰɟɞɜɘəɏɠ ɈˊɞɔɟŬűɏɠ ɐ ɆűɟŬɔɑŭŮɠ, ɚɧɔɤ ɄŬɟŬɓɑŬůɖɠ Űɞɡ ȾɚŮɘŭɘɞɨ ɐ 

ɢɟɐůɖɠ ůŮ ȴˊɞˊŰɞ ȾɩŭɘəŬ, ɖ HARICA ɗŬ əŬɗɞɟɑůŮɘ ɛɑŬ əŬŰɎɚɚɖɚɖ Űɘɛɐ ɔɘŬ Űɖɜ 

ɖɛŮɟɞɛɖɜɑŬ ŬɜɎəɚɖůɖɠ ɛŮ ɓɎůɖ ŭɘəɐ Űɖɠ ɏɟŮɡɜŬ. ȼ HARICA ɗŬ ɞɟɑůŮɘ ɛɑŬ 

ɖɛŮɟɞɛɖɜɑŬ Ŭˊɧ Űɞ ˊŬɟŮɚɗɧɜ ɤɠ ɖɛŮɟɞɛɖɜɑŬ ŬɜɎəɚɖůɖɠ, Ŭɜ Űɞ ɗŮɤɟŮɑ ŬˊŬɟŬɑŰɖŰɞ. 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 

ɆŮɚɑŭŬ 93 Ŭˊɧ 203 

ȷɡŰɐ ɖ ɖɛŮɟɞɛɖɜɑŬ ŬɜɎəɚɖůɖɠ ɗŬ ˊɟɏˊŮɘ ɜŬ ɢɟɖůɘɛɞˊɞɘɖɗŮɑ ɤɠ ɢɟɞɜɘəɐ ůŰɘɔɛɐ 

ŬɜɎəɚɖůɖɠ ɔɘŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ɈˊɞɔɟŬűɐɠ ȾɩŭɘəŬ ˊɟɞəŮɘɛɏɜɞɡ ɜŬ ˊŬɟŮɛˊɞŭɘůŰŮɑ ɖ 

ŮəŰɏɚŮůɖ ȴˊɞˊŰɞɡ ȾɩŭɘəŬ. ɇɞ ɑŭɘɞ ŮűŬɟɛɧɕŮŰŬɘ ůŮ ɄɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ ɖɚŮəŰɟɞɜɘəɏɠ 

ɈˊɞɔɟŬűɏɠ ɐ ɆűɟŬɔɑŭŮɠ, ɔɘŬ ɜŬ Ŭəɡɟɤɗɞɨɜ ɖɚŮəŰɟɞɜɘəɏɠ ɈˊɞɔɟŬűɏɠ əŬɘ 

ɖɚŮəŰɟɞɜɘəɏɠ ɆűɟŬɔɑŭŮɠ ɡˊɞɔŮɔɟŬɛɛɏɜɤɜ ŮɔɔɟɎűɤɜ ɛŮŰɎ Űɖɜ ɡˊɞŰɘɗɏɛŮɜɖ 

ˊŬɟŬɓɑŬůɖ. ȷɡŰɐ ɖ ŭɘŬŭɘəŬůɑŬ ɞɜɞɛɎɕŮŰŬɘ ŬɜŬŭɟɞɛɘəɐ ŬɜɎəɚɖůɖ əɘ ŮűŬɟɛɧɕŮŰŬɘ 

ɛɧɜɞ ůŮ ɄɘůŰɞˊɞɘɖŰɘəɎ ˊɞɡ ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ ɔɘŬ Űɖɜ çɈˊɞɔɟŬűɐè ŬɜŰɘəŮɘɛɏɜɤɜ. 

4.9.5 ɉɟɧɜɞɠ Ŭˊɧəɟɘůɖɠ Űɖɠ ȷɄ ɔɘŬ ŬɜŬəɚɐůŮɘɠ ˊɘůŰɞˊɞɘɖŰɘəɩɜ 

ɆŮ ˊŮɟɑˊŰɤůɖ ˊɞɡ ɖ HARICA ɚɎɓŮɘ ɛɘŬ ȷɜŬűɞɟɎ ɄɟɞɓɚɐɛŬŰɞɠ ɄɘůŰɞˊɞɘɖŰɘəɞɨ, 

ɞűŮɑɚŮɘ ɜŬ ɝŮəɘɜɎ Űɖ ŭɘŮɟŮɨɜɖůɖ ŭŮŭɞɛɏɜɤɜ əŬɘ əŬŰŬůŰɎůŮɤɜ ůɢŮŰɘəɎ Űɖɜ ŬɜŬűɞɟɎ 

ŮɜŰɧɠ Ůɘəɞůɘ-ŰŮůůɎɟɤɜ (24) ɤɟɩɜ, ŮəŰɧɠ ˊŮɟɘˊŰɩůŮɤɜ ŬɜɤŰɏɟŬɠ ɓɑŬɠ, əŬɘ ɜŬ ˊŬɟɏɢŮɘ 

ɏɜŬ ˊɟɞəŬŰŬɟəŰɘəɧ ˊɧɟɘůɛŬ ůŮ ůɢɏůɖ ɛŮ ŰŬ ŮɡɟɐɛŬŰŬ ůŰɞɜ ɆɡɜŭɟɞɛɖŰɐ əŬɘ Űɞɜ 

ůɡɜŰɎəŰɖ Űɖɠ ȷɜŬűɞɟɎɠ ɄɟɞɓɚɐɛŬŰɞɠ ɄɘůŰɞˊɞɘɖŰɘəɞɨ. 

 

ɀŮŰɎ Űɖɜ ŭɘŮɟŮɨɜɖůɖ Űɤɜ ŭŮŭɞɛɏɜɤɜ əŬɘ əŬŰŬůŰɎůŮɤɜ, ɖ HARICA ɗŬ ůɡɜŮɟɔɎɕŮŰŬɘ 

ɛŮ Űɞɜ ɆɡɜŭɟɞɛɖŰɐ əŬɘ Űɞɜ ůɡɜŰɎəŰɖ əɎɗŮ ȷɜŬűɞɟɎɠ ɄɟɞɓɚɐɛŬŰɞɠ ɄɘůŰɞˊɞɘɖŰɘəɞɨ 

ɔɘŬ ɜŬ əŬɗɞɟɘůŰŮɑ ŮɎɜ Űɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ɗŬ ŬɜŬəɚɖɗŮɑ ɐ ɧɢɘ, əŬɘ ůŮ ˊŮɟɑˊŰɤůɖ ˊɞɡ ɗŬ 

ŬɜŬəɚɖɗŮɑ, ˊɞɘŬ ɗŬ ŮɑɜŬɘ ɖ ɖɛŮɟɞɛɖɜɑŬ ŬɜɎəɚɖůɖɠ. ȼ ˊŮɟɑɞŭɞɠ ɛŮŰŬɝɨ ɚɐɣɖɠ Űɖɠ 

ȷɜŬűɞɟɎɠ ɄɟɞɓɚɐɛŬŰɞɠ ɐ ŬɘŰɐɛŬŰɞɠ ŬɜɎəɚɖůɖɠ ɏɤɠ Űɖɜ ŭɖɛɞůɑŮɡůɖ ŬɜɎəɚɖůɖɠ, ŭŮ 

ɗŬ ɝŮˊŮɟɜɎ ŰŬ ɢɟɞɜɘəɎ ɧɟɘŬ ˊɞɡ ŬɜŬűɏɟɞɜŰŬɘ ůŰɖɜ ŮɜɧŰɖŰŬ 4.9.1.1. ȼ ɖɛŮɟɞɛɖɜɑŬ ˊɞɡ 

ɗŬ ŮˊɘɚŮɔŮɑ Ŭˊɧ Űɖ HARICA, ɛˊɞɟŮɑ ɜŬ ɚɎɓŮɘ ɡˊô ɧɣɘɜ ŰŬ ŬəɧɚɞɡɗŬ əɟɘŰɐɟɘŬ: 

 

1. ɇɖ űɨůɖ Űɞɡ űŮɟɧɛŮɜɞɡ ˊɟɞɓɚɐɛŬŰɞɠ (Ůɨɟɞɠ, ˊŮɟɘŮɢɧɛŮɜɞ, ɓŬɟɨŰɖŰŬ, 

ɛɏɔŮɗɞɠ, ɟɑůəɞ ɐ ɓɚɎɓɖ). The nature of the alleged problem (scope, context, 

severity, magnitude, risk of harm). 

2. ɇɘɠ ůɡɜɏˊŮɘŮɠ Űɖɠ ŬɜɎəɚɖůɖɠ (ɎɛŮůŮɠ ɐ ˊŬɟɎˊɚŮɡɟŮɠ ŮˊɘˊŰɩůŮɘɠ ůŮ 

ɆɡɜŭɟɞɛɖŰɏɠ əŬɘ ȸŬůɘɕɧɛŮɜŬ ɀɏɟɖ). 

3. ɇɞɜ Ŭɟɘɗɛɧ Űɤɜ ȷɜŬűɞɟɩɜ ɄɟɞɓɚɐɛŬŰɞɠ ɄɘůŰɞˊɞɘɖŰɘəɩɜ ˊɞɡ ɏɢɞɡɜ 

ɡˊɞɓɚɖɗŮɑ ɔɘŬ ɏɜŬ ůɡɔəŮəɟɘɛɏɜɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ɐ ɆɡɜŭɟɞɛɖŰɐ. 

4. ɇɞ ɡˊɞəŮɑɛŮɜɞ ˊɞɡ əŬŰŬɗɏŰŮɘ Űɖɜ ȷɜŬűɞɟɎ (ɔɘŬ ˊŬɟɎŭŮɘɔɛŬ, ɛɘŬ ŬɜŬűɞɟɎ Ŭˊɧ 
ɧɟɔŬɜɞ Ůˊɘɓɞɚɐɠ Űɞɡ ɜɧɛɞɡ ɧŰɘ ɏɜŬɠ ɘůŰɞɢɩɟɞɠ ŮɛˊɚɏəŮŰŬɘ ůŮ ˊŬɟɎɜɞɛŮɠ 

ŭɟŬůŰɖɟɘɧŰɖŰŮɠ ɏɢŮɘ ɛŮɔŬɚɨŰŮɟɞ ɓɎɟɞɠ Ŭˊɧ ɛɘŬ ŬɜŬűɞɟɎ Ůɜɧɠ əŬŰŬɜŬɚɤŰɐ ˊɞɡ 

űɏɟŮŰŬɘ ɜŬ ɛɖɜ ɏɢŮɘ ɚɎɓŮɘ ŰŬ ˊɟɞɥɧɜŰŬ ˊɞɡ ˊŬɟɐɔɔŮɘɚŮ). 

5. ɆɢŮŰɘəɐ ɜɞɛɞɗŮůɑŬ. 

 

ȷɘŰɐɛŬŰŬ ŬɜɎəɚɖůɖɠ ˊɞɡ ˊŬɟɏɢɞɡɜ ŮˊŬɟəɐ ůŰɞɘɢŮɑŬ ɗŬ ŮɝŮŰɎɕɞɜŰŬɘ ɎɛŮůŬ. ȼ ɛɏɔɘůŰɖ 

əŬɗɡůŰɏɟɖůɖ ŬɜɎɛŮůŬ ůŰɖɜ ˊɟŬɔɛŬŰɞˊɞɑɖůɖ Űɖɠ ŬɜɎəɚɖůɖɠ ˊɘůŰɞˊɞɘɖŰɘəɞɨ əŬɘ ůŰɖɜ 

ŬɚɚŬɔɐ Űɖɠ ˊɚɖɟɞűɞɟɑŬɠ ˊɞɡ ɔɑɜŮŰŬɘ ŭɘŬɗɏůɘɛɖ ůŮ ȸŬůɘɕɧɛŮɜŬ ɀɏɟɖ əŬɘ ŬűɞɟɎ ůŰɖɜ 

əŬŰɎůŰŬůɖ ŬɡŰɞɨ Űɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ, ŭŮɜ ˊɟɏˊŮɘ ɜŬ ŮɑɜŬɘ ˊɎɜɤ Ŭˊɧ ŮɝɐɜŰŬ (60) 

ɚŮˊŰɎ. 

4.9.6 ɀɖɢŬɜɘůɛɞɑ ɛŮ Űɞɡɠ ɞˊɞɑɞɡɠ ȸŬůɘɕɧɛŮɜŬ ɀɏɟɖ Ůɚɏɔɢɞɡɜ Űɖɜ 

əŬŰɎůŰŬůɖ Űɤɜ ˊɘůŰɞˊɞɘɖŰɘəɩɜ 

ɇŬ ȸŬůɘɕɧɛŮɜŬ ɀɏɟɖ ˊɟɏˊŮɘ ɜŬ Ŭəɞɚɞɡɗɞɨɜ Űɘɠ ŭɘŬŭɘəŬůɑŮɠ Űɖɠ ˊŬɟŬɔɟɎűɞɡ 1.3.4 

ˊɟɘɜ ŮɛˊɘůŰŮɡɗɞɨɜ ɞˊɞɘɞŭɐˊɞŰŮ ˊɘůŰɞˊɞɘɖŰɘəɧ. ŪŬ ˊɟɏˊŮɘ ɜŬ ɛŮŰŬűɞɟŰɩɜɞɡɜ Űɘɠ 

ȿɑůŰŮɠ ȷɜɎəɚɖůɖɠ ɄɘůŰɞˊɞɘɖŰɘəɩɜ (ȿȷɄ) ɧɚɤɜ Űɤɜ ɄɘůŰɞˊɞɘɖŰɘəɩɜ Űɤɜ 

ɈűɘůŰɎɛŮɜɤɜ ȷɟɢɩɜ ɄɘůŰɞˊɞɑɖůɖɠ ˊɞɡ ɛŮůɞɚŬɓɞɨɜ ɛɏɢɟɘ Űɖɜ ŮəŭɧŰɟɘŬ Ŭɟɢɐ Űɞɡ 

ŰŮɚɘəɞɨ ˊɘůŰɞˊɞɘɖŰɘəɞɨ. Ƀɘ ȿɑůŰŮɠ ȷɜɎəɚɖůɖɠ ɓɟɑůəɞɜŰŬɘ ˊɎɜŰŬ ŭɖɛɞůɘŮɡɛɏɜŮɠ ůŰɞ 

ȷˊɞɗŮŰɐɟɘɞ əŬɘ ŮɑɜŬɘ ŭɘŬɗɏůɘɛŮɠ ŭɖɛɧůɘŬ ɛɏůɤ Ůɜɧɠ ŭɖɛɞůɑɤɠ ˊɟɞůɓɎůɘɛɞɡ HTTP 
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URL. Ƀɘ ȿɑůŰŮɠ ȷɜɎəɚɖůɖɠ ɄɘůŰɞˊɞɘɖŰɘəɩɜ ɗŬ ˊŮɟɘɚŬɛɓɎɜɞɡɜ Űɖɜ əŬŰɎůŰŬůɖ Űɤɜ 

ŬɜŬəɚɖɛɏɜɤɜ ˊɘůŰɞˊɞɘɖŰɘəɩɜ ŰɞɡɚɎɢɘůŰɞɜ ɛɏɢɟɘ Űɖɜ ɖɛŮɟɞɛɖɜɑŬ ɚɐɝɖɠ Űɞɡɠ. ȷɜ Űɞ 

OCSP URL ŮɑɜŬɘ ŭɘŬɗɏůɘɛɞ ɛɏůɤ Űɖɠ ŮˊɏəŰŬůɖɠ authorityInformationAccess , 

əŬɘ ɞ OCSP responder ŮɑɜŬɘ ŭɘŬɗɏůɘɛɞɠ ɛɏůŬ ůŰŬ ɧɟɘŬ ɚŮɘŰɞɡɟɔɑŬɠ ɧˊɤɠ ˊŮɟɘɔɟɎűŮŰŬɘ 

ůŰɖɜ ŮɜɧŰɖŰŬ 4.10.1, ŰŬ ȸŬůɘɕɧɛŮɜŬ ɀɏɟɖ ˊɟɏˊŮɘ ɜŬ Ůɚɏɔɢɞɡɜ ɔɘŬ ɧɚŬ ŰŬ 

ɄɘůŰɞˊɞɘɖŰɘəɎ (ůɡɛˊŮɟɘɚŬɛɓŬɜɞɛɏɜɤɜ Űɤɜ ɄɘůŰɞˊɞɘɖŰɘəɩɜ Űɤɜ ɈűɘůŰɎɛŮɜɤɜ ȷɄ) 

Ŭɜ ɏɢɞɡɜ ŬɜŬəɚɖɗŮɑ ɛɏůɤ Űɞɡ OCSP. 

4.9.7 ɆɡɢɜɧŰɖŰŬ ɏəŭɞůɖɠ ȿȷɄ 

Ƀɘ ȿȷɄ ɗŬ ɡˊɞɔɟɎűɞɜŰŬɘ Ŭˊɧ Űɖɜ ŬɜŰɑůŰɞɘɢɖ ȺəŭɞɨůŬ ȷɄ əŬɘ ɗŬ ɓɟɑůəɞɜŰŬɘ 

ŬˊɞɗɖəŮɡɛɏɜŮɠ ůŮ ˊɟɞůŰŬŰŮɡɛɏɜɞ ˊŮɟɘɓɎɚɚɞɜ ˊɟɞəŮɘɛɏɜɞɡ ɜŬ ŮɝŬůűŬɚɑɕŮŰŬɘ ɖ 

ŬəŮɟŬɘɧŰɖŰŬ əŬɘ ɖ ŬɡɗŮɜŰɘəɧŰɖŰɎ Űɞɡɠ. 

 

ȺɜŰɧɠ ŮɘəɞůɘŰŮůůɎɟɤɜ (24) ɤɟɩɜ Ŭˊɧ Űɖɜ ɏəŭɞůɖ Űɞɡ ˊɟɩŰɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ, ɖ ȷɄ 

ɄɅȺɄȺȽ ɜŬ ŭɖɛɘɞɡɟɔɐůŮɘ əŬɘ ɜŬ ŭɖɛɞůɘŮɨůŮɘ ŮɑŰŮ: 

¶ ɛɑŬ ˊɚɐɟɖ əŬɘ ɞɚɞəɚɖɟɤɛɏɜɖ ȿȷɄ ɐ 

¶ ŰɛɖɛŬŰɘəɏɠ (partitioned) ȿȷɄ ɞɘ ɞˊɞɑŮɠ, ɧŰŬɜ ůɡɔəŮɜŰɟɤɗɞɨɜ ɧɚŮɠ ɛŬɕɑ, 

ŬɜŬˊŬɟɎɔɞɡɜ ɛɘŬ ˊɚɐɟɖ əŬɘ ɞɚɞəɚɖɟɤɛɏɜɖ ȿȷɄ. 

 

Ƀɘ ȷɄ ˊɞɡ Ůəŭɑŭɞɡɜ ɄɘůŰɞˊɞɘɖŰɘəɎ ɆɡɜŭɟɞɛɖŰɩɜ: 

1. ɄɅȺɄȺȽ ɜŬ ŮɜɖɛŮɟɩɜɞɡɜ əŬɘ ɜŬ ŭɖɛɞůɘŮɨɞɡɜ ɛɑŬ ɜɏŬ ȿȷɄ Űɞ ŬɟɔɧŰŮɟɞ 
əɎɗŮ: 

o ŮˊŰɎ (7) ɖɛɏɟŮɠ Ŭɜ ɧɚŬ ŰŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ˊŮɟɘɚŬɛɓɎɜɞɡɜ ɛɑŬ 

ŮˊɏəŰŬůɖ Authority Information Access ɛŮ id-ad-ocsp accessMethod 

(ñAIA  OCSP responder locationò) ɐ 

o ŰɏůůŮɟɘɠ (4) ɖɛɏɟŮɠ ůŮ ɧɚŮɠ Űɘɠ ɎɚɚŮɠ ˊŮɟɘˊŰɩůŮɘɠ.  

2. ɄɅȺɄȺȽ ɜŬ ŮɜɖɛŮɟɩɜɞɡɜ əŬɘ ɜŬ ŭɖɛɞůɘŮɨɞɡɜ ɛɑŬ ɜɏŬ ȿȷɄ ɛɏůŬ ůŮ 24 

ɩɟŮɠ Ŭˊɧ Űɖ ůŰɘɔɛɐ Űɖɠ ŬɜɎəɚɖůɖɠ. 

 

Ƀɘ ȷɄ ˊɞɡ Ůəŭɑŭɞɡɜ ɄɘůŰɞˊɞɘɖŰɘəɎ ȷɟɢɩɜ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ɄɘůŰɞˊɞɘɖŰɘəɎ ŰŮɚɘəɩɜ 

ɢɟɖůŰɩɜ/ůɡůəŮɡɩɜ ˊɞɡ ˊŮɟɘɏɢɞɡɜ ŮˊɏəŰŬůɖ EKU ɖ ɞˊɞɑŬ ˊŮɟɘɚŬɛɓɎɜŮɘ Űɖɜ Űɘɛɐ id-

kp-timeStamping (ɧˊɤɠ ɞɟɑɕŮŰŬɘ ůŰɞ RFC 5280): 

1. ɄɅȺɄȺȽ ɜŬ ŮɜɖɛŮɟɩɜɞɡɜ əŬɘ ɜŬ ŭɖɛɞůɘŮɨɞɡɜ ɛɑŬ ɜɏŬ ȿȷɄ Űɞ ŬɟɔɧŰŮɟɞ 
əɎɗŮ ŭɩŭŮəŬ (12) ɛɐɜŮɠ, 

2. ɄɅȺɄȺȽ ɜŬ ŮɜɖɛŮɟɩɜɞɡɜ əŬɘ ɜŬ ŭɖɛɞůɘŮɨɞɡɜ ɛɑŬ ɜɏŬ ȿȷɄ ɛɏůŬ ůŮ 24 

ɩɟŮɠ Ŭˊɧ Űɖ ůŰɘɔɛɐ Űɖɠ ŬɜɎəɚɖůɖɠ. 

 

Ƀɘ ȷɄ ɄɅȺɄȺȽ ɜŬ ůɡɜŮɢɑůɞɡɜ ɜŬ Ůəŭɑŭɞɡɜ CRLs ɛɏɢɟɘ ɏɜŬ Ŭˊɧ ŰŬ ˊŬɟŬəɎŰɤ ɜŬ 

ɘůɢɨŮɘ: 

¶ ɧɚŬ ŰŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ɈűɘůŰɎɛŮɜɤɜ ȷɟɢɩɜ ɄɘůŰɞˊɞɑɖůɖɠ ˊɞɡ ˊŮɟɘɏɢɞɡɜ 
Űɞ ɑŭɘɞ ȹɖɛɧůɘɞ ȾɚŮɘŭɑ ɈˊɞəŮɘɛɏɜɞɡ ɜŬ ŮɑɜŬɘ ɚɖɔɛɏɜŬ ɐ ŬɜŬəɚɖɛɏɜŬ ɐ 

¶ Űɞ ŬɜŰɑůŰɞɘɢɞ ȽŭɘɤŰɘəɧ ȾɚŮɘŭɑ Űɖɠ ɈűɘůŰɎɛŮɜɖɠ ȷɄ ɜŬ ɏɢŮɘ əŬŰŬůŰɟŬűŮɑ. 

 

ɆŮ ˊŮɟɑˊŰɤůɖ ɏəɗŮůɖɠ ɛɡůŰɘəɞɨ əɚŮɘŭɘɞɨ ɐ Ɏɚɚɞɡ ůɖɛŬɜŰɘəɞɨ ůɡɛɓɎɜŰɞɠ ɧˊɤɠ ɔɘŬ 

ˊŬɟɎŭŮɘɔɛŬ ŬɜɎəɚɖůɖ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ȺɜŭɘɎɛŮůɖɠ ȷɟɢɐɠ ɄɘůŰɞˊɞɑɖůɖɠ ɐ 

ɄɘůŰɞˊɞɘɖŰɘəɞɨ ɉɟɞɜɞůɐɛŬɜůɖɠ, ɗŬ ŮəŭɑŭŮŰŬɘ ŮɜɖɛŮɟɤɛɏɜɖ ȿȷɄ ŮɜŰɧɠ 24 ɤɟɩɜ Ŭˊɧ 

Űɖ ůŰɘɔɛɐ Űɖɠ ŬɜɎəɚɖůɖɠ. 
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4.9.8 ɉɟɧɜɞɠ ŭɖɛɞůɑŮɡůɖɠ ȿȷɄ ůŰɞ ȷˊɞɗŮŰɐɟɘɞ 

ɀŮŰɎ Ŭˊɧ Űɖɜ ŬɜɎəɚɖůɖ əɎˊɞɘɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ ŭɖɛɘɞɡɟɔŮɑŰŬɘ ɖ ȿȷɄ əŬɘ 

ŮɜɖɛŮɟɩɜŮŰŬɘ Űɞ ȷˊɞɗŮŰɐɟɘɞ. ȼ ȿȷɄ ŭɖɛɞůɘŮɨŮŰŬɘ ůŰɞ ȷˊɞɗŮŰɐɟɘɞ ɛɏůŬ ůŮ ɚɑɔŬ 

ɚŮˊŰɎ Ŭˊɧ Űɖɜ ɏəŭɞůɐ Űɖɠ. ɆŰɞ ȷˊɞɗŮŰɐɟɘɞ Űɞ ˊɘůŰɞˊɞɘɖŰɘəɧ ɢŬɟŬəŰɖɟɑɕŮŰŬɘ ɤɠ 

ŬɜŬəɚɖɗɏɜ. 

 

 ȼ HARICA ɚŮɘŰɞɡɟɔŮɑ əŬɘ ůɡɜŰɖɟŮɑ Űɘɠ ȿȷɄ əŬɘ Űɘɠ ŭɡɜŬŰɧŰɖŰŮɠ Űɖɠ ɡˊɖɟŮůɑŬɠ 

OCSP ɛŮ ɘəŬɜɎ ůɡůŰɐɛŬŰŬ ˊɞɡ ŮɝŬůűŬɚɑɕɞɡɜ ɛɏɔɘůŰɞ ɢɟɧɜɞ Ŭˊɧəɟɘůɖɠ ŰŬ ŭɏəŬ (10) 

ŭŮɡŰŮɟɧɚŮˊŰŬ, ɡˊɧ űɡůɘɞɚɞɔɘəɏɠ ůɡɜɗɐəŮɠ. 

4.9.9 ȹɘŬɗŮůɘɛɧŰɖŰŬ ɡˊɖɟŮůɑŬɠ Ůɚɏɔɢɞɡ əŬŰɎůŰŬůɖɠ ˊɘůŰɞˊɞɘɖŰɘəɩɜ ůŮ 

ˊɟŬɔɛŬŰɘəɧ ɢɟɧɜɞ (OCSP) 

Ƀ ɢɟɧɜɞɠ ŮɔəɡɟɧŰɖŰŬɠ ɛɑŬɠ ŬˊɎɜŰɖůɖɠ OCSP ŮɑɜŬɘ ɖ ŭɘŬűɞɟɎ Űɞɡ ɢɟɧɜɞɡ ɛŮŰŬɝɨ Űɤɜ 

ˊŮŭɑɤɜ thisUpdate  əŬɘ nextUpdate , ůɡɛˊŮɟɘɚŬɛɓŬɜɞɛɏɜɤɜ Űɤɜ Űɘɛɩɜ ŬɡŰɩɜ. ũɘŬ 
Űɞɜ ɡˊɞɚɞɔɘůɛɧ Űɤɜ ŭɘŬűɞɟɩɜ ŬɡŰɩɜ, ɖ ŭɘŬűɞɟɎ Űɤɜ 3.600 ŭŮɡŰŮɟɞɚɏˊŰɤɜ ɘůɞɨŰŬɘ ɛŮ 

ɛɑŬ (1) ɩɟŬ, əŬɘ ɖ ŭɘŬűɞɟɎ Űɤɜ 86400 ŭŮɡŰŮɟɞɚɏˊŰɤɜ ɘůɞɨŰŬɘ ɛŮ ɛɑŬ (1) ɖɛɏɟŬ, 

ŬɔɜɞɩɜŰŬɠ ŰŬ çŮˊɘˊɚɏɞɜ ŭŮɡŰŮɟɧɚŮˊŰŬè (leap-seconds). 

 

ȰɜŬɠ ůŮɘɟɘŬəɧɠ Ŭɟɘɗɛɧɠ ˊɘůŰɞˊɞɘɖŰɘəɞɨ ɗŮɤɟŮɑŰŬɘ çassignedè ɧŰŬɜ: 

¶ ɏɢŮɘ ŮəŭɞɗŮɑ ɄɘůŰɞˊɞɘɖŰɘəɧ ɐ Precertificate ɛŮ ŬɡŰɧɜ Űɞɜ ůŮɘɟɘŬəɧ Ŭɟɘɗɛɧ Ŭˊɧ Űɖɜ 
ȺəŭɞɨůŬ ȷɄ ɐ 

¶ ɏɢŮɘ ŮəŭɞɗŮɑ Precertificate ɛŮ ŬɡŰɧɜ Űɞɜ ůŮɘɟɘŬəɧ Ŭɟɘɗɛɧ Ŭˊɧ ɄɘůŰɞˊɞɘɖŰɘəɧ 

ɈˊɞɔɟŬűɐɠ Precertificate, Űɞ ɞˊɞɑɞ ůɢŮŰɑɕŮŰŬɘ ɛŮ Űɖɜ ȺəŭɞɨůŬ ȷɄ. 

 

ȰɜŬɠ ůŮɘɟɘŬəɧɠ Ŭɟɘɗɛɧɠ ˊɘůŰɞˊɞɘɖŰɘəɞɨ ɗŮɤɟŮɑŰŬɘ çunassignedè ɧŰŬɜ ŭŮɜ ŮɑɜŬɘ 

«assigned». 

 

ɇŬ ŬəɧɚɞɡɗŬ ɗŬ ŮűŬɟɛɧɕɞɜŰŬɘ ɔɘŬ ŮˊɘəɞɘɜɤɜɑŬ Űɖɠ əŬŰɎůŰŬůɖɠ Űɤɜ ɄɘůŰɞˊɞɘɖŰɘəɩɜ 

ˊɞɡ ˊŮɟɘɚŬɛɓɎɜɞɡɜ ɛɑŬ ŮˊɏəŰŬůɖ Authority Information Access ɛŮ id - ad- ocsp  

accessMethod. 

Ƀɘ ŬˊŬɜŰɐůŮɘɠ OCSP ɗŬ ůɡɛɛɞɟűɩɜɞɜŰŬɘ ɛŮ Űɞ RFC 6960 əŬɘ/ɐ Űɞ RFC 5019. ȼ 

HARICA ŮɜŭɏɢŮŰŬɘ ɜŬ ŮˊŮɝŮɟɔɎɕŮŰŬɘ Űɖɜ ŮˊɏəŰŬůɖ Nonce (1.3.6.1.5.5.7.48.1.2) 

ůɨɛűɤɜŬ ɛŮ Űɞ RFC 8954.  

 

Ƀɘ ŬˊŬɜŰɐůŮɘɠ Űɖɠ ɡˊɖɟŮůɑŬɠ OCSP: 

1. ŮɑŰŮ ɗŬ ɡˊɞɔɟɎűɞɜŰŬɘ Ŭˊɧ Űɖɜ ȺəŭɞɨůŬ ȷɄ Űɖɠ ɞˊɞɑŬɠ ŮɚɏɔɢŮŰŬɘ ɔɘŬ 

ŬɜɎəɚɖůɖ ɖ əŬŰɎůŰŬůɖ Űɤɜ ˊɘůŰɞˊɞɘɖŰɘəɩɜ  

2. ŮɑŰŮ ɗŬ ɡˊɞɔɟɎűɞɜŰŬɘ Ŭˊɧ ɏɜŬɜ OCSP Responder Űɞɡ ɞˊɞɑɞɡ Űɞ 

ɄɘůŰɞˊɞɘɖŰɘəɧ ɏɢŮɘ ɡˊɞɔɟŬűŮɑ Ŭˊɧ Űɖɜ ȺəŭɞɨůŬ ȷɄ Űɖɠ ɞˊɞɑŬɠ ŮɚɏɔɢŮŰŬɘ 

ɔɘŬ ŬɜɎəɚɖůɖ ɖ əŬŰɎůŰŬůɖ Űɤɜ ˊɘůŰɞˊɞɘɖŰɘəɩɜ 

 

ɆŰɖɜ ŰŮɚŮɡŰŬɑŬ ˊŮɟɑˊŰɤůɖ, Űɞ ɄɘůŰɞˊɞɘɖŰɘəɧ Űɞɡ OCSP ˊɞɡ ɡˊɞɔɟɎűŮɘ ɗŬ ˊŮɟɘɏɢŮɘ 

ɛɘŬ ŮˊɏəŰŬůɖ Űɞɡ Űɨˊɞɡ id - pkix - ocsp- nocheck, ůɨɛűɤɜŬ ɛŮ ɧůŬ ɞɟɑɕɞɜŰŬɘ ůŰɞ 
RFC 6960. 

4.9.10 ȷˊŬɘŰɐůŮɘɠ Ůɚɏɔɢɤɜ ɔɘŬ ŬɜɎəɚɖůɖ ůŮ ˊɟŬɔɛŬŰɘəɧ ɢɟɧɜɞ 

ȼ HARICA ɡˊɞůŰɖɟɑɕŮɘ ɛŮɗɧŭɞɡɠ OCSP ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ ɛŮɗɧŭɞɡɠ GET ɧˊɤɠ 

ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɞ RFC 6960. 

 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 
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ũɘŬ Űɖɜ əŬŰɎůŰŬůɖ Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ɆɡɜŭɟɞɛɖŰɐ ɐ Űɞ ŬɜŰɑůŰɞɘɢɞ Precertificate:  

¶ ɀɑŬ ɏɔəɡɟɖ ŬˊɎɜŰɖůɖ OCSP ɗŬ ŮɑɜŬɘ ŭɘŬɗɏůɘɛɖ (ŭɖɚŬŭɐ ɞ ŮɝɡˊɖɟŮŰɖŰɐɠ ŭŮ 

ɗŬ ŬˊŬɜŰɐůŮɘ ɛŮ əŬŰɎůŰŬůɖ ñunknownò) Űɞ ŬɟɔɧŰŮɟɞ ŭŮəŬˊɏɜŰŮ (15) ɚŮˊŰɎ 

ɛŮŰɎ Űɖɜ Ŭɟɢɘəɐ ŭɖɛɞůɑŮɡůɖ ɐ ŭɘɎɗŮůɖ Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ɐ Űɞɡ 

Precertificate. 

¶ ũɘŬ ŬˊŬɜŰɐůŮɘɠ OCSP ɛŮ ŭɘŬůŰɐɛŬŰŬ ŮɔəɡɟɧŰɖŰŬɠ ɛɘəɟɧŰŮɟŬ Űɤɜ ŭŮəŬɏɝɘ (16) 

ɤɟɩɜ, ɖ HARICA ɗŬ ́ŬɟɏɢŮɘ ɛɑŬ ŮɜɖɛŮɟɤɛɏɜɖ ŬˊɎɜŰɖůɖ OCSP ˊɟɘɜ Űɞ ɛɘůɧ 

Űɖɠ ˊŮɟɘɧŭɞɡ ŮɔəɡɟɧŰɖŰŬɠ ˊɟɘɜ Űɖɜ Űɘɛɐ nextUpdate . 

¶ ũɘŬ ŬˊŬɜŰɐůŮɘɠ OCSP ɛŮ ŭɘŬůŰɐɛŬŰŬ ŮɔəɡɟɧŰɖŰŬɠ ɛŮɔŬɚɨŰŮɟŬ ɐ ɑůŬ Űɤɜ 

ŭŮəŬɏɝɘ (16) ɤɟɩɜ, ɖ HARICA ɗŬ ́ŬɟɏɢŮɘ ɛɑŬ ŮɜɖɛŮɟɤɛɏɜɖ ŬˊɎɜŰɖůɖ OCSP 

Űɞ ˊɞɚɨ ɞəŰɩ (8) ɩɟŮɠ ɟ́ɘɜ Űɖɜ Űɘɛɐ nextUpdate  əŬɘ ɧɢɘ ˊɏɟŬ Ŭˊɧ ŰɏůůŮɟɘɠ 

(4) ɖɛɏɟŮɠ ɛŮŰɎ Űɖɜ Űɘɛɐ thisUpdate . 

¶ Ƀɘ ŬˊŬɜŰɐůŮɘɠ OCSP ɗŬ ɏɢɞɡɜ ŭɘɎůŰɖɛŬ ŮɔəɡɟɧŰɖŰŬɠ ɛŮɔŬɚɨŰŮɟɞ ɐ ɑůɞ ɛŮ 

ɞəŰɩ (8) ɩɟŮɠ əŬɘ ɛɘəɟɧŰŮɟɞ ɐ ɑůɞ ɛŮ ŭɏəŬ (10) ɖɛɏɟŮɠ. 

 

ũɘŬ Űɖɜ əŬŰɎůŰŬůɖ Űɤɜ ɄɘůŰɞˊɞɘɖŰɘəɩɜ ɈűɘůŰɎɛŮɜɤɜ ȷɄ:  

¶ ȼ HARICA ɗŬ ́ŬɟɏɢŮɘ ɛɑŬ ŮɜɖɛŮɟɤɛɏɜɖ ŬˊɎɜŰɖůɖ OCSP ŰɞɡɚɎɢɘůŰɞɜ (i) 

əɎɗŮ ŭɩŭŮəŬ (12) ɛɐɜŮɠ əŬɘ (ii) ŮɜŰɧɠ Ůɑəɞůɘ ŰŮůůɎɟɤɜ (24) ɤɟɩɜ ɛŮŰɎ Űɖɜ 

ŬɜɎəɚɖůɖ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ȺɜŭɘɎɛŮůɖɠ ȷɄ.  

 

ȷɜ ɖ ɡˊɖɟŮůɑŬ OCSP ɚɎɓŮɘ ŬɑŰɖɛŬ ɔɘŬ Űɖɜ əŬŰɎůŰŬůɖ Ůɜɧɠ ůŮɘɟɘŬəɞɨ Ŭɟɘɗɛɞɨ 

ˊɘůŰɞˊɞɘɖŰɘəɞɨ Űɞ ɞˊɞɑɞ ŮɑɜŬɘ «unassigned», ŰɧŰŮ ɖ ɡˊɖɟŮůɑŬ ŭŮɜ ɢɟŮɘɎɕŮŰŬɘ ɜŬ 

ŬˊŬɜŰɐůŮɘ ɛŮ Űɖɜ əŬŰɎůŰŬůɖ ñgoodò.  

 

ȷɜ ɖ ɡˊɖɟŮůɑŬ OCSP ŮɑɜŬɘ ɔɘŬ ȷɄ ˊɞɡ ȹȺɁ ȺȽɁȷȽ ɇŮɢɜɘəɎ ɄŮɟɘɞɟɘůɛɏɜɖ ůɨɛűɤɜŬ 

ɛŮ ŰŬ ɧůŬ ŬɜŬűɏɟɞɜŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 7.1.5, ŰɧŰŮ ɖ ɡˊɖɟŮůɑŬ ŭŮ ɗŬ ŬˊŬɜŰɐůŮɘ ɛŮ 

Űɖɜ əŬŰɎůŰŬůɖ ñgoodò ůŮ ŰɏŰɞɘŬ ŬɘŰɐɛŬŰŬ. 

4.9.11 ȯɚɚŮɠ ɛɞɟűɏɠ ŬɜŬəɞɑɜɤůɖɠ ŬɜɎəɚɖůɖɠ ˊɘůŰɞˊɞɘɖŰɘəɩɜ 

ɆŰɞ ȷˊɞɗŮŰɐɟɘɞ  ɄɘůŰɞˊɞɘɖŰɘəɩɜ ɧˊɞɡ ɚŮɘŰɞɡɟɔŮɑ ɛɖɢŬɜɐ ŬɜŬɕɐŰɖůɖɠ 

ˊɘůŰɞˊɞɘɖŰɘəɩɜ ɛɏůɤ ɘůŰɞůŮɚɑŭŬɠ, ŰŬ ˊɘůŰɞˊɞɘɖŰɘəɎ ˊɞɡ ŬɜŬəŬɚɞɨɜŰŬɘ ŮɛűŬɜɑɕɞɜŰŬɘ 

ůŰɖɜ ˊŮɟɘɔɟŬűɐ Űɞɡɠ ɤɠ çȷɜŬəɚɖɗɏɜŰŬ». 

 

ȷɜ ɖ HARICA ŬɜŬəŬɚɏůŮɘ ɏɜŬ ɄɘůŰɞˊɞɘɖŰɘəɧ ȺɜŭɘɎɛŮůɖɠ ȷɄ ˊɞɡ ɏɢŮɘ ɐŭɖ 

ŭɖɛɞůɘŮɡɗŮɑ ůŰɖ CCADB, ɗŬ ˊɟɏˊŮɘ ɜŬ ŮɜɖɛŮɟɩůŮɘ Űɞ CCADB ɔɘŬ ɜŬ ɢŬɟŬəŰɖɟɑůŮɘ 

ŬɡŰɧ Űɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ȷɄ ɤɠ ŬɜŬəɚɖɗɏɜ, ůɡɛˊŮɟɘɚŬɛɓŬɜɞɛɏɜɞɡ Űɞɡ ɚɧɔɞɡ 

ŬɜɎəɚɖůɖɠ, ŮɜŰɧɠ ŮˊŰɎ (7) ɖɛŮɟɞɚɞɔɘŬəɩɜ ɖɛŮɟɩɜ Ŭˊɧ Űɖɜ ŬɜɎəɚɖůɖ. 

 

ȼ HARICA ɗŬ ŭɖɛɞůɘɞˊɞɘŮɑ ˊɚɐɟŮɠ CRL URL ɔɘŬ əɎɗŮ ɛɖ-ɚɖɔɛɏɜɞ, ɛɖ-ŬɜŬəɚɖɛɏɜɞ 

ɄɘůŰɞˊɞɘɖŰɘəɧ ȷɟɢɐɠ ɄɘůŰɞˊɞɑɖůɖɠ ˊɞɡ ŭɖɛɞůɘŮɨŮŰŬɘ ůŰɖ CCADB. 

4.9.12 ɄŬɟŬɚɚŬɔɏɠ ɔɘŬ Űɖɜ ˊŮɟɑˊŰɤůɖ ɏəɗŮůɖɠ/ˊŬɟŬɓɑŬůɖɠ ɘŭɘɤŰɘəɞɨ 

əɚŮɘŭɘɞɨ 

ȽůɢɨŮɘ ɧŰɘ ɞɟɑɕŮŰŬɘ ůŰɖ ˊŬɟɎɔɟŬűɞ 4.9.1. 

 

ɈˊɎɟɢŮɘ ŭɡɜŬŰɧŰɖŰŬ ůŮ ɛɖ-ɆɡɜŭɟɞɛɖŰɏɠ ɜŬ Ůˊɘəɞɘɜɤɜɐůɞɡɜ ɛŮ Űɖ HARICA əŬɘ ɜŬ 

ŬɜŬűɏɟɞɡɜ ɧŰɘ ɏɢŮɘ ŮəŰŮɗŮɑ/ˊŬɟŬɓɘŬůŰŮɑ ɏɜŬ ɘŭɘɤŰɘəɧ əɚŮɘŭɑ ˊɞɡ ůɢŮŰɑɕŮŰŬɘ ɛŮ ɛɖ-

ɚɖɔɛɏɜɞ, ɛɖ-ŬɜŬəɚɖɛɏɜɞ ɄɘůŰɞˊɞɘɖŰɘəɧ, ůɨɛűɤɜŬ ɛŮ Űɘɠ ŭɘŬŭɘəŬůɑŮɠ ŮˊɘəɞɘɜɤɜɑŬɠ 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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ˊɞɡ ˊŮɟɘɔɟɎűɞɜŰŬɘ ůŰɖɜ ŮɜɧŰɖŰŬ 4.9.3.2, ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ ɛɘŬ Ŭˊɧ Űɘɠ ŬəɧɚɞɡɗŮɠ 

ɛŮɗɧŭɞɡɠ ŬˊɧŭŮɘɝɖɠ əŬŰɞɢɐɠ/Ůɚɏɔɢɞɡ Űɞɡ ɘŭɘɤŰɘəɞɨ əɚŮɘŭɘɞɨ ˊɞɡ ůɢŮŰɑɕŮŰŬɘ ɛŮ ɏɜŬ 

ɄɘůŰɞˊɞɘɖŰɘəɧ. ȼ HARICA ŭɨɜŬŰŬɘ ɜŬ ŮˊɘŰɟɏɣŮɘ Ůˊɘˊɚɏɞɜ ɛŮɗɧŭɞɡɠ ˊɞɡ ŭŮɜ 

ŬɜŬűɏɟɞɜŰŬɘ ůŮ ŬɡŰɐ Űɖɜ ŮɜɧŰɖŰŬ əŬŰɎ Űɖ ŭɘŬəɟɘŰɘəɐ Űɖɠ ŮɡɢɏɟŮɘŬ. 

 ȹɖɛɘɞɡɟɔɑŬ əŬɘ ɡˊɞɔɟŬűɐ ŭɞəɘɛŬůŰɘəɞɨ ŬɟɢŮɑɞɡ 

ȹɖɛɘɞɡɟɔŮɑŰŬɘ ɏɜŬ Ŭˊɚɧ ŬɟɢŮɑɞ əŮɘɛɏɜɞɡ ɛŮ ˊŮɟɘŮɢɧɛŮɜɞ ñThis key is compromisedò ɐ 

ŬɜŰɑůŰɞɘɢɖ ɔɚɩůůŬ, ˊɟɞəŮɘɛɏɜɞɡ ɜŬ ůɖɛŮɘɩůŮɘ ɧŰɘ ɞ ɡˊɞɔɟɎűɤɜ ŬɡŰɞɨ Űɞɡ ɛɖɜɨɛŬŰɞɠ 

ɘůɢɡɟɑɕŮŰŬɘ ɧŰɘ Űɞ əɚŮɘŭɑ ɏɢŮɘ ŮəŰŮɗŮɑ/ˊŬɟŬɓɘŬůŰŮɑ. ɀˊɞɟŮɑ ɜŬ ɢɟɖůɘɛɞˊɞɘɖɗŮɑ ɖ 

ˊŬɟŬəɎŰɤ ŮɜŰɞɚɐ Ŭˊɧ ɔɟŬɛɛɐ ŮɜŰɞɚɩɜ: 

 

¶ ÅÃÈÏ Ƨ4ÈÉÓ ËÅÙ ÉÓ ÃÏÍÐÒÏÍÉÓÅÄƨ ˲ ÃÏÍÐÒÏÍÉÓÅÄƚÔØÔ 
 

ɈˊɞɔɟɎűŮŰŬɘ Űɞ sha256 hash Űɞɡ ˊŬɟŬɔɧɛŮɜɞɡ ŬɟɢŮɑɞɡ ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ Űɞ ɘŭɘɤŰɘəɧ 

əɚŮɘŭɑ (ůŮ ɛɞɟűɐ PEM) ˊɞɡ ɗɏɚŮŰŮ ɜŬ ŬɜŬűɏɟŮŰŮ ɤɠ ˊŬɟŬɓɘŬůɛɏɜɞ, ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ 

Űɞ ɚɞɔɘůɛɘəɧ openssl: 

 

¶ openssl dgst - sha256 - sign private - key.pem - out 
compromised.txt.signed compromised.txt  
 

ɆŰɏɚɜŮŰŮ Űɞ ŬɟɢŮɑɞ ñcompromised.txt.signedò ůŰɖ HARICA ůɨɛűɤɜŬ ɛŮ Űɖɜ ŮɜɧŰɖŰŬ 

4.9.3.2. 

 ȹɖɛɘɞɡɟɔɑŬ CSR ˊɞɡ ˊŮɟɘɚŬɛɓɎɜŮɘ Ůɘŭɘəɧ əŮɑɛŮɜɞ 

ȹɖɛɘɞɡɟɔŮɑŰŬɘ ɏɜŬ CSR Űɞ ɞˊɞɑɞ ůŰɞ ˊŮŭɑɞ subject : commonName ˊŮɟɘɚŬɛɓɎɜŮɘ Űɞ 

əŮɑɛŮɜɞ ñThis key is compromisedò ò ɐ ŬɜŰɑůŰɞɘɢɖ ɔɚɩůůŬ, ˊɟɞəŮɘɛɏɜɞɡ ɜŬ ůɖɛŮɘɩůŮɘ 

ɧŰɘ ɞ ɡˊɞɔɟɎűɤɜ ŬɡŰɞɨ Űɞɡ ɛɖɜɨɛŬŰɞɠ ɘůɢɡɟɑɕŮŰŬɘ ɧŰɘ Űɞ əɚŮɘŭɑ ɏɢŮɘ 

ŮəŰŮɗŮɑ/ˊŬɟŬɓɘŬůŰŮɑ. ɀˊɞɟŮɑ ɜŬ ɢɟɖůɘɛɞˊɞɘɖɗŮɑ ɖ ˊŬɟŬəɎŰɤ ŮɜŰɞɚɐ Ŭˊɧ ɔɟŬɛɛɐ 

ŮɜŰɞɚɩɜ ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ Űɞ ɚɞɔɘůɛɘəɧ openssl: 

 

¶ openssl req - new - key private - key.pem - subj "/CN=This key 
is compromised" - out compromised.csr  

 

ɆŰɏɚɜŮŰŮ Űɞ ŬɟɢŮɑɞ ñcompromised.csrò ůŰɖ HARICA ůɨɛűɤɜŬ ɛŮ Űɖɜ ŮɜɧŰɖŰŬ 4.9.3.2. 

 ȹɖɛɞůɑŮɡůɖ Űɞɡ ȽŭɘɤŰɘəɞɨ ȾɚŮɘŭɘɞɨ 

ȼ ɛɏɗɞŭɞɠ ŬɡŰɐ ŭŮɜ ˊɟɞŰŮɑɜŮŰŬɘ ŬɚɚɎ ɗŬ ɗŮɤɟɖɗŮɑ Ŭˊɧ Űɖ HARICA ŬˊɧŭŮɘɝɖ 

ɏəɗŮůɖɠ/ˊŬɟŬɓɑŬůɖɠ Ůɜɧɠ ȽŭɘɤŰɘəɞɨ ȾɚŮɘŭɘɞɨ. 

 

ɆŰɏɚɜŮŰŮ Űɞ ɑŭɘɞ Űɞ ˊŬɟŬɓɘŬůɛɏɜɞ ɘŭɘɤŰɘəɧ əɚŮɘŭɑ ůŰɖ HARICA ůɨɛűɤɜŬ ɛŮ Űɖɜ 

ŮɜɧŰɖŰŬ 4.9.3.2. 

4.9.13 ɄŮɟɘˊŰɩůŮɘɠ ŬɜŬůŰɞɚɐɠ ˊɘůŰɞˊɞɘɖŰɘəɩɜ 

ȷɜŬůŰɞɚɐ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ŭŮɜ ŮˊɘŰɟɏˊŮŰŬɘ ɔɘŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ˊɞɡ ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ 

ɔɘŬ SSL/TLS ɐ ɈˊɞɔɟŬűɐ ȾɩŭɘəŬ . ȳŰŬɜ ɚɎɓŮɘ ŬɑŰɖɛŬ ŬɜɎəɚɖůɖɠ ɖ HARICA 

ůɨɛűɤɜŬ ɛŮ Űɘɠ ˊŬɟŬɔɟɎűɞɡɠ 4.9.3.2 ɐ 4.9.3.3, əŬɘ ŬɜɎɚɞɔŬ ɛŮ ŰŬ ŮɡɟɐɛŬŰŬ Űɖɠ 

ɏɟŮɡɜŬɠ, ɖ Ůˊɘɚɞɔɐ ɔɘŬ ŬɜŬůŰɞɚɐ Űɤɜ ɄɘůŰɞˊɞɘɖŰɘəɩɜ ɔɑɜŮŰŬɘ əŬŰɎ Űɖɜ ŬˊɞəɚŮɘůŰɘəɐ 

əɟɑůɖ Űɖɠ HARICA. 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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4.9.14 Ʉɞɘɞɠ ɛˊɞɟŮɑ ɜŬ ŬɘŰɖɗŮɑ ŬɜŬůŰɞɚɐ ˊɘůŰɞˊɞɘɖŰɘəɩɜ 

ȷɜŬůŰɞɚɐ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ɛˊɞɟŮɑ ɜŬ ɕɖŰɖɗŮɑ Ŭˊɧ ŰŬ ȸŬůɘɕɧɛŮɜŬ ɀɏɟɖ ɐ Űɞɡɠ 

ɄɟɞɛɖɗŮɡŰɏɠ ȿɞɔɘůɛɘəɞɨ ȺűŬɟɛɞɔɩɜ ɧˊɤɠ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɘɠ 4.9.3.2 ɐ 4.9.3.3 

ŬɜŰɑůŰɞɘɢŬ. 

4.9.15 ȹɘŬŭɘəŬůɑŬ ŬɘŰɐɛŬŰɞɠ ŬɜŬůŰɞɚɐɠ ˊɘůŰɞˊɞɘɖŰɘəɞɨ 

ȷɜŬůŰɞɚɐ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ɛˊɞɟŮɑ ɜŬ ɕɖŰɖɗŮɑ ɛɏůɤ ŬɘŰɐɛŬŰɞɠ ŬɜɎəɚɖůɖɠ. ȼ ŬɜŬůŰɞɚɐ 

Űɤɜ ɄɘůŰɞˊɞɘɖŰɘəɩɜ ˊŬɟŬɛɏɜŮɘ ůŰɖɜ ŬˊɞəɚŮɘůŰɘəɐ əɟɑůɖ Űɖɠ HARICA. O 

ɆɡɜŭɟɞɛɖŰɐɠ ˊɞɡ ůɢŮŰɑɕŮŰŬɘ ɛŮ Űɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ŮɜɖɛŮɟɩɜŮŰŬɘ ˊɎɜŰŬ Ŭˊɧ Űɖɜ 

HARICA ɔɘŬ əɎɗŮ ŬɚɚŬɔɐ əŬŰɎůŰŬůɖɠ ŬɡŰɞɨ, ůɡɛˊŮɟɘɚŬɛɓŬɜɞɛɏɜɖɠ Űɖɠ ŬɜŬůŰɞɚɐɠ 

ɄɘůŰɞˊɞɘɖŰɘəɞɨ. 

 

ȷɜ ɖ HARICA ŬˊɞűŬůɑůŮɘ ɜŬ ŬɜŬůŰŮɑɚŮɘ ɄɘůŰɞˊɞɘɖŰɘəɧ, ɖ ůɢŮŰɘəɐ ȿȷɄ  

ŮɜɖɛŮɟɩɜŮŰŬɘ  ɛŮ Űɖɜ əŬŰŬɢɩɟɖůɖ ŮɔɔɟŬűɐɠ ˊɞɡ ŬűɞɟɎ ůŰɞ ˊɘůŰɞˊɞɘɖŰɘəɧ ˊɞɡ 

ŬɜŬəɚɐɗɖəŮ əŬɘ ůŰɞ ɚɧɔɞ ŬɜɎəɚɖůɖɠ ɛɏůɤ Űɞɡ ˊŮŭɑɞɡ òcertificateHoldò, ɧˊɤɠ 

ɞɟɑɕŮŰŬɘ ůŰɞ RFC 5280. ȺɎɜ ŬˊɞəŬŰŬůŰŬɗŮɑ ŬɡŰɧ Űɞ ɄɘůŰɞˊɞɘɖŰɘəɧ, əŬŰŬɟɔŮɑŰŬɘ ɖ 

ŬɜŰɑůŰɞɘɢɖ əŬŰŬɢɩɟɖůɖ. ȷɜ Űɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ŬɜŬəɚɖɗŮɑ, ŮɜɖɛŮɟɩɜŮŰŬɘ ɖ 

ůɡɔəŮəɟɘɛɏɜɖ əŬŰŬɢɩɟɖůɖ əŬɘ ŰɟɞˊɞˊɞɘŮɑŰŬɘ ŬɜɎɚɞɔŬ ɞ ɚɧɔɞɠ ŬɜɎəɚɖůɖɠ. ȯˊŬɝ ɏɜŬ 

ɄɘůŰɞˊɞɘɖŰɘəɧ ŬɜŬəɚɖɗŮɑ, ŭŮɜ ɛˊɞɟŮɑ ɜŬ ŬˊɞəŬŰŬůŰŬɗŮɑ. 

4.9.16 ɉɟɞɜɘəɐ ˊŮɟɑɞŭɞɠ ŬɜŬůŰɞɚɐɠ ˊɘůŰɞˊɞɘɖŰɘəɞɨ 

ȼ ŬɜŬůŰɞɚɐ Űɤɜ ˊɘůŰɞˊɞɘɖŰɘəɩɜ ŭŮɜ ɛˊɞɟŮɑ ɜŬ ɡˊŮɟɓŮɑ Űɘɠ ŭɨɞ (2) ŮɓŭɞɛɎŭŮɠ. 

4.10 ɈˊɖɟŮůɑŮɠ Ůɚɏɔɢɞɡ əŬŰɎůŰŬůɖɠ ˊɘůŰɞˊɞɘɖŰɘəɩɜ 

4.10.1 ȿŮɘŰɞɡɟɔɘəɎ ɢŬɟŬəŰɖɟɘůŰɘəɎ  

ȼ HARICA ɄȷɅȺɉȺȽ ŬəɟɘɓŮɑɠ əɘ ŮɜɖɛŮɟɤɛɏɜŮɠ ˊɚɖɟɞűɞɟɑŮɠ ɔɘŬ Űɖɜ əŬŰɎůŰŬůɖ 

ŬɜɎəɚɖůɖɠ ɄɘůŰɞˊɞɘɖŰɘəɩɜ ˊɞɡ ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ ɔɘŬ ŮˊŬɚɐɗŮɡůɖ ŰŬɡŰɧŰɖŰŬɠ (ˊ.ɢ. 

SSL/TLS) ɛɏɢɟɘ Űɖ ɚɐɝɖ Űɞɡɠ. 

 

ȼ HARICA ɄȷɅȺɉȺȽ ŬəɟɘɓŮɑɠ əɘ ŮɜɖɛŮɟɤɛɏɜŮɠ ˊɚɖɟɞűɞɟɑŮɠ ɔɘŬ Űɖɜ əŬŰɎůŰŬůɖ 

ŬɜɎəɚɖůɖɠ ɄɘůŰɞˊɞɘɖŰɘəɩɜ ɔɘŬ ɛɑŬ ˊŮɟɑɞŭɞ ŰɞɡɚɎɢɘůŰɞɜ ŮˊŰɎ (7) ŮŰɩɜ Ŭˊɧ Űɖ ɚɐɝɖ 

Űɤɜ ɄɘůŰɞˊɞɘɖŰɘəɩɜ ˊɞɡ ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ ɔɘŬ ɖɚŮəŰɟɞɜɘəɏɠ ɈˊɞɔɟŬűɏɠ, 

ɖɚŮəŰɟɞɜɘəɏɠ ɆűɟŬɔɑŭŮɠ, ɈˊɞɔɟŬűɐ ȾɩŭɘəŬ əŬɘ ɉɟɞɜɞůɐɛŬɜůɖ. ɀŮŰɎ Űɖ ɚɐɝɖ ɛɘŬɠ 

ȺəŭɞɨůŬɠ ȷɄ ˊɞɡ ŮəŭɑŭŮɘ ɄɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ ɖɚŮəŰɟɞɜɘəɏɠ ɈˊɞɔɟŬűɏɠ, ɖɚŮəŰɟɞɜɘəɏɠ 

ɆűɟŬɔɑŭŮɠ, ɈˊɞɔɟŬűɐ ȾɩŭɘəŬ əŬɘ ɉɟɞɜɞůɐɛŬɜůɖ, ɞɘ ŬɜŰɑůŰɞɘɢŮɠ ȿȷɄ ˊŬɟŬɛɏɜɞɡɜ 

ŭɖɛɞůɘŮɡɛɏɜŮɠ ɔɘŬ ŰɞɡɚɎɢɘůŰɞɜ ɎɚɚŬ ˊɏɜŰŮ (5) ɢɟɧɜɘŬ. Ƀɘ ɄɟɞɛɖɗŮɡŰɏɠ ȿɞɔɘůɛɘəɞɨ 

ȺűŬɟɛɞɔɩɜ ɛˊɞɟɞɨɜ ɜŬ ɕɖŰɞɨɜ Ŭˊɧ Űɖɜ HARICA ɜŬ ɡˊɞůŰɖɟɑɝŮɘ ɛŮɔŬɚɨŰŮɟɞ ɢɟɞɜɘəɧ 

ŭɘɎůŰɖɛŬ ůɨɛűɤɜŬ ɛŮ Űɘɠ ŬˊŬɘŰɐůŮɘɠ Űɤɜ ŭɘəɩɜ Űɞɡɠ ŬˊɞɗŮŰɖɟɑɤɜ ˊɘůŰɞˊɞɘɖŰɘəɩɜ. 

  

ȼ HARICA ɄȷɅȺɉȺȽ ŬˊŬɜŰɐůŮɘɠ OCSP ɔɘŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ˊɞɡ ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ 

ɔɘŬ ˊɘůŰɞˊɞɘɖŰɘəɎ ɖɚŮəŰɟɞɜɘəɩɜ ɈˊɞɔɟŬűɩɜ, ɖɚŮəŰɟɞɜɘəɩɜ ɆűɟŬɔɑŭɤɜ, ɈˊɞɔɟŬűɐɠ 

ȾɩŭɘəŬ əŬɘ ɉɟɞɜɞůɐɛŬɜůɖɠ ŰŬ ɞˊɞɑŬ ˊŮɟɘɚŬɛɓɎɜɞɡɜ Űɖɜ ŮˊɏəŰŬůɖ 

authorityInformationAccess ɖ ɞˊɞɑŬ ˊŮɟɘɚŬɛɓɎɜŮɘ Űɞ HTTP URL Űɞɡ OCSP responder 

Űɖɠ ȷɟɢɐɠ Ȱəŭɞůɖɠ (accessMethod=1.3.6.1.5.5.7.48.1) ŰɞɡɚɎɢɘůŰɞɜ ɛɏɢɟɘ Űɖ ɚɐɝɖ Űɞɡ 

ɄɘůŰɞˊɞɘɖŰɘəɞɨ Űɖɠ ȺəŭɞɨůŬɠ ȷɄ.  

 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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ɆɖɛŮɑɤůɖ: ȷɜ ɏɜŬ ɄɘůŰɞˊɞɘɖŰɘəɧ ɈˊɞɔɟŬűɐɠ ȾɩŭɘəŬ ˊŮɟɘɏɢŮɘ Űɞ ŬɜŬɔɜɤɟɘůŰɘəɧ 

(OID) ñLifetime Signingò, ɖ ɣɖűɘŬəɐ ɡˊɞɔɟŬűɐ ɢɎɜŮɘ Űɖɜ ŮɔəɡɟɧŰɖŰɎ Űɖɠ ɧŰŬɜ ɚɐɔŮɘ 

ŬɡŰɧ Űɞ ɄɘůŰɞˊɞɘɖŰɘəɧ, ŬəɧɛŬ əŬɘ Ŭɜ ɖ ɣɖűɘŬəɐ ɡˊɞɔɟŬűɐ ˊŮɟɘɏɢŮɘ ɢɟɞɜɞůɐɛŬɜůɖ.  

 

ȼ HARICA ůɡɛˊŮɟɘɚŬɛɓɎɜŮɘ (ɧˊɞɡ ŮűŬɟɛɧɕŮŰŬɘ) ŭɘŮɡɗɨɜůŮɘɠ (URLs) ˊɞɡ Ŭűɞɟɞɨɜ 

ˊɚɖɟɞűɞɟɑŮɠ ŬɜɎəɚɖůɖɠ ɛɏůŬ ůŰɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ɞˊɞɘŬůŭɐˊɞŰŮ ɞɜŰɧŰɖŰŬɠ əŬɘ 

ůɡɔəŮəɟɘɛɏɜŬ ůŰɘɠ ŮˊŮəŰɎůŮɘɠ CRL Distribution Points əŬɘ Authority Information 

Access. 

 ɈˊɖɟŮůɑŬ Ůɚɏɔɢɞɡ əŬŰɎůŰŬůɖɠ ˊɘůŰɞˊɞɘɖŰɘəɩɜ ˊɟŬɔɛŬŰɘəɞɨ ɢɟɧɜɞɡ 
OCSP 

Ƚůɢɨɞɡɜ ɧůŬ ˊŮɟɘɔɟɎűɞɜŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 4.9.10 

 On-line ȷˊɞɗŮŰɐɟɘɞ ˊɘůŰɞˊɞɘɖŰɘəɩɜ 

ȹŮɜ ˊŮɟɘɔɟɎűŮŰŬɘ. 

 ɉɟɐůɖ Űɤɜ ȿɘůŰɩɜ ȷɜɎəɚɖůɖɠ ɄɘůŰɞˊɞɘɖŰɘəɩɜ (ȿȷɄ) 

Ƚůɢɨɞɡɜ ɧůŬ ˊŮɟɘɔɟɎűɞɜŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 4.9.6. 

4.10.2 ȹɘŬɗŮůɘɛɧŰɖŰŬ ɡˊɖɟŮůɑŬɠ Ůɚɏɔɢɞɡ əŬŰɎůŰŬůɖɠ ˊɘůŰɞˊɞɘɖŰɘəɩɜ 

ȼ HARICA ˊɟɞɓŬɑɜŮɘ ůŮ ɧɚŮɠ Űɘɠ ŬɜŬɔəŬɑŮɠ ŮɜɏɟɔŮɘŮɠ ɔɘŬ ɧůɞ Űɞ ŭɡɜŬŰɧɜ ŬŭɘɎɚŮɘˊŰɖ 

ŭɘŬɗŮůɘɛɧŰɖŰŬ Űɤɜ ɡˊɖɟŮůɘɩɜ Ůɚɏɔɢɞɡ əŬŰɎůŰŬůɖɠ ˊɘůŰɞˊɞɘɖŰɘəɩɜ. 

 

ȼ HARICA ɗŬ ˊɟɏˊŮɘ ɜŬ ɚŮɘŰɞɡɟɔŮɑ əŬɘ ůɡɜŰɖɟŮɑ Űɘɠ ȿȷɄ əŬɘ Űɘɠ ŭɡɜŬŰɧŰɖŰŮɠ Űɖɠ 

ɡˊɖɟŮůɑŬɠ OCSP ɛŮ ́ɧɟɞɡɠ ɘəŬɜɞɨɠ ɜŬ ŮɝŬůűŬɚɑɕɞɡɜ ɛɏɔɘůŰɞ ɢɟɧɜɞ Ŭˊɧəɟɘůɖɠ ŰŬ 

ŭɏəŬ (10) ŭŮɡŰŮɟɧɚŮˊŰŬ, ɡˊɧ űɡůɘɞɚɞɔɘəɏɠ ůɡɜɗɐəŮɠ ɚŮɘŰɞɡɟɔɑŬɠ. 

 

4.10.3 ɄɟɧůɗŮŰŬ ɢŬɟŬəŰɖɟɘůŰɘəɎ 

ȷɜ ɛɘŬ ȷɄ ɡˊɞůŰɖɟɑɕŮɘ ˊɞɚɚŬˊɚɏɠ ɛŮɗɧŭɞɡɠ (ɡˊɖɟŮůɑŬ CRL əŬɘ OCSP) ɔɘŬ ɜŬ 

ˊŬɟɏɢŮɘ əŬŰɎůŰŬůɖ ŬɜɎəɚɖůɖɠ, ɞɘ ˊɚɖɟɞűɞɟɑŮɠ ˊɞɡ ɗŬ ˊŬɟɏɢɞɜŰŬɘ Ŭˊɧ ɧɚŮɠ Űɘɠ 

ɡˊɖɟŮůɑŮɠ ɗŬ ŮɑɜŬɘ ůŮ ůɡɛűɤɜɑŬ ɛŮŰŬɝɨ Űɞɡɠ ůŰɖɜ ˊɎɟɞŭɞ Űɞɡ ɢɟɧɜɞɡ, ɚŬɛɓɎɜɞɜŰŬɠ 

ɡˊô ɧɣɘɜ ŭɘŬűɞɟŮŰɘəɏɠ əŬɗɡůŰŮɟɐůŮɘɠ əŬŰɎ Űɖ ŭɘŬŭɘəŬůɑŬ Ůɜɖɛɏɟɤůɖɠ ˊɚɖɟɞűɞɟɘɩɜ 

əŬŰɎůŰŬůɖɠ ɔɘŬ ɧɚŮɠ Űɘɠ ɛŮɗɧŭɞɡɠ. ɄɟɞəŮɘɛɏɜɞɡ ɜŬ ŮˊɘŰŮɡɢɗŮɑ ɞ ůɡɔɢɟɞɜɘůɛɧɠ Űɖɠ 

ˊɚɖɟɞűɞɟɑŬɠ ůŮ ɧɚŮɠ Űɘɠ ɡˊɖɟŮůɑŮɠ, ŮɑɜŬɘ ŬˊɞŭŮəŰɧ ɧŰɘ ɗŬ ɡˊɎɟɢŮɘ əɎˊɞɘŬ ŭɘŬűɞɟɎ 

ůŰɘɠ ŮɜɖɛŮɟɩůŮɘɠ, ŬɟəŮɑ ůŰɞ Űɏɚɞɠ ɖ əŬŰɎůŰŬůɖ Űɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ ɜŬ ŮɑɜŬɘ ɑŭɘŬ. 

ũɘŬ ˊŬɟɎŭŮɘɔɛŬ, Ŭɜ ɛɘŬ ŬˊɎɜŰɖůɖ OCSP ɛˊɞɟŮɑ ɜŬ ŮɜɖɛŮɟɩɜŮŰŬɘ ɎɛŮůŬ, ɖ ɡˊɖɟŮůɑŬ 

OCSP əŬɘ CRL ɛˊɞɟŮɑ ɜŬ ŭɘŬűɏɟŮɘ ɛɏɢɟɘ ɜŬ ŮəŭɞɗŮɑ ɜɏŬ CRL. 

ɆŮ ˊŮɟɑˊŰɤůɖ ŬůɡɛűɤɜɑŬɠ ɛŮŰŬɝɨ əŬŰɎůŰŬůɖɠ ˊɘůŰɞˊɞɘɖŰɘəɞɨ ůŮ OCSP əŬɘ CRL, ŰŬ 

ȰɛˊɘůŰŬ ɀɏɟɖ ɗŬ ŭɑɜɞɡɜ ˊɟɞŰŮɟŬɘɧŰɖŰŬ ůŰɖɜ əŬŰɎůŰŬůɖ ñRevokedò Ŭˊɧ ɞˊɞɘŬŭɐˊɞŰŮ 

Ŭˊɧ Űɘɠ ŭɨɞ ɡˊɖɟŮůɑŮɠ. 

4.11 ȿɐɝɖ ůɡɜŭɟɞɛɐɠ 

 ȼ ůɡɜŭɟɞɛɐ ŰŮɟɛŬŰɑɕŮŰŬɘ ɧŰŬɜ ɏɜŬ ɄɘůŰɞˊɞɘɖŰɘəɧ  

¶ űŰɎůŮɘ Űɖɜ ɖɛŮɟɞɛɖɜɑŬ "validTo " əŬɘ ɚɐɝŮɘ  

¶ ŬɜŬəɚɖɗŮɑ ˊɟɘɜ űŰɎůŮɘ ɖ ɖɛŮɟɞɛɖɜɑŬ "validTo ". 

 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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ȼ ŬɜɎəɚɖůɖ ˊɘůŰɞˊɞɘɖŰɘəɞɨ ˊɞɡ ɏɢŮɘ ɚɐɝŮɘ ŭŮɜ ŮɑɜŬɘ ŬˊŬɟŬɑŰɖŰɖ, ˊŬɟɎ ɛɧɜɞ Ŭɜ 

ůɡɜŰɟɏɢŮɘ əɎˊɞɘɞɠ Ŭˊɧ Űɞɡɠ ɚɧɔɞɡɠ ˊɞɡ ŬɜŬűɏɟɞɜŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 4.9.1.  

4.12 ɀŮůŮɔɔɨɖůɖ ɘŭɘɤŰɘəɞɨ əɚŮɘŭɘɞɨ (key escrow) əŬɘ Ⱥ́ ŬɜŬűɞɟɎ 

əɚŮɘŭɘɞɨ 

4.12.1 ȹɘŬŭɘəŬůɑŮɠ əŬɘ ˊɟŬəŰɘəɏɠ ůɡɜɞŭŮɑŬɠ ɘŭɘɤŰɘəɞɨ əɚŮɘŭɘɞɨ əŬɘ 

ŮˊŬɜŬűɞɟɎɠ 

ȼ HARICA ŭŮɜ ˊŬɟɏɢŮɘ ŬɡŰɐ Űɖ ůŰɘɔɛɐ ɛŮůŮɔɔɨɖůɖ ůŰɞɜ ɆɡɜŭɟɞɛɖŰɐ. 

4.12.2 ȺɜɗɡɚɎəɤůɖ əɚŮɘŭɘɞɨ ůɡɜɧŭɞɡ (session key) əŬɘ ŭɘŬŭɘəŬůɑŮɠ əŬɘ 

ˊɟŬəŰɘəɏɠ ŮˊŬɜŬűɞɟɎɠ 

ȼ HARICA ŭŮɜ ˊŬɟɏɢŮɘ ŬɡŰɐ Űɖ ůŰɘɔɛɐ ɛŮůŮɔɔɨɖůɖ ůŰɞɜ ɆɡɜŭɟɞɛɖŰɐ. 

  



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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5 ȹɘɞɘəɖŰɘəɞɑ, ɇŮɢɜɘəɞɑ əŬɘ ȿŮɘŰɞɡɟɔɘəɞɑ ɏɚŮɔɢɞɘ 

5.1 ūɡůɘəɐ ŬůűɎɚŮɘŬ əŬɘ ɏɚŮɔɢɞɠ ˊɟɧůɓŬůɖɠ 

5.1.1 ɇɞˊɞɗŮůɑŬ ŮɔəŬŰŬůŰɎůŮɤɜ 

ɇɖ HARICA ůɐɛŮɟŬ ŭɘŬɢŮɘɟɑɕŮŰŬɘ Űɞ ȾɏɜŰɟɞ ȼɚŮəŰɟɞɜɘəɐɠ ȹɘŬəɡɓɏɟɜɖůɖɠ (Ⱦȼȹ) 

Űɞɡ ȷɟɘůŰɞŰŮɚŮɑɞɡ ɄŬɜŮˊɘůŰɖɛɑɞɡ ŪŮůůŬɚɞɜɑəɖɠ. Ƀ Ůɝɞˊɚɘůɛɧɠ Űɤɜ ȷɄ/ȷȾ 

ɓɟɑůəŮŰŬɘ ůŮ ŬůűŬɚɏɠ ˊŮɟɘɓɎɚɚɞɜ ůŮ ɔŮɤɔɟŬűɘəɎ ŭɘŬɢɤɟɘůɛɏɜŬ datacenter. 

 

Ⱥɝɞˊɚɘůɛɧɠ ˊɞɡ ůɢŮŰɑɕŮŰŬɘ ɛŮ Űɘɠ ɚŮɘŰɞɡɟɔɑŮɠ Űɖɠ  ȷɄ əŬɘ Űɖɠ ȷȾ ɧůɞɜ ŬɜŬűɞɟɎ ůŮ 

ˊɚɖɟɞűɞɟɘŬəɧ ɡɚɘəɧ əŬɘ ɚɞɔɘůɛɘəɧ ɓɟɑůəŮŰŬɘ ɡˊɧ ůɡɜŮɢɐ ˊŬɟŬəɞɚɞɨɗɖůɖ əŬɘ 

Ŭ́ ŬɔɞɟŮɨŮŰŬɘ ɖ ŬˊɞɛɎəɟɡɜůɖ/ɛŮŰŬəɑɜɖůɖ Ůɝɞˊɚɘůɛɞɨ ůŮ Ɏɚɚɞ űɡůɘəɧ ɢɩɟɞ ɢɤɟɑɠ 

ˊɟɞɖɔɞɨɛŮɜɖ ɏɔəɟɘůɖ Ŭˊɧ Űɖɜ ŬɜɩŰŮɟɖ  ŭɘɞɑəɖůɖ Űɖɠ HARICA. 

5.1.2 ūɡůɘəɐ ˊɟɧůɓŬůɖ 

ȼ űɡůɘəɐ ˊɟɧůɓŬůɖ ůŰɞɜ Ůɝɞˊɚɘůɛɧ Űɤɜ ȷɄ  əŬɘ ȷȾ ŮˊɘŰɟɏˊŮŰŬɘ ɛɧɜɞ ůŮ 

ŮɝɞɡůɘɞŭɞŰɖɛɏɜɞ ˊɟɞůɤˊɘəɧ ɛŮ ɏɛˊɘůŰɞɡɠ ɟɧɚɞɡɠ.  

 

Ƀ Ůɝɞˊɚɘůɛɧɠ Űɖɠ ȷɄ Űɖɠ HARICA ŮɑɜŬɘ ůŮ əɚŮɘŭɤɛɏɜŬ ŮɟɛɎɟɘŬ ˊɞɡ ŮɑɜŬɘ ůŮ Ůˊɑůɖɠ 

əɚŮɘŭɤɛɏɜŮɠ ŬɑɗɞɡůŮɠ Ůɝɞˊɚɘůɛɞɨ ŮɝɡˊɖɟŮŰɖŰɩɜ. ȼ ˊɟɧůɓŬůɖ ůŰɘɠ ŬɑɗɞɡůŮɠ 

Ůɝɞˊɚɘůɛɞɨ ŮɝɡˊɖɟŮŰɖŰɩɜ ɓɟɑůəŮŰŬɘ ɡˊɧ ůɡɜŮɢɐ ˊŬɟŬəɞɚɞɨɗɖůɖ əɘ ɏɚŮɔɢɞ. 

 

ɆŮ ˊŮɟɑˊŰɤůɖ ˊɞɡ ɛɖ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɞ ˊɟɞůɤˊɘəɧ ˊɟɏˊŮɘ ɜŬ ŮɘůɏɚɗŮɘ ůŰɞɡɠ ɢɩɟɞɡɠ 

Űɤɜ ȷɄ əŬɘ ȷȾ, ŮɑɜŬɘ ŬˊŬɟŬɑŰɖŰɞ ɜŬ ůɡɜɞŭŮɨŮŰŬɘ Ŭˊɧ əɎˊɞɘɞ ɛɏɚɞɠ Űɞɡ 

ŮɝɞɡůɘɞŭɞŰɖɛɏɜɞɡ ˊɟɞůɤˊɘəɞɨ. 

5.1.3 ȾɚɘɛŬŰɘůɛɧɠ əŬɘ ɟɨɗɛɘůɖ ŰɟɞűɞŭɞůɑŬɠ ɛŮ ɟŮɨɛŬ 

ȳɚɞɠ ɞ Ůɝɞˊɚɘůɛɧɠ Űɖɠ ȷɄ Űɖɠ HARICA ɓɟɑůəŮŰŬɘ ůŮ əɚɘɛŬŰɘɕɧɛŮɜɞɡɠ ɢɩɟɞɡɠ ɛŮ 

ˊŬɟɞɢɐ ɟŮɨɛŬŰɞɠ ˊɞɡ ˊɟɞůŰŬŰŮɨŮŰŬɘ Ŭˊɧ ɛɞɜɎŭŮɠ ŬŭɘɎɚŮɘˊŰɖɠ ˊŬɟɞɢɐɠ (UPS) əŬɘ 

ŮűŮŭɟɘəɎ ɖɚŮəŰɟɞˊŬɟŬɔɤɔɎ ɕŮɨɔɖ. 

5.1.4 ȰəɗŮůɖ ůŮ ɜŮɟɧ 

Ƀ Ůɝɞˊɚɘůɛɧɠ Űɖɠ ȷɄ Űɖɠ HARICA ɓɟɑůəŮŰŬɘ ůŮ ɢɩɟɞ ˊɞɡ ŭŮɜ əɘɜŭɡɜŮɨŮɘ ůŮ ɛŮɔɎɚɞ 

ɓŬɗɛɧ Ŭˊɧ ˊɚɖɛɛɨɟŮɠ. 

5.1.5 Ʉɟɧɚɖɣɖ əŬɘ ˊɟɞůŰŬůɑŬ Ŭˊɧ űɤŰɘɎ 

Ƀ Ůɝɞˊɚɘůɛɧɠ Űɖɠ ȷɄ HARICA ɡˊɧəŮɘŰŬɘ ůŰɖɜ Ůɚɚɖɜɘəɐ ɜɞɛɞɗŮůɑŬ ůɢŮŰɘəɎ ɛŮ Űɖɜ 

ˊɟɧɚɖɣɖ əŬɘ Űɖɜ ˊɟɞůŰŬůɑŬ ˊɡɟəŬɔɘɎɠ ůŰŬ ŭɖɛɧůɘŬ əŰɑɟɘŬ. 

5.1.6 ȷˊɞɗɖəŮɡŰɘəɎ ɛɏůŬ 

ɇŬ ɘŭɘɤŰɘəɎ əɚŮɘŭɘɎ Űɖɠ HARICA ˊɞɡ ůɢŮŰɑɕɞɜŰŬɘ ɛŮ ŰŬ ɄɘůŰɞˊɞɘɖŰɘəɎ Űɤɜ ȷɄ ŮɑɜŬɘ 

ŬˊɞɗɖəŮɡɛɏɜŬ ůŮ ŬůűŬɚɏɠ ŮɝɤŰŮɟɘəɧ ɛɏůɞ ŬˊɞɗɐəŮɡůɖɠ, əɟɡˊŰɞɔɟŬűɖɛɏɜŬ əŬɘ 

ŭɘŬɜɏɛɞɜŰŬɘ ɛɧɜɞ ůŮ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɞ ˊɟɞůɤˊɘəɧ, ɛŮ Űɖɜ ŬˊŬɑŰɖůɖ ɜŬ ɡˊɎɟɢɞɡɜ 

ŰɞɡɚɎɢɘůŰɞɜ ŭɨɞ ɏɛˊɘůŰŬ ˊɟɧůɤˊŬ ɔɘŬ ɜŬ ɡˊɎɟɝŮɘ ˊɟɧůɓŬůɖ ůŮ ŬɡŰɎ. 
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ȷɜŰɑɔɟŬűŬ ŬůűŬɚŮɑŬɠ Űɞɡ ɚɞɔɘůɛɘəɞɨ Űɤɜ ȷɄ/ȷȾ Űɖɠ HARICA, Űɞɡ ŬɟɢŮɑɞɡ Űɖɠ ȷȾ 

əŬɘ Űɞɡ ŬɟɢŮɑɞɡ ůɡɜŬɚɚŬɔɩɜ ůɡɛɓɎɜŰɤɜ ɓɟɑůəɞɜŰŬɘ ůŮ ŬˊɞůˊɩɛŮɜŬ ŬˊɞɗɖəŮɡŰɘəɎ 

ɛɏůŬ ůŮ əɟɡˊŰɞɔɟŬűɖɛɏɜɖ ɛɞɟűɐ. 

 

ȾŬɘ ŰŬ ŭɨɞ ˊŬɟŬˊɎɜɤ ŬˊɞɗɖəŮɡŰɘəɎ ɛɏůŬ ɓɟɑůəɞɜŰŬɘ ůŮ űɡůɘəɏɠ ŰɞˊɞɗŮůɑŮɠ, 

ˊɟɞůŰŬŰŮɡɛɏɜŬ Ŭˊɧ ɏəɗŮůɖ ůŮ ɜŮɟɧ əŬɘ űɤŰɘɎ. ȿŬɛɓɎɜɞɜŰŬɘ ɧɚŬ ŰŬ əŬŰɎɚɚɖɚŬ ɛɏŰɟŬ 

ˊɟɞəŮɘɛɏɜɞɡ ɧɚŬ ŰŬ ŬˊɞɗɖəŮɡŰɘəɎ ɛɏůŬ ɜŬ ŮɑɜŬɘ ŬɜɗŮəŰɘəɎ ůŮ ŬɚɚɞɘɩůŮɘɠ. 

 

ɆŮ ˊŮɟɑˊŰɤůɖ ɢɟɐůɖɠ ŮˊŬɜŬɢɟɖůɘɛɞˊɞɘɞɨɛŮɜɤɜ ŬˊɞɗɖəŮɡŰɘəɩɜ ɛɏůɤɜ (ˊ.ɢ. memory 

flash disks), ŰŬ ŬɟɢŮɑŬ ŭɘŬɔɟɎűɞɜŰŬɘ ɛŮ ŬůűɎɚŮɘŬ ˊɟɞəŮɘɛɏɜɞɡ ɜŬ ɛɖɜ ɡˊɎɟɢŮɘ 

ŭɡɜŬŰɧŰɖŰŬ ŮˊŬɜŬɢɟɖůɘɛɞˊɞɑɖůɖɠ, ůɨɛűɤɜŬ ɛŮ Űɘɠ ɛŮɗɧŭɞɡɠ ˊɞɡ ˊŮɟɘɔɟɎűɞɜŰŬɘ ůŰɖɜ 

ˊŬɟɎɔɟŬűɞ 6.2.10. 

 

ɆŮ ˊŮɟɑˊŰɤůɖ ˊɞɡ Űɞ ŬˊɞɗɖəŮɡŰɘəɧ ɛɏůɞ ŮɑɜŬɘ əɟɡˊŰɞɔɟŬűɖɛɏɜɞ, ɖ əŬŰŬůŰɟɞűɐ Űɞɡ 

əɚŮɘŭɘɞɨ ŬˊɞəɟɡˊŰɞɔɟɎűɖůɖɠ ɗŮɤɟŮɑŰŬɘ ɘəŬɜɐ ůɡɜɗɐəɖ ɔɘŬ ɜŬ ɗŮɤɟɖɗŮɑ ɧŰɘ Űɞ 

əɟɡˊŰɞɔɟŬűɖɛɏɜɞ ɛɏůɞ ɏɢŮɘ əŬŰŬůŰɟŬűŮɑ. 

5.1.7 ȹɘɎɗŮůɖ ŬˊɞɟɟɘɛɛɎŰɤɜ 

ȷˊɞɟɟɑɛɛŬŰŬ ˊɞɡ ˊŮɟɘɏɢɞɡɜ ɞˊɞɘŬŭɐˊɞŰŮ ŮɛˊɘůŰŮɡŰɘəɐ ˊɚɖɟɞűɞɟɑŬ ɧˊɤɠ ŮɨəŬɛˊŰɞɘ 

ɛŬɔɜɖŰɘəɞɑ ŭɑůəɞɘ, ůəɚɖɟɞɑ ŭɑůəɞɘ ə.Ŭ. əŬŰŬůŰɟɏűɞɜŰŬɘ ˊɟɘɜ Ŭˊɞɟɟɘűɗɞɨɜ. ȽŭɘɤŰɘəɎ 

əɚŮɘŭɘɎ ɀɞɜɎŭɤɜ ɉɟɞɜɞůɐɛŬɜůɖɠ ˊɞɡ ŮɑɜŬɘ ŬˊɞɗɖəŮɡɛɏɜŬ ůŮ əɟɡˊŰɞɔɟŬűɘəɐ 

ůɡůəŮɡɐ ŰɛɐɛŬ Űɖɠ ɀɉɆ, ůɓɐɜɞɜŰŬɘ ɛŮ Űɖɜ Ŭˊɧůɡɟůɖ Űɖɠ ůɡůəŮɡɐɠ ɛŮ ŰɏŰɞɘɞɜ Űɟɧˊɞ 

ˊɞɡ ŮɑɜŬɘ ˊɟŬəŰɘəɎ ŬŭɨɜŬŰɞ ɜŬ ŬɜŬəŰɖɗɞɨɜ.  

5.1.8 ɇɐɟɖůɖ ŬɜŰɘɔɟɎűɤɜ ŬůűŬɚŮɑŬɠ ŮəŰɧɠ ŮɔəŬŰŬůŰɎůŮɤɜ 

ȷɜŰɑɔɟŬűŬ ŬůűŬɚŮɑŬɠ Űɤɜ ɚɞɔɘůɛɘəɩɜ əŬɘ Űɤɜ ŭŮŭɞɛɏɜɤɜ Űɖɠ ɈȹȾ Űɖɠ HARICA 

ŰɖɟɞɨɜŰŬɘ ŮəŰɧɠ ŮɔəŬŰŬůŰɎůŮɤɜ. ȷɜŰɑɔɟŬűŬ ŬůűŬɚŮɑŬɠ Űɞɡ ɚɞɔɘůɛɘəɞɨ Űɤɜ ȷɄ/ȷȾ 

Űɖɠ HARICA, Űɞɡ ŬɟɢŮɑɞɡ Űɖɠ ȷȾ əŬɘ Űɞɡ ŬɟɢŮɑɞɡ ůɡɜŬɚɚŬɔɩɜ-ůɡɛɓɎɜŰɤɜ 

ɓɟɑůəɞɜŰŬɘ ůŮ ŬˊɞůˊɩɛŮɜŬ ŬˊɞɗɖəŮɡŰɘəɎ ɛɏůŬ ůŮ əɟɡˊŰɞɔɟŬűɖɛɏɜɖ ɛɞɟűɐ əŬɘ ŮɑɜŬɘ 

ˊɟɞůɓɎůɘɛŬ Ŭˊɧ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɞ ˊɟɞůɤˊɘəɧ. Ⱥˊɑůɖɠ, ŰŬ ɘŭɘɤŰɘəɎ əɚŮɘŭɘɎ Űɖɠ ȷɄ 

ŮɑɜŬɘ ŬˊɞɗɖəŮɡɛɏɜŬ ŮəŰɧɠ ŮɔəŬŰŬůŰɎůŮɤɜ ɛŮ əɟɡˊŰɞɔɟŬűɖɛɏɜɖ ɛɞɟűɐ, əŬɘ ŮɑɜŬɘ 

ˊɟɞůɓɎůɘɛŬ Ŭˊɧ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɞ ˊɟɞůɤˊɘəɧ, ůɨɛűɤɜŬ ɛŮ Űɘɠ ˊɟɞɦˊɞɗɏůŮɘɠ Űɖɠ 

ˊŬɟŬɔɟɎűɞɡ 5.2.2. 

5.2 ȰɚŮɔɢɞɠ ŭɘŬŭɘəŬůɘɩɜ 

5.2.1 ȰɛˊɘůŰɞɘ ɟɧɚɞɘ 

ɇɞ ˊɟɞůɤˊɘəɧ ˊɞɡ ɞɟɑɕŮŰŬɘ ɔɘŬ ɜŬ ɚŮɘŰɞɡɟɔŮɑ Űɖɜ ɈȹȾ Űɖɠ HARICA əŬŰɏɢŮɘ ɏɜŬɜ 

ŰŮəɛɖɟɘɤɛɏɜɞ əŬɘ ɛŮ ůŬűɐɜŮɘŬ əŬɗɞɟɘůɛɏɜɞ ɟɧɚɞ. ȾɎɗŮ ɏɛˊɘůŰɞɠ ɟɧɚɞɠ 

ŮɝɞɡůɘɞŭɞŰŮɑŰŬɘ ɔɘŬ Űɖɜ ŮəŰɏɚŮůɖ ůɡɔəŮəɟɘɛɏɜɤɜ ŭɘŬŭɘəŬůɘɩɜ ˊɞɡ ůɢŮŰɑɕɞɜŰŬɘ ɛŮ Űɘɠ 

ɚŮɘŰɞɡɟɔɑŮɠ Űɤɜ ȷɟɢɩɜ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȾŬŰŬɢɩɟɖůɖɠ əɎŰɤ Ŭˊɧ ůŬűɩɠ 

əŬɗɞɟɘůɛɏɜŮɠ ŭɘŬŭɘəŬůɑŮɠ. Ƀɘ ɏɛˊɘůŰɞɘ ɟɧɚɞɘ əŬɘ ŰŬ əŬɗɐəɞɜŰŬ Űɞɡ ˊɟɞůɤˊɘəɞɨ 

ˊŮɟɘɔɟɎűɞɜŰŬɘ ɛŮ ůŬűɐɜŮɘŬ. ȷɜɎɚɞɔŬ ɛŮ Űɞ ɟɧɚɞ, əŬɗɞɟɑɕɞɜŰŬɘ əŬɘ ŰŬ əŬɗɐəɞɜŰŬ Űɞɡ 

ˊɟɞůɤˊɘəɞɨ ŬəɞɚɞɡɗɩɜŰŬɠ ˊɎɜŰŬ Űɖɜ Ŭɟɢɐ Űɞɡ ˊŮɟɘɞɟɘůɛɞɨ əŬŰô ŮɚɎɢɘůŰɞɜ Űɤɜ 

ˊɟɞɜɞɛɑɤɜ ˊɟɧůɓŬůɖɠ (least privilege principle) ůŰɖ ŭɘŬɢŮɑɟɘůɖ ɚɞɔŬɟɘŬůɛɩɜ 

ɢɟɖůŰɩɜ əŬɘ ůŰɘɠ ŭɘŬŭɘəŬůɑŮɠ Ůɚɏɔɢɞɡ ˊɟɧůɓŬůɖɠ.  

 

ɇɞ ˊɟɞůɤˊɘəɧ ˊɞɡ ɞɟɑɕŮŰŬɘ ɜŬ ŭɘŬɢŮɘɟɑɕŮŰŬɘ Űɞɡɠ ŮɝɡˊɖɟŮŰɖŰɏɠ Űɤɜ ȷɟɢɩɜ 

ȾŬŰŬɢɩɟɘůɖɠ ŮɑɜŬɘ Ůˊɑůɖɠ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɞ ɜŬ ŮəŰŮɚŮɑ Űɘɠ ŮɟɔŬůɑŮɠ Űɐɟɖůɖɠ 

ŬɜŰɘɔɟɎűɤɜ ŬůűŬɚŮɑŬɠ Űɤɜ ŬɟɢŮɑɤɜ ůɡɜŬɚɚŬɔɩɜ.  
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5.2.2 ȷɟɘɗɛɧɠ ŬŰɧɛɤɜ ˊɞɡ ŬˊŬɘŰɞɨɜŰŬɘ ŬɜɎ ŮɟɔŬůɑŬ 

Ƀɘ ŮɡŬɑůɗɖŰŮɠ ɚŮɘŰɞɡɟɔɑŮɠ Űɖɠ ɈȹȾ ŬˊŬɘŰɞɨɜ Űɖɜ ŮɜŮɟɔɧ ůɡɛɛŮŰɞɢɐ Ŭˊɧ ŰɞɡɚɎɢɘůŰɞɜ 

ŭɨɞ ŮɝɞɡůɘɞŭɞŰɖɛɏɜŬ ɎŰɞɛŬ  ɔɘŬ ɜŬ ŮəŰŮɚŮůɗŮɑ ɖ ŮɡŬɑůɗɖŰɖ ɚŮɘŰɞɡɟɔɑŬ. ɇŬ ɘŭɘɤŰɘəɎ 

əɚŮɘŭɘɎ Űɖɠ ȷɄ ŬɜŰɘɔɟɎűɞɜŰŬɘ, ŬˊɞɗɖəŮɨɞɜŰŬɘ əŬɘ ŬɜŬəŰɩɜŰŬɘ ɛɧɜɞ Ŭˊɧ Űɞ 

ˊɟɞůɤˊɘəɧ ɛŮ ɏɛˊɘůŰɞɡɠ ɟɧɚɞɡɠ ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ, ŰɞɡɚɎɢɘůŰɞɜ, ŭɘˊɚɧ ɏɚŮɔɢɞ ůŮ 

űɡůɘəɎ ŬůűŬɚɏɠ ˊŮɟɘɓɎɚɚɞɜ. 

5.2.3 ȺɝŬəɟɑɓɤůɖ ŰŬɡŰɧŰɖŰŬɠ ɔɘŬ əɎɗŮ ɟɧɚɞ 

ȰɜŬ ˊɟɧůɤˊɞ ˊɞɡ əŬŰɏɢŮɘ ɏɛˊɘůŰɞ ɟɧɚɞ, ˊɟɏˊŮɘ ɜŬ ŬɜŬɔɜɤɟɑɕŮŰŬɘ/ŰŬɡŰɞˊɞɘŮɑŰŬɘ ůŰɞ 

ɆɨůŰɖɛŬ ȹɘŬɢŮɑɟɘůɖɠ ɄɘůŰɞˊɞɘɖŰɘəɩɜ ˊɟɘɜ ŮəŰŮɚɏůŮɘ ůɡɔəŮəɟɘɛɏɜŬ əŬɗɐəɞɜŰŬ, 

ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ ɛɞɜŬŭɘəɎ ůŰɞɘɢŮɑŬ ˊɟɧůɓŬůɖɠ ˊɞɡ ŭɖɛɘɞɡɟɔɐɗɖəŬɜ ɐ ŬɜŬŰɏɗɖəŬɜ 

ůŮ ŬɡŰɧ Űɞ ˊɟɧůɤˊɞ. 

5.2.4 Ʌɧɚɞɘ ˊɞɡ ŬˊŬɘŰɞɨɜ ŭɘŬɢɤɟɘůɛɧ əŬɗɖəɧɜŰɤɜ 

ɆŰɞ ˊɟɞůɤˊɘəɧ ˊɞɡ ŬɜŬŰɏɗɖəŮ ɞ ɟɧɚɞɠ Űɞɡ çŮɚŮɔəŰɐ ŬůűɎɚŮɘŬɠ ȷɄè ŭŮɜ ŬɜŬŰɑɗŮŰŬɘ 

Ɏɚɚɞɠ ɟɧɚɞɠ ɧŰŬɜ ŮəŰŮɚŮɑ ŭɘŬŭɘəŬůɑŮɠ ˊɞɡ ůɢŮŰɑɕɞɜŰŬɘ ɛŮ ŰŮɚŮŰɐ əɚŮɘŭɘɞɨ ȷɄ. 

 

ũɘŬ ŰŬ EV ɄɘůŰɞˊɞɘɖŰɘəɎ, ɖ HARICA ŮˊɘɓɎɚɚŮɘ Űɞ ŭɘŬɢɤɟɘůɛɧ Űɤɜ əŬɗɖəɧɜŰɤɜ ůŰɞɜ 

ɏɚŮɔɢɞ ŮɔəɡɟɧŰɖŰŬɠ ɔɘŬ ɜŬ ŮɝŬůűŬɚɑůŮɘ ɧŰɘ ɏɜŬ əŬɘ ɛɧɜɞ ɎŰɞɛɞ ŭŮɜ ɛˊɞɟŮɑ ɜŬ əɎɜŮɘ 

Űɞɜ ɏɚŮɔɢɞ ŮɔəɡɟɧŰɖŰŬɠ əŬɘ ɜŬ ŮɔəɟɑɜŮɘ Űɖɜ ɏəŭɞůɖ EV ˊɘůŰɞˊɞɘɖŰɘəɞɨ. ɇŬ ɓɐɛŬŰŬ 

ŰŮɚɘəɐɠ ŭɘŬůŰŬɨɟɤůɖɠ (Final Cross-Correlation) əŬɘ Ůɚɏɔɢɞɡ ɛŮ Űɖɜ ŭɏɞɡůŬ ŮˊɘɛɏɚŮɘŬ 

(Due Diligence), ɧˊɤɠ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɖɜ ȺɜɧŰɖŰŬ 11.13 Űɤɜ Ƀŭɖɔɘɩɜ EV, 

ɀɄɃɅɃɈɁ ɜŬ ˊɟŬɔɛŬŰɞˊɞɘɖɗɞɨɜ Ŭˊɧ Űɞ ɏɜŬ Ŭˊɧ ŰŬ ŬɟɛɧŭɘŬ ɎŰɞɛŬ. ũɘŬ ˊŬɟɎŭŮɘɔɛŬ, 

ɏɜŬɠ Ⱥɘŭɘəɧɠ Ⱥɚɏɔɢɞɡ ȺɔəɡɟɧŰɖŰŬɠ ɛˊɞɟŮɑ ɜŬ ŮɚɏɔɝŮɘ əŬɘ ɜŬ ŮˊŬɚɖɗŮɨůŮɘ ɧɚŮɠ Űɘɠ 

ˊɚɖɟɞűɞɟɑŮɠ Űɞɡ ȷɘŰɞɨɜŰŬ əŬɘ ɏɜŬɠ ŭŮɨŰŮɟɞɠ Ⱥɘŭɘəɧɠ Ⱥɚɏɔɢɞɡ ȺɔəɡɟɧŰɖŰŬɠ ɀɄɃɅȺȽ 

ɜŬ ŮɔəɟɑɜŮɘ Űɖɜ ɏəŭɞůɖ Űɞɡ EV ɄɘůŰɞˊɞɘɖŰɘəɞɨ. 

5.3 ȰɚŮɔɢɞɠ ŬůűŬɚŮɑŬɠ ˊɟɞůɤˊɘəɞɨ 

5.3.1 ɄɟɞůɧɜŰŬ, ŮɛˊŮɘɟɑŬ əŬɘ Ůɘŭɘəɏɠ ŮɝɞɡůɘɞŭɞŰɐůŮɘɠ ˊɞɡ ˊɟɏˊŮɘ Űɞ 
ˊɟɞůɤˊɘəɧ ɜŬ ŭɘŬɗɏŰŮɘ  

ɇɞ ˊɟɞůɤˊɘəɧ ˊɞɡ ɢŮɘɟɑɕŮŰŬɘ ɟɧɚɞɡɠ Űɤɜ ȷɟɢɩɜ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ Űɤɜ ȷɟɢɩɜ 

ȾŬŰŬɢɩɟɘůɖɠ ˊɟɏˊŮɘ ɜŬ ŭɘŬɗɏŰŮɘ ŮɛˊŮɘɟɑŬ ůŮ ɗɏɛŬŰŬ ɣɖűɘŬəɩɜ ˊɘůŰɞˊɞɘɖŰɘəɩɜ əŬɘ ůŮ 

ɗɏɛŬŰŬ Ɉ́ ɞŭɞɛɐɠ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ. Ⱥˊɑůɖɠ, ˊɟɏˊŮɘ ɜŬ ŭɘŬɗɏŰŮɘ ˊɟɞɦˊɖɟŮůɑŬ ůŮ 

ŭɘŬɢŮɑɟɘůɖ ŮɡŬɑůɗɖŰɤɜ ˊɟɞůɤˊɘəɩɜ ŭŮŭɞɛɏɜɤɜ əŬɘ ɔŮɜɘəɎ ŬˊɧɟɟɖŰɤɜ ˊɚɖɟɞűɞɟɘɩɜ. 

ŪŬ ŬˊŬůɢɞɚŮɑŰŬɘ ɘəŬɜɧɠ Ŭɟɘɗɛɧɠ Ŭɜɗɟɩˊɤɜ ɛŮ ɡɣɖɚɐ ŮɝŮɘŭɑəŮɡůɖ. 

 

ȼ HARICA ŮɝŬəɟɘɓɩɜŮɘ Űɖɜ ŰŬɡŰɧŰɖŰŬ əŬɘ Űɖɜ ŬɝɘɞˊɘůŰɑŬ Ůɜɧɠ ŬŰɧɛɞɡ, ˊɟɘɜ Űɖɜ 

ŬˊŬůɢɧɚɖůɐ Űɞɡ ůŰɖ ŭɘŬŭɘəŬůɑŬ ŭɘŬɢŮɑɟɘůɖɠ ɄɘůŰɞˊɞɘɖŰɘəɩɜ, ŮɑŰŮ ɤɠ ɡˊɎɚɚɖɚɞɠ, 

Ůəˊɟɧůɤˊɞɠ ɐ ŬɜŮɝɎɟŰɖŰɞɠ ŮɟɔɞɚɎɓɞɠ. 

5.3.2 ȹɘŬŭɘəŬůɑŮɠ Ůɚɏɔɢɞɡ ˊŬɟŮɚɗɧɜŰɞɠ ɔɘŬ Űɞ ˊɟɞůɤˊɘəɧ Űɤɜ ȷɄ əŬɘ Űɞ 
ɚɞɘˊɧ ˊɟɞůɤˊɘəɧ  

ȷəɞɚɞɡɗŮɑŰŬɘ ɖ əŮɑɛŮɜɖ ɜɞɛɞɗŮůɑŬ əŬɘ Űɞ ˊɚŬɑůɘɞ ˊɞɡ ɘůɢɨŮɘ ɔɘŬ Űɞ ˊɟɞůɤˊɘəɧ Űɞɡ 

əɎɗŮ űɞɟɏŬ ˊɞɡ ŭɘŬɢŮɘɟɑɕŮŰŬɘ ȷɟɢɏɠ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȷɟɢɏɠ ȾŬŰŬɢɩɟɖůɖɠ.  

 

ȳɚŬ ŰŬ ɛɏɚɖ Űɞɡɠ ˊɟɞůɤˊɘəɞɨ ŬˊŬɔɞɟŮɨŮŰŬɘ ɜŬ ɏɢɞɡɜ ůɨɔəɟɞɡůɖ ůɡɛűŮɟɧɜŰɤɜ ɛŮ 

Űɖɜ ɡˊɖɟŮůɑŬ. 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 
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5.3.3 ȷˊŬɘŰɐůŮɘɠ əŬɘ ŭɘŬŭɘəŬůɑŮɠ ŮəˊŬɑŭŮɡůɖɠ  

ɇɞ ˊɟɞůɤˊɘəɧ ˊɞɡ ɚŮɘŰɞɡɟɔŮɑ Űɘɠ ȷɄ ɐ ȷȾ əŬɘ ɏɢŮɘ ˊɟɧůɓŬůɖ ůŮ ŭɘŬŭɘəŬůɑŮɠ 

əɟɡˊŰɞɔɟɎűɖůɖɠ, ŮəˊŬɘŭŮɨŮŰŬɘ əŬɘ əŬŰŬɟŰɑɕŮŰŬɘ ůŮ ɚŮɘŰɞɡɟɔɑŮɠ Űɖɠ ȷɄ/ȷȾ Ŭˊɧ 

Ůɘŭɘəɞɨɠ ůŮ ɗɏɛŬŰŬ ɈȹȾ Űɖɠ HARICA. ũɘŬ Űɞ ůəɞˊɧ ŬɡŰɧ ɡˊɎɟɢŮɘ əŬŰɎɚɚɖɚɖ 

ŰŮəɛɖɟɑɤůɖ ˊɞɡ ˊŮɟɘɔɟɎűŮɘ ɧɚŮɠ Űɘɠ ɚŮɘŰɞɡɟɔɘəɏɠ ŭɘŬŭɘəŬůɑŮɠ Űɖɠ ɡˊɞŭɞɛɐɠ. ɇɞ 

ˊɟɞůɤˊɘəɧ ˊɞɡ ɚŮɘŰɞɡɟɔŮɑ ɛɏůŬ ůŰɖɜ ɈȹȾ HARICA ́ ɟɏˊŮɘ ɜŬ ɔɜɤɟɑɕŮɘ ɛŮŰŬɝɨ Ɏɚɚɤɜ 

əŬɘ ɜŬ əŬŰŬɜɞŮɑ ɧɚŮɠ Űɘɠ ůɢŮŰɘəɏɠ ˊɞɚɘŰɘəɏɠ, ŭɘŬŭɘəŬůɑŮɠ əŬɘ Űɖɜ ˊŬɟɞɨůŬ ɄɞɚɘŰɘəɐ 

ɄɘůŰɞˊɞɑɖůɖɠ/ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ. Ƀɘ ɡˊŮɨɗɡɜɞɘ ŮˊŬɚɐɗŮɡůɖɠ 

ŮəˊŬɘŭŮɨɞɜŰŬɘ əŬɘ ŬɝɘɞɚɞɔɞɨɜŰŬɘ ˊɎɜɤ ůŰŬ əɟɘŰɐɟɘŬ ŮˊŬɚɐɗŮɡůɖɠ EV. 

5.3.4 ȹɘŬŭɘəŬůɑŮɠ əŬɘ ůɡɢɜɧŰɖŰŬ ŮˊŬɜŮəˊŬɘŭŮɨůŮɤɜ 

ɇɞ ˊɟɞůɤˊɘəɧ ˊɞɡ əŬŰɏɢŮɘ ɏɛˊɘůŰɞɡɠ ɟɧɚɞɡɠ ŭɘŬŰɖɟŮɑ ɡɣɖɚɧ ŮˊɑˊŮŭɞ ŭŮɝɘɞŰɐŰɤɜ. 

ȳˊɞŰŮ ɡˊɎɟɢɞɡɜ ɜɏŮɠ ŮɝŮɚɑɝŮɘɠ ůŰɞɜ əɚɎŭɞ Űɖɠ ŰŮɢɜɞɚɞɔɑŬɠ ɈȹȾ ɐ ɚŮɘŰɞɡɟɔɘəɏɠ 

ŬɚɚŬɔɏɠ, ŭɘɞɟɔŬɜɩɜŮŰŬɘ ɏɜŬ ůŮɛɘɜɎɟɘɞ əŬŰɎɟŰɘůɖɠ əŬɘ ɞɘ əŬŰɎɚɚɖɚŮɠ ˊɚɖɟɞűɞɟɑŮɠ 

ŭɘŬɢɏɞɜŰŬɘ ůŰɞ ˊɟɞůɤˊɘəɧ. 

 

ȼ HARICA ŮɜɖɛŮɟɩɜŮɘ Űɞ ˊɟɞůɤˊɘəɧ ˊɞɡ ŮɑɜŬɘ ɡˊŮɨɗɡɜɞ ɔɘŬ 

ŮɝŬəɟɑɓɤůɖ/ŮˊɘɓŮɓŬɑɤůɖ ůŰɞɘɢŮɑɤɜ əŬɘ ŭɘŬɢŮɑɟɘůɖ ɄɘůŰɞˊɞɘɖŰɘəɩɜ, ɔɘŬ ˊŮɟɘůŰŬŰɘəɎ 

ŬůűɎɚŮɘŬɠ Ɏɚɚɤɜ ɄɈȺ ˊɞɡ Ůəŭɑŭɞɡɜ ȹɖɛɧůɘŬ ȰɛˊɘůŰŬ ɄɘůŰɞˊɞɘɖŰɘəɎ, ɧˊɤɠ əŬɘ ɔɘŬ 

əɎɗŮ ůɢŮŰɘəɐ ůɡɕɐŰɖůɖ, ˊɟɞəɚɐůŮɘɠ, ɓɏɚŰɘůŰŮɠ ˊɟŬəŰɘəɏɠ ˊɞɡ ŬɜŬŭŮɘəɜɨɞɜŰŬɘ Ŭˊɧ 

ɞɟɔŬɜɘůɛɞɨɠ ˊɟɞŰɨˊɤɜ ɧˊɤɠ Űɞ CA/Browser Forum, ETSI əŬɘ ENISA. 

5.3.5 ȺɜŬɚɚŬɔɐ əŬɘ ůŮɘɟɎ ŬɚɚŬɔɐɠ ɟɧɚɤɜ 

ȹŮɜ ɞɟɑɕŮŰŬɘ. 

5.3.6 ȾɡɟɩůŮɘɠ ˊɞɡ ŮˊɘɓɎɚɚɞɜŰŬɘ ɔɘŬ ɛɖ ŮɝɞɡůɘɞŭɞŰɖɛɏɜŮɠ ŮɜɏɟɔŮɘŮɠ 

ȷəɞɚɞɡɗɞɨɜŰŬɘ ɧɚŮɠ ɞɘ ɜɧɛɘɛŮɠ ŭɘŬŭɘəŬůɑŮɠ ˊɞɡ ˊɟɞɓɚɏˊɞɜŰŬɘ ɔɘŬ ůɡɔəŮəɟɘɛɏɜŬ 

ŬŭɘəɐɛŬŰŬ, ůɡɛˊŮɟɘɚŬɛɓŬɜɞɛɏɜɤɜ ˊŮɘɗŬɟɢɘəɩɜ ˊɞɘɜɩɜ ůɨɛűɤɜŬ ɛŮ Űɖɜ ɄɞɚɘŰɘəɐ 

ȷůűɎɚŮɘŬɠ Űɖɠ HARICA əŬɘ Űɘɠ ŮůɤŰŮɟɘəɏɠ ŭɘŬŭɘəŬůɑŮɠ. 

5.3.7 ȰɚŮɔɢɞɠ ůŮ ˊɟɞůɤˊɘəɧ ŮɝɤŰŮɟɘəɩɜ ŮɟɔɞɚɎɓɤɜ ˊɞɡ ŮɟɔɎɕɞɜŰŬɘ ŮəŰɧɠ 

Űɖɠ GUnet əŬɘ ŮɛˊɚɏəɞɜŰŬɘ ɛŮ Űɖɜ ɈȹȾ HARICA  

ɆŮ ˊŮɟɑˊŰɤůɖ ˊɞɡ ɖ HARICA ˊɟɞůɚŬɛɓɎɜŮɘ ŮɝɤŰŮɟɘəɧ ŮɟɔɞɚɎɓɞ ɔɘŬ ŮˊɘɗŮɩɟɖůɖ ɐ 

ɎɚɚŮɠ ŮɟɔŬůɑŮɠ, ɞ ŮɟɔɞɚɎɓɞɠ ɗŬ ˊɟɏˊŮɘ ɜŬ ɡˊɞɔɟɎűŮɘ ɆɨɛɓŬůɖ ȺɛˊɘůŰŮɡŰɘəɧŰɖŰŬɠ. ɇɞ 

ɑŭɘɞ ɘůɢɨŮɘ əŬɘ ůŰɘɠ ˊŮɟɘˊŰɩůŮɘɠ Ůɚɏɔɢɤɜ ɛɏůɤ ɞɛɎŭŬɠ ȺɝɤŰŮɟɘəɩɜ ȺɚŮɔəŰɩɜ 

(External Auditors).  

 

ȼ HARICA ɗŬ ˊɟɏˊŮɘ ɜŬ ŮˊŬɚɖɗŮɨůŮɘ ɧŰɘ Űɞ Ʉɟɞůɤˊɘəɧ ȺɝɞɡůɘɞŭɞŰɖɛɏɜɞɡ ɇɟɑŰɞɡ 

ȺŰŬɑɟɞɡ ˊɞɡ ŮɛˊɚɏəŮŰŬɘ ůŰɖɜ ɏəŭɞůɖ Ůɜɧɠ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ˊɚɖɟɞɑ Űɘɠ ŬˊŬɘŰɐůŮɘɠ 

ŮəˊŬɑŭŮɡůɖɠ əŬɘ ˊɟɞůɧɜŰɤɜ ˊɞɡ ˊŮɟɘɔɟɎűɞɜŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 5.3.35.3.3 əŬɘ Űɘɠ 

ŬˊŬɘŰɐůŮɘɠ ŭɘŬŰɐɟɖůɖɠ ŮɔɔɟɎűɤɜ əŬɘ əŬŰŬɔɟŬűɐɠ ůɡɛɓɎɜŰɤɜ Űɖɠ ˊŬɟŬɔɟɎűɞɡ 5.4.1 

əŬɘ 5.5.1. 

5.3.8 ɇŮəɛɖɟɑɤůɖ ˊɞɡ ˊŬɟɏɢŮŰŬɘ ůŰɞ ˊɟɞůɤˊɘəɧ əŬŰɎ Űɖ ŭɘɎɟəŮɘŬ 

ŮəˊŬɑŭŮɡůɖɠ 

ɆɢŮŰɘəɧ ɡɚɘəɧ ŰŮəɛɖɟɑɤůɖɠ ɓɟɑůəŮŰŬɘ ŭɘŬɗɏůɘɛɞ ůŰɞɡɠ ŮəˊŬɘŭŮɡɧɛŮɜɞɡɠ ˊɞɡ 

ŬɜŬɚŬɛɓɎɜɞɡɜ ůɡɔəŮəɟɘɛɏɜɞɡɠ ɟɧɚɞɡɠ ɛɏůŬ ůŰɖɜ ɈȹȾ HARICA. 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 
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5.4 ȹɘŬŭɘəŬůɑŮɠ ˊŬɟŬəɞɚɞɨɗɖůɖɠ ůɡɜŬɚɚŬɔɩɜ ůɡɛɓɎɜŰɤɜ 

5.4.1 ɇɨˊɞɘ ůɡɜŬɚɚŬɔɩɜ-ůɡɛɓɎɜŰɤɜ ˊɞɡ əŬŰŬɔɟɎűɞɜŰŬɘ 

ɇŬ ůɡůŰɐɛŬŰŬ Űɖɠ ɈȹȾ HARICA əŬŰŬɔɟɎűɞɡɜ ɧɚŮɠ Űɘɠ ůɡɜŬɚɚŬɔɏɠ ˊɞɡ ůɢŮŰɑɕɞɜŰŬɘ 

ɛŮ ŬɘŰɐůŮɘɠ ɏəŭɞůɖɠ ́ ɘůŰɞˊɞɘɖŰɘəɞɨ, ɏəŭɞůɖ ɐ ŬɜɎəɚɖůɖ ˊɘůŰɞˊɞɘɖŰɘəɩɜ, ɏəŭɞůɖ Űɤɜ 

ȿȷɄ, ɏəŭɞůɖ ɐ ŬɜɎəɚɖůɖ Űɤɜ ɄɘůŰɞˊɞɘɖŰɘəɩɜ Űɤɜ ȷɄ əŬɘ ɧɚŮɠ Űɘɠ ˊɚɖɟɞűɞɟɑŮɠ ˊɞɡ 

ŬɜŰŬɚɚɎɢɗɖəŬɜ ɛŮ Űɖɜ ȷɟɢɐ ȾŬŰŬɢɩɟɘůɖɠ. Ⱥˊɑůɖɠ, əŬŰŬɔɟɎűɞɜŰŬɘ ůŮ ɧɚɞɡɠ Űɞɡɠ 

ŮɝɡˊɖɟŮŰɖŰɏɠ Űɖɠ ɈȹȾ HARICA ɞɘ ŭɘŮɟɔŬůɑŮɠ Űɤɜ ɚŮɘŰɞɡɟɔɘəɩɜ ůɡůŰɖɛɎŰɤɜ,  ɞɘ 

ˊɟɞůˊɎɗŮɘŮɠ Ůɚɏɔɢɞɡ Ůɘůɧŭɞɡ, ɞɘ HTTP ůɡɜŭɏůŮɘɠ ɛŮ Űɞɡɠ ŮɝɡˊɖɟŮŰɖŰɏɠ ɘůŰɞůŮɚɑŭɤɜ 

ə.Ŭ. 

 

Ʉɘɞ ůɡɔəŮəɟɘɛɏɜŬ, ɖ HARICA əŬɘ əɎɗŮ ȺɝɞɡůɘɞŭɞŰɖɛɏɜɞɠ ɇɟɑŰɞɠ ȺŰŬɑɟɞɠ ɗŬ 

əŬŰŬɔɟɎűŮɘ ɔŮɔɞɜɧŰŬ ˊɞɡ ůɢŮŰɑɕɞɜŰŬɘ ɛŮ Űɖɜ ŬůűɎɚŮɘŬ Űɤɜ ɆɡůŰɖɛɎŰɤɜ 

ɄɘůŰɞˊɞɘɖŰɘəɩɜ, Űɤɜ ɆɡůŰɖɛɎŰɤɜ ȹɘŬɢŮɑɟɘůɖɠ ɄɘůŰɞˊɞɘɖŰɘəɩɜ, Űɤɜ ɆɡůŰɖɛɎŰɤɜ 

ȾŮɜŰɟɘəɩɜ ȷɄ əŬɘ Űɤɜ ɆɡůŰɖɛɎŰɤɜ ȰɛˊɘůŰɤɜ ɇɟɑŰɤɜ ɀŮɟɩɜ. ȼ HARICA əŬɘ ŰŬ 

ȰɛˊɘůŰŬ ɇɟɑŰŬ ɀɏɟɖ əŬŰŬɔɟɎűɞɡɜ ɔŮɔɞɜɧŰŬ ůɢŮŰɘəɎ ɛŮ Űɘɠ ŮɜɏɟɔŮɘŮɠ ŮˊŮɝŮɟɔŬůɑŬɠ 

ŬɘŰɐɛŬŰɞɠ ɔɘŬ ɏəŭɞůɖ ɄɘůŰɞˊɞɘɖŰɘəɞɨ, ˊŮɟɘɚŬɛɓɎɜɞɜŰŬɠ ůŰɞɘɢŮɑŬ ˊɞɡ ůɢŮŰɑɕɞɜŰŬɘ ɛŮ 

Űɞ ŬɑŰɖɛŬ, ɩɟŬ, ɖɛŮɟɞɛɖɜɑŬ, əŬɗɩɠ əŬɘ Űɞ ˊɟɞůɤˊɘəɧ ˊɞɡ ŬˊŬůɢɞɚɐɗɖəŮ. ȼ HARICA 

ɗŬ ˊŬɟɏɢŮɘ ŰŬ ůɡɔəŮəɟɘɛɏɜŬ ůŰɞɘɢŮɑŬ ůŰɞɜ ūɞɟɏŬ ȺˊɘɗŮɩɟɖůɖɠ ɤɠ ŬˊɞŭŮɘəŰɘəɎ 

ůŰɞɘɢŮɑŬ ůɡɛɛɧɟűɤůɖɠ ɛŮ Űɖɜ ɄɄ/ȹȹɄ. 

 

ȼ HARICA ɗŬ əŬŰŬɔɟɎűŮɘ əŬŰô ŮɚɎɢɘůŰɞ ŰŬ ŬəɧɚɞɡɗŬ ɔŮɔɞɜɧŰŬ ˊɞɡ ůɢŮŰɑɕɞɜŰŬɘ ɛŮ: 

1. ɄɘůŰɞˊɞɘɖŰɘəɎ ȷɟɢɩɜ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ Űɞɜ əɨəɚɞ ɕɤɐɠ Űɤɜ əɚŮɘŭɘɩɜ Űɞɡɠ, 

ůɡɛˊŮɟɘɚŬɛɓɎɜɞɜŰŬɠ ˊɚɖɟɞűɞɟɑŮɠ ɔɘŬ: 

1. ȹɖɛɘɞɡɟɔɑŬ əɚŮɘŭɘɩɜ, ŬɜŰɑɔɟŬűŬ ŬůűŬɚŮɑŬɠ, ŬˊɞɗɐəŮɡůɖ, ŬɜɎəŰɖůɖ, 

ŬɟɢŮɘɞɗɏŰɖůɖ əŬɘ əŬŰŬůŰɟɞűɐ, 

2. ȷɘŰɐɛŬŰŬ ɄɘůŰɞˊɞɘɖŰɘəɩɜ, ŬɜŬɜŮɩůŮɘɠ, ŬɚɚŬɔɐ əɚŮɘŭɘɩɜ əŬɘ ŬɜɎəɚɖůɖ,  

3. Ȱɔəɟɘůɖ əŬɘ Ŭˊɧɟɟɘɣɖ ŬɘŰɖɛɎŰɤɜ ˊɘůŰɞˊɞɘɖŰɘəɩɜ, 

4. ɇɞɜ əɨəɚɞ ɕɤɐɠ ŭɘŬɢŮɑɟɘůɖɠ əɟɡˊŰɞɔɟŬűɘəɩɜ ůɡůəŮɡɩɜ, 

5. ȹɖɛɘɞɡɟɔɑŬ ȿɘůŰɩɜ ȷɜɎəɚɖůɖɠ ɄɘůŰɞˊɞɘɖŰɘəɩɜ, 

6. ɈˊɞɔɟŬűɐ Űɤɜ ŬˊŬɜŰɐůŮɤɜ OCSP (ɧˊɤɠ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɘɠ ŮɜɧŰɖŰŮɠ 4.9 

əŬɘ 4.10), əŬɘ 

7. ȺɘůŬɔɤɔɐ ɜɏɤɜ Ʉɟɞűɑɚ ɄɘůŰɞˊɞɘɖŰɘəɩɜ əŬɘ Űɖɜ ŭɘŬəɞˊɐ ɢɟɐůɖɠ 

ɡűɘůŰɎɛŮɜɤɜ Ʉɟɞűɑɚ ɄɘůŰɞˊɞɘɖŰɘəɩɜ. 

2. ɇŮɚɘəɎ ɄɘůŰɞˊɞɘɖŰɘəɎ ɆɡɜŭɟɞɛɖŰɩɜ ůɡɛˊŮɟɘɚŬɛɓɎɜɞɜŰŬɠ ˊɚɖɟɞűɞɟɑŮɠ ɔɘŬ: 

1. ȷɘŰɐɛŬŰŬ ɄɘůŰɞˊɞɘɖŰɘəɩɜ, ŬɜŬɜŮɩůŮɘɠ, ŬɚɚŬɔɐ əɚŮɘŭɘɩɜ əŬɘ ŬɜɎəɚɖůɖ, 

2. ɇɘɠ ŮɜɏɟɔŮɘŮɠ ŮɝŬəɟɑɓɤůɖɠ ˊɞɡ ˊŮɟɘɔɟɎűɞɜŰŬɘ ůŰɖɜ ˊŬɟɞɨůŬ ɄɄ/ȹȹɄ, 

3. Ȱɔəɟɘůɖ əŬɘ Ŭˊɧɟɟɘɣɖ ŬɘŰɖɛɎŰɤɜ ˊɘůŰɞˊɞɘɖŰɘəɩɜ, 

4. Ȱəŭɞůɖ Űɤɜ ɄɘůŰɞˊɞɘɖŰɘəɩɜ, 

5. ȹɖɛɘɞɡɟɔɑŬ ȿɘůŰɩɜ ȷɜɎəɚɖůɖɠ ɄɘůŰɞˊɞɘɖŰɘəɩɜ əŬɘ ŮɔɔɟŬűɩɜ OCSP, əŬɘ 

6. ɈˊɞɔɟŬűɐ Űɤɜ ŬˊŬɜŰɐůŮɤɜ OCSP (ɧˊɤɠ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɘɠ ŮɜɧŰɖŰŮɠ 4.9 

əŬɘ 4.10) 

7. ɄɟɞůˊɎɗŮɘŮɠ ȺˊɘɓŮɓŬɑɤůɖɠ Ȱəŭɞůɖɠ Ŭˊɧ ɄɞɚɚŬˊɚɏɠ ɃˊŰɘəɏɠ Ŭˊɧ əɎɗŮ 
ȹɘəŰɡŬəɐ ɃˊŰɘəɐ, ɛŮ ŮɚɎɢɘůŰɖ əŬŰŬɔɟŬűɐ Űɤɜ Ůɝɐɠ ˊɚɖɟɞűɞɟɘɩɜ: 

a) ŬɜŬɔɜɤɟɘůŰɘəɧ ˊɞɡ ˊɟɞůŭɘɞɟɑɕŮɘ ɛɞɜŬŭɘəɎ Űɖ ȹɘəŰɡŬəɐ ɃˊŰɘəɐ,  

b) Űɞ ŬɘŰɞɨɛŮɜɞ ɧɜɞɛŬ ɢɩɟɞɡ əŬɘ/ɐ ŭɘŮɨɗɡɜůɖ IP, əŬɘ 

c) Űɞ ŬˊɞŰɏɚŮůɛŬ Űɖɠ ˊɟɞůˊɎɗŮɘŬɠ (ˊ.ɢ. çŮˊɘŰɡɢɑŬ/ŬˊɞŰɡɢɑŬ 

ŮˊŬɚɐɗŮɡůɖɠè, çɎŭŮɘŬ/ŬˊŬɔɧɟŮɡůɖ CAAè). 
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8. ȷˊɞŰŮɚɏůɛŬŰŬ quorum ȺˊɘɓŮɓŬɑɤůɖɠ Ȱəŭɞůɖɠ Ŭˊɧ ɄɞɚɚŬˊɚɏɠ ɃˊŰɘəɏɠ 
ɔɘŬ əɎɗŮ ŬɘŰɞɨɛŮɜɞ ɧɜɞɛŬ ɢɩɟɞɡ ɐ ŭɘŮɨɗɡɜůɖ IP ˊɞɡ ˊŮɟɘɚŬɛɓɎɜŮŰŬɘ ůŮ 

ŬɑŰɖɛŬ ɄɘůŰɞˊɞɘɖŰɘəɞɨ (ˊ.ɢ. ç3/4è, Űɞ ɞˊɞɑɞ ŮɟɛɖɜŮɨŮŰŬɘ ɤɠ çɇɟŮɘɠ (3) 

Ŭˊɧ Űɘɠ ŰɏůůŮɟɘɠ (4) ȹɘəŰɡŬəɏɠ ɃˊŰɘəɏɠ ŮˊɘɓŮɓŬɑɤůŬɜ ŰŬ ůɡɛˊŮɟɎůɛŬŰŬ 

Űɖɠ ȾɨɟɘŬɠ ȹɘəŰɡŬəɐɠ ɃˊŰɘəɐɠè). 

3. ɆɡɛɓɎɜŰŬ ŬůűɎɚŮɘŬɠ, ůɡɛˊŮɟɘɚŬɛɓɎɜɞɜŰŬɠ ˊɚɖɟɞűɞɟɑŮɠ ɔɘŬ: 

1. ȺˊɘŰɡɢɐ əŬɘ ŬˊɞŰɡɢɖɛɏɜɖ ŬˊɧˊŮɘɟŬ ˊɟɧůɓŬůɖɠ ůŮ ůɡůŰɐɛŬŰŬ Űɖɠ 

Ɉˊɞŭɞɛɐɠ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ, 

2. ȺɜɏɟɔŮɘŮɠ ůɢŮŰɘəɎ ɛŮ Űɞ ůɨůŰɖɛŬ ŬůűɎɚŮɘŬɠ Űɖɠ ɈȹȾ, 

3. ȷɚɚŬɔɏɠ ůŰɞ ˊɟɞűɑɚ ŬůűɎɚŮɘŬɠ, 

4. ȺɔəŬŰɎůŰŬůɖ, Ůɜɖɛɏɟɤůɖ əŬɘ ŬűŬɑɟŮůɖ ɚɞɔɘůɛɘəɞɨ ůŮ ůɡůŰɐɛŬŰŬ 

ŭɘŬɢŮɑɟɘůɖɠ ɄɘůŰɞˊɞɘɖŰɘəɩɜ, 

5. ɄŮɟɘˊŰɩůŮɘɠ ˊɞɡ ůɡůŰɐɛŬŰŬ ŭŮɜ ŬɜŰŬˊɞəɟɑɜɞɜŰŬɘ, ŬůŰɞɢɑŮɠ ɡɚɘəɞɨ ɐ 

ɎɚɚŮɠ ŬɜɤɛŬɚɑŮɠ Űɤɜ ůɡůŰɖɛɎŰɤɜ, 

6. ɆɢŮŰɘəɏɠ ŮɜɏɟɔŮɘŮɠ ˊɞɡ Ŭűɞɟɞɨɜ ŭɘŮɟɔŬůɑŮɠ ŭɟɞɛɞɚɞɔɖŰɩɜ əŬɘ ŰŮɘɢɩɜ 

ˊɟɞůŰŬůɑŬɠ (ɧˊɤɠ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 5.4.1.1), 

7. Ⱥɑůɞŭɞ əŬɘ ɏɝɞŭɞ Ŭˊɧ Űɞɡɠ ɢɩɟɞɡɠ Űɤɜ ȷɄ. 

ɇŬ ŭŮŭɞɛɏɜŬ ůɡɜŬɚɚŬɔɩɜ ɗŬ ˊŮɟɘɚŬɛɓɎɜɞɡɜ ŰŬ ŬəɧɚɞɡɗŬ ůŰɞɘɢŮɑŬ: 

1. ȼɛŮɟɞɛɖɜɑŬ əŬɘ ɩɟŬ Űɞɡ ůɡɛɓɎɜŰɞɠ, 

2. ȷɜŬɔɜɤɟɘůŰɘəɧ Űɞɡ ˊɟɞůɩˊɞɡ ˊɞɡ ˊɟŬɔɛŬŰɞˊɞɘŮɑ Űɖɜ Ůɜɖɛɏɟɤůɖ Űɞɡ ŬɟɢŮɑɞɡ 

ůɡɜŬɚɚŬɔɩɜ əŬɘ  

3. ɄŮɟɘɔɟŬűɐ Űɞɡ ůɡɛɓɎɜŰɞɠ. 

ȳɚŬ ŰŬ ůɡůŰɐɛŬŰŬ ˊɞɡ əŬŰŬɔɟɎűɞɡɜ ŭŮŭɞɛɏɜŬ ŮɑɜŬɘ ůɡɔɢɟɞɜɘůɛɏɜŬ ɛɏůɤ 

ˊɟɤŰɞəɧɚɚɞɡ NTP (Network Time Protocol). 

 ɆɡɛɓɎɜŰŬ ŮɜŮɟɔŮɘɩɜ Űɤɜ ŭɟɞɛɞɚɞɔɖŰɩɜ əŬɘ Űɤɜ ŰŮɘɢɩɜ ˊɟɞůŰŬůɑŬɠ 

 

ȼ əŬŰŬɔɟŬűɐ ŭɟŬůŰɖɟɘɞŰɐŰɤɜ Űɤɜ ŭɟɞɛɞɚɞɔɖŰɩɜ əŬɘ Űɤɜ ŰŮɘɢɩɜ ˊɟɞůŰŬůɑŬɠ 

ŬˊŬɟŬɑŰɖŰɖ ́ ɟɞɦˊɧɗŮůɖ ɩůŰŮ ɜŬ ˊɚɖɟɞɨɜŰŬɘ ɞɘ ŬˊŬɘŰɐůŮɘɠ Űɖɠ ˊŬɟŬɔɟɎűɞɡ 5.4.1, Űɖɠ 

ɡˊɞˊŬɟŬɔɟɎűɞɡ 3.6 ɄɅȺɄȺȽ əŬŰô ŮɚɎɢɘůŰɞ ɜŬ ˊŮɟɘɚŬɛɓɎɜɞɡɜ: 

 

1. ȺˊɘŰɡɢŮɑɠ əŬɘ ŬɜŮˊɘŰɡɢŮɑɠ ˊɟɞůˊɎɗŮɘŮɠ ůɨɜŭŮůɖɠ ůŰɞɡɠ ŭɟɞɛɞɚɞɔɖŰɏɠ əŬɘ ůŰŬ 
ŰŮɑɢɖ ˊɟɞůŰŬůɑŬɠ, əŬɘ 

2. ȾŬŰŬɔɟŬűɐ ɧɚɤɜ Űɤɜ ŭɘŬɢŮɘɟɘůŰɘəɩɜ ŮɜŮɟɔŮɘɩɜ ˊɞɡ ŮəŰŮɚɞɨɜŰŬɘ ůŰɞɡɠ 
ŭɟɞɛɞɚɞɔɖŰɏɠ əŬɘ ůŰŬ ŰŮɑɢɖ ˊɟɞůŰŬůɑŬɠ, əŬɘ 

3. ȾŬŰŬɔɟŬűɐ ɧɚɤɜ Űɤɜ ŬɚɚŬɔɩɜ ˊɞɡ ɔɑɜɞɜŰŬɘ ůŰɞɡɠ əŬɜɧɜŮɠ Űɤɜ ŰŮɘɢɩɜ 
ˊɟɞůŰŬůɑŬɠ ůɡɛˊŮɟɘɚŬɛɓŬɜɞɛɏɜɤɜ Űɤɜ ˊɟɞůɗɖəɩɜ, ŰɟɞˊɞˊɞɘɐůŮɤɜ əŬɘ 

ŭɘŬɔɟŬűɩɜ, əŬɘ 

4. ȾŬŰŬɔɟŬűɐ ɧɚɤɜ Űɤɜ ůɡɛɓɎɜŰɤɜ əŬɘ ůűŬɚɛɎŰɤɜ, ůɡɛˊŮɟɘɚŬɛɓŬɜɞɛɏɜɤɜ Űɤɜ 
ŬůŰɞɢɘɩɜ ɡɚɘəɞɨ, ůűŬɚɛɎŰɤɜ ɚɞɔɘůɛɘəɞɨ əŬɘ ŮˊŬɜŮəəɘɜɐůŮɤɜ Űɞɡ ůɡůŰɐɛŬŰɞɠ  

5.4.2 ɆɡɢɜɧŰɖŰŬ ŬɟɢŮɘɞɗɏŰɖůɖɠ Űɤɜ ŮˊŮɝŮɟɔŬůɛɏɜɤɜ ůɡɜŬɚɚŬɔɩɜ-

ůɡɛɓɎɜŰɤɜ ŮˊɘɗŮɩɟɖůɖɠ 

ɇɞ ůɨůŰɖɛŬ ŬɟɢŮɘɞɗŮŰŮɑ əŬɗɖɛŮɟɘɜɎ ɧɚŮɠ Űɘɠ ůɡɜŬɚɚŬɔɏɠ. 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 
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5.4.3 ȹɘɎůŰɖɛŬ Űɐɟɖůɖɠ Űɞɡ ŬɟɢŮɑɞɡ ůɡɜŬɚɚŬɔɩɜ-ůɡɛɓɎɜŰɤɜ 

ȼ HARICA əŬɘ əɎɗŮ ȰɛˊɘůŰɞ ɇɟɑŰɞ ɀɏɟɞɠ ɗŬ ŭɘŬŰɖɟŮɑ ɔɘŬ ŰɞɡɚɎɢɘůŰɞɜ ŭɨɞ (2) 

ɢɟɧɜɘŬ: 

1. ɆɡɜŬɚɚŬɔɏɠ-ůɡɛɓɎɜŰŬ ́ ɞɡ ůɢŮŰɑɕɞɜŰŬɘ ɛŮ ɄɘůŰɞˊɞɘɖŰɘəɎ ȷɄ əŬɘ Űɞɜ əɨəɚɞ ɕɤɐɠ 

Űɤɜ əɚŮɘŭɘɩɜ, ɧˊɤɠ ˊŮɟɘɔɟɎűɞɜŰŬɘ ůŰɖɜ ŮɜɧŰɖŰŬ 5.4.1 (1), ɏˊŮɘŰŬ Ŭˊɧ:  

1. ɇɖɜ əŬŰŬůŰɟɞűɐ Űɞɡ ȽŭɘɤŰɘəɞɨ ȾɚŮɘŭɘɞɨ Űɖɠ ȷɟɢɐɠ ɄɘůŰɞˊɞɑɖůɖɠ, ɐ  

2. ɇɖɜ ŬɜɎəɚɖůɖ ɐ ɚɐɝɖ Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ Űɖɠ ȷɟɢɐɠ ɄɘůŰɞˊɞɑɖůɖɠ ůŰɖɜ 

ɞɛɎŭŬ ɄɘůŰɞˊɞɘɖŰɘəɩɜ ŰŬ ɞˊɞɑŬ ˊŮɟɘɚŬɛɓɎɜɞɡɜ Űɖɜ ŮˊɏəŰŬůɖ X.509v3 

basicConstraints  ɛŮ Űɞ ˊŮŭɑɞ cA ɟɡɗɛɘůɛɏɜɞ ɤɠ true, ɏɢɞɜŰŬɠ Űɞ ɑŭɘɞ 

ȹɖɛɧůɘɞ ȾɚŮɘŭɑ ˊɞɡ ŬɜŰɘůŰɞɘɢŮɑ ůŰɞ ȽŭɘɤŰɘəɧ ȾɚŮɘŭɑ Űɖɠ ȷɄ, 

2. ɆɡɜŬɚɚŬɔɏɠ-ůɡɛɓɎɜŰŬ ˊɞɡ ůɢŮŰɑɕɞɜŰŬɘ ɛŮ Űɞɜ əɨəɚɞ ɕɤɐɠ ŰŮɚɘəɩɜ 

ɄɘůŰɞˊɞɘɖŰɘəɩɜ ɆɡɜŭɟɞɛɖŰɩɜ, ɧˊɤɠ ˊŮɟɘɔɟɎűɞɜŰŬɘ ůŰɖɜ ŮɜɧŰɖŰŬ 5.4.1 (2), 

ɏˊŮɘŰŬ Ŭˊɧ Űɖɜ ɚɐɝɖ Űɤɜ ŰŮɚɘəɩɜ ɄɘůŰɞˊɞɘɖŰɘəɩɜ; 

3. ɃˊɞɘŬŭɐˊɞŰŮ ůɡɜŬɚɚŬɔɐ ˊɞɡ ůɢŮŰɑɕŮŰŬɘ ɛŮ ůɡɛɓɎɜŰŬ ŬůűɎɚŮɘŬɠ ɧˊɤɠ 

ˊŮɟɘɔɟɎűɞɜŰŬɘ ůŰɖɜ ŮɜɧŰɖŰŬ 5.4.1 (3) ɛŮŰɎ Űɞ ůɡɛɓɎɜ. 

ɇŬ ŬɟɢŮɑŬ ůɡɜŬɚɚŬɔɩɜ-ůɡɛɓɎɜŰɤɜ ŰɖɟɞɨɜŰŬɘ ɔɘŬ ɢɟɞɜɘəɧ ŭɘɎůŰɖɛŬ ŭɨɞ (2) ŮŰɩɜ, 

ɩůŰŮ ɜŬ ŮɑɜŬɘ ŭɘŬɗɏůɘɛŬ ɔɘŬ ŮɜŭŮɢɧɛŮɜɞ ɜɧɛɘɛɞ ɏɚŮɔɢɞ. ɇɞ ŭɘɎůŰɖɛŬ ŬɡŰɧ ŭɨɜŬŰŬɘ ɜŬ 

ŰɟɞˊɞˊɞɘɖɗŮɑ ŬɜɎɚɞɔŬ ɛŮ Űɘɠ ŮɝŮɚɑɝŮɘɠ Űɖɠ ůɢŮŰɘəɐɠ ɜɞɛɞɗŮůɑŬɠ. ɆɡɛɓɎɜŰŬ ˊɞɡ 

ůɢŮŰɑɕɞɜŰŬɘ ɛŮ Űɞɜ əɨəɚɞ ɕɤɐɠ Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ, ɏɔɔɟŬűŬ ˊɞɚɘŰɘəɐɠ/ŭɘŬŭɘəŬůɑɤɜ, 

ŰŮɚŮŰɏɠ ȾɚŮɘŭɘɞɨ ŮɑɜŬɘ ŬɟɢŮɘɞɗŮŰɖɛɏɜŬ əŬɘ ŭɘŬŰɖɟɞɨɜŰŬɘ  ɔɘŬ ɧůɞ ɞɟɑɕŮŰŬɘ ůŰɖɜ 

ˊŬɟɎɔɟŬűɞ 5.5.2.  

5.4.4 ɄɟɞůŰŬůɑŬ Űɞɡ ŬɟɢŮɑɞɡ ůɡɜŬɚɚŬɔɩɜ-ůɡɛɓɎɜŰɤɜ 

ȹŮɜ ŮˊɘŰɟɏˊŮŰŬɘ ɖ ˊɟɧůɓŬůɖ ůŰɞ ŬɟɢŮɑɞ ůɡɜŬɚɚŬɔɩɜ ˊŬɟɎ ɛɧɜɞ ɔɘŬ ŬɜɎɔɜɤůɖ əŬɘ 

ˊɟɞůɗɐəɖ Ŭˊɧ ŮɝɞɡůɘɞŭɞŰɖɛɏɜŬ ůɡůŰɐɛŬŰŬ əŬɘ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɞ ˊɟɞůɤˊɘəɧ. ȹŮɜ 

ŮˊɘŰɟɏˊɞɜŰŬɘ ŭɘŬɔɟŬűɏɠ ŮɔɔɟŬűɩɜ Űɞɡ ŬɟɢŮɑɞɡ. ɄɞɚɚŬˊɚɎ ŬɜŰɑɔɟŬűŬ ŬɟɢŮɑɤɜ 

ůɡɜŬɚɚŬɔɩɜ-ůɡɛɓɎɜŰɤɜ ŬˊɞɗɖəŮɨɞɜŰŬɘ ůŮ ŭɘŬűɞɟŮŰɘəɏɠ ŰɞˊɞɗŮůɑŮɠ əŬɘ 

ˊɟɞůŰŬŰŮɨɞɜŰŬɘ ɛŮ əŬŰɎɚɚɖɚɞɡɠ űɡůɘəɞɨɠ əŬɘ ɚɞɔɘəɞɨɠ Ůɚɏɔɢɞɡɠ ˊɟɧůɓŬůɖɠ. 

5.4.5 ȹɘŬŭɘəŬůɑŮɠ ŬɜŰɘɔɟɎűɤɜ ŬůűŬɚŮɑŬɠ ŬɟɢŮɑɤɜ ůɡɜŬɚɚŬɔɩɜ- 

ůɡɛɓɎɜŰɤɜ 

ɇɖɟŮɑŰŬɘ ŬɜŰɑɔɟŬűɞ ŬůűŬɚŮɑŬɠ Űɞɡ ŬɟɢŮɑɞɡ ůɡɜŬɚɚŬɔɩɜ-ůɡɛɓɎɜŰɤɜ ůŮ ŭɘŬűɞɟŮŰɘəɐ 

ŰɞˊɞɗŮůɑŬ ůŮ əŬŰɎůŰŬůɖ ɛɧɜɞ ɔɘŬ ŬɜɎɔɜɤůɖ, ˊɞɡ ˊɟɞůŰŬŰŮɨŮŰŬɘ ɛŮ Ůɚɏɔɢɞɡɠ űɡůɘəɐɠ 

əŬɘ ɚɞɔɘəɐɠ ˊɟɧůɓŬůɖɠ. 

5.4.6 ɆɨůŰɖɛŬ ůɡɔəɏɜŰɟɤůɖɠ ŬɟɢŮɑɤɜ ůɡɜŬɚɚŬɔɩɜ-ůɡɛɓɎɜŰɤɜ 

(ŮůɤŰŮɟɘəɧ ɐ ŮɝɤŰŮɟɘəɧ ůŮ ůɢɏůɖ ɛŮ Űɖɜ ɞɜŰɧŰɖŰŬ) 

ȹŮɜ ɞɟɑɕŮŰŬɘ. 

5.4.7 Ⱥɜɖɛɏɟɤůɖ Űɞɡ ɡˊɞəŮɘɛɏɜɞɡ ˊɞɡ ˊɟɞəɎɚŮůŮ əŬŰŬɔɟŬűɐ 

ůɡɜŬɚɚŬɔɐɠ-ůɡɛɓɎɜŰɞɠ, ɔɘŬ Űɖɜ ɨˊŬɟɝɖ Űɖɠ əŬŰŬɔɟŬűɐɠ 

ȹŮɜ ɞɟɑɕŮŰŬɘ. 

5.4.8 ȷɝɘɞɚɞɔɐůŮɘɠ ŮɡˊɎɗŮɘŬɠ Űɞɡ ůɡůŰɐɛŬŰɞɠ əŬŰŬɔɟŬűɐɠ ůɡɜŬɚɚŬɔɩɜ-

ůɡɛɓɎɜŰɤɜ 

ȼ HARICA ˊɟŬɔɛŬŰɞˊɞɘŮɑ ŮŰɐůɘŬ ȷɝɘɞɚɧɔɖůɖ Ⱦɘɜŭɨɜɤɜ ˊɞɡ 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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1. ȷɜŬɔɜɤɟɑɕŮɘ ˊɟɞɓɚɏɣɘɛŮɠ ŮůɤŰŮɟɘəɏɠ əɘ ŮɝɤŰŮɟɘəɏɠ ŬˊŮɘɚɏɠ ˊɞɡ ɗŬ 
ŮɑɢŬɜ ɤɠ ŬˊɞŰɏɚŮůɛŬ ɛɖ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɖ ˊɟɧůɓŬůɖ, ɔɜɤůŰɞˊɞɑɖůɖ, 

əŬŰɎɢɟɖůɖ, Űɟɞˊɞˊɞɑɖůɖ ɐ əŬŰŬůŰɟɞűɐ ɞˊɞɘɞɡŭɐˊɞŰŮ ȹŮŭɞɛɏɜɞɡ 

ɄɘůŰɞˊɞɘɖŰɘəɞɨ ɐ ȹɘŬŭɘəŬůɘɩɜ ȹɘŬɢŮɑɟɘůɖɠ ɄɘůŰɞˊɞɘɖŰɘəɩɜ, 

2. ȷɝɘɞɚɞɔŮɑ Űɖɜ ˊɘɗŬɜɧŰɖŰŬ əŬŰŬůŰɟɞűɐɠ ˊɞɡ ˊɟɞəŬɚŮɑŰŬɘ Ŭˊɧ ŬɡŰɏɠ Űɘɠ 

ŬˊŮɘɚɏɠ ɚŬɛɓɎɜɞɜŰŬɠ ɡˊɧɣɖ Űɖɜ ŮɡŬɘůɗɖůɑŬ Űɤɜ ȹŮŭɞɛɏɜɤɜ Űɤɜ 

ɄɘůŰɞˊɞɘɖŰɘəɩɜ əŬɘ Űɤɜ ȹɘŬŭɘəŬůɘɩɜ ȹɘŬɢŮɑɟɘůɖɠ ɄɘůŰɞˊɞɘɖŰɘəɩɜ, əŬɘ 

3. ȷɝɘɞɚɞɔŮɑ Űɖɜ ŮˊɎɟəŮɘŬ Űɤɜ ˊɞɚɘŰɘəɩɜ, Űɤɜ ŭɘŬŭɘəŬůɘɩɜ, Űɖɠ 

ŰŮɢɜɞɚɞɔɑŬɠ Űɤɜ ˊɚɖɟɞűɞɟɘŬəɩɜ ůɡůŰɖɛɎŰɤɜ, əŬɘ Ɏɚɚɤɜ ɟɡɗɛɑůŮɤɜ 

ˊɞɡ ŮűŬɟɛɧɕŮɘ ɖ ȷɄ ɔɘŬ ɜŬ ŬɜŰɘɛŮŰɤˊɑůŮɘ ŰɏŰɞɘŮɠ ŬˊŮɘɚɏɠ. 

 

ȹɘŮɜŮɟɔɞɨɜŰŬɘ ɄŮɟɘɞŭɘəɏɠ ȹɞəɘɛɏɠ ȹɘŮɑůŭɡůɖɠ (Penetration Tests), ŰɞɡɚɎɢɘůŰɞɜ 

ŮŰɖůɑɤɠ, əŬɘ ŰɟɘɛɖɜɘŬɑŮɠ ɆŬɟɩůŮɘɠ ɔɘŬ ȺɡˊɎɗŮɘŮɠ Ŭˊɧ ɏɛˊŮɘɟɖ ɞɛɎŭŬ ŬůűɎɚŮɘŬɠ ɛŮ Űɘɠ 

ŭŮɝɘɧŰɖŰŮɠ, ŰŬ ŮɟɔŬɚŮɑŬ, Űɖɜ ŮˊɎɟəŮɘŬ, Űɞɜ əɩŭɘəŬ ŭŮɞɜŰɞɚɞɔɑŬɠ əŬɘ Űɖɜ ŬɜŮɝŬɟŰɖůɑŬ 

ˊɞɡ ŬˊŬɘŰɞɨɜŰŬɘ ɔɘŬ Űɖɜ ˊŬɟɞɢɐ ŬɝɘɧˊɘůŰɤɜ ɆŬɟɩůŮɤɜ ɔɘŬ ȺɡˊɎɗŮɘŮɠ ɐ ȹɞəɘɛɩɜ 

ȹɘŮɑůŭɡůɖɠ. 

5.5 ȷɟɢŮɘɞɗɏŰɖůɖ ŮɔɔɟŬűɩɜ 

5.5.1 ɇɨˊɞɘ ŮɔɔɟŬűɩɜ ˊɞɡ ŬɟɢŮɘɞɗŮŰɞɨɜŰŬɘ 

ȳɚŬ ŰŬ ŬɟɢŮɑŬ ůɡɜŬɚɚŬɔɩɜ ˊɞɡ ŬɜŬűɏɟɞɜŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 5.4 ŬɟɢŮɘɞɗŮŰɞɨɜŰŬɘ ɛŮ 

ŬůűɎɚŮɘŬ, əŬɗɩɠ əŬɘ ɧɚŬ ŰŬ ůɡɜɞŭŮɡŰɘəɎ ɏɔɔɟŬűŬ ˊɞɡ ůɢŮŰɑɕɞɜŰŬɘ ɛŮ ŬɘŰɐɛŬŰŬ 

ɏəŭɞůɖɠ/ŬɜɎəɚɖůɖɠ ɣɖűɘŬəɩɜ ˊɘůŰɞˊɞɘɖŰɘəɩɜ. 

 

ȼ HARICA əŬɘ əɎɗŮ ȰɛˊɘůŰɞ ɇɟɑŰɞ ɀɏɟɞɠ ɗŬ ŬɟɢŮɘɞɗŮŰɞɨɜ ɧɚŮɠ Űɘɠ ůɡɜŬɚɚŬɔɏɠ 

ůɡɛɓɎɜŰŬ, ɧˊɤɠ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɖɜ ŮɜɧŰɖŰŬ 5.4.1. 

 

ȺˊɘˊɟɧůɗŮŰŬ, ɖ HARICA əŬɘ əɎɗŮ ȰɛˊɘůŰɞ ɇɟɑŰɞ ɀɏɟɞɠ ɗŬ ŬɟɢŮɘɞɗŮŰɞɨɜ: 

1. ɇŮəɛɖɟɑɤůɖ ůɢŮŰɘəɎ ɛŮ Űɖɜ ŬůűɎɚŮɘŬ Űɤɜ ɆɡůŰɖɛɎŰɤɜ ɄɘůŰɞˊɞɘɖŰɘəɩɜ, Űɤɜ 
ɆɡůŰɖɛɎŰɤɜ ȹɘŬɢŮɑɟɘůɖɠ ɄɘůŰɞˊɞɘɖŰɘəɩɜ, Űɤɜ ɆɡůŰɖɛɎŰɤɜ ȾŮɜŰɟɘəɩɜ ȷɄ 

əŬɘ Űɤɜ ɆɡůŰɖɛɎŰɤɜ ȰɛˊɘůŰɤɜ ɇɟɑŰɤɜ ɀŮɟɩɜ, əŬɘ 

2. ɇŮəɛɖɟɑɤůɖ ůɢŮŰɘəɎ ɛŮ Űɖɜ ŮˊŬɚɐɗŮɡůɖ, Űɖɜ ɏəŭɞůɖ əŬɘ Űɖɜ ŬɜɎəɚɖůɖ 

ŬɘŰɖɛɎŰɤɜ ˊɘůŰɞˊɞɘɖŰɘəɩɜ əŬɘ ɄɘůŰɞˊɞɘɖŰɘəɩɜ. 

5.5.2 ȹɘɎůŰɖɛŬ ŭɘŬŰɐɟɖůɖɠ Űɞɡ ŬɟɢŮɑɞɡ ŮɔɔɟŬűɩɜ 

ȷɟɢŮɘɞɗŮŰɖɛɏɜŮɠ ůɡɜŬɚɚŬɔɏɠ ůɡɛɓɎɜŰŬ, ɧˊɤɠ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɖɜ ŮɜɧŰɖŰŬ 5.5.1, ɗŬ 

ŭɘŬŰɖɟɞɨɜŰŬɘ ɔɘŬ ˊŮɟɑɞŭɞ ŰɞɡɚɎɢɘůŰɞɜ: 

¶ Ⱥ́ ŰɎ (7) ŮŰɩɜ ɔɘŬ ŰŬ çȺɔəŮəɟɘɛɏɜŬ ˊɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ ɖɚŮəŰɟɞɜɘəɏɠ 

ɡˊɞɔɟŬűɏɠ/ůűɟŬɔɑŭŮɠè, 

¶ ȹɨɞ (2) ŮŰɩɜ ɔɘŬ ŰŬ ˊɘůŰɞˊɞɘɖŰɘəɎ ɢɟɐůɖɠ SSL/TLS, ɈˊɞɔɟŬűɐɠ ȾɩŭɘəŬ əŬɘ 

ɛɖ ŮɔəŮəɟɘɛɏɜŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ɢɟɖůŰɩɜ 

¶ Ⱥɜɧɠ (1) ɏŰɞɡɠ ɔɘŬ ŰŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ɉɟɞɜɞůɐɛŬɜůɖɠ 

Ŭˊɧ Űɖɜ ŭɖɛɘɞɡɟɔɑŬ ŮɔɔɟŬűɐɠ ɢɟɞɜɞůɐɛŬɜůɖɠ ɐ ɔɘŬ ɧůɞ ŬˊŬɘŰŮɑŰŬɘ ɜŬ ŭɘŬŰɖɟɞɨɜŰŬɘ 

ůɨɛűɤɜŬ ɛŮ Űɖɜ ŮɜɧŰɖŰŬ 5.4.3, ɧˊɞɘɞ ŮɑɜŬɘ ɛŮɔŬɚɨŰŮɟɞ. 

 

ȺˊɘˊɟɧůɗŮŰŬ, ɖ HARICA əŬɘ əɎɗŮ ȰɛˊɘůŰɞ ɇɟɑŰɞ ɀɏɟɞɠ ɗŬ ŭɘŬŰɖɟɞɨɜ ɔɘŬ 

ŰɞɡɚɎɢɘůŰɞɜ ŭɨɞ (2) ɏŰɖ: 

1. ȳɚɖ Űɖɜ ŬɟɢŮɘɞɗŮŰɖɛɏɜɖ ŰŮəɛɖɟɑɤůɖ ůɢŮŰɘəɎ ɛŮ Űɖɜ ŬůűɎɚŮɘŬ Űɤɜ 

ɆɡůŰɖɛɎŰɤɜ ɄɘůŰɞˊɞɘɖŰɘəɩɜ, Űɤɜ ɆɡůŰɖɛɎŰɤɜ ȹɘŬɢŮɑɟɘůɖɠ ɄɘůŰɞˊɞɘɖŰɘəɩɜ, 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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Űɤɜ ɆɡůŰɖɛɎŰɤɜ ȾŮɜŰɟɘəɩɜ ȷɄ əŬɘ Űɤɜ ɆɡůŰɖɛɎŰɤɜ ȰɛˊɘůŰɤɜ ɇɟɑŰɤɜ 

ɀŮɟɩɜ, ɧˊɤɠ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɖɜ ŮɜɧŰɖŰŬ 5.5.1, əŬɘ 

2. ȳɚɖ Űɖɜ ŬɟɢŮɘɞɗŮŰɖɛɏɜɖ ŰŮəɛɖɟɑɤůɖ ůɢŮŰɘəɎ ɛŮ Űɖɜ ŮˊŬɚɐɗŮɡůɖ, Űɖɜ ɏəŭɞůɖ 
əŬɘ Űɖɜ ŬɜɎəɚɖůɖ ŬɘŰɖɛɎŰɤɜ ˊɘůŰɞˊɞɘɖŰɘəɩɜ əŬɘ ɄɘůŰɞˊɞɘɖŰɘəɩɜ, ɧˊɤɠ 

ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɖɜ ŮɜɧŰɖŰŬ 5.5.1, ɏˊŮɘŰŬ Ŭˊɧ: 

a. ŰɏŰɞɘŮɠ ŮɔɔɟŬűɏɠ əŬɘ ŰŮəɛɖɟɑɤůɖ ́ ɞɡ ɓŬůɑůŰɖəŬɜ ɔɘŬ Űɖɜ ŮˊŬɚɐɗŮɡůɖ, 

Űɖɜ ɏəŭɞůɖ əŬɘ Űɖɜ ŬɜɎəɚɖůɖ ŬɘŰɖɛɎŰɤɜ ˊɘůŰɞˊɞɘɖŰɘəɩɜ əŬɘ 

ɄɘůŰɞˊɞɘɖŰɘəɩɜ, ɐ 

b. Űɖɜ ɚɐɝɖ Űɤɜ ɄɘůŰɞˊɞɘɖŰɘəɩɜ Űɤɜ ɆɡɜŭɟɞɛɖŰɩɜ ˊɞɡ ɓŬůɑɕɞɜŰŬɘ ůŮ 

ŰɏŰɞɘŮɠ ŮɔɔɟŬűɏɠ əŬɘ ŰŮəɛɖɟɑɤůɖ. 

 

ɇŬ ŭɘŬůŰɐɛŬŰŬ ŬɡŰɎ ŭɨɜŬɜŰŬɘ ɜŬ Űɟɞˊɞˊɞɘɖɗɞɨɜ ŬɜɎɚɞɔŬ ɛŮ Űɘɠ ŮɝŮɚɑɝŮɘɠ Űɖɠ ůɢŮŰɘəɐɠ 

ɜɞɛɞɗŮůɑŬɠ ɔɘŬ Űɖɜ ˊɟɞůŰŬůɑŬ ˊɟɞůɤˊɘəɩɜ ŭŮŭɞɛɏɜɤɜ. 

5.5.3 ɄɟɞůŰŬůɑŬ Űɞɡ ŬɟɢŮɑɞɡ ŮɔɔɟŬűɩɜ 

ȹŮɜ ŮˊɘŰɟɏˊŮŰŬɘ ɖ ˊɟɧůɓŬůɖ ůŰɞ ŬɟɢŮɑɞ ŮɔɔɟŬűɩɜ ˊŬɟɎ ɛɧɜɞ ɔɘŬ ŬɜɎɔɜɤůɖ Ŭˊɧ 

ŮɝɞɡůɘɞŭɞŰɖɛɏɜŬ ůɡůŰɐɛŬŰŬ əŬɘ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɞ ˊɟɞůɤˊɘəɧ. ȹŮɜ ŮˊɘŰɟɏˊɞɜŰŬɘ 

ŭɘŬɔɟŬűɏɠ ɐ ɛŮŰŬɓɞɚɏɠ ŮɔɔɟŬűɩɜ Űɞɡ ŬɟɢŮɑɞɡ. 

 ɄɟɧůɓŬůɖ 

ɄɟɧůɓŬůɖ ůŰɞ ŬɟɢŮɑɞ Űɤɜ ŮɔɔɟŬűɩɜ ŮˊɘŰɟɏˊŮŰŬɘ ɛɧɜɞ ůŮ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɞ 

ˊɟɞůɤˊɘəɧ. 

 ɄɟɞůŰŬůɑŬ əŬŰɎ Űɤɜ ɛŮŰŬɓɞɚɩɜ ŬɟɢŮɑɤɜ ŮɔɔɟŬűɩɜ 

ȺűŬɟɛɧɕŮŰŬɘ ˊɞɚɘŰɘəɐ ˊɟɧůɓŬůɖɠ ɖ ɞˊɞɑŬ ŭŮɜ ŮˊɘŰɟɏˊŮɘ Űɘɠ ɛŮŰŬɓɞɚɏɠ. 

 ɄɟɞůŰŬůɑŬ əŬŰɎ Űɤɜ ŭɘŬɔɟŬűɩɜ ŬɟɢŮɑɤɜ ŮɔɔɟŬűɩɜ 

ȺűŬɟɛɧɕŮŰŬɘ ˊɞɚɘŰɘəɐ ˊɟɧůɓŬůɖɠ ɖ ɞˊɞɑŬ ŭŮɜ ŮˊɘŰɟɏˊŮɘ Űɘɠ ŭɘŬɔɟŬűɏɠ. 

 ɄɟɞůŰŬůɑŬ əŬŰɎ Űɖɠ űɗɞɟɎɠ Űɤɜ ɛɏůɤɜ ŬˊɞɗɐəŮɡůɖɠ 

Ʉɟɘɜ Űɖ űɗɞɟɎ ŬˊɞɗɖəŮɡŰɘəɩɜ ɛɏůɤɜ ɛŬəɟɎɠ ŬˊɞɗɐəŮɡůɖɠ ˊɞɡ ɢɟɖůɘɛɞˊɞɘɞɨɜ 

ˊŬɟɤɢɖɛɏɜɖ ŰŮɢɜɞɚɞɔɑŬ, ŰŬ ŭŮŭɞɛɏɜŬ ɗŬ ˊɟɏˊŮɘ ɜŬ ɛŮŰŬűɏɟɞɜŰŬɘ ůŮ ɛɏůŬ ɛŬəɟɎɠ 

ŬˊɞɗɐəŮɡůɖɠ ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ ˊɘɞ ŰɟɏɢɞɡůŬ ŰŮɢɜɞɚɞɔɑŬ, ˊɘɗŬɜɧŰŬŰŬ 

ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ ŭɘŬűɞɟŮŰɘəɧ əɟɡˊŰɞůɨůŰɖɛŬ, ɏŰůɘ ɩůŰŮ ŰŬ ŭŮŭɞɛɏɜŬ ɜŬ ŮɑɜŬɘ 

ˊɟɞůŰŬŰŮɡɛɏɜŬ Ŭˊɧ Ůəűɡɚɘůɛɧ. 

 

ɆŮ əɎɗŮ ˊŮɟɑˊŰɤůɖ, ŰŬ ɜɏŬ ŭŮŭɞɛɏɜŬ ɗŬ ɛŮŰŬűɏɟɞɜŰŬɘ əŬɘ ɗŬ ŬˊɞɗɖəŮɨɞɜŰŬɘ ůŮ 

əɟɡˊŰɞɔɟŬűɖɛɏɜɖ ɛɞɟűɐ, əŬɘ ŰŬ ˊŬɚŬɘɧŰŮɟŬ ŭŮŭɞɛɏɜŬ ɗŬ ˊɟɏˊŮɘ ɜŬ əŬŰŬůŰɟɏűɞɜŰŬɘ. 

 ɄɟɞůŰŬůɑŬ əŬŰɎ Űɖɠ ɛŮɚɚɞɜŰɘəɐɠ ɏɚɚŮɘɣɖɠ ŭɘŬɗŮůɘɛɧŰɖŰŬɠ ůɡůəŮɡɩɜ 
ŬɜɎɔɜɤůɖɠ Űɤɜ ˊŬɚŬɘɩɜ ɛɏůɤɜ ŬˊɞɗɐəŮɡůɖɠ 

ȹŮɜ ɞɟɑɕŮŰŬɘ. 

5.5.4 ȹɘŬŭɘəŬůɑŮɠ ŬɜŰɘɔɟɎűɤɜ ŬůűŬɚŮɑŬɠ ŬɟɢŮɑɤɜ ŮɔɔɟŬűɩɜ 

ɇɖɟŮɑŰŬɘ ŬɜŰɑɔɟŬűɞ ŬůűŬɚŮɑŬɠ Űɤɜ ŬɟɢŮɑɤɜ ŮɔɔɟŬűɩɜ. 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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5.5.5 ȷˊŬɑŰɖůɖ ɢɟɞɜɞůɐɛŬɜůɖɠ ŬɟɢŮɑɤɜ ŮɔɔɟŬűɩɜ 

ɆŰɖɜ ˊŬɟɞɨůŬ űɎůɖ ŭŮɜ ŬˊŬɘŰŮɑŰŬɘ ɣɖűɘŬəɐ ɢɟɞɜɞůɐɛŬɜůɖ (əŬŰɎ Űɞ RFC 3161) Űɤɜ 

ŬɟɢŮɑɤɜ ŮɔɔɟŬűɩɜ. ȳɚŬ ŰŬ ɏɔɔɟŬűŬ ˊŮɟɘɏɢɞɡɜ ɖɛŮɟɞɛɖɜɑŬ əŬɘ ɩɟŬ Ŭˊɧ ɛɘŬ ɏɛˊɘůŰɖ 

ˊɖɔɐ, ɧˊɤɠ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 6.8. 

5.5.6 ɆɨůŰɖɛŬ ůɡɔəɏɜŰɟɤůɖɠ ŬɟɢŮɑɤɜ ŮɔɔɟŬűɩɜ (ŮůɤŰŮɟɘəɧ ɐ ŮɝɤŰŮɟɘəɧ 
ůŮ ůɢɏůɖ ɛŮ Űɖɜ ɞɜŰɧŰɖŰŬ) 

ȼ HARICA ɢɟɖůɘɛɞˊɞɘŮɑ ŮůɤŰŮɟɘəɧ ůɨůŰɖɛŬ ůɡɚɚɞɔɐɠ ŬɟɢŮɑɤɜ ŮɔɔɟŬűɩɜ. ȾɎɗŮ 

ŬɜŰɑɔɟŬűɞ ˊɟɞůŰɑɗŮŰŬɘ ůŰɞ ŬɟɢŮɑɞ ŮɑɜŬɘ əɟɡˊŰɞɔɟŬűɖɛɏɜɞ ɔɘŬ ŭɘŬűɨɚŬɝɖ Űɖɠ 

ŮɛˊɘůŰŮɡŰɘəɧŰɖŰŬɠ, əŬɘ ɡˊɞɔɟɎűŮŰŬɘ ɣɖűɘŬəɎ ɔɘŬ Űɖ ŭɘŬŰɐɟɖůɖ ŬəŮɟŬɘɧŰɖŰŬɠ. 

5.5.7 ȹɘŬŭɘəŬůɑŮɠ ɔɘŬ ŬɜɎəŰɖůɖ əŬɘ ŮˊŬɚɐɗŮɡůɖ Űɤɜ ůŰɞɘɢŮɑɤɜ Űɤɜ 
ŬɟɢŮɑɤɜ ŮɔɔɟŬűɩɜ 

ȼ HARICA ŮɚɏɔɢŮɘ ˊŮɟɘɞŭɘəɎ Űɖɜ ŬəŮɟŬɘɧŰɖŰŬ Űɞɡ ŬɟɢŮɑɞɡ ŮɔɔɟŬűɩɜ ŮəŰŮɚɩɜŰŬɠ 

ŭɘŬŭɘəŬůɑŬ ŬɜɎəŰɖůɖɠ ŭŮŭɞɛɏɜɤɜ əŬɘ ɏɚŮɔɢɞ ɡˊɞɔɟŬűɩɜ Űɤɜ ŬɟɢŮɑɤɜ əŬŰŬɔɟŬűɐɠ. 

5.6 Ʌɘɕɘəɐ ŬɚɚŬɔɐ əɚŮɘŭɘɞɨ 

ɆŮ ˊŮɟɑˊŰɤůɖ ŬɚɚŬɔɐɠ əɚŮɘŭɘɞɨ əɎˊɞɘŬɠ ȷɟɢɐɠ ɄɘůŰɞˊɞɑɖůɖɠ, ŰŬ ˊɘůŰɞˊɞɘɖŰɘəɎ 

ɢɟɖůŰɩɜ/ůɡůəŮɡɩɜ ˊɞɡ ŭŮɜ ɏɢɞɡɜ ɚɐɝŮɘ ˊɟɏˊŮɘ ɜŬ ŬɜŬəɚɖɗɞɨɜ əŬɘ ɜŬ 

ɝŬɜŬŭɖɛɘɞɡɟɔɖɗɞɨɜ ůɨɛűɤɜŬ ɛŮ Űɘɠ ŭɘŬŭɘəŬůɑŮɠ Űɖɠ ˊŬɟŬɔɟɎűɞɡ 4.1. 

 

ȼ HARICA ɗŬ ŮɝŬůűŬɚɑůŮɘ ɧŰɘ ɧŰŬɜ ŰŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ɈűɘůŰɎɛŮɜɤɜ ȷɄ űŰɎůɞɡɜ 

ůŰɖɜ ɚɐɝɖ Űɖɠ ŭɘɎɟəŮɘŬɠ ɘůɢɨɞɠ Űɞɡɠ, ɗŬ ůŰŬɛŬŰɐůɞɡɜ Űɖɜ ɏəŭɞůɖ ɜɏɤɜ 

ˊɘůŰɞˊɞɘɖŰɘəɩɜ əŬɘ ɗŬ ŬɜŰɘəŬŰŬůŰŬɗɞɨɜ ɛŮ ɜɏŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ɈűɘůŰɎɛŮɜɤɜ ȷɄ. ɇŬ 

ɚɖɔɛɏɜŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ɈűɘůŰɎɛŮɜɤɜ ȷɄ  ɗŬ ˊŬɟŬɛŮɑɜɞɡɜ ůŰɖɜ ɈȹȾ ɛɏɢɟɘ ɜŬ ɚɐɝɞɡɜ 

ɐ ɜŬ ŬɜŬəɚɖɗɞɨɜ ɧɚŬ ŰŬ ˊɘůŰɞˊɞɘɖŰɘəɎ ŰŮɚɘəɩɜ ɢɟɖůŰɩɜ/ůɡůəŮɡɩɜ. 

 

ȾɞɟɡűŬɑŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ɗŬ ŬɜŰɘəŬŰŬůŰŬɗɞɨɜ ɛŮ ŭɖɛɘɞɡɟɔɑŬ ɜɏɤɜ ɄɘůŰɞˊɞɘɖŰɘəɩɜ 

əŬɘ ɗŬ ŭɘŬɜŮɛɖɗɞɨɜ ůŮ ɓŬůɘɕɧɛŮɜŬ ɛɏɟɖ əŬɘ ɄɟɞɛɖɗŮɡŰɏɠ ȿɞɔɘůɛɘəɞɨ  ȺűŬɟɛɞɔɩɜ 

ůɨɛűɤɜŬ ɛŮ Űɖɜ ˊŬɟɎɔɟŬűɞ 6.1.4. 

5.7 ȺˊŬɜŬűɞɟɎ Ŭˊɧ ˊŬɟŬɓɑŬůɖ ŬůűɎɚŮɘŬɠ əŬɘ əŬŰŬůŰɟɞűɐ 

5.7.1 ȹɘŬŭɘəŬůɑŮɠ əŬɘ ɢŮɘɟɘůɛɧɠ ˊŮɟɘůŰŬŰɘəɩɜ ˊŬɟŬɓɑŬůɖɠ 

ɇŬ ŬɟɢŮɑŬ əŬŰŬɔɟŬűɐɠ ŮɚɏɔɢɞɜŰŬɘ ˊŮɟɘɞŭɘəɎ ɔɘŬ ŬɜɑɢɜŮɡůɖ ˊɟɞůˊŬɗŮɘɩɜ ˊŬɟŬɓɑŬůɖɠ 

ŬůűɎɚŮɘŬɠ ɐ ˊŬɟŬɓɘɎůŮɤɜ Űɞɡ ɆɡůŰɐɛŬŰɞɠ ɄɘůŰɞˊɞɘɖŰɘəɩɜ. ɆŮ ˊŮɟɑˊŰɤůɖ ˊɞɡ 

ŬɜɘɢɜŮɡɗŮɑ əɎˊɞɘŬ ŬɜɤɛŬɚɑŬ ɐ ɡˊɎɟɢŮɘ ɡˊɞɣɑŬ ˊŬɟŬɓɑŬůɖɠ, ŭɘŬəɧˊŰŮŰŬɘ ɖ ˊŬɟɞɢɐ Űɖɠ 

ɡˊɖɟŮůɑŬɠ əŬɘ ɔɑɜŮŰŬɘ ŮɜŭŮɚŮɢɐɠ ɏɚŮɔɢɞɠ ɧɚɤɜ Űɤɜ ůɡůŰɖɛɎŰɤɜ. ȾŬŰŬɔɟɎűŮŰŬɘ 

ŮůɤŰŮɟɘəɎ ɖ ŭɘŬŭɘəŬůɑŬ ŬɜŰɘɛŮŰɩˊɘůɖɠ Űɞɡ ˊŮɟɘůŰŬŰɘəɞɨ. ȼ ŭɘŬŭɘəŬůɑŬ ŬɡŰɐ 

ˊŮɟɘɚŬɛɓɎɜŮɘ ɓɐɛŬŰŬ ɔɘŬ Űɖɜ ŭɖɛɧůɘŬ ɐ ŮɛˊɘůŰŮɡŰɘəɐ Ůɜɖɛɏɟɤůɖ Űɤɜ ˊŮɟɘůŰŬŰɘəɩɜ 

ŬůűɎɚŮɘŬɠ ˊɟɞɠ ɄŬɟɧɢɞɡɠ ȿɞɔɘůɛɘəɞɨ (Application Software Suppliers). 

 

ȼ HARICA űɟɞɜŰɑɕŮɘ ɔɘŬ Űɖ ůɡɛɛɧɟűɤůɖ ɛŮ ɧɚŮɠ Űɘɠ ŬˊŬɘŰɐůŮɘɠ (ɜɞɛɘəɏɠ, 

əŬɜɞɜɘůŰɘəɏɠ ɐ ɎɚɚŮɠ) ɔɘŬ Űɖɜ ˊɟɞůŰŬůɑŬ ŭŮŭɞɛɏɜɤɜ Ŭˊɧ Ŭɚɚɞɑɤůɖ, ŬˊɩɚŮɘŬ ɐ 

ˊŬɟŬˊɞɑɖůɖ, ůɨɛűɤɜŬ ɛŮ Űɖɜ ŮűŬɟɛɞůŰɏŬ ɜɞɛɞɗŮůɑŬ, ˊŮɟɘɚŬɛɓɎɜɞɜŰŬɠ Űɖ ɜɞɛɞɗŮůɑŬ 

ˊŮɟɑ ˊɟɞůŰŬůɑŬɠ ŭŮŭɞɛɏɜɤɜ, ȺɡɟɤˊŬɥəɞɨɠ ȾŬɜɞɜɘůɛɞɨɠ əŬɘ ůɢŮŰɘəɎ ȺɡɟɤˊŬɥəɎ 

ˊɟɧŰɡˊŬ. 

 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 
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ũɘŬ ȹɖɛɞůɑɤɠ ȰɛˊɘůŰŬ TLS Server əŬɘ S/MIME ɄɘůŰɞˊɞɘɖŰɘəɎ, ɖ HARICA ɗŬ 

ŬəɞɚɞɡɗŮɑ Űɘɠ ŬˊŬɘŰɐůŮɘɠ Űɞɡ CCADB Incident Reporting Guidelines. 

 

Ƀɘ ŬɜŬűɞɟɏɠ ˊŮɟɘůŰŬŰɘəɞɨ ɗŬ ˊɟɏˊŮɘ ɜŬ ˊŮɟɘɚŬɛɓɎɜɞɡɜ ˊŮɟɘɔɟŬűɐ Űɞɡ ůɡɛɓɎɜŰɞɠ əŬɘ 

ɜŬ ɡˊɞɓɎɚɚɞɜŰŬɘ ŮɜŰɧɠ Űɤɜ Ŭəɧɚɞɡɗɤɜ ɢɟɞɜɞŭɘŬɔɟŬɛɛɎŰɤɜ: 

 

¶ ˊŮɟɘůŰŬŰɘəɎ ˊɞɡ ůɡɜŮˊɎɔɞɜŰŬɘ ɛŮ ŬˊɩɚŮɘŬ ŮɛˊɘůŰŮɡŰɘəɧŰɖŰŬɠ, ŬəŮɟŬɘɧŰɖŰŬɠ ɐ 

ŬˊɟɞɔɟŬɛɛɎŰɘůŰɖɠ ŭɘŬɗŮůɘɛɧŰɖŰŬɠ Ůɜɧɠ ůɡůŰɐɛŬŰɞɠ ȷɄ ɜŬ ˊŮɟɘɚŬɛɓɎɜŮɘ 

ůŰɞɘɢŮɑŬ ɛŮ ˊɟɧůɓŬůɖ ůŮ ɡɚɘəɧ ɘŭɘɤŰɘəɞɨ əɚŮɘŭɘɞɨ ȷɄ, ŭɡɜŬŰɧŰɖŰŬɠ ɏəŭɞůɖɠ 

ɐ/əŬɘ ŭɘŬɢŮɑɟɘůɖɠ ˊɘůŰɞˊɞɘɖŰɘəɩɜ ɐ ˊŬɟɞɢɐɠ ˊɚɖɟɞűɞɟɘɩɜ əŬŰɎůŰŬůɖɠ 

ˊɘůŰɞˊɞɘɖŰɘəɞɨ, ˊɞɡ ŮɛˊɞŭɑɕŮɘ Űɖ HARICA ɜŬ ɘəŬɜɞˊɞɘɐůŮɘ Űɘɠ ŭŮůɛŮɨůŮɘɠ ˊɞɡ 

ŬˊŬɘŰɞɨɜŰŬɘ Ŭˊɧ Űɖɜ ˊŬɟɞɨůŬ ɄɄ/ȹȹɄ, ɗŬ ˊɟɏˊŮɘ ɜŬ ŬɜŬűɏɟɞɜŰŬɘ ŮɜŰɧɠ 24 

ɤɟɩɜ Ŭˊɧ Űɖɜ Ŭɟɢɘəɐ ŬɜŬɔɜɩɟɘůɖ ɐ Ůɘŭɞˊɞɑɖůɖ Ŭˊɧ ŮɝɤŰŮɟɘəɧ ɛɏɟɞɠ. 

¶ ȳɚŬ ŰŬ ɎɚɚŬ ˊŮɟɘůŰŬŰɘəɎ ɗŬ ˊɟɏˊŮɘ ɜŬ ŬɜŬűɏɟɞɜŰŬɘ ŮɜŰɧɠ ŮˊŰɎ (7) 

ɖɛŮɟɞɚɞɔɘŬəɩɜ ɖɛŮɟɩɜ Ŭˊɧ Űɖɜ Ŭɟɢɘəɐ ŬɜŬɔɜɩɟɘůɖ ɐ Ůɘŭɞˊɞɑɖůɖ Ŭˊɧ 

ŮɝɤŰŮɟɘəɧ ɛɏɟɞɠ, ɧˊɞɘɞ Ŭˊɧ ŰŬ ŭɨɞ ůɡɛɓŮɑ ˊɟɩŰɞ. 

 

ȼ HARICA ŭŮɜ ɡˊɞɢɟŮɞɨŰŬɘ ɜŬ ŬˊɞəŬɚɨɣŮɘ ŭɖɛɧůɘŬ ŰŬ ůɢɏŭɘŬ ŮˊɘɢŮɘɟɖůɘŬəɐɠ 

ůɡɜɏɢŮɘŬɠ Űɖɠ, ŬɚɚɎ ɗŬ ˊɟɏˊŮɘ ɜŬ ŭɘŬɗɏůŮɘ Űɞ ůɢɏŭɘɞ ŮˊɘɢŮɘɟɖůɘŬəɐɠ Űɖɠ ůɡɜɏɢŮɘŬɠ əŬɘ 

ŰŬ ůɢɏŭɘŬ ŬůűɎɚŮɘŬɠ ůŰɞɜ ȹɘŬˊɘůŰŮɡɛɏɜɞ ȺɚŮɔəŰɘəɧ ūɞɟɏŬ. 

5.7.2 ȹɘŬŭɘəŬůɑŮɠ ŬɜŰɘɛŮŰɩˊɘůɖɠ ůŮ ˊŮɟɑˊŰɤůɖ ˊŬɟŬɓɑŬůɖɠ-əŬŰŬůŰɟɞűɐɠ 

ɐ ɡˊɞɣɑŬɠ ˊŬɟŬɓɑŬůɖɠ-əŬŰŬůŰɟɞűɐɠ ɡˊɞɚɞɔɘůŰɘəɩɜ ůɡůŰɖɛɎŰɤɜ, 

ɚɞɔɘůɛɘəɞɨ, ŭŮŭɞɛɏɜɤɜ 

ɆŮ ˊŮɟɑˊŰɤůɖ ɡˊɞɣɑŬɠ ˊŬɟŬɓɑŬůɖɠ, ŭɘŬəɧˊŰŮŰŬɘ ɖ ˊŬɟɞɢɐ Űɖɠ ɡˊɖɟŮůɑŬɠ əŬɘ ɔɑɜŮŰŬɘ 

ŮɜŭŮɚŮɢɐɠ ɏɚŮɔɢɞɠ Űɞɡ ɆɡůŰɐɛŬŰɞɠ ɄɘůŰɞˊɞɘɖŰɘəɩɜ. ɆŮ ˊŮɟɑˊŰɤůɖ ˊɞɡ ŮˊɘɓŮɓŬɘɤɗŮɑ 

ˊŬɟŬɓɑŬůɖ, ŮɚɏɔɢŮŰŬɘ Ŭɜ ɡˊɎɟɢŮɘ ˊŬɟŬɓɑŬůɖ ůŮ ɘŭɘɤŰɘəɎ əɚŮɘŭɘɎ Űɖɠ ȷɄ. ɆŮ 

ˊŮɟɑˊŰɤůɖ ˊŬɟŬɓɑŬůɖɠ ɢɤɟɑɠ ŬˊɩɚŮɘŬ ɘŭɘɤŰɘəɩɜ əɚŮɘŭɘɩɜ Űɖɠ ȷɄ, ɔɑɜŮŰŬɘ ŮˊŬɜŬűɞɟɎ 

Űɤɜ ůɡůŰɖɛɎŰɤɜ Ŭˊɧ ŬɜŰɑɔɟŬűŬ ŬůűŬɚŮɑŬɠ ůŰŬ ɞˊɞɑŬ ŭŮɜ ɡˊɎɟɢŮɘ ɡˊɞɣɑŬ 

ˊŬɟŬɓɑŬůɖɠ, ɔɑɜɞɜŰŬɘ ɜɏɞɘ ɏɚŮɔɢɞɘ ŬůűɎɚŮɘŬɠ ɩůŰŮ ɜŬ ɓɟŮɗɞɨɜ ˊɘɗŬɜɎ əŮɜɎ əŬɘ ůŰɖ 

ůɡɜɏɢŮɘŬ ɖ ɡˊɖɟŮůɑŬ ŮˊŬɜɏɟɢŮŰŬɘ ůŮ ɚŮɘŰɞɡɟɔɑŬ. ɆŮ ˊŮɟɑˊŰɤůɖ ŬˊɩɚŮɘŬɠ əɚŮɘŭɘɩɜ Űɖɠ 

ȷɄ, ŬəɞɚɞɡɗɞɨɜŰŬɘ ɞɘ ŭɘŬŭɘəŬůɑŮɠ Űɖɠ ˊŬɟŬɔɟɎűɞɡ 5.7.3. 

5.7.3 ȹɘŬŭɘəŬůɑŮɠ ŬɜŰɘɛŮŰɩˊɘůɖɠ ůŮ ˊŮɟɑˊŰɤůɖ ŬˊɩɚŮɘŬɠ ɘŭɘɤŰɘəɩɜ 
əɚŮɘŭɘɩɜ 

ɆŮ ˊŮɟɑˊŰɤůɖ ŬˊɩɚŮɘŬɠ ɘŭɘɤŰɘəɩɜ əɚŮɘŭɘɩɜ ŰŮɚɘəɩɜ ˊɘůŰɞˊɞɘɖŰɘəɩɜ 

ůɡɜŭɟɞɛɖŰɩɜ/ůɡůəŮɡɩɜ ɐ ůŮ ˊŮɟɑˊŰɤůɖ ˊŬɟŬɓɑŬůɖɠ Űɤɜ Ŭɚɔɞɟɑɗɛɤɜ əŬɘ Űɤɜ 

ˊŬɟŬɛɏŰɟɤɜ ˊɞɡ ɢɟɖůɘɛɞˊɞɘɐɗɖəŬɜ ɔɘŬ Űɖ ŭɖɛɘɞɡɟɔɑŬ əɚŮɘŭɘɩɜ ˊɞɡ ŬɜŰɘůŰɞɘɢɞɨɜ ůŮ 

ˊɘůŰɞˊɞɘɖŰɘəɎ ŰŮɚɘəɩɜ ɢɟɖůŰɩɜ/ůɡůəŮɡɩɜ, ɔɑɜŮŰŬɘ ŬɜɎəɚɖůɐ Űɞɡɠ Ŭˊɧ Űɖɜ Ŭɟɢɐ 

ˊɘůŰɞˊɞɑɖůɖɠ əŬɘ ɏəŭɞůɖ ɜɏɤɜ, ɢɤɟɑɠ Űɖɜ ŭɘŬəɞˊɐ Űɖɠ ɡˊɖɟŮůɑŬɠ.  

ɆŮ ˊŮɟɑˊŰɤůɖ ŬˊɩɚŮɘŬɠ ɘŭɘɤŰɘəɞɨ əɚŮɘŭɘɞɨ ȺɜŭɘɎɛŮůɖɠ ȷɟɢɐɠ ɄɘůŰɞˊɞɑɖůɖɠ, 

ŮɘŭɞˊɞɘɞɨɜŰŬɘ ɧɚɞɘ ɞɘ ɆɡɜŭɟɞɛɖŰɏɠ Űɖɠ ŬɜŰɑůŰɞɘɢɖɠ ȷɄ, ŬɜŬəŬɚɞɨɜŰŬɘ ɧɚŬ ŰŬ ŰŮɚɘəɎ 

ˊɘůŰɞˊɞɘɖŰɘəɎ ˊɞɡ ŮəŭɧɗɖəŬɜ Ŭˊɧ Űɖ ůɡɔəŮəɟɘɛɏɜɖ ȷɟɢɐ, əŬɗɩɠ əŬɘ Űɞ ˊɘůŰɞˊɞɘɖŰɘəɧ 

Űɖɠ ɑŭɘŬɠ Űɖɠ ȷɟɢɐɠ.  

 

ɆŮ ˊŮɟɑˊŰɤůɖ ŬˊɩɚŮɘŬɠ Űɞɡ ɘŭɘɤŰɘəɞɨ əɚŮɘŭɘɞɨ Űɖɠ ȾɞɟɡűŬɑŬɠ ȷɟɢɐɠ ɄɘůŰɞˊɞɑɖůɖɠ, 

əɎɗŮ ȷɄ ɗŬ ŭɘŬəɧɣŮɘ Űɖɜ ɡˊɖɟŮůɑŬ, ɗŬ ŮɘŭɞˊɞɘɐůŮɘ ɧɚɞɡɠ Űɞɡɠ ɆɡɜŭɟɞɛɖŰɏɠ Űɖɠ, ɗŬ 

ˊɟɞɢɤɟɐůŮɘ ůŰɖɜ ŬɜɎəɚɖůɖ ɧɚɤɜ Űɤɜ ˊɘůŰɞˊɞɘɖŰɘəɩɜ, ɗŬ ŮəŭɩůŮɘ ɛɘŬ ŰŮɚŮɡŰŬɑŬ ȿȷɄ 

əŬɘ Űɏɚɞɠ ɗŬ ŮɘŭɞˊɞɘɐůŮɘ Űɘɠ ůɢŮŰɘəɏɠ Ŭɟɢɏɠ ŬůűɎɚŮɘŬɠ əɘ ŮˊɞˊŰŮɑŬɠ. ɆŰɖ ůɡɜɏɢŮɘŬ ɖ 

https://www.ccadb.org/cas/incident-report


Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ ɗŬ ůɡůŰŬɗŮɑ ɝŬɜɎ ɛŮ ŭɖɛɘɞɡɟɔɑŬ ɜɏɤɜ ȷɟɢɩɜ 

ɄɘůŰɞˊɞɑɖůɖɠ, ɝŮəɘɜɩɜŰŬɠ Ŭˊɧ ɜɏŬ ȾɞɟɡűŬɑŬ ȷɟɢɐ ɄɘůŰɞˊɞɑɖůɖɠ. 

5.7.4 ȹɡɜŬŰɧŰɖŰŮɠ ŬŭɘɎɚŮɘˊŰɖɠ ɚŮɘŰɞɡɟɔɑŬɠ Űɖɠ ɡˊɖɟŮůɑŬɠ ůŮ ˊŮɟɑˊŰɤůɖ 
űɡůɘəɩɜ ɐ Ɏɚɚɤɜ əŬŰŬůŰɟɞűɩɜ 

ȼ ɈȹȾ HARICA ɏɢŮɘ ˊɟɞɓɚɏɣŮɘ ŭɡɜŬŰɧŰɖŰŮɠ ŬŭɘɎɚŮɘˊŰɖɠ ɚŮɘŰɞɡɟɔɑŬɠ ɛŮ ŬˊɞɗɐəŮɡůɖ 

ŬɜŰɘɔɟɎűɤɜ ɧɚɤɜ Űɤɜ ůɡůŰɖɛɎŰɤɜ/ɡˊɞůɡůŰɖɛɎŰɤɜ ůŮ ŬůűŬɚɐ ŰɞˊɞɗŮůɑŬ ŮəŰɧɠ Űɤɜ 

ɢɩɟɤɜ Űɤɜ ŮɝɡˊɖɟŮŰɖŰɩɜ Űɖɠ HARICA, ůɨɛűɤɜŬ ɛŮ ůɡɔəŮəɟɘɛɏɜɞ ůɢɏŭɘɞ 

ŮˊɘɢŮɘɟɖůɘŬəɐɠ ůɡɜɏɢŮɘŬɠ  (business continuity plan). ɇɞ ůɢɏŭɘɞ ŮˊɘɢŮɘɟɖůɘŬəɐɠ 

ůɡɜɏɢŮɘŬɠ ˊŮɟɘɚŬɛɓɎɜŮɘ: 

1. ɇɘɠ ůɡɜɗɐəŮɠ ŮɜŮɟɔɞˊɞɑɖůɖɠ Űɞɡ ˊɚɎɜɞɡ, 

2. ȺˊŮɑɔɞɡůŮɠ ŭɘŬŭɘəŬůɑŮɠ, 

3. ȺɜŬɚɚŬəŰɘəɏɠ ŭɘŬŭɘəŬůɑŮɠ,  

4. ȹɘŬŭɘəŬůɑŮɠ ůɡɜɏɢɘůɖɠ, 

5. ɄɟɧɔɟŬɛɛŬ ůɡɜŰɐɟɖůɖɠ ɔɘŬ Űɞ ˊɚɎɜɞ, 

6. ȷˊŬɘŰɐůŮɘɠ Ůˊɑɔɜɤůɖɠ əɘ ŮəˊŬɑŭŮɡůɖɠ, 

7. ɇɘɠ ŬɟɛɞŭɘɧŰɖŰŮɠ Űɤɜ ˊɟɞůɩˊɤɜ, 

8. ȷɜŰɘəŮɘɛŮɜɘəɧɠ ɢɟɧɜɞɠ ŮˊŬɜŬűɞɟɎɠ, 

9. ɇŬəŰɘəɞɑ ɏɚŮɔɢɞɘ Űɤɜ ŮɜŬɚɚŬəŰɘəɩɜ ˊɚɎɜɤɜ, 

10. ɇɞ ůɢɏŭɘɞ Űɖɠ ȷɄ ɜŬ ŭɘŬŰɖɟŮɑ ɐ ɜŬ ŮˊŬɜŬűɏɟŮɘ Űɘɠ ŮˊɘɢŮɘɟɖůɘŬəɏɠ 

ɚŮɘŰɞɡɟɔɑŮɠ Űɖɠ ɏɔəŬɘɟŬ, ɛŮŰɎ Ŭˊɧ ŭɘŬəɞˊɐ ɐ ŬˊɞŰɡɢɑŬ əɟɑůɘɛɤɜ 

ŭɘŬŭɘəŬůɘɩɜ Űɖɠ, 

11. ȷ́ ŬɑŰɖůɖ ɔɘŬ ŬˊɞɗɐəŮɡůɖ əɟɑůɘɛɞɡ əɟɡˊŰɞɔɟŬűɘəɞɨ ɡɚɘəɞɨ (ˊ.ɢ. 

ŬůűŬɚɐ ŭɘɎŰŬɝɖ əɟɡˊŰɞɔɟɎűɖůɖɠ əŬɘ ŬɜŰɘəŮɑɛŮɜŬ ŮɜŮɟɔɞˊɞɑɖůɖɠ) ůŮ 

ŮɜŬɚɚŬəŰɘəɐ ŰɞˊɞɗŮůɑŬ, 

12. ɄɞɘŬ ɗŮɤɟŮɑŰŬɘ ɤɠ ŬˊɞŭŮəŰɐ ŬˊɩɚŮɘŬ ůɡůŰɐɛŬŰɞɠ  əŬɘ ˊɞɘɞɠ ŮɑɜŬɘ ɞ 

ŬˊɞŭŮəŰɧɠ ɢɟɧɜɞɠ ŮˊŬɜŬűɞɟɎɠ, 

13. Ʉɧůɞ ůɡɢɜɎ ɚŬɛɓɎɜɞɜŰŬɘ ŬɜŰɑɔɟŬűŬ ŬůűŬɚŮɑŬɠ ŮɡŬɑůɗɖŰɤɜ 

ŮˊɘɢŮɘɟɖůɘŬəɩɜ ˊɚɖɟɞűɞɟɘɩɜ əŬɘ ɚɞɔɘůɛɘəɩɜ, 

14. ɇɖɜ ŬˊɧůŰŬůɖ Ŭˊɧ Űɘɠ ŮɔəŬŰŬůŰɎůŮɘɠ ŮˊŬɜŬűɞɟɎɠ ɛɏɢɟɘ Űɖɜ əɨɟɘŬ 
ŰɞˊɞɗŮůɑŬ Űɖɠ ȷɄ, əŬɘ 

15. ȹɘŬŭɘəŬůɑŮɠ ɔɘŬ Űɖ ŭɘŬůűɎɚɘůɖ Űɖɠ ɚŮɘŰɞɡɟɔɑŬɠ ůŰɞ ɛɏŰɟɞ Űɞɡ ŭɡɜŬŰɞɨ 

əŬŰɎ Űɖɜ ˊŮɟɑɞŭɞ ɛŮŰɎ Ŭˊɧ Űɖɜ əŬŰŬůŰɟɞűɐ əŬɘ ˊɟɘɜ Ŭˊɧ Űɖɜ 

ŬˊɞəŬŰɎůŰŬůɖ, ůŮ ŬůűŬɚɏɠ ˊŮɟɘɓɎɚɚɞɜ ŮɑŰŮ ůŰɖɜ Ŭɟɢɘəɐ ŮɑŰŮ ůŮ Ɏɚɚɖ 

ŰɞˊɞɗŮůɑŬ. 

 

Ƀɘ ŭɘŬŭɘəŬůɑŮɠ ŮˊŬɜŬűɞɟɎɠ Ŭˊɧ əŬŰŬůŰɟɞűɐ ŭɞəɘɛɎɕɞɜŰŬɘ, ŮˊŬɜŮɝŮŰɎɕɞɜŰŬɘ əŬɘ 

ŮɜɖɛŮɟɩɜɞɜŰŬɘ ůŮ ŮŰɐůɘŬ ɓɎůɖ. 

 

ɆŮ ˊŮɟɑˊŰɤůɖ ůɖɛŬɜŰɘəɐɠ əŬŰŬůŰɟɞűɐɠ ɐ Ɏɚɚɖɠ ŬˊɩɚŮɘŬɠ, ɚŬɛɓɎɜɞɜŰŬɘ əŬŰɎɚɚɖɚŬ 

ɛɏŰɟŬ ɔɘŬ Űɖɜ Ŭˊɞűɡɔɐ ˊŬɟɧɛɞɘɞɡ ˊŮɟɘůŰŬŰɘəɞɨ ůŰɞ ɛɏɚɚɞɜ. 

5.8 ɇŮɟɛŬŰɘůɛɧɠ ȷɟɢɐɠ ɄɘůŰɞˊɞɑɖůɖɠ ɐ ȷɟɢɐɠ ȾŬŰŬɢɩɟɖůɖɠ 

ɆŰɖɜ ˊŮɟɑˊŰɤůɖ Űɖɠ ˊɟɞɔɟŬɛɛŬŰɘůɛɏɜɖɠ ŬˊɧűŬůɖɠ ŰŮɟɛŬŰɘůɛɞɨ Űɖɠ, ɖ HARICA ɗŬ 

ŮɜɖɛŮɟɩɜŮɘ Űɞɡɠ ɆɡɜŭɟɞɛɖŰɏɠ, ɜŬ ɛŮŰŬɓɞɨɜ ůŮ əɎˊɞɘɞɜ Ɏɚɚɞ ɄɎɟɞɢɞ ɈˊɖɟŮůɘɩɜ 

ȺɛˊɘůŰɞůɨɜɖɠ. ȳŰŬɜ ɏɟɗŮɘ ɖ ůŰɘɔɛɐ Űɞɡ ŰŮɟɛŬŰɘůɛɞɨ, ɛŮ ŮɝŬɑɟŮůɖ ŰŬ ɄɘůŰɞˊɞɘɖŰɘəɎ 

ůɨɜŰɞɛɖɠ ŭɘɎɟəŮɘŬɠ, əɎɗŮ ȹɘŬɢŮɘɟɘůŰɐɠ ȺɜŭɘɎɛŮůɖɠ ȷɄ ŬɜŬəŬɚŮɑ ɧɚŬ ŰŬ 

ˊɘůŰɞˊɞɘɖŰɘəɎ ˊɞɡ ɏɢɞɡɜ ŮəŭɞɗŮɑ, ŮɜɖɛŮɟɩɜŮɘ Űɖ ůɢŮŰɘəɐ ȿȷɄ əŬɘ ŬɜŬəŬɚŮɑ əŬɘ Űɞ 

ŭɘəɧ Űɖɠ ˊɘůŰɞˊɞɘɖŰɘəɧ. ȷɡŰɐ ɖ ŭɘŬŭɘəŬůɑŬ ŬɜɎəɚɖůɖɠ ˊŮɟɘɚŬɛɓɎɜŮɘ ɧɚŬ ŰŬ 

ɄɘůŰɞˊɞɘɖŰɘəɎ ɀɞɜɎŭɤɜ ɉɟɞɜɞůɐɛŬɜůɖɠ əŬɘ Űɞ ɄɘůŰɞˊɞɘɖŰɘəɧ Űɖɠ ȺəŭɞɨůŬɠ ȷɄ. 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 
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Ⱥˊɘˊɚɏɞɜ, ŮɜɖɛŮɟɩɜŮɘ Űɘɠ əŬŰɎɚɚɖɚŮɠ Ŭɟɢɏɠ əŬɘ ŭɖɛɞůɘɞˊɞɘŮɑ Űɞɜ ŰŮɟɛŬŰɘůɛɧ Űɖɠ 

ɚŮɘŰɞɡɟɔɑŬɠ Űɖɠ. ɆŮ əɎɗŮ ˊŮɟɑˊŰɤůɖ ŬəɞɚɞɡɗŮɑŰŬɘ ɖ Ůɗɜɘəɐ əɘ ȺɡɟɤˊŬɥəɐ ɜɞɛɞɗŮůɑŬ 

ɜɞɛɞɗŮůɑŬ ŰŮɟɛŬŰɘůɛɞɨ ȷɟɢɩɜ ɄɘůŰɞˊɞɑɖůɖɠ. 

 

ɆŰɖɜ ́ ŮɟɑˊŰɤůɖ ɛŮŰŬɓɑɓŬůɖɠ Űɤɜ ŭɟŬůŰɖɟɘɞŰɐŰɤɜ Űɖɠ HARICA ůŮ Ɏɚɚɞ ȺɔəŮəɟɘɛɏɜɞ 

ɄɎɟɞɢɞ ɈˊɖɟŮůɘɩɜ ȺɛˊɘůŰɞůɨɜɖɠ, ɡˊɎɟɢŮɘ ɐŭɖ ɏɜŬ ɚŮˊŰɞɛŮɟɏɠ ůɢɏŭɘɞ ɛŮŰɎɓŬůɖɠ əŬɘ 

ŰŮɟɛŬŰɘůɛɞɨ, Űɞ ɞˊɞɑɞ ɗŬ ŮűŬɟɛɞůŰŮɑ. ȳɚɞɘ ɞɘ ůɡɜŭɟɞɛɖŰɏɠ ɗŬ ɚɎɓɞɡɜ Űɖɜ Ůɘŭɞˊɞɑɖůɖ 

ŬɡŰɐɠ Űɖɠ ɛŮŰɎɓŬůɖɠ ɔɘŬ ɜŬ ŬˊɞűŬůɑůɞɡɜ Ŭɜ Ůˊɘɗɡɛɞɨɜ ɜŬ ŬɚɚɎɝɞɡɜ ɄɎɟɞɢɞ ɐ ɧɢɘ. 

ȾŬŰɎ Űɖ ŭɘɎɟəŮɘŬ Űɖɠ ɛŮŰŬɓɑɓŬůɖɠ Űɤɜ ŭɟŬůŰɖɟɘɞŰɐŰɤɜ, ɧɚŮɠ ɞɘ əɟɑůɘɛŮɠ ŭɘŮɟɔŬůɑŮɠ 

ˊɟɞɓɚɏˊŮŰŬɘ ɜŬ ɚŮɘŰɞɡɟɔɞɨɜ əŬɜɞɜɘəɎ. ȷɟɢŮɑŬ əŬŰŬɔɟŬűɐɠ, ŭŮŭɞɛɏɜŬ ŰŬɡŰɞˊɞɑɖůɖɠ 

əŬɗɩɠ əŬɘ ɧɚŬ ŰŬ ůŰɞɘɢŮɑŬ ˊɞɡ ůɢŮŰɑɕɞɜŰŬɘ ɛŮ Űɖ ɚŮɘŰɞɡɟɔɑŬ ȷɄ, ȷȾ, ȷɟɢɏɠ 

ȺˊŬɚɐɗŮɡůɖɠ, ɗŬ ɛŮŰŬűŮɟɗɞɨɜ ůŰɞɜ ˊŬɟŬɚɐˊŰɖ ȺɔəŮəɟɘɛɏɜɞ ɄɎɟɞɢɞ ɈˊɖɟŮůɘɩɜ 

ȺɛˊɘůŰɞůɨɜɖɠ. 

 

ɆŮ əɎɗŮ ˊŮɟɑˊŰɤůɖ, ŰŬ ŬɟɢŮɑŬ əŬŰŬɔɟŬűɐɠ Űɤɜ ȷȾ /ȷɄ ́ɞɡ ůɢŮŰɑɕɞɜŰŬɘ ɛŮ ŰŬ 

ŬɘŰɐɛŬŰŬ ˊɘůŰɞˊɞɘɖŰɘəɩɜ əŬɘ Űɖɜ ŮˊŬɚɐɗŮɡůɖ ŬɡŰɩɜ, əŬɘ ɧɚŬ ŰŬ ɄɘůŰɞˊɞɘɖŰɘəɎ əŬɘ ɖ 

ŬɜɎəɚɖůɖ ŬɡŰɩɜ, űɡɚɎůůɞɜŰŬɘ ɔɘŬ Űɖɜ ˊŮɟɑɞŭɞ ˊɞɡ ŬɜŬűɏɟŮŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 

5.5.2, ɛŮ ůɖɛŮɑɞ Ůəəɑɜɖůɖɠ Űɖ ɚɐɝɖ ŮɔəɡɟɧŰɖŰŬɠ Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ. ɇɞ ŭɘɎůŰɖɛŬ 

ŬɡŰɧ ŭɨɜŬŰŬɘ ɜŬ ŰɟɞˊɞˊɞɘɖɗŮɑ ŬɜɎɚɞɔŬ ɛŮ Űɘɠ ŮɝŮɚɑɝŮɘɠ Űɖɠ ůɢŮŰɘəɐɠ ɜɞɛɞɗŮůɑŬɠ. 

 

ȳŰŬɜ ɏɜŬɠ Ɏɚɚɞɠ ŭɘŬ-ˊɘůŰɞˊɞɘɖɛɏɜɞɠ ɄɎɟɞɢɞɠ ɈˊɖɟŮůɘɩɜ ȺɛˊɘůŰɞůɨɜɖɠ ůŰŬɛŬŰɎ 

ɧɚŮɠ Űɞɡ Űɘɠ ɚŮɘŰɞɡɟɔɑŮɠ, ůɡɛˊŮɟɘɚŬɛɓŬɜɞɛɏɜɖɠ Űɖɠ ŭɘŬɢŮɑɟɘůɖɠ Űɤɜ ŬɜŬəɚɐůŮɤɜ, 

ŬɜŬəŬɚɞɨɜŰŬɘ ɧɚŬ ŰŬ ŭɘŬ-ˊɘůŰɞˊɞɘɖŰɘəɎ ˊɞɡ ŮəŭɧɗɖəŬɜ ůɨɛűɤɜŬ ɛŮ Űɖɜ ˊŬɟɎɔɟŬűɞ 

3.2.6.  
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6 ȰɚŮɔɢɞɘ ŰŮɢɜɘəɐɠ ŬůűɎɚŮɘŬɠ 

6.1 ȹɖɛɘɞɡɟɔɑŬ ɕŮɨɔɞɡɠ əɚŮɘŭɘɩɜ əŬɘ ŮɔəŬŰɎůŰŬůɖ 

6.1.1 ȹɖɛɘɞɡɟɔɑŬ ɕŮɨɔɞɡɠ əɚŮɘŭɘɩɜ 

 ȹɖɛɘɞɡɟɔɑŬ ȻŮɨɔɞɡɠ ȾɚŮɘŭɘɞɨ ɔɘŬ ȷɟɢɏɠ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ɀɞɜɎŭŮɠ 
ɉɟɞɜɞůɐɛŬɜůɖɠ 

ɇŬ ȻŮɨɔɖ ȾɚŮɘŭɘɩɜ Űɤɜ ȷɄ ŭɖɛɘɞɡɟɔɞɨɜŰŬɘ ůŮ ŬůűŬɚɏɠ ˊŮɟɘɓɎɚɚɞɜ əŬɘ 

ŮɔəŬɗɑůŰŬɜŰŬɘ ůŮ Ůɘŭɘəɏɠ əɟɡˊŰɞůɡůəŮɡɏɠ (Hardware Security Modules ï HSMs). Ƀɘ 

Ůɘŭɘəɏɠ əɟɡˊŰɞůɡůəŮɡɏɠ ɗŬ əŬɚɨˊŰɞɡɜ Űɘɠ ˊɟɞŭɘŬɔɟŬűɏɠ ˊɞɡ ɞɟɑɕɞɜŰŬɘ ůŰɖɜ 

ˊŬɟɎɔɟŬűɞ 6.2.7.1 ɇŬ ȻŮɨɔɖ ȾɚŮɘŭɘɩɜ ɀɞɜɎŭɤɜ ɉɟɞɜɞůɐɛŬɜůɖɠ, Ůˊɑůɖɠ 

ŭɖɛɘɞɡɟɔɞɨɜŰŬɘ ůŮ ŬůűŬɚɏɠ ˊŮɟɘɓɎɚɚɞɜ Ŭˊɧ ˊɟɞůɤˊɘəɧ ˊɞɡ əŬŰɏɢŮɘ ɏɛˊɘůŰɞɡɠ ɟɧɚɞɡɠ 

ɛŮ ŰɞɡɚɎɢɘůŰɞɜ ŭɘˊɚɧ ɏɚŮɔɢɞ əŬɘ ˊɟɏˊŮɘ ɜŬ ůɡɛɛɞɟűɩɜɞɜŰŬɘ ɛŮ Űɘɠ ˊɟɞŭɘŬɔɟŬűɏɠ ˊɞɡ 

ɞɟɑɕɞɜŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 6.2.7.2. 

 

ɄɟɏˊŮɘ ɜŬ ŮɚɏɔɢŮŰŬɘ əŬŰɎ Űɞ ɢɟɧɜɞ ŭɖɛɘɞɡɟɔɑŬɠ Űɤɜ əɚŮɘŭɘɩɜ ɖ ɨˊŬɟɝɖ ˊɚɖɟɞűɞɟɘɩɜ 

ɔɘŬ ůűɎɚɛŬŰŬ Űɞɡ ɚɞɔɘůɛɘəɞɨ ɐ Űɞɡ ɡɚɘəɞɨ ˊɞɡ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ, əŬɘ ůɢŮŰɑɕŮŰŬɘ ɛŮ Űɖ 

ŭɖɛɘɞɡɟɔɑŬ əɚŮɘŭɘɩɜ.  

 

ũɘŬ Űɖɜ ɏəŭɞůɖ ȻŮɨɔɞɡɠ ȾɚŮɘŭɘɩɜ ȷɄ ɐ ɄɘůŰɞˊɞɘɖŰɘəɧ ɀɞɜɎŭŬɠ ɉɟɞɜɞůɐɛŬɜůɖɠ, 

ŰɖɟŮɑŰŬɘ ˊɟɞəŬɗɞɟɘůɛɏɜɖ ŭɘŬŭɘəŬůɑŬ (ŰŮɚŮŰɐ ŭɖɛɘɞɡɟɔɑŬɠ əɚŮɘŭɘɩɜ) ɖ ɞˊɞɑŬ 

ŮəŰŮɚŮɑŰŬɘ ˊŬɟɞɡůɑŬ ɛŮɚɩɜ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɖɠ ȺˊɘŰɟɞˊɐɠ. ȺɘŭɘəɧŰŮɟŬ ɔɘŬ Űɖɜ ɏəŭɞůɖ 

Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ȾɞɟɡűŬɑŬɠ (ROOT) ȷɟɢɐɠ ɄɘůŰɞˊɞɑɖůɖɠ ɐ ȺɜŭɘɎɛŮůɖɠ ȷɄ 

ȺɝɤŰŮɟɘəɐɠ ȹɘŬɢŮɑɟɘůɖɠ, ɖ ŭɘŬŭɘəŬůɑŬ ŮɑŰŮ ɔɑɜŮŰŬɘ ˊŬɟɞɡůɑŬ ŮɝɤŰŮɟɘəɞɨ ŮɚŮɔəŰɐ 

(auditor), ŮɑŰŮ ɓɘɜŰŮɞůəɞˊŮɑŰŬɘ ɖ ŭɖɛɘɞɡɟɔɑŬ Űɞɡ ȻŮɨɔɞɡɠ ȾɚŮɘŭɘɞɨ Űɖɠ ȷɟɢɐɠ 

ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ůŰɖ ůɡɜɏɢŮɘŬ ŬˊɞůŰɏɚɚŮŰŬɘ ůŮ ŮɝɤŰŮɟɘəɧ ŮɚŮɔəŰɐ ɞ ɞˊɞɑɞɠ ŮəŭɑŭŮɘ 

ůɢŮŰɘəɧ ˊɧɟɘůɛŬ. 

 

ȼ HARICA ɗŬ ˊɟɏˊŮɘ ɜŬ ŭɘŬůűŬɚɑůŮɘ ɧŰɘ ɏɜŬ ɄɘůŰɞˊɞɘɖŰɘəɧ ȾɞɟɡűŬɑŬɠ ȷɄ ˊɞɡ 

ɡɞ́ɓɎɚɚŮŰŬɘ ɔɘŬ ůɡɛˊŮɟɑɚɖɣɖ ůŰɞ Root Store Űɞɡ ɄɟɞɛɖɗŮɡŰɐ ȿɞɔɘůɛɘəɞɨ 

ȺűŬɟɛɞɔɩɜ ɗŬ ˊŮɟɘɚŬɛɓɎɜŮɘ ɏɜŬ əɚŮɘŭɑ ˊɞɡ ɏɢŮɘ ŭɖɛɘɞɡɟɔɖɗŮɑ ŮɜŰɧɠ ˊɏɜŰŮ (5) ŮŰɩɜ 

Ŭˊɧ Űɖɜ ŬɑŰɖůɖ ůɡɛˊŮɟɑɚɖɣɖɠ. 

 ȹɖɛɘɞɡɟɔɑŬ ȻŮɨɔɞɡɠ ȾɚŮɘŭɘɩɜ ɔɘŬ ȷɟɢɏɠ ȾŬŰŬɢɩɟɖůɖɠ 

ȹŮɜ ɞɟɑɕŮŰŬɘ. 

 ȹɖɛɘɞɡɟɔɑŬ ȻŮɨɔɞɡɠ ȾɚŮɘŭɘɩɜ ɆɡɜŭɟɞɛɖŰɩɜ 

ɇŬ əɚŮɘŭɘɎ Űɤɜ ůɡɜŭɟɞɛɖŰɩɜ ŭɖɛɘɞɡɟɔɞɨɜŰŬɘ Ŭˊɧ ɡɚɘəɧ əŬɘ əŬŰɎɚɚɖɚɞ ɚɞɔɘůɛɘəɧ 

ůŰɖɜ ˊɚŮɡɟɎ Űɤɜ ȷɘŰɞɨɜŰɤɜ ɐ ůŮ Ůɝ ŬˊɞůŰɎůŮɤɠ ȹɘɎŰŬɝɖ ȹɖɛɘɞɡɟɔɑŬɠ ɈˊɞɔɟŬűɐɠ 

əŬɘ ˊŬɟŬɛɏɜɞɡɜ əɎŰɤ Ŭˊɧ Űɞɜ ŬˊɧɚɡŰɞ ɏɚŮɔɢɧ Űɞɡɠ, ůŮ ɧɚɖ Űɖ ŭɘɎɟəŮɘŬ ɘůɢɨɞɠ Űɞɡɠ. 

ɆŮ ˊŮɟɑˊŰɤůɖ ˊɞɡ əɎˊɞɘŬ ȷɟɢɐ ɄɘůŰɞˊɞɑɖůɖɠ ŮˊɘŰɟɏɣŮɘ ůŰɘɠ ŭɘŬŭɘəŬůɑŮɠ Űɖɠ ɛŬɕɘəɐ 

ŭɖɛɘɞɡɟɔɑŬ əɚŮɘŭɘɩɜ ɔɘŬ ɚɞɔŬɟɘŬůɛɧ ŰɟɑŰɤɜ, ɗŬ ˊɟɏˊŮɘ ɜŬ ˊɟɞɓɚɏˊŮŰŬɘ ɖ əŬŰŬůŰɟɞűɐ 

ɧɚɤɜ Űɤɜ ŬɜŰɘɔɟɎűɤɜ ɘŭɘɤŰɘəɩɜ əɚŮɘŭɘɩɜ ɛŮŰɎ Űɖɜ ˊŬɟɎŭɞůɐ Űɞɡɠ ůŰɞɡɠ ɢɟɐůŰŮɠ, 

ɩůŰŮ ůŰɞ Űɏɚɞɠ ŰŬ ɘŭɘɤŰɘəɎ əɚŮɘŭɘɎ ɜŬ ɓɟɑůəɞɜŰŬɘ ɛɧɜɞ ůŰɖɜ əŬŰɞɢɐ Űɤɜ ŭɘəŬɘɞɨɢɤɜ 

ɆɡɜŭɟɞɛɖŰɩɜ. 

 

ȷɜ ɏɜŬ ŰŮɚɘəɧ ɄɘůŰɞˊɞɘɖŰɘəɧ ɆɡɜŭɟɞɛɖŰɐ ˊŮɟɘɚŬɛɓɎɜŮɘ Űɖɜ ŮˊɏəŰŬůɖ extKeyUsage  

ɖ ɞˊɞɑŬ ˊŮɟɘɚŬɛɓɎɜŮɘ ŮɑŰŮ Űɖɜ Űɘɛɐ id - kp- serverAuth  [RFC5280] ŮɑŰŮ 
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anyExtendedKeyUsage [RFC5280], ɖ HARICA ȹȺɁ ɗŬ ŭɖɛɘɞɡɟɔɐůŮɘ ȻŮɨɔɞɠ 

ȾɚŮɘŭɘɩɜ ɔɘŬ ɚɞɔŬɟɘŬůɛɧ Űɞɡ ɆɡɜŭɟɞɛɖŰɐ, əŬɘ ȹȺɁ ɗŬ ŭŮɢɗŮɑ ɏɜŬ ŬɑŰɖɛŬ 

ˊɘůŰɞˊɞɘɖŰɘəɞɨ ˊɞɡ ɗŬ ɢɟɖůɘɛɞˊɞɘŮɑ ȻŮɨɔɞɠ ȾɚŮɘŭɘɩɜ Űɞ ɞˊɞɑɞ ŭɖɛɘɞɡɟɔɐɗɖəŮ əɎˊɞɘŬ 

ůŰɘɔɛɐ ůŰɞ ˊŬɟŮɚɗɧɜ Ŭˊɧ Űɖ HARICA. 

 

ȺɘŭɘəɎ ɔɘŬ Űɖɜ ˊŮɟɑˊŰɤůɖ ˊɞɡ əɎˊɞɘɞɠ ȷɘŰɩɜ ŮˊɘɗɡɛŮɑ ɜŬ ŬˊɞəŰɐůŮɘ ˊɘůŰɞˊɞɘɖŰɘəɧ 

əɚɎůɖɠ ȷ, ɧˊɤɠ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 3.2.3.1, ɗŬ ˊɟɏˊŮɘ ɜŬ 

¶ ɡˊɞɓɎɚŮɘ Űɖɜ ŬɑŰɖůɖ ɡˊɧ Űɖɜ ŮˊɞˊŰŮɑŬ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɞɡ ŰŮɢɜɘəɞɨ Űɖɠ 

ȷɟɢɐɠ ȾŬŰŬɢɩɟɖůɖɠ ɩůŰŮ ɜŬ ˊɘůŰɞˊɞɘɖɗŮɑ ɧŰɘ ɖ ŭɖɛɘɞɡɟɔɑŬ Űɤɜ əɚŮɘŭɘɩɜ 

ɗŬ ɔɑɜŮɘ ůŮ əɟɡˊŰɞɔɟŬűɘəɐ ůɡůəŮɡɐ, ɧˊɤɠ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 

6.2.7.4, 

¶ ˊɟɞůəɞɛɑůŮɘ ɏɜŬ ŮůɤŰŮɟɘəɧ ɐ ŮɝɤŰŮɟɘəɧ IT audit, ŬˊɞŰɡˊɩɜɞɜŰŬɠ ɧŰɘ 

ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ ɛɧɜɞ ŬˊɞŭŮəŰɐ ȷůűŬɚɐ ȾɟɡˊŰɞɔɟŬűɘəɐ ȹɘɎŰŬɝɖ, 

¶ ɚɎɓŮɘ ɛɑŬ əɟɡˊŰɞɔɟŬűɘəɐ ůɡůəŮɡɐ ɧˊɤɠ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 

6.2.7.4, ˊɞɡ ɗŬ ˊŮɟɘɏɢŮɘ ɐŭɖ ŰŬ ȾɚŮɘŭɘɎ ŰŬ ɞˊɞɑŬ ɏɢɞɡɜ ŭɖɛɘɞɡɟɔɖɗŮɑ 

ɜɤɟɑŰŮɟŬ Ŭˊɧ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɞ ˊɟɞůɤˊɘəɧ Űɖɠ HARICA ˊɞɡ əŬŰɏɢŮɘ 

ȰɛˊɘůŰɞ Ʌɧɚɞ əŬɘ Ŭəɞɚɞɡɗɞɨɜ Űɘɠ ŭɘŬŭɘəŬůɑŮɠ ˊɞɡ ˊŮɟɘɔɟɎűɞɜŰŬɘ ůŰɖɜ 

ˊŬɟɎɔɟŬűɞ 6.2.7.4, 

¶ ɢɟɖůɘɛɞˊɞɘɐůŮɘ ɛɘŬ ŮɔəŮəɟɘɛɏɜɖ Ŭˊɧ Űɖɜ HARICA əɟɡˊŰɞɔɟŬűɘəɐ 

ɓɘɓɚɘɞɗɐəɖ (crypto library) əŬɘ əŬŰɎɚɚɖɚɖ/ŬˊɞŭŮəŰɐ ȷůűŬɚɐɠ 

ȾɟɡˊŰɞɔɟŬűɘəɐ ȹɘɎŰŬɝɖ ɔɘŬ Űɖɜ ŭɖɛɘɞɡɟɔɑŬ əŬɘ űɨɚŬəɖ Űɞɡ ȻŮɨɔɞɡɠ 

ȾɚŮɘŭɘɩɜ, ɐ 

¶ ɢɟɖůɘɛɞˊɞɘɐůŮɘ Ůɘŭɘəɐ əɟɡˊŰɞůɡůəŮɡɐ ˊɞɡ ŮˊɘɓŮɓŬɘɩɜŮɘ ɛɏůɤ ɚŮɘŰɞɡɟɔɑŬɠ 
ñkey attestationò Űɖ ŭɖɛɘɞɡɟɔɑŬ ŬůɨɛɛŮŰɟɞɡ əɚŮɘŭɘɞɨ ŮɜŰɧɠ Űɖɠ ůɡůəŮɡɐɠ 

əŬɘ ɧɢɘ Űɖɜ ŮɘůŬɔɤɔɐ Űɞɡ. 

Ƀɘ ɆɡɜŭɟɞɛɖŰɏɠ ɛˊɞɟɞɨɜ ɜŬ ɢɟɖůɘɛɞˊɞɘɞɨɜ Ůɝô ŬˊɞůŰɎůŮɤɠ ȹɘŬŰɎɝŮɘɠ ȹɖɛɘɞɡɟɔɑŬɠ 

ɈˊɞɔɟŬűɐɠ ɐ əɎˊɞɘɞ ŰɟɑŰɞ ɛɏɟɞɠ ˊɞɡ ɗŬ ŭɘŬɢŮɘɟɑɕŮŰŬɘ Ůɘŭɘəɧ əɟɡˊŰɞɔɟŬűɘəɧ ɡɚɘəɧ 

ɔɘŬ ɚɞɔŬɟɘŬůɛɧ Űɞɡ ɡˊɞɔɟɎűɞɜŰŬ. ɆŮ ŬɡŰɐ Űɖɜ ˊŮɟɑˊŰɤůɖ: 

1. ȼ ŮɜŮɟɔɞˊɞɑɖůɖ Űɞɡ əɚŮɘŭɘɞɨ ɗŬ ˊɟɏˊŮɘ ɜŬ ɓŬůɑɕŮŰŬɘ ůŮ ŮɝɞɡůɘɞŭɧŰɖůɖ 

ŰɞɡɚɎɢɘůŰɞɜ ŭɨɞ ɢŬɟŬəŰɖɟɘůŰɘəɩɜ (2-factor authentication ï 2FA), 

2. ȹŮɜ ŮˊɘŰɟɏˊŮŰŬɘ ŬɜŰɘɔɟŬűɐ Űɞɡ ɘŭɘɤŰɘəɞɨ əɚŮɘŭɘɞɨ, ŮəŰɧɠ Ŭˊɧ əŬŰɎɚɚɖɚŬ 

ŰŮəɛɖɟɘɤɛɏɜɞ ůəɞˊɧ ɔɘŬ Űɖɜ ŬŭŮɘɎɚŮɘˊŰɖ ˊŬɟɞɢɐ Űɖɠ ɡˊɖɟŮůɑŬɠ, əŬɘ Űɞ 

ŬɜŰɑɔɟŬűɞ Űɞɡ əɚŮɘŭɘɞɨ ˊɟɏˊŮɘ ɜŬ ˊɟɞůŰŬŰŮɨŮŰŬɘ əŬŰô ŮɚɎɢɘůŰɞ ɛŮ ŰŬ ɑŭɘŬ 

ɛɏŰɟŬ ŬůűŬɚŮɑŬɠ ɧˊɤɠ Űɞ ˊɟɤŰɧŰɡˊɞ,  

3. ɇɞ ŰɟɑŰɞ ɛɏɟɞɠ ˊɟɏˊŮɘ ɜŬ ŭɘŬɗɏůŮɘ ůŰɖɜ HARICA Űɖɜ ŰŮəɛɖɟɑɤůɖ (ŰŮɢɜɘəɐ 

ɛŮɚɏŰɖ, ŭɘŬŭɘəŬůɑŮɠ əŬɘ ŮűŬɟɛɞɔɐ) ɔɘŬ Űɖ ŭɘŬɢŮɑɟɘůɖ Űɞɡ Ůɘŭɘəɞɨ 

əɟɡˊŰɞɔɟŬűɘəɞɨ ɡɚɘəɞɨ,  

4. ɇɞ ŰɟɑŰɞ ɛɏɟɞɠ ˊɟɏˊŮɘ ɜŬ ŬˊɞŭɏɢŮŰŬɘ ůŮ ŮŰɐůɘɞ ɏɚŮɔɢɞ ůɡɛɛɧɟűɤůɖɠ Űɖɠ 

ɡˊɖɟŮůɑŬɠ ɛŮ Űɞ əŮɑɛŮɜɞ ɄɞɚɘŰɘəɐɠ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ/ɐ Űɞ əŮɑɛŮɜɞ 

ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ ɐ ɗŬ ˊɟɏˊŮɘ ɜŬ ɄɘůŰɞˊɞɘɖɗŮɑ ůɨɛűɤɜŬ ɛŮ 

əŬŰɎɚɚɖɚŬ ŭɘŮɗɜɐ ˊɟɧŰɡˊŬ ɧˊɤɠ Űɖ ůŮɘɟɎ CEN EN 419 241 ɐ ŬɜŰɑůŰɞɘɢŬ Ŭˊɧ 

ȹɘŬˊɘůŰŮɡɛɏɜɞ ūɞɟɏŬ ɄɘůŰɞˊɞɑɖůɖɠ. 

ȼ HARICA ɗŬ ŭɖɛɘɞɡɟɔŮɑ ɏɜŬ ȻŮɨɔɞɠ ȾɚŮɘŭɘɩɜ Ůə ɛɏɟɞɡɠ Űɞɡ ɆɡɜŭɟɞɛɖŰɐ ɔɘŬ 

ȾɚŮɘŭɘɎ ˊɞɡ ˊɟɧəŮɘŰŬɘ ɜŬ ůɡůɢŮŰɘůŰɞɨɜ ɛŮ ɄɘůŰɞˊɞɘɖŰɘəɎ Ůɝ ŬˊɞůŰɎůŮɤɠ 

ȺɔəŮəɟɘɛɏɜɤɜ ɈˊɞɔɟŬűɩɜ/ɆűɟŬɔɑŭɤɜ, ɛŮ ɢɟɐůɖ ˊɘůŰɞˊɞɘɖɛɏɜɤɜ ɚɨůŮɤɜ Ůɝ 

ŬˊɞůŰɎůŮɤɠ ȺȹȹɈ. 
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ȼ HARICA ɗŬ ŬˊɞɟɟɑɣŮɘ ŬɘŰɐɛŬŰŬ ˊɘůŰɞˊɞɘɖŰɘəɩɜ Ŭɜ ɛɑŬ ɐ ˊŮɟɘůůɧŰŮɟŮɠ Ŭˊɧ Űɘɠ 

ˊŬɟŬəɎŰɤ ůɡɜɗɐəŮɠ ɘəŬɜɞˊɞɘɖɗɞɨɜ: 

1. ɇɞ ȻŮɨɔɞɠ ȾɚŮɘŭɘɩɜ ŭŮɜ ɘəŬɜɞˊɞɘŮɑ Űɘɠ ŬˊŬɘŰɐůŮɘɠ Űɖɠ ŮɜɧŰɖŰŬɠ 6.1.5 ɐ/əŬɘ 

6.1.6, 

2. ɈˊɎɟɢɞɡɜ ŮˊŬɟəɐ ůŰɞɘɢŮɑŬ ˊɞɡ ŬˊɞŭŮɘəɜɨɞɡɜ ɧŰɘ ɖ ůɡɔəŮəɟɘɛɏɜɖ ɛɏɗɞŭɞɠ 
ŭɖɛɘɞɡɟɔɑŬɠ ȽŭɘɤŰɘəɞɨ ȾɚŮɘŭɘɞɨ ɐŰŬɜ ŮɚŬŰŰɤɛŬŰɘəɐ, 

3. ȼ HARICA ɔɜɤɟɑɕŮɘ əɎˊɞɘŬ ŮˊŬɚɖɗŮɨůɘɛɖ ɐ ŬˊɞŭŮŭŮɘɔɛɏɜɖ ɛɏɗɞŭɞ ˊɞɡ 

əŬɗɘůŰɎ Űɞ ȽŭɘɤŰɘəɧ ȾɚŮɘŭɑ Űɞɡ ȷɘŰɞɨɛŮɜɞɡ ŮɡɎɚɤŰɞ, 

4. ȼ ȷɄ ɏɢŮɘ ŮɜɖɛŮɟɤɗŮɑ ɧŰɘ Űɞ ȽŭɘɤŰɘəɧ ȾɚŮɘŭɑ Űɞɡ ȷɘŰɞɨɛŮɜɞɡ ŮɑɜŬɘ 
ŮəŰŮɗŮɘɛɏɜɞ, ɛŮ ɢɟɐůɖ ŭɘŬŭɘəŬůɘɩɜ Űɖɠ ȷɄ ɔɘŬ ŬɘŰɐɛŬŰŬ ŬɜɎəɚɖůɖɠ ɧˊɤɠ 

ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɘɠ ŮɜɧŰɖŰŮɠ 4.9.3 əŬɘ 4.9.12, 

5. ɇɞ ȹɖɛɧůɘɞ ȾɚŮɘŭɑ ŬɜŰɘůŰɞɘɢŮɑ ůŮ ɏɜŬ ŬˊɞŭŮŭŮɘɔɛɏɜŬ ŬŭɨɜŬɛɞ ȽŭɘɤŰɘəɧ 
ȾɚŮɘŭɑ. ũɘŬ ŬɘŰɐɛŬŰŬ ˊɞɡ ɗŬ ɡˊɞɓɚɖɗɞɨɜ ůŰɘɠ 15 ɁɞŮɛɓɟɑɞɡ 2024 ɐ 

ŬɟɔɧŰŮɟŬ, ɗŬ ˊɟɏˊŮɘ ɜŬ ŮűŬɟɛɧɕɞɜŰŬɘ ŰɞɡɚɎɢɘůŰɞɜ ŰŬ ŬəɧɚɞɡɗŬ ɛɏŰɟŬ: 

i. ɆŰɖɜ ˊŮɟɑˊŰɤůɖ Űɖɠ ŮɡˊɎɗŮɘŬɠ Űɤɜ Debian weak keys 

(https://wiki .debian.org/SSLkeys), ɖ HARICA ɗŬ ŬˊɞɟɟɑˊŰŮɘ ɧɚŬ ŰŬ 

əɚŮɘŭɘɎ Űɞɡ ɓɟɑůəɞɜŰŬɘ ůŰɖ ŭɘŮɨɗɡɜůɖ 

https://github.com/cabforum/Debian-weak-keys/ ɔɘŬ əɎɗŮ Űɨˊɞ (ˊ.ɢ. 

RSA, ECDSA) əŬɘ ɛɏɔŮɗɞɠ əɚŮɘŭɘɞɨ ˊɞɡ ɓɟɑůəɞɜŰŬɘ ůŰɞ ŬˊɞɗŮŰɐɟɘɞ. 

ũɘŬ ɧɚŬ ŰŬ ɎɚɚŬ əɚŮɘŭɘɎ ˊɞɡ ˊɚɖɟɞɨɜ Űɘɠ ŬˊŬɘŰɐůŮɘɠ Űɖɠ ˊŬɟŬɔɟɎűɞɡ 

6.1.5, ɛŮ ŮɝŬɑɟŮůɖ ŰŬ ɛŮɔɏɗɖ əɚŮɘŭɘɩɜ RSA ɛŮɔŬɚɨŰŮɟŬ Ŭˊɧ 8192 bit, 

ɖ HARICA ɗŬ ŬˊɞɟɟɑˊŰŮɘ ŰŬ Debian weak keys. 

ii. ɆŰɖɜ ˊŮɟɑˊŰɤůɖ Űɖɠ ŮɡˊɎɗŮɘŬɠ ROCA, ɖ HARICA ɗŬ ŬˊɞɟɟɑˊŰŮɘ 

əɚŮɘŭɘɎ ˊɞɡ ŬɜŬɔɜɤɟɑɕɞɜŰŬɘ Ŭˊɧ ŰŬ ŮɟɔŬɚŮɑŬ ˊɞɡ ŮɑɜŬɘ ŭɘŬɗɏůɘɛŬ ůŰɖ 

ŭɘŮɨɗɡɜůɖ https://github.com/crocs-muni/roca ɐ ɘůɞŭɨɜŬɛŬ. 

iii.  ɆŰɖɜ ˊŮɟɑˊŰɤůɖ Űɖɠ ŮɡˊɎɗŮɘŬɠ Close Primes 

(https://fermatattack.secvuln.info/), ɖ HARICA ɗŬ ŬˊɞɟɟɑˊŰŮɘ 

ŬŭɨɜŬɛŬ əɚŮɘŭɘɎ ˊɞɡ ɛˊɞɟɞɨɜ ɜŬ ˊŬɟŬɔɞɜŰɞˊɞɘɖɗɞɨɜ ŮɜŰɧɠ 100 

ɔɨɟɤɜ ɛŮ ɢɟɐůɖ Űɖɠ ɛŮɗɧŭɞɡ ˊŬɟŬɔɞɜŰɞˊɞɑɖůɖɠ Űɞɡ Fermat. 

ȼ HARICA ɗŬ ŬˊɞɟɟɑˊŰŮɘ ŬɘŰɐɛŬŰŬ ˊɘůŰɞˊɞɘɖŰɘəɩɜ ˊɞɡ ɗŬ ˊŮɟɘɚŬɛɓɎɜɞɡɜ ȹɖɛɧůɘɞ 

ȾɚŮɘŭɑ ˊɞɡ ɓɟɘůəɧŰŬɜ ůŮ ɄɘůŰɞˊɞɘɖŰɘəɧ ˊɞɡ ŮəŭɧɗɖəŮ Ŭˊɧ Űɖ HARICA Űɞ ɞˊɞɑɞ 

ŬɜŬəɚɐɗɖəŮ ɚɧɔɤ Űɞɡ ɧŰɘ Űɞ ŬɜŰɑůŰɞɘɢɞ ȽŭɘɤŰɘəɧ ȾɚŮɘŭɑ ŮɑɢŮ ŮəŰŮɗŮɑ. 

6.1.2 ɄŬɟɎŭɞůɖ ȽŭɘɤŰɘəɞɨ əɚŮɘŭɘɞɨ ůŮ ɆɡɜŭɟɞɛɖŰɐ 

 

ȼ HARICA Ŭ́ ŬɔɞɟŮɨŮŰŬɘ ɜŬ ŭɖɛɘɞɡɟɔɐůŮɘ ɕŮɨɔɞɠ əɚŮɘŭɘɩɜ ɔɘŬ ɚɞɔŬɟɘŬůɛɧ 

ůɡɜŭɟɞɛɖŰɩɜ ɧŰŬɜ ŰŬ əɚŮɘŭɘɎ ůɡɜŭɏɞɜŰŬɘ ɛŮ ɊɖűɘŬəɧ ɄɘůŰɞˊɞɘɖŰɘəɧ ɔɘŬ ɢɟɐůɖ 

SSL/TLS ŬɚɚɎ ŮˊɘŰɟɏˊŮŰŬɘ ɔɘŬ ˊɘůŰɞˊɞɘɖŰɘəɎ Ɏɚɚɤɜ ɢɟɐůŮɤɜ. 

 

ȾŬŰɎ Űɖ ŭɖɛɘɞɡɟɔɑŬ ɘŭɘɤŰɘəɩɜ əɚŮɘŭɘɩɜ Ůə ɛɏɟɞɡɠ Ɏɚɚɖɠ ɞɜŰɧŰɖŰŬɠ ŬəɞɚɞɡɗŮɑŰŬɘ ɖ 

ˊŬɟŬəɎŰɤ ŭɘŬŭɘəŬůɑŬ ɐ ŬɡůŰɖɟɧŰŮɟɖ: 

¶ ȷɜ ɖ HARICA ɐ ȺɜŭɘɎɛŮůɖ ȷɄ  ɏɢŮɘ ŬɟəŮŰɏɠ ˊɚɖɟɞűɞɟɑŮɠ ɔɘŬ ɜŬ ŮˊɘɓŮɓŬɘɩůŮɘ 

Űɖɜ ŰŬɡŰɧŰɖŰŬ Űɞɡ ɢɟɐůŰɖ Ůə Űɤɜ ˊɟɞŰɏɟɤɜ, ɏɢŮɘ Űɖɜ ŭɡɜŬŰɧŰɖŰŬ ɜŬ ŭɖɛɘɞɡɟɔɐůŮɘ 

ɕŮɨɔɞɠ əɚŮɘŭɘɩɜ əŬɘ ˊɘůŰɞˊɞɘɖŰɘəɧ ɔɘô ŬɡŰɧɜ Űɞɜ ɢɟɐůŰɖ. 

https://wiki.debian.org/SSLkeys
https://github.com/cabforum/Debian-weak-keys/
https://github.com/crocs-muni/roca
https://fermatattack.secvuln.info/
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¶ ȼ ŮˊŬɚɐɗŮɡůɖ ŰŬɡŰɧŰɖŰŬɠ ɔɑɜŮŰŬɘ ɧŰŬɜ ɞɘ ɘŭɘɞəŰɐŰŮɠ ˊŬɟŬɚŬɛɓɎɜɞɡɜ ŰŬ 

ŭɘŬˊɘůŰŮɡŰɐɟɘŬ (ˊɘůŰɞˊɞɘɖŰɘəɧ əŬɘ əɚŮɘŭɘɎ) Űɞɡɠ Ŭˊɧ Űɖɜ ȷɟɢɐ ȾŬŰŬɢɩɟɖůɖɠ. ɇɞ 

ɛɞɜŰɏɚɞ ŬɡŰɧ ɞɜɞɛɎɕŮŰŬɘ «ɞɛŬŭɘəɧ». 

¶ ȼ HARICA ɐ ɛɑŬ ȺɜŭɘɎɛŮůɖ ȷɄ  ́ ɟɏˊŮɘ ɜŬ Ŭəɞɚɞɡɗɞɨɜ ɛɑŬ ŭɘŬŭɘəŬůɑŬ ŭɘŬɔɟŬűɐɠ 

Űɞɡ ɛɡůŰɘəɞɨ əɚŮɘŭɘɞɨ ˊɞɡ ůɢŮŰɑɕŮŰŬɘ ɛŮ Űɞ əɎɗŮ ɣɖűɘŬəɧ ɘ́ůŰɞˊɞɘɖŰɘəɧ ɛɧɚɘɠ 

ŬɡŰɧ ˊŬɟŬŭɞɗŮɑ ůŰɞɜ ŭɘəŬɘɞɨɢɞ ɆɡɜŭɟɞɛɖŰɐ, ɏŰůɘ ɩůŰŮ ŰŮɚɘəɎ Űɞ ɘŭɘɤŰɘəɧ əɚŮɘŭɑ 

ɜŬ ɓɟɑůəŮŰŬɘ ůŰɖɜ əŬŰɞɢɐ ŬˊɞəɚŮɘůŰɘəɎ Űɞɡ ŭɘəŬɘɞɨɢɞɡ ɆɡɜŭɟɞɛɖŰɐ. 

¶ ɆŮ ˊŮɟɑˊŰɤůɖ ˊɞɡ ɖ HARICA ɐ ɖ ȺɜŭɘɎɛŮůɖ ȷɄ ŬɜŰɘɚɖűɗŮɑ ɧŰɘ Űɞ ȽŭɘɤŰɘəɧ ȾɚŮɘŭɑ 

ɆɡɜŭɟɞɛɖŰɐ ɏɢŮɘ ŭɞɗŮɑ ůŮ ɛɖ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɞ ˊɟɧůɤˊɞ ɐ ɞɟɔŬɜɘůɛɧ ˊɞɡ ŭŮɜ 

ůɢŮŰɑɕŮŰŬɘ ɛŮ Űɞɜ ɆɡɜŭɟɞɛɖŰɐ, ŰɧŰŮ ɖ ȷɄ ˊɟɏˊŮɘ ɜŬ ŬɜŬəŬɚɏůŮɘ ɧɚŬ ŰŬ 

ˊɘůŰɞˊɞɘɖŰɘəɎ ˊɞɡ ˊŮɟɘɏɢɞɡɜ Űɞ ȹɖɛɧůɘɞ ȾɚŮɘŭɑ ˊɞɡ ŬɜŰɘůŰɞɘɢŮɑ ůŮ ŬɡŰɧ Űɞ 

ȽŭɘɤŰɘəɧ ȾɚŮɘŭɑ. 

 

ɇŬ ȽŭɘɤŰɘəɎ ȾɚŮɘŭɘɎ Űɤɜ ɆɡɜŭɟɞɛɖŰɩɜ ɛˊɞɟŮɑ ɜŬ ŭɖɛɘɞɡɟɔɞɨɜŰŬɘ əŬɘ ɜŬ ŭɘŬɜɏɛɞɜŰŬɘ 

ůŰɞɡɠ ɆɡɜŭɟɞɛɖŰɏɠ ɛɏůɤ əɟɡˊŰɞɔɟŬűɘəɐɠ ůɡůəŮɡɐɠ. ɆŮ ŬɡŰɐɜ Űɖɜ ˊŮɟɑˊŰɤůɖ: 

1. ȼ HARICA ŮɝŬůűŬɚɑɕŮɘ ɧŰɘ Űɞ ȻŮɨɔɞɠ ȾɚŮɘŭɘɩɜ Űɞɡ ɆɡɜŭɟɞɛɖŰɐ 

ŭɖɛɘɞɡɟɔŮɑŰŬɘ ůŰɖɜ əɟɡˊŰɞɔɟŬűɘəɐ ůɡůəŮɡɐ 

2. ȼ HARICA ɚŬɛɓɎɜŮɘ ŰŬ əŬŰɎɚɚɖɚŬ ɛɏŰɟŬ ɔɘŬ ɜŬ ˊɟɞůŰŬŰɏɣŮɘ Űɖɜ 

əɟɡˊŰɞɔɟŬűɘəɐ ůɡůəŮɡɐ Ŭˊɧ ŮɜŮɟɔɞˊɞɑɖůɖ, ˊŬɟŬɓɑŬůɖ ɐ Űɟɞˊɞˊɞɑɖůɖ əŬŰɎ 

Űɖ ŭɘŬŭɘəŬůɑŬ ŭɘŬɜɞɛɐɠ 

3. Ƀ ɆɡɜŭɟɞɛɖŰɐɠ ˊɟɏˊŮɘ ɜŬ ɔɜɤůŰɞˊɞɘɐůŮɘ Űɖɜ ˊŬɟŬɚŬɓɐ Űɖɠ əɟɡˊŰɞɔɟŬűɘəɐɠ 
ůɡůəŮɡɐɠ 

4. ȼ HARICA ˊɟɏˊŮɘ ɜŬ ŭɘŬɜɏɛŮɘ Űɖɜ əɟɡˊŰɞɔɟŬűɘəɐ ůɡůəŮɡɐ ɛŮ ŰɏŰɞɘɞ Űɟɧˊɞ 

ˊɞɡ ŮɝŬůűŬɚɑɕŮɘ ɧŰɘ ɞɘ ůɤůŰɏɠ əɟɡˊŰɞɔɟŬűɘəɏɠ ůɡůəŮɡɏɠ əŬɘ ŭŮŭɞɛɏɜŬ 

ŮɜŮɟɔɞˊɞɑɖůɖɠ ˊŬɟŬŭɧɗɖəŬɜ ůŰɞɜ ůɤůŰɧ ɆɡɜŭɟɞɛɖŰɐ 

5. ȼ HARICA ŭɘŬɜɏɛŮɘ ŰŬ ŭŮŭɞɛɏɜŬ ŮɜŮɟɔɞˊɞɑɖůɖɠ ůŰɞɜ ɆɡɜŭɟɞɛɖŰɐ 

ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ ɝŮɢɤɟɘůŰɧ ŬůűŬɚɏɠ əŬɜɎɚɘ ŮˊɘəɞɘɜɤɜɑŬɠ. 

 

ɇŬ ȽŭɘɤŰɘəɎ ȾɚŮɘŭɘɎ ɛˊɞɟŮɑ ɜŬ ŭɘŬɜɏɛɞɜŰŬɘ ůŰɞɡɠ ɆɡɜŭɟɞɛɖŰɏɠ ůŮ əɟɡˊŰɞɔɟŬűɖɛɏɜɖ 

ɛɞɟűɐ. ȷɜ ɏɜŬ ȽŭɘɤŰɘəɧ ȾɚŮɘŭɑ ŮɑɜŬɘ ɜŬ ŬˊɞůŰŬɚŮɑ ůŮ ɛɞɟűɐ PKCS#12, ɗŬ ˊɟɏˊŮɘ ɜŬ 

ˊŬɟŬŭɞɗŮɑ ɛŮ ŬůűŬɚɏɠ əŬɜɎɚɘ ŮˊɘəɞɘɜɤɜɑŬɠ. ȷɜ ɏɜŬ ŬɟɢŮɑɞ PKCS#12 ŮɑɜŬɘ ɜŬ 

ŭɘŬɜŮɛɖɗŮɑ ɛɏůɤ űɡůɘəɐɠ ůɡůəŮɡɐɠ ŬˊɞɗɐəŮɡůɖɠ ŭŮŭɞɛɏɜɤɜ, ŰɧŰŮ: 

¶ ɇɞ ɛɏůɞ ŬˊɞɗɐəŮɡůɖɠ ˊɟɏˊŮɘ ɜŬ ůɡůəŮɡŬůŰŮɑ ɛŮ ŰɏŰɞɘɞ Űɟɧˊɞ ˊɞɡ ůŮ 
ˊŮɟɑˊŰɤůɖ ˊŬɟŬɓɑŬůɖɠ Űɖɠ ůɡůəŮɡŬůɑŬɠ ɜŬ ɡˊɎɟɢŮɘ ŮɛűŬɜɐɠ ɑɢɜɞɠ Űɖɠ 

ˊŬɟŬɓɑŬůɖɠ (ˊ.ɢ. ɛŮ ɢɟɐůɖ ŰŬɘɜɑŬɠ ŬůűŬɚŮɑŬɠ), əŬɘ 

¶ ɇɞ ŬɟɢŮɑɞ PKCS#12 ˊɟɏˊŮɘ ɜŬ ɏɢŮɘ ɘəŬɜɞˊɞɘɖŰɘəɎ ŬůűŬɚɏɠ əɤŭɘəɧ 

ˊɟɞůŰŬůɑŬɠ, əŬɘ ɞ əɤŭɘəɧɠ ŬůűŬɚŮɑŬɠ ŭŮɜ ˊɟɏˊŮɘ ɜŬ ɛŮŰŬűŮɟɗŮɑ ɛŬɕɑ ɛŮ Űɞ 

űɡůɘəɧ ɛɏůɞ ŬˊɞɗɐəŮɡůɖɠ. 

 

ɇɟɑŰŬ ɛɏɟɖ ŭŮ ɗŬ ŬɟɢŮɘɞɗŮŰɞɨɜ Űɞ ȽŭɘɤŰɘəɧ ȾɚŮɘŭɑ Űɞɡ ɆɡɜŭɟɞɛɖŰɐ ɢɤɟɑɠ 

ŮɝɞɡůɘɞŭɧŰɖůɖ Ŭˊɧ Űɞɜ ɆɡɜŭɟɞɛɖŰɐ. 

6.1.3 ɄŬɟɎŭɞůɖ ŭɖɛɧůɘɞɡ əɚŮɘŭɘɞɨ ůɡɜŭɟɞɛɖŰɐ ůŰɖɜ ȷɟɢɐ ɄɘůŰɞˊɞɑɖůɖɠ 

Ƀ ȷɘŰɩɜ ɡˊɞɓɎɚɚŮɘ ůŰɖɜ ȷɟɢɐ ȾŬŰŬɢɩɟɘůɖɠ Űɞ ŭɖɛɧůɘɞ əɚŮɘŭɑ Űɞɡ ɛɏůɤ ŭɞɛɖɛɏɜɖɠ 

ȷɑŰɖůɖɠ ɈˊɞɔɟŬűɐɠ ɄɘůŰɞˊɞɘɖŰɘəɞɨ (Certificate Signing Request) (ˊ.ɢ. Űɨˊɞɡ 

PKCS#10) ɔɘŬ ɏəŭɞůɖ ˊɘůŰɞˊɞɘɖŰɘəɞɨ. ȼ ŬɑŰɖůɖ ŮɑɜŬɘ ɡˊɞɔŮɔɟŬɛɛɏɜɖ ɛŮ Űɞ ůɢŮŰɘəɧ 

ɘŭɘɤŰɘəɧ əɚŮɘŭɑ. ɄŮɟɘůůɧŰŮɟŮɠ ˊɚɖɟɞűɞɟɑŮɠ ŮɑɜŬɘ ŭɘŬɗɏůɘɛŮɠ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 3.2.1. 
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6.1.4 ɄŬɟɎŭɞůɖ Űɞɡ ŭɖɛɧůɘɞɡ əɚŮɘŭɘɞɨ Űɖɠ ȷɟɢɐɠ ɄɘůŰɞˊɞɑɖůɖɠ ůŮ 

ɓŬůɘɕɧɛŮɜŬ ɛɏɟɖ 

ɇŬ ȾɞɟɡűŬɑŬ ɄɘůŰɞˊɞɘɖŰɘəɎ Űɖɠ HARICA ŭɘŬɜɏɛɞɜŰŬɘ əɡɟɑɤɠ ɛɏůɤ Űɤɜ 

ɄɟɞɛɖɗŮɡŰɩɜ ȿɞɔɘůɛɘəɞɨ ȺűŬɟɛɞɔɩɜ, ɛɏůɤ əŬŰɎɚɚɖɚɤɜ ˊɟɞɔɟŬɛɛɎŰɤɜ 

ȾɞɟɡűŬɑɤɜ ȷɄ ( ˊ.ɢ. Microsoft , Apple , Mozilla ). ɇŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ɈűɘůŰɎɛŮɜɤɜ 

ȷɄ Űɖɠ HARICA, ŮɑɜŬɘ ŭɘŬɗɏůɘɛŬ ɔɘŬ ŬůűŬɚɐ ɚɐɣɖ ɛɏůɤ Űɞɡ ŬˊɞɗŮŰɖɟɑɞɡ 

ˊɘůŰɞˊɞɘɖŰɘəɩɜ Űɖɠ HARICA ɧˊɤɠ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 2.1. ɇŬ 

ɄɘůŰɞˊɞɘɖŰɘəɎ ȷɄ ɓɟɑůəɞɜŰŬɘ Ůˊɑůɖɠ ůŰɞ ȷɝɘɧˊɘůŰɞ ɀɖŰɟɩɞ ɄŬɟɧɢɤɜ ɈˊɖɟŮůɘɩɜ 

ɄɘůŰɞˊɞɑɖůɖɠ Űɖɠ ȺɡɟɤˊŬɥəɐɠ Ȱɜɤůɖɠ ɛɏůɤ Űɖɠ Ⱥɗɜɘəɐɠ ȺˊɞˊŰɘəɐɠ ȷɟɢɐɠ 

(Ⱥɚɚɖɜɘəɐ ȺˊɘŰɟɞˊɐ ɇɖɚŮˊɘəɞɘɜɤɜɘɩɜ əŬɘ ɇŬɢɡŭɟɞɛŮɑɤɜ).  ɇŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ȷɟɢɩɜ 

ɉɟɞɜɞůɐɛŬɜůɖɠ əŬɘ ɀɞɜɎŭɤɜ ɉɟɞɜɞůɐɛŬɜůɖɠ Ůˊɑůɖɠ ɓɟɑůəɞɜŰŬɘ ůŰɞ ȺɡɟɤˊŬɥəɧ 

ȷɝɘɧˊɘůŰɞ ɀɖŰɟɩɞ ɄŬɟɧɢɤɜ ˊɞɡ ŭɘŬɜɏɛŮŰŬɘ ɛɏůɤ Űɖɠ Ⱥɗɜɘəɐɠ ȺˊɞˊŰɘəɐɠ ȷɟɢɐɠ  

(ȺȺɇɇ). ȯɚɚŮɠ ŭɘŬŭɘəŬůɑŮɠ ˊŬɟɎŭɞůɖɠ ˊŮɟɘɚŬɛɓɎɜɞɡɜ ́ ŬɟɎŭɞůɖ ɛɏůɤ ˊŬɟŬŭɞůɘŬəɞɨ 

ŰŬɢɡŭɟɞɛŮɑɞɡ əŬɘ ɛŮŰɎŭɞůɖ Űɤɜ ŬɜŰɑůŰɞɘɢɤɜ ŬˊɞŰɡˊɤɛɎŰɤɜ ɛɏůŬ Ŭˊɧ ɏɜŬ 

ŮɜŬɚɚŬəŰɘəɧ əŬɜɎɚɘ ŮˊɘəɞɘɜɤɜɑŬɠ. 

6.1.5 ɀŮɔɏɗɖ əɚŮɘŭɘɩɜ 

 

ũɘŬ ɕŮɨɔɖ əɚŮɘŭɘɩɜ RSA ɖ HARICA ɗŬ ŮɝŬůűŬɚɑůŮɘ ɧŰɘ: 

¶ Űɞ modulus size, əɤŭɘəɞˊɞɘɖɛɏɜɞ, ɗŬ ŮɑɜŬɘ ŰɞɡɚɎɢɘůŰɞɜ 2048 bits, əŬɘ 

¶ Űɞ modulus size, ůŮ bits, ɗŬ ŭɘŬɘɟŮɑŰŬɘ Ŭəɟɘɓɩɠ ɛŮ Űɞ 8. 

 

ũɘŬ ɕŮɨɔɖ əɚŮɘŭɘɩɜ RSA ŰŬ ɞˊɞɑŬ ɗŬ ůɡůɢŮŰɘůŰɞɨɜ ɛŮ ɄɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ ɡˊɞɔɟŬűɐ 

əɩŭɘəŬ ɐ ɢɟɞɜɞůɐɛŬɜůɖ, Űɞ modulus size, əɤŭɘəɞˊɞɘɖɛɏɜɞ, ɗŬ ˊɟɏˊŮɘ ɜŬ ŮɑɜŬɘ 

ŰɞɡɚɎɢɘůŰɞɜ 3072 bits. 

 

ũɘŬ ɕŮɨɔɖ əɚŮɘŭɘɩɜ ECDSA ɖ HARICA ɗŬ ŮɝŬůűŬɚɑůŮɘ ɧŰɘ: 

¶ Űɞ əɚŮɘŭɑ ŮəˊɟɞůɤˊŮɑ ɏɜŬ ɏɔəɡɟɞ ůɖɛŮɑɞ ůŰɖɜ ŮɚɚŮɘˊŰɘəɐ əŬɛˊɨɚɖ NIST P-256, 

NIST P-384 ɐ NIST P-521. 

 

Ƀɘ ȷɄ ˊɞɡ Ůəŭɑŭɞɡɜ ˊɘůŰɞˊɞɘɖŰɘəɎ ɛŮ ñid-kp-codeSigning KeyPurposeIdò ůŰɖɜ 

ŮˊɏəŰŬůɖ ñextKeyUsageò, ɗŬ əŬŰŬɚɐɔɞɡɜ ɛɏůɤ Űɖɠ ŬɚɡůɑŭŬɠ ˊɘůŰɞˊɞɘɖŰɘəɩɜ ůŮ ȷɟɢɐ 

ɄɘůŰɞˊɞɑɖůɖɠ ɖ ɞˊɞɑŬ ɗŬ ɏɢŮɘ ɛɏɔŮɗɞɠ əɚŮɘŭɘɞɨ ŰɞɡɚɎɢɘůŰɞɜ 4096 bits ůŮ ˊŮɟɑˊŰɤůɖ 

ɢɟɐůɖɠ Ŭɚɔɧɟɘɗɛɞɡ RSA ɐ ECC NIST-P384 əŬɘ ɗŬ ɡˊɞůŰɖɟɑɕɞɡɜ Ŭɚɔɧɟɘɗɛɞ 

əŬŰŬəŮɟɛŬŰɘůɛɞɨ Űɨˊɞɡ SHA2.  

 

ɇŬ ȻŮɨɔɖ ȾɚŮɘŭɘɩɜ ŭɖɛɘɞɡɟɔɞɨɜŰŬɘ ɛŮ ɢɟɐůɖ Ŭɚɔɞɟɑɗɛɤɜ əŬɘ ˊŬɟŬɛɏŰɟɤɜ ůɨɛűɤɜŬ 

ɛŮ Űɘɠ ŰɟɏɢɞɡůŮɠ ŮɝŮɚɑɝŮɘɠ Űɖɠ ŰŮɢɜɞɚɞɔɑŬɠ ŬəɞɚɞɡɗɩɜŰŬɠ Űɘɠ ŬˊŬɘŰɐůŮɘɠ Űɞɡ ˊɟɞŰɨˊɞɡ 

ETSI TS 119 312. 

6.1.6 ɄŬɟɎɛŮŰɟɞɘ ŭɖɛɘɞɡɟɔɑŬɠ ŭɖɛɞůɑɤɜ əɚŮɘŭɘɩɜ əŬɘ ɏɚŮɔɢɞɠ ˊɞɘɧŰɖŰŬɠ 

Ƀɘ Ŭ́ɟɎɛŮŰɟɞɘ ŭɖɛɘɞɡɟɔɑŬɠ ȹɖɛɞůɑɤɜ ȾɚŮɘŭɘɩɜ ɛˊɞɟŮɑ ɜŬ ŮˊɘɚɏɔɞɜŰŬɘ Ŭˊɧ Űɞɡɠ 

ȷɘŰɞɨɜŰŮɠ, ɞɘ ɞˊɞɑɞɘ ŮˊŬɚɖɗŮɨɞɜŰŬɘ Ŭˊɧ Űɖɜ ȷȾ əŬɘ Űɖɜ ȷɄ. ɇŬ ȻŮɨɔɖ əɚŮɘŭɘɩɜ 

ŭɖɛɘɞɡɟɔɞɨɜŰŬɘ ɛŮ ɢɟɐůɖ ŬůűŬɚɩɜ Ŭɚɔɞɟɑɗɛɤɜ əŬɘ ˊŬɟŬɛɏŰɟɤɜ ůɨɛűɤɜŬ ɛŮ Űɘɠ 

ŰɟɏɢɞɡůŮɠ ŮɝŮɚɑɝŮɘɠ Űɖɠ ŰŮɢɜɞɚɞɔɑŬɠ ŬəɞɚɞɡɗɩɜŰŬɠ Űɘɠ ŬˊŬɘŰɐůŮɘɠ Űɞɡ ˊɟɞŰɨˊɞɡ ETSI 

TS 119 312. 

 

ũɘŬ əɚŮɘŭɘɎ RSA, ɖ HARICA ɗŬ ŮˊɘɓŮɓŬɘɩɜŮɘ ɧŰɘ ɖ Űɘɛɐ Űɞɡ public exponent ŮɑɜŬɘ 

ɛɞɜɧɠ Ŭɟɘɗɛɧɠ ˊɞɡ ɘůɞɨŰŬɘ ɛŮ 3 ɐ ˊŬɟŬˊɎɜɤ. Ⱥˊɘˊɚɏɞɜ Űɞ public exponent ́ ɟɞŰŮɑɜŮŰŬɘ 

http://www.eett.gr/opencms/opencms/EETT_EN/Electronic_Communications/DigitalSignatures/EsignProviders.html


Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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ɜŬ ŮɑɜŬɘ ůŰɞ ŭɘɎůŰɖɛŬ ɛŮŰŬɝɨ 216+1 əŬɘ 2256-1. ɇɞ modulus ˊɟɞŰŮɑɜŮŰŬɘ ɜŬ ɏɢŮɘ ŰŬ 

ŬəɧɚɞɡɗŬ ɢŬɟŬəŰɖɟɘůŰɘəɎ [Ʉɖɔɐ: ȺɜɧŰɖŰŬ 5.3.3, NIST SP 800-89]: 

¶ ɀɞɜɧɠ Ŭɟɘɗɛɧɠ 

¶ ȳɢɘ ŭɨɜŬɛɖ ˊɟɩŰɞɡ Ŭɟɘɗɛɞɨ (prime) əŬɘ 

¶ ɜŬ ɛɖɜ ŮɑɜŬɘ ŬəɏɟŬɘɞ ˊɞɚɚŬˊɚɎůɘɞ Ŭɟɘɗɛɞɨ ɛɘəɟɧŰŮɟɞɡ Űɞɡ 752. 

ũɘŬ əɚŮɘŭɘɎ ECDSA, ɖ HARICA, ɧˊɞɡ ŮɑɜŬɘ ŰŮɢɜɘəɎ ŮűɘəŰɧ, ŮˊɘɓŮɓŬɘɩɜŮɘ Űɖɜ 

ŮɔəɡɟɧŰɖŰŬ ɧɚɤɜ Űɤɜ əɚŮɘŭɘɩɜ ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ ŮɑŰŮ Űɖ ɟɞɡŰɑɜŬ ECC Full Public Key 

Validation ɐ Űɖɜ ECC Partial Public Key Validation. [Ʉɖɔɐ: ȺɜɧŰɖŰŮɠ 5.6.2.3.2 əŬɘ 

5.6.2.3.3 ŬɜŰɑůŰɞɘɢŬ, NIST SP 800-56A: Revision 2]. 

ȼ HARICA ˊɟŬɔɛŬŰɞˊɞɘŮɑ Ůɚɏɔɢɞɡɠ ˊɞɘɧŰɖŰŬɠ Űɤɜ əɚŮɘŭɘɩɜ ˊɞɡ ŮɑɜŬɘ ɜŬ 

ŮɜůɤɛŬŰɤɗɞɨɜ ůŮ ɄɘůŰɞˊɞɘɖŰɘəɎ əŬŰɎ Űɖ ŭɘŬŭɘəŬůɑŬ ɏəŭɞůɖɠ. ȹŮɑŰŮ Ůˊɑůɖɠ Űɖɜ 

ŮɜɧŰɖŰŬ 6.1.1.3. 

6.1.7 Ɇəɞɞ́ɑ ɢɟɐůɖɠ Űɤɜ əɚŮɘŭɘɩɜ (ɤɠ ˊɟɞɠ Űɞ ŬɜŰɑůŰɞɘɢɞ ˊŮŭɑɞ Űɞɡ X509) 

ɇŬ ȽŭɘɤŰɘəɎ ȾɚŮɘŭɘɎ ˊɞɡ ůɢŮŰɑɕɞɜŰŬɘ ɛŮ ȾɞɟɡűŬɑŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ŭŮɜ ɗŬ 

ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ ɔɘŬ ɡˊɞɔɟŬűɐ ɄɘůŰɞˊɞɘɖŰɘəɩɜ, ȺȾɇɃɆ Ŭˊɧ Űɘɠ ŬəɧɚɞɡɗŮɠ 

ˊŮɟɘˊŰɩůŮɘɠ: 

1. ȷɡɗɡˊɧɔɟŬűŬ (Self-signed) ɄɘůŰɞˊɞɘɖŰɘəɎ ˊɞɡ Ůəˊɟɞůɤˊɞɨɜ Űɖɜ ɑŭɘŬ Űɖɜ 

ȾɞɟɡűŬɑŬ ȷɟɢɐ ɄɘůŰɞˊɞɑɖůɖɠ, 

2. ɄɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ ɡˊɞəŮɑɛŮɜŮɠ (Subordinate) ȷɟɢɏɠ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɘŬ-

ɄɘůŰɞˊɞɘɖŰɘəɎ (Cross Certificates), 

3. ɄɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ ůəɞˊɞɨɠ ŭɘŬɢŮɑɟɘůɖɠ ɡˊɞŭɞɛɐɠ (ˊɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ 
ŭɘŬɢŮɘɟɘůŰɘəɞɨɠ ɟɧɚɞɡɠ, ˊɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ ůɡůəŮɡɏɠ ŮůɤŰŮɟɘəɐɠ ŭɘŬɢŮɑɟɘůɖɠ 

ȷɄ), əŬɘ 

4. ɄɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ ŮˊŬɚɐɗŮɡůɖ ŬˊŬɜŰɐůŮɤɜ OCSP 

Ƀɘ ůəɞˊɞɑ ɢɟɐůɖɠ Ůɜɧɠ əɚŮɘŭɘɞɨ ŬɜŬűɏɟɞɜŰŬɘ ůŰɞ ůɢŮŰɘəɧ ɓŬůɘəɧ ˊŮŭɑɞ əŬɘ ůŰɖ 

ůɢŮŰɘəɐ ŮˊɏəŰŬůɖ Űɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ Űɨˊɞɡ ɉ.509v3. Ƀɘ ŬɜŬűŮɟɧɛŮɜɞɘ ůəɞˊɞɑ 

ɢɟɐůɖɠ  Űɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ ŭŮɜ ŮɑɜŬɘ ˊŮɟɘɞɟɘůŰɘəɞɑ (ˊ.ɢ. ɛɖ əɟɑůɘɛɖ ŮˊɏəŰŬůɖ 

ˊɘůŰɞˊɞɘɖŰɘəɞɨ) ŬɚɚɎ «ˊɟɞŰŮɘɜɧɛŮɜɞɘ». Ƀ ɏɚŮɔɢɞɠ ůɡɛɛɧɟűɤůɖɠ ɛŮ Űɞɡɠ 

ŮˊɘŰɟŮˊɧɛŮɜɞɡɠ ůəɞˊɞɨɠ ɢɟɐůɖɠ ɔɑɜŮŰŬɘ əŬŰɎ Űɖɜ əɟɑůɖ Űɤɜ ȸŬůɘɕɧɛŮɜɤɜ ɀŮɟɩɜ. 

 

ɄŮɟɘůůɧŰŮɟŮɠ ˊɚɖɟɞűɞɟɑŮɠ ɔɘŬ Űɘɠ ŮˊŮəŰɎůŮɘɠ Űɤɜ ˊɘůŰɞˊɞɘɖŰɘəɩɜ ɓɟɑůəɞɜŰŬɘ ůŰɖɜ 

ˊŬɟɎɔɟŬűɞ 7.1.2. 

 

ɄŮɟɘůůɧŰŮɟŮɠ ˊɚɖɟɞűɞɟɑŮɠ ɔɘŬ ŰŬ çˊŮɟɘɔɟɎɛɛŬŰŬ ˊɘůŰɞˊɞɘɖŰɘəɩɜè ˊɞɡ 

ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ ˊɘɞ ůɡɢɜɎ, ɓɟɑůəɞɜŰŬɘ ůŰɞ ɄȷɅȷɅɇȼɀȷ B (ɄŮɟɘɔɟɎɛɛŬŰŬ 

Ⱦɞɘɜɩɜ ɄɘůŰɞˊɞɘɖŰɘəɩɜ HARICA). 

6.2 ɄɟɞůŰŬůɑŬ ɘŭɘɤŰɘəɞɨ əɚŮɘŭɘɞɨ əŬɘ ȰɚŮɔɢɞɘ ɄɟɞůŰŬůɑŬɠ 

ȾɟɡˊŰɞɔɟŬűɘəɩɜ ůɡůəŮɡɩɜ 

6.2.1 ɄɟɞŭɘŬɔɟŬűɏɠ ɔɘŬ əɟɡˊŰɞɔɟŬűɘəɏɠ ɛɞɜɎŭŮɠ 

Ƀɘ ˊɟɞŭɘŬɔɟŬűɏɠ əɟɡˊŰɞɔɟŬűɘəɩɜ ɛɞɜɎŭɤɜ ɔɘŬ Űɖɜ ŭɖɛɘɞɡɟɔɑŬ əŬɘ ˊɟɞůŰŬůɑŬ 

ȽŭɘɤŰɘəɞɨ əɚŮɘŭɘɞɨ ˊŮɟɘɔɟɎűɞɜŰŬɘ ůŰɖɜ ŮɜɧŰɖŰŬ 6.2.7.  



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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6.2.2 ȰɚŮɔɢɞɠ ɘŭɘɤŰɘəɞɨ əɚŮɘŭɘɞɨ Ŭˊɧ ˊɞɚɚɎ ˊɟɧůɤˊŬ (N-M) 

Ƀɘ ŭɘŬŭɘəŬůɑŮɠ ŮɜŮɟɔɞˊɞɑɖůɖɠ ɘŭɘɤŰɘəɞɨ əɚŮɘŭɘɞɨ Űɖɠ əɎɗŮ ȷɄ 

(ůɡɛˊŮɟɘɚŬɛɓŬɜɞɛɏɜɤɜ Űɤɜ ŬɜŰɘɔɟɎűɤɜ ŬůűŬɚŮɑŬɠ) ɔɑɜɞɜŰŬɘ ůɨɛűɤɜŬ ɛŮ ɧůŬ 

ˊŮɟɘɔɟɎűɞɜŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 5.2.2.  

6.2.3 ɀŮůŮɔɔɨɖůɖ ɘŭɘɤŰɘəɞɨ əɚŮɘŭɘɞɨ 

ȼ HARICA ŭŮɜ ˊŬɟɏɢŮɘ ŬɡŰɐ Űɖ ůŰɘɔɛɐ ɡˊɖɟŮůɑŮɠ ɛŮůŮɔɔɨɖůɖɠ. 

6.2.4 ȷɜŰɑɔɟŬűŬ ŬůűŬɚŮɑŬɠ ɘŭɘɤŰɘəɞɨ əɚŮɘŭɘɞɨ 

ɇɞ ɘŭɘɤŰɘəɧ əɚŮɘŭɑ əɎɗŮ ȷɟɢɐɠ ɄɘůŰɞˊɞɑɖůɖɠ ɗŬ űɡɚɎůůŮŰŬɘ ůŮ ŬɜŰɑɔɟŬűɞ ŬůűŬɚŮɑŬɠ. 

ɇŬ ɘŭɘɤŰɘəɎ əɚŮɘŭɘɎ ɀɞɜɎŭɤɜ ɉɟɞɜɞůɐɛŬɜůɖɠ ɛˊɞɟŮɑ ɜŬ űɡɚɎůůɞɜŰŬɘ ůŮ ŬɜŰɑɔɟŬűɞ 

ŬůűŬɚŮɑŬɠ. ɇɞ ŬɜŰɑɔɟŬűɞ Űɞɡ ɘŭɘɤŰɘəɞɨ əɚŮɘŭɘɞɨ Űɖɠ ȷɄ əŬɘ Űɖɠ ɀɉɆ ˊɟɏˊŮɘ ɜŬ ŮɑɜŬɘ 

əɟɡˊŰɞɔɟŬűɖɛɏɜŬ əŬɘ ɜŬ ŬəɞɚɞɡɗɞɨɜŰŬɘ ɞɘ ŭɘŬŭɘəŬůɑŮɠ ˊɞɡ ˊŮɟɘɔɟɎűɞɜŰŬɘ ůŰɖɜ 

ˊŬɟɎɔɟŬűɞ 5.1.6. ȼ ˊɟɧůɓŬůɖ ůŰɞ ŬɜŰɑɔɟŬűɞ ŬůűŬɚŮɑŬɠ ŮˊɘŰɟɏˊŮŰŬɘ ɛɧɜɞ ůŮ 

ŮɝɞɡůɘɞŭɞŰɖɛɏɜɞ ˊɟɞůɤˊɘəɧ ˊɞɡ əŬŰɏɢŮɘ ȰɛˊɘůŰɞ ɟɧɚɞ. ȼ ŮˊŬɜŬűɞɟɎ əɚŮɘŭɘɩɜ ȷɄ 

əŬɘ ɀɉɆ Ŭˊɧ ŬɜŰɑɔɟŬűŬ ŬůűŬɚŮɑŬɠ ŬˊŬɘŰŮɑ ŮɜɏɟɔŮɘŮɠ Ŭˊɧ ŰɞɡɚɎɢɘůŰɞɜ ŭɨɞ űɡůɘəɎ 

ˊɟɧůɤˊŬ ůŮ ȰɛˊɘůŰɞɡɠ Ʌɧɚɞɡɠ ůŮ ɢɩɟɞ ˊɞɡ ŮɑɜŬɘ űɡůɘəɎ ˊɟɞůŰŬŰŮɡɛɏɜɞɠ. ȳɚŬ ŰŬ 

ŬɜŰɑɔɟŬűŬ ɘŭɘɤŰɘəɩɜ əɚŮɘŭɘɩɜ Űɤɜ ȷɄ əŬɘ ɀɉɆ ˊɟɞůŰŬŰŮɨɞɜŰŬɘ ɩůŰŮ ɜŬ 

ŮɝŬůűŬɚɑɕŮŰŬɘ Ŭˊɧ Űɖɜ əɟɡˊŰɞɔɟŬűɘəɐ ůɡůəŮɡɐ ɖ ŬəŮɟŬɘɧŰɖŰŬ əŬɘ ɖ 

ŮɛˊɘůŰŮɡŰɘəɧŰɖŰɎ Űɞɡɠ ˊɟɘɜ ŬˊɞɗɖəŮɡŰɞɨɜ ŮəŰɧɠ ŬɡŰɐɠ.  

 

ȼ Űɐɟɖůɖ ŬɜŰɘɔɟɎűɤɜ ŬůűŬɚŮɑŬɠ ɔɘŬ ŰŬ ɘŭɘɤŰɘəɎ əɚŮɘŭɘɎ ˊɘůŰɞˊɞɘɖŰɘəɩɜ 

ɆɡɜŭɟɞɛɖŰɩɜ (Ůűɧůɞɜ ŮˊɘŰɟɏˊŮŰŬɘ ŰŮɢɜɘəɎ ɖ ůɡɔəŮəɟɘɛɏɜɖ ŭɡɜŬŰɧŰɖŰŬ), ŮɑɜŬɘ 

ŬˊɞəɚŮɘůŰɘəɎ ůŰɖɜ ŮɡɢɏɟŮɘŬ əŬɘ Ůɡɗɨɜɖ Űɤɜ ɆɡɜŭɟɞɛɖŰɩɜ. 

6.2.5 ȷɟɢŮɘɞɗɏŰɖůɖ ŬɜŰɘɔɟɎűɤɜ ŬůűŬɚŮɑŬɠ ɘŭɘɤŰɘəɩɜ əɚŮɘŭɘɩɜ 

ɇɞ ŬɜŰɑɔɟŬűɞ ŬůűŬɚŮɑŬɠ Űɞɡ ɘŭɘɤŰɘəɞɨ əɚŮɘŭɘɞɨ əɎɗŮ ȷɟɢɐɠ ɄɘůŰɞˊɞɑɖůɖɠ  əŬɘ 

ɀɞɜɎŭŬɠ ɉɟɞɜɞůɐɛŬɜůɖɠ ˊɟɏˊŮɘ ɜŬ ŬɟɢŮɘɞɗŮŰŮɑŰŬɘ əŬɘ ɜŬ űɡɚɎůůŮŰŬɘ ɛŮ ŬůűŬɚŮɑɠ 

ɛŮɗɧŭɞɡɠ əŬɘ ůŮ ŬůűŬɚɐ ɢɩɟɞ. ɇŬ ɘŭɘɤŰɘəɎ əɚŮɘŭɘɎ ůŰɞ ŬɜŰɑɔɟŬűɞ ŮɑɜŬɘ ɞɨŰɤɠ ɐ Ɏɚɚɤɠ 

ˊɎɜŰŬ əɟɡˊŰɞɔɟŬűɖɛɏɜŬ. Ⱥˊɑůɖɠ, ŬəɞɚɞɡɗɞɨɜŰŬɘ ɞɘ ŭɘŬŭɘəŬůɑŮɠ ˊɞɡ ˊŮɟɘɔɟɎűɞɜŰŬɘ 

ůŰɖɜ ˊŬɟɎɔɟŬűɞ 5.1.6. ȼ ˊɟɧůɓŬůɖ ůŰɞ ŬɟɢŮɘɞɗŮŰɖɛɏɜɞ ŬɜŰɑɔɟŬűɞ ŬůűŬɚŮɑŬɠ 

ŮˊɘŰɟɏˊŮŰŬɘ ɛɧɜɞ ůŮ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɞ ˊɟɞůɤˊɘəɧ. 

 

ɇŬ ȽŭɘɤŰɘəɎ ȾɚŮɘŭɘɎ Űɤɜ ȷɄ ŭŮ ɗŬ ŬɟɢŮɘɞɗŮŰɞɨɜŰŬɘ Ŭˊɧ ɇɟɑŰŬ ɀɏɟɖ. 

 

ȳɚŬ ŰŬ ŬɜŰɑɔɟŬűŬ ɘŭɘɤŰɘəɩɜ əɚŮɘŭɘɩɜ ȷɟɢɩɜ ɄɘůŰɞˊɞɑɖůɖɠ ɄɘůŰɞˊɞɑɖůɖɠ  əŬɘ 

ɀɞɜɎŭɤɜ ɉɟɞɜɞůɐɛŬɜůɖɠ ˊɞɡ ɏɢɞɡɜ ɚɐɝŮɘ, ŬˊɞůɨɟɞɜŰŬɘ əŬɘ ŭŮɜ 

ɝŬɜŬɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ. 

6.2.6 ɀŮŰŬűɞɟɎ ȽŭɘɤŰɘəɞɨ ȾɚŮɘŭɘɞɨ Ŭˊɧ əŬɘ ˊɟɞɠ ɏɜŬ əɟɡˊŰɞɔɟŬűɘəɧ 

ůɨůŰɖɛŬ 

Ƀɘ əɎŰɞɢɞɘ Űɤɜ ɘŭɘɤŰɘəɩɜ əɚŮɘŭɘɩɜ, ɛˊɞɟɞɨɜ ɜŬ ɛŮŰŬűɏɟɞɡɜ əŬŰɎ Űɖɜ əɟɑůɖ Űɞɡɠ Űɞ 

ɘŭɘɤŰɘəɧ əɚŮɘŭɑ Űɞɡɠ Ŭˊɧ ŬˊɞɗŮŰɐɟɘɞ ˊɘůŰɞˊɞɘɖŰɘəɩɜ Ůɜɧɠ ɚɞɔɘůɛɘəɞɨ (software 

certificate store) ůŮ ɞˊɞɘŬŭɐˊɞŰŮ əɟɡˊŰɞɔɟŬűɘəɐ ůɡůəŮɡɐ (hardware) ˊ.ɢ. 

əɟɡˊŰɞɔɟŬűɘəɏɠ ůɡůəŮɡɏɠ USB, ɏɝɡˊɜŮɠ əɎɟŰŮɠ. ȷɡŰɐ ɖ ŭɘŬŭɘəŬůɑŬ ȹȺɁ ŬɚɚɎɕŮɘ Űɖɜ 

əɚɎůɖ Űɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ Ŭˊɧ ȸ ůŮ ȷ ŭɘɧŰɘ Űɞ ɘŭɘɤŰɘəɧ əɚŮɘŭɑ ŭŮɜ ŭɖɛɘɞɡɟɔɐɗɖəŮ Ůɝ 

Ŭɟɢɐɠ ůŮ hardware əɟɡˊŰɞůɡůəŮɡɐ. ȼ ŬɜŰɑůŰɟɞűɖ ŭɘŬŭɘəŬůɑŬ (ɛŮŰŬűɞɟɎ əɚŮɘŭɘɞɨ Ŭˊɧ 

ɛɞɜɎŭŬ ŬˊɞɗɐəŮɡůɖɠ ˊɘůŰɞˊɞɘɖŰɘəɩɜ ɛɞɟűɐɠ ɡɚɘəɞɨ ůŮ ɛɞɜɎŭŬ ŬˊɞɗɐəŮɡůɖɠ ɛɞɟűɐɠ 

ɚɞɔɘůɛɘəɞɨ) ŭŮɜ ŮˊɘŰɟɏˊŮŰŬɘ. 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 

ɆŮɚɑŭŬ 121 Ŭˊɧ 203 

ȳɚŮɠ ɞɘ ɛŮŰŬűɞɟɏɠ ȽŭɘɤŰɘəɩɜ ȾɚŮɘŭɘɩɜ ȷɄ Ŭˊɧ əŬɘ ˊɟɞɠ ɛɘŬ əɟɡˊŰɞɔɟŬűɘəɐ ůɡůəŮɡɐ 

ɔɑɜɞɜŰŬɘ ůɨɛűɤɜŬ ɛŮ Űɘɠ ŭɘŬŭɘəŬůɑŮɠ ˊɞɡ ɞɟɑɕŮɘ ɞ əŬŰŬůəŮɡŬůŰɐɠ ŬɡŰɐɠ Űɖɠ ůɡůəŮɡɐɠ. 

 

ȷɜ ɖ ȰəŭɞɡůŬ ȷɄ  ŭɖɛɘɞɨɟɔɖůŮ Űɞ ȽŭɘɤŰɘəɧ ȾɚŮɘŭɑ Ůə ɛɏɟɞɡɠ ɛɘŬɠ ȺɜŭɘɎɛŮůɖɠ ȷɄ, 

ŰɧŰŮ  ɖ ȰəŭɞɡůŬ ȷɄ ɗŬ ˊɟɏˊŮɘ ɜŬ əɟɡˊŰɞɔɟŬűɐůŮɘ Űɞ ȽŭɘɤŰɘəɧ ȾɚŮɘŭɑ ɔɘŬ ɛŮŰŬűɞɟɎ 

ůŰɖɜ ȺɜŭɘɎɛŮůɖ ȷɄ. 

 

ȷɜ ɖ ȰəŭɞɡůŬ ȷɄ ŬɜŰɘɚɖűɗŮɑ ɧŰɘ Űɞ ȽŭɘɤŰɘəɧ ȾɚŮɘŭɑ ɛɘŬɠ ȺɜŭɘɎɛŮůɖɠ ȷɄ ɏɢŮɘ 

əɞɘɜɞˊɞɘɖɗŮɑ ůŮ ɛɖ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɞ ɎŰɞɛɞ ɐ ɞɟɔŬɜɘůɛɧ ˊɞɡ ŭŮɜ ůɡɜŮɟɔɎɕŮŰŬɘ ɛŮ Űɖ 

ȺɜŭɘɎɛŮůɖ ȷɄ, ŰɧŰŮ ɖ ȰəŭɞɡůŬ ȷɄ ɗŬ ˊɟɏˊŮɘ ɜŬ ŬɜŬəŬɚɏůŮɘ ɧɚŬ ŰŬ ˊɘůŰɞˊɞɘɖŰɘəɎ 

ˊɞɡ ˊŮɟɘɏɢɞɡɜ Űɞ ȹɖɛɧůɘɞ ȾɚŮɘŭɑ ˊɞɡ ŬɜŰɘůŰɞɘɢŮɑ ůŮ ŬɡŰɧ Űɞ ȽŭɘɤŰɘəɧ ȾɚŮɘŭɑ. 

6.2.7 ȷˊɞɗɐəŮɡůɖ ɘŭɘɤŰɘəɞɨ əɚŮɘŭɘɞɨ ůŮ əɟɡˊŰɞɔɟŬűɘəɐ ůɡůəŮɡɐ 

 ȷˊɞɗɐəŮɡůɖ ɘŭɘɤŰɘəɞɨ əɚŮɘŭɘɞɨ ůŮ əɟɡˊŰɞɔɟŬűɘəɐ ůɡůəŮɡɐ 

ɇŬ ɘŭɘɤŰɘəɎ əɚŮɘŭɘɎ Űɤɜ ȷɄ əŬɘ ɀɞɜɎŭɤɜ ɉɟɞɜɞůɐɛŬɜůɖɠ ɗŬ ɓɟɑůəɞɜŰŬɘ 

ŮɔəŬŰŮůŰɖɛɏɜŬ ůŮ Ůɘŭɘəɐ ȾɟɡˊŰɞůɡůəŮɡɐ ˊɟɞəŮɘɛɏɜɞɡ ɜŬ ŮəŰŮɚɏůɞɡɜ ŮɟɔŬůɑŮɠ 

ɡˊɞɔɟŬűɐɠ. ȼ HARICA ɗŬ ˊɟɞůŰŬŰŮɨŮɘ ŰŬ ȽŭɘɤŰɘəɎ ȾɚŮɘŭɘɎ Űɤɜ ȷɄ ůŮ ɏɜŬ ůɨůŰɖɛŬ 

ɐ ɛɑŬ ůɡůəŮɡɐ ˊɞɡ ɏɢŮɘ ŮˊŬɚɖɗŮɡŰŮɑ ɧŰɘ ˊɚɖɟɞɑ əŬŰô ŮɚɎɢɘůŰɞɜ Űɞ ˊɟɧŰɡˊɞ FIPS 140-

2 level 3, FIPS 140-3 level 3 ɐ ɏɜŬ əŬŰɎɚɚɖɚɞ ˊɟɞűɑɚ ŬůűɎɚŮɘŬɠ ɞɟɘůɛɏɜɞ əŬŰɎ 

Common Criteria ɐ Security Target, EAL 4 (ɐ ɡɣɖɚɧŰŮɟɞ), Űɞ ɞˊɞɑɞ ˊŮɟɘɚŬɛɓɎɜŮɘ 

ŬˊŬɘŰɐůŮɘɠ ɔɘŬ Űɖɜ ˊɟɞůŰŬůɑŬ Űɞɡ ȽŭɘɤŰɘəɞɨ ȾɚŮɘŭɘɞɨ əŬɘ Ɏɚɚɤɜ ůŰɞɘɢŮɑɤɜ ŮɜɎɜŰɘŬ ůŮ 

ɔɜɤůŰɏɠ ŬˊŮɘɚɏɠ. 

 ȷˊɞɗɐəŮɡůɖ ɘŭɘɤŰɘəɞɨ əɚŮɘŭɘɞɨ ɔɘŬ ȷɟɢɏɠ ɉɟɞɜɞůɐɛŬɜůɖɠ 

ɀɑŬ ȷɟɢɐ ɉɟɞɜɞůɐɛŬɜůɖɠ ɗŬ ˊɟɞůŰŬŰŮɨŮɘ Űɞ əɚŮɘŭɑ ɡˊɞɔɟŬűɐɠ ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ ɛɘŬ 

ŭɘŬŭɘəŬůɑŬ ˊɞɡ ˊɚɖɟɞɑ əŬŰô ŮɚɎɢɘůŰɞɜ Űɞ ˊɟɧŰɡˊɞ FIPS 140-2 Level 3, Common 

Criteria EAL 4+ (ALC_FLR.2), ɐ ɡɣɖɚɧŰŮɟɞ. 

 ȷˊɞɗɐəŮɡůɖ ɘŭɘɤŰɘəɞɨ əɚŮɘŭɘɞɨ ɔɘŬ ɈˊɖɟŮůɑŮɠ ɈˊɞɔɟŬűɐɠ 

ȼ ɈˊɖɟŮůɑŬ ɈˊɞɔɟŬűɐɠ ɗŬ ŭɘŬůűŬɚɑɕŮɘ ɧŰɘ Űɞ ȽŭɘɤŰɘəɧ ȾɚŮɘŭɑ Űɞɡ ɆɡɜŭɟɞɛɖŰɐ 

ŭɖɛɘɞɡɟɔŮɑŰŬɘ, ŬˊɞɗɖəŮɨŮŰŬɘ əŬɘ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ůŮ ŬůűŬɚɏɠ ˊŮɟɘɓɎɚɚɞɜ ˊɞɡ ŭɘŬɗɏŰŮɘ 

Ůɚɏɔɢɞɡɠ ɔɘŬ Űɖɜ ŬˊɞŰɟɞˊɐ əɚɞˊɐɠ ɐ əŬəɐɠ ɢɟɐůɖɠ. ɀɑŬ ɈˊɖɟŮůɑŬ ɈˊɞɔɟŬűɐɠ ɗŬ 

ŮˊɘɓɎɚŮɘ ɏɚŮɔɢɞ ŰŬɡŰɧŰɖŰŬɠ ˊɞɚɚŬˊɚɩɜ ˊŬɟŬɔɧɜŰɤɜ ɔɘŬ ˊɟɧůɓŬůɖ əŬɘ ŮɝɞɡůɘɞŭɧŰɖůɖ 

ɈˊɞɔɟŬűɐɠ ȾɩŭɘəŬ əŬɘ ɔɘŬ ɜŬ ɚɎɓŮɘ ŭɐɚɤůɖ Ŭˊɧ Űɞɜ ɆɡɜŭɟɞɛɖŰɐ ɧŰɘ ɗŬ ŬˊɞɗɖəŮɨůŮɘ 

ɛŮ ŬůűɎɚŮɘŬ ŰŬ ŰŮəɛɐɟɘŬ ́ ɞɡ ŬˊŬɘŰɞɨɜŰŬɘ ɔɘŬ Űɖɜ ˊɟɧůɓŬůɖ ˊɞɚɚŬˊɚɩɜ ˊŬɟŬɔɧɜŰɤɜ. 

ȰɜŬ ůɨůŰɖɛŬ ˊɞɡ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ɔɘŬ Űɖ űɘɚɞɝŮɜɑŬ ɛɘŬɠ ɈˊɖɟŮůɑŬɠ ɈˊɞɔɟŬűɐɠ ŭŮ ɗŬ 

ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ɔɘŬ ˊŮɟɘɐɔɖůɖ ůŰɞ ȹɘŬŭɑəŰɡɞ. ȼ Ɉ́ ɖɟŮůɑŬ Ɉ́ ɞɔɟŬűɐɠ ɗŬ ŮəŰŮɚŮɑ ɛɘŬ 

ŰŬəŰɘəɎ ŮɜɖɛŮɟɤɛɏɜɖ ɚɨůɖ ˊɟɞůŰŬůɑŬɠ Ŭˊɧ ɘɞɨɠ ɔɘŬ ɜŬ ůŬɟɩůŮɘ Űɖɜ ɡˊɖɟŮůɑŬ ɔɘŬ 

ˊɘɗŬɜɐ ɛɧɚɡɜůɖ Ŭˊɧ ɘɞɨɠ. ȼ ɈˊɖɟŮůɑŬ ɈˊɞɔɟŬűɐɠ ɗŬ ůɡɛɛɞɟűɩɜŮŰŬɘ ɛŮ ŰŬ ñNetwork 

Security Guidelinesò ɤɠ ȰɛˊɘůŰɞ ɇɟɑŰɞ ɀɏɟɞɠ. 

 

ũɘŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ɈˊɞɔɟŬűɐɠ ȾɩŭɘəŬ, ɞɘ ɈˊɖɟŮůɑŮɠ ɈˊɞɔɟŬűɐɠ ɗŬ ˊɟɞůŰŬŰŮɨɞɡɜ 

ŰŬ ȽŭɘɤŰɘəɎ ȾɚŮɘŭɘɎ ůŮ ɛɘŬ ȷůűŬɚɐ ȾɟɡˊŰɞɔɟŬűɘəɐ ȹɘɎŰŬɝɖ ˊɞɡ ůɡɛɛɞɟűɩɜŮŰŬɘ 

ŰɞɡɚɎɢɘůŰɞɜ ɛŮ FIPS 140-2 level 2 ɐ Common Criteria EAL 4+. 

 

ɇŮɢɜɘəɏɠ ˊɞɡ ɀɄɃɅȺȽ ɜŬ ɢɟɖůɘɛɞˊɞɘɖɗɞɨɜ ɔɘŬ ɜŬ ɘəŬɜɞˊɞɘɐůɞɡɜ ŬɡŰɏɠ Űɘɠ 

ŬˊŬɘŰɐůŮɘɠ ˊŮɟɘɚŬɛɓɎɜɞɡɜ: 

1. ɉɟɐůɖ ɛɑŬɠ əɟɡˊŰɞɔɟŬűɘəɐɠ ůɡůəŮɡɐɠ ŮˊŬɚɖɗŮɡɛɏɜɖ ɛŮ ˊɘůŰɞˊɞɘɖŰɘəɧ 
əŬŰŬůəŮɡŬůŰɐ, 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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2. ɀɑŬ cloud-based ɚɨůɖ ɔɘŬ Űɖɜ ŭɖɛɘɞɡɟɔɑŬ əŬɘ ˊɟɞůŰŬůɑŬ Űɞɡ əɚŮɘŭɘɞɨ ɛŮ Űɘɠ 

ŬəɧɚɞɡɗŮɠ ŬˊŬɘŰɐůŮɘɠ:  

Ŭ) ȼ ŭɖɛɘɞɡɟɔɑŬ, ɖ ŬˊɞɗɐəŮɡůɖ əŬɘ ɖ ɢɟɐůɖ Űɞɡ ȽŭɘɤŰɘəɞɨ ȾɚŮɘŭɘɞɨ 

ˊɟɏˊŮɘ ɜŬ ˊŬɟŬɛɏɜŮɘ ŮɜŰɧɠ Űɤɜ ɞɟɑɤɜ ŬůűŬɚŮɑŬɠ Űɖɠ cloud  

əɟɡˊŰɞɔɟŬűɘəɐɠ ůɡůəŮɡɐɠ ˊɞɡ ůɡɛɛɞɟűɩɜŮŰŬɘ ɛŮ Űɘɠ ůɡɔəŮəɟɘɛɏɜŮɠ 

ŬˊŬɘŰɐůŮɘɠ, 

ɓ) ȼ ůɡɜŭɟɞɛɐ ůŰɞ ŮˊɑˊŮŭɞ ˊɞɡ ŭɘŬɢŮɘɟɑɕŮŰŬɘ Űɞ ȽŭɘɤŰɘəɧ ȾɚŮɘŭɑ ˊɟɏˊŮɘ ɜŬ 

ŭɘŬɛɞɟűɤɗŮɑ ɩůŰŮ ɜŬ əŬŰŬɔɟɎűŮɘ ɧɚŮɠ Űɘɠ ŬɚɚŬɔɏɠ ˊɟɧůɓŬůɖɠ, 

ɚŮɘŰɞɡɟɔɘɩɜ əŬɘ ŭɘŬɛɧɟűɤůɖɠ ůŰɞɡɠ ˊɧɟɞɡɠ ˊɞɡ ŭɘŬůűŬɚɑɕɞɡɜ Űɞ 

ȽŭɘɤŰɘəɧ ȾɚŮɘŭɑ, 

3. ɀɑŬ əɟɡˊŰɞɔɟŬűɘəɐ ůɡůəŮɡɐ ˊɞɡ ˊŬɟɏɢŮŰŬɘ Ŭˊɧ Űɖɜ ȷɄ, 

4. ɆɡɛɓŬŰɘəɞɑ ɧɟɞɘ ůŰɖ ɆɨɛɓŬůɖ ɆɡɜŭɟɞɛɖŰɐ ˊɞɡ ŬˊŬɘŰɞɨɜ Ŭˊɧ Űɞɜ ɆɡɜŭɟɞɛɖŰɐ 
ɜŬ ˊɟɞůŰŬŰŮɨŮɘ Űɞ ȽŭɘɤŰɘəɧ ȾɚŮɘŭɑ ůɨɛűɤɜŬ ɛŮ ŰɞɡɚɎɢɘůŰɞɜ ɏɜŬ ˊɟɧŰɡˊɞ FIPS 

140-2 level 2 ɐ Common Criteria EAL 4+ əŬɘ ɖ ůɡɛɛɧɟűɤůɖ ɜŬ 

ŮˊɘɓŮɓŬɘɩɜŮŰŬɘ ɛɏůɤ ŮˊɘɗŮɩɟɖůɖɠ. 

 

ũɘŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ȺɔəŮəɟɘɛɏɜɤɜ ɈˊɞɔɟŬűɩɜ/ɆűɟŬɔɑŭɤɜ, ɞɘ ɈˊɖɟŮůɑŮɠ ɈˊɞɔɟŬűɐɠ 

ɗŬ ˊɟɞůŰŬŰŮɨɞɡɜ ŰŬ ȽŭɘɤŰɘəɎ ȾɚŮɘŭɘɎ ůŮ ɛɑŬ ˊɘůŰɞˊɞɘɖɛɏɜɖ ɚɨůɖ Ůɝ ŬˊɞůŰɎůŮɤɠ 

ȺȹȹɈ. 

 ɄɟɞůŰŬůɑŬ əŬɘ ŮˊŬɚɐɗŮɡůɖ ɘŭɘɤŰɘəɞɨ əɚŮɘŭɘɞɨ ůɡɜŭɟɞɛɖŰɐ 

6.2.7.4.1 ɄɟɞůŰŬůɑŬ ɘŭɘɤŰɘəɞɨ əɚŮɘŭɘɞɨ ůɡɜŭɟɞɛɖŰɐ  

ũɘŬ ˊŮɟɘˊŰɩůŮɘɠ ɛɖ-EV ɄɘůŰɞˊɞɘɖŰɘəɩɜ ɈˊɞɔɟŬűɐɠ ȾɩŭɘəŬ ˊɞɡ ŮəŭɧɗɖəŬɜ ˊɟɘɜ Ŭˊɧ 

Űɖɜ 1ɖ Ƚɞɡɜɑɞɡ 2023, ɖ HARICA ɗŬ ɚɎɓŮɘ ŭɐɚɤůɖ Ŭˊɧ Űɞɜ ɆɡɜŭɟɞɛɖŰɐ ɧŰɘ ɞ 

ɆɡɜŭɟɞɛɖŰɐɠ ɗŬ ɢɟɖůɘɛɞˊɞɘɐůŮɘ ɛɑŬ Ŭˊɧ Űɘɠ ŬəɧɚɞɡɗŮɠ Ůˊɘɚɞɔɏɠ ɔɘŬ ɜŬ ŭɖɛɘɞɡɟɔɐůŮɘ 

əŬɘ ɜŬ ˊɟɞůŰŬŰŮɨůŮɘ ŰŬ ȽŭɘɤŰɘəɎ ȾɚŮɘŭɘɎ ɔɘŬ ɄɘůŰɞˊɞɘɖŰɘəɞɨ Ɉ́ ɞɔɟŬűɐɠ ȾɩŭɘəŬ: 

 

1. ɀɑŬ ɛɞɜɎŭŬ ŬɝɘɧˊɘůŰɖɠ ˊɚŬŰűɧɟɛŬɠ (Trusted Platform Module - TPM) ˊɞɡ 

ŭɖɛɘɞɡɟɔŮɑ əŬɘ ˊɟɞůŰŬŰŮɨŮɘ ɏɜŬ ɕŮɨɔɞɠ əɚŮɘŭɘɩɜ əŬɘ ˊɘůŰɞˊɞɘŮɑ Űɖɜ ˊɟɞůŰŬůɑŬ 

Űɞɡ ȽŭɘɤŰɘəɞɨ ȾɚŮɘŭɘɞɨ Űɞɡ ɆɡɜŭɟɞɛɖŰɐ ɛɏůɤ Ůɘŭɘəɞɨ Ůɚɏɔɢɞɡ ŮɔəɡɟɧŰɖŰŬɠ 

(ɇPM key attestation). 

2. ɀɑŬ ŬůűŬɚɐ əɟɡˊŰɞɔɟŬűɘəɐ ŭɘɎŰŬɝɖ ˊɞɡ ŮɑɜŬɘ ˊɘůŰɞˊɞɘɖɛɏɜɖ əŬŰɎ FIPS 140 

Level 2, ɐ Common Criteria EAL 4+, ɐ ɘůɞŭɨɜŬɛɞ. 

3. ȯɚɚɞɠ Űɨˊɞɠ ůɡůəŮɡɐɠ ŬˊɞɗɐəŮɡůɖɠ ŭŮŭɞɛɏɜɤɜ ůŮ ɛɞɟűɐ əɎɟŰŬɠ Secure 

Digital (SD) ɐ USB token (ɢɤɟɑɠ ŬˊŬɟŬɑŰɖŰŬ ɜŬ ŮɑɜŬɘ ˊɘůŰɞˊɞɘɖɛɏɜɖ əŬŰɎ FIPS 

140 Level 2 ɐ Common Criteria EAL 4+). Ƀ ɆɡɜŭɟɞɛɖŰɐɠ ˊɟɏˊŮɘ ɜŬ ŮɔɔɡɎŰŬɘ 

Ůˊɑůɖɠ, ɧŰɘ ɗŬ űɡɚɎůůŮɘ Űɖɜ ŭɘɎŰŬɝɖ ůŮ ɝŮɢɤɟɘůŰɧ ɛɏɟɞɠ Ŭˊɧ Űɖɜ ůɡůəŮɡɐ ˊɞɡ 

űɘɚɞɝŮɜŮɑ Űɖ ɚŮɘŰɞɡɟɔɑŬ Űɖɠ ɡˊɞɔɟŬűɐɠ əɩŭɘəŬ ɧůɞ ŭŮɜ ŬˊŬɘŰŮɑŰŬɘ ŭɘŬŭɘəŬůɑŬ 

ɡˊɞɔɟŬűɐɠ. 

 

ũɘŬ ˊŮɟɘˊŰɩůŮɘɠ ɛɖ-EV ɄɘůŰɞˊɞɘɖŰɘəɩɜ ɈˊɞɔɟŬűɐɠ ȾɩŭɘəŬ ˊɞɡ ɗŬ ɏɢɞɡɜ ŮəŭɞɗŮɑ 

ˊɟɘɜ Ŭˊɧ Űɖɜ 1ɖ Ƚɞɡɜɑɞɡ 2023, ɖ HARICA ɗŬ ŭɘŬůűŬɚɑɕŮɘ ɧŰɘ ɞ ɆɡɜŭɟɞɛɖŰɐɠ 

ˊɟɞůŰŬŰŮɨŮɘ ŰŬ ȽŭɘɤŰɘəɎ ȾɚŮɘŭɘɎ ɛŮ ɢɟɐůɖ Űɖɠ ɛŮɗɧŭɞɡ ˊɞɡ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɖɜ 

ŮɜɧŰɖŰŬ 6.2.7.4.1 (1) ɐ 6.2.7.4.1 (2) ŬɜŰɑ Űɖɠ ɛŮɗɧŭɞɡ ˊɞɡ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɖɜ ŮɜɧŰɖŰŬ 

6.2.7.4.1 (3) əŬɘ ɗŬ ɡˊɞɢɟŮɩɜŮɘ Űɞɜ ɆɡɜŭɟɞɛɖŰɐ ɜŬ ˊɟɞůŰŬŰŮɨŮɘ ŰŬ ȽŭɘɤŰɘəɎ ȾɚŮɘŭɘɎ 

ůɨɛűɤɜŬ ɛŮ Űɖɜ ŮɜɧŰɖŰŬ 9.6.3. 

 

ũɘŬ ˊŮɟɘˊŰɩůŮɘɠ EV ɄɘůŰɞˊɞɘɖŰɘəɩɜ ɈˊɞɔɟŬűɐɠ ȾɩŭɘəŬ ˊɞɡ ɗŬ ɏɢɞɡɜ ŮəŭɞɗŮɑ ˊɟɘɜ 

Ŭˊɧ Űɖɜ 1ɖ Ƚɞɡɜɑɞɡ 2023, ɖ HARICA ˊɟɏˊŮɘ ɜŬ ŮɝŬůűŬɚɑůŮɘ ɧŰɘ Űɞ ȽŭɘɤŰɘəɧ ȾɚŮɘŭɑ 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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Űɞɡ ɆɡɜŭɟɞɛɖŰɐ ɏɢŮɘ ŭɖɛɘɞɡɟɔɖɗŮɑ, ŬˊɞɗɖəŮɡŰŮɑ əŬɘ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ůŮ Ůɘŭɘəɐ 

əɟɡˊŰɞůɡůəŮɡɐ ˊɞɡ ˊɚɖɟɞɑ ɐ ɝŮˊŮɟɜɎ Űɘɠ ŬˊŬɘŰɐůŮɘɠ Űɞɡ FIPS 140-2 level 2 ɐ 

Common Criteria EAL 4+. ȷ́ ɞŭŮəŰɏɠ ɛɏɗɞŭɞɘ ɔɘŬ Űɖɜ ɘəŬɜɞˊɞɑɖůɖ ŬɡŰɐɠ Űɖɠ 

ŬˊŬɑŰɖůɖɠ ˊŮɟɘɚŬɛɓɎɜɞɡɜ (ŬɚɚɎ ŭŮɜ ˊŮɟɘɞɟɑɕɞɜŰŬɘ ůŮ) ŰŬ ŬəɧɚɞɡɗŬ: 

 

4. ȼ HARICA ŬˊɞůŰɏɚɚŮɘ ɛɘŬ əŬŰɎɚɚɖɚɖ əɟɡˊŰɞɔɟŬűɘəɐ ůɡůəŮɡɐ, ɛŮ 

ˊɟɞŮɔəŬŰŮůŰɖɛɏɜɞ ȽŭɘɤŰɘəɧ ȾɚŮɘŭɑ, ůŮ ɛɞɟűɐ ɏɝɡˊɜɖɠ əɎɟŰŬɠ ɐ ůɡůəŮɡɐɠ 

USB ɐ ˊŬɟɧɛɞɘŬɠ. 

5. Ƀ ɆɡɜŭɟɞɛɖŰɐɠ ůɡɜɡˊɞɔɟɎűŮɘ ŬɘŰɐɛŬŰŬ ˊɘůŰɞˊɞɘɖŰɘəɞɨ ˊɞɡ ɛˊɞɟɞɨɜ ɜŬ 

ŮˊŬɚɖɗŮɡŰɞɨɜ ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ ɏɜŬ ˊɘůŰɞˊɞɘɖŰɘəɧ əŬŰŬůəŮɡŬůŰɐ 

ɡˊɞŭŮɘəɜɨɞɜŰŬɠ ɧŰɘ ɖ ŭɘŬɢŮɑɟɘůɖ Űɞɡ ȽŭɘɤŰɘəɞɨ ȾɚŮɘŭɘɞɨ ɔɑɜŮŰŬɘ ůŮ ɛɘŬ 

əŬŰɎɚɚɖɚɖ əɟɡˊŰɞɔɟŬűɘəɐ ůɡůəŮɡɐ. 

6. Ƀ ɆɡɜŭɟɞɛɖŰɐɠ ˊŬɟɏɢŮɘ ɛɑŬ əŬŰɎɚɚɖɚɖ ŮˊɘɗŮɩɟɖůɖ Űɤɜ ůɡůŰɖɛɎŰɤɜ 

ɡˊɞŭŮɘəɜɨɞɜŰŬɠ ɧŰɘ Űɞ ˊŮɟɘɓɎɚɚɞɜ ɚŮɘŰɞɡɟɔɑŬɠ Űɞɡ ŮˊɘŰɡɔɢɎɜŮɘ ɏɜŬ ŮˊɑˊŮŭɞ 

ŬůűɎɚŮɘŬɠ ŰɞɡɚɎɢɘůŰɞɜ ɘůɞŭɨɜŬɛɞ ɛŮ ŮəŮɑɜɞ Űɞɡ FIPS 140-2 level 2. 

 

ȷˊɧ 1ɖ Ƚɞɡɜɑɞɡ 2023, ŰŬ ȽŭɘɤŰɘəɎ ȾɚŮɘŭɘɎ ɆɡɜŭɟɞɛɖŰɩɜ ɔɘŬ ɄɘůŰɞˊɞɘɖŰɘəɎ 

ɈˊɞɔɟŬűɐɠ ȾɩŭɘəŬ ɗŬ ˊɟɞůŰŬŰŮɨɞɜŰŬɘ ůɨɛűɤɜŬ ɛŮ Űɘɠ ŬəɧɚɞɡɗŮɠ ŬˊŬɘŰɐůŮɘɠ. ȼ 

HARICA ɗŬ ɚɎɓŮɘ ɛɘŬ ůɡɛɓŬŰɘəɐ ŭɐɚɤůɖ Ŭˊɧ Űɞɜ ɆɡɜŭɟɞɛɖŰɐ ɧŰɘ ɞ ɆɡɜŭɟɞɛɖŰɐɠ ɗŬ 

ɢɟɖůɘɛɞˊɞɘɐůŮɘ ɛɑŬ Ŭˊɧ Űɘɠ ŬəɧɚɞɡɗŮɠ Ůˊɘɚɞɔɏɠ ɔɘŬ ɜŬ ŭɖɛɘɞɡɟɔɐůŮɘ əŬɘ ɜŬ 

ˊɟɞůŰŬŰŮɨůŮɘ ŰŬ ȽŭɘɤŰɘəɎ ȾɚŮɘŭɘɎ Űɤɜ ɄɘůŰɞˊɞɘɖŰɘəɩɜ Ɉ́ ɞɔɟŬűɐɠ ȾɩŭɘəŬ ůŮ 

əɟɡˊŰɞɔɟŬűɘəɐ ůɡůəŮɡɐ ˊɘůŰɞˊɞɘɖɛɏɜɖ ŰɞɡɚɎɢɘůŰɞɜ əŬŰɎ FIPS 140-2 level 2 ɐ 

Common Criteria EAL 4+: 

 

7. Ƀ ůɡɜŭɟɞɛɖŰɐɠ ɢɟɖůɘɛɞˊɞɘŮɑ ɛɑŬ əɟɡˊŰɞɔɟŬűɘəɐ ůɡůəŮɡɐ ˊɞɡ ɘəŬɜɞˊɞɘŮɑ Űɖɜ 

əŬɗɞɟɘůɛɏɜɖ ŬˊŬɑŰɖůɖ, 

8. Ƀ ůɡɜŭɟɞɛɖŰɐɠ ɢɟɖůɘɛɞˊɞɘŮɑ ɛɑŬ cloud ɚɨůɖ ŭɖɛɘɞɡɟɔɑŬɠ əŬɘ ˊɟɞůŰŬůɑŬɠ 

əɚŮɘŭɘɩɜ ɛŮ Űɘɠ ŬəɧɚɞɡɗŮɠ ŬˊŬɘŰɐůŮɘɠ: 

Ŭ) ȼ ŭɖɛɘɞɡɟɔɑŬ, ɖ ŬˊɞɗɐəŮɡůɖ əŬɘ ɖ ɢɟɐůɖ Űɞɡ ȽŭɘɤŰɘəɞɨ ȾɚŮɘŭɘɞɨ 

ˊɟɏˊŮɘ ɜŬ ˊŬɟŬɛɏɜŮɘ ŮɜŰɧɠ Űɤɜ ɞɟɑɤɜ ŬůűŬɚŮɑŬɠ Űɖɠ cloud  

əɟɡˊŰɞɔɟŬűɘəɐɠ ůɡůəŮɡɐɠ ˊɞɡ ůɡɛɛɞɟűɩɜŮŰŬɘ ɛŮ Űɘɠ ůɡɔəŮəɟɘɛɏɜŮɠ 

ŬˊŬɘŰɐůŮɘɠ, 

ɓ) ȼ ůɡɜŭɟɞɛɐ ůŰɞ ŮˊɑˊŮŭɞ ˊɞɡ ŭɘŬɢŮɘɟɑɕŮŰŬɘ Űɞ ȽŭɘɤŰɘəɧ ȾɚŮɘŭɑ ˊɟɏˊŮɘ ɜŬ 

ŭɘŬɛɞɟűɤɗŮɑ ɩůŰŮ ɜŬ əŬŰŬɔɟɎűŮɘ ɧɚŮɠ Űɘɠ ŬɚɚŬɔɏɠ ˊɟɧůɓŬůɖɠ, 

ɚŮɘŰɞɡɟɔɘɩɜ əŬɘ ŭɘŬɛɧɟűɤůɖɠ ůŰɞɡɠ ˊɧɟɞɡɠ ˊɞɡ ŭɘŬůűŬɚɑɕɞɡɜ Űɞ 

ȽŭɘɤŰɘəɧ ȾɚŮɘŭɑ. 

9. Ƀ ɆɡɜŭɟɞɛɖŰɐɠ ɢɟɖůɘɛɞˊɞɘŮɑ ɛɘŬ ɈˊɖɟŮůɑŬ ɈˊɞɔɟŬűɐɠ ˊɞɡ ˊɚɖɟɞɑ Űɘɠ 
ŬˊŬɘŰɐůŮɘɠ Űɖɠ ŮɜɧŰɖŰŬɠ 6.2.7.3. 

 

ɀɧɜɞ ȺɔəŮəɟɘɛɏɜŮɠ ȹɘŬŰɎɝŮɘɠ ȹɖɛɘɞɡɟɔɑŬɠ ɈˊɞɔɟŬűɐɠ/ɆűɟŬɔɑŭŬɠ ɗŬ 

ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ ɔɘŬ Űɖ ŭɖɛɘɞɡɟɔɑŬ ȻŮɨɔɞɡɠ ȾɚŮɘŭɘɩɜ ˊɞɡ ɗŬ ůɡůɢŮŰɑɕɞɜŰŬɘ ɛŮ 

ɄɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ ȺɔəŮəɟɘɛɏɜŮɠ ȼɚŮəŰɟɞɜɘəɏɠ ɈˊɞɔɟŬűɏɠ/ɆűɟŬɔɑŭŮɠ. 

 

Ⱥɘŭɘəɞɑ ɏɚŮɔɢɞɘ ˊɟɏˊŮɘ ɜŬ ŮɑɜŬɘ ŰɞˊɞɗŮŰɖɛɏɜɞɘ ɔɘŬ ɜŬ ŭɘŬůűŬɚɑɕɞɡɜ ɧŰɘ əɎɗŮ 

əɟɡˊŰɞɔɟŬűɘəɧ ɡɚɘəɧ ŭŮɜ ɏɢŮɘ ŰɟɞˊɞˊɞɘɖɗŮɑ əŬɘ ɚŮɘŰɞɡɟɔŮɑ əŬɜɞɜɘəɎ. ȼ ŬəŮɟŬɘɧŰɖŰŬ 

Űɞɡ ɡɚɘəɞɨ əŬɘ Űɞɡ ɚɞɔɘůɛɘəɞɨ ́ ɞɡ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ɔɘŬ Űɖ ŭɖɛɘɞɡɟɔɑŬ əɚŮɘŭɘɩɜ, əŬɗɩɠ 

əŬɘ əɎɗŮ ŭɘŮˊŬűɐ ˊɞɡ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ɔɘŬ ɜŬ ŬˊɞəŰɐůŮɘ ˊɟɧůɓŬůɖ ůŰɞ ɡɚɘəɧ əŬɘ Űɞ 

ɚɞɔɘůɛɘəɧ, ˊɟɏˊŮɘ ɜŬ ŮɚɏɔɢŮŰŬɘ ˊɟɘɜ Űɖɜ ˊŬɟŬɔɤɔɘəɐ ɚŮɘŰɞɡɟɔɑŬ. 

 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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ɆŰɘɠ ˊŮɟɘˊŰɩůŮɘɠ ȺɔəŮəɟɘɛɏɜɤɜ ɄɘůŰɞˊɞɘɖŰɘəɩɜ ůŮ ȺɔəŮəɟɘɛɏɜŮɠ ȹɘŬŰɎɝŮɘɠ 

ȹɖɛɘɞɡɟɔɑŬɠ ɈˊɞɔɟŬűɐɠ/ɆűɟŬɔɑŭŬɠ (QSCD) (ɄɘůŰɞˊɞɘɖŰɘəɎ çəɚɎůɖɠ ȷè), Űɞ 

ȽŭɘɤŰɘəɧ ȾɚŮɘŭɑ ɗŬ ŭɖɛɘɞɡɟɔŮɑŰŬɘ əŬɘ ɗŬ ŬˊɞɗɖəŮɨŮŰŬɘ ůŮ ŮɔəŮəɟɘɛɏɜɖ ŭɘɎŰŬɝɖ 

ŭɖɛɘɞɡɟɔɑŬɠ ɡˊɞɔɟŬűɐɠ/ůűɟŬɔɑŭŬɠ (ȺȹȹɈ) əŬɘ ŭŮ ɗŬ ŮɝŬɢɗŮɑ ůŮ əŬɛɑŬ ɛɞɟűɐ. Ƀɘ 

ȺȹȹɈ ɗŬ əŬɚɨˊŰɞɡɜ əŬŰô ŮɚɎɢɘůŰɞ Űɘɠ ˊɟɞŭɘŬɔɟŬűɏɠ FIPS PUB 140-2 level 3 ɐ 

ŬɜŰɑůŰɞɘɢŬ EAL 4+ ɐ ɡɣɖɚɧŰŮɟŮɠ ůɨɛűɤɜŬ ɛŮ Űɞ ˊɟɧŰɡˊɞ ISO/IEC 15408. 

 

ȼ HARICA ˊŬɟŬəɞɚɞɡɗŮɑ ůɢŮŰɘəɏɠ ˊɚɖɟɞűɞɟɑŮɠ ɔɘŬ ȺȹȹɈ ˊɘůŰɞˊɞɘɐůŮɘɠ 

ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ ɛɑŬ ˊɚɖɟɞűɞɟɘŬəɞɨ ɢŬɟŬəŰɐɟŬ ɚɑůŰŬ Ŭˊɧ ɄɘůŰɞˊɞɘɖɛɏɜŮɠ ȺȹȹɈ 

Űɞɡ ȺɡɟɤˊŬɥəɞɨ Ɇɡɛɓɞɡɚɑɞɡ ůɨɛűɤɜŬ ɛŮ Űɞ ȯɟɗɟɞ 31 Űɞɡ eIDAS: 

¶ https://ec.europa.eu/futurium/en/content/compilation-member-states-

notification-sscds-and-qscds.  

 

ũɘŬ Ůɝ ŬˊɞůŰɎůŮɤɠ ȺȹȹɈ ˊɞɡ ŭɘŬɢŮɘɟɑɕɞɜŰŬɘ ȽŭɘɤŰɘəɎ ȾɚŮɘŭɘɎ ɔɘŬ ɚɞɔŬɟɘŬůɛɧ Űɤɜ 

ɆɡɜŭɟɞɛɖŰɩɜ, ɖ HARICA ˊŬɟŬəɞɚɞɡɗŮɑ Űɖ ůɡɛɛɧɟűɤůɖ ɛŮ Űɞ ůɢŮŰɘəɧ Security 

Target ́ ɞɡ ɞɟɑůŰɖəŮ əŬŰɎ Common Criteria ɔɘŬ Űɖɜ Ůɝ ŬˊɞůŰɎůŮɤɠ ȺȹȹɈ. ɇŬ Ůɜ ɚɧɔɤ 

ɄɘůŰɞˊɞɘɖŰɘəɎ, ˊŮɟɘɚŬɛɓɎɜɞɡɜ ɏɜŬ Ůˊɘˊɚɏɞɜ ŬɜŬɔɜɤɟɘůŰɘəɧ ˊɞɚɘŰɘəɐɠ (policy OID) 

ůɨɛűɤɜŬ ɛŮ Űɖɜ ŮɜɧŰɖŰŬ 7.1.6. 

6.2.7.4.2 ȺˊŬɚɐɗŮɡůɖ ɘŭɘɤŰɘəɞɨ əɚŮɘŭɘɞɨ ůɡɜŭɟɞɛɖŰɐ 

ȷ́ ɧ Űɖɜ 1ɖ Ƚɞɡɜɑɞɡ 2023, ɔɘŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ɈˊɞɔɟŬűɐɠ ȾɩŭɘəŬ, ɖ HARICA ɗŬ 

ŮɝŬůűŬɚɑɕŮɘ ɧŰɘ Űɞ ȽŭɘɤŰɘəɧ ȾɚŮɘŭɑ Űɞɡ ɆɡɜŭɟɞɛɖŰɐ ɏɢŮɘ ŭɖɛɘɞɡɟɔɖɗŮɑ, ŬˊɞɗɖəŮɡŰŮɑ 

əŬɘ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ůŮ əŬŰɎɚɚɖɚɖ əɟɡˊŰɞůɡůəŮɡɐ ˊɞɡ ˊɚɖɟɞɑ ɐ ɝŮˊŮɟɜɎ Űɘɠ 

ŬˊŬɘŰɐůŮɘɠ  ˊɞɡ əŬɗɞɟɑɕɞɜŰŬɘ ůŰɖɜ ŮɜɧŰɖŰŬ 6.2.7.4.1. ũɘŬ Űɖɜ ɘəŬɜɞˊɞɑɖůɖ ŬɡŰɐɠ Űɖɠ 

ŬˊŬɑŰɖůɖɠ ɗŬ ɢɟɖůɘɛɞˊɞɘɖɗŮɑ ɛɑŬ Ŭˊɧ Űɘɠ ŬəɧɚɞɡɗŮɠ ɛŮɗɧŭɞɡɠ: 

 

1. ȼ HARICA ŬˊɞůŰɏɚɚŮɘ ɛɑŬ əŬŰɎɚɚɖɚɖ əɟɡˊŰɞɔɟŬűɘəɐ ůɡůəŮɡɐ, ɛŮ ɏɜŬ ɐ 

ˊŮɟɘůůɧŰŮɟŬ ɕŮɨɔɖ əɚŮɘŭɘɩɜ ŰŬ ɞˊɞɑŬ ɏɢɞɡɜ ŭɖɛɘɞɡɟɔɖɗŮɑ ɜɤɟɑŰŮɟŬ Ŭˊɧ Űɖɜ 

ȷɄ ɛŮ ɢɟɐůɖ Űɖɠ əɟɡˊŰɞɔɟŬűɘəɐɠ ůɡůəŮɡɐɠ. 

2. Ƀ ɆɡɜŭɟɞɛɖŰɐɠ ůɡɜɡˊɞɔɟɎűŮɘ ŬɘŰɐɛŬŰŬ ˊɘůŰɞˊɞɘɖŰɘəɩɜ ˊɞɡ ɛˊɞɟɞɨɜ ɜŬ 

ŮˊŬɚɖɗŮɡŰɞɨɜ ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ ˊɘůŰɞˊɞɘɖŰɘəɧ əŬŰŬůəŮɡŬůŰɐ, əɞɘɜɩɠ ɔɜɤůŰɧ 

ɤɠ key attestation, ɡˊɞŭŮɘəɜɨɞɜŰŬɠ ɧŰɘ Űɞ ȽŭɘɤŰɘəɧ ȾɚŮɘŭɑ ŭɖɛɘɞɡɟɔɐɗɖəŮ ɛŮ ɛɖ 

ŮɝŬɔɩɔɘɛɞ Űɟɧˊɞ ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ ɛɑŬ əŬŰɎɚɚɖɚɖ əɟɡˊŰɞɔɟŬűɘəɐ ůɡůəŮɡɐ. 

3. Ƀ ɆɡɜŭɟɞɛɖŰɐɠ ɢɟɖůɘɛɞˊɞɘŮɑ ɛɑŬ ́ ɟɞəŬɗɞɟɘůɛɏɜɖ əɟɡˊŰɞɔɟŬűɘəɐ ɓɘɓɚɘɞɗɐəɖ 

Űɖɠ HARICA əŬɘ ɏɜŬɜ əŬŰɎɚɚɖɚɞ ůɡɜŭɡŬůɛɧ əɟɡˊŰɞɔɟŬűɘəɐɠ ůɡůəŮɡɐɠ ɔɘŬ 

Űɖ ŭɖɛɘɞɡɟɔɑŬ əŬɘ ŬˊɞɗɐəŮɡůɖ ɕŮɨɔɞɡɠ əɚŮɘŭɘɩɜ. 

4. Ƀ ɆɡɜŭɟɞɛɖŰɐɠ ˊŬɟɏɢŮɘ ɛɑŬ ŮůɤŰŮɟɘəɐ ɐ ŮɝɤŰŮɟɘəɐ ŮˊɘɗŮɩɟɖůɖ ůɡůŰɖɛɎŰɤɜ  

ɡˊɞŭŮɘəɜɨɞɜŰŬɠ ɧŰɘ ɢɟɖůɘɛɞˊɞɘŮɑ ɛɧɜɞ ɛɑŬ əŬŰɎɚɚɖɚɖ əɟɡˊŰɞɔɟŬűɘəɐ 

ůɡůəŮɡɐ ɔɘŬ Űɖ ŭɖɛɘɞɡɟɔɑŬ ɕŮɨɔɞɡɠ əɚŮɘŭɘɩɜ ˊɞɡ ɗŬ ůɡůɢŮŰɑɕɞɜŰŬɘ ɛŮ 

ɄɘůŰɞˊɞɘɖŰɘəɎ Ɉ́ ɞɔɟŬűɐɠ ȾɩŭɘəŬ. 

5. Ƀ ɆɡɜŭɟɞɛɖŰɐɠ ˊŬɟɏɢŮɘ əŬŰɎɚɚɖɚɖ ŬɜŬűɞɟɎ Ŭˊɧ ɛɑŬ cloud ɚɨůɖ ˊɟɞůŰŬůɑŬɠ 

əɚŮɘŭɘɞɨ əŬɘ ŭɘŬɛɧɟűɤůɖɠ ˊɧɟɤɜ ˊɟɞůŰŬŰŮɨɞɜŰŬɠ Űɞ ȽŭɘɤŰɘəɧ ȾɚŮɘŭɑ ůŮ ɛɑŬ 

əŬŰɎɚɚɖɚɖ əɟɡˊŰɞɔɟŬűɘəɐ ůɡůəŮɡɐ. 

6. ȼ HARICA ɓŬůɑɕŮŰŬɘ ůŮ ɛɑŬ ŬɜŬűɞɟɎ ˊɞɡ ˊŬɟɏɢŮŰŬɘ Ŭˊɧ Űɞɜ ȷɘŰɞɨɜŰŬ, ɖ 
ɞˊɞɑŬ ŮɑɜŬɘ ɡˊɞɔŮɔɟŬɛɛɏɜɖ Ŭˊɧ ɏɜŬɜ ŮɚŮɔəŰɐ ˊɞɡ ŮɑɜŬɘ ŮɔəŮəɟɘɛɏɜɞɠ Ŭˊɧ Űɖɜ 

HARICA əŬɘ ɏɢŮɘ ŮəˊŬɑŭŮɡůɖ ůŮ ɗɏɛŬŰŬ ˊɚɖɟɞűɞɟɘəɐɠ əŬɘ ŬůűɎɚŮɘŬɠ ɐ ŮɑɜŬɘ 

ˊɘůŰɞˊɞɘɖɛɏɜɞɠ əŬŰɎ CISA əŬɘ ŮɑɜŬɘ ɛɎɟŰɡɟŬɠ Űɖɠ ŭɖɛɘɞɡɟɔɑŬɠ ɕŮɨɔɞɡɠ 

əɚŮɘŭɘɩɜ ůŮ ɛɑŬ əŬŰɎɚɚɖɚɖ əɟɡˊŰɞɔɟŬűɘəɐ ůɡůəŮɡɐ, ůɡɛˊŮɟɘɚŬɛɓŬɜɞɛɏɜɖɠ 

ɛɑŬɠ cloud ɚɨůɖɠ ɔɘŬ Űɖɜ ŭɖɛɘɞɡɟɔɑŬ əŬɘ Űɖɜ ˊɟɞůŰŬůɑŬ Űɞɡɠ. 

https://ec.europa.eu/futurium/en/content/compilation-member-states-notification-sscds-and-qscds
https://ec.europa.eu/futurium/en/content/compilation-member-states-notification-sscds-and-qscds


Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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7. Ƀ ɆɡɜŭɟɞɛɖŰɐɠ ˊŬɟɏɢŮɘ ɏɜŬ ůɡɛűɤɜɖŰɘəɧ ɧŰɘ ɢɟɖůɘɛɞˊɞɘŮɑ ɛɘŬ ɈˊɖɟŮůɑŬ 

ɈˊɞɔɟŬűɐɠ ˊɞɡ ˊɚɖɟɞɑ Űɘɠ ŬˊŬɘŰɐůŮɘɠ Űɖɠ ŮɜɧŰɖŰŬɠ 6.2.7.3. 

 

6.2.8 ɀɏɗɞŭɞɘ ŮɜŮɟɔɞˊɞɑɖůɖɠ (ˊɟɞɠ ɢɟɐůɖ) ɘŭɘɤŰɘəɩɜ əɚŮɘŭɘɩɜ. 

 Ʉɞɘɞɠ ɛˊɞɟŮɑ ɜŬ ŮɜŮɟɔɞˊɞɘɐůŮɘ (ɢɟɖůɘɛɞˊɞɘɐůŮɘ) ɏɜŬ ɘŭɘɤŰɘəɧ əɚŮɘŭɑ; 

ɀɧɜɞ ůɡɜŭɡŬůɛɧɠ Ŭˊɧ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɞɡɠ ŭɘŬɢŮɘɟɘůŰɏɠ ɛˊɞɟŮɑ ɜŬ ́ɟŬɔɛŬŰɞˊɞɘɐůŮɘ 

«ŰŮɚŮŰɐ ŮɜŮɟɔɞˊɞɑɖůɖɠ ȷɟɢɩɜ ɄɘůŰɞˊɞɑɖůɖɠ». ȼ ŭɘŬŭɘəŬůɑŬ ˊŮɟɘɔɟɎűŮŰŬɘ ůŮ 

ŮůɤŰŮɟɘəɧ əŮɑɛŮɜɞ ŭɘŬŭɘəŬůɘɩɜ Űɖɠ ɈȹȾ HARICA. Ƀɘ əɟɡˊŰɞɔɟŬűɘəɏɠ ŭɘŬŭɘəŬůɑŮɠ 

(ɡˊɞɔɟŬűɏɠ ɛŮ ɢɟɐůɖ Űɤɜ əɚŮɘŭɘɩɜ ȷɄ) ˊɟŬɔɛŬŰɞˊɞɘɞɨɜŰŬɘ ɛɧɜɞ ɛŮŰɎ Űɖɜ 

ŮɜŮɟɔɞˊɞɑɖůɖ Űɤɜ əɚŮɘŭɘɩɜ ˊɞɡ  ɓɟɑůəɞɜŰŬɘ ůŰɖɜ Ůɘŭɘəɐ əɟɡˊŰɞɔɟŬűɘəɐ ůɡůəŮɡɐ.  

 

ɇŬ ɘŭɘɤŰɘəɎ əɚŮɘŭɘɎ ˊɞɡ ŬɜŰɘůŰɞɘɢɞɨɜ ůŮ ˊɘůŰɞˊɞɘɖŰɘəɎ ɆɡɜŭɟɞɛɖŰɩɜ ˊɟɏˊŮɘ ɜŬ 

ŰɖɟɞɨɜŰŬɘ Ůˊɑůɖɠ ˊɟɞůŰŬŰŮɡɛɏɜŬ-əɟɡˊŰɞɔɟŬűɖɛɏɜŬ. Ƀ əɎŰɞɢɞɠ əɎɗŮ ˊɘůŰɞˊɞɘɖŰɘəɞɨ 

ŮɑɜŬɘ ɡˊŮɨɗɡɜɞɠ ɔɘŬ Űɖɜ ŮɜŮɟɔɞˊɞɑɖůɖ əŬɘ ˊɟɞůŰŬůɑŬ Űɞɡ ɘŭɘɤŰɘəɞɨ əɚŮɘŭɘɞɨ ˊɞɡ 

ŬɜŰɘůŰɞɘɢŮɑ ůŰɞ ůɢŮŰɘəɧ ˊɘůŰɞˊɞɘɖŰɘəɧ. 

 ȺɜɏɟɔŮɘŮɠ ˊɞɡ ˊɟɏˊŮɘ ɜŬ ŮəŰŮɚŮůŰɞɨɜ ɔɘŬ Űɖɜ ŮɜŮɟɔɞˊɞɑɖůɖ Ůɜɧɠ 
ɘŭɘɤŰɘəɞɨ əɚŮɘŭɘɞɨ 

ũɘŬ Űɖɜ ŮɜŮɟɔɞˊɞɑɖůɖ əɚŮɘŭɘɩɜ ȷɟɢɩɜ ɄɘůŰɞˊɞɑɖůɖɠ ˊɞɡ ɓɟɑůəɞɜŰŬɘ ůŮ Ůɘŭɘəɏɠ 

əɟɡˊŰɞůɡůəŮɡɏɠ (HSMs), ŬˊŬɘŰŮɑŰŬɘ ůɡɜŭɡŬůɛɧɠ ůŰɞɘɢŮɑɤɜ (tokens) 

ŰŬɡŰɞˊɞɑɖůɖɠ/ŮɝɞɡůɘɞŭɧŰɖůɖɠ ˊɟɧůɓŬůɖɠ. ȾɎɗŮ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɞ ɛɏɚɞɠ ɛŮ əɚŮɘŭɑ 

ŮɜŮɟɔɞˊɞɑɖůɖɠ əŬŰɏɢŮɘ ŭɘŬűɞɟŮŰɘəɧ ůŰɞɘɢŮɑɞ (token) Űɤɜ ůɡůŰŬŰɘəɩɜ ŮɜŮɟɔɞˊɞɑɖůɖɠ. 

ɀɧɜɞ ɏɜŬɠ ůɡɜŭɡŬůɛɧɠ Ŭˊɧ ŮɝɞɡůɘɞŭɞŰɖɛɏɜŬ ɛɏɚɖ ɛŮ əɚŮɘŭɑ ŮɜŮɟɔɞˊɞɑɖůɖɠ ɛˊɞɟŮɑ 

ɜŬ ŮɜŮɟɔɞˊɞɘɐůŮɘ ɏɜŬ ɘŭɘɤŰɘəɧ əɚŮɘŭɑ. 

 

ũɘŬ Űɖɜ ˊŮɟɑˊŰɤůɖ ɘŭɘɤŰɘəɞɨ əɚŮɘŭɘɞɨ ɆɡɜŭɟɞɛɖŰɐ ůŮ əɟɡˊŰɞɔɟŬűɘəɐ ůɡůəŮɡɐ 

ŬˊŬɘŰŮɑŰŬɘ Ůɘŭɘəɧɠ əɤŭɘəɧɠ ɅȽɁ. ȷɜ ŰŬ ɘŭɘɤŰɘəɎ əɚŮɘŭɘɎ ɆɡɜŭɟɞɛɖŰɐ ŮɑɜŬɘ 

ŬˊɞɗɖəŮɡɛɏɜŬ ůŮ ŬˊɞɗŮŰɐɟɘŬ ˊɘůŰɞˊɞɘɖŰɘəɩɜ ɚɞɔɘůɛɘəɩɜ (.́ɢ. CryptoAPI ůŰŬ MS 

Windows), ŮɜŭɏɢŮŰŬɘ ɜŬ ɛɖɜ ŮɟɤŰɎŰŬɘ əɤŭɘəɧɠ ŬɚɚɎ ɛɘŬ Ŭˊɚɐ ŮɟɩŰɖůɖ ŮˊɘɓŮɓŬɑɤůɖɠ 

ɢɟɐůɖɠ ɐ ɛɖ, Űɞɡ ɘŭɘɤŰɘəɞɨ əɚŮɘŭɘɞɨ. ɇɏɚɞɠ, ŰŬ ɘŭɘɤŰɘəɎ əɚŮɘŭɘɎ ˊɞɡ ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ 

ůŮ ůɡůəŮɡɏɠ-ɡˊɖɟŮůɑŮɠ ŮɜŭɏɢŮŰŬɘ ɜŬ ŮɑɜŬɘ ɛɞɜɑɛɤɠ ŮɜŮɟɔɞˊɞɘɖɛɏɜŬ əŬɘ ɜŬ ɛɖɜ 

ˊɟɞůŰŬŰŮɨɞɜŰŬɘ əŬɗɧɚɞɡ Ŭˊɧ əɎˊɞɘɞɜ əɤŭɘəɧ, Ůűɧůɞɜ ɡˊɎɟɢɞɡɜ ɎɚɚŬ ɘəŬɜɞˊɞɘɖŰɘəɎ 

ŮˊɑˊŮŭŬ ŬůűɎɚŮɘŬɠ ůŮ ŮˊɑˊŮŭɞ ŬɟɢŮɑɤɜ ůɡůŰɐɛŬŰɞɠ (file system permissions) ɐ ɎɚɚŬ 

ŬɜŰɑůŰɞɘɢŬ ɛɏŰɟŬ  ́ ɟɞůŰŬůɑŬɠ. 

 ȷˊɧ Űɖ ůŰɘɔɛɐ ŮɜŮɟɔɞˊɞɑɖůɖɠ, ɔɘŬ ˊɧůɞ ɢɟɞɜɘəɧ ŭɘɎůŰɖɛŬ ŮɑɜŬɘ Űɞ əɚŮɘŭɑ 
çŮɜŮɟɔɧè; 

Ɇɡɜɐɗɤɠ Űɞ əɚŮɘŭɑ ˊŬɟŬɛɏɜŮɘ ñŮɜŮɟɔɧò ɔɘŬ ɧůɞ ŭɘɎůŰɖɛŬ ɚŮɘŰɞɡɟɔŮɑ ɖ ůɡɔəŮəɟɘɛɏɜɖ 

ŮűŬɟɛɞɔɐ ˊɞɡ Űɞ ɢɟɖůɘɛɞˊɞɘŮɑ. 

 

ȺɘŭɘəɎ ɔɘŬ Űɞ əɚŮɘŭɑ ˊɞɡ ůɡɜŭɡɎɕŮŰŬɘ ɛŮ ɏɜŬ ȾɞɟɡűŬɑɞ ɄɘůŰɞˊɞɘɖŰɘəɧ, Űɞ əɚŮɘŭɑ 

ˊŬɟŬɛɏɜŮɘ ñŮɜŮɟɔɧò ɛɧɜɞ ɔɘŬ Űɞ ŭɘɎůŰɖɛŬ ˊɞɡ ŬˊŬɘŰŮɑŰŬɘ ɜŬ ŮəŰŮɚŮůŰɞɨɜ 

əɟɡˊŰɞɔɟŬűɘəɏɠ ŭɘŬŭɘəŬůɑŮɠ ˊ.ɢ. ɡˊɞɔɟŬűɐ/ŬɜɎəɚɖůɖ ȺɜŭɘɎɛŮůɖɠ ȷɄ, ɡˊɞɔɟŬűɐ 

ɄɘůŰɞˊɞɘɖŰɘəɞɨ OCSP, ɡˊɞɔŮɔɟŬɛɛɏɜŮɠ ŬˊŬɜŰɐůŮɘɠ OCSP, ɐ ŭɖɛɘɞɡɟɔɑŬ ȿȷɄ. 

6.2.9 ɀɏɗɞŭɞɘ ŬˊŮɜŮɟɔɞˊɞɑɖůɖɠ ɘŭɘɤŰɘəɩɜ əɚŮɘŭɘɩɜ. 

ȹŮɜ ɞɟɑɕŮŰŬɘ. 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 

ɆŮɚɑŭŬ 126 Ŭˊɧ 203 

6.2.10 ɀɏɗɞŭɞɘ əŬŰŬůŰɟɞűɐɠ ɘŭɘɤŰɘəɩɜ əɚŮɘŭɘɩɜ. 

ȳŰŬɜ ɖ ȷɄ űŰɎɜŮɘ ůŰɞ Űɏɚɞɠ Űɖɠ ŭɘɎɟəŮɘŬɠ ɕɤɐɠ Űɖɠ Űɞ ɘŭɘɤŰɘəɧ əɚŮɘŭɑ əŬŰŬůŰɟɏűŮŰŬɘ 

ɛŮ ŬůűɎɚŮɘŬ ůɨɛűɤɜŬ ɛŮ Űɖ ŭɘŬŭɘəŬůɑŬ ŭɘŬɔɟŬűɐɠ Űɖɠ Ůɘŭɘəɐɠ əɟɡˊŰɞɔɟŬűɘəɐɠ 

ůɡůəŮɡɐɠ (HSM) ˊɞɡ ɞɟɑɕŮɘ ɞ əŬŰŬůəŮɡŬůŰɐɠ ŬɡŰɐɠ, ɡˊɧ Űɖɜ ɛɏɗɞŭɞ Űɞɡ ŭɘˊɚɞɨ 

Ůɚɏɔɢɞɡ ˊɞɡ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 5.2.2. ȼ əŬŰŬůŰɟɞűɐ ŬɡŰɐ, ŮˊɖɟŮɎɕŮɘ ɛɧɜɞ 

Űɖɜ çűɡůɘəɐè ˊŬɟɞɡůɑŬ Űɞɡ əɚŮɘŭɘɞɨ ˊɞɡ űɡɚɎůůŮŰŬɘ ůŰɖɜ əɟɡˊŰɞɔɟŬűɘəɐ ůɡůəŮɡɐ. 

ɇŬ ɎɚɚŬ ŬɜŰɑɔɟŬűŬ ŬůűŬɚŮɑŬɠ ŭɘŬɔɟɎűɞɜŰŬɘ ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ ŬůűŬɚŮɑɠ ŭɘŬŭɘəŬůɑŮɠ 

ŭɘŬɔɟŬűɐɠ, ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ Űɞ ůɨůŰɖɛŬ ŬůűŬɚɞɨɠ ŭɘŬɔɟŬűɐɠ 5220.22-M Űɞɡ 

ɈˊɞɡɟɔŮɑɞɡ ȯɛɡɜŬɠ Űɤɜ ȼɄȷ ɐ ɘůɢɡɟɧŰŮɟɞ. 

 

ȾŬɗɩɠ ɧɚŬ ŰŬ ŬɟɢŮɑŬ ŬɜŰɘɔɟɎűɤɜ ŬůűŬɚŮɑŬɠ Űɤɜ ȽŭɘɤŰɘəɩɜ ȾɚŮɘŭɘɩɜ ȷɄ əŬɘ ɀɉɆ 

əɟɡˊŰɞɔɟŬűɞɨɜŰŬɘ ɛɏůɤ ůɡɛɛŮŰɟɘəɞɨ ñMaster Backup Keyò, ɛɘŬ Ůˊɘˊɚɏɞɜ ɛɏɗɞŭɞɠ 

əŬŰŬůŰɟɞűɐɠ Űɤɜ ůɡɔəŮəɟɘɛɏɜɤɜ ŬɜŰɘɔɟɎűɤɜ ŬůűŬɚŮɑŬɠ ŮɑɜŬɘ ɖ əŬŰŬůŰɟɞűɐ Űɞɡ 

ñMaster Backup Keyò ́ɞɡ əŬɗɘůŰɎ ɧɚŬ ŰŬ əɟɡˊŰɞɔɟŬűɖɛɏɜŬ ŬɜŰɑɔɟŬűŬ ŬůűŬɚŮɑŬɠ 

ˊɟŬəŰɘəɎ ŬŭɨɜŬŰɞ ɜŬ ɢɟɖůɘɛɞˊɞɘɞɨɜ (ŭŮɜ ɛˊɞɟɞɨɜ ɜŬ ŬˊɞəɟɡˊŰɞɔɟŬűɖɗɞɨɜ). 

 

ɇŬ ȽŭɘɤŰɘəɎ ȾɚŮɘŭɘɎ ɀɉɆ ˊɞɡ űŰɎɜɞɡɜ ůŰɞ Űɏɚɞɠ Űɖɠ ŭɘɎɟəŮɘŬɠ ɕɤɐɠ Űɞɡɠ ůɨɛűɤɜŬ 

ɛŮ Űɖɜ ˊŬɟɎɔɟŬűɞ 6.3.2, ŭɘŬɔɟɎűɞɜŰŬɘ ɛŮ ŰɏŰɞɘɞɜ Űɟɧˊɞ ˊɞɡ ŮɑɜŬɘ ˊɟŬəŰɘəɎ ŬŭɨɜŬŰɞ 

ɜŬ ɢɟɖůɘɛɞˊɞɘɖɗɞɨɜ əŬɘ ɜŬ Ůəŭɩůɞɡɜ ɜɏŬ ɉɟɞɜɞůɐɛŬɜůɖ. 

 

Ƀɘ ůɡɜŭɟɞɛɖŰɏɠ ɛˊɞɟɞɨɜ ɜŬ əŬŰŬůŰɟɏɣɞɡɜ ŰŬ ɘŭɘɤŰɘəɎ Űɞɡɠ əɚŮɘŭɘɎ ɛɧɜɞɘ Űɞɡɠ. 

6.2.11 ȸŬɗɛɞɚɧɔɖůɖ-Ŭɝɘɞɚɧɔɖůɖ əɟɡˊŰɞɔɟŬűɘəɩɜ ůɡůŰɖɛɎŰɤɜ 

ɄŮɟɘɔɟɎűŮŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 6.2.1. 

6.3 ȯɚɚŬ ɗɏɛŬŰŬ ŭɘŬɢŮɑɟɘůɖɠ ɕŮɨɔɞɡɠ əɚŮɘŭɘɩɜ 

6.3.1 ȷɟɢŮɘɞɗɏŰɖůɖ Űɤɜ ŭɖɛɧůɘɤɜ əɚŮɘŭɘɩɜ 

ɇŬ ŭɖɛɧůɘŬ əɚŮɘŭɘɎ ŮɜůɤɛŬŰɩɜɞɜŰŬɘ ůŰŬ ɣɖűɘŬəɎ ˊɘůŰɞˊɞɘɖŰɘəɎ əŬŰɎ Űɖɜ ɏəŭɞůɐ 

Űɞɡɠ əŬɘ ŬɟɢŮɘɞɗŮŰɞɨɜŰŬɘ ůɨɛűɤɜŬ ɛŮ Űɘɠ ŭɘŬŭɘəŬůɑŮɠ ˊɞɡ ˊŮɟɘɔɟɎűɞɜŰŬɘ ůŰɖɜ 

ˊŬɟɎɔɟŬűɞ 5.4. 

6.3.2 ɄŮɟɑɞŭɞɘ ɢɟɐůɖɠ Űɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ əŬɘ Űɞɡ ɕŮɨɔɞɡɠ əɚŮɘŭɘɞɨ 

ȼ ŭɘɎɟəŮɘŬ ɢɟɐůɖɠ Ůɜɧɠ ɕŮɨɔɞɡɠ əɚŮɘŭɘɞɨ ɝŮəɘɜɎ ɧŰŬɜ Űɞ ŭɖɛɧůɘɞ əɚŮɘŭɑ 

ˊŮɟɘɚŬɛɓɎɜŮŰŬɘ ɔɘŬ ˊɟɩŰɖ űɞɟɎ ůŮ ɣɖűɘŬəɧ ˊɘůŰɞˊɞɘɖŰɘəɧ ˊɞɡ ɔɜɤɟɑɕŮɘ ɖ HARICA 

(ɛɏůɤ ŬɘŰɐɛŬŰɞɠ CSR Ŭˊɧ Űɞɜ ȷɘŰɞɨɛŮɜɞ). ȷɜɎɚɞɔŬ ɛŮ Űɞ Ůɑŭɞɠ Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ, 

ɖ HARICA ɏɢŮɘ ŭɘŬűɞɟŮŰɘəɏɠ ŭɘɎɟəŮɘŮɠ ɢɟɐůɖɠ Űɞɡ ɕŮɨɔɞɡɠ əɚŮɘŭɘɩɜ. 

 

ȼ ɛɏɔɘůŰɖ ŭɘɎɟəŮɘŬ ɢɟɐůɖɠ Űɤɜ əɚŮɘŭɘɩɜ ˊɞɡ ɏɢɞɡɜ ŭɖɛɘɞɡɟɔɖɗŮɑ ŮɜŰɧɠ HSM ɐ 

Ůɘŭɘəɩɜ əɟɡˊŰɞůɡůəŮɡɩɜ ˊɞɡ əŬɚɨˊŰɞɡɜ Űɘɠ ˊɟɞŭɘŬɔɟŬűɏɠ Űɖɠ ŮɜɧŰɖŰŬɠ 6.2.7.4, ɗŬ 

ŮɑɜŬɘ: 

¶ Ůɑəɞůɘ (25) ɏŰɖ ɔɘŬ ɏɜŬ ɄɘůŰɞˊɞɘɖŰɘəɧ ȾɞɟɡűŬɑŬɠ ȷɄ, 

¶ ŭŮəŬˊɏɜŰŮ (15) ɏŰɖ ɔɘŬ ɏɜŬ ɄɘůŰɞˊɞɘɖŰɘəɧ ȺɜŭɘɎɛŮůɖɠ ȷɄ, 

¶ ŭɏəŬ (10) ɏŰɖ ɔɘŬ ˊɘůŰɞˊɞɘɖŰɘəɎ ŰŮɚɘəɩɜ ɢɟɖůŰɩɜ ȷɡɗŮɜŰɘəɞˊɞɑɖůɖɠ ɄŮɚɎŰɖ 

(Client Authentication), ɡˊɞɔɟŬűɐɠ əɩŭɘəŬ (Code Signing), ɡˊɞɔɟŬűɐɠ 

ŮɔɔɟɎűɤɜ (Document Signing) əŬɘ S/MIME, 

¶ ŭɏəŬ (10) ɏŰɖ ɔɘŬ ˊɘůŰɞˊɞɘɖŰɘəɎ ɀɞɜɎŭɤɜ ɉɟɞɜɞůɐɛŬɜůɖɠ. ũɘŬ Űɖɜ 

ˊŮɟɑˊŰɤůɖ ɀɞɜɎŭɤɜ ɉɟɞɜɞůɐɛŬɜůɖɠ, ɜɏɞ ɄɘůŰɞˊɞɘɖŰɘəɧ Űɖɠ ɀɉɆ ɛŮ ɜɏɞ 
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ɘŭɘɤŰɘəɧ əɚŮɘŭɑ ˊɟɏˊŮɘ ɜŬ ŭɖɛɘɞɡɟɔŮɑŰŬɘ Űɞ ŬɟɔɧŰŮɟɞ ɛɏůŬ ůŮ ŭŮəŬˊɏɜŰŮ (15) 

ɛɐɜŮɠ. 

 

ȼ ɛɏɔɘůŰɖ ŭɘɎɟəŮɘŬ ɢɟɐůɖɠ Űɤɜ əɚŮɘŭɘɩɜ ˊɞɡ ŭŮɜ ɏɢɞɡɜ ŭɖɛɘɞɡɟɔɖɗŮɑ ŮɜŰɧɠ HSM ɐ 

Ůɘŭɘəɩɜ əɟɡˊŰɞůɡůəŮɡɩɜ ˊɞɡ əŬɚɨˊŰɞɡɜ Űɘɠ ˊɟɞŭɘŬɔɟŬűɏɠ Űɖɠ ŮɜɧŰɖŰŬɠ 6.2.7.4, 

ůɡůŰɐɜŮŰŬɘ ɜŬ ŮɑɜŬɘ ˊɏɜŰŮ (5) ɏŰɖ. 

 

ȼ ŭɘɎɟəŮɘŬ ɢɟɐůɖɠ ůŮ əɎɗŮ ˊŮɟɑˊŰɤůɖ ɗŬ ˊɟɏˊŮɘ ɜŬ ŬˊɞűŬůɑɕŮŰŬɘ ůŮ ůɡɜɎɟŰɖůɖ ɛŮ Űɞ 

ɛɏɔŮɗɞɠ Űɤɜ əɚŮɘŭɘɩɜ əŬɘ ɛŮ Űɘɠ ŰɟɏɢɞɡůŮɠ ŰŮɢɜɞɚɞɔɘəɏɠ ŮɝŮɚɑɝŮɘɠ ůŰɞ ɢɩɟɞ Űɖɠ 

əɟɡˊŰɞɔɟŬűɑŬɠ, ɏŰůɘ ɩůŰŮ ɜŬ ŮɝŬůűŬɚɑɕŮŰŬɘ Űɞ ɓɏɚŰɘůŰɞ ŮˊɑˊŮŭɞ ŬůűɎɚŮɘŬɠ ŬɚɚɎ əŬɘ 

ŬˊɞŰŮɚŮůɛŬŰɘəɧŰɖŰŬɠ ɢɟɐůɖɠ. 

 

ȼ ɛɏɔɘůŰɖ ŭɘɎɟəŮɘŬ ŮɔəɡɟɧŰɖŰŬɠ ɄɘůŰɞˊɞɘɖŰɘəɩɜ ɗŬ ŮɑɜŬɘ: 

¶ ɔɘŬ ɄɘůŰɞˊɞɘɖŰɘəɧ ȾɞɟɡűŬɑŬɠ ȷɄ, Ůɑəɞůɘ-ˊɏɜŰŮ (25) ɏŰɖ 

¶ ɔɘŬ ɏɜŬ ɄɘůŰɞˊɞɘɖŰɘəɧ ȺɜŭɘɎɛŮůɖɠ ȷɄ, ŭŮəŬˊɏɜŰŮ (15) ɏŰɖ 

¶ ɔɘŬ ˊɘůŰɞˊɞɘɖŰɘəɎ SSL/TLS ȷɡɗŮɜŰɘəɞˊɞɑɖůɖɠ ɄŮɚɎŰɖ (Client Authentication) 

əŬɘ ɡˊɞɔɟŬűɐɠ ŮɔɔɟɎűɤɜ (Document Signing), ŰɟɑŬ (3) ɏŰɖ 

¶ ɔɘŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ɈˊɞɔɟŬűɐɠ ȾɩŭɘəŬ əŬɘ S/MIME, ɞəŰŬəɧůɘŮɠ Ůɑəɞůɘ 

ŰɏůůŮɟɘɠ (824) ɖɛɏɟŮɠ 

¶ ɇɟɘŬəɧůɘŮɠ ŮɜŮɜɐɜŰŬ ɞəŰɩ (398) ɖɛɏɟŮɠ ɔɘŬ ɄɘůŰɞˊɞɘɖŰɘəɎ SSL/TLS 

ȷɡɗŮɜŰɘəɞˊɞɑɖůɖɠ ȺɝɡˊɖɟŮŰɖŰɩɜ: 

o ŰɟɘŬəɧůɘŮɠ ŮɜŮɜɐɜŰŬ ɞəŰɩ (398) ɖɛɏɟŮɠ ɛɏɢɟɘ Űɘɠ 15 ɀŬɟŰɑɞɡ 2026, 

o ȷˊɧ 15 ɀŬɟŰɑɞɡ 2026, ŭɘŬəɧůɘŮɠ (200) ɖɛɏɟŮɠ, 

o ȷˊɧ 15 ɀŬɟŰɑɞɡ 2027, ŮəŬŰɧ (100) ɖɛɏɟŮɠ, 

o ȷˊɧ 15 ɀŬɟŰɑɞɡ 2029, ŭɏəŬ (10) ɖɛɏɟŮɠ. 

¶ ɔɘŬ ˊɘůŰɞˊɞɘɖŰɘəɎ ɀɞɜɎŭɤɜ ɉɟɞɜɞůɐɛŬɜůɖɠ, ŭɏəŬ (10) ɏŰɖ. 

 

ɇŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ɆɨɜŰɞɛɖɠ ȹɘɎɟəŮɘŬɠ ɗŬ ɏɢɞɡɜ ɛɏɔɘůŰɖ ˊŮɟɑɞŭɞ ŮɔəɡɟɧŰɖŰŬɠ Űɘɠ 

Ůɑəɞůɘ ŰɏůůŮɟɘɠ (24) ɩɟŮɠ. 

 

ɆɨɛűɤɜŬ ɛŮ Űɞ OVR-6.1-7 Űɞɡ ETSI TS 119 495, ŰŬ ɄɘůŰɞˊɞɘɖŰɘəɎ SSL/TLS ˊɞɡ 

ŭɖɚɩɜɞɡɜ Űɖɜ ́ɞɚɘŰɘəɐ OIDs ɔɘŬ QNCP-w-gen əŬɘ QCP-w-psd2, ŮəŰɧɠ Űɞɡ ˊɚŬɘůɑɞɡ 

Ůɜɧɠ ˊŮɟɘɖɔɖŰɐ (web browser), ɛˊɞɟŮɑ ɜŬ ɏɢɞɡɜ ŭɘŬűɞɟŮŰɘəɐ ɛɏɔɘůŰɖ ˊŮɟɑɞŭɞ ɘůɢɨɞɠ 

ůɨɛűɤɜŬ ɛŮ Űɘɠ ŮűŬɟɛɞɔɏɠ ɢɟɐůɖɠ Űɞɡ Open Banking. 

6.4 ȹŮŭɞɛɏɜŬ ŮɜŮɟɔɞˊɞɑɖůɖɠ 

6.4.1 ȹɖɛɘɞɡɟɔɑŬ əŬɘ ŮɔəŬŰɎůŰŬůɖ ŭŮŭɞɛɏɜɤɜ ŮɜŮɟɔɞˊɞɑɖůɖɠ əŬɘ 

ŮɔəŬŰɎůŰŬůɖ 

ȹŮɜ ɞɟɑɕŮŰŬɘ. 

6.4.2 ɄɟɞůŰŬůɑŬ ŭŮŭɞɛɏɜɤɜ ŮɜŮɟɔɞˊɞɑɖůɖɠ 

ɇŬ ŭŮŭɞɛɏɜŬ ŮɜŮɟɔɞˊɞɑɖůɖɠ, ŭɖɚŬŭɐ ɞɘ ɛɡůŰɘəɞɑ əɤŭɘəɞɑ əŬɘ ŰŬ PIN ˊɟɏˊŮɘ ɜŬ 

ŮˊɘɚɏɔɞɜŰŬɘ ɏŰůɘ ɩůŰŮ ɜŬ ŮɑɜŬɘ ŭɨůəɞɚɞ ɜŬ ŬɜŬəŬɚɡűɗɞɨɜ. ɇɞ ŮɚɎɢɘůŰɞ ɛɏɔŮɗɞɠ Űɞɡ 

ɛɡůŰɘəɞɨ əɤŭɘəɞɨ əŬɘ Űɞɡ PIN ŮɑɜŬɘ ɞəŰɩ (8) ɢŬɟŬəŰɐɟŮɠ. ɆŮ ˊŮɟɑˊŰɤůɖ ɘŭɘɤŰɘəɩɜ 

əɚŮɘŭɘɩɜ ŰŮɚɘəɩɜ ɢɟɖůŰɩɜ ɧˊɞɡ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ɛɖɢŬɜɘůɛɧɠ əŬŰŬůŰɟɞűɐɠ Űɞɡ 

ɘŭɘɤŰɘəɞɨ əɚŮɘŭɘɞɨ ɛŮŰɎ Ŭˊɧ ɞɟɘůɛɏɜɞ Ŭɟɘɗɛɧ ŮůűŬɚɛɏɜɤɜ ˊɟɞůˊŬɗŮɘɩɜ ˊɟɧůɓŬůɖɠ, 

Űɞ ɛɏɔŮɗɞɠ Űɞɡ PIN ɛˊɞɟŮɑ ɜŬ ŮɑɜŬɘ ɛɘəɟɧŰŮɟɞ. ɆŮ əɎɗŮ ˊŮɟɑˊŰɤůɖ ɘůɢɨɞɡɜ ɞɘ 

ŭɘŬŭɘəŬůɑŮɠ ˊɞɡ ˊŮɟɘɔɟɎűɞɜŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 6.2.8. 
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6.4.3 ȯɚɚŬ ɗɏɛŬŰŬ ŭŮŭɞɛɏɜɤɜ ŮɜŮɟɔɞˊɞɑɖůɖɠ 

ȹŮɜ ɞɟɑɕŮŰŬɘ. 

6.5 ȰɚŮɔɢɞɘ ŬůűɎɚŮɘŬɠ ɡˊɞɚɞɔɘůŰɩɜ 

6.5.1 ɆɡɔəŮəɟɘɛɏɜŮɠ ŰŮɢɜɘəɏɠ ŬˊŬɘŰɐůŮɘɠ ŬůűɎɚŮɘŬɠ 

ü ɇŬ ȿŮɘŰɞɡɟɔɘəɎ ɆɡůŰɐɛŬŰŬ Űɤɜ ɡˊɞɚɞɔɘůŰɩɜ Űɖɠ ɈȹȾ HARICA űɡɚɎůůɞɜŰŬɘ 

ɛŮ ɡɣɖɚɧ ŮˊɑˊŮŭɞ ŬůűɎɚŮɘŬɠ ŮűŬɟɛɧɕɞɜŰŬɠ ɧɚŬ ŰŬ ŭɘŮɗɜɐ ˊɟɧŰɡ́Ŭ əŬɘ Űɘɠ 

ɞŭɖɔɑŮɠ ŬůűɎɚŮɘŬɠ. 

ü ɆɡůŰɐɛŬŰŬ əŬŰŬɔɟŬűɐɠ ŮɜŮɟɔŮɘɩɜ əŬɘ ůɡɜŬɔŮɟɛɞɨ ˊɞɡ ɡˊɎɟɢɞɡɜ ůŰɞɡɠ 

ɡˊɞɚɞɔɘůŰɏɠ Űɖɠ ɈȹȾ HARICA ŮɚɏɔɢɞɜŰŬɘ ŰŬəŰɘəɎ Ůɜɩ ŰŬ ŬɟɢŮɑŬ əŬŰŬɔɟŬűɐɠ 

ɛŮɚŮŰɩɜŰŬɘ ˊɟɞůŮəŰɘəɎ ɔɘŬ ŭɘŬˊɑůŰɤůɖ Űɡɢɧɜ ŬɜɤɛŬɚɘɩɜ əŬɘ ˊɟɞůˊŬɗŮɘɩɜ 

ˊŬɟŬɓɑŬůɖɠ, ˊɟɞəŮɘɛɏɜɞɡ ɜŬ ŮɜŮɟɔɞˊɞɘɖɗɞɨɜ ŭɘŬŭɘəŬůɑŮɠ ŮˊɏɛɓŬůɖɠ. Ƀɘ 

ŭɘŬŭɘəŬůɑŮɠ ŮˊɏɛɓŬůɖɠ ůŮ ŰɏŰɞɘŬ ˊŮɟɘůŰŬŰɘəɎ ˊɟɞɓɚɏˊɞɡɜ Űɞ ˊɟɞůɤˊɘəɧ ɜŬ 

ˊŬɟɏɛɓŮɘ Űɞ ůɡɜŰɞɛɧŰŮɟɞ ŭɡɜŬŰɧ ˊɟɞəŮɘɛɏɜɞɡ ɜŬ ˊŮɟɘɞɟɑůŮɘ Űɞ ɛɏɔŮɗɞɠ Űɖɠ 

ˊŬɟŬɓɑŬůɖɠ ŬůűɎɚŮɘŬɠ. 

ü ɇŬ ˊɟɞɔɟɎɛɛŬŰŬ ˊɞɡ ůɡɜɞŭŮɨɞɡɜ Űɞ ȿŮɘŰɞɡɟɔɘəɧ ɆɨůŰɖɛŬ ŮɑɜŬɘ ŰŬ ŬˊɞɚɨŰɤɠ 
ŬˊŬɟŬɑŰɖŰŬ ɔɘŬ Űɖɜ Ůɨɟɡɗɛɖ ɚŮɘŰɞɡɟɔɑŬ Űɤɜ ȷȾ/ȷɄ əŬɘ ɞɘ ɡˊɞɚɞɔɘůŰɏɠ 

ˊɟɞůŰŬŰŮɨɞɜŰŬɘ Ŭˊɧ əŬəɧɓɞɡɚɞ ɚɞɔɘůɛɘəɧ əŬɘ ɛɖ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɖ 

ŮɔəŬŰɎůŰŬůɐ Űɞɡ. ȳɚŬ ŰŬ ˊɟɞɔɟɎɛɛŬŰŬ ɗŬ ŬɜŬɓŬɗɛɑɕɞɜŰŬɘ ůŰɘɠ ŰŮɚɘəɏɠ Űɞɡɠ 

ŮəŭɧůŮɘɠ ɧŰŬɜ ŮɛűŬɜɑɕɞɜŰŬɘ ŭɘɞɟɗɩůŮɘɠ ˊɟɞɓɚɖɛɎŰɤɜ ŬůűɎɚŮɘŬɠ ˊɞɡ Ŭűɞɟɞɨɜ 

Űɞ ɚɞɔɘůɛɘəɧ Űɖɠ ɈȹȾ. 

ü ȼ ɈȹȾ Űɖɠ HARICA ɡˊɞɢɟŮɩɜŮɘ ˊɞɚɨ-ˊŬɟŬɔɞɜŰɘəɧ ɏɚŮɔɢɞ ŰŬɡŰɧŰɖŰŬɠ ɔɘŬ 

ɧɚɞɡɠ Űɞɡɠ ɚɞɔŬɟɘŬůɛɞɨɠ ŭɘŬɢŮɘɟɘůŰɩɜ ˊɞɡ ůɢŮŰɑɕɞɜŰŬɘ ɛŮ Űɖɜ ɏəŭɞůɖ 

ˊɘůŰɞˊɞɘɖŰɘəɞɨ. 

6.5.2 ȸŬɗɛɞɚɧɔɖůɖ ŬůűɎɚŮɘŬɠ ɡˊɞɚɞɔɘůŰɩɜ 

ȹŮɜ ɞɟɑɕŮŰŬɘ. 

6.6 Ⱦɨəɚɞɠ ɕɤɐɠ ŰŮɢɜɘəɩɜ Ůɚɏɔɢɤɜ 

6.6.1 ȰɚŮɔɢɞɘ ŬɜɎˊŰɡɝɖɠ ůɡůŰɖɛɎŰɤɜ 

ɆŰɞ ɚɞɔɘůɛɘəɧ Űɖɠ ɈȹȾ Űɖɠ HARICA ŮűŬɟɛɧɕɞɜŰŬɘ ŬůűŬɚŮɑɠ ŭɘŬŭɘəŬůɑŮɠ ɧůɞɜ 

ŬűɞɟɎ Űɖɜ ŬɜɎˊŰɡɝɖ Űɞɡ ˊɟɘɜ ɢɟɖůɘɛɞˊɞɘɖɗŮɑ ůŰɞ ˊŮɟɘɓɎɚɚɞɜ ˊŬɟŬɔɤɔɐɠ . 

6.6.2 ȰɚŮɔɢɞɘ ŭɘŬɢŮɑɟɘůɖɠ ŬůűɎɚŮɘŬɠ 

 ȹŮɜ ɞɟɑɕŮŰŬɘ. 

6.6.3 Ⱦɨəɚɞɠ ɕɤɐɠ Ůɚɏɔɢɤɜ ŬůűɎɚŮɘŬɠ 

ȼ ɈȹȾ Űɖɠ HARICA ŮűŬɟɛɧɕŮɘ ŮůɤŰŮɟɘəɏɠ ŭɘŬŭɘəŬůɑŮɠ ˊɟɞəŮɘɛɏɜɞɡ ɜŬ ŮɝŬůűŬɚɑůŮɘ 

ɧŰɘ ɞɘ ūɡůɘəɞɑ ȺɝɡˊɖɟŮŰɖŰɏɠ, ɞɘ əɟɡˊŰɞɔɟŬűɘəɏɠ ůɡůəŮɡɏɠ əŬɘ ɛɞɜɎŭŮɠ 

əɟɡˊŰɞɔɟɎűɖůɖɠ ˊɞɡ ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ ůŮ əɟɑůɘɛŮɠ ɚŮɘŰɞɡɟɔɑŮɠ Űɖɠ ɈȹȾ ˊŬɟŬɛɏɜɞɡɜ 

ŬˊŬɟŬɓɑŬůŰŮɠ əŬŰɎ Űɖ ŭɘɎɟəŮɘŬ ɛŮŰŬűɞɟɎɠ ɐ ŬˊɞɗɐəŮɡůɖɠ. ȳɚŮɠ ɞɘ əɟɑůɘɛŮɠ ůɡůəŮɡɏɠ 

ɔɘŬ Űɖ ɚŮɘŰɞɡɟɔɑŬ Űɖɠ ɈȹȾ ɓɟɑůəɞɜŰŬɘ ůŮ űɡůɘəɎ ŬůűŬɚɘůɛɏɜɞ ɢɩɟɞ. 

6.7 ȰɚŮɔɢɞɘ ŬůűɎɚŮɘŬɠ ŭɘəŰɨɞɡ 

Ƀɘ ŮɝɡˊɖɟŮŰɖŰɏɠ Űɤɜ ȷɄ/ȷȾ ɚŮɘŰɞɡɟɔɞɨɜ ˊɑůɤ Ŭˊɧ ŰŮɑɢɞɠ ˊɟɞůŰŬůɑŬɠ ˊɞɡ ŮˊɘŰɟɏˊŮɘ 

Űɖɜ ˊɟɧůɓŬůɖ ɛɧɜɞ ůŮ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɞɡɠ Ɏɚɚɞɡɠ ŮɝɡˊɖɟŮŰɖŰɏɠ əŬɘ ɛɧɜɞ ůŮ ɗɨɟŮɠ 

ˊɞɡ ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ ɔɘŬ Űɖ ŭɘŬɢŮɑɟɘůɖ Űɖɠ ȷɄ əŬɘ Űɖɜ ɏəŭɞůɖ ɄɘůŰɞˊɞɘɖŰɘəɩɜ ɐ 
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ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 

ɆŮɚɑŭŬ 129 Ŭˊɧ 203 

ɉɟɞɜɞůűɟŬɔɑŭɤɜ.  ȼ ŭɘəŰɡŬəɐ ɛŮŰɎŭɞůɖ ŮɡŬɑůɗɖŰɤɜ ˊɚɖɟɞűɞɟɘɩɜ ˊɟɞůŰŬŰŮɨŮŰŬɘ ɛŮ 

əɟɡˊŰɞɔɟɎűɖůɖ ɔɘŬ ɜŬ ŮɝŬůűŬɚɘůŰŮɑ ɖ ŬəŮɟŬɘɧŰɖŰŬ əŬɘ ɖ ŮɛˊɘůŰŮɡŰɘəɧŰɖŰŬ Űɞɡɠ. 

 

ȼ HARICA, ŬɜŬűɞɟɘəɎ ɛŮ Űɖɜ ŬůűɎɚŮɘŬ Űɞɡ ŭɘəŰɨɞɡ, ŬəɞɚɞɡɗŮɑ Űɘɠ ɞŭɖɔɑŮɠ Űɖɠ 

ˊŬɟŬɔɟɎűɞɡ 7.8 Űɞɡ ETSI EN 319 401. Ⱥˊɘˊɚɏɞɜ, ɖ HARICA ŬəɞɚɞɡɗŮɑ Űɘɠ 

ˊɟɞŭɘŬɔɟŬűɏɠ ŬůűŬɚŮɑŬɠ ˊɞɡ ˊŮɟɘɔɟɎűɞɜŰŬɘ ůŰɞ ñNetwork and Certificate System 

Security Requirementsò Űɞɡ CA/Browser Forum. 

6.8 ɉɟɞɜɞůɐɛŬɜůɖ 

ɆŰɖɜ ɈȹȾ Űɖɠ HARICA ɚŮɘŰɞɡɟɔŮɑ ȷɟɢɐ ɉɟɞɜɞůɐɛŬɜůɖɠ əŬɘ ŮəŰŮɚŮɑ ɧɚŮɠ Űɘɠ 

ŬˊŬɟŬɑŰɖŰŮɠ ŮɜɏɟɔŮɘŮɠ ɔɘŬ Űɖɜ ɧůɞ Űɞ ŭɡɜŬŰɧɜ ŬŭɘɎɚŮɘˊŰɖ ŭɘŬɗŮůɘɛɧŰɖŰŬ Űɖɠ 

ɡˊɖɟŮůɑŬɠ ɉɟɞɜɞůɐɛŬɜůɖɠ. 

6.8.1 Ȱəŭɞůɖ ɉɟɞɜɞůűɟŬɔɑŭɤɜ 

Ƀɘ ɉɟɞɜɞůűɟŬɔɑŭŮɠ ɗŬ ůɡɛɛɞɟűɩɜɞɜŰŬɘ ɛŮ Űɞ ˊɟɧŰɡˊɞ ETSI EN 319 422, ŮəŭɑŭɞɜŰŬɘ 

ɛŮ ŬůűɎɚŮɘŬ əŬɘ ŬɜŬˊŬɟɘůŰɞɨɜ Űɞɜ ůɤůŰɧ ɢɟɧɜɞ ůɨɛűɤɜŬ ɛŮ Űɖɜ ɆɄɋ (UTC). 

 

ȷɜ ŭɘŬˊɘůŰɤɗŮɑ ɧŰɘ Űɞ ɟɞɚɧɘ Űɖɠ ɀɉɆ ɏɢŮɘ ɢɎůŮɘ Űɖɜ əŬɗɞɟɘůɛɏɜɖ ŬəɟɑɓŮɘŬ Űɞɡ ŰɧŰŮ 

ŭŮɜ ɗŬ ŮəŭɑŭɞɜŰŬɘ ɉɟɞɜɞůűɟŬɔɑŭŮɠ ɛɏɢɟɘ ɜŬ ůɡɔɢɟɞɜɘůŰŮɑ. 

 

Ƀɘ ɉɟɞɜɞůűɟŬɔɑŭŮɠ ɗŬ ɡˊɞɔɟɎűɞɜŰŬɘ ɛŮ əɚŮɘŭɑ ˊɞɡ ŭɖɛɘɞɡɟɔŮɑŰŬɘ ŬˊɞəɚŮɘůŰɘəɎ 

ɔɘôŬɡŰɧɜ Űɞɜ ůəɞˊɧ əŬɘ ůɢŮŰɑɕŮŰŬɘ ɛŮ ɄɘůŰɞˊɞɘɖŰɘəɧ ɀɉɆ. 

 

ɉɟɞɜɞůűɟŬɔɑŭŮɠ ůɡůŰɐɜŮŰŬɘ ɜŬ ɛɖɜ ˊŬɟɎɔɞɜŰŬɘ ůŰɞ Űɏɚɞɠ Űɖɠ ŭɘɎɟəŮɘŬɠ ɘůɢɨɞɠ Űɞɡ 

ȽŭɘɤŰɘəɞɨ ȾɚŮɘŭɘɞɨ Űɖɠ ɀɉɆ.  

6.8.2 ɀɞɜɎŭŬ ɉɟɞɜɞůɐɛŬɜůɖɠ 

Ƀɘ ɀɉɆ ˊɞɡ ɚŮɘŰɞɡɟɔɞɨɜ ůŰɖɜ ɈȹȾ Űɖɠ HARICA ˊɟɏˊŮɘ ɜŬ ɏɢɞɡɜ ɛɞɜŬŭɘəɧ əɚŮɘŭɑ 

ɡˊɞɔɟŬűɐɠ ɢɟɞɜɞůɐɛŬɜůɖɠ əɎɗŮ űɞɟɎ. ȼ ɘůɢɨɠ Űɞɡ ɘŭɘɤŰɘəɞɨ əɚŮɘŭɘɞɨ ˊɞɡ 

ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ɔɘŬ ɜŬ ɡˊɞɔɟɎűŮɘ ůŰɞɘɢŮɑŬ ɢɟɞɜɞůɐɛŬɜůɖɠ ɞɟɑɕŮŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 

6.3.2. 

 

ɇŬ əɚŮɘŭɘɎ ˊɞɡ ŮˊŬɚɖɗŮɨɞɡɜ Űɖɜ ɡˊɞɔɟŬűɐ ɀɉɆ ŮɑɜŬɘ ŭɘŬɗɏůɘɛŬ ůŮ ɓŬůɘɕɧɛŮɜŬ ɛɏɟɖ 

ůŮ ŭɖɛɧůɘɞ ˊɘůŰɞˊɞɘɖŰɘəɧ ˊɞɡ ɢɟɖůɘɛɞˊɞɘŮɑ timestamping EKU (ˊŬɟɎɔɟŬűɞɠ 7.1.2 əŬɘ 

ɄȷɅȷɅɇȼɀȷ B (ɄŮɟɘɔɟɎɛɛŬŰŬ Ⱦɞɘɜɩɜ ɄɘůŰɞˊɞɘɖŰɘəɩɜ HARICA). 

 

ɆŰɘɠ ɀɉɆ ŬɜŰɘůŰɞɘɢŮɑ ɏɜŬ ȻŮɨɔɞɠ ȾɚŮɘŭɘɩɜ ˊɞɡ ˊŬɟɎɔŮŰŬɘ ŬˊɞəɚŮɘůŰɘəɎ ɔɘŬ ɡˊɖɟŮůɑŮɠ 

ɉɟɞɜɞůɐɛŬɜůɖɠ. 

 

Ƀɘ ɀɉɆ ɢɟɖůɘɛɞˊɞɘɞɨɜ Ŭɚɔɧɟɘɗɛɞ əŬŰŬəŮɟɛŬŰɘůɛɞɨ SHA2 ůŰŬ ŭŮŭɞɛɏɜŬ ˊɞɡ 

ˊŬɑɟɜɞɡɜ ɢɟɞɜɞůɐɛŬɜůɖ.  

 

ȼ ɈȹȾ Űɖɠ HARICA ɢɟɖůɘɛɞˊɞɘŮɑ ɝŮɢɤɟɘůŰɎ ůɖɛŮɑŬ ˊɟɧůɓŬůɖɠ Űɖɠ ɡˊɖɟŮůɑŬɠ əŬɘ 

ŭɘŬűɞɟŮŰɘəɏɠ ɀɉɆ ɤɠ ˊɟɞɠ Űɞ ɧɜɞɛŬ Űɞɡ ɡˊɞəŮɘɛɏɜɞɡ (subject) Űɞɡ ŭɖɛɞůɑɞɡ əɚŮɘŭɘɞɨ 

Űɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ Űɞɡɠ, ɔɘŬ ɜŬ ŭɘŬəɟɑɜɞɡɜ ɡˊɞɔŮɔɟŬɛɛɏɜŮɠ ȺɔəŮəɟɘɛɏɜŮɠ 

ɉɟɞɜɞůűɟŬɔɑŭŮɠ Ŭˊɧ ɛɖ ȺɔəŮəɟɘɛɏɜŮɠ. 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 
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6.8.3 ɇŮəɛɐɟɘŬ ɉɟɞɜɞůɐɛŬɜůɖɠ 

ɇŮəɛɐɟɘŬ ɉɟɞɜɞůɐɛŬɜůɖɠ (TSTs) ˊɞɡ ɡˊɞɔɟɎűɞɜŰŬɘ Ŭˊɧ ɀɉɆ Űɖɠ ɈȹȾ Űɖɠ 

HARICA ŮəŭɑŭɞɜŰŬɘ ɛŮ ŬůűɎɚŮɘŬ əŬɘ ˊŮɟɘɚŬɛɓɎɜɞɡɜ Ŭəɟɘɓɐ  ŬɜŬˊŬɟɎůŰŬůɖ Űɞɡ 

ɢɟɧɜɞɡ ůɨɛűɤɜŬ ɛŮ Űɖɜ ɄŬɔəɧůɛɘŬ ȵɟŬ. Ƀ ɢɟɧɜɞɠ ˊɞɡ ɢɟɖůɘɛɞˊɞɘŮɑ ɛɘŬ ɀɉɆ ůŮ ɛɘŬ 

ɢɟɞɜɞůɐɛŬɜůɖ, ɏɢŮɘ ŭɘŬŭɟɞɛɐ Ůɚɏɔɢɞɡ ůŮ ŰɞɡɚɎɢɘůŰɞɜ ɛɑŬ ˊɟŬɔɛŬŰɘəɐ Űɘɛɐ ˊɞɡ 

ŭɘŬɜɏɛŮɘ ɏɜŬ ŬɜŬɔɜɤɟɘůɛɏɜɞ ŮɟɔŬůŰɐɟɘɞ UTC(k).  

 

ȾɎɗŮ ŰŮəɛɐɟɘɞ ɢɟɞɜɞůɐɛŬɜůɖɠ ůɡɛɛɞɟűɩɜŮŰŬɘ ɛŮ Űɘɠ ŬˊŬɘŰɐůŮɘɠ Űɞɡ ˊɟɞŰɨˊɞɡ ETSI 

EN 319 422 əŬɘ ˊŮɟɘɚŬɛɓɎɜŮɘ: 

¶ Űɞ ŬɜŬɔɜɤɟɘůŰɘəɧ policy  ɔɘŬ Űɖɜ ˊɞɚɘŰɘəɐ ˊɞɡ ŬəɞɚɞɡɗŮɑ ɖ 

ɢɟɞɜɞůɐɛŬɜůɖ ɧˊɤɠ ɞɟɑɕŮŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 7.1.8, 

¶ ɏɜŬ ˊŮŭɑɞ genTime ˊɞɡ ɏɢŮɘ  Űɘɛɐ ˊɞɡ ŬɜŬˊŬɟɘůŰɎ Űɞɜ ɢɟɧɜɞ ɛŮ Űɖɜ 

ɚŮˊŰɞɛɏɟŮɘŬ ˊɞɡ ŮɑɜŬɘ ŬˊŬɟŬɑŰɖŰɖ ɔɘŬ ɜŬ ɡˊɞůŰɖɟɑɝŮɘ Űɖɜ əŬɗɞɟɘůɛɏɜɖ 

ŬəɟɑɓŮɘŬ, 

¶ Űɞ ˊŮŭɑɞ accuracy  ɛŮ ŮɚɎɢɘůŰɖ ŬəɟɑɓŮɘŬ Ůɜɧɠ (1) ŭŮɡŰŮɟɞɚɏˊŰɞɡ ůŮ 
ůɨɔəɟɘůɖ ɛŮ Űɖɜ ɆɄɋ (UTC), ŬɜɘɢɜŮɨůɘɛɞ ůŮ ˊɎɟɞɢɞ ɆɄɋ, 

¶ ɏɜŬ ɛɞɜŬŭɘəɧ ůŮɘɟɘŬəɧ Ŭɟɘɗɛɧ ɔɘŬ əɎɗŮ TST, 

¶ ɛɑŬ ɖɚŮəŰɟɞɜɘəɐ ɡˊɞɔɟŬűɐ ˊɞɡ ŭɖɛɘɞɡɟɔŮɑŰŬɘ ɛŮ əɚŮɘŭɑ ˊɞɡ 

ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ŬˊɞəɚŮɘůŰɘəɎ ɔɘŬ ɢɟɞɜɞůɐɛŬɜůɖ əŬɘ  

¶ ɛɘŬ ˊŬɟɎɛŮŰɟɞ signerInfo  ɔɘŬ Űɖɜ ŬɜŬɔɜɩɟɘůɖ Űɖɠ ɀɉɆ. 

6.8.4 Ɇɡɔɢɟɞɜɘůɛɧɠ ɟɞɚɞɔɘɞɨ ɛŮ Űɖɜ ɆɄɋ 

ũɘŬ Űɞɜ ůɡɔɢɟɞɜɘůɛɧ Űɞɡ ɟɞɚɞɔɘɞɨ ɘůɢɨɞɡɜ ɞɘ ŬəɧɚɞɡɗŮɠ ŬˊŬɘŰɐůŮɘɠ: 

¶ ȼ ˊɟɞůŬɟɛɞɔɐ Űɞɡ ɟɞɚɞɔɘɞɨ Űɖɠ ɀɉɆ ˊɟɏˊŮɘ ɜŬ ŭɘŬŰɖɟŮɑŰŬɘ ɏŰůɘ ɩůŰŮ 

ŰŬ ɟɞɚɧɔɘŬ ɜŬ ɛɖɜ Ŭˊɞəɚɑɜɞɡɜ Ŭˊɧ Űɖɜ əŬɗɞɟɘůɛɏɜɖ ŬəɟɑɓŮɘŬ. 

¶ ȷɜ ŭɘŬˊɘůŰɤɗŮɑ ɧŰɘ ɞ ɢɟɧɜɞɠ ˊɞɡ ŮɛűŬɜɑɕŮŰŬɘ ůŮ ɢɟɞɜɞůűɟŬɔɑŭŬ 
ŬˊɞəɚɑɜŮɘ ɐ ŮɑɜŬɘ ŮəŰɧɠ ůɡɔɢɟɞɜɘůɛɞɨ ɛŮ Űɖɜ ɆɄɋ, ɖ ɀɉɆ ůŰŬɛŬŰɎ 

Űɖɜ ɏəŭɞůɖ ɢɟɞɜɞůűɟŬɔɑŭɤɜ. 

¶ Ƀ ůɡɔɢɟɞɜɘůɛɧɠ Űɞɡ ɟɞɚɞɔɘɞɨ ŭɘŬŰɖɟŮɑŰŬɘ ɧŰŬɜ ɔɑɜŮŰŬɘ ŬɜŰɘɚɖˊŰɐ 
Ŭˊɧəɚɘůɖ Ůɜɧɠ ŭŮɡŰŮɟɞɚɏˊŰɞɡ Ŭˊɧ əŬŰɎɚɚɖɚɞ ɧɟɔŬɜɞ. 

 

ȼ ɈȹȾ Űɖɠ HARICA ůɡɔɢɟɞɜɑɕŮɘ əŬɘ ˊɟɞůŬɟɛɧɕŮɘ ůɡɜŮɢɩɠ Űɞ ɟɞɚɧɘ (ŰɞɡɚɎɢɘůŰɞɜ 

əɎɗŮ ɩɟŬ) ɛŮ ˊɖɔɏɠ ɆɄɋ. ɆŰɞ ŬˊɑɗŬɜɞ ɔŮɔɞɜɧɠ ˊɞɡ Űɞ ɟɞɚɧɘ Űɖɠ ɀɉɆ ŬˊɞəɚɑɜŮɘ Ŭˊɧ 

Űɖɜ əŬɗɞɟɘůɛɏɜɖ ŮɚɎɢɘůŰɖ ŬəɟɑɓŮɘŬ əŬɘ ŬˊɞŰɨɢŮɘ ɞ ŮˊŬɜŬůɡɜŰɞɜɘůɛɧɠ, ɖ ɀɉɆ 

ůŰŬɛŬŰɎ Űɖɜ ɏəŭɞůɖ ɢɟɞɜɞůűɟŬɔɑŭɤɜ ɛɏɢɟɘ ɜŬ ůɡɜŰɞɜɘůŰŮɑ əŬŰɎɚɚɖɚŬ Űɞ ɟɞɚɧɘ. 

 

ȼ ɈȹȾ Űɖɠ HARICA ŭɘŬŰɖɟŮɑ ŬɟɢŮɑɞ ůɡɜŬɚɚŬɔɩɜ ůɡɛɓɎɜŰɤɜ ɔɘŬ ɧɚŮɠ Űɘɠ 

ˊɟɞůŬɟɛɞɔɏɠ Űɞɡ ɟɞɚɞɔɘɞɨ ɛŮ Űɖɜ ɆɄɋ. 

7 ɄŮɟɑɔɟŬɛɛŬ ɄɘůŰɞˊɞɘɖŰɘəɞɨ, ȿȷɄ əŬɘ OCSP 

7.1 ɄŮɟɑɔɟŬɛɛŬ ˊɘůŰɞˊɞɘɖŰɘəɞɨ 

ɉɟɖůɘɛɞˊɞɘŮɑŰŬɘ ˊŮɟɑɔɟŬɛɛŬ ˊɘůŰɞˊɞɘɖŰɘəɞɨ ůɨɛűɤɜŬ ɛŮ Űɞ RFC 5280 ñInternet 

X.509 Public Key Infrastructure: Certificate and Certificate Revocation List (CRL) 

Profileò. 

 

ȼ HARICA ɗŬ ˊɚɖɟɞɑ Űɘɠ ŰŮɢɜɘəɏɠ ŬˊŬɘŰɐůŮɘɠ Űɤɜ ˊŬɟŬɔɟɎűɤɜ 6.1.5 əŬɘ 6.1.6. 

 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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ȹɘŮɡəɟɘɜɑɕŮŰŬɘ ɧŰɘ, ɧˊɤɠ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɞ RFC 6962 ï Certificate Transparency, ɏɜŬ 

Pre-certificate ŭŮɜ ɗŮɤɟŮɑŰŬɘ çɄɘůŰɞˊɞɘɖŰɘəɧè ˊɞɡ ɡˊɧəŮɘŰŬɘ ůŰɘɠ ŬˊŬɘŰɐůŮɘɠ Űɞɡ RFC 

5280. 

 

ɇŮɢɜɘəɎ ˊŮɟɘɞɟɘůɛɏɜŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ȺɜŭɘɎɛŮůɤɜ ȷɄ ɢɟɖůɘɛɞˊɞɘɞɨɜ Űɖɜ ŮˊɏəŰŬůɖ 

«ɄŮɟɘɞɟɘůɛɞɑ ɃɜɧɛŬŰɞɠ» (Name Constraints), ˊɞɡ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 

7.1.5 əŬɘ ŬɜŬűɏɟŮŰŬɘ ɤɠ çɛɖ-əɟɑůɘɛɖè. ȷɡŰɧ ŬˊɞŰŮɚŮɑ ŮɝŬɑɟŮůɖ ůŰɞ RFC 5280 

(4.2.1.10) ˊɞɡ ŮˊɘŰɟɏˊŮŰŬɘ ůɨɛűɤɜŬ ɛŮ ŰŬ ˊɟɧŰɡˊŬ Űɞɡ CA/Browser Forum, ɛɏɢɟɘ ɖ 

ŮˊɏəŰŬůɖ «ɄŮɟɘɞɟɘůɛɞɑ ɃɜɧɛŬŰɞɠ» (Name Constraints) ɜŬ ɡˊɞůŰɖɟɑɕŮŰŬɘ Ŭˊɧ 

ɄɟɞɛɖɗŮɡŰɏɠ ȿɞɔɘůɛɘəɞɨ ȺűŬɟɛɞɔɩɜ Űɤɜ ɞˊɞɑɤɜ Űɞ ɚɞɔɘůɛɘəɧ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ Ŭˊɧ 

ɛɑŬ ůɖɛŬɜŰɘəɐ ɛŮɟɑŭŬ Űɤɜ ȸŬůɘɕɧɛŮɜɤɜ ɀŮɟɩɜ ˊŬɔəɞůɛɑɤɠ. 

7.1.1 ȷɟɘɗɛɧɠ Ȱəŭɞůɖɠ 

Ƀ Ŭɟɘɗɛɧɠ ɏəŭɞůɖɠ Űɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ ŮɑɜŬɘ 2, ˊɞɡ ŬɜŰɘůŰɞɘɢŮɑ ůŰŬ ˊɘůŰɞˊɞɘɖŰɘəɎ 

ɉ.509v3. 

7.1.2 ȺˊŮəŰɎůŮɘɠ ɄɘůŰɞˊɞɘɖŰɘəɞɨ 

ȾɎɗŮ ˊɘůŰɞˊɞɘɖŰɘəɧ ˊɞɡ ŮəŭɑŭŮŰŬɘ ˊŮɟɘɚŬɛɓɎɜŮɘ ŮˊŮəŰɎůŮɘɠ ˊɞɡ ɞɟɑɕɞɜŰŬɘ ůŰɞ 

ˊɟɧŰɡˊɞ ɄɘůŰɞˊɞɘɖŰɘəɩɜ X.509v3. ȷəɞɚɞɡɗŮɑ ɛɑŬ ɚɑůŰŬ ŮˊŮəŰɎůŮɤɜ ˊɞɡ 

ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ Ŭˊɧ Űɖɜ ɈȹȾ Űɖɠ HARICA. ȼ ɚɑůŰŬ ŭŮɜ ŮɑɜŬɘ ˊŮɟɘɞɟɘůŰɘəɐ. 

 

 ɄɘůŰɞˊɞɘɖŰɘəɎ ȷɟɢɐɠ ɄɘůŰɞˊɞɑɖůɖɠ Ⱦɞɟɡűɐɠ/ɅɑɕŬɠ 

 

1. basicConstraints  

ȼ ůɡɔəŮəɟɘɛɏɜɖ ŮˊɏəŰŬůɖ ɗŬ ɡˊɎɟɢŮɘ əŬɘ ɗŬ ɢŬɟŬəŰɖɟɑɕŮŰŬɘ ɤɠ əɟɑůɘɛɖ. ɇɞ 

ˊŮŭɑɞ cA ɗŬ ŮɑɜŬɘ Ŭɚɖɗɏɠ. ɇɞ ˊŮŭɑɞ pathLenConstraint  ůɡɜɘůŰɎŰŬɘ ɜŬ ɛɖɜ 

ɡˊɎɟɢŮɘ. 

2.  keyUsage 

ȼ ůɡɔəŮəɟɘɛɏɜɖ ŮˊɏəŰŬůɖ ɗŬ ɡˊɎɟɢŮɘ əŬɘ ɗŬ ɢŬɟŬəŰɖɟɑɕŮŰŬɘ ɤɠ əɟɑůɘɛɖ. Ƀɘ 

ɗɏůŮɘɠ bit ɔɘŬ Űɘɠ Űɘɛɏɠ keyCertSign  əŬɘ cRLSign ɗŬ ŮɑɜŬɘ ŮɜŮɟɔɏɠ. ȷɜ Űɞ 

ȽŭɘɤŰɘəɧ ȾɚŮɘŭɑ Űɖɠ Root CA ŭɨɜŬŰŬɘ ɜŬ ɢɟɖůɘɛɞˊɞɘɖɗŮɑ ɔɘŬ ɜŬ ɡˊɞɔɟɎűŮɘ 

ŬˊŬɜŰɐůŮɘɠ OCSP, ŰɧŰŮ ɗŬ ŮɑɜŬɘ ŮɜŮɟɔɐ əŬɘ ɖ ɗɏůɖ bit digitalSignature . 

3.  certificatePolicies  

ȼ ůɡɔəŮəɟɘɛɏɜɖ ŮˊɏəŰŬůɖ ůɡɜɘůŰɎŰŬɘ ɜŬ ɛɖɜ ɡˊɎɟɢŮɘ. 

4.  extKeyUsage 

ȼ ůɡɔəŮəɟɘɛɏɜɖ ŮˊɏəŰŬůɖ ŭŮ ɗŬ ɡˊɎɟɢŮɘ. 

 ɄɘůŰɞˊɞɘɖŰɘəɎ ȺɜŭɘɎɛŮůɖɠ ȷɟɢɐɠ ɄɘůŰɞˊɞɑɖůɖɠ  

1. basicConstraints  

  ȼ ůɡɔəŮəɟɘɛɏɜɖ ŮˊɏəŰŬůɖ ɗŬ ɡˊɎɟɢŮɘ əŬɘ ɗŬ ɢŬɟŬəŰɖɟɑɕŮŰŬɘ ɤɠ əɟɑůɘɛɖ. ɇɞ 

ˊŮŭɑɞ pathLenConstraint  ŭɨɜŬŰŬɘ ɜŬ ɡˊɎɟɢŮɘ. 

2.  authorityKeyIdentifier  



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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ȼ ůɡɔəŮəɟɘɛɏɜɖ ŮˊɏəŰŬůɖ ɗŬ ɡˊɎɟɢŮɘ əŬɘ ŭŮ ɗŬ ɢŬɟŬəŰɖɟɑɕŮŰŬɘ ɤɠ əɟɑůɘɛɖ. ŪŬ 

ˊŮɟɘɚŬɛɓɎɜŮɘ ɏɜŬ ˊŮŭɑɞ keyIdentifier  əŬɘ ŭŮ ɗŬ ˊŮɟɘɚŬɛɓɎɜŮɘ Űɞ ˊŮŭɑɞ 

authorityCertIssuer  ɐ Űɞ ˊŮŭɑɞ authorityCertSerialNumber . 

3.  subject KeyIdentifier  

ȼ ůɡɔəŮəɟɘɛɏɜɖ ŮˊɏəŰŬůɖ ɗŬ ɡˊɎɟɢŮɘ əŬɘ ŭŮ ɗŬ ɢŬɟŬəŰɖɟɑɕŮŰŬɘ ɤɠ əɟɑůɘɛɖ. 

ɄŮɟɘɚŬɛɓɎɜŮɘ ɏɜŬ ɛɞɜŬŭɘəɧ ŬɜŬɔɜɤɟɘůŰɘəɧ Űɞɡ ȹɖɛɧůɘɞɡ ȾɚŮɘŭɘɞɨ Űɖɠ ȷɟɢɐɠ 

ɄɘůŰɞˊɞɑɖůɖɠ. 

4. keyUsage 

ȼ ůɡɔəɟɘɛɏɜɖ ŮˊɏəŰŬůɖ ɗŬ ɡˊɎɟɢŮɘ əŬɘ ŭŮ ɗŬ ɢŬɟŬəŰɖɟɑɕŮŰŬɘ ɤɠ ȾɅȽɆȽɀȼ. Ƀɘ 

ɗɏůŮɘɠ bit ɔɘŬ keyCertSign  əŬɘ cRLSign ɗŬ ŮɑɜŬɘ ŮɜŮɟɔɏɠ. ȷɜ Űɞ ȽŭɘɤŰɘəɧ ȾɚŮɘŭɑ 

Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ Űɖɠ ȷɄ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ɔɘŬ ɜŬ ɡˊɞɔɟɎűŮɘ ŬˊŬɜŰɐůŮɘɠ 

OCSP, ŰɧŰŮ Űɞ bit digitalSignature  ɗŬ ŮɑɜŬɘ ŮɜŮɟɔɧ. 

5. certificatePolicies  

  ȼ ůɡɔəŮəɟɘɛɏɜɖ ŮˊɏəŰŬůɖ ɗŬ ɡˊɎɟɢŮɘ əŬɘ ˊɟɞŰŮɑɜŮŰŬɘ ɜŬ ɛɖ ɢŬɟŬəŰɖɟɑɕŮŰŬɘ ɤɠ 

əɟɑůɘɛɖ. ɄŮɟɘůůɧŰŮɟŮɠ ˊɚɖɟɞűɞɟɑŮɠ ɔɘŬ Űɞ Ůɨɟɞɠ Űɘɛɩɜ OIDs ˊŮɟɘɔɟɎűɞɜŰŬɘ 

ůŰɖɜ ŮɜɧŰɖŰŬ 7.1.6. 

  certificatePolicies:policyIdentifier  (ŬˊŬɘŰŮɑŰŬɘ) 

  ɄɘůŰɞˊɞɘɖŰɘəɧ ˊɞɡ ŮəŭɑŭŮŰŬɘ ůŮ ȺɜŭɘɎɛŮůɖ ȷɄ ˊɞɡ ŭŮɜ ŮɑɜŬɘ ůɡɜŮɟɔɎŰɖɠ Űɖɠ 

ȺəŭɞɨůŬɠ ȷɄ: 

1. ɄɟɏˊŮɘ ɜŬ ˊŮɟɘɚŬɛɓɎɜŮɘ ɏɜŬ ɐ ˊŮɟɘůůɧŰŮɟŬ ɟɖŰɎ ŬɜŬɔɜɤɟɘůŰɘəɎ 

ˊɞɚɘŰɘəɩɜ ˊɞɡ ɡˊɞŭŮɘəɜɨɞɡɜ Űɖ ůɡɛɛɧɟűɤůɖ əŬɘ Űɖ ůɡɛɓŬŰɧŰɖŰŬ Űɖɠ 

ȺɜŭɘɎɛŮůɖɠ ȷɄ ɛŮ Űɖɜ ˊŬɟɞɨůŬ ɄɄ/ȹȹɄ əŬɘ 

2. ɀˊɞɟŮɑ ɜŬ ˊŮɟɘɏɢŮɘ ɏɜŬ ɐ ˊŮɟɘůůɧŰŮɟŬ ŬɜŬɔɜɤɟɘůŰɘəɎ ˊɞɡ 
ŰŮəɛɖɟɘɩɜɞɜŰŬɘ Ŭˊɧ Űɖɜ ȺɜŭɘɎɛŮůɖ ȷɄ ůŰɖɜ ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɘɐůɖɠ 

əŬɘ/ɐ ůŰɖ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɐɠ Űɖɠ əŬɘ 

3. ȹŮɜ ˊɟɏˊŮɘ ɜŬ ˊŮɟɘɏɢŮɘ Űɞ anyPolicy ŬɜŬɔɜɤɟɘůŰɘəɧ (2.5.29.32.0). 

 

ɄɘůŰɞˊɞɘɖŰɘəɧ ˊɞɡ ŮəŭɑŭŮŰŬɘ ůŮ ȺɜŭɘɎɛŮůɖ ȷɄ ˊɞɡ ŮɑɜŬɘ ůɡɜŮɟɔɎŰɖɠ ɛŮ Űɖɜ 

ȺəŭɞɨůŬ ȷɄ: 

1. ɀˊɞɟŮɑ ɜŬ ˊŮɟɘɚŬɛɓɎɜŮɘ ɏɜŬ ɐ ˊŮɟɘůůɧŰŮɟŬ ɟɖŰɎ ŬɜŬɔɜɤɟɘůŰɘəɎ 
ˊɞɚɘŰɘəɩɜ ˊɞɡ ɡˊɞŭŮɘəɜɨɞɡɜ Űɖ ůɡɛɛɧɟűɤůɖ əŬɘ Űɖ ůɡɛɓŬŰɧŰɖŰŬ Űɖɠ 

ȺɜŭɘɎɛŮůɖɠ ȷɄ ɛŮ Űɖɜ ˊŬɟɞɨůŬ ɄɄ/ȹȹɄ əŬɘ 

2. ɀˊɞɟŮɑ ɜŬ ˊŮɟɘɏɢŮɘ ɏɜŬ ɐ ˊŮɟɘůůɧŰŮɟŬ ŬɜŬɔɜɤɟɘůŰɘəɎ ˊɞɡ 
ŰŮəɛɖɟɘɩɜɞɜŰŬɘ Ŭˊɧ Űɖɜ ȺɜŭɘɎɛŮůɖ ȷɄ ůŰɖɜ ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɘɘɐůɖɠ 

əŬɘ/ɐ ůŰɖ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ Űɖɠ əŬɘ 

3. ɀˊɞɟŮɑ ɜŬ ˊŮɟɘɏɢŮɘ Űɞ anyPolicy ŬɜŬɔɜɤɟɘůŰɘəɧ (2.5.29.32.0) ůŰɖ ɗɏůɖ 

Ůɜɧɠ ɟɖŰɞɨ ŬɜŬɔɜɤɟɘůŰɘəɞɨ ˊɞɚɘŰɘəɩɜ. 

 

ȼ ȺɜŭɘɎɛŮůɖ ȷɄ əŬɘ ɖ ȺəŭɞɨůŬ ȷɄ ɗŬ ˊɟɏˊŮɘ ɜŬ ŭɖɚɩɜɞɡɜ ůŰɖɜ ɄɞɚɘŰɘəɐ 

ɄɘůŰɞˊɞɘɐůɖɠ Űɞɡɠ ɐ/əŬɘ ůŰɖ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ, ɧŰɘ ɧɚŬ ŰŬ 

ɄɘůŰɞˊɞɘɖŰɘəɎ ˊɞɡ ˊŮɟɘɏɢɞɡɜ ɏɜŬ ŬɜŬɔɜɤɟɘůŰɘəɧ ˊɞɚɘŰɘəɩɜ ˊɞɡ ɡˊɞŭŮɘəɜɨŮɘ Űɖ 

ůɡɛɛɧɟűɤůɖ ɛŮ Űɖɜ ˊŬɟɞɨůŬ ɄɄ/ȹȹɄ, ŮəŭɑŭɞɜŰŬɘ əŬɘ ŭɘŬɢŮɘɟɑɕɞɜŰŬɘ ůɨɛűɤɜŬ 

ɛŮ Űɖɜ ˊŬɟɞɨůŬ ɄɄ/ȹȹɄ. 

   

6.  extKeyUsage  



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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  ũɘŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ȹɘŬ-ɄɘůŰɞˊɞɑɖůɖɠ ˊɞɡ ɛɞɘɟɎɕɞɜŰŬɘ Űɞ ɑŭɘɞ Subject 

Distinguished Name əŬɘ ȹɖɛɧůɘɞ ȾɚŮɘŭɑ ɛŮ ɏɜŬ ɄɘůŰɞˊɞɘɖŰɘəɧ ȾɞɟɡűŬɑŬɠ ȷɄ 

ˊɞɡ ɚŮɘŰɞɡɟɔŮɑ ůɨɛűɤɜŬ ɛŮ Űɖɜ ˊŬɟɞɨůŬ ɄɄ/ȹȹɄ, ɖ ůɡɔəŮəɟɘɛɏɜɖ ŮˊɏəŰŬůɖ 

ŭɨɜŬŰŬɘ ɜŬ ɡˊɎɟɢŮɘ. ȷɜ ɡˊɎɟɢŮɘ, ˊɟɞŰŮɑɜŮŰŬɘ ɜŬ ɛɖ ɢŬɟŬəŰɖɟɑɕŮŰŬɘ ɤɠ əɟɑůɘɛɖ. 

ȼ ŮˊɏəŰŬůɖ ɗŬ ˊŮɟɘɚŬɛɓɎɜŮɘ Űɘɠ ɢɟɐůŮɘɠ ɔɘŬ Űɘɠ ɞˊɞɑŮɠ ɖ ŮəŭɞɨůŬ ȷɄ ɏɢŮɘ 

ŮˊŬɚɖɗŮɨůŮɘ ɧŰɘ Űɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ȹɘŬ-ɄɘůŰɞˊɞɑɖůɖɠ ŮɑɜŬɘ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɞ ɜŬ 

ŮəŭɑŭŮɘ. ȼ ŮˊɏəŰŬůɖ ŭɨɜŬŰŬɘ ɜŬ ˊŮɟɘɚŬɛɓɎɜŮɘ Űɖ ɢɟɐůɖ anyExtendedKeyUsage 

[RFC5280] Ŭɜ Űɞ ɄɘůŰɞˊɞɘɖŰɘəɧ Űɖɠ ȾɞɟɡűŬɑŬɠ ȷɄ ˊɞɡ ůɢŮŰɑɕŮŰŬɘ ɛŮ Űɞ 

ɄɘůŰɞˊɞɘɖŰɘəɧ ȹɘŬ-ɄɘůŰɞˊɞɑɖůɖɠ ɓɟɑůəŮŰŬɘ ɡˊɧ Űɖ ŭɘŬɢŮɑɟɘůɖ Űɖɠ HARICA. 

  ũɘŬ Űɘɠ ɡˊɧɚɞɘˊŮɠ ˊŮɟɘˊŰɩůŮɘɠ ɄɘůŰɞˊɞɘɖŰɘəɩɜ ȺɜŭɘɎɛŮůɖɠ ȷɄ, 

ůɡɛˊŮɟɘɚŬɛɓɎɜɞɜŰŬɠ ɄɘůŰɞˊɞɘɖŰɘəɎɜ ȺɜŭɘɎɛŮůɤɜ ȷɄ ɛŮ ŰŮɢɜɘəɞɨɠ 

ˊŮɟɘɞɟɘůɛɞɨɠ: 

  ȼ ůɡɔəŮəɟɘɛɏɜɖ ŮˊɏəŰŬůɖ ɗŬ ɡˊɎɟɢŮɘ əŬɘ ˊɟɞŰŮɑɜŮŰŬɘ ɜŬ ɛɖ ɢŬɟŬəŰɖɟɑɕŮŰŬɘ ɤɠ 

əɟɑůɘɛɖ4. 

  ũɘŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ȺɜŭɘɎɛŮůɤɜ ȷɄ ˊɞɡ ɗŬ ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ ɔɘŬ ɜŬ Ůəŭɑŭɞɡɜ 

TLS server ˊɘůŰɞˊɞɘɖŰɘəɎ, ɖ Űɘɛɐ id - kp- serverAuth  [RFC5280] ɗŬ ɡˊɎɟɢŮɘ. ȼ 

Űɘɛɐ id - kp- clientAuth  [RFC5280] ŭɨɜŬŰŬɘ ɜŬ ɡˊɎɟɢŮɘ. ȷˊɧ 15 Ƚɞɡɜɑɞɡ 2026, 

ɖ Űɘɛɐ value id-kp-clientAuth [RFC5280] ŭŮ ɗŬ ɡˊɎɟɢŮɘ. Ƀɘ Űɘɛɏɠ id - kp-

emailProtection  [RFC5280], id - kp- codeSigning  [RFC5280], id - kp-

timeStamping  [RFC5280], id - kp- OCSPSigning [RFC5280] əŬɘ 

anyExtendedKeyUsage [RFC5280] ŭŮ ɗŬ ɡˊɎɟɢɞɡɜ. ȯɚɚŮɠ Űɘɛɏɠ ˊɟɞŰŮɑɜŮŰŬɘ ɜŬ 

ɛɖɜ ɡˊɎɟɢɞɡɜ. 

ũɘŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ȺɜŭɘɎɛŮůɤɜ ȷɄ ˊɞɡ ȹȺɁ ɗŬ ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ ɔɘŬ ɜŬ 

Ůəŭɑŭɞɡɜ TLS server ˊɘůŰɞˊɞɘɖŰɘəɎ, ɖ Űɘɛɐ id - kp- serverAuth  [RFC5280] ŭŮ 

ɗŬ ɡˊɎɟɢŮɘ. ȯɚɚŮɠ Űɘɛɏɠ ŭɨɜŬŰŬɘ ɜŬ ɡˊɎɟɢɞɡɜ ŬɚɚɎ ˊɟɞŰŮɑɜŮŰŬɘ ɜŬ ɛɖ 

ůɡɜŭɡɎɕɞɡɜ ˊɞɚɚŬˊɚɏɠ ŬɜŮɝɎɟŰɖŰŮɠ ɢɟɐůŮɘɠ əɚŮɘŭɘɞɨ (ˊ.ɢ. Űɞ ɜŬ 

ˊŮɟɘɚŬɛɓɎɜŮŰŬɘ ɞ ůɡɜŭɡŬůɛɧɠ  id - kp- timeStamping  [RFC5280] ɛŮ id - kp-

codeSigning  [RFC5280]). 

7. cRLDistributionPoints  

  ȼ ůɡɔəŮəɟɘɛɏɜɖ ŮˊɏəŰŬůɖ ɗŬ ɡˊɎɟɢŮɘ əŬɘ ŭŮ ɗŬ ɢŬɟŬəŰɖɟɑɕŮŰŬɘ ɤɠ əɟɑůɘɛɖ. ŪŬ 

ˊŮɟɘɚŬɛɓɎɜŮɘ Űɞ HTTP URL ˊɟɞɠ Űɖ ȿȷɄ Űɖɠ ȷɄ. 

8. authorityInformationAccess  

  ȼ ůɡɔəŮəɟɘɛɏɜɖ ŮˊɏəŰŬůɖ ˊɟɞŰŮɑɜŮŰŬɘ ɜŬ ɡˊɎɟɢŮɘ əŬɘ ŭŮ ɗŬ ɢŬɟŬəŰɖɟɑɕŮŰŬɘ ɤɠ 

əɟɑůɘɛɖ. 

  ɄɟɞŰŮɑɜŮŰŬɘ ɜŬ ˊŮɟɘɚŬɛɓɎɜŮɘ Űɞ HTTP URL ˊɟɞɠ Űɞ ɄɘůŰɞˊɞɘɖŰɘəɧ Űɖɠ 

ȺəŭɞɨůŬɠ ȷɄ (accessMethod  = 1.3.6.1.5.5.7.48.2). ȹɨɜŬŰŬɘ ɜŬ ˊŮɟɘɚŬɛɓɎɜŮɘ 

Űɞ HTTP URL Űɞɡ OCSP responder Űɖɠ ŮəŭɞɨůŬɠ ȷɄ (accessMethod  = 

1.3.6.1.5.5.7.48.1). 

9. nameConstraints  (ˊɟɞŬɘɟŮŰɘəɐ) 

 
4 ȷɜ əŬɘ Űɞ RFC 5280, ůŰɖɜ ŮɜɧŰɖŰŬ 4.2.1.12, ůɖɛŮɘɩɜŮɘ ɧŰɘ ɖ Ůɜ ɚɧɔɤ ŮˊɏəŰŬůɖ ŮɛűŬɜɑɕŮŰŬɘ ɔŮɜɘəɩɠ 

ůŮ ŰŮɚɘəɎ ˊɘůŰɞˊɞɘɖŰɘəɎ, ɖ ˊŬɟɞɨůŬ ɄɄ/ȹȹɄ ɢɟɖůɘɛɞˊɞɘŮɑ Űɖ ůɡɔəŮəɟɘɛɏɜɖ ŮˊɏəŰŬůɖ ɔɘŬ ɜŬ 

ˊɟɞůŰŬŰŮɨůŮɘ ́ ŮɟŬɘŰɏɟɤ ŰŬ ȸŬůɘɕɧɛŮɜŬ ɀɏɟɖ ́ ŮɟɘɞɟɑɕɞɜŰŬɠ Űɞ Ůɨɟɞɠ Űɤɜ ɄɘůŰɞˊɞɘɖŰɘəɩɜ ȺɜŭɘɎɛŮůɤɜ 

ȷɄ, ɧˊɤɠ ŮűŬɟɛɧɕŮŰŬɘ Ŭˊɧ ŭɘɎűɞɟɞɡɠ ɄŬɟɧɢɞɡɠ ȿɞɔɘůɛɘəɞɨ. 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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  ȷɜ ɡˊɎɟɢŮɘ, ɖ ůɡɔəŮəɟɘɛɏɜɖ ŮˊɏəŰŬůɖ ˊɟɞŰŮɑɜŮŰŬɘ ɜŬ ɛɖ ɢŬɟŬəŰɖɟɑɕŮŰŬɘ ɤɠ 

əɟɑůɘɛɖ5. 

 ɇŮɚɘəɎ ɄɘůŰɞˊɞɘɖŰɘəɎ 

1. basicConstraints  (optional) 

  ɇɞ ˊŮŭɑɞ cA ŭŮ ɗŬ ŮɑɜŬɘ Ŭɚɖɗɏɠ. 

2.  authorityKeyIdentifier  

ɄŬɟɏɢŮɘ ˊɚɖɟɞűɞɟɑŮɠ ŬɜŬɔɜɩɟɘůɖɠ Űɞɡ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ ˊɞɡ ŬɜŰɘůŰɞɘɢŮɑ ůŰɞ 

ȽŭɘɤŰɘəɧ ȾɚŮɘŭɑ ˊɞɡ ɢɟɖůɘɛɞˊɞɘɐɗɖəŮ ɔɘŬ ɜŬ ɡˊɞɔɟɎɣŮɘ ɏɜŬ ˊɘůŰɞˊɞɘɖŰɘəɧ. ȷɡŰɧ 

Űɞ ˊŮŭɑɞ ˊŮɟɘɏɢŮɘ Űɞ ŬɜŬɔɜɤɟɘůŰɘəɧ ñSubject Key Identifierò Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ 

Űɖɠ ŮəŭɞɨůŬɠ ȷɄ. 

 

ȼ ůɡɔəŮəɟɘɛɏɜɖ ŮˊɏəŰŬůɖ ɗŬ ɡˊɎɟɢŮɘ əŬɘ ŭŮ ɗŬ ɢŬɟŬəŰɖɟɑɕŮŰŬɘ ɤɠ əɟɑůɘɛɖ. 

ɄɟɏˊŮɘ ɜŬ ˊŮɟɘɚŬɛɓɎɜŮɘ ɏɜŬ ˊŮŭɑɞ keyIdentifier  əŬɘ ŭŮ ɗŬ ˊŮɟɘɚŬɛɓɎɜŮɘ Űɞ 

ˊŮŭɑɞ authorityCertIssuer  ɐ Űɞ ˊŮŭɑɞ authorityCertSerialNumber . 

3.  subject KeyIdentifier  (ǳǴǽ ȀȁǿȄǴȎǽǴȄǯǹƾ 

ȼ ůɡɔəŮəɟɘɛɏɜɖ ŮˊɏəŰŬůɖ ȹȺɁ ɄɅȺɄȺȽ ɜŬ ɢŬɟŬəŰɖɟɑɕŮŰŬɘ ɤɠ əɟɑůɘɛɖ. 

ɄŮɟɘɚŬɛɓɎɜŮɘ ɏɜŬ ɛɞɜŬŭɘəɧ ŬɜŬɔɜɤɟɘůŰɘəɧ ID Űɞɡ ȹɖɛɧůɘɞɡ ȾɚŮɘŭɘɞɨ Űɞɡ 

əŬŰɧɢɞɡ Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ. 

4. keyUsage (ˊɟɞŬɘɟŮŰɘəɐ) 

  ȷɜ ɡˊɎɟɢŮɘ, ɞɘ ɗɏůŮɘɠ bit ɔɘŬ keyCertSign  əŬɘ cRLSign ŭŮ ɗŬ ŮɑɜŬɘ ŮɜŮɟɔɏɠ. ũɘŬ 

ȺɔəŮəɟɘɛɏɜŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ɖɚ. ɈˊɞɔɟŬűɩɜ/ɆűɟŬɔɑŭɤɜ (ˊɟɞɖɔɛɏɜŬ ɐ 

ŮɔəŮəɟɘɛɏɜŬ), Űɞ bit nonrepudiation  ɄɅȺɄȺȽ ɜŬ ŮɑɜŬɘ ŮɜŮɟɔɧ. 

5. certificatePolicies  

  ȼ ůɡɔəŮəɟɘɛɏɜɖ ŮˊɏəŰŬůɖ ɗŬ ɡˊɎɟɢŮɘ əŬɘ ˊɟɞŰŮɑɜŮŰŬɘ ɜŬ ɛɖ ɢŬɟŬəŰɖɟɑɕŮŰŬɘ ɤɠ 

əɟɑůɘɛɖ. ɄŮɟɘůůɧŰŮɟŮɠ ˊɚɖɟɞűɞɟɑŮɠ ɔɘŬ Űɞ Ůɨɟɞɠ Űɘɛɩɜ OIDs ˊŮɟɘɔɟɎűɞɜŰŬɘ 

ůŰɖɜ ŮɜɧŰɖŰŬ 7.1.6. 

ï certificatePolicies:policyIdentifier  (ŬˊŬɘŰŮɑŰŬɘ) 

  ȷɜŬɔɜɤɟɘůŰɘəɧ ˊɞɚɘŰɘəɐɠ ˊɞɡ ɞɟɑɕŮŰŬɘ Ŭˊɧ Űɖɜ ŮəŭɞɨůŬ ȷɄ Űɞ ɞˊɞɑɞ 

ŭŮɑɢɜŮɘ Űɖɜ ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ ˊɞɡ ŭɖɚɩɜŮɘ ɧŰɘ ɖ ŮəŭɞɨůŬ ȷɄ 

ůɡɛɛɞɟűɩɜŮŰŬɘ əŬɘ ŮɑɜŬɘ ůɡɛɓŬŰɐ ɛŮ Űɖɜ ˊŬɟɞɨůŬ ɄɄ/ȹȹɄ. 

  Ƀɘ ŬəɧɚɞɡɗŮɠ ˊɟɞŮəŰɎůŮɘɠ ŭɨɜŬŰŬɘ ɜŬ ŮɑɜŬɘ ˊŬɟɞɨůŮɠ: 

ï certificatePolicies : policyQualifiers : policyQualifierId  (ŭŮɜ 

ˊɟɞŰŮɑɜŮŰŬɘ ɔɘŬ TLS ɄɘůŰɞˊɞɘɖŰɘəɎ ŮɝɡˊɖɟŮŰɖŰɩɜ) 

  id - qt 1  [RFC 5280]. 

ï certificatePolicies:policyQualifiers:qualifier:cPSuri  

(ˊɟɞŬɘɟŮŰɘəɎ) 

 
5 Ƀ ɢŬɟŬəŰɖɟɘůɛɧɠ çɛɖ əɟɑůɘɛɖè ůŰɖɜ Ůɜ ɚɧɔɤ ŮˊɏəŰŬůɖ ŬˊɞŰŮɚŮɑ ŮɝŬɑɟŮůɖ ůŰɞ RFC 5280, ŮɜɧŰɖŰŬ 

4.2.1.10, ˊɞɡ ŮˊɘŰɟɏˊŮŰŬɘ ɛɏɢɟɘ ɖ ŮˊɏəŰŬůɖ çɄŮɟɘɞɟɘůɛɞɑ ɃɜɧɛŬŰɞɠè (Name Constraints) ɜŬ 

ɡˊɞůŰɖɟɑɕŮŰŬɘ Ŭˊɧ ɄɟɞɛɖɗŮɡŰɏɠ ȿɞɔɘůɛɘəɞɨ ȺűŬɟɛɞɔɩɜ Űɤɜ ɞˊɞɑɤɜ Űɞ ɚɞɔɘůɛɘəɧ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ Ŭˊɧ 

ůɖɛŬɜŰɘəɐ ɛŮɟɑŭŬ Űɤɜ ȸŬůɘɕɧɛŮɜɤɜ ɀŮɟɩɜ ˊŬɔəɞůɛɑɤɠ 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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HTTP URL ˊɟɞɠ Űɖɜ ɄɄ, ȹɄɄ, ɆɨɛɓŬůɖ ȸŬůɘɕɧɛŮɜɤɜ ɀŮɟɩɜ ɐ Ɏɚɚɖ 

ˊŬɟŬˊɞɛˊɐ ůŮ online ˊɚɖɟɞűɞɟɑŬ ˊɞɡ ˊŬɟɏɢŮŰŬɘ Ŭˊɧ Űɖɜ ŮəŭɞɨůŬ ȷɄ. 

6. extKeyUsage  (ŬˊŬɘŰŮɑŰŬɘ) 

  ũɘŬ ɄɘůŰɞˊɞɘɖŰɘəɎ SSL/TLS server, ŮɑŰŮ ɖ Űɘɛɐ id - kp- serverAuth  [RFC5280] 

ŮɑŰŮ ɐ Űɘɛɐ id - kp- clientAuth  [RFC5280] ŮɑŰŮ əŬɘ ɞɘ ŭɨɞ Űɘɛɏɠ ɗŬ ɡˊɎɟɢɞɡɜ. 

ȯɚɚŮɠ Űɘɛɏɠ ˊɟɞŰŮɑɜŮŰŬɘ ɜŬ ɛɖɜ ɡˊɎɟɢɞɡɜ. ȼ Űɘɛɐ anyExtendedKeyUsage ŭŮ ɗŬ 

ɡˊɎɟɢŮɘ. ȷˊɧ 15 Ƚɞɡɜɑɞɡ 2026, ɖ Űɘɛɐ value id-kp-clientAuth [RFC5280] ŭŮ ɗŬ 

ɡˊɎɟɢŮɘ. 

ũɘŬ ɄɘůŰɞˊɞɘɖŰɘəɎ S/MIME, ŮɑŰŮ ɖ Űɘɛɐ id - kp- emailProtection  [RFC5280] 

ŮɑŰŮ ɖ Űɘɛɐ id - kp- clientAuth  [RFC5280] ŮɑŰŮ əŬɘ ɞɘ ŭɨɞ Űɘɛɏɠ ɗŬ ɡˊɎɟɢɞɡɜ. ȼ 

Űɘɛɐ MS Document Signing  (OID: 1.3.6.1.4.1.311.10.3.12), 

AuthenticDocumentsTrust  (OID: 1.2.840.113583.1.1.5) ɐ smartcardlogon  

(OID: 1.3.6.1.4.1.311.20.2.2) ŭɨɜŬŰŬɘ ɜŬ ɡˊɎɟɢɞɡɜ. ȯɚɚŮɠ Űɘɛɏɠ ˊɟɞŰŮɑɜŮŰŬɘ ɜŬ 

ɛɖɜ ɡˊɎɟɢɞɡɜ. ȼ Űɘɛɐ anyExtendedKeyUsage ŭŮ ɗŬ ɡˊɎɟɢŮɘ. 

ũɘŬ ɄɘůŰɞˊɞɘɖŰɘəɎ Document Signing, eSignature ɐ eSeal, ŮɑŰŮ ɖ Űɘɛɐ MS 

Document Signing  (OID: 1.3.6.1.4.1.311.10.3.12) ɐ 

AuthenticDocumentsTrust  (OID: 1.2.840.113583.1.1.5) ɐ id - kp- docSigning  

[ RFC9336]  ȍ ǿȀǿǹǿȂǳȍȀǿȄǴ ȂȅǽǳȅǯȂǼȑȃ ǴǺǴȎǽȊǽ ȄȊǽ ȄǹǼȕǽ Ƿǯ ȅȀȋȁȈǴǹ. 

ȼ Űɘɛɐ id - kp- emailProtection  [RFC5280], id - kp- clientAuth  [RFC5280] ɐ 

smartcardlogon  (OID: 1.3.6.1.4.1.311.20.2.2) ŭɨɜŬŰŬɘ ɜŬ ɡˊɎɟɢɞɡɜ. ȯɚɚŮɠ 

Űɘɛɏɠ ˊɟɞŰŮɑɜŮŰŬɘ ɜŬ ɛɖɜ ɡˊɎɟɢɞɡɜ. ȼ Űɘɛɐ anyExtendedKeyUsage ŭŮ ɗŬ ɡˊɎɟɢŮɘ. 

ũɘŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ɡˊɞɔɟŬűɐɠ əɩŭɘəŬ (Code Signing), ɖ Űɘɛɐ id - kp-

codeSigning  [RFC5280] ɗŬ ɡˊɎɟɢŮɘ. ȼ Űɘɛɐ id - kp- clientAuth  [RFC5280] ȍ 

Lifetime  Signing  (OID: 1.3.6.1.4.1.311.10.3.13) ŭɨɜŬŰŬɘ ɜŬ ɡˊɎɟɢŮɘ. ȯɚɚŮɠ 

Űɘɛɏɠ ˊɟɞŰŮɑɜŮŰŬɘ ɜŬ ɛɖɜ ɡˊɎɟɢɞɡɜ. ȼ Űɘɛɐ anyExtendedKeyUsage ŭŮ ɗŬ ɡˊɎɟɢŮɘ. 

  ũɘŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ɉɟɞɜɞůɐɛŬɜůɖɠ (Time-stamping), ɖ Űɘɛɐ id - kp-

timeStamping  [RFC5280] ɗŬ ɡˊɎɟɢŮɘ. ȯɚɚŮɠ Űɘɛɏɠ ˊɟɞŰŮɑɜŮŰŬɘ ɜŬ ɛɖɜ ɡˊɎɟɢɞɡɜ. 

ȼ Űɘɛɐ anyExtendedKeyUsage ŭŮ ɗŬ ɡˊɎɟɢŮɘ. 

  ũɘŬ ɄɘůŰɞˊɞɘɖŰɘəɎ OCSP responder, ɖ Űɘɛɐ id - kp- OCSPSigning [RFC5280] ɗŬ 

ɡˊɎɟɢŮɘ. ȯɚɚŮɠ Űɘɛɏɠ ˊɟɞŰŮɑɜŮŰŬɘ ɜŬ ɛɖɜ ɡˊɎɟɢɞɡɜ. ȼ Űɘɛɐ 

anyExtendedKeyUsage ŭŮ ɗŬ ɡˊɎɟɢŮɘ. 

7. cRLDistributionPoints  

  ũɘŬ ɄɘůŰɞˊɞɘɖŰɘəɎ SSL/TLS server, ɖ ůɡɔəŮəɟɘɛɏɜɖ ŮˊɏəŰŬůɖ ŭɨɜŬŰŬɘ ɜŬ 

ɡˊɎɟɢŮɘ. ũɘŬ ɄɘůŰɞˊɞɘɖŰɘəɎ Client Authentication, Code Signing, S/MIME əŬɘ 

Time-stamping, ɖ ůɡɔəŮəɟɘɛɏɜɖ ŮˊɏəŰŬůɖ ɗŬ ɡˊɎɟɢŮɘ. ũɘŬ ɄɘůŰɞˊɞɘɖŰɘəɎ 

ůɨɜŰɞɛɖɠ ŭɘɎɟəŮɘŬɠ ˊɞɡ ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ ɔɘŬ eSignatures əŬɘ eSeals, ɖ 

ůɡɔəŮəɟɘɛɏɜɖ ŮˊɏəŰŬůɖ ŭɨɜŬŰŬɘ ɜŬ ɛɖɜ ɡˊɎɟɢŮɘ. 

  ȷɜ ɡˊɎɟɢŮɘ, ŭŮ ɗŬ ɢŬɟŬəŰɖɟɑɕŮŰŬɘ ɤɠ əɟɑůɘɛɖ əŬɘ ɗŬ ˊŮɟɘɚŬɛɓɎɜŮɘ Űɞ HTTP URL 

ˊɟɞɠ Űɖ ȿȷɄ Űɖɠ ȷɄ. 

8. authorityInformationAccess  



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 
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  ũɘŬ ɄɘůŰɞˊɞɘɖŰɘəɎ SSL/TLS server əŬɘ ȺɔəŮəɟɘɛɏɜŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ 

eSignatures/eSeals, ɖ ůɡɔəŮəɟɘɛɏɜɖ ŮˊɏəŰŬůɖ ɗŬ ɡˊɎɟɢŮɘ. ũɘŬ ɄɘůŰɞˊɞɘɖŰɘəɎ 

Client Authentication, Code Signing, S/MIME əŬɘ Time-stamping, ɖ 

ůɡɔəŮəɟɘɛɏɜɖ ŮˊɏəŰŬůɖ ŭɨɜŬŰŬɘ ɜŬ ɡˊɎɟɢŮɘ. ũɘŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ůɨɜŰɞɛɖɠ 

ŭɘɎɟəŮɘŬɠ ˊɞɡ ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ ɔɘŬ eSignatures əŬɘ eSeals, ɖ ůɡɔəŮəɟɘɛɏɜɖ 

ŮˊɏəŰŬůɖ ŭɨɜŬŰŬɘ ɜŬ ɛɖɜ ɡˊɎɟɢŮɘ. 

  ȷɜ ɡˊɎɟɢŮɘ, ŭŮ ɗŬ ɢŬɟŬəŰɖɟɑɕŮŰŬɘ ɤɠ əɟɑůɘɛɖ əŬɘ ɗŬ ˊŮɟɘɚŬɛɓɎɜŮɘ Űɞ HTTP URL 

Űɞɡ OCSP responder Űɖɠ ŮəŭɞɨůŬɠ ȷɄ (accessMethod  = 1.3.6.1.5.5.7.48.1).  

  Ⱥˊɑůɖɠ, ˊɟɞŰŮɑɜŮŰŬɘ ɜŬ ˊŮɟɘɚŬɛɓɎɜŮɘ Űɞ HTTP URL ˊɟɞɠ Űɞ ɄɘůŰɞˊɞɘɖŰɘəɧ Űɖɠ 

ȺəŭɞɨůŬɠ ȷɄ (accessMethod  = 1.3.6.1.5.5.7.48.2). 

9. subjectAltName  (ŬˊŬɘŰŮɑŰŬɘ ɔɘŬ ɄɘůŰɞˊɞɘɖŰɘəɎ SSL/TLS server əŬɘ S/MIME) 

ũɘŬ ɄɘůŰɞˊɞɘɖŰɘəɎ SSL/TLS server ɖ ůɡɔəŮəɟɘɛɏɜɖ ŮˊɏəŰŬůɖ ɗŬ ɡˊɎɟɢŮɘ əŬɘ ɗŬ 

ɏɢŮɘ ŰɞɡɚɎɢɘůŰɞɜ ɛɘŬ ŮɔɔɟŬűɐ. ȾɎɗŮ ŮɔɔɟŬűɐ ɗŬ ŮɑɜŬɘ ɏɜŬɠ Ŭˊɧ Űɞɡɠ Ŭəɧɚɞɡɗɞɡɠ 

Űɨˊɞɡɠ: 

¶ dNSName: ȼ ŮɔɔɟŬűɐ ɗŬ ˊŮɟɘɚŬɛɓɎɜŮɘ ŮɑŰŮ ɏɜŬ FQDN ŮɑŰŮ ɏɜŬ ȳɜɞɛŬ ɉɩɟɞɡ 

ɀˊŬɚŬɜŰɏɟ Űɞ ɞˊɞɑɞ ɖ HARICA ɏɢŮɘ ŮˊŬɚɖɗŮɨůŮɘ ůɨɛűɤɜŬ ɛŮ Űɖɜ ŮɜɧŰɖŰŬ 

3.2.2.4. ɇŬ ɃɜɧɛŬŰŬ ɉɩɟɞɡ ɀˊŬɚŬɜŰɏɟ ɗŬ ŮˊŬɚɖɗŮɡŰɞɨɜ ůɨɛűɤɜŬ əŬɘ ɛŮ Űɖɜ 

ŮɜɧŰɖŰŬ 3.2.2.6. ȼ ŮɔɔɟŬűɐ ŭŮ ɗŬ ŮɑɜŬɘ ȺůɤŰŮɟɘəɧ ȳɜɞɛŬ.  

ɇɞ FQDN ɐ Űɞ FQDN ɛɏɟɞɠ Űɞɡ ɃɜɧɛŬŰɞɠ ɉɩɟɞɡ ɀˊŬɚŬɜŰɏɟ ˊɞɡ 

ˊŮɟɘɚŬɛɓɎɜŮŰŬɘ ůŰɖɜ ŮɔɔɟŬűɐ ɗŬ ŬˊɞŰŮɚŮɑŰŬɘ Ůɝ ɞɚɞəɚɐɟɞɡ Ŭˊɧ ȺŰɘəɏŰŮɠ LDH 

ŮɜɤɛɏɜŮɠ ɛŮ Űɞɜ ɢŬɟŬəŰɐɟŬ U+002E FULL STOP (ñ.ò). ȼ ŮŰɘəɏŰŬ ɞɜɧɛŬŰɞɠ 

ɢɩɟɞɡ ɛɖŭŮɜɘəɞɨ ɛɐəɞɡɠ ˊɞɡ ŬˊŮɘəɞɜɑɕŮɘ Űɖɜ əɞɟɡűŬɑŬ ɕɩɜɖ (root zone) Űɞɡ 

ɉɩɟɞɡ ɃɜɞɛɎŰɤɜ ůŰɞ Internet (DNS) ŭŮ ɗŬ ˊŮɟɘɚŬɛɓɎɜŮŰŬɘ (ˊ.ɢ. Űɞ 

ñexample.comò ɗŬ əɤŭɘəɞˊɞɘŮɑŰŬɘ ɤɠ ñexample.comò əŬɘ ŭŮ ɗŬ əɤŭɘəɞˊɞɘŮɑŰŬɘ 

ɤɠ ñexample.com.ò). 

ɇɞ FQDN ɐ Űɞ FQDN ɛɏɟɞɠ Űɞɡ ɃɜɧɛŬŰɞɠ ɉɩɟɞɡ ɀˊŬɚŬɜŰɏɟ ɗŬ ŬˊɞŰŮɚŮɑŰŬɘ 

ŬˊɞəɚŮɘůŰɘəɎ Ŭˊɧ ȺŰɘəɏŰŮɠ ɃɜɧɛŬŰɞɠ ɉɩɟɞɡ ˊɞɡ ŮɑɜŬɘ ŮɑŰŮ ȺŰɘəɏŰŮɠ P-Labels 

ŮɑŰŮ ɀɖ ŭŮůɛŮɡɛɏɜŮɠ ŮŰɘəɏŰŮɠ ɞɜɧɛŬŰɞɠ ɢɩɟɞɡ LDH. 

¶ iPAddress : ȼ ŮɔɔɟŬűɐ ɗŬ ˊŮɟɘɚŬɛɓɎɜŮɘ ɛɘŬ ŭɘŮɨɗɡɜůɖ IPv4 ɐ IPv6 ˊɞɡ ɖ 

HARICA ɏɢŮɘ ŮˊŬɚɖɗŮɨůŮɘ ůɨɛűɤɜŬ ɛŮ Űɖɜ ŮɜɧŰɖŰŬ 3.2.2.5. ȼ ŮɔɔɟŬűɐ ŭŮ ɗŬ 

ˊŮɟɘɚŬɛɓɎɜŮɘ əɎˊɞɘŬ ȹŮůɛŮɡɛɏɜɖ ȹɘŮɨɗɡɜůɖ IP. 

ũɘŬ ɄɘůŰɞˊɞɘɖŰɘəɎ S/MIME, ɖ ůɡɔəŮəɟɘɛɏɜɖ ŮˊɏəŰŬůɖ ɗŬ ɡˊɎɟɢŮɘ əŬɘ ɗŬ ɏɢŮɘ 

ŰɞɡɚɎɢɘůŰɞɜ ɛɘŬ ŮɔɔɟŬűɐ GeneralName Űɤɜ Ŭəɧɚɞɡɗɤɜ Űɨˊɤɜ: 

¶ rfc 822Name əŬɘ/ɐ 

¶ otherName Űɨˊɞɡ id - on- SmtpUTF8Mailbox, əɤŭɘəɞˊɞɘɖɛɏɜɖ ůɨɛűɤɜŬ ɛŮ 
Űɞ RFC 9598.  

ɖ ɞˊɞɑŬ ɗŬ ˊŮɟɘɚŬɛɓɎɜŮɘ ɛɘŬ ŭɘŮɨɗɡɜůɖ email ˊɞɡ ɖ HARICA ɏɢŮɘ ŮˊŬɚɖɗŮɨůŮɘ 

ůɨɛűɤɜŬ ɛŮ Űɖɜ ŮɜɧŰɖŰŬ 3.2.3. ȳɚŮɠ ɞɘ ŭɘŮɡɗɨɜůŮɘɠ ɖɚŮəŰɟɞɜɘəɞɨ ŰŬɢɡŭɟɞɛŮɑɞɡ 

ůŰɞ ˊŮŭɑɞ ɈˊɞəŮɑɛŮɜɞ ɐ ŮɔɔɟŬűɏɠ Űɞɡ Űɨˊɞɡ dir ectory Name ŬɡŰɐɠ Űɖɠ 
ŮˊɏəŰŬůɖɠ ɗŬ ŮˊŬɜŬɚŬɛɓɎɜɞɜŰŬɘ ɤɠ Űɘɛɏɠ rfc 822Name ɐ otherName Űɞɡ Űɨˊɞɡ 

id - on- SmtpUTF8Mailbox ůŮ ŬɡŰɐ Űɖɜ ŮˊɏəŰŬůɖ.  



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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ȺɔɔɟŬűɏɠ Űɞɡ Űɨˊɞɡ dir ectory Name ŭɨɜŬŰŬɘ ɜŬ ɡˊɎɟɢɞɡɜ ɔɘŬ ɜŬ Ŭˊɞŭɩůɞɡɜ ɛɘŬ 
ŮɜŬɚɚŬəŰɘəɐ ŬɜŬˊŬɟɎůŰŬůɖ Űɞɡ Subject Distinguished Name. ȷɜ ɡˊɎɟɢɞɡɜ, ŬɡŰɏɠ 

ɞɘ ŮɔɔɟŬűɏɠ ɗŬ ˊŮɟɘɚŬɛɓɎɜɞɡɜ Űɘɛɏɠ Ŭˊɧ Űɞ Subject DN ɧˊɞɡ ɖ HARICA ɏɢŮɘ 

ŮˊŬɚɖɗŮɨůŮɘ ůɨɛűɤɜŬ ɛŮ Űɖɜ ŮɜɧŰɖŰŬ 3.2. ȯɚɚɞɘ Űɨˊɞɘ ɧˊɤɠ otherName ʺ  
uniformResourceIdentifier  ŭɨɜŬŰŬɘ ɜŬ ɡˊɎɟɢɞɡɜ. 

ũɘŬ ɄɘůŰɞˊɞɘɖŰɘəɎ Document Signing, eSignature ɐ eSeal ɖ ůɡɔəŮəɟɘɛɏɜɖ 

ŮˊɏəŰŬůɖ ŭɨɜŬŰŬɘ ɜŬ ɡˊɎɟɢŮɘ. ȷɜ ɡˊɎɟɢŮɘ, ɗŬ ɏɢŮɘ ŰɞɡɚɎɢɘůŰɞɜ ɛɘŬ ŮɔɔɟŬűɐ Űɨˊɞɡ 

dir ectory Name ɔɘŬ ɜŬ ŬˊɞŭɩůŮɘ ɛɘŬ ŮɜŬɚɚŬəŰɘəɐ ŬɜŬˊŬɟɎůŰŬůɖ Űɞɡ 

ȹɘŬəŮəɟɘɛɏɜɞɡ ɃɜɧɛŬŰɞɠ ɈˊɞəŮɘɛɏɜɞɡ. ȷɜ ɡˊɎɟɢɞɡɜ, ŬɡŰɏɠ ɞɘ ŮɔɔɟŬűɏɠ ɗŬ 

ˊŮɟɘɚŬɛɓɎɜɞɡɜ Űɘɛɏɠ Ŭˊɧ Űɞ Subject DN ɧˊɞɡ ɖ HARICA ɏɢŮɘ ŮˊŬɚɖɗŮɨůŮɘ 

ůɨɛűɤɜŬ ɛŮ Űɖɜ ŮɜɧŰɖŰŬ 3.2. ȯɚɚɞɘ Űɨˊɞɘ ɧˊɤɠ otherName ʺ  
uniformResourceIdentifier  ŭɨɜŬŰŬɘ ɜŬ ɡˊɎɟɢɞɡɜ. 

10. qcStatements  (1.3.6.1.5.5.7.1.3) (ŬˊŬɟŬɑŰɖŰɞ ɔɘŬ ȺɔəŮəɟɘɛɏɜŬ ɄɘůŰɞˊɞɘɖŰɘəɎ) 

ȷɜ Űɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ůŮ ůɡɛɛɧɟűɤůɖ ɛŮ Űɞɜ eIDAS, ɖ 

ůɡɔəŮəɟɘɛɏɜɖ ŮˊɏəŰŬůɖ ˊŮɟɘɚŬɛɓɎɜŮɘ ŮɘŭɘəɎ ůŰɞɘɢŮɑŬ/Űɘɛɏɠ ɔɘŬ ɜŬ ɛŮŰŬűɏɟŮɘ 

ˊɚɖɟɞűɞɟɑŮɠ ůŰŬ ȸŬůɘɕɧɛŮɜŬ ɀɏɟɖ. ȼ Űɘɛɐ ñid - etsi - qcs - QcCompliance ò 

ůɖɛŬŰɞŭɞŰŮɑ ɧŰɘ Űɞ ˊɘůŰɞˊɞɘɖŰɘəɧ ŮɑɜŬɘ ɏɜŬ ɄɘůŰɞˊɞɘɖŰɘəɧ ɔɘŬ ȼɚŮəŰɟɞɜɘəɏɠ 

ɈˊɞɔɟŬűɏɠ/ɆűɟŬɔɑŭŮɠ ůɨɛűɤɜŬ ɛŮ Űɞɜ ȾŬɜɞɜɘůɛɧ (ȺȺ) 910/2014 əŬɘ ɗŬ ɡˊɎɟɢŮɘ 

ˊɎɜŰŬ ůŮ ɄɘůŰɞˊɞɘɖŰɘəɎ Ʉɟɞɖɔɛɏɜɤɜ/ȺɔəŮəɟɘɛɏɜɤɜ ȼɚŮəŰɟɞɜɘəɩɜ 

ɈˊɞɔɟŬűɩɜ/ɆűɟŬɔɑŭɤɜ. Ⱥˊɘˊɚɏɞɜ, ɄɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ ȺɔəŮəɟɘɛɏɜɖ ȼɚŮəŰɟɞɜɘəɐ 

ɈˊɞɔɟŬűɐ/ɆűɟŬɔɑŭŬ ɗŬ ůɡɛˊŮɟɘɚŬɛɓɎɜɞɡɜ Űɖɜ Űɘɛɐ ñid - etsi - qcs - QcSSCDò, 

ɖ ɞˊɞɑŬ ŭɖɚɩɜŮɘ ɧŰɘ Űɞ ɘŭɘɤŰɘəɧ əɚŮɘŭɑ ŭɖɛɘɞɡɟɔɐɗɖəŮ ůŮ ȷȹȹɈ/ȺȹȹɈ. Ⱥˊɘˊɚɏɞɜ 

Űɘɛɏɠ ŮˊɘŰɟɏˊɞɜŰŬɘ əŬɘ ɗŬ Ŭəɞɚɞɡɗɞɨɜ Űɘɠ ˊɟɞŭɘŬɔɟŬűɏɠ ˊɞɡ ˊŮɟɘɔɟɎűɞɜŰŬɘ ůŰɞ 

ETSI EN 319 412-1. 
 

ȷɜ Űɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ůŮ ůɡɛɛɧɟűɤůɖ ɛŮ Űɞɜ ȾŬɜɞɜɘůɛɧ (ȺȺ) 

2018/389 əŬɘ Űɖɜ ɃŭɖɔɑŬ (ȺȺ) 2015/2366, ŰɧŰŮ ɖ ŮˊɏəŰŬůɖ qcStatements  

ŭɨɜŬŰŬɘ ɜŬ ˊŮɟɘɚŬɛɓɎɜŮɘ ŮɘŭɘəɎ ůŰɞɘɢŮɑŬ/Űɘɛɏɠ ůŰɖ ŭɐɚɤůɖ etsi - psd2-

qcStatement  ɔɘŬ ɜŬ ɛŮŰŬűɏɟŮɘ ˊɚɖɟɞűɞɟɑŮɠ ůɢŮŰɘəɎ ɛŮ Űɞɜ ɄɎɟɞɢɞ ɈˊɖɟŮůɘɩɜ 

Ʉɚɖɟɤɛɩɜ ˊɟɞɠ ŰŬ ȸŬůɘɕɧɛŮɜŬ ɀɏɟɖ. ɆŮ ŬɡŰɐ Űɖɜ ˊŮɟɑˊŰɤůɖ, ɖ ŭɐɚɤůɖ ɗŬ 

ŬəɞɚɞɡɗŮɑ Űɘɠ ŬˊŬɘŰɐůŮɘɠ ˊɞɡ ˊŮɟɘɔɟɎűɞɜŰŬɘ ůŰɞ ETSI TS 119 495, əŬɘ ˊɟɏˊŮɘ ɜŬ 

ˊŮɟɘɚŬɛɓɎɜŮɘ: 

o Űɞɜ ɟɧɚɞ Űɞɡ ɄŬɟɧɢɞɡ ɈˊɖɟŮůɘɩɜ Ʉɚɖɟɤɛɩɜ, ˊɞɡ ɛˊɞɟŮɑ ɜŬ ŮɑɜŬɘ ɏɜŬɠ ɐ 

ˊŮɟɘůůɧŰŮɟɞɘ Ŭˊɧ Űɞɡɠ Ŭəɧɚɞɡɗɞɡɠ: 

o account servicing (PSP_AS); 

o payment initiation (PSP_PI); 

o account information (PSP_AI); 

o issuing of card-based payment instruments (PSP_IC) 

o Űɞ ɧɜɞɛŬ Űɖɠ ȺˊɞˊŰɘəɐɠ ȷɟɢɐɠ ɧˊɞɡ ɞ ɄɎɟɞɢɞɠ ɈˊɖɟŮůɘɩɜ Ʉɚɖɟɤɛɩɜ ɏɢŮɘ 
əŬŰŬɢɤɟɖɗŮɑ. 

 

11. cabfOrganizationIdentifier  ( OID: 2.23.140.3.1)  (ŬˊŬɘŰŮɑŰŬɘ ɔɘŬ 

ɄɘůŰɞˊɞɘɖŰɘəɎ EV TLS ŰŬ ɞˊɞɑŬ ɢɟɖůɘɛɞˊɞɘɞɨɜ Űɞ ˊŮŭɑɞ 

subject : organizationIdentifier ) 

ȷɜ Űɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ŭɖɚɩɜŮɘ ɧŰɘ ůɡɛɛɞɟűɩɜŮŰŬɘ ɛŮ Űɖɜ ˊɞɚɘŰɘəɐ ˊɘůŰɞˊɞɑɖůɖɠ 

ɛŮ OID EVCP ɐ QEVCP-w (ůɨɛűɤɜŬ ɛŮ Űɖɜ ŮɜɧŰɖŰŬ 7.1.6) əŬɘ Űɞ ˊŮŭɑɞ 

subject : organizationIdentifier  ˊŮɟɘɚŬɛɓɎɜŮŰŬɘ, ŰɧŰŮ ŬɡŰɧ Űɞ ˊŮŭɑɞ ɗŬ 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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ˊŮɟɘɚŬɛɓɎɜŮŰŬɘ əŬɘ ůŮ ɛɘŬ Ůɘŭɘəɐ ŮˊɏəŰŬůɖ Űɞɡ CA/Browser Forum. ȼ 

ůɡɔəŮəɟɘɛɏɜɖ ŮˊɏəŰŬůɖ ɗŬ ŬəɞɚɞɡɗŮɑ Űɘɠ ŬˊŬɘŰɐůŮɘɠ Űɤɜ ŮɜɞŰɐŰɤɜ 7.1.4.8 əŬɘ 

7.1.2.2 Űɤɜ EV Guidelines. 

12. ext - etsi - valassured - ST- certs  (OID: 0.4.0.194121.2.1 )   

ȷɜ Űɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ŮɑɜŬɘ ɄɘůŰɞˊɞɘɖŰɘəɧ ɆɨɜŰɞɛɖɠ ȹɘɎɟəŮɘŬɠ, ŰɧŰŮ ůɡɜɘůŰɎŰŬɘ 

ɜŬ ˊŮɟɘɚŬɛɓɎɜŮɘ Űɖɜ ŮˊɏəŰŬůɖ ŭɘŬůűɎɚɘůɖɠ ŭɘɎɟəŮɘŬɠ ext - etsi - valassured -

ST- certs  ɧˊɤɠ ɞɟɑɕŮŰŬɘ ůŰɞ ETSI EN 319 412-1 ŮɜŰɧɠ Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ 

ůɨɜŰɞɛɖɠ ŭɘɎɟəŮɘŬɠ Űɞ ɞˊɞɑɞ ŭŮɜ ɛˊɞɟŮɑ ɜŬ ŬɜŬəɚɖɗŮɑ. 

 ȳɚŬ ŰŬ ɄɘůŰɞˊɞɘɖŰɘəɎ 

ȳɚŬ ŰŬ ɡˊɧɚɞɘˊŬ ˊŮŭɑŬ əŬɘ ŮˊŮəŰɎůŮɘɠ ɗŬ ɞɟɑɕɞɜŰŬɘ ůɨɛűɤɜŬ ɛŮ Űɞ RFC 5280. ũɘŬ 

ɚɧɔɞɡɠ ŭɘŮɡəɟɑɜɘůɖɠ, ɏɜŬ Precertificate, ɧˊɤɠ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɞ RFC 6962 - 

Certificate Transparency, ŭŮɜ ɗŬ ɗŮɤɟŮɑŰŬɘ ɤɠ "ˊɘůŰɞˊɞɘɖŰɘəɧ" ˊɞɡ ɡˊɧəŮɘŰŬɘ ůŰɘɠ 

ŬˊŬɘŰɐůŮɘɠ Űɞɡ RFC 5280 - Internet X.509 Public Key Infrastructure Certificate and 

Certificate Revocation List (CRL) Profile ůɨɛűɤɜŬ ɛŮ Űɖɜ ˊŬɟɞɨůŬ ɄɄ/ȹȹɄ. ȼ 

HARICA ŭŮ ɗŬ ŮəŭɩůŮɘ ɄɘůŰɞˊɞɘɖŰɘəɧ Űɞ ɞˊɞɑɞ ˊŮɟɘɚŬɛɓɎɜŮɘ Ůˊɘɚɞɔɐ keyUsage, 

Űɘɛɐ extKeyUsage, ŮˊɏəŰŬůɖ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ɐ ɎɚɚŬ ŭŮŭɞɛɏɜŬ ˊɞɡ ŭŮɜ 

ˊŮɟɘɔɟɎűɞɜŰŬɘ ůŰɖɜ ŮɜɧŰɖŰŬ 7.1.2.1, 7.1.2.2 ɐ 7.1.2.3 ŮəŰɧɠ Ŭɜ ɖ HARICA ɔɜɤɟɑɕŮɘ 

əɎˊɞɘɞ ɚɧɔɞ ɔɘŬ ɜŬ ˊŮɟɘɚŬɛɓɎɜŮɘ ŬɡŰɎ ŰŬ ŭŮŭɞɛɏɜŬ ůŰɞ ɄɘůŰɞˊɞɘɖŰɘəɧ. 

ȳɚŮɠ ɞɘ ŮˊŮəŰɎůŮɘɠ əŬɘ ɞɘ Űɘɛɏɠ ŮˊŮəŰɎůŮɤɜ ˊɞɡ ŭŮɜ əŬɚɨˊŰɞɜŰŬɘ ŬˊŮɡɗŮɑŬɠ Ŭˊɧ ŰŬ 

ɘůɢɨɞɜŰŬ ˊɟɞűɑɚ ˊɘůŰɞˊɞɘɖŰɘəɩɜ: 

1. ŪŬ ˊɟɏˊŮɘ ɜŬ ɏɢɞɡɜ ɘůɢɨ ůŰɞ ˊɚŬɑůɘɞ Űɞɡ ŭɖɛɧůɘɞɡ ȹɘŬŭɘəŰɨɞɡ, ŮəŰɧɠ ŮɎɜ: 

Ŭ) ɖ ŮˊɏəŰŬůɖ OID ŮɛˊɑˊŰŮɘ ůŮ ɏɜŬ Űɧɝɞ OID ɔɘŬ Űɞ ɞˊɞɑɞ ɞ AɘŰɩɜ 

ŬˊɞŭŮɘəɜɨŮɘ Űɖɜ ɘŭɘɞəŰɖůɑŬ, ɐ 

ɓ) ɞ AɘŰɩɜ ɛˊɞɟŮɑ ŭɘŬűɞɟŮŰɘəɎ ɜŬ ŬˊɞŭŮɑɝŮɘ Űɞ ŭɘəŬɑɤɛŬ ɜŬ ŭɘŮəŭɘəɐůŮɘ 

ŰŬ ŭŮŭɞɛɏɜŬ ůŮ ŭɖɛɧůɘɞ ˊɚŬɑůɘɞ. 

2. ȹŮɜ ɗŬ ́ɟɏˊŮɘ ɜŬ ˊŮɟɘɚŬɛɓɎɜŮɘ ůɖɛŬůɘɞɚɞɔɘəɎ ůŰɞɘɢŮɑŬ ˊɞɡ ɗŬ 

ˊŬɟŬˊɚŬɜɐůɞɡɜ ŰŬ ȸŬůɘɕɧɛŮɜŬ ɀɏɟɖ ůɢŮŰɘəɎ ɛŮ ˊɚɖɟɞűɞɟɑŮɠ ˊɘůŰɞˊɞɘɖŰɘəɞɨ 

ˊɞɡ ɏɢɞɡɜ ŮˊŬɚɖɗŮɡŰŮɑ Ŭˊɧ Űɖ HARICA (ɧˊɤɠ ɖ ůɡɛˊŮɟɑɚɖɣɖ ŮˊɏəŰŬůɖɠ ˊɞɡ 

ɡˊɞŭŮɘəɜɨŮɘ ɧŰɘ ɏɜŬ ɘŭɘɤŰɘəɧ əɚŮɘŭɑ ŮɑɜŬɘ ŬˊɞɗɖəŮɡɛɏɜɞ ůŮ ɛɘŬ ɏɝɡˊɜɖ əɎɟŰŬ, 

ɧˊɞɡ ɖ HARICA ŭŮɜ ŮɑɜŬɘ ůŮ ɗɏůɖ ɜŬ ŮˊŬɚɖɗŮɨůŮɘ ɧŰɘ Űɞ ŬɜŰɑůŰɞɘɢɞ ɘŭɘɤŰɘəɧ 

əɚŮɘŭɑ ˊŮɟɘɞɟɑɕŮŰŬɘ ůŮ ŰɏŰɞɘɞ ɡɚɘəɧ ɚɧɔɤ ŬˊɞɛŬəɟɡůɛɏɜɖɠ ɏəŭɞůɖɠ). 

 

ȼ HARICA ŭŮɜ ɗŬ ́ɟɏˊŮɘ ɜŬ ˊŮɟɘɚŬɛɓɎɜŮɘ ˊɟɧůɗŮŰŮɠ ŮˊŮəŰɎůŮɘɠ ɐ Űɘɛɏɠ ŮəŰɧɠ ŮɎɜ ɖ 

HARICA ɔɜɤɟɑɕŮɘ ɏɜŬɜ ɚɧɔɞ ɔɘŬ Űɖ ůɡɛˊŮɟɑɚɖɣɖ Űɤɜ ŭŮŭɞɛɏɜɤɜ ůŰɞ ɄɘůŰɞˊɞɘɖŰɘəɧ. 

ɆŰɞ ɄȷɅȷɅɇȼɀȷ B (ɄŮɟɘɔɟɎɛɛŬŰŬ Ⱦɞɘɜɩɜ ɄɘůŰɞˊɞɘɖŰɘəɩɜ HARICA) 

əŬŰŬɔɟɎűŮŰŬɘ ɚɑůŰŬ ɛŮ ŰŬ ˊɘɞ ůɡɜɐɗɖ ˊŮɟɘɔɟɎɛɛŬŰŬ ˊɘůŰɞˊɞɘɖŰɘəɩɜ. 

7.1.3 ȷɜŬɔɜɤɟɘůŰɘəɎ Ŭɚɔɞɟɑɗɛɤɜ  

Ƀɘ Ŭɚɔɧɟɘɗɛɞɘ ɡˊɞɔɟŬűɩɜ ɗŬ Ŭəɞɚɞɡɗɞɨɜ Űɘɠ ŬˊŬɘŰɐůŮɘɠ Űɤɜ ˊŬɟŬɔɟɎűɤɜ 6.1.5 əŬɘ 

6.1.6. ȳɚɞɘ ɞɘ Ŭɚɔɧɟɘɗɛɞɘ ˊɞɡ ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ ɔɘŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ȷɄ, ɆɡɜŭɟɞɛɖŰɐ 

əŬɘ ɀɉɆ, ́ ɟɏˊŮɘ ɜŬ Ŭəɞɚɞɡɗɞɨɜ Űɘɠ ŰŮɚŮɡŰŬɑŮɠ ŮɝŮɚɑɝŮɘɠ Űɖɠ ŰŮɢɜɞɚɞɔɑŬɠ ˊɟɞəŮɘɛɏɜɞɡ 

ɜŬ ˊŬɟɏɢɞɡɜ Űɖɜ ŬˊŬɘŰɞɨɛŮɜɖ ŬůűɎɚŮɘŬ ɔɘŬ Űɞɡɠ ůəɞˊɞɨɠ ˊɞɡ ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ. 

7.1.3.1 SubjectPublicKeyInfo 

ũɘŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ɐ Precertificates Űɨˊɞɡ SSL/TLS, ɘůɢɨɞɡɜ ɞɘ ˊŬɟŬəɎŰɤ 

ŬˊŬɘŰɐůŮɘɠ əɤŭɘəɞˊɞɑɖůɖɠ ůŮ ůɢɏůɖ ɛŮ Űɞ ˊŮŭɑɞ subjectPublicKeyInfo. ȹŮɜ 

ŮˊɘŰɟɏˊɞɜŰŬɘ ɎɚɚŮɠ əɤŭɘəɞˊɞɘɐůŮɘɠ ŮəŰɧɠ Ŭˊɧ ŬɡŰɏɠ ˊɞɡ ɟɖŰɎ ɞɟɑɕɞɜŰŬɘ. 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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7.1.3.1.1 RSA 

ȼ HARICA ɗŬ ůɖɛŬŰɞŭɞŰŮɑ ɏɜŬ əɚŮɘŭɑ RSA ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ Űɞ rsaEncryption (OID: 

1.2.840.113549.1.1.1) ŬɜŬɔɜɤɟɘůŰɘəɧ Ŭɚɔɞɟɑɗɛɞɡ. ɇɞ ˊŮŭɑɞ parameters ɗŬ ɡˊɎɟɢŮɘ əŬɘ 

ɗŬ ŮɑɜŬɘ NULL. ȼ HARICA ŭŮ ɗŬ ɢɟɖůɘɛɞˊɞɘɐůŮɘ ŭɘŬűɞɟŮŰɘəɧ Ŭɚɔɧɟɘɗɛɞ, ɧˊɤɠ Űɞ 

ŬɜŬɔɜɤɟɘůŰɘəɧ Ŭɚɔɞɟɑɗɛɞɡ id-RSASSA-PSS (OID: 1.2.840.113549.1.1.10) ɔɘŬ ɜŬ 

ůɖɛŬŰɞŭɞŰɐůŮɘ ɏɜŬ əɚŮɘŭɑ RSA. 

ɆŮ əɤŭɘəɞˊɞɘɖɛɏɜɖ ɛɞɟűɐ, Űɞ ˊŮŭɑɞ AlgorithmIdentifier  ɔɘŬ əɚŮɘŭɘɎ RSA 

ɗŬ ŮɑɜŬɘ byte-for-byte ˊŬɜɞɛɞɘɧŰɡˊɞ ɛŮ ŰŬ ŬəɧɚɞɡɗŬ (əɤŭɘəɞˊɞɘɖɛɏɜŬ ůŮ 

ŭŮəŬŮɝŬŭɘəɧ) bytes: 300d06092a864886f 70d0101010500.  

7.1.3.1.2 ECDSA 

ȼ HARICA ɗŬ ůɖɛŬŰɞŭɞŰŮɑ ɏɜŬ əɚŮɘŭɑ ECDSA ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ Űɞ id-ecPublicKey 

(OID: 1.2.840.10045.2.1) ŬɜŬɔɜɤɟɘůŰɘəɧ Ŭɚɔɞɟɑɗɛɞɡ. ɇɞ ˊŮŭɑɞ parameters ɗŬ 

ɢɟɖůɘɛɞˊɞɘŮɑ Űɖɜ əɤŭɘəɞˊɞɑɖůɖ namedCurve. 

¶ ũɘŬ əɚŮɘŭɘɎ P-256, ɖ Űɘɛɐ namedCurve ɗŬ ŮɑɜŬɘ secp256r 1 (OID: 

1.2.840.10045.3.1.7). 

¶ ũɘŬ əɚŮɘŭɘɎ P-384, ɖ Űɘɛɐ namedCurve ɗŬ ŮɑɜŬɘ secp384r 1 (OID: 

1.3.132.0.34). 

¶ ũɘŬ əɚŮɘŭɘɎ P-521, ɖ Űɘɛɐ namedCurve ɗŬ ŮɑɜŬɘ secp521r 1 (OID: 

1.3.132.0.35). 

ɆŮ əɤŭɘəɞˊɞɘɖɛɏɜɖ ɛɞɟűɐ, Űɞ ˊŮŭɑɞ AlgorithmIdentifier ɔɘŬ əɚŮɘŭɘɎ ECDSA ɗŬ ŮɑɜŬɘ 

byte-for-byte ˊŬɜɞɛɞɘɧŰɡˊɞ ɛŮ ŰŬ ŬəɧɚɞɡɗŬ (əɤŭɘəɞˊɞɘɖɛɏɜŬ ůŮ ŭŮəŬŮɝŬŭɘəɧ) bytes: 

¶ ũɘŬ əɚŮɘŭɘɎ P-256, 301306072a8648ce3d020106082a8648ce3d030107. 

¶ ũɘŬ əɚŮɘŭɘɎ P-384, 301006072a8648ce3d020106052b81040022. 

¶ ũɘŬ əɚŮɘŭɘɎ P-521, 301006072a8648ce3d020106052b81040023. 

7.1.3.2 Signature AlgorithmIdentifier  

ũɘŬ ɄɘůŰɞˊɞɘɖŰɘəɎ Űɨˊɞɡ SSL/TLS, ɧɚŬ ŰŬ ŬɜŰɘəŮɑɛŮɜŬ ˊɞɡ ɡˊɞɔɟɎűɞɜŰŬɘ Ŭˊɧ Űɞ 

ȽŭɘɤŰɘəɧ ȾɚŮɘŭɑ Űɖɠ ȷɄ ɗŬ ůɡɛɛɞɟűɩɜɞɜŰŬɘ ůŰɖ ɢɟɐůɖ Űɞɡ Űɨˊɞɡ 

AlgorithmIdentifier  ɐ AlgorithmIdentifier -ˊŬɟɎɔɤɔɞ ɔɘŬ Űɘɠ ɡˊɞɔɟŬűɏɠ. 

ȺűŬɟɛɧɕɞɜŰŬɘ ůŰŬ ˊŬɟŬəɎŰɤ ŬɜŰɘəŮɑɛŮɜŬ əŬɘ ˊŮŭɑŬ: 

 

¶ ɇɞ ˊŮŭɑɞ signatureAlgorithm Ůɜɧɠ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ɐ Precertificate. 

¶ ɇɞ ˊŮŭɑɞ signature Ůɜɧɠ TBSCertificate (ɔɘŬ ˊŬɟɎŭŮɘɔɛŬ, ɧˊɤɠ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ůŮ 

ɄɘůŰɞˊɞɘɖŰɘəɧ ɐ Precertificate). 

¶ ɇɞ ˊŮŭɑɞ signatureAlgorithm Ůɜɧɠ CertificateList 

¶ ɇɞ ˊŮŭɑɞ signature Ůɜɧɠ TBSCertList 

¶ ɇɞ ˊŮŭɑɞ signatureAlgorithm Ůɜɧɠ BasicOCSPResponse. 

 

ȹŮɜ ŮˊɘŰɟɏˊɞɜŰŬɘ ɎɚɚŮɠ əɤŭɘəɞˊɞɘɐůŮɘɠ ŮəŰɧɠ Ŭˊɧ ŬɡŰɏɠ ˊɞɡ ɟɖŰɎ ɞɟɑɕɞɜŰŬɘ. 

7.1.3.2.1 RSA 

ȼ HARICA ɗŬ ɢɟɖůɘɛɞˊɞɘŮɑ ɏɜŬɜ Ŭˊɧ Űɞɡɠ ˊŬɟŬəɎŰɤ Ŭɚɔɞɟɑɗɛɞɡɠ ɡˊɞɔɟŬűɩɜ əŬɘ 

əɤŭɘəɞˊɞɘɐůŮɘɠ. ɆŮ əɤŭɘəɞˊɞɘɖɛɏɜɖ ɛɞɟűɐ, Űɞ ˊŮŭɑɞ AlgorithmIdentifier  ɗŬ 

ŮɑɜŬɘ byte-for-byte ˊŬɜɞɛɞɘɧŰɡˊɞ ɛŮ ŰŬ ŬəɧɚɞɡɗŬ (əɤŭɘəɞˊɞɘɖɛɏɜŬ ůŮ ŭŮəŬŮɝŬŭɘəɧ) 

bytes. 

¶ RSASSA-PKCS1-v1_5 ɛŮ SHA-256: 

Ⱦɤŭɘəɞˊɞɑɖůɖ: 300d06092a864886f70d01010b0500 . 
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¶ RSASSA-PKCS1-v1_5 ɛŮ SHA-384: 

Ⱦɤŭɘəɞˊɞɑɖůɖ: 300d06092a864886f70d01010c0500 . 

¶ RSASSA-PKCS1-v1_5 ɛŮ SHA-512: 

Ⱦɤŭɘəɞˊɞɑɖůɖ: 300d06092a864886f70d01010d0500. 

¶ RSASSA-PSS ɛŮ SHA-256, MGF-1 ɛŮ SHA-256, əŬɘ salt ɛɐəɞɡɠ 32 bytes: 

Ⱦɤŭɘəɞˊɞɑɖůɖ: 
304106092a864886f70d01010a3034a00f300d0609608648016503040201  

0500a11c301a06092a864886f70d010108300d0609608648016503040201 

0500a203020120 

¶ RSASSA-PSS ɛŮ SHA-384, MGF-1 ɛŮ SHA-384, əŬɘ salt ɛɐəɞɡɠ 48 bytes: 

Ⱦɤŭɘəɞˊɞɑɖůɖ: 
304106092a864886f70d01010a3034a00f300d0609608648016503040202 

0500a11c301a06092a864886f70d010108300d0609608648016503040202 

0500a203020130 

¶ RSASSA-PSS ɛŮ SHA-512, MGF-1 ɛŮ SHA-512, əŬɘ salt ɛɐəɞɡɠ 64 bytes: 

Ⱦɤŭɘəɞˊɞɑɖůɖ: 
304106092a864886f70d01010a3034a00f300d0609608648016503040203 

0500a11c301a06092a864886f 70d010108300d0609608648016503040203 

0500a203020140 

 

Ⱥˊɘˊɚɏɞɜ, ɖ HARICA ȹɈɁȷɇȷȽ ɜŬ ɢɟɖůɘɛɞˊɞɘɐůŮɘ Űɞɡɠ ˊŬɟŬəɎŰɤ Ŭɚɔɞɟɑɗɛɞɡɠ 

ɡˊɞɔɟŬűɐɠ əŬɘ əɤŭɘəɞˊɞɘɐůŮɘɠ,  

¶ RSASSA-PKCS1-v1_5 with SHA-1: 

¶ Encoding: 300d06092a864886f70d0101050500  

Ŭɜ ɧɚŮɠ ɞɘ ˊŬɟŬəɎŰɤ ˊɟɞɦˊɞɗɏůŮɘɠ ɘůɢɨɞɡɜ: 

¶ ȷɜ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ŮɜŰɧɠ ɄɘůŰɞˊɞɘɖŰɘəɞɨ, ɧˊɤɠ Űɞ ˊŮŭɑɞ 

signatureAlgorithm  Ůɜɧɠ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ɐ Űɞ ˊŮŭɑɞ signature  Ůɜɧɠ 

TBSCertificate: 

o ɇɞ ɜɏɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ŮɑɜŬɘ ɏɜŬ ȾɞɟɡűŬɑɞ ɐ ȺɜŭɘɎɛŮůɞ ɄɘůŰɞˊɞɘɖŰɘəɧ 
ȷɄ Űɞ ɞˊɞɑɞ ŮɑɜŬɘ ɏɜŬ ȹɘŬ-ɄɘůŰɞˊɞɘɖŰɘəɧ, əŬɘ, 

o ɈˊɎɟɢŮɘ ɏɜŬ ɡűɘůŰɎɛŮɜɞ ɄɘůŰɞˊɞɘɖŰɘəɧ, Űɞ ɞˊɞɑɞ ɏɢŮɘ ŮəŭɤɗŮɑ Ŭˊɧ Űɖɜ 
ɑŭɘŬ ȺəŭɞɨůŬ ȷɄ, ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ Űɖɜ Ŭəɧɚɞɡɗɖ əɤŭɘəɞˊɞɑɖůɖ ɔɘŬ Űɞɜ 

Ŭɚɔɧɟɘɗɛɞ ɡˊɞɔɟŬűɐɠ, əŬɘ 

o ɇɞ ɡűɘůŰɎɛŮɜɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ɏɢŮɘ ɏɜŬ serialNumber  Űɞ ɞˊɞɑɞ ɏɢŮɘ 

ɛɐəɞɠ ŰɞɡɚɎɢɘůŰɞɜ 64 bits, əŬɘ 

o Ƀɘ ɛɧɜŮɠ ŭɘŬűɞɟɏɠ ɛŮŰŬɝɨ Űɞɡ ɜɏɞɡ əŬɘ Űɞɡ ɡűɘůŰɎɛŮɜɞɡ 

ɄɘůŰɞˊɞɘɖŰɘəɞɨ ŮɑɜŬɘ Ŭˊɧ Űɘɠ ŬəɧɚɞɡɗŮɠ: 

Á ȰɜŬ ɜɏɞ subjectPublicKey  ŮɜŰɧɠ Űɞɡ 

subjectPublicKeyInfo , ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ Űɞɜ ɑŭɘɞ Ŭɚɔɧɟɘɗɛɞ 

əŬɘ ɛɐəɞɠ əɚŮɘŭɘɞɨ, ɐ/əŬɘ, 

Á ȰɜŬ ɜɏɞ serialNumber , ɛŮ Űɞ ɑŭɘɞ ɛɐəɞɠ (ůŮ əɤŭɘəɞˊɞɘɖɛɏɜɖ 

ɛɞɟűɐ) ɧˊɤɠ Űɞ ɡűɘůŰɎɛŮɜɞ ɄɘůŰɞˊɞɘɖŰɘəɧ, ɐ/əŬɘ 

Á ȼ ŮˊɏəŰŬůɖ extKeyUsage  Űɞɡ ɜɏɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ŮɑɜŬɘ 

ˊŬɟɞɨůŬ, ɏɢŮɘ ŰɞɡɚɎɢɘůŰɞɜ ɏɜŬ ɞɟɘůɛɏɜɞ key usage, əŬɘ əŬɜɏɜŬ 

Ŭˊɧ ŰŬ key usages ŭŮɜ ŮɑɜŬɘ id-kp-serverAuth (OID: 

1.3.6.1.5.5.7.3.1) ɐ anyExtendedKeyUsage (OID: 2.5.29.37.0), 

ɐ/əŬɘ 
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Á ȼ ŮˊɏəŰŬůɖ basicConstraints  Űɞɡ ɜɏɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ɏɢŮɘ 

pathLenConstraint Űɞ ɞˊɞɑɞ ɏɢŮɘ Űɘɛɐ ɛɖŭɏɜ. 

¶ ȷɜ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ŮɜŰɧɠ OCSP response, ɧˊɤɠ Űɞ ˊŮŭɑɞ signatureAlgorithm  

Ůɜɧɠ BasicOCSPResponse: 

o ȳɚŬ ŰŬ ɛɖ-ɚɖɔɛɏɜŬ, ɛɖ-ŬɜŬəɚɖɛɏɜŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ˊɞɡ ˊŮɟɘɚŬɛɓɎɜɞɡɜ 

Űɞ ȹɖɛɧůɘɞ ȾɚŮɘŭɑ Űɞɡ ȻŮɨɔɞɡɠ ȾɚŮɘŭɘɩɜ Űɖɠ ȷɄ əŬɘ ɏɢɞɡɜ Űɞ ɑŭɘɞ Subject 

Name, ɄɅȺɄȺȽ Ůˊɑůɖɠ ɜŬ ˊŮɟɘɚŬɛɓɎɜɞɡɜ Űɖɜ ŮˊɏəŰŬůɖ extKeyUsage 

extension ɛŮ ɛɞɜŬŭɘəɐ Űɘɛɐ id-kp-ocspSigning (OID: 1.3.6.1.5.5.7.3.9) 

keyPurposeId. 

¶ ȷɜ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ŮɜŰɧɠ ȿȷɄ, ɧˊɤɠ Űɞ ˊŮŭɑɞ signatureAlgorithm  Ůɜɧɠ 

CertificateList ɐ ůŰɞ ˊŮŭɑɞ signature  Ůɜɧɠ TBSCertList: 

o ȼ ȿȷɄ ŮɑɜŬɘ ˊŬɟŬˊɞɛˊɐ Ŭˊɧ ɏɜŬ ɐ ˊŮɟɘůůɧŰŮɟŬ ɄɘůŰɞˊɞɘɖŰɘəɎ 
ȾɞɟɡűŬɑŬɠ ɐ ȺɜŭɘɎɛŮůɖɠ ȷɄ, əŬɘ, 

o ɇɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ȾɞɟɡűŬɑŬɠ ɐ ȺɜŭɘɎɛŮůɖɠ ȷɄ ɏɢŮɘ ŮəŭɩůŮɘ ɏɜŬ ɐ 

ˊŮɟɘůůɧŰŮɟŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ Űɖ ůɡɔəŮəɟɘɛɏɜɖ 

əɤŭɘəɞˊɞɑɖůɖ ɔɘŬ Űɞɜ Ŭɚɔɧɟɘɗɛɞ ɡˊɞɔɟŬűɐɠ. 

7.1.3.2.2 ECDSA 

ȼ HARICA ɗŬ ɢɟɖůɘɛɞˊɞɘŮɑ ɏɜŬɜ Ŭˊɧ Űɞɡɠ ˊŬɟŬəɎŰɤ Ŭɚɔɞɟɑɗɛɞɡɠ ɡˊɞɔɟŬűɩɜ əŬɘ 

əɤŭɘəɞˊɞɘɐůŮɘɠ ɓɎůŮɘ Űɞɡ əɚŮɘŭɘɞɨ ˊɞɡ ɢɟɖůɘɛɞˊɞɘŮɑ ɔɘŬ Űɖɜ ɡˊɞɔɟŬűɐ. 

¶ ȷɜ Űɞ əɚŮɘŭɑ ˊɞɡ ɡˊɞɔɟɎűŮɘ ŮɑɜŬɘ P- 256, ɖ ɡˊɞɔɟŬűɐ ɗŬ ŮɑɜŬɘ ECDSA ɛŮ SHA-

256. ɆŮ əɤŭɘəɞˊɞɘɖɛɏɜɖ ɛɞɟűɐ, Űɞ ˊŮŭɑɞ AlgorithmIdentifier  ɗŬ ŮɑɜŬɘ byte-

for-byte ˊŬɜɞɛɞɘɧŰɡˊɞ ɛŮ ŰŬ ŬəɧɚɞɡɗŬ (əɤŭɘəɞˊɞɘɖɛɏɜŬ ůŮ ŭŮəŬŮɝŬŭɘəɧ) bytes: 

300a06082a8648ce3d040302. 

¶ ȷɜ Űɞ əɚŮɘŭɑ ˊɞɡ ɡˊɞɔɟɎűŮɘ ŮɑɜŬɘ P- 384, ɖ ɡˊɞɔɟŬűɐ ɗŬ ŮɑɜŬɘ ECDSA ɛŮ SHA-

384. ɆŮ əɤŭɘəɞˊɞɘɖɛɏɜɖ ɛɞɟűɐ, Űɞ ˊŮŭɑɞ AlgorithmIdentifier  ɗŬ ŮɑɜŬɘ byte-

for-byte ˊŬɜɞɛɞɘɧŰɡˊɞ ɛŮ ŰŬ ŬəɧɚɞɡɗŬ (əɤŭɘəɞˊɞɘɖɛɏɜŬ ůŮ ŭŮəŬŮɝŬŭɘəɧ) bytes: 

300a06082a8648ce3d040303. 

¶ ȷɜ Űɞ əɚŮɘŭɑ ˊɞɡ ɡˊɞɔɟɎűŮɘ ŮɑɜŬɘ P- 521, ɖ ɡˊɞɔɟŬűɐ ɗŬ ŮɑɜŬɘ ECDSA ɛŮ SHA-

512. ɆŮ əɤŭɘəɞˊɞɘɖɛɏɜɖ ɛɞɟűɐ, Űɞ ˊŮŭɑɞ AlgorithmIdentifier  ɗŬ ŮɑɜŬɘ byte-

for-byte ˊŬɜɞɛɞɘɧŰɡˊɞ ɛŮ ŰŬ ŬəɧɚɞɡɗŬ (əɤŭɘəɞˊɞɘɖɛɏɜŬ ůŮ ŭŮəŬŮɝŬŭɘəɧ) bytes: 

300a06082a8648ce3d040304. 

7.1.4 ɀɞɟűɐ ́Ůŭɑɤɜ ˊɘůŰɞˊɞɘɖŰɘəɞɨ 

 ɆŮɘɟɘŬəɧɠ ȷɟɘɗɛɧɠ 

ȾɎɗŮ ˊɘůŰɞˊɞɘɖŰɘəɧ ɗŬ ˊɟɏˊŮɘ ɜŬ ɏɢŮɘ ŮɜůɤɛŬŰɤɛɏɜɞ ɏɜŬ ɛɞɜŬŭɘəɧ ůŮɘɟɘŬəɧ Ŭɟɘɗɛɧ 

ˊɞɡ ŭɖɛɘɞɡɟɔŮɑŰŬɘ ŬɡŰɧɛŬŰŬ Ŭˊɧ Űɞ ůɨůŰɖɛŬ. Ȳŭɘɞɘ ůŮɘɟɘŬəɞɑ Ŭɟɘɗɛɞɑ ŭŮɜ ŮˊɘŰɟɏˊɞɜŰŬɘ 

ůŰɖɜ ɑŭɘŬ ȰəŭɞɡůŬ ȷɄ. Ƀɘ ȺəŭɞɨůŮɠ ȷɄ ɗŬ ˊɟɏˊŮɘ ɜŬ ˊŬɟɎɔɞɡɜ ůŮɘɟɘŬəɞɨɠ Ŭɟɘɗɛɞɨɠ 

ˊɘůŰɞˊɞɘɖŰɘəɩɜ ˊɞɡ ŭŮɜ ŮɑɜŬɘ ŭɘŬŭɞɢɘəɞɑ, ŮɑɜŬɘ ɛŮɔŬɚɨŰŮɟɞɘ Ŭˊɧ Űɞ ɛɖŭɏɜ (0) əŬɘ 

ˊŮɟɘɏɢɞɡɜ ŰɞɡɚɎɢɘůŰɞɜ ŮɝɐɜŰŬ ŰɏůůŮɟŬ (64) ŭɡŬŭɘəɎ ɣɖűɑŬ ŮɜŰɟɞˊɑŬɠ Ůɜɧɠ CSPRNG. 

 ȷɚɔɧɟɘɗɛɞɠ ɈˊɞɔɟŬűɐɠ 

Ƀ Ŭɚɔɧɟɘɗɛɞɠ ˊɞɡ ɢɟɖůɘɛɞˊɞɘɐɗɖəŮ ɔɘŬ Űɖ ŭɖɛɘɞɡɟɔɑŬ Űɞɡ ɣɖűɘŬəɞɨ ˊɘůŰɞˊɞɘɖŰɘəɞɨ. 

ɄŮɟɘɞɟɘůɛɞɑ ůŰɖɜ Ůˊɘɚɞɔɐ Űɤɜ Ŭɚɔɞɟɑɗɛɤɜ, ŬɜŬűɏɟɞɜŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 7.1.3. 
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 ɈˊɞɔɟŬűɐ 

ȼ ɡˊɞɔɟŬűɐ Űɖɠ ȷɄ ́ ɞɡ ŮəŭɑŭŮɘ Űɞ ́ ɘůŰɞˊɞɘɖŰɘəɧ. Ƀ Ŭɚɔɧɟɘɗɛɞɠ ́ ɞɡ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ 

ɔɘŬ Űɖ ŭɖɛɘɞɡɟɔɑŬ ɡˊɞɔɟŬűɐɠ ŬɜŬűɏɟŮŰŬɘ ŮɜŰɧɠ Űɤɜ ŮəŭɞɗɏɜŰɤɜ ˊɘůŰɞˊɞɘɖŰɘəɩɜ ɧˊɤɠ 

ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 7.1.3. 

 ȷɟɢɐ Ȱəŭɞůɖɠ 

Ƀɘ ˊɚɖɟɞűɞɟɑŮɠ ˊɞɡ ˊŮɟɘɏɢŮɘ Űɞ ˊŮŭɑɞ «ȷɟɢɐ Ȱəŭɞůɖɠ»  ˊŮɟɘɚŬɛɓɎɜɞɡɜ ŰŬ ŬəɧɚɞɡɗŬ 

ˊŮŭɑŬ: 

¶ commonName (OID: 2.5.4.3) (ȷˊŬɟŬɑŰɖŰɞ): ɇɞ «əɞɘɜɧ ɧɜɞɛŬ» Űɖɠ ȷɟɢɐɠ 

Ȱəŭɞůɖɠ. ɇŬ ˊŮɟɘŮɢɧɛŮɜŬ ɚŮɘŰɞɡɟɔɞɨɜ ɤɠ ŬɜŬɔɜɤɟɘůŰɘəɧ Űɞɡ 

ɄɘůŰɞˊɞɘɖŰɘəɞɨ Űɖɠ ȷɄ, ɏŰůɘ ɩůŰŮ Űɞ ɧɜɞɛŬ Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ Űɖɠ ȷɄ 

ɜŬ ŮɑɜŬɘ ɛɞɜŬŭɘəɧ ůŮ ɧɚŬ ŰŬ ˊɘůŰɞˊɞɘɖŰɘəɎ ˊɞɡ ɗŬ ŮəŭɩůŮɘ ɖ ȺəŭɧŰɟɘŬ ȷɄ. 

¶ organizationalUnitName (OID: 2.5.4.11) (ˊɟɞŬɘɟŮŰɘəɧ Ŭɜ ɡˊɎɟɢŮɘ CN): ȼ 

ɞɟɔŬɜɤŰɘəɐ ɞɛɎŭŬ ɐ ɡˊɞ-ɞɛɎŭŬ ɐ Ůɘŭɘəɐ ˊɚɖɟɞűɞɟɑŬ Űɖɠ ȷɟɢɐɠ ˊɞɡ 

ɡˊɞɔɟɎűŮɘ ŬɜɎɚɞɔŬ ɛŮ Űɞɡɠ ˊɟɞɓɚŮˊɧɛŮɜɞɡɠ ůəɞˊɞɨɠ, ɐ ˊɚɖɟɞűɞɟɑŮɠ Űɞɡ 

ˊɘůŰɞˊɞɘɖŰɘəɞɨ. ȼ HARICA ŬˊɞŰɟɏˊŮɘ Űɞ ˊŮŭɑɞ ŬɡŰɧ ɜŬ ɏɢŮɘ Űɘɛɏɠ Ŭˊɧ 

ɞɜɧɛŬŰŬ, DBA, əŬŰɞɢɡɟɤɛɏɜŬ ɞɜɧɛŬŰŬ, ůɐɛŬŰŬ, ŭɘŮɨɗɡɜůɖ, ˊŮɟɘɞɢɐ ɐ 

Ɏɚɚɞ əŮɑɛŮɜɞ ˊɞɡ ŬɜŬűɏɟŮŰŬɘ ůŮ ůɡɔəŮəɟɘɛɏɜɞ űɡůɘəɧ ɐ ɜɞɛɘəɧ ˊɟɧůɤˊɞ, 

ŮəŰɧɠ Ŭɜ ɖ HARICA ɏɢŮɘ ŮˊŬɚɖɗŮɨůŮɘ Űɘɠ ˊɚɖɟɞűɞɟɑŮɠ ŬɡŰɏɠ ůɨɛűɤɜŬ ɛŮ 

Űɖɜ ŮɜɧŰɖŰŬ 3.2, əŬɘ Űɞ ˊɘůŰɞˊɞɘɖŰɘəɧ ˊŮɟɘɏɢŮɘ ɐŭɖ ŰŬ ˊŮŭɑŬ 

subject:organizationName əŬɘ subject:countryName, ŰŬ ɞˊɞɑŬ ɏɢɞɡɜ Ůˊɑůɖɠ 

ŮˊŬɚɖɗŮɡɗŮɑ ůɨɛűɤɜŬ ɛŮ Űɖɜ ŮɜɧŰɖŰŬ 3.2.2.1. 

¶ organizationIdentifier (OID: 2.5.4.97) (ȷˊŬɟŬɑŰɖŰɞ ɔɘŬ ȷɄ ˊɞɡ Ůəŭɑŭɞɡɜ 

ȺɔəŮəɟɘɛɏɜŬ ɄɘůŰɞˊɞɘɖŰɘəɎ): ɆɨɛűɤɜŬ ɛŮ Űɘɠ ˊɞɚɘŰɘəɏɠ QCP-l əŬɘ QCP-l-

qscd, ˊŮɟɘɚŬɛɓɎɜŮɘ ɏɜŬ ɛɞɜŬŭɘəɧ ŬɜŬɔɜɤɟɘůŰɘəɧ Űɞɡ ɃɟɔŬɜɘůɛɞɨ 

ůɨɛűɤɜŬ ɛŮ Űɞ ETSI EN 319 412-3. ȷɜɎɚɞɔŬ ɛŮ Űɖɜ Ůˊɘɚɞɔɐ Űɞɡ Ɂɞɛɘəɞɨ 

Ʉɟɞůɩˊɞɡ, ɗŬ ˊɟɏˊŮɘ ɜŬ ɢɟɖůɘɛɞˊɞɘɖɗŮɑ ɛɘŬ Ŭˊɧ Űɘɠ ˊŬɟŬəɎŰɤ ɛɞɟűɏɠ: 

o Ƀ Ŭɟɘɗɛɧɠ ŬɜŬɔɜɩɟɘůɖɠ Űɞɡ Ɂɞɛɘəɞɨ Ʉɟɞůɩˊɞɡ Ŭˊɧ ɏɜŬ Ⱥɗɜɘəɧ 

ɀɖŰɟɩɞ ȺˊɘɢŮɘɟɐůŮɤɜ, ɛŮ Űɖɜ Ŭəɧɚɞɡɗɖ ɔɟŬɛɛɞɔɟɎűɖůɖ: 

ñNTRGR-123456789ò. ɆŰɞ ˊŬɟɎŭŮɘɔɛŬ ŬɡŰɧ, Űɞ GR ŮɑɜŬɘ ɖ ɢɩɟŬ 

Űɞɡ ɡˊɞəŮɘɛɏɜɞɡ. 

o Ƀ ȷɟɘɗɛɧɠ ūɞɟɞɚɞɔɘəɞɨ ɀɖŰɟɩɞɡ Űɞɡ Ɂɞɛɘəɞɨ Ʉɟɞůɩˊɞɡ ɛŮ Űɖɜ 

Ŭəɧɚɞɡɗɖ ɔɟŬɛɛɞɔɟɎűɖůɖ: ñVAT EL-123456789ò6. 

¶ organizationName (OID: 2.5.4.10) (ȷˊŬɟŬɑŰɖŰɞ): ŪŬ ˊŮɟɘɏɢŮɘ Űɞ ɧɜɞɛŬ Űɞɡ 

Ɂɞɛɘəɞɨ Ʉɟɞůɩˊɞɡ ɐ Űɞ DBA Űɖɠ ɈˊɞəŮɑɛŮɜɖɠ ȷɄ ɧˊɤɠ ɏɢŮɘ ŮˊŬɚɖɗŮɡɗŮɑ 

ůɨɛűɤɜŬ ɛŮ Űɖɜ ŮɜɧŰɖŰŬ 3.2.2.2. ȼ HARICA ɛˊɞɟŮɑ ɜŬ ˊŮɟɘɚɎɓŮɘ 

ˊɚɖɟɞűɞɟɑŬ ůŰɞ ˊŮŭɑɞ ŬɡŰɧ ˊɞɡ ɜŬ ŭɘŬűɏɟŮɘ ŮɚɎɢɘůŰŬ Ŭˊɧ Űɞ ɧɜɞɛŬ ˊɞɡ 

ɏɢŮɘ ŮˊŬɚɖɗŮɡɗŮɑ, ɧˊɤɠ ŮɑɜŬɘ ˊŬɟŬɚɚŬɔɏɠ  ɐ ůɡɜŰɛɐůŮɘɠ ˊɞɡ ɖ HARICA 

ɏɢŮɘ əŬŰŬɔɟɎɣŮɘ Űɘɠ ŭɘŬűɞɟɏɠ əŬɘ ŮɑɜŬɘ ŬˊɞŭŮəŰɏɠ ɞɘ ůɡɜŰɛɐůŮɘɠ ůŮ Űɞˊɘəɧ 

ŮˊɑˊŮŭɞ. Ʉ.ɢ. Ŭɜ Űɞ Ůˊɑůɖɛɞ ɛɖŰɟɩɞ ŬɜŬűɏɟŮɘ ñCompany Name 

Incorporatedò, ɖ HARICA ɛˊɞɟŮɑ ɜŬ ɢɟɖůɘɛɞˊɞɘɐůŮɘ Űɞ ɧɜɞɛŬ ñCompany 

Name Inc.ò ɐ ñCompany Nameò. 

¶ localityName (OID: 2.5.4.7 (ɄɟɞŬɘɟŮŰɘəɧ): ȼ ˊɧɚɖ, ɢɤɟɘɧ ɐ Űɞˊɘəɐ 

ˊŮɟɘɞɢɐ, ůŰɖɜ ɞˊɞɑŬ ŬɜɐəŮɘ Űɞ Ɂɞɛɘəɧ Ʉɟɧůɤˊɞ, ɧˊɤɠ ɏɢŮɘ ŮˊŬɚɖɗŮɡɗŮɑ 

ůɨɛűɤɜŬ ɛŮ Űɖɜ ŮɜɧŰɖŰŬ 3.2.2.1.  

¶ stateOrProvinceName (OID: 2.5.4.8) (ɄɟɞŬɘɟŮŰɘəɧ): ȼ ˊɞɚɘŰŮɑŬ, ɜɞɛɧɠ, 

ˊŮɟɘűŮɟŮɘŬəɐ ŮɜɧŰɖŰŬ, ůŰɖɜ ɞˊɞɑŬ ŬɜɐəŮɘ Űɞ Ɂɞɛɘəɧ Ʉɟɧůɤˊɞ, ɧˊɤɠ ɏɢŮɘ 

ŮˊŬɚɖɗŮɡɗŮɑ ůɨɛűɤɜŬ ɛŮ Űɖɜ ŮɜɧŰɖŰŬ 3.2.2.1. 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 

ɆŮɚɑŭŬ 143 Ŭˊɧ 203 

¶ countryName (OID: 2.5.4.6) (ȷˊŬɟŬɑŰɖŰɞ): ȼ ɉɩɟŬ ůŰɖɜ ɞˊɞɑŬ ŬɜɐəŮɘ Űɞ 

Ɂɞɛɘəɧ Ʉɟɧůɤˊɞ, ɧˊɤɠ ɏɢŮɘ ŮˊŬɚɖɗŮɡɗŮɑ ůɨɛűɤɜŬ ɛŮ Űɖɜ ŮɜɧŰɖŰŬ 3.2.2.1. 

 

ɇŬ ˊŮɟɘŮɢɧɛŮɜŬ Űɞɡ  issuerDN Űɖɠ ȺəŭɞɨůŬɠ ȷɄ ɗŬ ŰŬɘɟɘɎɕŮɘ ɛŮ Űɞ subjectDN Űɖɠ ȷɄ 

Ȱəŭɞůɖɠ ˊɟɞəŮɘɛɏɜɞɡ ɜŬ ɡˊɞůŰɖɟɑɕŮŰŬɘ Űɞ ñName chainingò ɧˊɤɠ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɞ 

RFC 5280, ůŰɖɜ ŮɜɧŰɖŰŬ 4.1.2.4. 

 

ũɘŬ əɎɗŮ ɏɔəɡɟɖ ŭɘŬŭɟɞɛɐ ˊɘůŰɞˊɞɑɖůɖɠ (ɧˊɤɠ ɞɟɑɕŮŰŬɘ ůŰɖɜ ŮɜɧŰɖŰŬ 6 Űɞɡ RFC 

5280): 

¶ ũɘŬ əɎɗŮ ɄɘůŰɞˊɞɘɖŰɘəɧ ůŰɖ ŭɘŬŭɟɞɛɐ ˊɘůŰɞˊɞɑɖůɖɠ, Űɞ əɤŭɘəɞˊɞɘɖɛɏɜɞ 

ˊŮɟɘŮɢɧɛŮɜɞ Űɞɡ ˊŮŭɑɞɡ Issuer Distinguished Name Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ɗŬ 

ŮɑɜŬɘ byte-for-byte ˊŬɜɞɛɞɘɧŰɡˊɞ ɛŮ Űɖɜ əɤŭɘəɞˊɞɘɖɛɏɜɖ ɛɞɟűɐ Űɞɡ ˊŮŭɑɞɡ 

Subject Distinguished Name Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ Űɖɠ ȺəŭɞɨůŬɠ ȷɄ. 

¶ ũɘŬ əɎɗŮ ɄɘůŰɞˊɞɘɖŰɘəɧ ȷɄ ůŰɖ ŭɘŬŭɟɞɛɐ ˊɘůŰɞˊɞɑɖůɖɠ, Űɞ əɤŭɘəɞˊɞɘɖɛɏɜɞ 
ˊŮɟɘŮɢɧɛŮɜɞ Űɞɡ ˊŮŭɑɞɡ Subject Distinguished Name Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ɗŬ 

ŮɑɜŬɘ byte-for-byte ˊŬɜɞɛɞɘɧŰɡˊɞ ɛŮ ɧɚŬ ŰŬ ɄɘůŰɞˊɞɘɖŰɘəɎ, ˊŮɟɘɚŬɛɓɎɜɞɜŰŬɠ 

ɚɖɔɛɏɜŬ əŬɘ ŬɜŬəɚɖɛɏɜŬ, Űɤɜ ɞˊɞɑɤɜ ŰŬ Subject Distinguished Names 

ɛˊɞɟɞɨɜ ɜŬ ůɡɔəɟɘɗɞɨɜ ɤɠ ɑŭɘŬ ůɨɛűɤɜŬ ɛŮ Űɖɜ ŮɜɧŰɖŰŬ 7.1 Űɞɡ RFC 5280. 

 Ȱɔəɡɟɞ ȷˊɧ 

ȼ ɢɟɞɜɘəɐ ůŰɘɔɛɐ (ɖɛŮɟɞɛɖɜɑŬ/ɩɟŬ) ˊɞɡ ɝŮəɘɜɎ ɖ ˊŮɟɑɞŭɞɠ ɘůɢɨɞɠ Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ 

(ɛɞɟűɐ: DD/MM/YYYY HH:MM A.M/P.M GMT ) 

 Ȱɔəɡɟɞ Ȱɤɠ 

ȼ ɢɟɞɜɘəɐ ůŰɘɔɛɐ (ɖɛŮɟɞɛɖɜɑŬ/ɩɟŬ) ˊɞɡ ɚɐɔŮɘ ɖ ˊŮɟɑɞŭɞɠ ɘůɢɨɞɠ Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ 

(ɛɞɟűɐ: DD/MM/YYYY HH:MM A.M/P.M GMT ) 

 ɄɚɖɟɞűɞɟɑŮɠ ůŰɞ ˊŮŭɑɞ çɈˊɞəŮɑɛŮɜɞè Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ 

Ƀɘ ́ ɚɖɟɞűɞɟɑŮɠ ůŰɞ ́ Ůŭɑɞ «ɡˊɞəŮɑɛŮɜɞ» (Subject) Űɞɡ ́ ɘůŰɞˊɞɘɖŰɘəɞɨ, ́ ɟɞůŭɘɞɟɑɕɞɡɜ 

Űɞ ɡˊɞəŮɑɛŮɜɞ ́ ɞɡ ůɢŮŰɑɕŮŰŬɘ ɛŮ Űɞ ȹɖɛɧůɘɞ ȾɚŮɘŭɑ Űɞ ɞˊɞɑɞ ɓɟɑůəŮŰŬɘ ŬˊɞɗɖəŮɡɛɏɜɞ 

ůŰɞ ˊŮŭɑɞ «ȹɖɛɧůɘɞ ȾɚŮɘŭɑ  Ɉ́ ɞəŮɘɛɏɜɞɡ». ɄŮɟɘɚŬɛɓɎɜŮɘ ŰŬ Ůɝɐɠ: 

¶ Email (Ⱥ) (ȹŮɜ ŮˊɘŰɟɏˊŮŰŬɘ ɔɘŬ ˊɘůŰɞˊɞɘɖŰɘəɎ ɢɟɐůɖɠ SSL/TLS): ɇɞ email 

Űɞɡ ɡˊɞəŮɘɛɏɜɞɡ ˊɞɡ ŮˊɘɓŮɓŬɘɩɜŮŰŬɘ ɛŮ Űɘɠ ŭɘŬŭɘəŬůɑŮɠ ˊɞɡ ˊŮɟɘɔɟɎűɞɜŰŬɘ 

ůŰɖɜ ˊŬɟɎɔɟŬűɞ 3.2.3. 

¶ commonName (OID: 2.5.4.3) (ɄɟɞŬɘɟŮŰɘəɧ ɔɘŬ ˊɘůŰɞˊɞɘɖŰɘəɎ ɢɟɐůɖɠ SSL, 

ŬˊŬɟŬɑŰɖŰɞ ɔɘŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ɈˊɞɔɟŬűɐɠ ȾɩŭɘəŬ əŬɘ ɄɘůŰɞˊɞɘɖŰɘəɩɜ 

ɢɟɖůŰɩɜ). ȺɑɜŬɘ Űɞ çəɞɘɜɧ ɧɜɞɛŬè Űɞɡ ɈˊɞəŮɘɛɏɜɞɡ. ȷɜ ɡˊɎɟɢŮɘ Űɞ 

ůɡɔəŮəɟɘɛɏɜɞ ˊŮŭɑɞ ůŮ ˊɘůŰɞˊɞɘɖŰɘəɎ ˊɞɡ ˊɟɞɞɟɑɕɞɜŰŬɘ ɔɘŬ ɢɟɐůɖ 

SSL/TLS, ɗŬ ˊŮɟɘɚŬɛɓɎɜŮɘ ɡˊɞɢɟŮɤŰɘəɎ ɏɜŬ FQDN ɐ ɛɑŬ ȹɘŮɨɗɡɜůɖ IP ́ ɞɡ 

ŮɑɜŬɘ ɛɑŬ Ŭˊɧ Űɘɠ Űɘɛɏɠ ˊɞɡ ɓɟɑůəɞɜŰŬɘ ůŰɖɜ ŮˊɏəŰŬůɖ subjectAltName Űɞɡ 

ɄɘůŰɞˊɞɘɖŰɘəɞɨ. ȼ Űɘɛɐ Űɞɡ ˊŮŭɑɞɡ ɗŬ əɤŭɘəɞˊɞɘŮɑŰŬɘ ɤɠ Ůɝɐɠ: 

o ȷɜ ɖ Űɘɛɐ ŮɑɜŬɘ ɛɘŬ ȹɘŮɨɗɡɜůɖ IPv4, ŰɧŰŮ ɖ Űɘɛɐ ɗŬ əɤŭɘəɞˊɞɘŮɑŰŬɘ 

ɤɠ IPv4Address ɧˊɤɠ ɞɟɑɕŮŰŬɘ ůŰɞ RFC 3986, ŮɜɧŰɖŰŬ 3.2.2. 

o ȷɜ ɖ Űɘɛɐ ŮɑɜŬɘ ɛɘŬ ȹɘŮɨɗɡɜůɖ IPv6, ŰɧŰŮ ɖ Űɘɛɐ ɗŬ əɤŭɘəɞˊɞɘŮɑŰŬɘ 

ɤɠ text representation ɧˊɤɠ ɞɟɑɕŮŰŬɘ ůŰɞ RFC 5952, ŮɜɧŰɖŰŬ 4. 

o ũɘŬ TLS Server ɄɘůŰɞˊɞɘɖŰɘəɎ, Ŭɜ ɖ Űɘɛɐ ŮɑɜŬɘ ɏɜŬ FQDN ɐ ȳɜɞɛŬ 

ɉɩɟɞɡ ɀˊŬɚŬɜŰɏɟ, ŰɧŰŮ ɖ Űɘɛɐ ɗŬ əɤŭɘəɞˊɞɘŮɑŰŬɘ ɤɠ ɢŬɟŬəŰɐɟŬɠ-

ˊɟɞɠ-ɢŬɟŬəŰɐɟŬ ŬɜŰɑɔɟŬűɞ Űɖɠ ŮɔɔɟŬűɐɠ dNSName Ŭˊɧ Űɖɜ 

ŮˊɏəŰŬůɖ subjectAltName. ȺɘŭɘəɧŰŮɟŬ, ɧɚŮɠ ɞɘ ȺŰɘəɏŰŮɠ ɞɜɧɛŬŰɞɠ 

ɉɩɟɞɡ ŮɜŰɧɠ FQDN ɐ Űɞɡ FQDN ɛɏɟɞɡɠ Ůɜɧɠ ɃɜɧɛŬŰɞɠ ɉɩɟɞɡ 
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ɀˊŬɚŬɜŰɏɟ ɄɅȺɄȺȽ ɜŬ əɤŭɘəɞˊɞɘŮɑŰŬɘ ɤɠ ȺŰɘəɏŰŮɠ LDH, Ůɜɩ ɞɘ 

ȺŰɘəɏŰŮɠ P-Label ŭŮ ɗŬ ɛŮŰŬŰɟɏˊɞɜŰŬɘ ůŰɖɜ Unicode ŬɜŬˊŬɟɎůŰŬůɐ 

Űɞɡɠ. 

 

¶ givenName (OID: 2.5.4.42) əŬɘ surname (OID: 2.5.4.4): ɆɨɛűɤɜŬ ɛŮ Űɘɠ 

ˊɞɚɘŰɘəɏɠ QCP-n əŬɘ QCP-n-qscd, ŬɜŰɘˊɟɞůɤˊŮɨɞɡɜ Űɞ ɧɜɞɛŬ əŬɘ Űɞ 

Ůˊɩɜɡɛɞ Űɞɡ ɈˊɞəŮɘɛɏɜɞɡ ́ ɞɡ ŮˊɘɓŮɓŬɘɩɜŮŰŬɘ ɛŮ Űɘɠ ŭɘŬŭɘəŬůɑŮɠ ˊɞɡ ɞɟɑɕŮɘ 

ɖ ˊŬɟɎɔɟŬűɞɠ 3.2.2.1. ȺűŬɟɛɧɕɞɜŰŬɘ Ůˊɘˊɚɏɞɜ ˊɟɞŭɘŬɔɟŬűɏɠ Űɞɡ ˊɟɞŰɨˊɞɡ 

ETSI EN 319 412-2. 

¶ streetAddress (OID: 2.5.4.9): ȼ űɡůɘəɐ ŭɘŮɨɗɡɜůɖ Űɞɡ ɈˊɞəŮɘɛɏɜɞɡ ˊɞɡ 

ŮˊɘɓŮɓŬɘɩɜŮŰŬɘ ɛŮ Űɘɠ ŭɘŬŭɘəŬůɑŮɠ ˊɞɡ ɞɟɑɕŮɘ ɖ ˊŬɟɎɔɟŬűɞɠ 3.2.2.1. 

¶ postalCode (OID: 2.5.4.17): ȼ ŰŬɢɡŭɟɞɛɘəɐ ŭɘŮɨɗɡɜůɖ Űɞɡ ɈˊɞəŮɘɛɏɜɞɡ 

ˊɞɡ ŮˊɘɓŮɓŬɘɩɜŮŰŬɘ ɛŮ Űɘɠ ŭɘŬŭɘəŬůɑŮɠ ˊɞɡ ɞɟɑɕŮɘ ɖ ˊŬɟɎɔɟŬűɞɠ 3.2.2.1. 

¶ organizationalUnitName (OID: 2.5.4.11) (ˊɟɞŬɘɟŮŰɘəɧ): ȼ ɀɞɜɎŭŬ Űɞɡ 

ɃɟɔŬɜɘůɛɞɨ Űɞɡ ɈˊɞəŮɘɛɏɜɞɡ ɐ Ŭɚɚɘɩɠ ɡˊɞ-ɛɞɜɎŭŬ, ɐ Ůɘŭɘəɧ 

ɢŬɟŬəŰɖɟɘůŰɘəɧ Űɞɡ ɡˊɞɔɟɎűɞɜŰŬ  ŬɜɎɚɞɔŬ ɛŮ Űɞɡɠ ůəɞˊɞɨɠ ɢɟɐůɖɠ ɐ ŰŬ 

ɢŬɟŬəŰɖɟɘůŰɘəɎ Űɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ. ȼ HARICA ŭŮɜ ŮˊɘŰɟɏˊŮɘ ůŰɞ ˊŮŭɑɞ 

OU ɜŬ ˊŮɟɘɏɢŮɘ ůŰɞɘɢŮɑŬ ɧˊɤɠ ɧɜɞɛŬ, ȹɘŬəɟɘŰɘəɧ ɇɑŰɚɞ (DBA), Ůɛˊɞɟɘəɧ 

ɧɜɞɛŬ, Ůɛˊɞɟɘəɧ ůɐɛŬ, ŭɘŮɨɗɡɜůɖ, ŰɞˊɞɗŮůɑŬ, ɐ Ɏɚɚɞ əŮɑɛŮɜɞ ˊɞɡ 

ůɢŮŰɑɕŮŰŬɘ ɛŮ ůɡɔəŮəɟɘɛɏɜɞ ūɡůɘəɧ ɐ Ɂɞɛɘəɧ Ʉɟɧůɤˊɞ, ŮəŰɧɠ Ŭɜ ɖ 

HARICA ɏɢŮɘ ŮˊɘɓŮɓŬɘɩůŮɘ Űɖɜ ŮɔəɡɟɧŰɖŰŬ Űɖɠ ˊɚɖɟɞűɞɟɑŬɠ, ɧˊɤɠ 

ɞɟɑɕŮŰŬɘ ůŰɖɜ ŮɜɧŰɖŰŬ 3.2 əŬɘ Űɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ˊŮɟɘɚŬɛɓɎɜŮɘ Ůˊɑůɖɠ ŰŬ 

ˊŮŭɑŬ subject:organizationName, subject:givenName, subject:surname, 

subject:localityName, əŬɘ subject:countryName, ŰŬ ɞˊɞɑŬ Ůˊɑůɖɠ ɏɢɞɡɜ 

ŮˊɘɓŮɓŬɘɤɗŮɑ ůɨɛűɤɜŬ ɛŮ Űɘɠ ŭɘŬŭɘəŬůɑŮɠ ˊɞɡ ˊŮɟɘɔɟɎűɞɜŰŬɘ ůŰɖɜ ŮɜɧŰɖŰŬ 

3.2.2.1. ɇɞ ́ Ůŭɑɞ ŬɡŰɧ ŭŮɜ ɗŬ ŮˊɘŰɟɏˊŮŰŬɘ ůŮ ́ ɘůŰɞˊɞɘɖŰɘəɎ Űɨˊɞɡ SSL/TLS. 

¶ organizationName (OID: 2.5.4.10): ɄŮɟɘɏɢŮɘ Űɞ ɧɜɞɛŬ Űɖɠ ɞɜŰɧŰɖŰŬɠ ůŰɞ 

subject Űɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ ɧˊɤɠ ɏɢŮɘ ŮˊŬɚɖɗŮɡŰŮɑ ůɨɛűɤɜŬ ɛŮ Űɖɜ ŮɜɧŰɖŰŬ 

3.2.2.1 əŬɘ/ɐ Űɞ DBA/tradename ɧˊɤɠ ɏɢŮɘ ŮˊŬɚɖɗŮɡɗŮɑ ůɨɛűɤɜŬ ɛŮ Űɖɜ 

ŮɜɧŰɖŰŬ 3.2.2.2. ȷɜ ˊŮɟɘɚŬɛɓɎɜɞɜŰŬɘ əŬɘ ŰŬ ŭɨɞ, Űɞ DBA/tradename ɗŬ 

ŮɛűŬɜɑɕŮŰŬɘ ˊɟɩŰɞ, ŬəɞɚɞɡɗɞɨɛŮɜɞ Ŭˊɧ Űɞ ɧɜɞɛŬ ɈˊɞəŮɘɛɏɜɞɡ ůŮ 

ˊŬɟŮɜɗɏůŮɘɠ. ȼ HARICA ɛˊɞɟŮɑ ɜŬ ˊŮɟɘɚɎɓŮɘ ˊɚɖɟɞűɞɟɑŬ ůŰɞ ˊŮŭɑɞ ŬɡŰɧ 

ˊɞɡ ɜŬ ŭɘŬűɏɟŮɘ ŮɚɎɢɘůŰŬ Ŭˊɧ Űɞ ɧɜɞɛŬ ˊɞɡ ɏɢŮɘ ŮˊŬɚɖɗŮɡɗŮɑ, ɧˊɤɠ ŮɑɜŬɘ 

ˊŬɟŬɚɚŬɔɏɠ  ɐ ůɡɜŰɛɐůŮɘɠ ˊɞɡ ɖ HARICA ɏɢŮɘ əŬŰŬɔɟɎɣŮɘ Űɘɠ ŭɘŬűɞɟɏɠ əŬɘ 

ŮɑɜŬɘ ŬˊɞŭŮəŰɏɠ ɞɘ ůɡɜŰɛɐůŮɘɠ ůŮ Űɞˊɘəɧ ŮˊɑˊŮŭɞ. Ʉ.ɢ. Ŭɜ Űɞ Ůˊɑůɖɛɞ ɛɖŰɟɩɞ 

ŬɜŬűɏɟŮɘ ñCompany Name Incorporatedò, ɖ HARICA ɛˊɞɟŮɑ ɜŬ 

ɢɟɖůɘɛɞˊɞɘɐůŮɘ Űɞ ɧɜɞɛŬ ñCompany Name Inc.ò ɐ ñCompany Nameò. ɆŰŬ 

TLS OV/EV ɄɘůŰɞˊɞɘɖŰɘəɎ, ŮɑɜŬɘ ŬˊŬɟŬɑŰɖŰɞ ůŰɞɘɢŮɑɞ Ůɜɩ ɔɘŬ ŰŬ TLS IV 

ɄɘůŰɞˊɞɘɖŰɘəɎ ŮɑɜŬɘ ˊɟɞŬɘɟŮŰɘəɧ Ŭɜ ŰŬ ůŰɞɘɢŮɑŬ Űɞɡ ūɡůɘəɞɨ Ʉɟɞůɩˊɞɡ 

ɓɟɑůəɞɜŰŬɘ ůŰŬ ˊŮŭɑŬ surname əŬɘ givenName, Ůɜɩ ŰŬ ůŰɞɘɢŮɑŬ 

ŮˊɘɓŮɓŬɘɩɜɞɜŰŬɘ ɛŮ Űɘɠ ŭɘŬŭɘəŬůɑŮɠ ˊɞɡ ɞɟɑɕŮɘ ɖ ˊŬɟɎɔɟŬűɞɠ 3.2.3. ũɘŬ ŰŬ 

ɄɘůŰɞˊɞɘɖŰɘəɎ EV, ŬɡŰɧ Űɞ ɢŬɟŬəŰɖɟɘůŰɘəɧ ˊɟɏˊŮɘ ɜŬ ŮˊŬɚɖɗŮɨŮŰŬɘ 

ůɨɛűɤɜŬ ɛŮ Űɖɜ ŮɜɧŰɖŰŬ 7.1.4.2.1 Űɤɜ Ƀŭɖɔɘɩɜ EV. 

¶ localityName (OID: 2.5.4.7) ȼ ˊɧɚɖ, ɢɤɟɘɧ ɐ Űɞˊɘəɐ ˊŮɟɘɞɢɐ, ůŰɖɜ ɞˊɞɑŬ 

ɓɟɑůəŮŰŬɘ ɖ ɞɜŰɧŰɖŰŬ ůŰɞ subject Űɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ, ɧˊɤɠ ɏɢŮɘ 

ŮˊŬɚɖɗŮɡɗŮɑ ůɨɛűɤɜŬ ɛŮ Űɖɜ ŮɜɧŰɖŰŬ 3.2.2.1. ȺɑɜŬɘ ɡˊɞɢɟŮɤŰɘəɧ ˊŮŭɑɞ ɔɘŬ 

TLS OV/EV ɄɘůŰɞˊɞɘɖŰɘəɎ Ŭɜ Űɞ stateOrProvinceName ɚŮɑˊŮɘ, Ŭɚɚɘɩɠ ŮɑɜŬɘ 

ˊɟɞŬɘɟŮŰɘəɧ. 

¶ stateOrProvinceName (OID: 2.5.4.8) (ɄɟɞŬɘɟŮŰɘəɎ): ȼ ˊɞɚɘŰŮɑŬ, ɜɞɛɧɠ, 

ˊŮɟɘűŮɟŮɘŬəɐ ŮɜɧŰɖŰŬ, ůŰɖɜ ɞˊɞɑŬ ɓɟɑůəŮŰŬɘ ɖ ɞɜŰɧŰɖŰŬ ůŰɞ subject Űɞɡ 
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ˊɘůŰɞˊɞɘɖŰɘəɞɨ, ɧˊɤɠ ɏɢŮɘ ŮˊŬɚɖɗŮɡɗŮɑ ůɨɛűɤɜŬ ɛŮ Űɖɜ ŮɜɧŰɖŰŬ 3.2.2.1. 

ȺɑɜŬɘ ɡˊɞɢɟŮɤŰɘəɧ ˊŮŭɑɞ ɔɘŬ TLS OV/EV ɄɘůŰɞˊɞɘɖŰɘəɎ Ŭɜ Űɞ localityName 

ɚŮɑˊŮɘ, Ŭɚɚɘɩɠ ŮɑɜŬɘ ˊɟɞŬɘɟŮŰɘəɧ. 

¶ countryName (OID: 2.5.4.6): ȼ ɉɩɟŬ Űɞɡ ɈˊɞəŮɘɛɏɜɞɡ ˊɞɡ ŮˊɘɓŮɓŬɘɩɜŮŰŬɘ 

ɛŮ Űɘɠ ŭɘŬŭɘəŬůɑŮɠ ˊɞɡ ɞɟɑɕŮɘ ɖ ˊŬɟɎɔɟŬűɞɠ 3.2.2.3. 

¶ Subject Public Key Information: ɄŮɟɘɏɢŮɘ Űɞ ȹɖɛɧůɘɞ əɚŮɘŭɑ əŬɘ 

ŬɜŬɔɜɤɟɑɕŮɘ Űɞɜ Ŭɚɔɧɟɘɗɛɞ ŭɖɛɘɞɡɟɔɑŬɠ Űɞɡ əŬɘ Űɞ ɛɏɔŮɗɧɠ Űɞɡ. 

ɄɘůŰɞˊɞɘɖŰɘəɎ ˊɞɡ ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ ɔɘŬ ɈˊɞɔɟŬűɐ ȾɩŭɘəŬ ɗŬ ůɡɜŭɏɞɜŰŬɘ 

ůŮ ŬɚɡůɑŭŬ ˊɘůŰɞˊɞɘɖŰɘəɩɜ ɛŮ ȷɟɢɐ ɄɘůŰɞˊɞɑɖůɖɠ ɛŮɔɏɗɞɡɠ əɚŮɘŭɘɞɨ 4096-

bit RSA ɐ ŬɜŰɑůŰɞɘɢɞɡ ECC (P384). 

¶ serialNumber (OID: 2.5.4.5) (ȷˊŬɘŰŮɑŰŬɘ ɔɘŬ ɄɘůŰɞˊɞɘɖŰɘəɎ EV, QEVCP-w, 

QCP-n, QCP-n-qscd) (ɄɟɞŬɘɟŮŰɘəɧ ɔɘŬ ɄɘůŰɞˊɞɘɖŰɘəɎ LCP, NCP, NCP+, 

QNCP-w, QNCP-w-gen): 

o ũɘŬ EV əŬɘ QEVCP-w ˊŮɟɘɏɢŮɘ Űɞɜ ȷɟɘɗɛɧ ɀɖŰɟɩɞɡ Űɞɡ 

Ɂɞɛɘəɞɨ Ⱥəˊɟɞůɩˊɞɡ Űɞɡ ɈˊɞəŮɘɛɏɜɞɡ. 

Á ũɘŬ ȽŭɘɤŰɘəɏɠ ȺˊɘɢŮɘɟɐůŮɘɠ, ŬɡŰɧ Űɞ ˊŮŭɑɞ ɗŬ ˊŮɟɘɏɢŮɘ Űɞɜ 

ȷɟɘɗɛɧ ɀɖŰɟɩɞɡ (ɐ ˊŬɟɧɛɞɘɞ) ˊɞɡ ɏɢŮɘ ŬɜŬŰŮɗŮɑ ůŰɞ 

ɈˊɞəŮɑɛŮɜɞ Ŭˊɧ Űɞɜ ūɞɟɏŬ ɆɨůŰŬůɖɠ ɐ ȺɔɔɟŬűɐɠ ůŰɖɜ 

ˊŮɟɘɞɢɐ ȹɘəŬɘɞŭɞůɑŬɠ Űɖɠ ɆɨůŰŬůɖɠ ɐ ȺɔɔɟŬűɐɠ, 

ŬɜɎɚɞɔŬ ɛŮ Űɖɜ ˊŮɟɑˊŰɤůɖ. ȺɎɜ əŬŰɎ Űɖ ŭɘŬŭɘəŬůɑŬ Űɖɠ 

ɆɨůŰŬůɖɠ ɐ Űɖɠ ȺɔɔɟŬűɐɠ ŭŮɜ ŬˊɞŭɑŭŮŰŬɘ ȷɟɘɗɛɧɠ 

ɀɖŰɟɩɞɡ, ŰɧŰŮ ɗŬ ŮɘůɎɔŮŰŬɘ ůŮ ŬɡŰɧ Űɞ ˊŮŭɑɞ ɖ 

ɖɛŮɟɞɛɖɜɑŬ Űɖɠ ɆɨůŰŬůɖɠ ɐ ȺɔɔɟŬűɐɠ ůŮ ɞˊɞɘŬŭɐˊɞŰŮ 

ůɡɜɐɗɖ ɛɞɟűɞˊɞɑɖůɖ ɖɛŮɟɞɛɖɜɑŬɠ. 

Á ũɘŬ ȾɟŬŰɘəɞɨɠ ūɞɟŮɑɠ ˊɞɡ ŭŮɜ ɏɢɞɡɜ ȷɟɘɗɛɧ ɀɖŰɟɩɞɡ 

ɐ ɎɛŮůŬ ŮˊŬɚɖɗŮɨůɘɛɖ ɖɛŮɟɞɛɖɜɑŬ ɑŭɟɡůɖɠ, ɖ HARICA 

ɗŬ ŮɘůɎɔŮɘ Űɖɜ Űɘɛɐ çȾɟŬŰɘəɧɠ ūɞɟɏŬɠè. 

Á ũɘŬ ȺˊɘɢŮɘɟɐůŮɘɠ, ŮɘůɎɔŮŰŬɘ ůŮ ŬɡŰɧ Űɞ ˊŮŭɑɞ ɞ ȷɟɘɗɛɧɠ 

ɀɖŰɟɩɞɡ ˊɞɡ ɏɚŬɓŮ ɖ ȺˊɘɢŮɑɟɖůɖ əŬŰɎ Űɖ ŭɘŬŭɘəŬůɑŬ 

ŮɔɔɟŬűɐɠ ˊɞɡ ɞɟɑɕŮɘ Űɞ əɟɎŰɞɠ. ũɘŬ Űɘɠ ȺˊɘɢŮɘɟɐůŮɘɠ ˊɞɡ 

əŬŰɎ Űɖ ŭɘŬŭɘəŬůɑŬ Űɖɠ ɆɨůŰŬůɖɠ ɐ Űɖɠ ȺɔɔɟŬűɐɠ Ŭˊɧ 

Űɞɜ Ŭɟɛɧŭɘɞ ūɞɟɏŬ ŭŮɜ ŬˊɞŭɑŭŮŰŬɘ ȷɟɘɗɛɧɠ ɀɖŰɟɩɞɡ 

ůɨɛűɤɜŬ ɛŮ Űɖ ŭɘŬŭɘəŬůɑŬ ŮɔɔɟŬűɐɠ ˊɞɡ ɞɟɑɕŮɘ Űɞ 

əɟɎŰɞɠ, ŰɧŰŮ ɗŬ ŮɘůɎɔŮŰŬɘ ůŮ ŬɡŰɧ Űɞ ˊŮŭɑɞ ɖ ɖɛŮɟɞɛɖɜɑŬ 

Űɖɠ ŮɔɔɟŬűɐɠ ůŮ ɞˊɞɘŬŭɐˊɞŰŮ ůɡɜɐɗɖ ɛɞɟűɞˊɞɑɖůɖ 

ɖɛŮɟɞɛɖɜɑŬɠ. 

 

o ũɘŬ QCP-n əŬɘ QCP-n-qscd, ˊŮɟɘɏɢŮɘ ɛɞɜŬŭɘəɧ ŬɜŬɔɜɤɟɘůŰɘəɧ 

ˊɞɡ ŭɘŬəɟɑɜŮɘ Űɞ  ȳɜɞɛŬ ɈˊɞəŮɘɛɏɜɞɡ (Subject Name) ůŰɞ 

ˊɚŬɑůɘɞ ɛɑŬɠ ȺəŭɞɨůŬɠ ȷɄ ˊɞɡ ůɡɛɛɞɟűɩɜŮŰŬɘ ɛŮ Űɞ ˊɟɧŰɡˊɞ 

ETSI EN 319 412-2. ȷɜɎɚɞɔŬ ɛŮ Űɖɜ ŬˊɧűŬůɖ Űɞɡ ŬɘŰɞɨɜŰŬ, 

ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ əɎˊɞɘɞ Ŭˊɧ ŰŬ ˊŬɟŬəɎŰɤ ŬɜŬɔɜɤɟɘůŰɘəɎ: 

Á Ⱥɗɜɘəɧɠ ˊɟɞůɤˊɘəɧɠ Ŭɟɘɗɛɧɠ (ɐ Ʉɟɞůɤˊɘəɧɠ Ŭɟɘɗɛɧɠ 

ˊɞɚɑŰɖ) ɛŮ Űɖɜ Ŭəɧɚɞɡɗɖ əɤŭɘəɞˊɞɑɖůɖ: ñPNOGR-

12345678ò. ɆŮ ŬɡŰɧ Űɞ ˊŬɟɎŭŮɘɔɛŬ ɧˊɞɡ GR ŮɑɜŬɘ ɖ 

əɤŭɘəɞˊɞɑɖůɖɠ Űɖɠ ɉɩɟŬɠ Űɞɡ ɈˊɞəŮɘɛɏɜɞɡ. 

Á ȷɟɘɗɛɧɠ ŰŬɡŰɧŰɖŰŬɠ  ɛŮ Űɖɜ Ŭəɧɚɞɡɗɖ əɤŭɘəɞˊɞɑɖůɖ: 

ñIDCGR-AK1234567ò. ɆŮ ŬɡŰɧ Űɞ ˊŬɟɎŭŮɘɔɛŬ ɧˊɞɡ 

GR ŮɑɜŬɘ ɖ əɤŭɘəɞˊɞɑɖůɖɠ Űɖɠ ɉɩɟŬɠ Űɞɡ ɈˊɞəŮɘɛɏɜɞɡ. 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 
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Á ȷɟɘɗɛɧɠ ūɞɟɞɚɞɔɘəɞɨ ɀɖŰɟɩɞɡ (ȷūɀ) ůɨɛűɤɜŬ ɛŮ 

Űɖɜ ũŮɜɘəɐ ȹɘŮɨɗɡɜůɖ ūɞɟɞɚɞɔɑŬɠ əŬɘ ɇŮɚɤɜŮɘŬəɐɠ 

Ȱɜɤůɖɠ Űɖɠ ȺɡɟɤˊŬɥəɐɠ ȺˊɘŰɟɞˊɐɠ 

(https://ec.europa.eu/taxation_customs/tin/tinByCountry

.html) ɛŮ Űɖɜ Ŭəɧɚɞɡɗɖ əɤŭɘəɞˊɞɑɖůɖ: 

ñTIN EL-123456789ò6. ȼ HARICA ŮˊɘŰɟɏˊŮɘ Ůˊɑůɖɠ Űɖɜ 

ɢɟɐůɖ əɤŭɘəɞˊɞɑɖůɖɠ TINGR-123456789. 

Á ȷɟɘɗɛɧɠ ŭɘŬɓŬŰɖɟɑɞɡ ɛŮ Űɖɜ Ŭəɧɚɞɡɗɖ əɤŭɘəɞˊɞɑɖůɖ: 

ñPASGR-1231232ò. ɆŮ ŬɡŰɧ Űɞ ˊŬɟɎŭŮɘɔɛŬ ɧˊɞɡ GR 

ŮɑɜŬɘ ɖ əɤŭɘəɞˊɞɑɖůɖɠ Űɖɠ ɉɩɟŬɠ Űɞɡ ɈˊɞəŮɘɛɏɜɞɡ. 

Á ɀɞɜŬŭɘəɧ 10ɣɐűɘɞ ŬɜŬɔɜɤɟɘůŰɘəɧ ˊɞɡ ŬˊɞŭɑŭŮŰŬɘ Ŭˊɧ 

Űɖɜ HARICA 

¶ businessCategory (OID: 2.5.4.15): ũɘŬ ŰŬ ɄɘůŰɞˊɞɘɖŰɘəɎ EV, ŬɡŰɧ Űɞ 

ɢŬɟŬəŰɖɟɘůŰɘəɧ ˊɟɏˊŮɘ ɜŬ ˊŮɟɘɏɢŮɘ ɛɑŬ Ŭˊɧ Űɘɠ ŬəɧɚɞɡɗŮɠ Űɘɛɏɠ: "Private 

Organization", "Government Entity", "Business Entity" ɐ "Non-

Commercial Entity" ŬɜɎɚɞɔŬ ɛŮ Űɞ Ŭɜ Űɞ ɈˊɞəŮɑɛŮɜɞ ˊɚɖɟɞɑ Űɘɠ 

ˊɟɞɦˊɞɗɏůŮɘɠ Űɖɠ ŮɜɧŰɖŰŬɠ 4.1.1.1, 4.1.1.2, 4.1.1.3 ɐ 4.1.1.4 Űɤɜ Ƀŭɖɔɘɩɜ 

EV, ŬɜŰɑůŰɞɘɢŬ. 

¶ jurisdictionCountryName (OID: 1.3.6.1.4.1.311.60.2.1.3),  

jurisdictionStateOrProvinceName (OID: 1.3.6.1.4.1.311.60.2.1.2),   

jurisdictionLocalityName (OID: 1.3.6.1.4.1.311.60.2.1.1): ũɘŬ ŰŬ 

ɄɘůŰɞˊɞɘɖŰɘəɎ EV, ŬɡŰɧ ŮɑɜŬɘ Űɞ ˊŮŭɑɞ Űɖɠ ɄŮɟɘɞɢɐɠ ȹɘəŬɘɞŭɞůɑŬɠ 

ɆɨůŰŬůɖɠ ɐ ȺɔɔɟŬűɐɠ Űɞɡ ɈˊɞəŮɘɛɏɜɞɡ ůɨɛűɤɜŬ ɛŮ Űɖɜ ŮɜɧŰɖŰŬ 7.1.4.2.4 

Űɤɜ Ƀŭɖɔɘɩɜ EV 

¶ OrganizationIdentifier (OID: 2.5.4.97): ɆɨɛűɤɜŬ ɛŮ ŰŬ ˊɟɧŰɡˊŬ QCP-l, 

QCP-l-qscd, QNCP-w-OV, QNCP-w-gen (ɔɘŬ ɁɞɛɘəɎ ɄɟɧůɤˊŬ) ŬɡŰɧ Űɞ 

ɢŬɟŬəŰɖɟɘůŰɘəɧ ɗŬ ́ŮɟɘɏɢŮɘ ɏɜŬ ȷɜŬɔɜɤɟɘůŰɘəɧ ȺɔɔɟŬűɐɠ ́ ɞɡ ŬűɞɟɎ ůŰɞɜ 

ɃɟɔŬɜɘůɛɧ ůŮ ůɡɛɛɧɟűɤůɖ ɛŮ Űɞ ETSI EN 319 412-3. ɇɞ ȷɜŬɔɜɤɟɘůŰɘəɧ 

ȺɔɔɟŬűɐɠ ˊɟɏˊŮɘ ɜŬ ŮɑɜŬɘ ɛɞɜŬŭɘəɧ ɧˊɞɡ Űɞ ɆɢɐɛŬ ȺɔɔɟŬűɐɠ əŬɘ 

ŭɘəŬɘɞŭɞůɑŬɠ ˊŬɟɏɢɞɡɜ ɛɞɜŬŭɘəɎ ŬɜŬɔɜɤɟɘůŰɘəɎ. ȷɜɎɚɞɔŬ ɛŮ Űɖɜ 

ŬˊɧűŬůɖ Űɞɡ Ɂɞɛɘəɞɨ Ⱥəˊɟɞůɩˊɞɡ ˊɟɏˊŮɘ ɜŬ ɢɟɖůɘɛɞˊɞɘɖɗŮɑ ɏɜŬ Ŭˊɧ ŰŬ 

ˊŬɟŬəɎŰɤ ŬɜŬɔɜɤɟɘůŰɘəɎ: 

o ȷɟɘɗɛɧɠ ɀɖŰɟɩɞɡ Ɂɞɛɘəɐɠ ɃɜŰɧŰɖŰŬɠ ˊɞɡ ˊɟɞəɨˊŰŮɘ Ŭˊɧ Ůɗɜɘəɧ 

ɛɖŰɟɩɞ Ůɛˊɞɟɘəɩɜ ŮˊɘɢŮɘɟɐůŮɤɜ ɛŮ Űɖɜ Ŭəɧɚɞɡɗɖ əɤŭɘəɞˊɞɑɖůɖ: 

ñNTRGR-123456789ò. ɆŰɞ ůɡɔəŮəɟɘɛɏɜɞ ˊŬɟɎŭŮɘɔɛŬ, GR ŮɑɜŬɘ ɖ 

əɤŭɘəɞˊɞɑɖůɖ Űɖɠ ɉɩɟŬɠ Űɞɡ ɈˊɞəŮɘɛɏɜɞɡ. 

o ȷɟɘɗɛɧɠ ɀɖŰɟɩɞɡ Ɂɞɛɘəɐɠ ɃɜŰɧŰɖŰŬɠ ɛŮ Űɖɜ Ŭəɧɚɞɡɗɖ 

əɤŭɘəɞˊɞɑɖůɖ:ñVAT EL-123456789ò6. ȼ HARICA ŮˊɘŰɟɏˊŮɘ 

Ůˊɑůɖɠ Űɖɜ ɢɟɐůɖ əɤŭɘəɞˊɞɑɖůɖɠ VATGR-123456789. 

o Legal Entity Identifier Űɖɠ Ɂɞɛɘəɐɠ ɃɜŰɧŰɖŰŬɠ ɛŮ Űɖɜ Ŭəɧɚɞɡɗɖ 

əɤŭɘəɞˊɞɑɖůɖ: ñLEIXG -123456789ò7 ́ ɞɡ ŮˊŬɚɖɗŮɨŰɖəŮ ůɨɛűɤɜŬ 

ɛŮ Űɖɜ ŮɜɧŰɖŰŬ 3.2.2.1.1. 

 

 

 
6 ɆɖɛŮɘɩɜŮŰŬɘ ɧŰɘ ůɨɛűɤɜŬ ɛŮ Űɖɜ Ⱥɗɜɘəɐ ȺˊɞˊŰɘəɐ ȷɟɢɐ, ɡˊɎɟɢŮɘ ɘůɢɡɟɐ ůɨůŰŬůɖ ɔɘŬ ɢɟɐůɖ Űɖɠ 

Űɘɛɐɠ ñELò ŬɜŰɑ ɔɘŬ Űɖɜ Űɘɛɐ ñGRò ɧŰŬɜ Űɞ ˊɟɧɗŮɛŬ ŮɑɜŬɘ ñTINò ɐ ñVATò. 
7 ɇɞ ˊɟɧɗŮɛŬ ñLEIò ůɖɛŬŰɞŭɞŰŮɑ Űɞɜ ˊŬɔəɧůɛɘɞ Legal Entity Identifier ɧˊɤɠ ɞɟɑɕŮŰŬɘ ůŰɞ ISO 

17442. ɆɨɛűɤɜŬ ɛŮ Űɞ ETSI EN 319 412-1, ɧŰŬɜ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ Űɞ ˊɟɧɗŮɛŬ LEI, ɞɘ 2 ɢŬɟŬəŰɐɟŮɠ ɛŮ 

Űɞ ŬɜŬɔɜɤɟɘůŰɘəɧ ɢɩɟŬɠ Űɞɡ ISO 3166-1 ́ ɟɏˊŮɘ ɜŬ ɞɟɘůŰɞɨɜ ɤɠ ñXGò. 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 
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ũɘŬ EVCP ɐ QEVCP-w ŬɡŰɧ Űɞ ɢŬɟŬəŰɖɟɘůŰɘəɧ ɗŬ ˊɟɏˊŮɘ ɜŬ ˊŮɟɘɏɢŮɘ 

ɏɜŬ ɛɞɜŬŭɘəɧ ŬɜŬɔɜɤɟɘůŰɘəɧ ɔɘŬ Űɞɜ ɃɟɔŬɜɘůɛɧ ůɨɛűɤɜŬ ɛŮ Űɖɜ 

ŮɜɧŰɖŰŬ 7.1.4.2.8 Űɤɜ Ƀŭɖɔɘɩɜ EV. 

 

ũɘŬ OV əŬɘ SV S/MIME ˊɘůŰɞˊɞɘɖŰɘəɎ ŬɡŰɧ Űɞ attribute ɗŬ 

ˊŮɟɘɚŬɛɓɎɜŮɘ ɏɜŬ ɛɞɜŬŭɘəɧ ŬɜŬɔɜɤɟɘůŰɘəɧ ɔɘŬ Űɞɜ ɃɟɔŬɜɘůɛɧ 

ůɨɛűɤɜŬ ɛŮ Űɖɜ ŮɜɧŰɖŰŬ 7.1.4.2.2 Űɤɜ Baseline Requirements for 

S/MIME Certificates. 

ũɘŬ ŰŬ ɄɘůŰɞˊɞɘɖŰɘəɎ PSD2, ɖ ɏɜɜɞɘŬ ɞɟɑɕŮŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 5.1.4 

Űɞɡ ˊɟɞŰɨˊɞɡ ETSI EN 319 412-1, ɖ ɞˊɞɑŬ ɢɟɖůɘɛɞˊɞɘŮɑ Űɞ ůɢɐɛŬ 

"PSD" ɔɘŬ ŰŬɡŰɞˊɞɑɖůɖ ɓɎůŮɘ Űɞɡ Ůɗɜɘəɞɨ Ŭɟɘɗɛɞɨ ŬŭŮɑŬɠ Ůɜɧɠ 

ˊŬɟɧɢɞɡ ɡˊɖɟŮůɘɩɜ ˊɚɖɟɤɛɩɜ ůɨɛűɤɜŬ ɛŮ Űɖɜ ɃŭɖɔɑŬ ɔɘŬ ɈˊɖɟŮůɑŬ 

Ʉɚɖɟɤɛɩɜ (ȺȺ) 2015/2366. ȷɡŰɧ ɢɟɖůɘɛɞˊɞɘŮɑ Űɖɜ ŮəŰŮŰŬɛɏɜɖ ŭɞɛɐ 

ɧˊɤɠ ɞɟɑɕŮŰŬɘ ůŰɞ ˊɟɧŰɡˊɞ ETSI TS 119 495, ůŰɖɜ ˊŬɟɎɔɟŬűɞ 5.2.1. 

ũɘŬ Űɞ ɆɢɐɛŬ ȺɔɔɟŬűɐɠ NTR, ɧŰŬɜ ɞ ɃɟɔŬɜɘůɛɧɠ ɐ Űɞ Ɂɞɛɘəɧ 

Ʉɟɧůɤˊɞ ɏɢɞɡɜ ŮɔɔɟŬűŮɑ ůŰɖɜ ȺɡɟɤˊŬɥəɐ Ȱɜɤůɖ ɐ ůŰɞɜ ȺɡɟɤˊŬɥəɧ 

Ƀɘəɞɜɞɛɘəɧ ɉɩɟɞ, Űɞ ȷɜŬɔɜɤɟɘůŰɘəɧ ȺɔɔɟŬűɐɠ ɛˊɞɟŮɑ ɜŬ 

ɢɟɖůɘɛɞˊɞɘŮɑ ŬɜŬɔɜɤɟɘůŰɘəɎ EUID. ȳŰŬɜ ɞ ɃɟɔŬɜɘůɛɧɠ ɐ Űɞ Ɂɞɛɘəɧ 

Ʉɟɧůɤˊɞ ɏɢɞɡɜ ŮɔɔɟŬűŮɑ ůŰɖɜ ũŮɟɛŬɜɑŬ, Űɞ ȷɜŬɔɜɤɟɘůŰɘəɧ ȺɔɔɟŬűɐɠ 

ˊɟɏˊŮɘ ɜŬ ɢɟɖůɘɛɞˊɞɘŮɑ Űɞ ŬɜŬɔɜɤɟɘůŰɘəɧ EUID. ȼ ŭɞɛɐ Űɞɡ EUID ɗŬ 

ŮɑɜŬɘ ɖ Ůɝɐɠ: 

o 2 ɢŬɟŬəŰɐɟŮɠ ɛŮ Űɞ ŬɜŬɔɜɤɟɘůŰɘəɧ ɢɩɟŬɠ Űɞɡ ISO 3166-1, ɞ 

ɞˊɞɑɞɠ ˊɟɏˊŮɘ ɜŬ ůɡɛűɤɜŮɑ ɛŮ Űɞɜ əɤŭɘəɧ ɢɩɟŬɠ ˊɞɡ 

ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ůŰɞ Ŭɟɢɘəɧ ŰɛɐɛŬ çNTRè, əŬɘ 

o ȷɜŬɔɜɤɟɘůŰɘəɧ Ůɛˊɞɟɘəɞɨ ɛɖŰɟɩɞɡ ɔɘŬ Űɞ ůɡɔəŮəɟɘɛɏɜɞ ŰɛɐɛŬ 
ɐ ɔɟŬűŮɑɞ Űɞɡ Ůɗɜɘəɞɨ ɛɖŰɟɩɞɡ ˊɞɡ ɢɞɟɐɔɖůŮ Űɞ 

ȷɜŬɔɜɤɟɘůŰɘəɧ ȺɔɔɟŬűɐɠ, əŬɘ 

o ɇɞ ůɨɛɓɞɚɞ ŰŮɚŮɑŬɠ ó.ô (U+002E), əŬɘ 

o ȷɜŬɔɜɤɟɘůŰɘəɧ ȺɔɔɟŬűɐɠ ˊɞɡ ɏɢŮɘ ŬˊɞŭɞɗŮɑ Ŭˊɧ Űɞ Ůɗɜɘəɧ 

ɛɖŰɟɩɞ. 

ũɘŬ ˊŬɟɎŭŮɘɔɛŬ: 

o NTRDE-DER3306.HRB12345 (DE ŮɑɜŬɘ ɞ əɤŭɘəɧɠ ɢɩɟŬɠ ɔɘŬ 

Űɖɜ ũŮɟɛŬɜɑŬ, R3306 ŮɑɜŬɘ Űɞ ŬɜŬɔɜɤɟɘůŰɘəɧ Ůɛˊɞɟɘəɞɨ 

ɛɖŰɟɩɞɡ ɔɘŬ Űɞ ɄɟɤŰɞŭɘəŮɑɞ Űɖɠ ȾɞɚɤɜɑŬɠ əŬɘ HRB12345 ŮɑɜŬɘ 

Űɞ Űɞˊɘəɧ ȷɜŬɔɜɤɟɘůŰɘəɧ ȺɔɔɟŬűɐɠ ˊɞɡ ŬˊɞŭɧɗɖəŮ). 

 

¶ ɀŮ ŮɝŬɑɟŮůɖ ŰŬ EV ɄɘůŰɞˊɞɘɖŰɘəɎ, ɎɚɚŬ ́ ŮŭɑŬ ɛˊɞɟŮɑ ɜŬ ɓɟɑůəɞɜŰŬɘ ŮɜŰɧɠ 

Űɞɡ subjectDN. ȷɜ ɓɟɑůəɞɜŰŬɘ ɎɚɚŬ ˊŮŭɑŬ ˊɞɡ ŭŮɜ ˊŮɟɘɔɟɎűɞɜŰŬɘ 

ˊŬɟŬˊɎɜɤ, ɗŬ ˊŮɟɘɚŬɛɓɎɜɞɡɜ ˊɚɖɟɞűɞɟɑŮɠ ˊɞɡ ɏɢɞɡɜ 

ŮˊŬɚɖɗŮɡɗŮɑ/ŮˊɘɓŮɓŬɘɤɗŮɑ Ŭˊɧ Űɖɜ HARICA. 

 

Ȱəŭɞůɖ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ɢɟɐůɖɠ SSL/TLS ůɖɛŬɑɜŮɘ ɧŰɘ ɖ ɈȹȾ Űɖɠ HARICA 

ŬəɞɚɞɨɗɖůŮ ɧɚŮɠ Űɘɠ ŭɘŬŭɘəŬůɑŮɠ ˊɞɡ ɡˊŬɔɞɟŮɨɞɜŰŬɘ ůŮ ŬɡŰɧ Űɞ əŮɑɛŮɜɞ ɄɄ/ȹȹɄ ɔɘŬ 

ɜŬ ŮˊŬɚɖɗŮɨůŮɘ ɧŰɘ, əŬŰɎ Űɖɜ ɖɛŮɟɞɛɖɜɑŬ ɏəŭɞůɖɠ Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ, ɧɚŮɠ ɞɘ 

ˊɚɖɟɞűɞɟɑŮɠ Űɞɡ ɈˊɞəŮɘɛɏɜɞɡ ɐŰŬɜ ŬəɟɘɓŮɑɠ. ȼ HARICA ŭŮɜ ŮɜŰɎůůŮɘ ȳɜɞɛŬ ɉɩɟɞɡ 

ɐ ȹɘŮɨɗɡɜůɖ ȽɅ ůŰɞ ˊŮŭɑɞ Subject ŮəŰɧɠ Ŭˊɧ ɧ,Űɘ ɞɟɑɕŮŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 3.2.2.4 ɐ 

ůŰɖɜ ˊŬɟɎɔɟŬűɞ 3.2.2.5. ũɘŬ ɄɘůŰɞˊɞɘɖŰɘəɎ SSL/TLS, ŰŬ ˊŮŭɑŬ Űɞɡ subjectDN ŭŮ ɗŬ 
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ˊŮɟɘɏɢɞɡɜ ŭŮŭɞɛɏɜŬ ɧˊɤɠ '.', '-', əŬɘ ' ' (ŭɖɚŬŭɐ Űɞ Ŭˊɚɧ əŮɜɧ) əŬɗɩɠ əŬɘ ɞˊɞɘŬŭɐˊɞŰŮ 

Ɏɚɚɖ ůɐɛŬɜůɖ ɧŰɘ ɖ Űɘɛɐ ŮɑɜŬɘ ŬˊɞɨůŬ, Ůɚɚɘˊɐɠ ɐ ɛɖ ŮűŬɟɛɧůɘɛɖ. 

 

Ȱəŭɞůɖ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ɉɟɐůŰɖ/ɈˊɞɔɟŬűɐɠ ȾɩŭɘəŬ ůɖɛŬɑɜŮɘ ɧŰɘ ɖ ɈȹȾ Űɖɠ 

HARICA ŬəɞɚɞɨɗɖůŮ ɧɚŮɠ Űɘɠ ŭɘŬŭɘəŬůɑŮɠ ˊɞɡ ɡˊŬɔɞɟŮɨɞɜŰŬɘ ůŮ ŬɡŰɧ Űɞ əŮɑɛŮɜɞ 

ɄɄ/ȹȹɄ ɔɘŬ ɜŬ ŮˊŬɚɖɗŮɨůŮɘ ɧŰɘ, əŬŰɎ Űɖɜ ɖɛŮɟɞɛɖɜɑŬ ɏəŭɞůɖɠ Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ, 

ɧɚŮɠ ɞɘ ˊɚɖɟɞűɞɟɑŮɠ Űɞɡ ɈˊɞəŮɘɛɏɜɞɡ ɐŰŬɜ ŬəɟɘɓŮɑɠ. ȼ HARICA ŭŮɜ ŮɜŰɎůůŮɘ ŰŬ 

commonName, emailAddress ůŰɞ ˊŮŭɑɞ Subject ŮəŰɧɠ Ŭˊɧ ɧ,Űɘ ɞɟɑɕŮŰŬɘ ůŰɖɜ 

ˊŬɟɎɔɟŬűɞ 3.2.3. ȺˊŮɘŭɐ ŰŬ ɢŬɟŬəŰɖɟɘůŰɘəɎ Űɞɡ ɞɜɧɛŬŰɞɠ Űɞɡ ɈˊɞəŮɘɛɏɜɞɡ ɧůɞɜ 

ŬűɞɟɎ ŰŬ űɡůɘəɎ ˊɟɧůɤˊŬ ( .́ɢ. givenName (OID:2.5.4.42) əŬɘ surname (OID: 

2.5.4.4)) ŭŮɜ ɡˊɞůŰɖɟɑɕɞɜŰŬɘ Ůɡɟɏɤɠ Ŭˊɧ ɚɞɔɘůɛɘəɎ ŮűŬɟɛɞɔɩɜ, ɖ HARICA ɛˊɞɟŮɑ ɜŬ 

ɢɟɖůɘɛɞˊɞɘŮɑ Űɞ ˊŮŭɑɞ subject:organizationName ɔɘŬ ɜŬ ŮəűɟɎůŮɘ Űɞ ɧɜɞɛŬ Űɞɡ 

űɡůɘəɞɨ ˊɟɞůɩˊɞɡ Űɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ ɐ ȹɘŬəɟɘŰɘəɧ ɇɑŰɚɞ (DBA). 

 

ɀŮ Űɖɜ ɏəŭɞůɖ ȺɔəŮəɟɘɛɏɜɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ɔɘŬ ɄɟɞɖɔɛɏɜŮɠ ɖɚŮəŰɟɞɜɘəɏɠ 

ɡˊɞɔɟŬűɏɠ ůɨɛűɤɜŬ ɛŮ Űɖɜ ˊɞɚɘŰɘəɐ QCP-n ɐ ȺɔəŮəɟɘɛɏɜɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ɔɘŬ 

ȺɔəŮəɟɘɛɏɜŮɠ ɖɚŮəŰɟɞɜɘəɏɠ ɡˊɞɔɟŬűɏɠ  ůɨɛűɤɜŬ ɛŮ Űɖɜ ́ ɞɚɘŰɘəɐ QCP-n-qscd, ɖ ɈȹȾ 

Űɖɠ HARICA ŮɛˊŮɟɘɏɢŮɘ ŰɞɡɚɎɢɘůŰɞɜ ŰŬ ɢŬɟŬəŰɖɟɘůŰɘəɎ ñcommonNameò, ñCountryò, 

ñgivenNameò and ñsurnameò  ůŰɞ ˊŮŭɑɞ SubjectDN. ȷɜ ŬɡŰɎ ŰŬ ɢŬɟŬəŰɖɟɘůŰɘəɎ ŭŮɜ 

ŮɑɜŬɘ ŮˊŬɟəɐ ɔɘŬ ɜŬ ŮɝŬůűŬɚɑůɞɡɜ Űɖ ɛɞɜŬŭɘəɧŰɖŰŬ Űɞɡ ɞɜɧɛŬŰɞɠ Űɞɡ ɈˊɞəŮɘɛɏɜɞɡ 

(Subject) ůŰɞ ˊɚŬɑůɘɞ ˊɞɡ ŬəɞɚɞɡɗŮɑ ɖ ȺəŭɞɨůŬ ȷɄ, ŰɧŰŮ ɗŬ ɡˊɎɟɢŮɘ Űɞ serialNumber 

Űɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ. 

 

ɀŮ Űɖɜ ɏəŭɞůɖ ȺɔəŮəɟɘɛɏɜɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ɔɘŬ ɄɟɞɖɔɛɏɜŮɠ ɖɚŮəŰɟɞɜɘəɏɠ 

ůűɟŬɔɑŭŮɠ ůɨɛűɤɜŬ ɛŮ Űɖɜ ˊɞɚɘŰɘəɐ QCP-l-qscd ɐ ȺɔəŮəɟɘɛɏɜɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ɔɘŬ 

ȺɔəŮəɟɘɛɏɜŮɠ ɖɚŮəŰɟɞɜɘəɏɠ ůűɟŬɔɑŭŮɠ ůɨɛűɤɜŬ ɛŮ Űɖɜ ˊɞɚɘŰɘəɐ QCP-l-qscd, ɖ ɈȹȾ 

Űɖɠ HARICA ŮɛˊŮɟɘɏɢŮɘ ŰɞɡɚɎɢɘůŰɞɜ ŰŬ ɢŬɟŬəŰɖɟɘůŰɘəɎ  ñcommonNameò, 

ñCountryò, "organizationName" and "OrganizationIdentifierò ůŰɞ ˊŮŭɑɞ SubjectDN. 

 

ũɘŬ ɄɘůŰɞˊɞɘɖŰɘəɎ TLS ȷɡɗŮɜŰɘəɞˊɞɑɖůɖɠ ȺɝɡˊɖɟŮŰɖŰɩɜ, əŬŰɎ Űɖɜ əɤŭɘəɞˊɞɑɖůɖ 

Ůɜɧɠ Name, ɖ HARICA ɗŬ ŭɘŬůűŬɚɑɕŮɘ ɧŰɘ: 

¶ ȾɎɗŮ Name ɄɅȺɄȺȽ ɜŬ ˊŮɟɘɏɢŮɘ ɛɘŬ RDNSequence. 

¶ ȾɎɗŮ RelativeDistinguishedName ɄɅȺɄȺȽ ɜŬ ˊŮɟɘɏɢŮɘ Ŭəɟɘɓɩɠ ɏɜŬ 
AttributeTypeAndValue. 

¶ ȾɎɗŮ RelativeDistinguishedName, Ůűɧůɞɜ ɡˊɎɟɢŮɘ, əɤŭɘəɞˊɞɘŮɑŰŬɘ ŮɜŰɧɠ 
Űɖɠ RDNSequence ɛŮ Űɖ ůŮɘɟɎ ˊɞɡ ŮɛűŬɜɑɕŮŰŬɘ ůŰɖɜ ȺɜɧŰɖŰŬ 7.1.4.2 Űɤɜ 

Baseline Requirements for the Issuance and Management of Publicly-

Trusted TLS Server Certificates. 

¶ ũɘŬ ˊŬɟɎŭŮɘɔɛŬ, ɏɜŬ RelativeDistinguishedName ˊɞɡ ˊŮɟɘɏɢŮɘ ɏɜŬ ɕŮɨɔɞɠ 
countryName AttributeTypeAndValue ɄɅȺɄȺȽ ɜŬ əɤŭɘəɞˊɞɘŮɑŰŬɘ ŮɜŰɧɠ 

Űɖɠ RDNSequence ˊɟɘɜ Ŭˊɧ ɏɜŬ RelativeDistinguishedName ˊɞɡ ˊŮɟɘɏɢŮɘ 

ɏɜŬ stateOrProvinceName AttributeTypeAndValue. 

¶ ȾɎɗŮ Name ȹȺɁ ɄɅȺɄȺȽ ɜŬ ˊŮɟɘɏɢŮɘ ˊŮɟɘůůɧŰŮɟŬ Ŭˊɧ ɏɜŬ ůŰɘɔɛɘɧŰɡˊŬ 

Ůɜɧɠ AttributeTypeAndValue ůŮ ɧɚŬ ŰŬ RelativeDistinguishedNames, 

ŮəŰɧɠ ŮɎɜ ŬɡŰɧ ŮˊɘŰɟɏˊŮŰŬɘ ɟɖŰɎ Ŭˊɧ Űɘɠ ɄɞɚɘŰɘəɏɠ. 

¶ ũɘŬ ŰŬ ɢŬɟŬəŰɖɟɘůŰɘəɎ ůŰɞ ˊŮŭɑɞ ɈˊɞəŮɑɛŮɜɞ Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ˊɞɡ 

ŬɜŬűɏɟɞɜŰŬɘ ůŰɞɜ ˊɑɜŬəŬ ñEncoding and Order Requirements for Selected 

Attributes Űɖɠ ŮɜɧŰɖŰŬɠ 7.1.4.2 Űɤɜ Baseline Requirements for the Issuance 

and Management of Publicly-Trusted TLS Server Certificatesò, ɖ HARICA 
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ɗŬ ŬəɞɚɞɡɗŮɑ Űɘɠ əŬɗɞɟɘůɛɏɜŮɠ ŬˊŬɘŰɐůŮɘɠ əɤŭɘəɞˊɞɑɖůɖɠ ɔɘŬ əɎɗŮ 

ɢŬɟŬəŰɖɟɘůŰɘəɧ. 

7.1.5 ȺˊɏəŰŬůɖ name constraints 

ȼ HARICA ŭɨɜŬŰŬɘ ɜŬ ɢɟɖůɘɛɞˊɞɘŮɑ Űɖɜ ŮˊɏəŰŬůɖ name constraints ˊɟɞəŮɘɛɏɜɞɡ ɜŬ 

ˊŮɟɘɞɟɑůŮɘ Űɞ Ůɨɟɞɠ ȺɜŭɘɎɛŮůɤɜ ȷɄ ůɨɛűɤɜŬ ɛŮ Űɞ RFC 5280. ȼ ůɡɔəŮəɟɘɛɏɜɖ 

ŮˊɏəŰŬůɖ ɢŬɟŬəŰɖɟɑɕŮŰŬɘ ɤɠ ç ɛɖ əɟɑůɘɛɖè. 

 

ɄɟɞəŮɘɛɏɜɞɡ ɔɘŬ ɏɜŬ ɄɘůŰɞˊɞɘɖŰɘəɧ ȷɄ ɜŬ ɗŮɤɟŮɑŰŬɘ ŰŮɢɜɘəɎ ˊŮɟɘɞɟɘůɛɏɜɞ, ŰɧŰŮ Űɞ 

ɄɘůŰɞˊɞɘɖŰɘəɧ ɗŬ ˊŮɟɘɚŬɛɓɎɜŮɘ Űɖɜ ŮˊɏəŰŬůɖ ɢɟɐůɖɠ əɚŮɘŭɘɞɨ (Extended Key Usage) 

ɞɟɑɕɞɜŰŬɠ ɧɚŮɠ Űɘɠ ɢɟɐůŮɘɠ ɔɘŬ Űɘɠ ɞˊɞɑŮɠ Űɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ȷɄ ŮɑɜŬɘ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɞ 

ɜŬ ŮəŭɑŭŮɘ ˊɘůŰɞˊɞɘɖŰɘəɎ. ȼ Űɘɛɐ KeyPurposeId anyExtendedKeyUsage ŭŮ ɗŬ 

ŮɛűŬɜɑɕŮŰŬɘ ůŰɖɜ ůɡɔəŮəɟɘɛɏɜɖ ŮˊɏəŰŬůɖ.  

 

ȷɜ Űɞ ˊɘůŰɞˊɞɘɖŰɘəɧ ȺɜŭɘɎɛŮůɖɠ ȷɄ ˊŮɟɘɏɢŮɘ KeyPurposeId id - kp- serverAuth  ůŰɖɜ 

ŮˊɏəŰŬůɖ ɢɟɐůɖɠ əɚŮɘŭɘɞɨ əŬɘ ɖ ŬɜŰɑůŰɞɘɢɖ ȺɜŭɘɎɛŮůɖ ȷɄ ɗŮɤɟŮɑŰŬɘ ŰŮɢɜɘəɎ 

ˊŮɟɘɞɟɘůɛɏɜɖ ɔɘŬ ɄɘůŰɞˊɞɘɖŰɘəɎ SSL/TLS Server əŬɘ ɧŰɘ ŮɚɏɔɢŮŰŬɘ ɧˊɤɠ ˊŮɟɘɔɟɎűŮŰŬɘ 

ůŰɖɜ ˊŬɟɎɔɟŬűɞ 8.7, ŰɧŰŮ Űɞ ɄɘůŰɞˊɞɘɖŰɘəɧ Űɖɠ ȺɜŭɘɎɛŮůɖɠ ȷɄ ɗŬ ˊŮɟɘɏɢŮɘ Űɖɜ 

ŮˊɏəŰŬůɖ Name Constraints X.509v3 ɛŮ Űɞɡɠ ˊŮɟɘɞɟɘůɛɞɨɠ ˊɞɡ Ŭəɞɚɞɡɗɞɨɜ ůŰɞɡɠ 

Űɨˊɞɡɠ dNSName, iPAddress  əŬɘ DirectoryName : 

a) ũɘŬ əɎɗŮ dNSName ůŰɞ permittedSubtrees, ɖ HARICA ɗŬ ŮˊɘɓŮɓŬɘɩɜŮɘ ɧŰɘ ɞ 

ȷɘŰɩɜ ŮɑɜŬɘ ŬɡŰɧɠ ˊɞɡ ɏɢŮɘ əŬŰŬɢɤɟɐůŮɘ Űɞ dNSName ůŮ əɎˊɞɘɞɜ əŬŰŬɢɤɟɖŰɐ 

ɐ ɧŰɘ ɞ ȷɘŰɩɜ ɏɢŮɘ ŮɝɞɡůɘɞŭɞŰɖɗŮɑ Ŭˊɧ Űɞɜ əŬŰŬɢɤɟɑɕɞɜŰŬ ɜŬ ŮɜŮɟɔŮɑ Ůə ɛɏɟɞɡɠ 

Űɞɡ ůɨɛűɤɜŬ ɛŮ Űɘɠ ˊɟŬəŰɘəɏɠ ŮˊŬɚɐɗŮɡůɖɠ Űɖɠ ˊŬɟŬɔɟɎűɞɡ 3.2.2.4. 

b) ũɘŬ əɎɗŮ Ůɨɟɞɠ iPAddress ůŰɞ permittedSubtrees, ɖ HARICA ɗŬ ŮˊɘɓŮɓŬɘɩɜŮɘ 

ɧŰɘ ɏɢŮɘ ŬɜŬŰŮɗŮɑ ůŰɞɜ ȷɘŰɞɨɜŰŬ ŬɡŰɧ Űɞ Ůɨɟɞɠ iPAddress ɐ ɧŰɘ ɞ ȷɘŰɩɜ ɏɢŮɘ 

ŮɝɞɡůɘɞŭɞŰɖɗŮɑ Ŭˊɧ ŬɡŰɧɜ ůŰɞɜ ɞˊɞɑɞ ŬɜŬŰɏɗɖəŮ Űɞ Ůɨɟɞɠ iPAddress ɜŬ 

ŮɜŮɟɔŮɑ Ůə ɛɏɟɞɡɠ Űɞɡ. 

c) ũɘŬ əɎɗŮ DirectoryName ůŰɞ permittedSubtrees, ɖ HARICA ɗŬ ŮˊɘɓŮɓŬɘɩɜŮɘ 

Űɞɡɠ ȷɘŰɞɨɜŰŮɠ əŬɘ/ɖ Űɞ ɧɜɞɛŬ əŬɘ Űɖɜ ŰɞˊɞɗŮůɑŬ Űɖɠ ŪɡɔŬŰɟɘəɐɠ ȺŰŬɘɟŮɑŬɠ 

ɏŰůɘ ɩůŰŮ ŰŬ ˊɘůŰɞˊɞɘɖŰɘəɎ ŰŮɚɘəɩɜ ɢɟɖůŰɩɜ/ůɡůəŮɡɩɜ ˊɞɡ ŮəŭɧɗɖəŬɜ Ŭˊɧ 

Űɖɜ ȺɜŭɘɎɛŮůɖ ȷɄ ɜŬ ŮɑɜŬɘ ůŮ ůɡɛɛɧɟűɤůɖ ɛŮ Űɖɜ ˊŬɟɎɔɟŬűɞ 7.1.2. 

 

ȷɜ Űɞ ˊɘůŰɞˊɞɘɖŰɘəɧ ȺɜŭɘɎɛŮůɖɠ ȷɄ ˊŮɟɘɏɢŮɘ KeyPurposeId id - kp- serverAuth  ůŰɖɜ 

ŮˊɏəŰŬůɖ ɢɟɐůɖɠ əɚŮɘŭɘɞɨ əŬɘ ɖ ŬɜŰɑůŰɞɘɢɖ ȺɜŭɘɎɛŮůɖ ȷɄ ɗŮɤɟŮɑŰŬɘ ŰŮɢɜɘəɎ 

ˊŮɟɘɞɟɘůɛɏɜɖ ɔɘŬ SSL/TLS Server ɄɘůŰɞˊɞɘɖŰɘəɎ əŬɘ ɧŰɘ ŮɚɏɔɢŮŰŬɘ ɧˊɤɠ ˊŮɟɘɔɟɎűŮŰŬɘ 

ůŰɖɜ ˊŬɟɎɔɟŬűɞ 8.7, əŬɘ ŭŮɜ ŮˊɘŰɟɏˊŮŰŬɘ ɜŬ ŮəŭɑŭŮɘ ˊɘůŰɞˊɞɘɖŰɘəɎ ɛŮ Űɘɛɐ iPAddress, 

ŰɧŰŮ Űɞ ɄɘůŰɞˊɞɘɖŰɘəɧ Űɖɠ ȺɜŭɘɎɛŮůɖɠ ȷɄ ɗŬ ɞɟɑůŮɘ ɧɚɞ Űɞ Ůɨɟɞɠ Űɤɜ ŭɘŮɡɗɨɜůŮɤɜ 

IPv4 əŬɘ IPv6  ɛɏůŬ ůŰɞ excludedSubtrees. ɇɞ ɄɘůŰɞˊɞɘɖŰɘəɧ Űɖɠ ȺɜŭɘɎɛŮůɖɠ ȷɄ ɗŬ 

ˊŮɟɘɏɢŮɘ ɛɏůŬ ůŰɞ ˊŮŭɑɞ excludedSubtrees ɛɑŬ Űɘɛɐ  iPAddress GeneralName ɛŮ 8 

ɛɖŭŮɜɘəɏɠ ɞəŰɎŭŮɠ (əŬɚɨˊŰɞɜŰŬɠ ɧɚɞ Űɞ Ůɨɟɞɠ 0.0.0.0/0 Űɤɜ ŭɘŮɡɗɨɜůŮɤɜ IPv4). ɇɞ 

ɄɘůŰɞˊɞɘɖŰɘəɧ Űɖɠ ȺɜŭɘɎɛŮůɖɠ ȷɄ ɗŬ ˊŮɟɘɚŬɛɓɎɜŮɘ Ůˊɑůɖɠ, ɛɏůŬ ůŰɞ ˊŮŭɑɞ 

excludedSubtrees ɛɑŬ Űɘɛɐ iPAddress GeneralName ɛŮ 32 ɛɖŭŮɜɘəɏɠ octets 

(əŬɚɨˊŰɞɜŰŬɠ ɧɚɞ Űɞ Ůɨɟɞɠ ::0/0 Űɤɜ ŭɘŮɡɗɨɜůŮɤɜ IPv6). ȹɘŬűɞɟŮŰɘəɎ, Űɞ 

ɄɘůŰɞˊɞɘɖŰɘəɧ Űɖɠ ȺɜŭɘɎɛŮůɖɠ ȷɄ ɗŬ ˊŮɟɘɚŬɛɓɎɜŮɘ ŰɞɡɚɎɢɘůŰɞɜ ɛɑŬ Űɘɛɐ iPAddress 

ɛɏůŬ ůŰɞ permittedSubtrees.  

 

ȷɜ Űɞ ɄɘůŰɞˊɞɘɖŰɘəɧ Űɖɠ ȺɜŭɘɎɛŮůɖɠ ȷɄ ˊŮɟɘɚŬɛɓɎɜŮɘ ŮˊɏəŰŬůɖ ɢɟɐůɖɠ Ɏɚɚɖ Ŭˊɧ 

Űɖɜ id - kp- serverAuth  [RFC5280] ɐ Űɖɜ anyExtendedKeyUsage [RFC5280], ŰɧŰŮ 
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ɗŮɤɟŮɑŰŬɘ ŰŮɢɜɘəɎ ˊŮɟɘɞɟɘůɛɏɜɞ ɔɘŬ SSL/TLS Server ɄɘůŰɞˊɞɘɖŰɘəɎ əŬɘ ŮɚɏɔɢŮŰŬɘ 

ɧˊɤɠ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 8.7. 

7.1.6 ȷɜŬɔɜɤɟɘůŰɘəɧ ˊɞɚɘŰɘəɐɠ ˊɘůŰɞˊɞɑɖůɖɠ 

ɇɞ ŬɜŬɔɜɤɟɘůŰɘəɧ (OID) Űɖɠ ˊŬɟɞɨůŬɠ  ˊɞɚɘŰɘəɐɠ ˊɘůŰɞˊɞɑɖůɖɠ ŬɜŬűɏɟŮŰŬɘ ůŰɖɜ 

ŮɜɧŰɖŰŬ 1.2. ȷɜɎɚɞɔŬ ɛŮ Űɞ Ůɑŭɞɠ əɎɗŮ ˊɘůŰɞˊɞɘɖŰɘəɞɨ, ŰŬ ˊŬɟŬəɎŰɤ ŬɜŬɔɜɤɟɘůɛɏɜŬ 

OIDs ɛˊɞɟɞɨɜ ɜŬ ˊɟɞůŰŮɗɞɨɜ ůŰɖɜ ŮˊɏəŰŬůɖ certificatePolicies: 

¶ BTSP (Best practice policy for time-stamp) 

o 0.4.0.2023.1.1 ɧˊɤɠ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɞ ETSI EN 319 421 

o 1.3.6.1.4.1.26513.1.1.6.1 

¶ QTST (Qualified time-stamping Certificate) 

o 0.4.0.2023.1.1 ɧˊɤɠ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɞ ETSI EN 319 421 

o 1.3.6.1.4.1.26513.1.1.6.2 

¶ Time-stamping for Code Signing 

o 2.23.140.1.4.2 ɧˊɤɠ ́ ŮɟɘɔɟɎűŮŰŬɘ ůŰɞ CA/B Forum Baseline Requirements 

for Code Signing 

o 1.3.6.1.4.1.26513.1.1.6.3 

¶ QCP-n (Advanced Electronic Signature) 

o 0.4.0.194112.1.0 ɧˊɤɠ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɞ ETSI EN 319 411-2 

o 1.3.6.1.4.1.26513.1.1.4.1 

¶ QCP-l (Advanced Electronic Seal) 

o 0.4.0.194112.1.1 ɧˊɤɠ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɞ ETSI EN 319 411-2 

o 1.3.6.1.4.1.26513.1.1.4.3 

¶ QCP-l-psd2 (Advanced Electronic Seal for PSD2) 

o 0.4.0.194112.1.1 ɧˊɤɠ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɞ ETSI EN 319 411-2 

o 1.3.6.1.4.1.26513.1.1.4.5 

¶ QCP-l-psd2-qscd (Qualified Electronic Seal for PSD2) 

o 0.4.0.194112.1.3 ɧˊɤɠ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɞ ETSI EN 319 411-2 

o 1.3.6.1.4.1.26513.1.1.4.6 

¶ QCP-n-qscd (Qualified Electronic Signature) 

o 0.4.0.194112.1.2 ɧˊɤɠ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɞ ETSI EN 319 411-2 

o 1.3.6.1.4.1.26513.1.1.4.2 

¶ QCP-l-qscd (Qualified Electronic Seal) 

o 0.4.0.194112.1.3 ɧˊɤɠ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɞ ETSI EN 319 411-2 

o 1.3.6.1.4.1.26513.1.1.4.4 

¶ QEVCP-w (Qualified Website Authentication Certificate for Legal Entity) 

o 0.4.0.194112.1.4 ɧˊɤɠ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɞ ETSI EN 319 411-2 

o 1.3.6.1.4.1.26513.1.1.1.5 

¶ QNCP-w-OV (Qualified Website Authentication Certificate for Legal Entity) 

o 0.4.0.194112.1.5 ɧˊɤɠ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɞ ETSI EN 319 411-2 

o 1.3.6.1.4.1.26513.1.1.1.7 

¶ QNCP-w-IV  (Qualified Website Authentication Certificate for Natural Person) 

o 0.4.0.194112.1.5 ɧˊɤɠ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɞ ETSI EN 319 411-2 

o 1.3.6.1.4.1.26513.1.1.1.8 

¶ QNCP-w-gen (Qualified Website Authentication Certificate for Legal Entity) 

o 0.4.0.194112.1.6 ɧˊɤɠ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɞ in ETSI EN 319 411-2 

o 1.3.6.1.4.1.26513.1.1.1.9 

¶ QEVCP-w-psd2 (Qualified Website Authentication Certificate for PSD2) 

o 0.4.0.19495.3.1 ɧˊɤɠ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɞ ETSI TS 119 495 
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o 1.3.6.1.4.1.26513.1.1.1.6 

¶ NCP (Normalized Certificate Policy)  

o 0.4.0.2042.1.1 ɧˊɤɠ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɞ ETSI EN 319 411-1  

o 1.3.6.1.4.1.26513.1.1.2.2.1 

o 1.3.6.1.4.1.26513.1.1.2.2.4 

o 1.3.6.1.4.1.26513.1.1.2.2.5 

o 1.3.6.1.4.1.26513.1.1.2.4.4 

o 1.3.6.1.4.1.26513.1.1.2.4.5 

o 1.3.6.1.4.1.26513.1.1.2.4.6 

o 1.3.6.1.4.1.26513.1.1.2.3.1 

o 1.3.6.1.4.1.26513.1.1.3.1.1 

o 1.3.6.1.4.1.26513.1.1.3.2.1 

o 1.3.6.1.4.1.26513.1.1.5.1.1 

o 1.3.6.1.4.1.26513.1.1.5.2.1 

¶ NCP+ (Extended Normalized Certificate Policy)  

o 0.4.0.2042.1.2 ɧˊɤɠ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɞ ETSI EN 319 411-1 

o 1.3.6.1.4.1.26513.1.1.2.2.2 

o 1.3.6.1.4.1.26513.1.1.2.3.2 

o 1.3.6.1.4.1.26513.1.1.3.1.2 

o 1.3.6.1.4.1.26513.1.1.3.2.2 

o 1.3.6.1.4.1.26513.1.1.5.1.2 

o 1.3.6.1.4.1.26513.1.1.5.2.2 

¶ LCP (Lightweight Certificate Policy)  

o 0.4.0.2042.1.3 ɧˊɤɠ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɞ ETSI EN 319 411-1 

o 1.3.6.1.4.1.26513.1.1.2.1.1 

o 1.3.6.1.4.1.26513.1.1.2.1.2 

o 1.3.6.1.4.1.26513.1.1.2.1.3 

o 1.3.6.1.4.1.26513.1.1.2.4.1 

o 1.3.6.1.4.1.26513.1.1.2.4.2 

o 1.3.6.1.4.1.26513.1.1.2.4.3 

o 1.3.6.1.4.1.26513.1.1.2.2.3 

o 1.3.6.1.4.1.26513.1.1.2.3.3 

o 1.3.6.1.4.1.26513.1.1.5.1.3 

o 1.3.6.1.4.1.26513.1.1.5.2.3 

¶ DVCP (Domain Validated Certificate Policy)  

o 0.4.0.2042.1.6 ɧˊɤɠ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɞ ETSI EN 319 411-1  

o 2.23.140.1.2.1 ɧˊɤɠ ́ ŮɟɘɔɟɎűŮŰŬɘ ůŰɞ CA/B Forum Baseline Requirements 

o 1.3.6.1.4.1.26513.1.1.1.1 

¶ OVCP (Organizational Validation Certificate Policy)  

o 0.4.0.2042.1.7 ɧˊɤɠ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɞ ETSI EN 319 411-1 

o 2.23.140.1.2.2 ɧˊɤɠ ́ ŮɟɘɔɟɎűŮŰŬɘ ůŰɞ CA/B Forum Baseline Requirements 

o 1.3.6.1.4.1.26513.1.1.1.2 

¶ IVCP  (Individual Validation Certificate Policy) 

o 0.4.0.2042.1.8 ɧˊɤɠ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɞ ETSI EN 319 411-1 

o 2.23.140.1.2.3 ɧˊɤɠ ́ ŮɟɘɔɟɎűŮŰŬɘ ůŰɞ CA/B Forum Baseline Requirements 

o 1.3.6.1.4.1.26513.1.1.1.3 

¶ EVCP (Extended Validation Certificate Policy) 

o 0.4.0.2042.1.4 ɧˊɤɠ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɞ ETSI EN 319 411-1 

o 2.23.140.1.1 ɧˊɤɠ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɘɠ ɃŭɖɔɑŮɠ EV Űɞɡ CA/B Forum 

o 1.3.6.1.4.1.26513.1.1.1.4 
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¶ ȳɢɘ-EV Code Signing 

o 2.23.140.1.4.1 ɧˊɤɠ ́ ŮɟɘɔɟɎűŮŰŬɘ ůŰɞ CA/B Forum Baseline Requirements 

for Code Signing ɔɘŬ ȳɢɘ-EV Code Signing ɄɘůŰɞˊɞɘɖŰɘəɎ 

o 1.3.6.1.4.1.26513.1.1.3.1.1 

o 1.3.6.1.4.1.26513.1.1.3.1.2 

o 1.3.6.1.4.1.26513.1.1.3.2.1 

o 1.3.6.1.4.1.26513.1.1.3.2.2 

¶ EV (Extended Validation) for Code Signing 

o 2.23.140.1.3 ɧˊɤɠ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɘɠ ɃŭɖɔɑŮɠ EV ɡˊɞɔɟŬűɐɠ əɩŭɘəŬ Űɞɡ 

CA/B Forum. 

o 1.3.6.1.4.1.26513.1.1.3.3 

¶ OCSP Certificate 

o 1.3.6.1.4.1.26513.1.1.7 

¶ Ⱥɝ ŬˊɞůŰɎůŮɤɠ ȺȹȹɈ (Remote QSCD) 

o 1.3.6.1.4.1.26513.1.1.8 

 

ȼ ˊɚɐɟɖɠ ɚɑůŰŬ ɛŮ ŰŬ ŬɜŬɔɜɤɟɘůŰɘəɎ (OIDs) ɄɞɚɘŰɘəɩɜ ŮɑɜŬɘ ŭɘŬɗɏůɘɛɖ ůŰɞ 

ɄȷɅȷɅɇȼɀȷ Ɇɇ . 

 

Ƀɘ ȺɜŭɘɎɛŮůŮɠ ȷɄ ȺůɤŰŮɟɘəɐɠ ȹɘŬɢŮɑɟɘůɖɠ ɛˊɞɟɞɨɜ ɜŬ ɢɟɖůɘɛɞˊɞɘɞɨɜ Űɞ ŭŮůɛŮɡɛɏɜɞ 

ŬɜŬɔɜɤɟɘůŰɘəɧ ñAnyPolicyò ɛŮ OID: 2.5.29.32.0. ɆŰɖɜ ˊŮɟɑˊŰɤůɖ ɈűɘůŰɎɛŮɜɤɜ ȷɄ 

ȺɝɤŰŮɟɘəɐɠ ȹɘŬɢŮɑɟɘůɖɠ, ˊɟɏˊŮɘ ɜŬ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ Űɞ ŬɜŰɑůŰɞɘɢɞ OID Űɖɠ ɄɄ/ȹȹɄ 

ɛɏůŬ ůŰɖɜ ŮˊɏəŰŬůɖ Certificate Policy Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ȺɜŭɘɎɛŮůɖɠ ȷɄ. 

 

ȺɎɜ ɖ ȺɜŭɘɎɛŮůɖ ȷɄ ŮɑɜŬɘ ŮɜŮɟɔɞˊɞɘɖɛɏɜɖ ɔɘŬ ɜŬ ŮəŭɑŭŮɘ ȺɔəŮəɟɘɛɏɜŬ ɄɘůŰɞˊɞɘɖŰɘəɎ 

əŬɘ ŭŮɜ ˊŮɟɘɚŬɛɓɎɜŮɘ Űɞ ˊŮŭɑɞ subject : organizationIdentifier , ŰɧŰŮ ɖ ŮˊɏəŰŬůɖ 

certificatePolicies ɗŬ ˊɟɏˊŮɘ ɜŬ ˊŮɟɘɚŬɛɓɎɜŮɘ ɏɜŬ userNotice ɛŮ Űɘɛɐ: ñThis Qualified 

Certificate has been Issued by the QTSP "Greek Universities Network (GUnet)" with 

VAT number EL099028220ò. 

 

ɇŬ ŰŮɚɘəɎ ɄɘůŰɞˊɞɘɖŰɘəɎ ɆɡɜŭɟɞɛɖŰɩɜ ɢɟɐůɖɠ SSL/TLS ɗŬ ˊŮɟɘɚŬɛɓɎɜɞɡɜ ɏɜŬ Ŭˊɧ 

ŰŬ ŮɘŭɘəɎ OID ˊɞɚɘŰɘəɐɠ Űɞɡ CA/Browser Forum ůŰɖɜ ŮˊɏəŰŬůɖ 

certificatePolicies . 

 

ȷˊɧ 15 Ƚɞɡɚɑɞɡ 2025, ŰŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ɆɡɜŭɟɞɛɖŰɩɜ S/MIME ŭŮ ɗŬ ŮəŭɑŭɞɜŰŬɘ ɛŮ 

ɢɟɐůɖ Űɤɜ CA/Browser Forum Legacy Generation profiles 2.23.140.1.5.1.1, 

2.23.140.1.5.2.1, 2.23.140.1.5.3.1, ɐ 2.23.140.1.5.4.1. 

7.1.7 ɉɟɐůɖ Űɖɠ ŮˊɏəŰŬůɖɠ ɄŮɟɘɞɟɘůɛɞɑ ˊɞɚɘŰɘəɐɠ (Policy Constraints) 

ȹŮɜ ɞɟɑɕŮŰŬɘ. 

7.1.8 ɆɨɜŰŬɝɖ əŬɘ ůɖɛŬůɘɞɚɞɔɑŬ Űɞɡ ɢŬɟŬəŰɖɟɘůŰɘəɞɨ ˊɞɚɘŰɘəɐɠ 

ɆŮ ́ ŮɟɑˊŰɤůɖ ́ ɞɡ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ Űɞ policy qualifier cPSuri  [RFC 5280], ɗŬ ́ ŮɟɘɏɢŮɘ 

ɏɜŬ URI ˊɟɞɠ Űɖ ŭɖɛɞůɘŮɡɛɏɜɖ ɄɄ/ȹȹɄ Űɖɠ HARICA. 

 

ɆŮ ˊŮɟɑˊŰɤůɖ ˊɞɡ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ Űɞ policy qualifier userNotice  [RFC 5280], ɗŬ 

ˊŮɟɘɏɢŮɘ əŮɑɛŮɜɞ ˊɞɡ ɗŬ ˊŮɟɘɔɟɎűŮɘ Ůɘŭɘəɏɠ ˊɚɖɟɞűɞɟɑŮɠ ˊɞɚɘŰɘəɐɠ ɐ ˊɚɖɟɞűɞɟɑŬ ˊɞɡ 

ůɢŮŰɑɕŮŰŬɘ ɛŮ Űɞɜ ɄɎɟɞɢɞ ɈˊɖɟŮůɘɩɜ ȺɛˊɘůŰɞůɨɜɖɠ. 

 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 
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ũɘŬ ȺɔəŮəɟɘɛɏɜŬ ɄɘůŰɞˊɞɘɖŰɘəɎ, Űɞ ˊŬɟŬəɎŰɤ əŮɑɛŮɜɞ ŭɨɜŬŰŬɘ ɜŬ ɢɟɖůɘɛɞˊɞɘɖɗŮɑ ɔɘŬ 

ɜŬ ŭɩůŮɘ Űɖɜ ˊɚɖɟɞűɞɟɑŬ ɧŰɘ ɖ HARICA ɚŮɘŰɞɡɟɔŮɑ ɤɠ ɄɎɟɞɢɞɠ ɈˊɖɟŮůɘɩɜ 

ȺɛˊɘůŰɞůɨɜɖɠ ˊɞɡ ŮəŭɑŭŮɘ ȺɔəŮəɟɘɛɏɜŬ ɄɘůŰɞˊɞɘɖŰɘəɎ: 

ñThis Qualified Certificate has been Issued by the QTSP "Greek Universities Network 

(GUnet)" with VAT number EL099028220ò. 

7.1.9 ȺˊŮɝŮɟɔŬůɑŬ ůɖɛŬůɘɞɚɞɔɑŬɠ ɔɘŬ Űɖɜ əɟɑůɘɛɖ ŮˊɏəŰŬůɖ ɄɞɚɘŰɘəɏɠ 

ɄɘůŰɞˊɞɑɖůɖɠ (Certificate Policies) 

ȹŮɜ ɞɟɑɕŮŰŬɘ. 

7.2 ɄŮɟɑɔɟŬɛɛŬ ȿȷɄ 

7.2.1 ȷɟɘɗɛɧɠ ɏəŭɞůɖɠ 

Ƀ Ŭɟɘɗɛɧɠ ɏəŭɞůɖɠ Űɖɠ ŮɑɜŬɘ 2 (ɖ ŬəɏɟŬɘŬ Űɘɛɐ ŮɑɜŬɘ 1), ˊɞɡ ŬɜŰɘůŰɞɘɢŮɑ ůŮ ȿȷɄ 

ɉ.509v2, ůɨɛűɤɜŬ ɛŮ Űɞ RFC 5280. 

7.2.2 ȿȷɄ əŬɘ ŮˊŮəŰɎůŮɘɠ ŮɔɔɟŬűɩɜ ȿȷɄ 

 ɈˊɞɔɟŬűɐ 

Ƀɘ Ŭɚɔɧɟɘɗɛɞɘ ɡˊɞɔɟŬűɐɠ Ŭəɞɚɞɡɗɞɨɜ Űɘɠ ŬˊŬɘŰɐůŮɘɠ ˊɞɡ ˊŮɟɘɔɟɎűɞɜŰŬɘ ůŰɘɠ ŮɜɧŰɖŰŮɠ 

6.1.5 əŬɘ 6.1.6. 

 ȷɚɔɧɟɘɗɛɞɠ ȾŬŰŬəŮɟɛŬŰɘůɛɞɨ 

ȺˊɘŰɟɏˊɞɜŰŬɘ ɛɧɜɞ Ŭɚɔɧɟɘɗɛɞɘ əŬŰŬəŮɟɛŬŰɘůɛɞɨ Űɖɠ ɞɘəɞɔɏɜŮɘŬɠ SHA2 ɐ 

ɘůɢɡɟɧŰŮɟɞɘ. 

 ȳɜɞɛŬ ȺəŭɧŰɖ 

ɇɞ ȹɘŬəŮəɟɘɛɏɜɞ ȳɜɞɛŬ Űɖɠ ȷɟɢɐɠ ɄɘůŰɞˊɞɑɖůɖɠ ˊɞɡ ɏɢŮɘ ɡˊɞɔɟɎɣŮɘ əŬɘ ɏɢŮɘ ŮəŭɩůŮɘ 

Űɖ ȿȷɄ, byte-ˊɟɞɠ-byte. 

 ȼɛŮɟɞɛɖɜɑŬ Ⱥɜɖɛɏɟɤůɖɠ 

ȼ ɖɛŮɟɞɛɖɜɑŬ ɏəŭɞůɖɠ Űɖɠ ȿȷɄ ůŮ UTCTime. 

 ȺˊɧɛŮɜɖ Ⱥɜɖɛɏɟɤůɖ 

ȼ ɛɏɔɘůŰɖ ɢɟɞɜɘəɎ ɖɛŮɟɞɛɖɜɑŬ ɏəŭɞůɖɠ Űɖɠ ŮˊɧɛŮɜɖɠ ȿȷɄ ůŮ UTCTime. 

ȺűŬɟɛɧɕɞɜŰŬɘ ɞɘ ŬˊŬɘŰɐůŮɘɠ Űɖɠ ŮɜɧŰɖŰŬɠ 4.9.7. 

 

ȷɜ ɛɘŬ ȺɜŭɘɎɛŮůɖ ȷɄ:   

1. ɏɢŮɘ ŮəŭɩůŮɘ ɄɘůŰɞˊɞɘɖŰɘəɎ ŰŬ ɞˊɞɑŬ ŮɑŰŮ ɏɚɖɝŬɜ ŮɑŰŮ ŬɜŬəɚɐɗɖəŬɜ əŬɘ  

2. ŬɡŰɐ ɖ ȺɜŭɘɎɛŮůɖ ȷɄ ůŰŬɛŬŰɎ ɜŬ ŮəŭɑŭŮɘ ɜɏŬ ɄɘůŰɞˊɞɘɖŰɘəɎ  

 

ŰɧŰŮ ɖ ɑŭɘŬ ȺɜŭɘɎɛŮůɖ ȷɄ ɛˊɞɟŮɑ ɜŬ ŮəŭɩůŮɘ ɛɘŬ ŰŮɚŮɡŰŬɑŬ ȿȷɄ əŬɘ ɛˊɞɟŮɑ ɜŬ 

ɟɡɗɛɑůŮɘ Űɞ ˊŮŭɑɞ nextUpdate ůŰɖɜ ȿȷɄ ůŮ "99991231235959Z" ɧˊɤɠ ɞɟɑɕŮŰŬɘ ůŰɞ 

RFC 5280. ȼ Űɘɛɐ ŬɡŰɐ, ˊɞɡ ɞɟɑɕŮŰŬɘ ůŰɞ RFC 5280 ɔɘŬ ˊɘůŰɞˊɞɘɖŰɘəɎ ˊɞɡ ŭŮɜ ɏɢɞɡɜ 

əŬɚɎ ɞɟɘůɛɏɜɖ Űɖɜ ɖɛŮɟɞɛɖɜɑŬ ɚɐɝɖɠ, ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ Ůŭɩ ɔɘŬ Űɖɜ ˊŮɟɑˊŰɤůɖ Űɖɠ 

ŰŮɚŮɡŰŬɑŬɠ ȿȷɄ. ȼ ȺəŭɞɨůŬ ȷɄ ˊɞɡ ŭɖɛɘɞɡɟɔŮɑ Űɖɜ ŰŮɚŮɡŰŬɑŬ ȿȷɄ ŭŮ ɗŬ ŮəŭɑŭŮɘ 

əŬɜɏɜŬ ɜɏɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ůŰɞ Ůɝɐɠ. 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 
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 ɄɘůŰɞˊɞɘɖŰɘəɎ ˊɞɡ ŬɜŬəɚɐɗɖəŬɜ 

ȿɑůŰŬ ɛŮ ɧɚŬ ŰŬ ˊɘůŰɞˊɞɘɖŰɘəɎ ˊɞɡ ɏɢɞɡɜ ŬɜŬəɚɖɗŮɑ ɧˊɞɡ ůɡɛˊŮɟɘɚŬɛɓɎɜɞɜŰŬɘ ɞɘ 

ůŮɘɟɘŬəɞɑ Ŭɟɘɗɛɞɑ əŬɘ ɖ ɖɛŮɟɞɛɖɜɑŬ əŬɘ ɖ ɩɟŬ Űɖɠ ŬɜɎəɚɖůɖɠ əɎɗŮ ˊɘůŰɞˊɞɘɖŰɘəɞɨ ůŮ 

UTCTime. 

 ȷɟɘɗɛɧɠ ȿȷɄ (OID 2.5.29.20) 

ȼ ŮˊɏəŰŬůɖ ŬɡŰɐ ɗŬ ˊŮɟɘɚŬɛɓɎɜŮŰŬɘ əŬɘ ŭŮ ɗŬ ɢŬɟŬəŰɖɟɑɕŮŰŬɘ əɟɑůɘɛɖ. ɄŮɟɘɚŬɛɓɎɜŮɘ 

ɏɜŬ ŬɡɝŬɜɧɛŮɜɞ ɛɞɜŬŭɘəɧ Ŭɟɘɗɛɧ ˊɞɡ əŬɗɞɟɑɕŮɘ əɎɗŮ ȿȷɄ ůɨɛűɤɜŬ ɛŮ Űɖɜ ŮɜɧŰɖŰŬ 

5.2.3 Űɞɡ RFC 5280. 

 Authority Key Identifier  

ȼ ŮˊɏəŰŬůɖ ŬɡŰɐ ɗŬ ˊŮɟɘɚŬɛɓɎɜŮŰŬɘ əŬɘ ŭŮ ɗŬ ɢŬɟŬəŰɖɟɑɕŮŰŬɘ əɟɑůɘɛɖ. ɄŮɟɘɚŬɛɓɎɜŮɘ 

Űɞ authority key identifier Űɖɠ ȺəŭɞɨůŬɠ ȷɄ ůɨɛűɤɜŬ ɛŮ Űɖɜ ŮɜɧŰɖŰŬ 5.2.1 Űɞɡ RFC 

5280. 

 expiredCertsOnCRL (OID: 2.5.29.60) 

ȼ ŮˊɏəŰŬůɖ ŬɡŰɐ ȹɈɁȷɇȷȽ ɜŬ ˊŮɟɘɚŬɛɓɎɜŮŰŬɘ əŬɘ ŭŮ ɗŬ ɢŬɟŬəŰɖɟɑɕŮŰŬɘ əɟɑůɘɛɖ. 

ɄŬɟɏɢŮɘ ɏɜŭŮɘɝɖ ɧŰɘ ɖ ȿȷɄ ˊŮɟɘɚŬɛɓɎɜŮɘ ůɖɛŮɘɩůŮɘɠ ŬɜɎəɚɖůɖɠ ɚɖɔɛɏɜɤɜ 

ˊɘůŰɞˊɞɘɖŰɘəɩɜ ůɨɛűɤɜŬ ɛŮ Űɖɜ ŮɜɧŰɖŰŬ 9.5.2.8 Űɞɡ ITU-T X.509. 

 reasonCode (OID 2.5.29.21) 

ȷɜ ˊŮɟɘɚŬɛɓɎɜŮŰŬɘ, ŬɡŰɐ ɖ ŮˊɏəŰŬůɖ ŮɔɔɟŬűɐɠ ȿȷɄ ŭŮ ɗŬ ɢŬɟŬəŰɖɟɑɕŮŰŬɘ əɟɑůɘɛɖ. 

 

ȷɜ ɖ ŮɔɔɟŬűɐ ȿȷɄ ŬűɞɟɎ ɄɘůŰɞˊɞɘɖŰɘəɧ ȾɞɟɡűŬɑŬɠ ɐ ȺɜŭɘɎɛŮůɖɠ ȷɄ, 

ůɡɛˊŮɟɘɚŬɛɓŬɜɞɛɏɜɤɜ ȹɘŬ-ɄɘůŰɞˊɞɘɖŰɘəɩɜ, ɖ ůɡɔəŮəɟɘɛɏɜɖ ŮˊɏəŰŬůɖ ŮɔɔɟŬűɐɠ 

ȿȷɄ ɗŬ ˊŮɟɘɚŬɛɓɎɜŮŰŬɘ.  

 

ȷɜ ɖ ŮɔɔɟŬűɐ ȿȷɄ ŬűɞɟɎ ɄɘůŰɞˊɞɘɖŰɘəɧ ˊɞɡ ŭŮɜ ɏɢŮɘ ŰŮɢɜɘəɎ ŭɡɜŬŰɧŰɖŰŬ ɔɘŬ 

ɏəŭɞůɖ, ɖ ůɡɔəŮəɟɘɛɏɜɖ ŮˊɏəŰŬůɖ ŮɔɔɟŬűɐɠ ȿȷɄ ɀɄɃɅȺȽ ɜŬ ́ ŮɟɘɚŬɛɓɎɜŮŰŬɘ, ŬɚɚɎ 

ȹɈɁȷɇȷȽ ɜŬ ˊŬɟŬɚɖűɗŮɑ, Ůűɧůɞɜ ɘůɢɨɞɡɜ ɞɘ ŬəɧɚɞɡɗŮɠ ˊɟɞɦˊɞɗɏůŮɘɠ: 

¶ ȼ ɏɜŭŮɘɝɖ CRLReason ŭŮ ɗŬ ŮɑɜŬɘ unspecified (0). ȷɜ ɞ ɏɜŭŮɘɝɖ ŬɜɎəɚɖůɖ ŮɑɜŬɘ 

unspecified, ɖ ŮəŭɞɨůŬ ȷɄ ɗŬ ˊŬɟŬɚŮɑɣŮɘ Űɖɜ ŮˊɏəŰŬůɖ ŮɔɔɟŬűɐɠ 

reasonCode, Ŭɜ əŬɘ ŮˊɘŰɟɏˊŮŰŬɘ Ŭˊɧ Űɘɠ ˊɟɞɖɔɞɨɛŮɜŮɠ ŬˊŬɘŰɐůŮɘɠ. ȷɜ ɛɘŬ 

ŮɔɔɟŬűɐ ȿȷɄ ŬűɞɟɎ ɄɘůŰɞˊɞɘɖŰɘəɧ SSL/TLS, Űɞ CRLReason ŭŮ ɗŬ ŮɑɜŬɘ 
certificateHold (6). ɄŮɟɘůůɧŰŮɟŮɠ ˊɚɖɟɞűɞɟɑŮɠ ɓɟɑůəɞɜŰŬɘ ůŰɖɜ ŮɜɧŰɖŰŬ 

4.9.15. 

¶ ȷɜ ɖ ŮˊɏəŰŬůɖ ŮɔɔɟŬűɐɠ ȿȷɄ reasonCode ŮɑɜŬɘ ˊŬɟɞɨůŬ, Űɞ CRLReason 
ɗŬ ŬɜŰɘůŰɞɘɢŮɑ ůŰɞɜ ˊɘɞ əŬŰɎɚɚɖɚɞ ɚɧɔɞ ŬɜɎəɚɖůɖɠ Űɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ 

ůɨɛűɤɜŬ ɛŮ Űɖɜ ŮɜɧŰɖŰŬ 4.9.1. 

¶ ȼ ɏɜŭŮɘɝɖ CRLReason ɗŬ ˊɟɏˊŮɘ ɜŬ ˊŮɟɘɚŬɛɓɎɜŮŰŬɘ ůŰɖɜ ŮˊɏəŰŬůɖ 

reasonCode Űɖɠ ŮɔɔɟŬűɐɠ ȿȷɄ ́ ɞɡ ŬɜŰɘůŰɞɘɢŮɑ ůŮ ɄɘůŰɞˊɞɘɖŰɘəɧ ɆɡɜŭɟɞɛɖŰɐ 

SSL/TLS ˊɞɡ ŬɜŬəŬɚŮɑŰŬɘ ɛŮŰɎ Űɘɠ 15 Ƚɞɡɚɑɞɡ 2023, ŮəŰɧɠ ŮɎɜ ɖ ɏɜŭŮɘɝɖ 

CRLReason ŮɑɜŬɘ "unspecified (0)". Ƀɘ ŮɔɔɟŬűɏɠ əɤŭɘəɩɜ ŬɜɎəɚɖůɖɠ ɔɘŬ 

ɄɘůŰɞˊɞɘɖŰɘəɎ ɆɡɜŭɟɞɛɖŰɩɜ SSL/TLS ˊɞɡ ŬɜŬəɚɐɗɖəŬɜ ˊɟɘɜ Ŭˊɧ Űɘɠ 15 

Ƚɞɡɚɑɞɡ 2023,  ŭŮɜ ɢɟŮɘɎɕŮŰŬɘ ɜŬ ˊɟɞůŰŮɗɞɨɜ ɐ ɜŬ Űɟɞˊɞˊɞɘɖɗɞɨɜ. 

 

ɆɨɛűɤɜŬ ɛŮ Űɖɜ ŮɜɧŰɖŰŬ 9.5.3.1 Űɖɠ ůɨůŰŬůɖɠ ITU-T X.509 əŬɘ Űɞ RFC 5280, 

ŮˊɘŰɟɏˊɞɜŰŬɘ ɛɧɜɞ ůɡɔəŮəɟɘɛɏɜɞɘ əɤŭɘəɞɑ ůŰɞ ˊŮŭɑɞ CRLReason Űɖɠ ŮˊɏəŰŬůɖɠ 

reasonCode ɔɘŬ əɎɗŮ ŮɔɔɟŬűɐ ȿȷɄ. 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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ɀɧɜɞ ɞɘ ŬəɧɚɞɡɗŮɠ Űɘɛɏɠ CRLReason ɛˊɞɟɞɨɜ ɜŬ ɡˊɎɟɝɞɡɜ ůŰɖɜ ŮˊɏəŰŬůɖ CRL 

reasonCode ɔɘŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ɆɡɜŭɟɞɛɖŰɐ: 

¶ keyCompromise (RFC 5280 CRLReason #1): ɈˊɞŭŮɘəɜɨŮɘ ɧŰɘ ŮɑɜŬɘ 

ɔɜɤůŰɧ ɐ ɡˊɎɟɢŮɘ ɡˊɞɣɑŬ ˊɤɠ Űɞ ȽŭɘɤŰɘəɧ ȾɚŮɘŭɑ Űɞɡ ɆɡɜŭɟɞɛɖŰɐ ɏɢŮɘ 

ŮəŰŮɗŮɑ. 

¶ affiliationChanged (RFC 5280 CRLReason #3): ɄɟɞɞɟɑɕŮŰŬɘ ɔɘŬ ɢɟɐůɖ 

ɩůŰŮ ɜŬ ɡˊɞŭŮɑɝŮɘ ɧŰɘ ɏɢŮɘ ŬɚɚɎɝŮɘ ŮɑŰŮ Űɞ ɧɜɞɛŬ Űɞɡ ɈˊɞəŮɘɛɏɜɞɡ ɐ ɎɚɚŮɠ 

ɄɚɖɟɞűɞɟɑŮɠ ɇŬɡŰɧŰɖŰŬɠ Űɞɡ ɈˊɞəŮɘɛɏɜɞɡ ůŰɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ŬɚɚɎ ŭŮɜ 

ɡˊɎɟɢŮɘ ɚɧɔɞɠ ɡˊɞɣɑŬɠ ɧŰɘ Űɞ ȽŭɘɤŰɘəɧ ȾɚŮɘŭɑ Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ɏɢŮɘ 

ˊŬɟŬɓɘŬůŰŮɑ. 

¶ superseded (RFC 5280 CRLReason #4): ɄɟɞɞɟɑɕŮŰŬɘ ɔɘŬ ɢɟɐůɖ ɩůŰŮ ɜŬ 

ɡˊɞŭŮɑɝŮɘ ˊɧŰŮ ɞ ɆɡɜŭɟɞɛɖŰɐɠ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ɏɢŮɘ ŬɘŰɖɗŮɑ ɏɜŬ ɜɏɞ 

ɄɘůŰɞˊɞɘɖŰɘəɧ ɔɘŬ Űɖɜ ŬɜŰɘəŬŰɎůŰŬůɖ Ůɜɧɠ ɡˊɎɟɢɞɜŰɞɠ ɄɘůŰɞˊɞɘɖŰɘəɞɨ, ɐ ɞ 

ȹɘŬɢŮɘɟɘůŰɐɠ Űɖɠ ȷɄ ŬˊɞəŰɎ ŮɨɚɞɔŬ ůŰɞɘɢŮɑŬ ɧŰɘ ɖ ŮˊɘɓŮɓŬɑɤůɖ əŬŰɞɢɐɠ ɐ 

Ůɚɏɔɢɞɡ ɃɜɧɛŬŰɞɠ ɉɩɟɞɡ ɔɘŬ ɞˊɞɘɞŭɐˊɞŰŮ FQDN ɐ ŭɘŮɨɗɡɜůɖ IP ɐ 

ŭɘŮɨɗɡɜůɖ ɖɚŮəŰɟɞɜɘəɞɨ ŰŬɢɡŭɟɞɛŮɑɞɡ ŭŮɜ ɐŰŬɜ ŬɝɘɧˊɘůŰɖ, ɐ ɞ ȹɘŬɢŮɘɟɘůŰɐɠ 

Űɖɠ ȷɄ ɏɢŮɘ ŬɜŬəŬɚɏůŮɘ Űɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ɔɘŬ ɚɧɔɞɡɠ ůɡɛɛɧɟűɤůɖɠ, ɔɘŬ 

ˊŬɟɎŭŮɘɔɛŬ Űɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ŭŮɜ ůɡɛɛɞɟűɩɜŮŰŬɘ ɛŮ ŬɡŰɐɜ Űɖɜ ˊɞɚɘŰɘəɐ, ŰŬ 

Baseline Requirements Űɞɡ CA/Browser Forum ɐ Űɖɜ ɄɄ ɐ ȹȹɄ Űɞɡ 

ȹɘŬɢŮɘɟɘůŰɐ Űɖɠ ȷɄ. 

¶ cessationOfOperation (RFC 5280 CRLReason #5): ɄɟɞɞɟɑɕŮŰŬɘ ɔɘŬ 

ɢɟɐůɖ ɧŰŬɜ ɞ ɘůŰɞɢɩɟɞɠ ɛŮ Űɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ŰŮɟɛŬŰɑɕŮŰŬɘ ˊɟɘɜ Ŭˊɧ Űɖ ɚɐɝɖ 

Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ɐ ŮɎɜ ɞ ɆɡɜŭɟɞɛɖŰɐɠ ŭŮɜ əŬŰɏɢŮɘ ɐ ŮɚɏɔɢŮɘ ˊɚɏɞɜ Űɞ 

ȳɜɞɛŬ ɉɩɟɞɡ ůŰɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ɐ ŮɎɜ ɖ ŭɘŮɨɗɡɜůɖ ɖɚŮəŰɟɞɜɘəɞɨ 

ŰŬɢɡŭɟɞɛŮɑɞɡ əŬŰŬůŰŮɑ Ɏəɡɟɖ ˊɟɘɜ Ŭˊɧ Űɖ ɚɐɝɖ Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ɐ ŮɎɜ ɞ 

ɆɡɜŭɟɞɛɖŰɐɠ ŭŮɜ əŬŰɏɢŮɘ ɐ ŮɚɏɔɢŮɘ ˊɚɏɞɜ Űɖɜ ŭɘŮɨɗɡɜůɖ ɖɚŮəŰɟɞɜɘəɞɨ 

ŰŬɢɡŭɟɞɛŮɑɞɡ ˊɞɡ ɓɟɑůəŮŰŬɘ ůŰɞ ɄɘůŰɞˊɞɘɖŰɘəɧ. 

¶ privilegeWithdrawn (RFC 5280 CRLReason #9): ɄɟɞɞɟɑɕŮŰŬɘ ɔɘŬ ɢɟɐůɖ 

ɧŰŬɜ ɡˊɎɟɝŮɘ ˊŬɟŬɓɑŬůɖ Ŭˊɧ Űɖɜ ˊɚŮɡɟɎ Űɞɡ ůɡɜŭɟɞɛɖŰɐ ˊɞɡ ŭŮɜ ɞŭɐɔɖůŮ 

ůŮ KeyCompromise, ɔɘŬ ˊŬɟɎŭŮɘɔɛŬ ɞ ɆɡɜŭɟɞɛɖŰɐɠ ɄɘůŰɞˊɞɘɖŰɘəɞɨ 

ˊŬɟŮɑɢŮ ˊŬɟŬˊɚŬɜɖŰɘəɏɠ ˊɚɖɟɞűɞɟɑŮɠ ůŰɖɜ ȷɑŰɖůɖ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ɐ ŭŮɜ 

ɏɢŮɘ ŰɖɟɐůŮɘ Űɘɠ ɞɡůɘɩŭŮɘɠ ɡˊɞɢɟŮɩůŮɘɠ Űɞɡ ɓɎůŮɘ Űɖɠ ɆɨɛɓŬůɖɠ 

ɆɡɜŭɟɞɛɖŰɐ ɐ Űɤɜ ȳɟɤɜ ɉɟɐůɖɠ. 

¶ certificateHold (RFC 5280 CRLReason #6): ɄɟɞɞɟɑɕŮŰŬɘ ɧŰŬɜ ɏɜŬ 

ɄɘůŰɞˊɞɘɖŰɘəɧ ȹɖɛɧůɘɞɡ ȾɚŮɘŭɘɞɨ ŰɑɗŮŰŬɘ ůŮ ŬɜŬɛɞɜɐ (ŭɖɚŬŭɐ ůŮ 

ŬɜŬůŰɞɚɐ). ȹŮɑŰŮ Űɘɠ ŮɜɧŰɖŰŮɠ 4.9.15 ɔɘŬ ˊŮɟɘůůɧŰŮɟŮɠ ˊɚɖɟɞűɞɟɑŮɠ. ȷɡŰɧɠ 

ɞ ɚɧɔɞɠ ŭŮɜ ŮˊɘŰɟɏˊŮŰŬɘ ɜŬ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ɔɘŬ ˊɘůŰɞˊɞɘɖŰɘəɎ ůɡɜŭɟɞɛɖŰɩɜ 

SSL/TLS ɐ ɈˊɞɔɟŬűɐɠ ȾɩŭɘəŬ.  

 

 

 

7.2.2.11 issuingDistributionPoint (OID 2.5.29.28) 

ȺɎɜ ɡˊɎɟɢŮɘ, ŬɡŰɐ ɖ ŮˊɏəŰŬůɖ ŮɔɔɟŬűɐɠ ȿȷɄ ŭŮɜ ɗŬ ˊɟɏˊŮɘ ɜŬ ŮˊɘůɖɛŬɑɜŮŰŬɘ ɤɠ 

əɟɑůɘɛɖ. 

 

ȺɎɜ ɏɜŬ CRL ŭŮɜ ˊŮɟɘɏɢŮɘ ŮɔɔɟŬűɏɠ ɔɘŬ ɧɚŬ ŰŬ ŬɜŬəɚɖɗɏɜŰŬ ɛɖ ɚɖɔɛɏɜŬ ˊɘůŰɞˊɞɘɖŰɘəɎ 

ˊɞɡ ŮəŭɧɗɖəŬɜ Ŭˊɧ Űɞɜ ŮəŭɧŰɖ Űɖɠ ȿȷɄ, ŰɧŰŮ ɗŬ ́ɟɏˊŮɘ ɜŬ ˊŮɟɘɏɢŮɘ ɛɘŬ əɟɑůɘɛɖ 

ŮˊɏəŰŬůɖ Issuing Distribution Point əŬɘ ɜŬ ůɡɛˊɚɖɟɩɜŮɘ Űɞ ˊŮŭɑɞ distributionPoint  

ŬɡŰɐɠ Űɖɠ ŮˊɏəŰŬůɖɠ. 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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Ƀɘ ŰɛɖɛŬŰɘəɏɠ (Partitioned) ȿȷɄ ɄɅȺɄȺȽ ɜŬ ˊŮɟɘɏɢɞɡɜ Űɖɜ ŮˊɏəŰŬůɖ Issuing 

Distribution Point. ɇɞ ˊŮŭɑɞ distributionPoint Űɖɠ ŮˊɏəŰŬůɖɠ Issuing Distribution Point 

ɄɅȺɄȺȽ ɜŬ ɡˊɎɟɢŮɘ. Ⱥˊɘˊɚɏɞɜ, Űɞ ˊŮŭɑɞ fullName Űɖɠ Űɘɛɐɠ DistributionPointName 

ɄɅȺɄȺȽ ɜŬ ɡˊɎɟɢŮɘ, əŬɘ ɖ Űɘɛɐ Űɞɡ ɄɅȺɄȺȽ ɜŬ ůɡɛɛɞɟűɩɜŮŰŬɘ ɛŮ Űɘɠ ŬəɧɚɞɡɗŮɠ 

ŬˊŬɘŰɐůŮɘɠ: 

 

1. ȺɎɜ ɏɜŬ ɄɘůŰɞˊɞɘɖŰɘəɧ ˊɞɡ ŮɛˊɑˊŰŮɘ ůŰɞ ˊŮŭɑɞ ŮűŬɟɛɞɔɐɠ Űɖɠ ȿȷɄ ˊŮɟɘɏɢŮɘ 

Űɖɜ ŮˊɏəŰŬůɖ CRL Distribution Points, ŰɧŰŮ ŰɞɡɚɎɢɘůŰɞɜ ɏɜŬ Ŭˊɧ ŰŬ 

uniformResourceIdentifiers ůŰɞ ˊŮŭɑɞ fullName Űɞɡ CRL Distribution Points 

ɄɅȺɄȺȽ ɜŬ ˊŮɟɘɚŬɛɓɎɜŮŰŬɘ ůŰɞ ˊŮŭɑɞ fullName Űɖɠ ŮˊɏəŰŬůɖɠ Issuing 

Distribution Point Űɖɠ ȿȷɄ. ȼ əɤŭɘəɞˊɞɑɖůɖ Űɖɠ Űɘɛɐɠ 

uniformResourceIdentifier ůŰɖɜ ŮˊɏəŰŬůɖ Issuing Distribution Point ɗŬ ŮɑɜŬɘ 

ˊŬɜɞɛɞɘɧŰɡˊɖ (byte-for-byte identical) ɛŮ Űɖɜ əɤŭɘəɞˊɞɑɖůɖ ˊɞɡ 

ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ůŰɖɜ ŮˊɏəŰŬůɖ ȿȷɄ Distribution Points Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ. 

2. ȯɚɚŬ GeneralNames Űɨˊɞɡ uniformResourceIdentifier ɀɄɃɅȺȽ ɜŬ 

ˊŮɟɘɚŬɛɓɎɜɞɜŰŬɘ. 

3. ɇɨˊɞɘ GeneralName ˊɞɡ ŭŮɜ ŮɑɜŬɘ uniformResourceIdentifier ȹȺɁ ɄɅȺɄȺȽ ɜŬ 

ˊŮɟɘɚŬɛɓɎɜɞɜŰŬɘ. 

 

ɇŬ ˊŮŭɑŬ indirectCRL əŬɘ onlyContainsAttributeCerts ɄɅȺɄȺȽ ɜŬ ɞɟɑɕɞɜŰŬɘ ůŮ 

FALSE (ŭɖɚŬŭɐ, ɜŬ ɛɖɜ ŭɖɚɩɜɞɜŰŬɘ). 

 

ȼ HARICA ɀɄɃɅȺȽ ɜŬ ɞɟɑůŮɘ ŮɑŰŮ Űɞ ˊŮŭɑɞ onlyContainsUserCerts ŮɑŰŮ Űɞ ˊŮŭɑɞ 

onlyContainsCACerts ůŮ TRUE, ŬɜɎɚɞɔŬ ɛŮ Űɞ ˊŮŭɑɞ ŮűŬɟɛɞɔɐɠ Űɖɠ ȿȷɄ. 

 

ȼ HARICA ȹȺɁ ɄɅȺɄȺȽ ɜŬ ŭɖɚɩůŮɘ ŰŬɡŰɧɢɟɞɜŬ əŬɘ ŰŬ ŭɨɞ ˊŮŭɑŬ 

onlyContainsUserCerts əŬɘ onlyContainsCACerts. 

 

ɇɞ ˊŮŭɑɞ onlySomeReasons ȹȺɁ ɆɈɁȽɆɇȷɇȷȽ ɜŬ ˊŮɟɘɚŬɛɓɎɜŮŰŬɘ. ȺɎɜ ˊŮɟɘɚɖűɗŮɑ, 

ŰɧŰŮ ɖ HARICA ɄɅȺɄȺȽ ɜŬ ˊŬɟɏɢŮɘ Ɏɚɚɖ ȿȷɄ, Űɖɠ ɞˊɞɑŬɠ Űɞ ˊŮŭɑɞ ŮűŬɟɛɞɔɐɠ ɜŬ 

əŬɚɨˊŰŮɘ ɧɚŮɠ Űɘɠ ŬɜŬəɚɐůŮɘɠ ŬɜŮɝŬɟŰɐŰɤɠ reason code. 

 

ȼ Ůɜ ɚɧɔɤ ŮˊɏəŰŬůɖ ȹȺɁ ɄɅɃɇȺȽɁȺɇȷȽ ɔɘŬ ˊɚɐɟŮɘɠ əŬɘ ɞɚɞəɚɖɟɤɛɏɜŮɠ ȿȷɄ. 

7.3 ɄŮɟɑɔɟŬɛɛŬ OCSP 

Ƀɘ ŮɝɡˊɖɟŮŰɖŰɏɠ OCSP ɗŬ ůɡɛɛɞɟűɩɜɞɜŰŬɘ ɛŮ Űɞ RFC 6960. 

 

ȷɜ ɏɜŬ OCSP response ŮɑɜŬɘ ɔɘŬ ɄɘůŰɞˊɞɘɖŰɘəɧ ȾɞɟɡűŬɑŬɠ ɐ ȺɜŭɘɎɛŮůɖɠ ȷɄ, 

ůɡɛˊŮɟɘɚŬɛɓŬɜɞɛɏɜɤɜ Űɤɜ ȹɘŬ-ɄɘůŰɞˊɞɘɖŰɘəɩɜ, əŬɘ Űɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ŬɡŰɧ ɏɢŮɘ 

ŬɜŬəɚɖɗŮɑ, ŰɧŰŮ Űɞ ́ Ůŭɑɞ revocationReason  ŮɜŰɧɠ Űɞɡ RevokedInfo  Űɞɡ CertStatus  

ɗŬ ˊŮɟɘɚŬɛɓɎɜŮŰŬɘ. 

 

ɇɞ CRLReason ˊɞɡ ŬɜŬűɏɟŮŰŬɘ ɗŬ ˊŮɟɘɚŬɛɓɎɜŮɘ ɛɘŬ Űɘɛɐ ˊɞɡ ŮˊɘŰɟɏˊŮŰŬɘ ɔɘŬ ȿȷɄ, 

ůɨɛűɤɜŬ ɛŮ Űɖɜ ŮɜɧŰɖŰŬ 7.2.2. 

7.3.1 ȷɟɘɗɛɧɠ ɏəŭɞůɖɠ 

ɈˊɞůŰɖɟɑɕŮŰŬɘ ɖ ɏəŭɞůɖ 1 Űɤɜ ˊɟɞŭɘŬɔɟŬűɩɜ OCSP ɧˊɤɠ ŬɡŰɐ ɞɟɑɕŮŰŬɘ ůŰɞ RFC 

6960. 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 
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7.3.2 OCSP əŬɘ ŮˊŮəŰɎůŮɘɠ Űɤɜ ŮɔɔɟŬűɩɜ 

ȼ ɡˊɖɟŮůɑŬ OCSP ɢɟɖůɘɛɞˊɞɘŮɑ ŬůűŬɚɐ ɢɟɞɜɞůűɟŬɔɑŭŬ əŬɘ ɛɏɔɘůŰɖ ˊŮɟɑɞŭɞ 

ŮɔəɡɟɧŰɖŰŬɠ ɧˊɤɠ ɞɟɑɕŮŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 4.9.10 ɔɘŬ ɜŬ ŮˊɘɓŮɓŬɘɩůŮɘ Űɖɜ 

ŮɔəɡɟɧŰɖŰŬ Űɖɠ ɡˊɞɔŮɔɟŬɛɛɏɜɖɠ ŬˊɎɜŰɖůɖɠ. Ƀɘ ŮˊɧɛŮɜŮɠ ŮɜɖɛŮɟɩůŮɘɠ ɗŬ ŮɑɜŬɘ 

ŭɘŬɗɏůɘɛŮɠ ŰɞɡɚɎɢɘůŰɞɜ ɛɑŬ ɛɏɟŬ ˊɟɘɜ ɖ ŰɟɏɢɞɡůŬ ˊŮɟɑɞŭɞɠ ɚɐɝŮɘ. Ƀ Ŭɚɔɧɟɘɗɛɞɠ 

ɡˊɞɔɟŬűɐɠ ˊɞɡ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ɔɘŬ Űɖɜ ŬˊɎɜŰɖůɖ Űɞɡ OCSP ŮɑɜŬɘ ɞ SHA2. 

 

ɇɞ singleExtensions  Ůɜɧɠ OCSP response ŭŮ ɗŬ ́ ŮɟɘɚŬɛɓɎɜŮɘ Űɞ reasonCode (OID 

2.5.29.21) CRL entry extension ŬɚɚɎ ȹɈɁȷɇȷȽ ɜŬ ˊŮɟɘɚŬɛɓɎɜŮɘ Űɞ ArchiveCutOff  

(OID 1.3.6.1.5.5.7.48.1.6) ůɨɛűɤɜŬ ɛŮ Űɖɜ ŮɜɧŰɖŰŬ 4.4.4 Űɞɡ RFC 6960. 

8 ȰɚŮɔɢɞɠ ůɡɛɛɧɟűɤůɖɠ əŬɘ ȯɚɚŮɠ ȷɝɘɞɚɞɔɐůŮɘɠ 

8.1 ɆɡɢɜɧŰɖŰŬ ɐ ůɡɜɗɐəŮɠ Űɖɠ Ŭɝɘɞɚɧɔɖůɖɠ 

ɇŬ ɄɘůŰɞˊɞɘɖŰɘəɎ Űɤɜ ȷɄ ˊɞɡ ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ ɔɘŬ Űɖɜ ɏəŭɞůɖ ɜɏɤɜ ˊɘůŰɞˊɞɘɖŰɘəɩɜ 

ɗŬ ɏɢɞɡɜ ŮɑŰŮ Űɞɡɠ ɇŮɢɜɘəɞɨɠ ɄŮɟɘɞɟɘůɛɞɨɠ Űɖɠ ˊŬɟŬɔɟɎűɞɡ 7.1.5 əŬɘ ɗŬ ŮɚɏɔɢɞɜŰŬɘ 

ůɨɛűɤɜŬ ɛɧɜɞ ɛŮ Űɖɜ ˊŬɟɎɔɟŬűɞ 8.7, ɐ ŭŮ ɗŬ ɏɢɞɡɜ ɇŮɢɜɘəɞɨɠ ɄŮɟɘɞɟɘůɛɞɨɠ əŬɘ ɗŬ 

ŮɚɏɔɢɞɜŰŬɘ ˊɚɐɟɤɠ ůɨɛűɤɜŬ ɛŮ ɧɚŮɠ Űɘɠ ɡˊɧɚɞɘˊŮɠ ŬˊŬɘŰɐůŮɘɠ ŬɡŰɐɠ Űɖɠ ˊŬɟŬɔɟɎűɞɡ. 

 

ȺɝɤŰŮɟɘəɧɠ ɏɚŮɔɢɞɠ ůɡɛɛɧɟűɤůɖɠ ɛŮ Űɖɜ ɄɄ/ȹȹɄ ŬˊŬɘŰŮɑŰŬɘ ůŮ ŮŰɐůɘŬ ɓɎůɖ. ȼ 

ˊŮɟɑɞŭɞɠ əŬŰɎ Űɖɜ ɞˊɞɑŬ ɖ HARICA ŮəŭɑŭŮɘ ɄɘůŰɞˊɞɘɖŰɘəɎ ɗŬ ˊɟɏˊŮɘ ɜŬ ɢɤɟɑɕŮŰŬɘ 

ůŮ ɛɘŬ ŬŭɘɎɚŮɘˊŰɖ ŬəɞɚɞɡɗɑŬ ˊŮɟɘɧŭɤɜ Ůɚɏɔɢɞɡ. 

 

ȼ ˊŮɟɑɞŭɞɠ Ůɚɏɔɢɞɡ ɔɘŬ ȰɛˊɘůŰŬ ɇɟɑŰŬ ɀɏɟɖ ŭŮɜ ˊɟɏˊŮɘ ɜŬ ɡˊŮɟɓŬɑɜŮɘ Űɖɜ ˊŮɟɑɞŭɞ 

Ůɚɏɔɢɞɡ Űɞɡ Ůɚɏɔɢɞɡ ůɡɛɛɧɟűɤůɖɠ Űɖɠ HARICA. 

8.2 ɇŬɡŰɧŰɖŰŬ/ˊɟɞůɧɜŰŬ Űɞɡ ŬɝɘɞɚɞɔɖŰɐ 

Ƀ ŮɝɤŰŮɟɘəɧɠ ɏɚŮɔɢɞɠ Űɖɠ HARICA ɔɑɜŮŰŬɘ Ŭˊɧ ŮɝŮɘŭɘəŮɡɛɏɜɞ əŬɘ ŭɘŬˊɘůŰŮɡɛɏɜɞ 

ŮɚŮɔəŰɐ, ůɨɛűɤɜŬ ɛŮ Űɘɠ ˊɟɞŭɘŬɔɟŬűɏɠ Űɤɜ əɟɘŰɖɟɑɤɜ Ůɚɏɔɢɞɡ. 

8.3 Ɇɢɏůɖ Űɞɡ ŬɝɘɞɚɞɔɖŰɐ ɛŮ Űɖɜ ŬɝɘɞɚɞɔɞɨɛŮɜɖ ɞɜŰɧŰɖŰŬ 

Ƀɘ ŮɝɤŰŮɟɘəɞɑ ŮɚŮɔəŰɏɠ ˊɟɏˊŮɘ ɜŬ ŮɑɜŬɘ ŬɜŮɝɎɟŰɖŰɞɘ Ŭˊɧ ɞˊɞɘŬŭɐˊɞŰŮ ůɢɏůɖ ˊɞɡ 

ŮɜŭɏɢŮŰŬɘ ɜŬ ůɡɜɘůŰɎ ůɨɔəɟɞɡůɖ ůɡɛűŮɟɧɜŰɤɜ, ɐ ˊɞɡ ɗŬ ɛˊɞɟɞɨůŮ ůŮ ɞˊɞɘŬŭɐˊɞŰŮ 

ˊŮɟɑˊŰɤůɖ ɜŬ ŮˊɖɟŮɎůŮɘ Űɖɜ ŬɜŰɘəŮɘɛŮɜɘəɐ Ŭɝɘɞɚɧɔɖůɖ Űɤɜ ŮɝɤŰŮɟɘəɩɜ ŮɚŮɔəŰɩɜ. 

8.4 ɇŬ ɗɏɛŬŰŬ ˊɞɡ əŬɚɨˊŰɞɜŰŬɘ Ŭˊɧ Űɖɜ Ŭɝɘɞɚɧɔɖůɖ 

ȼ ɈȹȾ HARICA əŬɚɨˊŰŮɘ Űɘɠ ˊɟɞŭɘŬɔɟŬűɏɠ Űɤɜ:  

¶ ETSI EN 319 411-1 ñElectronic Signatures and Infrastructures (ESI); Policy and 

security requirements for Trusted Service Providers issuing certificates; Part 1: 

General Requirementsò,  

¶ ETSI EN 319 411-2 ñElectronic Signatures and Infrastructures (ESI); Policy and 

security requirements for Trusted Service Providers issuing certificates; Part 2: 

Requirements for trust service providers issuing EU qualified certificatesò,  

¶ ETSI TS 119 411-6 ñElectronic Signatures and Infrastructures (ESI); Policy and 

security requirements for Trusted Service Providers issuing certificates Part 6: 

Requirements for Trust Service Providers issuing publicly trusted S/MIME 

certificate.ò, 
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¶ ETSI EN 319 421 ñElectronic Signatures and Infrastructures (ESI); Policy and 
security requirements for Trusted Service Providers issuing Time-Stampsò, əŬɘ 

¶ ȾŬɜɞɜɘůɛɧɠ (EU) No 910/2014 (eIDAS) Űɞɡ ȺɡɟɤˊŬɥəɞɨ Ⱦɞɘɜɞɓɞɡɚɑɞɡ əŬɘ 

Ɇɡɛɓɞɡɚɑɞɡ ɔɘŬ Űɖɜ ɖɚŮəŰɟɞɜɘəɐ ŰŬɡŰɞˊɞɑɖůɖ əŬɘ Űɘɠ ɡˊɖɟŮůɑŮɠ ŮɛˊɘůŰɞůɨɜɖɠ ůŮ 

ɖɚŮəŰɟɞɜɘəɏɠ ůɡɜŬɚɚŬɔɏɠ ůŰɖɜ Ůɜŭɞ-əɞɘɜɞŰɘəɐ ŬɔɞɟɎ ɧˊɤɠ ŰɟɞˊɞˊɞɘɐɗɖəŮ Ŭˊɧ 

Űɞɜ ȾŬɜɞɜɘůɛɧ (EU) 1183/2024. 

 

Ⱥˊɑůɖɠ, ɖ HARICA ɏɢŮɘ ŮɜůɤɛŬŰɩůŮɘ ɞŭɖɔɑŮɠ əŬɘ ŭɘŬŭɘəŬůɑŮɠ Ŭˊɧ ŰŬ əŮɑɛŮɜŬ:  

¶ ñBaseline Requirements for the Issuance and Management of Publicly-Trusted 

TLS Server Certificatesò,  

¶ ñGuidelines for the Issuance and Management of Extended Validation 

Certificatesò, 

¶ ñBaseline Requirements for the Issuance and Management of Publicly-Trusted 

S/MIME Certificatesò, 

¶ ñBaseline Requirements for the Issuance and Management of Publicly-Trusted 

Certificates Code Signing Certificatesò, əŬɘ 

¶ ñNetwork and Certificate System Security Requirementsò. 

ˊɞɡ ŭɖɛɞůɘŮɨɞɜŰŬɘ ůŰɖ ŭɘŮɨɗɡɜůɖ https://www.cabforum.org. 

 

Ⱥˊɘˊɚɏɞɜ Űɤɜ ˊŬɟŬˊɎɜɤ ˊɟɞŰɨˊɤɜ, ɖ ɈȹȾ HARICA ůɡɛɛɞɟűɩɜŮŰŬɘ ɛŮ  

¶ Űɞ ˊɟɧŰɡˊɞ ETSI TS 119 495 ́ ɞɡ ɡˊɞůŰɖɟɑɕŮɘ ɄŮɟɘɔɟɎɛɛŬŰŬ ȺɔəŮəɟɘɛɏɜɤɜ 

ɄɘůŰɞˊɞɘɖŰɘəɩɜ əŬɘ ȷˊŬɘŰɐůŮɘɠ ɄɞɚɘŰɘəɐɠ Űɞɡ ɄŬɟɧɢɞɡ ɈˊɖɟŮůɘɩɜ 

ȺɛˊɘůŰɞůɨɜɖɠ (TSP) ɔɘŬ Open Banking, ůɨɛűɤɜŬ ɛŮ Űɖɜ ɃŭɖɔɑŬ (EU) 

2015/2366 ɔɘŬ ɡˊɖɟŮůɑŮɠ ˊɚɖɟɤɛɐɠ əŬɘ Űɞɜ ȺɝɞɡůɘɞŭɞŰɖɛɏɜɞ ȾŬɜɞɜɘůɛɧ  

(EU) 2018/389 ůɢŮŰɘəɎ ɛŮ ŰŬ ȾŬɜɞɜɘůŰɘəɎ ɇŮɢɜɘəɎ ɄɟɧŰɡˊŬ ɔɘŬ ɘůɢɡɟɐ 

ŰŬɡŰɞˊɞɑɖůɖ ˊŮɚŬŰɩɜ əŬɘ ŰŬ əɞɘɜɎ əŬɘ ŬůűŬɚɐ ŬɜɞɘəŰɎ ˊɟɧŰɡˊŬ ŮˊɘəɞɘɜɤɜɑŬɠ 

əŬɘ 

¶ Űɖɜ Ɉˊɞɡɟɔɘəɐ ȷˊɧűŬůɖ 27499/2021-08 ɔɘŬ Ůɝ ŬˊɞůŰɎůŮɤɠ ŰŬɡŰɞˊɞɑɖůɖ. 

 

ũɘŬ ŰŬ ȰɛˊɘůŰŬ ɇɟɑŰŬ ɀɏɟɖ ˊɞɡ ŭŮɜ ŮɑɜŬɘ ȺŰŬɘɟɘəɏɠ ȷȾ, ɖ HARICA ɗŬ ˊɟɏˊŮɘ ɜŬ 

ɚŬɛɓɎɜŮɘ ɏəɗŮůɖ Ůɚɏɔɢɞɡ, ˊɞɡ ŮəŭɑŭŮŰŬɘ ůɨɛűɤɜŬ ɛŮ ŰŬ ŮɚŮɔəŰɘəɎ ˊɟɧŰɡˊŬ ˊɞɡ 

ŬˊɞŰŮɚɞɨɜ Űɖ ɓɎůɖ Űɤɜ ŬˊɞŭŮəŰɩɜ ŭɘŬŭɘəŬůɘɩɜ Ůɚɏɔɢɞɡ ˊɞɡ ɓɟɑůəɞɜŰŬɘ ůŮ ŬɡŰɐ, ɖ 

ɞˊɞɑŬ ˊŬɟɏɢŮɘ ɔɜɩɛɖ ɔɘŬ Űɞ Ŭɜ ɖ Ŭˊɧŭɞůɖ Űɞɡ ȰɛˊɘůŰɞɡ ɇɟɑŰɞɡ ɀɏɟɞɡɠ 

ůɡɛɛɞɟűɩɜŮŰŬɘ ɛŮ Űɖɜ ŭɐɚɤůɖ ˊɟŬəŰɘəɐɠ Űɞɡ ȰɛˊɘůŰɞɡ ɇɟɑŰɞɡ ɀɏɟɞɡɠ ɐ Űɖɜ 

ɄɄ/ȹɄɄ Űɖɠ HARICA. 

 

ȷɜ ɖ ɔɜɩɛɖ ŮɑɜŬɘ ɧŰɘ Űɞ ȰɛˊɘůŰɞ ɇɟɑŰɞ ɀɏɟɞɠ ŭŮɜ ůɡɛɛɞɟűɩɜŮŰŬɘ, ŰɧŰŮ ɖ HARICA 

ŭŮɜ ɗŬ ŮˊɘŰɟɏɣŮɘ ůŰɞ ȰɛˊɘůŰɞ ɇɟɑŰɞ ɀɏɟɞɠ ɜŬ ůɡɜŮɢɑůŮɘ ɜŬ ŮəŰŮɚŮɑ Űɘɠ 

ŮɝɞɡůɘɞŭɞŰɖɛɏɜŮɠ ɚŮɘŰɞɡɟɔɑŮɠ ɏɤɠ ɧŰɞɡ ŮűŬɟɛɞůŰɞɨɜ ɞɘ əŬŰɎɚɚɖɚŮɠ ŭɘɞɟɗɩůŮɘɠ əŬɘ 

Űɞ ȰɛˊɘůŰɞ ɇɟɑŰɞ ɀɏɟɞɠ ŮˊɘůŰɟɏɣŮɘ ůŮ əŬŰɎůŰŬůɖ ˊɚɐɟɞɡɠ ůɡɛɛɧɟűɤůɖɠ. 

 

ũɘŬ ɄŮɟɘɧŭɞɡɠ Ⱥɚɏɔɢɞɡ ˊɞɡ ɝŮəɘɜɞɨɜ Ŭˊɧ ɐ ɛŮŰɎ Űɖɜ 15ɖ ɀŬɟŰɑɞɡ 2025, ŰŬ ɘŭɘɤŰɘəɎ 

əɚŮɘŭɘɎ ȷɄ ˊɞɡ ɏɢɞɡɜ ŭɖɛɘɞɡɟɔɖɗŮɑ ŬɚɚɎ ŭŮɜ ɏɢɞɡɜ Ŭəɧɛɖ ůɡůɢŮŰɘůŰŮɑ ɛŮ 

ɄɘůŰɞˊɞɘɖŰɘəɧ ȷɄ (çůŰŬɗɛŮɡɛɏɜŬ əɚŮɘŭɘɎè / parked keys) ˊɟɏˊŮɘ ɜŬ ŬɜŬɔɜɤɟɑɕɞɜŰŬɘ 

ɛɏůɤ Űɤɜ SHA-256 əŬŰŬəŮɟɛŬŰɘůɛɩɜ Űɤɜ ȹɖɛɧůɘɤɜ ȾɚŮɘŭɘɩɜ Űɖɠ ȷɄ. 

ɆɡɔəŮəɟɘɛɏɜŬ, ɞ əŬŰŬəŮɟɛŬŰɘůɛɧɠ SHA-256 ˊɟɏˊŮɘ ɜŬ ɡˊɞɚɞɔɑɕŮŰŬɘ Ůˊɑ Űɖɠ DER 

əɤŭɘəɞˊɞɑɖůɖɠ Űɞɡ SubjectPublicKeyInfo ˊɞɡ ˊŮɟɘɏɢŮɘ Űɞ ȹɖɛɧůɘɞ ȾɚŮɘŭɑ Űɖɠ ȷɄ əŬɘ 

ɜŬ ˊŮɟɘɚŬɛɓɎɜŮŰŬɘ ůŮ ŮŰɐůɘŮɠ ŮəɗɏůŮɘɠ ŭɘŬɢŮɑɟɘůɖɠ əɨəɚɞɡ ɕɤɐɠ əɚŮɘŭɘɩɜ ˊɞɡ 

ˊŬɟɏɢɞɜŰŬɘ Ŭˊɧ Űɞɜ ŮɚŮɔəŰɐ (ɐ ůŰɖɜ ŬɜŰɑůŰɞɘɢɖ ŮɜɧŰɖŰŬ ɐ ˊŬɟɎɟŰɖɛŬ Űɤɜ ŮəɗɏůŮɤɜ 

Ůɚɏɔɢɞɡ Űɖɠ HARICA). Ƀɘ Ůɜ ɚɧɔɤ ŮəɗɏůŮɘɠ ˊɟɏˊŮɘ ɜŬ ŰŮəɛɖɟɘɩɜɞɡɜ Űɞɡɠ Ůɚɏɔɢɞɡɠ 

https://www.cabforum.org/
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əŬɘ ŰŬ ɛɏŰɟŬ ˊɞɡ ŮűŬɟɛɧɕɞɜŰŬɘ ɔɘŬ Űɖ ŭɘŬůűɎɚɘůɖ Űɖɠ ŬəŮɟŬɘɧŰɖŰŬɠ, Űɖɠ 

ŮɛˊɘůŰŮɡŰɘəɧŰɖŰŬɠ əŬɘ Űɖɠ ˊɟɞůŰŬůɑŬɠ ŬɡŰɩɜ Űɤɜ əɚŮɘŭɘɩɜ əŬɗô ɧɚɖ Űɖ ŭɘɎɟəŮɘŬ Űɞɡ 

əɨəɚɞɡ ɕɤɐɠ Űɞɡɠ, ůɨɛűɤɜŬ ɛŮ ŰŬ əɟɘŰɐɟɘŬ Ůɚɏɔɢɞɡ ˊɞɡ ŬɜŬűɏɟɞɜŰŬɘ ˊŬɟŬˊɎɜɤ. 

8.5 ȹɟɎůŮɘɠ ˊɞɡ ɚŬɛɓɎɜɞɜŰŬɘ ɤɠ ŬˊɞŰɏɚŮůɛŬ Űɖɠ ŬɜŮˊɎɟəŮɘŬɠ 

ɆŮ ˊŮɟɑˊŰɤůɖ ˊɞɡ ȺɜŭɘɎɛŮůɖ ȷɄ  ŭɘŬˊɘůŰɤɗŮɑ ɧŰɘ ŭŮɜ ůɡɛɛɞɟűɩɜŮŰŬɘ ɛŮ Űɘɠ ŮɔɔɡɐůŮɘɠ 

ˊɞɡ ŬɜŬűɏɟɞɜŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 9.6.1.1 əŬɘ ŬˊɞŰɨɢŮɘ ɜŬ ůɡɛɛɞɟűɤɗŮɑ ůŮ 

ɘəŬɜɞˊɞɘɖŰɘəɧ ɓŬɗɛɧ ɛŮ Űɞɡɠ ůŰɧɢɞɡɠ ˊɞɡ ɗɏŰɞɡɜ, ɗŬ ˊɟɏˊŮɘ ɜŬ ůŰŬɛŬŰɐůŮɘ Űɖɜ 

ɏəŭɞůɖ ˊɘůŰɞˊɞɘɖŰɘəɩɜ ˊɞɡ űɏɟɞɡɜ Űɞ ŬɜŰɑůŰɞɘɢɞ ŬɜŬɔɜɤɟɘůŰɘəɧ ˊɞɚɘŰɘəɐɠ (policy 

identifier), ɛɏɢɟɘ ɜŬ ŬɝɘɞɚɞɔɖɗŮɑ ɤɠ ůɡɛɛɞɟűɤɛɏɜɖ. 

8.6 ȷɜŬəɞɑɜɤůɖ Űɤɜ ŬˊɞŰŮɚŮůɛɎŰɤɜ 

ȼ ȰəɗŮůɖ Ⱥɚɏɔɢɞɡ ŬɜŬűɏɟŮɘ ɟɖŰɎ Űɞ ˊŮŭɑɞ ŮűŬɟɛɞɔɐɠ Űɤɜ əɟɘŰɖɟɑɤɜ Ůɚɏɔɢɞɡ. ȼ ˊɘɞ 

ˊɟɧůűŬŰɖ ɏəɗŮůɖ Ůɚɏɔɢɞɡ ɗŬ ŮɑɜŬɘ ŭɘŬɗɏůɘɛɖ ůŰɞ əɞɘɜɧ ůŰɖɜ əŮɜŰɟɘəɐ ɘůŰɞůŮɚɑŭŬ Űɖɠ 

HARICA (https://www.harica.gr). Ƀɘ ŮəɗɏůŮɘɠ ŬɡŰɏɠ ɗŬ ˊɟɏˊŮɘ Ůˊɑůɖɠ, ɜŬ ɡˊɞɓɚɖɗɞɨɜ 

ůŰɞɡɠ ɄɟɞɛɖɗŮɡŰɏɠ ȿɞɔɘůɛɘəɞɨ ȺűŬɟɛɞɔɩɜ ɔɘŬ ŰŬ ŭɘɎűɞɟŬ ˊɟɞɔɟɎɛɛŬŰŬ ȾɞɟɡűŬɑŬɠ 

ȷɄ əŬɘ ůŰɖɜ Ⱥɗɜɘəɐ ȺˊɞˊŰɘəɐ ȷɟɢɐ. ȼ HARICA ŭŮɜ ŮɑɜŬɘ ɡˊɞɢɟŮɤɛɏɜɖ ɜŬ 

ŭɖɛɞůɘɞˊɞɘŮɑ ŰŬ ɔŮɜɘəɎ ˊɞɟɑůɛŬŰŬ Űɞɡ Ůɚɏɔɢɞɡ ˊɞɡ ŭŮɜ ŮˊɖɟŮɎɕɞɡɜ Űɖ ůɡɜɞɚɘəɐ 

ŮɚŮɔəŰɘəɐ ɔɜɩɛɖ. Ƀɟɘůɛɏɜɞɘ ɄɟɞɛɖɗŮɡŰɏɠ ȿɞɔɘůɛɘəɞɨ ȺűŬɟɛɞɔɩɜ ŬˊŬɘŰɞɨɜ ɜŬ 

ůɡɛˊɚɖɟɤɗɞɨɜ əŬɘ ɜŬ ɡˊɞɔɟŬűɞɨɜ Ŭˊɧ Űɞɡɠ ŮɚŮɔəŰɏɠ Ůɘŭɘəɏɠ ˊɟɧŰɡˊŮɠ űɧɟɛŮɠ. ȷɡŰɏɠ 

ɞɘ űɧɟɛŮɠ ŭŮɜ ŬˊŬɘŰŮɑŰŬɘ ɜŬ ŮɑɜŬɘ ŭɘŬɗɏůɘɛŮɠ ůŰɞ əɞɘɜɧ, ŬɚɚɎ ɡˊɞɓɎɚɚɞɜŰŬɘ ŬˊŮɡɗŮɑŬɠ 

ůŰɞɜ ŬɜŰɑůŰɞɘɢɞ ɄɟɞɛɖɗŮɡŰɐ ȿɞɔɘůɛɘəɞɨ ȺűŬɟɛɞɔɩɜ. 

 

ȾɎɗŮ ȰəɗŮůɖ Ⱥɚɏɔɢɞɡ ɗŬ ˊɟɏˊŮɘ ɜŬ ŬɜŬűɏɟŮɘ ɟɖŰɎ ɧŰɘ əŬɚɨˊŰŮɘ ŰŬ ůɢŮŰɘəɎ 

ůɡůŰɐɛŬŰŬ əŬɘ ŭɘŬŭɘəŬůɑŮɠ ˊɞɡ ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ ɔɘŬ Űɖɜ ɏəŭɞůɖ ɧɚɤɜ Űɤɜ 

ɄɘůŰɞˊɞɘɖŰɘəɩɜ ˊɞɡ ɓŮɓŬɘɩɜɞɡɜ ɏɜŬ ɐ ˊŮɟɘůůɧŰŮɟŬ Ŭˊɧ ŰŬ ŬɜŬɔɜɤɟɘůŰɘəɎ 

ˊɞɚɘŰɘəɩɜ ˊɞɡ ŬɜŬűɏɟɞɜŰŬɘ ůŰɖɜ ŮɜɧŰɖŰŬ 7.1.6. 

 

Ⱥˊɘˊɚɏɞɜ, ɞɘ ŮˊɘůŰɞɚɏɠ ɓŮɓŬɑɤůɖɠ Ůɚɏɔɢɞɡ ˊɞɡ ůɢŮŰɑɕɞɜŰŬɘ ɛŮ ȹɖɛɞůɑɤɠ ȰɛˊɘůŰŬ 

ɄɘůŰɞˊɞɘɖŰɘəɎ ɗŬ ˊɟɏˊŮɘ ɜŬ ŬˊɞůŰɏɚɚɞɜŰŬɘ ůŰɖ CCADB ŮɜŰɧɠ ŮɜŮɜɐɜŰŬ (90) 

ɖɛŮɟɞɚɞɔɘŬəɩɜ ɖɛŮɟɩɜ Ŭˊɧ Űɖɜ ɖɛŮɟɞɛɖɜɑŬ ɚɐɝɖɠ Űɖɠ ˊŮɟɘɧŭɞɡ Ůɚɏɔɢɞɡ ˊɞɡ 

əŬɗɞɟɑɕŮŰŬɘ ůŰɖɜ ŮˊɘůŰɞɚɐ ɓŮɓŬɑɤůɖɠ Ůɚɏɔɢɞɡ. ɀɘŬ Ůˊɑůɖɛɖ Ŭɔɔɚɘəɐ ɏəŭɞůɖ Űɖɠ 

ŭɖɛɧůɘŬɠ ŭɘŬɗɏůɘɛɖɠ ŮˊɘůŰɞɚɐɠ ɓŮɓŬɑɤůɖɠ Ůɚɏɔɢɞɡ ɗŬ ˊɟɏˊŮɘ ɜŬ ˊŬɟɏɢŮŰŬɘ Ŭˊɧ Űɞɜ 

ɄɘůŰɞˊɞɘɖɛɏɜɞ ȺɚŮɔəŰɘəɧ ūɞɟɏŬ əŬɘ ɖ HARICA ɗŬ ˊɟɏˊŮɘ ɜŬ ŭɘŬůűŬɚɑůŮɘ ɧŰɘ ŮɑɜŬɘ 

ŭɘŬɗɏůɘɛɖ ůŰɞ əɞɘɜɧ. 

8.7 ȺůɤŰŮɟɘəɧɠ ȰɚŮɔɢɞɠ 

ȼ HARICA ŬɜɎ ˊɎůŬ ůŰɘɔɛɐ ˊŬɟŬəɞɚɞɡɗŮɑ Űɖɜ Űɐɟɖůɖ ŬɡŰɐɠ Űɖɠ ɄɄ/ȹȹɄ əŬɘ 

ŮɚɏɔɢŮɘ Űɖɜ ˊɞɘɧŰɖŰŬ Űɤɜ ɡˊɖɟŮůɘɩɜ Űɖɠ, ŮəŰŮɚɩɜŰŬɠ ŮůɤŰŮɟɘəɞɨɠ Ůɚɏɔɢɞɡɠ 

ŰɞɡɚɎɢɘůŰɞɜ ůŮ ŰɟɘɛɖɜɘŬɑŬ ɓɎůɖ ůŮ ɏɜŬ ŰɡɢŬɑŬ ŮˊɘɚŮɔɛɏɜɞ ŭŮɑɔɛŬ ɛŮɔŬɚɨŰŮɟɞ Űɞɡ Ůɜɧɠ 

ˊɘůŰɞˊɞɘɖŰɘəɞɨ ɐ ŰɞɡɚɎɢɘůŰɞɜ ŰɟɑŬ Űɞɘɠ ŮəŬŰɧ (3%) Űɤɜ ȹɖɛɧůɘŬ ȷɝɘɧˊɘůŰɤɜ 

ɄɘůŰɞˊɞɘɖŰɘəɩɜ ˊɞɡ ŮəŭɑŭɞɜŰŬɘ ɔɘŬ SSL/TLS ɐ ɈˊɞɔɟŬűɐ ȾɩŭɘəŬ, 

ůɡɛˊŮɟɘɚŬɛɓŬɜɞɛɏɜɤɜ Űɤɜ ɄɘůŰɞˊɞɘɖŰɘəɩɜ EV. ũɘŬ ɧɚŬ ŰŬ EV ɄɘůŰɞˊɞɘɖŰɘəɎ ˊɞɡ ɞɘ 

ŬˊŬɘŰɐůŮɘɠ ˊŮɟɑ Űɖɠ ŰŮɚɘəɐɠ ŭɘŬůŰŬɨɟɤůɖɠ (Final Cross-Correlation) əŬɘ Ůɚɏɔɢɞɡ ɛŮ 

Űɖɜ ŭɏɞɡůŬ ŮˊɘɛɏɚŮɘŬ (Due Diligence) Űɖɠ ŮɜɧŰɖŰŬɠ 3.2.13 Űɤɜ Ƀŭɖɔɘɩɜ EV 

ŮəˊɚɖɟɩɜɞɜŰŬɘ Ŭˊɧ ɛɑŬ ŮɝɤŰŮɟɘəɐ ȷȾ,  ɖ HARICA ɗŬ ŮɚɏɔɢŮɘ ŬɡůŰɖɟɎ Űɖɜ ˊɞɘɧŰɖŰŬ 

Űɤɜ ɡˊɖɟŮůɘɩɜ Űɖɠ ȷȾ ́ ɟŬɔɛŬŰɞˊɞɘɩɜŰŬɠ ŰŬəŰɘəɞɨɠ ŮůɤŰŮɟɘəɞɨɠ Ůɚɏɔɢɞɡɠ ůŮ ŰɡɢŬɑŬ 

ŮˊɘɚŮɔɛɏɜɞ ŭŮɑɔɛŬ ˊɞɡ ŬɜŰɘůŰɞɘɢŮɑ ůŮ ŰɞɡɚɎɢɘůŰɞɜ 6% Űɤɜ EV ɄɘůŰɞˊɞɘɖŰɘəɩɜ ˊɞɡ 

ŮɝɏŭɤůŮ əŬŰɎ Űɖɜ ˊŮɟɑɞŭɞ ˊɞɡ ɝŮəɘɜɎ ɛŮŰɎ Űɖɜ ˊŮɟɑɞŭɞ Űɞɡ ˊɟɞɖɔɞɨɛŮɜɞɡ ŭŮɑɔɛŬŰɞɠ.  

https://www.harica.gr/


Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 

ɆŮɚɑŭŬ 160 Ŭˊɧ 203 

 

ɆŰɖ ɢɟɞɜɘəɐ ŭɘɎɟəŮɘŬ əŬŰɎ Űɖɜ ɞˊɞɑŬ ŮəŭɑŭŮɘ ˊɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ ɢɟɐůɖ SSL/TLS ɛɘŬ 

ɇŮɢɜɘəɎ ɄŮɟɘɞɟɘůɛɏɜɖ ȺɜŭɘɎɛŮůɖ ȷɄ, ɖ HARICA ŮˊɘɓɎɚɚŮŰŬɘ ɜŬ ˊŬɟŬəɞɚɞɡɗŮɑ Űɖɜ 

Űɐɟɖůɖ ŬɡŰɐɠ Űɖɠ ɄɄ/ȹȹɄ. 

 

ȺəŰɧɠ Ŭˊɧ ŰŬ ȰɛˊɘůŰŬ ɇɟɑŰŬ ɀɏɟɖ ˊɞɡ ɡˊɞɓɎɚɚɞɜŰŬɘ ůŮ ŮŰɐůɘɞ ɏɚŮɔɢɞ ˊɞɡ ˊɚɖɟɞɑ 

ŰŬ əɟɘŰɐɟɘŬ ˊɞɡ əŬɗɞɟɑɕɞɜŰŬɘ ůŰɖɜ ŮɜɧŰɖŰŬ 8.4, ŮɎɜ ɖ HARICA ŬɝɘɞˊɞɘŮɑ əɎˊɞɘɞ 

ȰɛˊɘůŰɞ ɇɟɑŰɞ ɀɏɟɞɠ ůŰɖ ŭɘŬŭɘəŬůɑŬ Ůɚɏɔɢɞɡ ŮɔəɡɟɧŰɖŰŬɠ ɔɘŬ Űɖɜ ɏəŭɞůɖ 

ɄɘůŰɞˊɞɘɖŰɘəɩɜTLS ɐ ɈˊɞɔɟŬűɐɠ ȾɩŭɘəŬ, ɖ HARICA ɡˊɞɢɟŮɩɜŮɘ ɛɏůɤ ůɨɛɓŬůɖɠ 

əɎɗŮ ȰɛˊɘůŰɞ ɇɟɑŰɞ ɀɏɟɞɠ, ȷȾ, ɡˊŮɟɔɞɚɎɓɞ əŬɘ ȺŰŬɘɟɘəɐ RA ɜŬ ůɡɛɛɞɟűɤɗŮɑ ɛŮ 

Űɘɠ ɘůɢɨɞɡůŮɠ ŬˊŬɘŰɐůŮɘɠ ˊɞɡ ˊŮɟɘɔɟɎűɞɜŰŬɘ ůŰɞ əŮɑɛŮɜɞ Űɖɠ ˊŬɟɞɨůŬɠ ɄɄ/ȹȹɄ, 

Űɤɜ Ƀŭɖɔɘɩɜ EV əŬɘ ɜŬ Űɘɠ ŮəŰŮɚŮɑ ɧˊɤɠ ˊɟɞɓɚɏˊŮɘ ɖ ɑŭɘŬ ɖ HARICA. ȼ HARICA 

Ů́ ɘɓɎɚɚŮɘ ŬɡŰɏɠ Űɘɠ ɡˊɞɢɟŮɩůŮɘɠ əŬɘ ŮɚɏɔɢŮɘ ŮůɤŰŮɟɘəɎ ůŮ ŮŰɐůɘŬ ɓɎůɖ Űɖ 

ůɡɛɛɧɟűɤůɖ ɛŮ Űɘɠ ɃŭɖɔɑŮɠ EV Űɤɜ ɆɡɜŮɟɔŬŰɩɜ, Űɖɠ ȷȾ, Űɤɜ ɡˊŮɟɔɞɚɎɓɤɜ əŬɘ Űɤɜ 

ȺŰŬɘɟɘəɩɜ ȷȾ. ȼ HARICA ɗŬ ˊɟɏˊŮɘ ɜŬ ŮˊŬɜŮɝŮŰɎůŮɘ Űɘɠ ˊɟŬəŰɘəɏɠ əŬɘ Űɘɠ 

ŭɘŬŭɘəŬůɑŮɠ əɎɗŮ ȰɛˊɘůŰɞɡ ɇɟɑŰɞɡ ɀɏɟɞɡɠ ɔɘŬ ɜŬ ŭɘŬůűŬɚɑůŮɘ ɧŰɘ Űɞ ȰɛˊɘůŰɞ ɇɟɑŰɞ 

ɀɏɟɞɠ ůɡɛɛɞɟűɩɜŮŰŬɘ ɛŮ Űɖ ́ŬɟɞɨůŬ ɄɄ/ȹȹɄ. ȼ HARICA ɗŬ ˊɟɏˊŮɘ ɜŬ ŮɚɏɔɢŮɘ 

ŮůɤŰŮɟɘəɎ Űɖ ůɡɛɛɧɟűɤůɖ əɎɗŮ ȰɛˊɘůŰɞɡ ɇɟɑŰɞɡ ɀɏɟɞɡɠ ůɨɛűɤɜŬ ɛŮ ŬɡŰɐ Űɖ 

ɄɄ/ȹȹɄ ɛŮ Űɖɜ ɑŭɘŬ ůɡɢɜɧŰɖŰŬ Űɞɡ Ůɚɏɔɢɞɡ ůɡɛɛɧɟűɤůɖɠ Űɖɠ HARICA. 

 

ȼ HARICA ɗŬ ˊɟɏˊŮɘ ɜŬ ůɡɛˊɚɖɟɩůŮɘ əŬɘ ɜŬ ɡˊɞɓɎɚŮɘ ŮŰɐůɘŬ ŬɡŰɞŬɝɘɞɚɧɔɖůɖ ůŰɖ 

CCADB ˊɞɡ əŬɚɨˊŰŮɘ Űɘɠ ŬˊŬɘŰɐůŮɘɠ ŰɞɡɚɎɢɘůŰɞɜ Űɤɜ Ůɝɐɠ: 

Å ɄɞɚɘŰɘəɐ CCADB 

Å ɄɞɚɘŰɘəɐ Chrome Root Program 

Å ɄɞɚɘŰɘəɐ Mozilla Root Store 

Å Network and Certificate System Security Requirements 

Å Baseline Requirements for Publicly-Trusted TLS Certificates 

Å Extended Validation Guidelines for Publicly-Trusted TLS Certificates 

9 ȺɛˊɞɟɘəɎ əŬɘ ɁɞɛɘəɎ ɗɏɛŬŰŬ 

9.1 ȾɧůŰɖ ŮɔɔɟŬűɐɠ 

ȹŮɜ əŬŰŬɓɎɚɚɞɜŰŬɘ Űɏɚɖ ɔɘŬ Űɘɠ ˊŬɟŮɢɧɛŮɜŮɠ ɡˊɖɟŮůɑŮɠ ůŰŬ ȺɚɚɖɜɘəɎ ȷəŬŭɖɛŬɥəɎ əɘ 

ȺɟŮɡɜɖŰɘəɎ ȽŭɟɨɛŬŰŬ. ȼ HARICA ŭɘŬŰɖɟŮɑ Űɞ ŭɘəŬɑɤɛŬ ɜŬ ŮˊɘɓɎɚɚŮɘ ɢɟŮɩůŮɘɠ ůŰɞɡɠ 

ɆɡɜŭɟɞɛɖŰɏɠ ŮəŰɧɠ Űɤɜ ɓŬůɘəɩɜ ůɡɜŮɟɔŬɕɧɛŮɜɤɜ űɞɟɏɤɜ. ȷˊŬɔɞɟŮɨŮŰŬɘ ɟɖŰɎ əɎɗŮ 

Ůɑŭɞɡɠ ɛŮŰŬˊɩɚɖůɖ ɐ Ɏɚɚɞɡ Űɨˊɞɡ ŮəɛŮŰɎɚɚŮɡůɖ Űɤɜ ˊŬɟŮɢɧɛŮɜɤɜ ɡˊɖɟŮůɘɩɜ Ŭˊɧ 

ůɡɜŭŮŭŮɛɏɜɞɡɠ ɛŮ Űɖɜ HARICA ɞɟɔŬɜɘůɛɞɨɠ. 

9.1.1 ȾɧůŰɞɠ ɏəŭɞůɖɠ əŬɘ ŬɜŬɜɏɤůɖɠ ˊɘůŰɞˊɞɘɖŰɘəɩɜ 

ȼ HARICA ŭɘŬŰɖɟŮɑ Űɞ ŭɘəŬɑɤɛŬ ɜŬ ŮˊɘɓɎɚɚŮɘ ɢɟŮɩůŮɘɠ ůŰɞɡɠ ɆɡɜŭɟɞɛɖŰɏɠ ŮəŰɧɠ Űɤɜ 

ɓŬůɘəɩɜ ůɡɜŮɟɔŬɕɧɛŮɜɤɜ űɞɟɏɤɜ-ɛɏɚɖ Űɖɠ GUnet.  

9.1.2 ȾɧůŰɞɠ ˊɟɧůɓŬůɖɠ ůŮ ˊɘůŰɞˊɞɘɖŰɘəɎ 

ȹŮɜ ŮˊɘɓɎɚɚɞɜŰŬɘ ɢɟŮɩůŮɘɠ ůŮ ˊɟɧůɤˊŬ ɔɘŬ Űɖɜ ˊɟɧůɓŬůɖ ůŮ ˊɘůŰɞˊɞɘɖŰɘəɎ. 

9.1.3 ȾɧůŰɞɠ ŬɜɎəɚɖůɖɠ ɐ ŮɟɩŰɖůɖ əŬŰɎůŰŬůɖɠ ˊɘůŰɞˊɞɘɖŰɘəɩɜ 

ȹŮɜ ŮˊɘɓɎɚɚɞɜŰŬɘ ɢɟŮɩůŮɘɠ ɔɘŬ Űɖɜ ŬɜɎəɚɖůɖ ɐ Űɘɠ ˊɚɖɟɞűɞɟɑŮɠ əŬŰɎůŰŬůɖɠ Űɞɡ 

ˊɘůŰɞˊɞɘɖŰɘəɞɨ.  
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9.1.4 ȾɧůŰɞɠ Ɏɚɚɤɜ ɡˊɖɟŮůɘɩɜ  

 ȼ HARICA ŭɘŬŰɖɟŮɑ Űɞ ŭɘəŬɑɤɛŬ ɜŬ ŮˊɘɓɎɚɚŮɘ ɢɟŮɩůŮɘɠ ɔɘŬ ɡˊɖɟŮůɑŮɠ ŮəŰɧɠ Űɤɜ 

Űɡˊɘəɩɜ ŭɘŬŭɘəŬůɘɩɜ Űɞɡ əɨəɚɞɡ ɕɤɐɠ Űɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ. 

9.1.5 ȹɘŬŭɘəŬůɑŮɠ ŮˊɘůŰɟɞűɐɠ ɢɟɖɛɎŰɤɜ 

ȹŮɜ ɞɟɑɕŮŰŬɘ 

9.2 Ƀɘəɞɜɞɛɘəɐ Ůɡɗɨɜɖ 

ȼ ɈȹȾ HARICA ŭŮɜ ŬɜŬɚŬɛɓɎɜŮɘ ɞɨŰŮ əŬɘ ŬˊɞŭɏɢŮŰŬɘ ɞˊɞɘŬŭɐˊɞŰŮ ɞɘəɞɜɞɛɘəɐ 

Ůɡɗɨɜɖ ŮəŰɧɠ Ŭɜ Ɏɚɚɤɠ ɞɟɑɕŮŰŬɘ ŮɘŭɘəɧŰŮɟŬ ůŰɞ ˊŬɟɧɜ əŮɑɛŮɜɞ ɄɄ/ȹȹɄ. 

9.3 ȺɛˊɘůŰŮɡŰɘəɧŰɖŰŬ ˊɚɖɟɞűɞɟɘɩɜ Ůɛˊɞɟɘəɞɨ ɢŬɟŬəŰɐɟŬ 

9.3.1 ɄŮŭɑɞ ŮɛˊɘůŰŮɡŰɘəɩɜ ˊɚɖɟɞűɞɟɘɩɜ 

ɇŬ ɘŭɘɤŰɘəɎ əɚŮɘŭɘɎ Űɤɜ ȷɟɢɩɜ ɄɘůŰɞˊɞɑɖůɖɠ, ɞ ˊɖɔŬɑɞɠ əɩŭɘəŬɠ əŬɘ ŰŬ ɘŭɘɤŰɘəɎ 

əɚŮɘŭɘɎ ɔɘŬ Űɘɠ ŭɘŬŭɘəŬůɑŮɠ ŬˊɞɗɐəŮɡůɖɠ/ɚŮɘŰɞɡɟɔɑŬɠ ɗŮɤɟɞɨɜŰŬɘ ŭɘŬɓŬɗɛɘůɛɏɜŮɠ əŬɘ 

ŮɛˊɘůŰŮɡŰɘəɏɠ ˊɚɖɟɞűɞɟɑŮɠ. ɄɚɖɟɞűɞɟɑŮɠ ůɢŮŰɘəɎ ɛŮ Űɖ űɡůɘəɐ ˊɟɧůɓŬůɖ əŬɘ Űɖɜ 

ŬůűɎɚŮɘŬ Űɤɜ ɢɩɟɤɜ ɧˊɞɡ ɏɢɞɡɜ ŮɔəŬŰŬůŰŬɗŮɑ əŬɘ ɚŮɘŰɞɡɟɔɞɨɜ ɞɘ ȷɄ əŬɘ ɞɘ ȷȾ, 

ɗŮɤɟɞɨɜŰŬɘ Ůˊɑůɖɠ ŭɘŬɓŬɗɛɘůɛɏɜŮɠ. 

 

ɇŬ ůɢɏŭɘŬ ŮˊɘɢŮɘɟɖůɘŬəɐɠ ŬɜɎəŬɛɣɖɠ ůŮ ˊŮɟɘˊŰɩůŮɘɠ əŬŰŬůŰɟɞűɐɠ, Ůˊɑůɖɠ ŮɑɜŬɘ 

ŮɛˊɘůŰŮɡŰɘəɎ. 

9.3.2 ɄɚɖɟɞűɞɟɑŮɠ ˊɞɡ ŭŮɜ  ŮɛˊɑˊŰɞɡɜ ůŰɞ ˊŮŭɑɞ Űɤɜ ŮɛˊɘůŰŮɡŰɘəɩɜ 

ˊɚɖɟɞűɞɟɘɩɜ 

Ƀɘ ˊɚɖɟɞűɞɟɑŮɠ ˊɞɡ ˊŮɟɘɚŬɛɓɎɜɞɜŰŬɘ ůŰŬ ɣɖűɘŬəɎ ˊɘůŰɞˊɞɘɖŰɘəɎ ˊɞɡ ŮəŭɑŭɞɜŰŬɘ ŭŮɜ 

ɗŮɤɟɞɨɜŰŬɘ ŮɛˊɘůŰŮɡŰɘəɏɠ. 

9.3.3 ȺɡɗɨɜŮɠ ɔɘŬ Űɖɜ ˊɟɞůŰŬůɑŬ Űɤɜ ŮɛˊɘůŰŮɡŰɘəɩɜ ˊɚɖɟɞűɞɟɘɩɜ 

ɇɞ ˊɟɞůɤˊɘəɧ Űɖɠ HARICA əŬɘ ɞɘ ůɡɜŮɟɔɎŰŮɠ ŮɑɜŬɘ ɡˊŮɨɗɡɜɞɘ ɔɘŬ Űɖɜ ˊɟɞůŰŬůɑŬ Űɤɜ 

ŮɛˊɘůŰŮɡŰɘəɩɜ ˊɚɖɟɞűɞɟɘɩɜ, ɜŬ ɛɖɜ ɢɟɖůɘɛɞˊɞɘɞɨɜ Űɘɠ ˊɚɖɟɞűɞɟɑŮɠ ŬɡŰɏɠ ɔɘô Ɏɚɚɞɜ 

ˊɚɖɜ Űɞɜ ůəɞˊɧ ɔɘŬ Űɞɜ ɞˊɞɑɞ ŬɡŰɏɠ ˊɟɞɞɟɑɕɞɜŰŬɘ əŬɘ ŭŮůɛŮɨɞɜŰɘŬ ɟɖŰɩɠ əŬɘ 

ůɡɛɓŬŰɘəɩɠ ˊɟɞɠ ŰɞɨŰɞ. ɇɞ ˊɟɞůɤˊɘəɧ Űɖɠ HARICA əŬɘ ɞɘ ɢŮɘɟɘůŰɏɠ ŮɑɜŬɘ 

ŮəˊŬɘŭŮɡɛɏɜɞɘ ˊɩɠ ɜŬ ɢɟɖůɘɛɞˊɞɘɞɨɜ əŬɘ ɜŬ ɢŮɘɟɑɕɞɜŰŬɘ ŮɛˊɘůŰŮɡŰɘəɏɠ ˊɚɖɟɞűɞɟɑŮɠ 

ůɨɛűɤɜŬ ɛŮ Űɖɜ ˊŬɟɎɔɟŬűɞ 5.3. ȼ HARICA ɚŬɛɓɎɜŮɘ ɧɚŬ ŰŬ əŬŰɎɚɚɖɚŬ ŰŮɢɜɘəɎ əŬɘ 

ɞɟɔŬɜɤŰɘəɎ ɛɏŰɟŬ ɔɘŬ Űɖɜ ŮűŬɟɛɞɔɐ ŬɡŰɐɠ Űɖɠ ˊɞɚɘŰɘəɐɠ. 

9.4 ȺɛˊɘůŰŮɡŰɘəɧŰɖŰŬ ˊɚɖɟɞűɞɟɘɩɜ ˊɟɞůɤˊɘəɞɨ ɢŬɟŬəŰɐɟŬ 

9.4.1 Ɇɢɏŭɘɞ ŮɛˊɘůŰŮɡŰɘəɧŰɖŰŬɠ 

ȼ HARICA ɏɢŮɘ ŮűŬɟɛɧůŮɘ ɄɞɚɘŰɘəɐ ɄɟɞůŰŬůɑŬɠ ȹŮŭɞɛɏɜɤɜ əŬɘ ɏɢŮɘ ŮəŭɩůŮɘ 

ȹɐɚɤůɖ ɄɟɞůŰŬůɑŬɠ ȹŮŭɞɛɏɜɤɜ, ŭɘŬɗɏůɘɛɖ ůŰɖ ŭɘŮɨɗɡɜůɖ 

https://repo.harica.gr/documents/Data-Privacy-Statement-EL.pdf, ůŮ ůɡɛɛɧɟűɤůɖ ɛŮ 

Űɖɜ əŮɑɛŮɜɖ ɜɞɛɞɗŮůɑŬ ůɢŮŰɘəɎ ɛŮ Űɖɜ ˊɟɞůŰŬůɑŬ ŭŮŭɞɛɏɜɤɜ əŬɘ əɎɗŮ ŬɜŰɑůŰɞɘɢɖ 

ɜɞɛɞɗŮůɑŬ əŬɘ ȺɡɟɤˊŬɥəɞɨɠ ȾŬɜɞɜɘůɛɞɨɠ. 

https://repo.harica.gr/documents/Data-Privacy-Statement-EL.pdf
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9.4.2 ɄɚɖɟɞűɞɟɑŮɠ ˊɞɡ ɢŬɟŬəŰɖɟɑɕɞɜŰŬɘ ŮɛˊɘůŰŮɡŰɘəɏɠ  

Ƀɘ ȷɟɢɏɠ ȾŬŰŬɢɩɟɘůɖɠ  ŮˊŮɝŮɟɔɎɕɞɜŰŬɘ ˊɟɞůɤˊɘəɎ ŭŮŭɞɛɏɜŬ əŬŰɎ Űɖ ŭɘŬŭɘəŬůɑŬ 

ŬɜŬɔɜɩɟɘůɖɠ ŰŬɡŰɧŰɖŰŬɠ əɘ ŮˊŬɚɐɗŮɡůɖɠ Űɞɡ ȷɘŰɞɨɜŰŬ ŰŬ ɞˊɞɑŬ ɢŬɟŬəŰɖɟɑɕɞɜŰŬɘ 

ŮɛˊɘůŰŮɡŰɘəɎ. ɇŬ ˊɟɞůɤˊɘəɎ ŭŮŭɞɛɏɜŬ ŭŮɜ ŬˊɞəŬɚɨˊŰɞɜŰŬɘ ŮəŰɧɠ Ŭɜ Űɞ ŬˊŬɘŰŮɑ ɞ 

ɜɧɛɞɠ ɐ ůɡɛˊŮɟɘɚŬɛɓɎɜɞɜŰŬɘ ůŰɘɠ ŭɖɛɧůɘŮɠ ˊɚɖɟɞűɞɟɑŮɠ Űɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ (ɔɘŬ 

ˊŬɟɎŭŮɘɔɛŬ ůŰɞ ˊŮŭɑɞ subject Űɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ) ɛŮ Űɖ ůɡɜŬɑɜŮůɖ Űɞɡ ȷɘŰɞɨɜŰŬ. ȷɜ 

ůɡɛűɤɜŮɑ ɞ ȷɘŰɩɜ ɜŬ ůɡɛˊŮɟɘɚɎɓŮɘ ůŰɞ ɄɘůŰɞˊɞɘɖŰɘəɧ Űɞɡ ˊɟɞůɤˊɘəɏɠ ˊɚɖɟɞűɞɟɑŮɠ 

ˊɞɡ ůɢŮŰɑɕɞɜŰŬɘ ɛŮ Űɖɜ ˊɟɞůɤˊɘəɐ Űɞɡ ŰŬɡŰɧŰɖŰŬ ˊɞɡ ˊŮɟɘɔɟɎűɞɜŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 

7.1.4.7 (ȷɟɘɗɛɧɠ ɀɖŰɟɩɞɡ Ⱦɞɘɜɤɜɘəɐɠ ȷůűɎɚɘůɖɠ, ȷɟɘɗɛɧɠ ɇŬɡŰɧŰɖŰŬɠ, ȷɟɘɗɛɧɠ 

ūɞɟɞɚɞɔɘəɞɨ ɀɖŰɟɩɞɡ, ȷɟɘɗɛɧɠ ȹɘŬɓŬŰɖɟɑɞɡ), ŰɧŰŮ ŬɡŰɏɠ ɞɘ ˊɚɖɟɞűɞɟɑŮɠ ŭŮɜ 

ɗŮɤɟɞɨɜŰŬɘ ŮɛˊɘůŰŮɡŰɘəɏɠ. 

9.4.3 ɄɚɖɟɞűɞɟɑŮɠ ˊɞɡ ŭŮɜ ɗŮɤɟɞɨɜŰŬɘ ŮɛˊɘůŰŮɡŰɘəɏɠ 

ȹŮɜ ɗŮɤɟɞɨɜŰŬɘ ŮɛˊɘůŰŮɡŰɘəɏɠ ɞɘ ˊɚɖɟɞűɞɟɑŮɠ ˊɞɡ ˊŮɟɘɏɢɞɜŰŬɘ ůŰŬ ɣɖűɘŬəɎ 

ˊɘůŰɞˊɞɘɖŰɘəɎ ˊɞɡ ŮəŭɑŭɞɜŰŬɘ. ȷɜ ɞ ȷɘŰɩɜ ɕɐŰɖůŮ ɜŬ ˊɟɞůŰŮɗɞɨɜ ˊɟɞůɤˊɘəɏɠ 

ˊɚɖɟɞűɞɟɑŮɠ ůŮ ɏɜŬ ɄɘůŰɞˊɞɘɖŰɘəɧ, əŬŰɎ Űɖ ŭɘŬŭɘəŬůɑŬ Űɖɠ ŬɑŰɖůɖɠ, ŮɜůɤɛŬŰɩɜɞɜŰŬɠ 

ŬɡŰɏɠ ůŰɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ˊɞɡ ŮəŭɑŭŮŰŬɘ, ɞ ɆɡɜŭɟɞɛɖŰɐɠ ůɡɜŬɘɜŮɑ ůŰɖɜ ŭɖɛɞůɑŮɡůɖ 

ŬɡŰɩɜ Űɤɜ ˊɚɖɟɞűɞɟɘɩɜ Ŭˊɧ Űɖɜ HARICA.  

9.4.4 Ⱥɡɗɨɜɖ ɔɘŬ Űɖɜ ˊɟɞůŰŬůɑŬ ŭŮŭɞɛɏɜɤɜ ˊɟɞůɤˊɘəɞɨ ɢŬɟŬəŰɐɟŬ 

ȼ ŭɘŬɢŮɑɟɘůɖ Ŭˊɧ Űɖɜ ɈȹȾ HARICA, Űɤɜ ŭŮŭɞɛɏɜɤɜ ˊɞɡ ɢŬɟŬəŰɖɟɑɕɞɜŰŬɘ 

ŮɛˊɘůŰŮɡŰɘəɎ əŬɘ ˊɟɞůɤˊɘəɞɨ ɢŬɟŬəŰɐɟŬ, ůɡɛɛɞɟűɩɜŮŰŬɘ ɛŮ Űɖ ůɢŮŰɘəɐ ɜɞɛɞɗŮůɑŬ 

ˊŮɟɑ ˊɟɞůŰŬůɑŬɠ Ʉɟɞůɤˊɘəɩɜ ȹŮŭɞɛɏɜɤɜ. ɈˊɎɟɢɞɡɜ ůɡɔəŮəɟɘɛɏɜŬ ŰŮɢɜɘəɎ əŬɘ 

ɞɟɔŬɜɤŰɘəɎ ɛɏŰɟŬ ɔɘŬ Űɖɜ ŬˊɞŰɟɞˊɐ ɛɖ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɖɠ ɐ ˊŬɟɎɜɞɛɖɠ ŮˊŮɝŮɟɔŬůɑŬɠ 

ɐ Ůɝô ŬɛŮɚŮɑŬɠ ŬˊɩɚŮɘŬ ŮɛˊɘůŰŮɡŰɘəɩɜ əŬɘ ˊɟɞůɤˊɘəɩɜ ˊɚɖɟɞűɞɟɘɩɜ. 

9.4.5 Ⱥɜɖɛɏɟɤůɖ əŬɘ ůɡɔəŬŰɎɗŮůɖ ɢɟɐůɖɠ ŮɛˊɘůŰŮɡŰɘəɩɜ ŭŮŭɞɛɏɜɤɜ  

ȺəŰɧɠ Ŭɜ ŬɜŬűɏɟŮŰŬɘ Ɏɚɚɤɠ ůŰɖɜ ˊŬɟɞɨůŬ ɄɄ/ȹȹɄ, Űɖɜ ȹɐɚɤůɖ ɄɟɞůŰŬůɑŬɠ 

ȹŮŭɞɛɏɜɤɜ (ŭɘŬɗɏůɘɛɖ ůŰɖ ŭɘŮɨɗɡɜůɖ https://repo.harica.gr/documents/Data-Privacy-

Statement-EL.pdf) ɐ ŭɡɜɎɛŮɘ ůɡɛűɤɜɑŬɠ, ɧɚŮɠ ɞɘ ŮɛˊɘůŰŮɡŰɘəɏɠ əŬɘ ˊɟɞůɤˊɘəɏɠ 

ˊɚɖɟɞűɞɟɑŮɠ ˊɞɡ ŭɘŬɢŮɘɟɑɕŮŰŬɘ əŬɘ ŮˊŮɝŮɟɔɎɕŮŰŬɘ ɖ HARICA ŭŮɜ ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ 

ɢɤɟɑɠ ˊɟɞɖɔɞɨɛŮɜɖ Ůɜɖɛɏɟɤůɖ ɐ ůɡɔəŬŰɎɗŮůɖ ɧˊɞɡ ŬɡŰɧ ŮűŬɟɛɧɕŮŰŬɘ, ɔɘŬ Űɞ 

ɡˊɞəŮɑɛŮɜɞ  ůŰɞ ɞˊɞɑɞ Ŭűɞɟɞɨɜ, ůɨɛűɤɜŬ ɛŮ Űɖɜ ɘůɢɨɞɡůŬ ɜɞɛɞɗŮůɑŬ ůɢŮŰɘəɎ ɛŮ Űɖɜ 

ˊɟɞůŰŬůɑŬ ŭŮŭɞɛɏɜɤɜ əŬɘ əɎɗŮ ɘůɞŭɨɜŬɛɖ ɜɞɛɞɗŮůɑŬ əŬɘ ȺɡɟɤˊŬɥəɞɨɠ ȾŬɜɞɜɘůɛɞɨɠ. 

9.4.6 ũɜɤůŰɞˊɞɑɖůɖ ˊɚɖɟɞűɞɟɘɩɜ ůŮ ŭɘəŬůŰɘəɏɠ ɐ ŭɖɛɧůɘŮɠ Ŭɟɢɏɠ 

Ƀɘ ɛɖ ŮɛˊɘůŰŮɡŰɘəɏɠ ˊɚɖɟɞűɞɟɑŮɠ ˊɞɡ ŰɖɟŮɑ əɎɗŮ ȷɟɢɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ 

ȾŬŰŬɢɩɘɖůɖɠ ŮɑɜŬɘ ŭɘŬɗɏůɘɛŮɠ ůŰɘɠ Ŭɟɢɏɠ Ůˊɘɓɞɚɐɠ Űɞɡ ɜɧɛɞɡ, ɛŮŰɎ Ŭˊɧ Ůˊɑůɖɛɖ 

ɏɔɔɟŬűɖ ŬɑŰɖůɐ Űɞɡɠ.  

 

ȺɛˊɘůŰŮɡŰɘəɏɠ əŬɘ ˊɟɞůɤˊɘəɏɠ ˊɚɖɟɞűɞɟɑŮɠ ɛˊɞɟɞɨɜ ɜŬ ɔɜɤůŰɞˊɞɘɖɗɞɨɜ ůŮ 

ŭɘəŬůŰɘəɐ Ŭɟɢɐ Ůűɧůɞɜ ɏɢŮɘ ŮəŭɞɗŮɑ ˊɟɞɠ ŰɞɨŰɞ ɏɔəɡɟɞ əŬɘ ŮəŰŮɚŮůŰɧ ɏɔɔɟŬűɞ, ɧˊɤɠ 

Ůˊɑůɖɛɖ ŭɘŬŰŬɔɐ ŭɘəŬůŰɖɟɑɞɡ, ŬˊɧűŬůɖ ɐ ŭɘɞɘəɖŰɘəɐ ˊɟɎɝɖ, ůɨɛűɤɜŬ ɛŮ Űɘɠ ɔŮɜɘəɏɠ 

Ŭɟɢɏɠ ŭɘəŬɑɞɡ əŬɘ Űɖɜ ɘůɢɨɞɡůŬ ɜɞɛɞɗŮůɑŬ. ȼ ŭɘŬŭɘəŬůɑŬ ŮəŰŮɚŮɑŰŬɘ ɛɏůɤ Űɖɠ ȺȹɄɄ 

(ɓɚ. ŮɜŰɧŰɖŰŬ 1.5). ȽŭɘɤŰɘəɎ əɚŮɘŭɘɎ ˊɞɡ ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ ɔɘŬ Űɖɜ ɡˊɞɔɟŬűɐ 

ˊɘůŰɞˊɞɘɖŰɘəɩɜ, ŭŮɜ ŭɖɛɞůɘɞˊɞɘɞɨɜŰŬɘ ůŮ ŰɟɑŰɞɡɠ ůŮ əŬɛɑŬ ˊŮɟɑˊŰɤůɖ, ŮəŰɧɠ Ŭɜ ɖ 

HARICA ŮɑɜŬɘ ɡˊɞɢɟŮɤɛɏɜɖ ˊɟɞɠ ŰɞɨŰɞ ŭɡɜɎɛŮɘ ɘůɢɨɞɡůŬɠ əŬɘ ŮəŰŮɚŮůŰɐɠ 

ɜɞɛɞɗŮůɑŬɠ. 

https://repo.harica.gr/documents/Data-Privacy-Statement-EL.pdf
https://repo.harica.gr/documents/Data-Privacy-Statement-EL.pdf
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9.4.7 ȯɚɚŮɠ ˊŮɟɘˊŰɩůŮɘɠ ŭɘɎɗŮůɖɠ ˊɚɖɟɞűɞɟɘɩɜ  

Ƀɘ ɛɖ ŮɛˊɘůŰŮɡŰɘəɏɠ əŬɘ ɛɖ ɘŭɘɤŰɘəɏɠ ́ ɚɖɟɞűɞɟɑŮɠ ˊɞɡ ŰɖɟŮɑ əɎɗŮ ȷɄ əŬɘ ȷȾ  ŭɨɜŬŰŬɘ 

ɜŬ ɔɜɤůŰɞˊɞɘɖɗɞɨɜ Ůˊɑ Űɖ ɓɎůŮɘ ŬɘŰɖɛɎŰɤɜ ɞɜŰɞŰɐŰɤɜ, ɔɘŬ ɚɧɔɞɡɠ ɏɜɜɞɛɞɡ 

ůɡɛűɏɟɞɜŰɞɠ. 

 

Ƀɘ ˊɚɖɟɞűɞɟɑŮɠ ˊɞɡ ŰɖɟŮɑ əɎɗŮ ȷɄ əŬɘ ȷȾ ŮɑɜŬɘ ŭɘŬɗɏůɘɛŮɠ ůŰɞ ɜɧɛɘɛɞ ɘŭɘɞəŰɐŰɖ Űɞɡɠ 

(ˊ.ɢ. űɡůɘəɧ ˊɟɧůɤˊɞ ˊɞɡ ŬɘŰɐɗɖəŮ ˊɘůŰɞˊɞɘɖŰɘəɧ), ɛŮŰɎ Ŭˊɧ ɜɧɛɘɛɞ ŬɑŰɖɛɎ Űɞɡ. 

 

ȷɡŰɐ ɖ ŮɜɧŰɖŰŬ ŭɘɏˊŮŰŬɘ Ŭˊɧ Űɖɜ ɘůɢɨɞɡůŬ ɜɞɛɞɗŮůɑŬ ůɢŮŰɘəɎ ɛŮ Űɖɜ ˊɟɞůŰŬůɑŬ 

ŭŮŭɞɛɏɜɤɜ əŬɘ əɎɗŮ ŬɜŰɑůŰɞɘɢɖ ɜɞɛɞɗŮůɑŬ əŬɘ ȺɡɟɤˊŬɥəɞɨɠ ȾŬɜɞɜɘůɛɞɨɠ. 

 ȹɖɛɞůɘɧŰɖŰŬ 

ɀŮ Űɖɜ Ŭˊɞŭɞɢɐ Űɤɜ ȳɟɤɜ, ɞ ɆɡɜŭɟɞɛɖŰɐɠ ˊŬɟŬɢɤɟŮɑ ůŰɖɜ HARICA Űɞ ŭɘəŬɑɤɛŬ ɜŬ 

ɢɟɖůɘɛɞˊɞɘŮɑ Űɖɜ ŮˊɤɜɡɛɑŬ ɐ/əŬɘ Űɞ ɚɞɔɧŰɡˊɞ Űɞɡ ɆɡɜŭɟɞɛɖŰɐ, ɜŬ ŬɜŬɔɜɤɟɑɕŮŰŬɘ ɤɠ 

ˊŮɚɎŰɖɠ ůŰɞɜ ɘůŰɧŰɞˊɞ Űɖɠ HARICA ɐ ůŮ Ɏɚɚɞ ɛɎɟəŮŰɘɜɔə ɐ ŭɘŬűɖɛɘůŰɘəɧ ɡɚɘəɧ 

ɢɤɟɑɠ ˊɟɞɖɔɞɨɛŮɜɖ Ůɘŭɞˊɞɑɖůɖ. 

 

Ƀɘ ůɡɜŭɟɞɛɖŰɏɠ ɛˊɞɟɞɨɜ ɜŬ ŮɝŬɘɟŮɗɞɨɜ ŮɜɖɛŮɟɩɜɞɜŰŬɠ Űɖ HARICA ůŰɞ 

support@harica.gr, ŮɜŰɧɠ Űɤɜ ˊɟɩŰɤɜ 30 ɖɛŮɟɩɜ Ŭˊɧ Űɖɜ ŮɔɔɟŬűɐ Űɞɡɠ. 

9.5 ȹɘəŬɘɩɛŬŰŬ ˊɜŮɡɛŬŰɘəɐɠ ɘŭɘɞəŰɖůɑŬɠ 

ȼ ɈȹȾ HARICA ɏɢŮɘ Űɖɜ əɡɟɘɧŰɖŰŬ ɧɚɤɜ Űɤɜ ŭɘəŬɘɤɛɎŰɤɜ ˊɜŮɡɛŬŰɘəɐɠ ɘŭɘɞəŰɖůɑŬɠ 

Űɤɜ  ɡˊɖɟŮůɘɩɜ ɈȹȾ ˊɞɡ ˊɟɞůűɏɟŮɘ. ȹŮɜ ɏɢŮɘ ŭɘəŬɘɩɛŬŰŬ ˊɜŮɡɛŬŰɘəɐɠ ɘŭɘɞəŰɖůɑŬɠ 

ůŰŬ əɚŮɘŭɘɎ Űɤɜ ŮəŭɘŭɧɛŮɜɤɜ ˊɘůŰɞˊɞɘɖŰɘəɩɜ ɆɡɜŭɟɞɛɖŰɩɜ. 

 

ɃˊɞɘɞůŭɐˊɞŰŮ ɛˊɞɟŮɑ ɜŬ ŬɜŰɘɔɟɎűŮɘ ɛɏɟɖ Űɖɠ ɄɄ/ȹȹɄ ɛŮ Űɖɜ ˊɟɞɦˊɧɗŮůɖ ŬɜŬűɞɟɎɠ 

ůŰɞ ŬɡɗŮɜŰɘəɧ əŮɑɛŮɜɞ. 

 

ɆŮ ŬɡŰɐ Űɖɜ ɄɄ/ȹȹɄ ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ Ŭ́ ɞůˊɎůɛŬŰŬ Ŭˊɧ ŰŬ CA/B Forum Baseline 

Requirements, EV Guidelines, Baseline Requirements for the Issuance and 

Management of Publicly-Trusted Code Signing Certificates əŬɗɩɠ əŬɘ ŬˊŬɘŰɐůŮɘɠ Űɤɜ 

Apple, Google Chrome, Microsoft əŬɘ Mozilla Root Programs. 

 

Ƀɘ ɆɡɜŭɟɞɛɖŰɏɠ ŭŮɜ ɗŬ ɢɟɖůɘɛɞˊɞɘɞɨɜ Űɞ Ůɛˊɞɟɘəɧ ůɐɛŬ Űɖɠ HARICA ɢɤɟɑɠ 

ˊɟɞɖɔɞɨɛŮɜɖ Ůɘŭɞˊɞɑɖůɖ əŬɘ ɔɟŬˊŰɐ ůɡɔəŬŰɎɗŮůɐ Űɖɠ ˊɟɞɠ ŰɞɨŰɞ. 

9.6 ȹɖɚɩůŮɘɠ əŬɘ ȹɘŬɓŮɓŬɘɩůŮɘɠ  

9.6.1 ȹɖɚɩůŮɘɠ əŬɘ ȹɘŬɓŮɓŬɘɩůŮɘɠ ȷɄ 

ɀŮ Űɖɜ ɏəŭɞůɖ ˊɘůŰɞˊɞɘɖŰɘəɞɨ, ɖ HARICA ˊŬɟɏɢŮɘ Űɘɠ Ůɝɐɠ ŭɘŬɓŮɓŬɘɩůŮɘɠ ůŰɞɡɠ Ůɝɐɠ 

ŭɘəŬɘɞɨɢɞɡɠ Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ əŬɘ ɏɚəɞɜŰŮɠ ůɡɛűɏɟɞɜ Ůɝ ŬɡŰɞɨ (ȹɘəŬɘɞɨɢɞɡɠ): 

 

1. ɆŰɞ ɆɡɜŭɟɞɛɖŰɐ ˊɞɡ ŮɑɜŬɘ ůɡɛɓŬɚɚɧɛŮɜɞ ɛɏɟɞɠ Űɖɠ ɆɨɛɓŬůɖɠ ɆɡɜŭɟɞɛɖŰɐ ɐ  

ȳɟɤɜ ɉɟɐůɖɠ Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ 

2. ɆŮ ɧɚɞɡɠ Űɞɡɠ ɄɟɞɛɖɗŮɡŰɏɠ ȿɞɔɘůɛɘəɞɨ ȺűŬɟɛɞɔɩɜ, ɛŮ Űɞɡɠ ɞˊɞɑɞɡɠ ɖ ȾɞɟɡűŬɑŬ 

ȷɄ ɏɢŮɘ ůɡɜɎɣŮɘ ůɨɛɓŬůɖ ɔɘŬ Űɖɜ ɏɜŰŬɝɖ Űɞɡ ȾɞɟɡűŬɑɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ Űɖɠ ůŰɞ 

ɚɞɔɘůɛɘəɧ ˊɞɡ ŭɘŬɜɏɛŮŰŬɘ Ŭˊɧ Űɞɡɠ Ůɜ ɚɧɔɤ ɄɟɞɛɖɗŮɡŰɏɠ  

3. ɆŮ ɧɚŬ ŰŬ ȸŬůɘɕɧɛŮɜŬ ɀɏɟɖ ŰŬ ɞˊɞɑŬ Ůɡɚɧɔɤɠ ɓŬůɑɕɞɜŰŬɘ ůŮ ɏɜŬ Ȱɔəɡɟɞ 

ɄɘůŰɞˊɞɘɖŰɘəɧ. 

mailto:support@harica.gr
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ȼ HARICA ŭɖɚɩɜŮɘ əŬɘ ŭɘŬɓŮɓŬɘɩɜŮɘ ůŰɞɡɠ ȹɘəŬɘɞɨɢɞɡɠ Űɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ ɧŰɘ, 

əŬŰɎ Űɖ ˊŮɟɑɞŭɞ ˊɞɡ Űɞ ˊɘůŰɞˊɞɘɖŰɘəɧ ŮɑɜŬɘ ɏɔəɡɟɞ, ɏɢŮɘ ůɡɛɛɞɟűɤɗŮɑ ɛŮ ŬɡŰɧ Űɞ 

əŮɑɛŮɜɞ ɄɄ / ȹȹɄ ɧůɞɜ ŬűɞɟɎ ůŰɖɜ ɏəŭɞůɖ əŬɘ ůŰɖ ŭɘŬɢŮɑɟɘůɖ Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ. 

 

Ƀɘ ȹɘŬɓŮɓŬɘɩůŮɘɠ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ŮɘŭɘəɧŰŮɟŬ ́ ŮɟɘɚŬɛɓɎɜɞɡɜ, ɢɤɟɑɠ ɜŬ ́ ŮɟɘɞɟɑɕɞɜŰŬɘ, 

ŰŬ ŬəɧɚɞɡɗŬ: 

 

V ɄŬɟɏɢɞɡɜ əŬɘ ůɡɜŰɖɟɞɨɜ Űɖɜ ɡˊɞŭɞɛɐ ˊɞɡ ŬˊŬɘŰŮɑŰŬɘ ɔɘŬ Űɖ ŭɘŬŰɐɟɖůɖ Űɖɠ 
ɘŮɟŬɟɢɑŬɠ Ůɜɧɠ ɄŬɟɧɢɞɡ ɈˊɖɟŮůɘɩɜ ȺɛˊɘůŰɞůɨɜɖɠ, ůɨɛűɤɜŬ ɛŮ Űɘɠ 

ŭɘŬŭɘəŬůɑŮɠ ˊɘůŰɞˊɞɑɖůɖɠ ˊɞɡ ˊŮɟɘɔɟɎűɞɜŰŬɘ ůŰɞ ˊŬɟɧɜ ɏɔɔɟŬűɞ. 

V ȺűŬɟɛɧɕɞɡɜ əŬɘ ŭɘŬŰɖɟɞɨɜ Űɘɠ ŬˊŬɘŰɐůŮɘɠ ŬůűɎɚŮɘŬɠ, ůɨɛűɤɜŬ ɛŮ ůɢŮŰɘəɏɠ 

ˊŬɟŬɔɟɎűɞɡɠ Űɞɡ ˊŬɟɧɜŰɞɠ ŮɔɔɟɎűɞɡ. 

V ȷˊɞŭɏɢɞɜŰŬɘ ɐ ŬˊɞɟɟɑˊŰɞɡɜ ŬɘŰɐůŮɘɠ ɔɘŬ ɏəŭɞůɖ ˊɘůŰɞˊɞɘɖŰɘəɩɜ ůɨɛűɤɜŬ ɛŮ 

Űɘɠ ůɢŮŰɘəɏɠ ˊŬɟŬɔɟɎűɞɡɠ Űɞɡ ˊŬɟɧɜŰɞɠ ŮɔɔɟɎűɞɡ. 

V ȹɘŬŰɖɟɞɨɜ ŭɖɛɧůɘŬ ˊɟɞůɓɎůɘɛɞ əŬŰɎɚɞɔɞ ˊɘůŰɞˊɞɘɖŰɘəɩɜ əŬɘ ȿȷɄ. Ƀɘ 

ˊɚɖɟɞűɞɟɑŮɠ ŬɡŰɏɠ ˊɟɏˊŮɘ ɜŬ ŮɑɜŬɘ ŭɘŬɗɏůɘɛŮɠ ůŰɞ əɞɘɜɧ ɛɏůɤ Ůɡɟɏɤɠ 

ɢɟɖůɘɛɞˊɞɘɞɨɛŮɜɤɜ ˊɟɤŰɞəɧɚɚɤɜ ɧˊɤɠ HTTP, FTP əŬɘ LDAP. 

V ȷɜŬəŬɚɞɨɜ ˊɘůŰɞˊɞɘɖŰɘəɎ ɧŰŬɜ ůɡɜŰɟɏɢɞɡɜ Ůɘŭɘəɞɑ ɚɧɔɞɘ ɐ ɛŮŰɎ Ŭˊɧ ɏɜŬ 
ŬɑŰɖɛŬ Űɞɡ ɡˊɞəŮɘɛɏɜɞɡ Űɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ. 

V ȹɘŬŰɖɟɞɨɜ ŮɜɖɛŮɟɤɛɏɜɖ Űɖ ȿȷɄ. 

V ȹɘŬɢŮɘɟɑɕɞɜŰŬɘ ɧɚŮɠ Űɘɠ ˊɟɞůɤˊɘəɏɠ əŬɘ ŮɛˊɘůŰŮɡŰɘəɏɠ ˊɚɖɟɞűɞɟɑŮɠ Űɤɜ 

ɆɡɜŭɟɞɛɖŰɩɜ ɛŮ ŮɛˊɘůŰŮɡŰɘəɧŰɖŰŬ. 

V ȺɜɖɛŮɟɩɜɞɡɜ ɎɛŮůŬ Űɞ ŰŮɢɜɘəɧ ˊɟɞůɤˊɘəɧ Űɤɜ ɈűɘůŰɎɛŮɜɤɜ ȷɄ, ɔɘŬ 

ɞˊɞɘŬŭɐˊɞŰŮ ŬˊɩɚŮɘŬ, Űɟɞˊɞˊɞɑɖůɖ ɐ ɛɖ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɖ ɢɟɐůɖ Űɞɡ 

ɘŭɘɤŰɘəɞɨ əɚŮɘŭɘɞɨ Űɖɠ ȷɄ. 

V ȺˊɘɓŮɓŬɘɩɜɞɡɜ ɧŰɘ ɧɚŮɠ ɞɘ ɡˊɖɟŮůɑŮɠ ˊɞɡ ˊŬɟɏɢɞɜŰŬɘ ůŰɞ ůɨɜɞɚɞ Űɖɠ ɡˊɞŭɞɛɐɠ 

ůɡɛɛɞɟűɩɜɞɜŰŬɘ ɛŮ Űɞɡɠ ɧɟɞɡɠ əŬɘ Űɘɠ ˊɟɞɦˊɞɗɏůŮɘɠ Űɖɠ ˊŬɟɞɨůŬɠ ɄɄ / ȹȹɄ. 

V ȼ HARICA ŭɘŬŰɖɟŮɑ ɏɜŬ 24x7 ŭɖɛɞůɑɤɠ ˊɟɞůɓɎůɘɛɞ ȷ́ ɞɗŮŰɐɟɘɞ ɛŮ Űɘɠ 

ŰɟɏɢɞɡůŮɠ ˊɚɖɟɞűɞɟɑŮɠ ůɢŮŰɘəɎ ɛŮ Űɖɜ əŬŰɎůŰŬůɖ (Ŭɜ ŮɑɜŬɘ ɏɔəɡɟŬ ɐ Ŭɜ ɏɢɞɡɜ 

ŬɜŬəɚɖɗŮɑ) ɧɚɤɜ Űɤɜ ɄɘůŰɞˊɞɘɖŰɘəɩɜ ˊɞɡ ŭŮɜ ɏɢɞɡɜ ɚɐɝŮɘ. 

V ȼ HARICA ɗŬ ŬɜŬəŬɚɏůŮɘ Űɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ɔɘŬ ɞˊɞɘɞɜŭɐˊɞŰŮ Ŭˊɧ Űɞɡɠ 

ɚɧɔɞɡɠ ˊɞɡ ŬɜŬűɏɟɞɜŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 4.9.1.1 Űɖɠ ˊŬɟɞɨůŬɠ ɄɄ / ȹȹɄ. 

 

ũɘŬ ŰŬ ɄɘůŰɞˊɞɘɖŰɘəɎ EV (ȺəŰŮŰŬɛɏɜɞɡ Ⱥɚɏɔɢɞɡ ȺɔəɡɟɧŰɖŰŬɠ), ɞɘ ȺɔɔɡɐůŮɘɠ 

ɄɘůŰɞˊɞɘɖŰɘəɞɨ EV ůɡɛˊŮɟɘɚŬɛɓɎɜɞɡɜ ŮɘŭɘəɎ, ŬɚɚɎ ŭŮɜ ˊŮɟɘɞɟɑɕɞɜŰŬɘ ůŮ ŬɡŰɎ, ŰŬ 

ŬəɧɚɞɡɗŬ:  

1. Ɂɞɛɘəɐ ɈˊɧůŰŬůɖ: ȼ HARICA ɏɢŮɘ ŮˊɘɓŮɓŬɘɩůŮɘ ɛŮ Űɖɜ ɈˊɖɟŮůɑŬ ɆɨůŰŬůɖɠ  

ůŰɖɜ ȹɘəŬɘɞŭɞůɑŬ ɆɨůŰŬůɖɠ Űɞɡ ɈˊɞəŮɘɛɏɜɞɡ ɧŰɘ, Ŭˊɧ Űɖɜ ɖɛŮɟɞɛɖɜɑŬ 

ɏəŭɞůɖɠ Űɞɡ EV ɄɘůŰɞˊɞɘɖŰɘəɞɨ əɘ ɏˊŮɘŰŬ, Űɞ ɈˊɞəŮɑɛŮɜɞ ˊɞɡ əŬŰɞɜɞɛɎɕŮŰŬɘ 

ůŰɞ EV ˊɘůŰɞˊɞɘɖŰɘəɧ ɡűɑůŰŬŰŬɘ ɜɧɛɘɛŬ ɤɠ ɏɔəɡɟɞɠ ɞɟɔŬɜɘůɛɧɠ ɐ űɞɟɏŬɠ ůŰɖɜ  

ŬɜŰɑůŰɞɘɢɖ ȹɘəŬɘɞŭɞůɑŬ ɆɨůŰŬůɖɠ. 

2. ɇŬɡŰɧŰɖŰŬ: ȼ HARICA ɏɢŮɘ ŮˊɘɓŮɓŬɘɩůŮɘ ɧŰɘ, əŬŰɎ Űɖɜ ɖɛŮɟɞɛɖɜɑŬ ɏəŭɞůɖɠ 

Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ EV, ɖ ŮˊɤɜɡɛɑŬ Űɞɡ ɈˊɞəŮɘɛɏɜɞɡ ˊɞɡ əŬŰɞɜɞɛɎɕŮŰŬɘ ůŰɞ 

EV ˊɘůŰɞˊɞɘɖŰɘəɧ ŬɜŰɘůŰɞɘɢŮɑ ůŰɖɜ ŮˊɤɜɡɛɑŬ ˊɞɡ ŮɑɜŬɘ əŬŰŬɢɤɟɘůɛɏɜɖ ůŰŬ 

ŮˊɑůɖɛŬ əɟŬŰɘəɎ ŬɟɢŮɑŬ Űɖɠ ɈˊɖɟŮůɑŬɠ ɆɨůŰŬůɖɠ ůŰɖɜ ȹɘəŬɘɞŭɞůɑŬ ɆɨůŰŬůɖɠ 

ɐ ȺɔɔɟŬűɐɠ Űɞɡ ɈˊɞəŮɘɛɏɜɞɡ, əŬɘ ŮɎɜ ˊŮɟɘɚŬɛɓɎɜŮŰŬɘ Ůˊɑůɖɠ ɏɜŬ ɡˊɞɗŮŰɘəɧ 

ɧɜɞɛŬ, ɧŰɘ Űɞ ɡˊɞɗŮŰɘəɧ ɧɜɞɛŬ ɏɢŮɘ əŬŰŬɢɤɟɘůɗŮɑ ůɤůŰɎ Ŭˊɧ Űɞ ɈˊɞəŮɑɛŮɜɞ 

ůŰɖɜ ŭɘəŬɘɞŭɞůɑŬ Űɞɡ ɇɧˊɞɡ Ɏůəɖůɖɠ Űɖɠ ȺˊɘɢŮɑɟɖůɖɠ. 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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3. ȹɘəŬɑɤɛŬ ɉɟɐůɖɠ ɃɜɧɛŬŰɞɠ ɉɩɟɞɡ: ȼ HARICA ɏɢŮɘ ɚɎɓŮɘ ɧɚŬ ŰŬ ɛɏŰɟŬ 

ˊɞɡ ŮɑɜŬɘ Ůɡɚɧɔɤɠ ŬˊŬɟŬɑŰɖŰŬ ɔɘŬ ɜŬ ŮˊŬɚɖɗŮɨůŮɘ ɧŰɘ, Ŭˊɧ Űɖɜ ɖɛŮɟɞɛɖɜɑŬ 

ɏəŭɞůɖɠ Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ EV  əɘ ɏˊŮɘŰŬ, Űɞ ɈˊɞəŮɑɛŮɜɞ ́ ɞɡ əŬŰɞɜɞɛɎɕŮŰŬɘ 

ůŰɞ EV ˊɘůŰɞˊɞɘɖŰɘəɧ ɏɢŮɘ Űɞ ŭɘəŬɑɤɛŬ ɜŬ ɢɟɖůɘɛɞˊɞɘŮɑ ɧɚŬ ŰŬ ɃɜɧɛŬŰŬ 

ɉɩɟɞɡ ˊɞɡ ˊŮɟɘɚŬɛɓɎɜɞɜŰŬɘ ůŰɞ EV ˊɘůŰɞˊɞɘɖŰɘəɧ, 

4. ȺɝɞɡůɘɞŭɧŰɖůɖ ɔɘŬ EV ˊɘůŰɞˊɞɘɖŰɘəɧ: ȼ HARICA ɏɢŮɘ ɚɎɓŮɘ ɧɚŬ ŰŬ ɛɏŰɟŬ 

ˊɞɡ ŮɑɜŬɘ Ůɡɚɧɔɤɠ ŬˊŬɟŬɑŰɖŰŬ ɔɘŬ ɜŬ ŮˊŬɚɖɗŮɨůŮɘ ɧŰɘ Űɞ ɈˊɞəŮɑɛŮɜɞ ˊɞɡ 

əŬŰɞɜɞɛɎɕŮŰŬɘ ůŰɞ EV ˊɘůŰɞˊɞɘɖŰɘəɧ ɏɢŮɘ ŮɝɞɡůɘɞŭɞŰɐůŮɘ Űɖɜ ɏəŭɞůɖ Űɞɡ 

ɄɘůŰɞˊɞɘɖŰɘəɞɨ EV, 

5. ȷəɟɑɓŮɘŬ Űɤɜ Ʉɚɖɟɞűɞɟɘɩɜ: ȼ HARICA ɏɢŮɘ ɚɎɓŮɘ ɧɚŬ ŰŬ ɛɏŰɟŬ ˊɞɡ ŮɑɜŬɘ 

Ůɡɚɧɔɤɠ ŬˊŬɟŬɑŰɖŰŬ ɔɘŬ ɜŬ ŮˊŬɚɖɗŮɨůŮɘ ɧŰɘ ɧɚŮɠ ɞɘ ɎɚɚŮɠ ˊɚɖɟɞűɞɟɑŮɠ ůŰɞ EV 

ˊɘůŰɞˊɞɘɖŰɘəɧ ŮɑɜŬɘ ŬəɟɘɓŮɑɠ, Ŭˊɧ Űɖɜ ɖɛŮɟɞɛɖɜɑŬ ɏəŭɞůɖɠ Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ 

EV əɘ ɏˊŮɘŰŬ. 

6. ɆɨɛɓŬůɖ ɆɡɜŭɟɞɛɖŰɐ: ɇɞ ɈˊɞəŮɑɛŮɜɞ ˊɞɡ əŬŰɞɜɞɛɎɕŮŰŬɘ ůŰɞ EV 

ˊɘůŰɞˊɞɘɖŰɘəɧ ɏɢŮɘ ůɡɜɎɣŮɘ ɛŮ ɜɧɛɘɛɞ Űɟɧˊɞ ɏɔəɡɟɖ əŬɘ ŮəŰŮɚŮůŰɏŬ ɆɨɛɓŬůɖ 

ɆɡɜŭɟɞɛɖŰɐ ɛŮ Űɖɜ HARICA ůɨɛűɤɜŬ ɛŮ Űɘɠ ŬˊŬɘŰɐůŮɘɠ ŬɡŰɐɠ Űɖɠ ɄɄ/ȹȹɄ 

ɐ, Ůűɧůɞɜ ůɡɜŮɟɔɎɕɞɜŰŬɘ, ɞ ȷɜŰɘˊɟɧůɤˊɞɠ ȷɘŰɞɨɜŰŬ ɏɢŮɘ ŬɜŬɔɜɤɟɑůŮɘ əŬɘ 

ŬˊɞŭŮɢŰŮɑ Űɞɡɠ ȳɟɞɡɠ ɉɟɐůɖɠ, 

7. ȾŬŰɎůŰŬůɖ: ȼ HARICA ɗŬ ŬəɞɚɞɡɗɐůŮɘ Űɘɠ ŭɘŬŭɘəŬůɑŮɠ ŬɡŰɐɠ Űɖɠ ɄɄ/ȹȹɄ 

əŬɘ ɗŬ ůɡɜŰɖɟŮɑ ŭɘŬɗɏůɘɛɞ 24 x 7 ɏɜŬ ȷˊɞɗŮŰɐɟɘɞ ŭɘŬŭɘəŰɡŬəɎ (online) ˊɞɡ ɗŬ 

ˊŮɟɘɏɢŮɘ ˊɚɖɟɞűɞɟɑŮɠ ɔɘŬ Űɖɜ ŰɟɏɢɞɡůŬ əŬŰɎůŰŬůɖ Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ EV Ŭɜ 

ŮɑɜŬɘ Ȱɔəɡɟɞ ɐ ŬɜŬəɚɖɗɏɜ, əŬɘ 

8. ȷɜɎəɚɖůɖ: ȼ HARICA ɗŬ ŬəɞɚɞɡɗɐůŮɘ Űɘɠ ŭɘŬŭɘəŬůɑŮɠ Űɖɠ ˊŬɟɞɨůŬɠ 

ɄɄ/ȹȹɄ  əŬɘ ɗŬ ŬɜŬəŬɚɏůŮɘ Űɞ EV ˊɘůŰɞˊɞɘɖŰɘəɧ ɔɘŬ ɞˊɞɘɞɜŭɐˊɞŰŮ Ŭˊɧ Űɞɡɠ 

ɚɧɔɞɡɠ ŬɜɎəɚɖůɖɠ ˊɞɡ əŬɗɞɟɑɕɞɜŰŬɘ ůŰɖɜ ˊŬɟɞɨůŬ ɄɄ/ȹȹɄ. 

 

ȼ HARICA ŮɑɜŬɘ ɡˊŮɨɗɡɜɖ ɔɘŬ Űɖɜ Ůəˊɚɐɟɤůɖ əŬɘ Űɘɠ ŭɘŬɓŮɓŬɘɩůŮɘɠ  Űɤɜ 

ɈűɘůŰɎɛŮɜɤɜ ȷɄ, ɔɘŬ Űɖ ůɡɛɛɧɟűɤůɖ Űɤɜ ɈűɘůŰɎɛŮɜɤɜ ȷɄ ɛŮ Űɖɜ ˊŬɟɞɨůŬ 

ɄɄ/ȹȹɄ əŬɘ ɔɘŬ ɧɚŮɠ Űɘɠ ɡˊɞɢɟŮɩůŮɘɠ əŬɘ Űɘɠ ŬˊɞɕɖɛɘɩůŮɘɠ Űɤɜ ɈűɘůŰɎɛŮɜɤɜ ȷɄ ůŰɞ 

ˊɚŬɑůɘɞ Űɖɠ ˊŬɟɞɨůŬɠ ɄɄ/ȹȹɄ, ůŬɜ ɜŬ ɐŰŬɜ ɖ HARICA ɖ ɡűɘůŰɎɛŮɜɖ ȷɄ ˊɞɡ 

ŮɝɏŭɤůŮ ŰŬ ɄɘůŰɞˊɞɘɖŰɘəɎ. 

 

ȼ HARICA ŭɘŬɓŮɓŬɘɩɜŮɘ ŰŬ ŬəɧɚɞɡɗŬ ɧůɞɜ ŬűɞɟɎ Űɞɡɠ ɆɡɜŭɟɞɛɖŰɏɠ ȷɟɢɩɜ 

ɉɟɞɜɞůɐɛŬɜůɖɠ əŬɘ ŰŬ ˊŬɟŬɔɧɛŮɜŬ ŰŮəɛɐɟɘŬ ɢɟɞɜɞůɐɛŬɜůɖɠ: 

V ɄŬɟɏɢŮɘ əŬɘ ůɡɜŰɖɟŮɑ Űɖɜ ɡˊɞŭɞɛɐ ɢɟɞɜɞůɐɛŬɜůɖɠ ˊɞɡ ŬˊŬɘŰŮɑŰŬɘ ɔɘŬ Űɖ 

ůɡɔəɟɧŰɖůɖ Űɖɠ ɘŮɟŬɟɢɑŬɠ Ůɜɧɠ ɄŬɟɧɢɞɡ ɈˊɖɟŮůɘɩɜ ȺɛˊɘůŰɞůɨɜɖɠ, ůɨɛűɤɜŬ 

ɛŮ Űɘɠ ŭɘŬŭɘəŬůɑŮɠ ˊɘůŰɞˊɞɑɖůɖɠ ˊɞɡ ˊŮɟɘɔɟɎűɞɜŰŬɘ ůŰɞ ˊŬɟɧɜ ɏɔɔɟŬűɞ  

V ȼ ɀɉɆ ŭɘŬŰɖɟŮɑ Űɖɜ ŮɚɎɢɘůŰɖ ŬəɟɑɓŮɘŬ  ± 1 ŭŮɡŰŮɟɞɚɏˊŰɞɡ ůŮ UTC 

V ȺűŬɟɛɧɕŮɘ əŬɘ ŭɘŬŰɖɟŮɑ Űɘɠ ŬˊŬɘŰɐůŮɘɠ ŬůűɎɚŮɘŬɠ ůɨɛűɤɜŬ ɛŮ Űɘɠ ůɢŮŰɘəɏɠ 
ˊŬɟŬɔɟɎűɞɡɠ Űɞɡ ˊŬɟɧɜŰɞɠ əŮɘɛɏɜɞɡ. 

 ȷɟɛɞŭɘɧŰɖŰŮɠ Ŭˊɧ ȷɟɢɩɜ ɄɘůŰɞˊɞɑɖůɖɠ ȺɝɤŰŮɟɘəɐɠ ȿŮɘŰɞɡɟɔɑŬɠ 

ȾɎɗŮ ȷɟɢɐ ɄɘůŰɞˊɞɑɖůɖɠ ȺɝɤŰŮɟɘəɐɠ ȿŮɘŰɞɡɟɔɑŬɠ ˊɞɡ ɏɢŮɘ ŮɔəɟɘɗŮɑ Ŭˊɧ Űɖɜ  ɈȹȾ 

Űɖɠ HARICA ŭŮůɛŮɨŮŰŬɘ ɔɘŬ ŰŬ ˊŬɟŬəɎŰɤ: 

 

V ɁŬ ŬəɞɚɞɡɗŮɑ ɧɚɞɡɠ Űɞɡɠ əŬɜɧɜŮɠ əŬɘ Űɘɠ ŭɘŬŭɘəŬůɑŮɠ ˊɞɡ ɘůɢɨɞɡɜ ɔɘŬ Űɖɜ 
ˊŬɟɞɨůŬ ɄɄ / ȹȹɄ ůɢŮŰɘəɎ ɛŮ Űɘɠ ȷɟɢɏɠ ɄɘůŰɞˊɞɑɖůɖɠ. 

V ɁŬ əŬŰɏɢŮɘ ˊɘůŰɞˊɞɘɖŰɘəɎ ɛŮ ˊŮɟɑɞŭɞ ɘůɢɨɞɠ ŮɜŰɧɠ Űɤɜ ɞɟɑɤɜ Űɖɠ ŮɜŮɟɔɞɨ 
ůɢɏůɖɠ ŬˊŬůɢɧɚɖůɖɠ (ɐ Ɏɚɚɖɠ) ɛŮŰŬɝɨ Űɞɡ ŬɘŰɞɨɜŰɞɠ əŬɘ Űɞɡ űɞɟɏŬ ɐ 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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ɞɟɔŬɜɘůɛɞɨ, ůɨɛűɤɜŬ ɛŮ Űɖɜ ɘŭɘɧŰɖŰŬ Űɞɡ ŬɘŰɞɨɜŰɞɠ (ˊ.ɢ. űɞɘŰɖŰɐ, 

ŮɟɔŬɕɞɛɏɜɞɡ, ŭɘŭɎůəɞɜŰŬ). 

V ɁŬ ŮɜɖɛŮɟɩɜɞɡɜ Űɖɜ ŬɜɩŰŮɟɖ ȷɟɢɐ ɄɘůŰɞˊɞɑɖůɖɠ Ŭɛɏůɤɠ ůŮ ˊŮɟɑˊŰɤůɖ 
ˊŬɟŬɓɑŬůɖɠ Űɞɡ ɘŭɘɤŰɘəɞɨ əɚŮɘŭɘɞɨ. 

V ɁŬ ˊɟɞůŰŬŰɏɣŮɘ ŰŬ ɘŭɘɤŰɘəɎ əɚŮɘŭɘɎ, ˊɞɡ ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ ɔɘŬ Űɖɜ ɡˊɞɔɟŬűɐ 
Űɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ, ŰɞɡɚɎɢɘůŰɞɜ ůŰɞ ŮˊɑˊŮŭɞ ŬůűŬɚŮɑŬɠ ˊɞɡ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɞ 

ˊŬɟɧɜ ɏɔɔɟŬűɞ. 

V ɁŬ ŬɜŬˊŰɨɝŮɘ (ˊɟɞŬɘɟŮŰɘəɎ) Űɘɠ ˊɞɚɘŰɘəɏɠ əŬɘ Űɘɠ ŭɘŬŭɘəŬůɑŮɠ ˊɘůŰɞˊɞɑɖůɖɠ Űɖɠ, 
ɞɘ ɞˊɞɑŮɠ ˊɟɏˊŮɘ ɜŬ ŮɑɜŬɘ ŰɞɡɚɎɢɘůŰɞɜ Űɧůɞ ŬɡůŰɖɟɏɠ əŬɘ ŭŮůɛŮɡŰɘəɏɠ ɧůɞ 

ŬɡŰɏɠ ˊɞɡ ˊŮɟɘɔɟɎűɞɜŰŬɘ ůŰɞ ˊŬɟɧɜ ɏɔɔɟŬűɞ. 

V ɆŮ ˊŮɟɑˊŰɤůɖ ˊɞɡ ɏɜŬɠ ɞɟɔŬɜɘůɛɧɠ ɗɏɚŮɘ ɜŬ ŰɟɏɝŮɘ ɛɑŬ ɡűɘůŰɎɛŮɜɖ ȷɄ 

ȺɝɤŰŮɟɘəɐɠ ȹɘŬɢŮɑɟɘůɖɠ, ůɨɛűɤɜŬ ɛŮ Űɞ ˊŮŭɑɞ ŮűŬɟɛɞɔɐɠ Űɖɠ ˊɘůŰɞˊɞɑɖůɖɠ 

Űɖɠ, ɗŬ ˊŬɟɏɢŮɘ ɏɜŬ Ůˊɑůɖɛɞ ˊɘůŰɞˊɞɘɖŰɘəɧ Ŭɝɘɞɚɧɔɖůɖɠ, ůɨɛűɤɜŬ ɛŮ Űɘɠ 

ŬˊŬɘŰɐůŮɘɠ Űɤɜ ŰŮɚŮɡŰŬɑɤɜ ŮəŭɧůŮɤɜ Űɞɡ ETSI EN 319 411-1, ETSI EN 319 

411-2 (ɐ ɘůɞŭɨɜŬɛɞ), əŬɘ Űɖɠ ɜŮɧŰŮɟɖɠ ɏəŭɞůɖɠ Űɞɡ ŮɔɔɟɎűɞɡ ñBaseline 

Requirements for the Issuance and Management of Publicly-Trusted 

Certificatesò, ˊɞɡ ˊŬɟɎɔŮŰŬɘ Ŭˊɧ Űɞ CA/Browser Forum (www.cabforum.org). 

9.6.2 ȹɖɚɩůŮɘɠ əŬɘ ȹɘŬɓŮɓŬɘɩůŮɘɠ Űɤɜ ȷȾ 

V ȾɎɗŮ ȷȾ ŮɑɜŬɘ ɡˊŮɨɗɡɜɖ ɜŬ ɚŬɛɓɎɜŮɘ ŬɘŰɐůŮɘɠ ˊɘůŰɞˊɞɘɖŰɘəɩɜ Ŭˊɧ Űɞɡɠ 

ȷɘŰɞɨɜŰŮɠ. ȺˊɘəɡɟɩɜŮɘ Űɖɜ ŰŬɡŰɧŰɖŰŬ Űɞɡ ȷɘŰɞɨɜŰŬ, ŮˊɘɓŮɓŬɘɩɜŮɘ ɧŰɘ Űɞ 

ŭɖɛɧůɘɞ əɚŮɘŭɑ ˊɞɡ ɡˊŮɓɚɐɗɖ ŬɜɐəŮɘ ůŰɞɜ ȷɘŰɞɨɜŰŬ əŬɘ ɛŮŰŬűɏɟŮɘ ɛŮ ŬůűɎɚŮɘŬ 

Űɖɜ ŮűŬɟɛɞɔɐ ůŰɖɜ ȷɄ 

V ȷɜɎɚɞɔŬ ɛŮ Űɞɜ Űɨˊɞ Űɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ, ɞɘ ŬɘŰɐůŮɘɠ ɛˊɞɟɞɨɜ ɜŬ ɡˊɞɓɚɖɗɞɨɜ 

ɛŮ ŭɘŬ ɕɩůɖɠ ůɡɜɎɜŰɖůɖɠ ɛŮ Űɞ ŮɜŭɘŬűŮɟɧɛŮɜɞ ɛɏɟɞɠ, ɛɏůɤ email, ɛɏůɤ 

ŬůűŬɚɞɨɠ ɘůŰɞůŮɚɑŭŬɠ ɐ ɛɏůɤ ɞˊɞɘɞɡŭɐˊɞŰŮ ɛɖɢŬɜɘůɛɞɨ ˊɞɡ ŬɜŬɔɜɤɟɑɕŮɘ Űɖɜ 

ŰŬɡŰɧŰɖŰŬ Űɞɡ ȷɘŰɞɨɜŰŬ ɛŮ ŬůűɎɚŮɘŬ. ȼ ŬɑŰɖůɖ ˊŮɟɘɚŬɛɓɎɜŮɘ ɧɚŮɠ Űɘɠ 

ˊɚɖɟɞűɞɟɑŮɠ ˊɞɡ ŬɜŬɔɜɤɟɑɕɞɡɜ Űɖɜ ŰŬɡŰɧŰɖŰŬ Űɞɡ ɆɡɜŭɟɞɛɖŰɐ, əŬɘ Űɞ 

ŬɜŰɑůŰɞɘɢɞ ŭɖɛɧůɘɞ əɚŮɘŭɑ. 

V ɀŬɕɘəɐ ɡˊɞɓɞɚɐ ŬɘŰɐůŮɤɜ Ŭˊɧ Ůɘŭɘəɧ ŰɛɐɛŬ ɐ ɃɟɔŬɜɘůɛɧ ŮɑɜŬɘ ˊɘɗŬɜɐ Ůə 

ɛɏɟɞɡɠ Űɤɜ ˊɟɞůɩˊɤɜ ˊɞɡ Ŭɜɐəɞɡɜ ůŰɞ ŰɛɐɛŬ ɐ ůŰɞɜ ɞɟɔŬɜɘůɛɧ 

V ȾɎɗŮ ȷȾ ˊɟɏˊŮɘ ɜŬ ŮˊŬɚɖɗŮɨŮɘ Ŭɜ ɞˊɞɘɞŭɐˊɞŰŮ ˊɟɧůɤˊɞ ˊɞɡ ŬɘŰŮɑŰŬɘ 
ˊɘůŰɞˊɞɘɖŰɘəɧ ŮɑɜŬɘ ɞ ɜɧɛɘɛɞɠ ŭɘəŬɘɞɨɢɞɠ Űɖɠ ˊɘůŰɞˊɞɘɖɛɏɜɖɠ ŭɘŮɨɗɡɜůɖɠ 

email. 

V ȾɎɗŮ ȷȾ ˊɟɏˊŮɘ ɜŬ ŮˊŬɚɖɗŮɨŮɘ ɧŰɘ Űɞ ˊɟɧůɤˊɞ ˊɞɡ ŬɘŰŮɑŰŬɘ ˊɘůŰɞˊɞɘɖŰɘəɧ 

ůɡůəŮɡɐɠ ŮɑɜŬɘ ɞ ɜɧɛɘɛɞɠ əɎŰɞɢɞɠ əŬɘ ŭɘŬɢŮɘɟɘůŰɐɠ Űɞɡ FQDN Űɖɠ ůɡůəŮɡɐɠ 

(ŮɝɡˊɖɟŮŰɖŰɐ). 

V ɆŰɖɜ ˊŮɟɑˊŰɤůɖ ˊɞɡ ɏɜŬɠ ɞɟɔŬɜɘůɛɧɠ ɗɏɚŮɘ ɜŬ ɚŮɘŰɞɡɟɔɐůŮɘ Űɖ ŭɘəɐ Űɞɡ ȷȾ, 
ůɨɛűɤɜŬ ɛŮ Űɞ ˊŮŭɑɞ ŮűŬɟɛɞɔɐɠ Űɖɠ ˊɘůŰɞˊɞɑɖůɖɠ Űɞɡ, ɗŬ ˊŬɟɏɢŮɘ Ůˊɑůɖɛɞ 

ˊɘůŰɞˊɞɘɖŰɘəɧ Ŭɝɘɞɚɧɔɖůɖɠ, ůɨɛűɤɜŬ ɛŮ Űɘɠ ŬˊŬɘŰɐůŮɘɠ Űɤɜ ŰŮɚŮɡŰŬɑɤɜ 

ŮəŭɧůŮɤɜ Űɞɡ ETSI EN 319 411-1, ETSI EN 319 411-2 (ɐ ɘůɞŭɨɜŬɛɞ), əŬɘ Űɖɠ 

ɜŮɧŰŮɟɖɠ ɏəŭɞůɖɠ Űɞɡ ŮɔɔɟɎűɞɡ ñBaseline Requirements for the Issuance and 

Management of Publicly-Trusted Certificatesò, ˊɞɡ ˊŬɟɎɔŮŰŬɘ Ŭˊɧ Űɞ 

CA/Browser Forum (www.cabforum.org). 

  

Ƀɘ ȷȾ ɏɢɞɡɜ Ůˊɑůɖɠ ŭŮůɛŮɡŰŮɑ ɜŬ ŮɝŬůűŬɚɑůɞɡɜ ŰŬ Ůɝɐɠ: 

 

V ȹɘəŬɑɤɛŬ ɢɟɐůɖɠ Űɞɡ ɃɜɧɛŬŰɞɠ ɉɩɟɞɡ: ȹɖɚŬŭɐ, əŬŰɎ Űɞ ɢɟɧɜɞ Űɖɠ 

ɏəŭɞůɖɠ, ɖ HARICA ŮűɎɟɛɞůŮ əŬɘ ŬəɞɚɞɨɗɖůŮ ɛɘŬ ŭɘŬŭɘəŬůɑŬ ɔɘŬ Űɖɜ 

ŮɝŬəɟɑɓɤůɖ ɧŰɘ ɞ ȷɘŰɩɜ ŮɑŰŮ ŮɑɢŮ Űɞ ŭɘəŬɑɤɛŬ ɜŬ ɢɟɖůɘɛɞˊɞɘɐůŮɘ, ɐ ŮɑɢŮ ɡˊɧ 

http://www.cabforum.org/
http://www.cabforum.org/


Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 

ɆŮɚɑŭŬ 167 Ŭˊɧ 203 

Űɞɜ ɏɚŮɔɢɧ Űɞɡ, Űɞ ȳɜɞɛŬ  ɉɩɟɞɡ ˊɞɡ ŬɜŬűɏɟŮŰŬɘ ůŰɞ ˊŮŭɑɞ subject Űɞɡ 

ɄɘůŰɞˊɞɘɖŰɘəɞɨ əŬɘ ůŰɖɜ ŮˊɏəŰŬůɖ subjectAltName (ɐ, ɛɧɜɞ ůŰɖɜ ˊŮɟɑˊŰɤůɖ 

ɃɜɞɛɎŰɤɜ ɉɩɟɞɡ, Űɞɡ ŬɜŬŰɏɗɖəŮ Űɞ Ůɜ ɚɧɔɤ ŭɘəŬɑɤɛŬ ɐ ɞ ɏɚŮɔɢɞɠ Ŭˊɧ 

əɎˊɞɘɞɜ ˊɞɡ ŮɑɢŮ ŰɏŰɞɘɞ ŭɘəŬɑɤɛŬ ɢɟɐůɖɠ ɐ Ůɚɏɔɢɞɡ). 

V ȺɝɞɡůɘɞŭɧŰɖůɖ ɔɘŬ ɄɘůŰɞˊɞɘɖŰɘəɧ: ȹɖɚŬŭɐ, əŬŰɎ Űɞ ɢɟɧɜɞ Űɖɠ ɏəŭɞůɖɠ, ɖ 

HARICA ŮűɎɟɛɞůŮ əŬɘ ŬəɞɚɞɨɗɖůŮ ŭɘŬŭɘəŬůɑŬ ɔɘŬ Űɖɜ ŮˊŬɚɐɗŮɡůɖ ɧŰɘ Űɞ 

ɈˊɞəŮɑɛŮɜɞ ŮɝɞɡůɘɞŭɧŰɖůŮ Űɖɜ ɏəŭɞůɖ Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ əŬɘ ɧŰɘ ɞ 

Ⱥəˊɟɧůɤˊɞɠ Űɞɡ ȷɘŰɞɨɜŰŬ ŮɝɞɡůɘɞŭɞŰŮɑŰŬɘ ɜŬ ŬɘŰɖɗŮɑ Űɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ɔɘŬ 

ɚɞɔŬɟɘŬůɛɧ Űɞɡ ɈˊɞəŮɘɛɏɜɞɡ. 

V ȷəɟɑɓŮɘŬ Űɤɜ Ʉɚɖɟɞűɞɟɘɩɜ: ȹɖɚŬŭɐ, əŬŰɎ Űɞ ɢɟɧɜɞ Űɖɠ ɏəŭɞůɖɠ, ɖ 

HARICA ŮűɎɟɛɞůŮ əŬɘ ŬəɞɚɞɨɗɖůŮ ŭɘŬŭɘəŬůɑŬ ɔɘŬ Űɖɜ ŮˊŬɚɐɗŮɡůɖ Űɖɠ 

ŬəɟɑɓŮɘŬɠ ɧɚɤɜ Űɤɜ ˊɚɖɟɞűɞɟɘɩɜ ˊɞɡ ˊŮɟɘɏɢɞɜŰŬɘ ůŰɞ ɄɘůŰɞˊɞɘɖŰɘəɧ (ɛŮ 

ŮɝŬɑɟŮůɖ Űɞ ɢŬɟŬəŰɖɟɘůŰɘəɧ subject:organizationalUnitName). 

V ɀɖ ɄŬɟŬˊɚŬɜɖŰɘəɏɠ ˊɚɖɟɞűɞɟɑŮɠ: ȾŬŰɎ Űɞɜ ɢɟɧɜɞ Űɖɠ ɏəŭɞůɖɠ, ɖ HARICA 

ŮűɎɟɛɞůŮ əŬɘ ŬəɞɚɞɨɗɖůŮ ŭɘŬŭɘəŬůɑŬ ɔɘŬ Űɖ ɛŮɑɤůɖ Űɖɠ ˊɘɗŬɜɧŰɖŰŬɠ ɞɘ 

ˊɚɖɟɞűɞɟɑŮɠ ˊɞɡ ˊŮɟɘɏɢɞɜŰŬɘ ůŰɞ ɢŬɟŬəŰɖɟɘůŰɘəɧ 

subject:organizationalUnitName Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ɜŬ ŮɑɜŬɘ ́ ŬɟŬˊɚŬɜɖŰɘəɏɠ. 

V ɇŬɡŰɧŰɖŰŬ Űɞɡ ŬɘŰɞɨɜŰɞɠ: ȹɖɚŬŭɐ, ŮɎɜ Űɞ ˊɘůŰɞˊɞɘɖŰɘəɧ ˊŮɟɘɏɢŮɘ 

ˊɚɖɟɞűɞɟɑŮɠ ŰŬɡŰɧŰɖŰŬɠ Űɞɡ ɡˊɞəŮɘɛɏɜɞɡ, ɖ HARICA ŮűɎɟɛɞůŮ əŬɘ 

ŬəɞɚɞɨɗɖůŮ ŭɘŬŭɘəŬůɑŬ ɔɘŬ Űɖɜ ŮɝŬəɟɑɓɤůɖ Űɖɠ ŰŬɡŰɧŰɖŰŬɠ Űɞɡ ȷɘŰɞɨɜŰɞɠ, 

ůɨɛűɤɜŬ ɛŮ Űɖɜ ŮɜɧŰɖŰŬ 3.2. 

V ɆɨɛɓŬůɖ ɆɡɜŭɟɞɛɖŰɐ: ȹɖɚŬŭɐ, Ŭɜ ɖ HARICA əŬɘ ɞ ɆɡɜŭɟɞɛɖŰɐɠ ŭŮɜ ŮɑɜŬɘ 

ůɡɜŮɟɔɎŰŮɠ, ɞ ɆɡɜŭɟɞɛɖŰɐɠ əŬɘ ɖ ȷɄ ŮɑɜŬɘ ůɡɛɓŬɚɚɧɛŮɜŬ ɛɏɟɖ ůŮ ɛɘŬ ɜɞɛɘəɎ 

ɏɔəɡɟɖ əŬɘ ŮəŰŮɚŮůŰɐ ɆɨɛɓŬůɖ ɆɡɜŭɟɞɛɖŰɐ ˊɞɡ ɘəŬɜɞˊɞɘŮɑ ŬɡŰɧ Űɞ əŮɑɛŮɜɞ 

ɄɄ / ȹȹɄ ɐ, Ŭɜ ɖ HARICA əŬɘ ɞ ɆɡɜŭɟɞɛɖŰɐɠ ŮɑɜŬɘ ɆɡɜŭŮŭŮɛɏɜŮɠ ɃɜŰɧŰɖŰŮɠ, 

ɧŰɘ ɞ Ⱥəˊɟɧůɤˊɞɠ Űɞɡ ȷɘŰɞɨɜŰŬ ŬɜŬɔɜɩɟɘůŮ əŬɘ ŬˊɞŭɏɢɗɖəŮ Űɞɡɠ  ȳɟɞɡɠ 

ɉɟɐůɖɠ. 

9.6.3 ȹɖɚɩůŮɘɠ əŬɘ ȹɘŬɓŮɓŬɘɩůŮɘɠ ɆɡɜŭɟɞɛɖŰɐ 

ȼ HARICA ŬˊŬɘŰŮɑ, ɤɠ ɛɏɟɞɠ Űɖɠ ɆɨɛɓŬůɖɠ ɆɡɜŭɟɞɛɖŰɐ, ɞ ŬɘŰɩɜ ɜŬ ɡɚɞˊɞɘŮɑ Űɘɠ 

ŭŮůɛŮɨůŮɘɠ əŬɘ ŭɘŬɓŮɓŬɘɩůŮɘɠ ŬɡŰɐɠ Űɖɠ ŮɜɧŰɖŰŬɠ ˊɟɞɠ ɧűŮɚɞɠ Űɖɠ HARICA əŬɘ Űɤɜ 

ȹɘəŬɘɞɨɢɤɜ Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ.  

 

Ʉɟɘɜ Ŭˊɧ Űɖɜ ɏəŭɞůɖ Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ, ɖ HARICA ɗŬ ɚŬɛɓɎɜŮɘ ˊɟɞɠ ůŬűɏɠ ɧűŮɚɞɠ 

Űɖɠ ɑŭɘŬɠ əŬɘ Űɤɜ ȹɘəŬɘɞɨɢɤɜ Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ, Űɖ ůɡɛűɤɜɑŬ Űɞɡ ȷɘŰɞɨɜŰɞɠ ɛŮ Űɖ 

ɆɨɛɓŬůɖ ɆɡɜŭɟɞɛɖŰɐ ɐ Űɞɡɠ ȳɟɞɡɠ ɉɟɐůɖɠ. 

 

ȼ ɆɨɛɓŬůɖ ɆɡɜŭɟɞɛɖŰɐ ɐ ɞɘ ȳɟɞɘ ɉɟɐůɖɠ ɗŬ ́Ůɟɘɏɢɞɡɜ Űɘɠ ŬəɧɚɞɡɗŮɠ ɡˊɞɢɟŮɩůŮɘɠ 

əŬɘ ŭɘŬɓŮɓŬɘɩůŮɘɠ: 

V Ƀɘ ɆɡɜŭɟɞɛɖŰɏɠ Űɖɠ ɈȹȾ Űɖɠ HARICA ŮɑɜŬɘ ɡˊɞɢɟŮɤɛɏɜɞɘ ɜŬ ŭɘŬɓɎůɞɡɜ, ɜŬ 

ŬˊɞŭŮɢɗɞɨɜ əŬɘ ɜŬ ůɡɛɛɞɟűɤɗɞɨɜ ɛŮ Űɖɜ ˊŬɟɞɨůŬ ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ / 

ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ. Ƀɘ ɆɡɜŭɟɞɛɖŰɏɠ ŮɑɜŬɘ ɡˊɞɢɟŮɤɛɏɜɞɘ ɜŬ 

ɢɟɖůɘɛɞˊɞɘɞɨɜ ŰŬ ˊɘůŰɞˊɞɘɖŰɘəɎ ŬˊɞəɚŮɘůŰɘəɎ ɔɘŬ Űɞɡɠ ůəɞˊɞɨɠ ˊɞɡ 

ˊŮɟɘɔɟɎűɞɜŰŬɘ ůŰɖɜ ˊŬɟɞɨůŬ ɄɄ / ȹɄɄ əŬɘ Űɞ ɘůɢɨɞɜ ŭɑəŬɘɞ. ɇŬ 

ɄɘůŰɞˊɞɘɖŰɘəɎ Űɖɠ HARICA ŭŮɜ ɛˊɞɟɞɨɜ ɜŬ ɢɟɖůɘɛɞˊɞɘɖɗɞɨɜ ɔɘŬ ɡˊɖɟŮůɑŮɠ 

ɐ ůɡůŰɐɛŬŰŬ ɧˊɞɡ, ůŮ ˊŮɟɑˊŰɤůɖ ŭɘŬəɞˊɐɠ ɚŮɘŰɞɡɟɔɑŬɠ  ɐ ɓɚɎɓɖɠ, ˊɟɞəɨˊŰŮɘ 

ŬɝɘɞůɖɛŮɑɤŰɖ ŮɛűŬɜɐɠ ɐ ɛɖ ŮɛűŬɜɐɠ əŬŰŬůŰɟɞűɐ ɐ əɑɜŭɡɜɞɠ ɔɘŬ Űɖ ɕɤɐ. 

V ȼ ŬɑŰɖůɖ Űɞɡ ɆɡɜŭɟɞɛɖŰɐ ɔɘŬ ˊɘůŰɞˊɞɘɖŰɘəɧ əŬɘ ɖ ɏəŭɞůɐ Űɞɡ ŭŮɜ ɓŬɟɨɜŮŰŬɘ 

ɛŮ ŭɘəŬɘɩɛŬŰŬ ˊɜŮɡɛŬŰɘəɐɠ ɐ ŭɘŬɜɞɖŰɘəɐɠ ɘŭɘɞəŰɖůɑŬɠ ŰɟɑŰɤɜ, ŭŮɜ ˊŮɟɘɏɢŮɘ 

ŭŮŭɞɛɏɜŬ ŰŬ ɞˊɞɑŬ ɛŮ ɞɘɞŭɐˊɞŰŮ Űɟɧˊɞ ˊŬɟŮɛɓŬɑɜɞɡɜ ɐ ˊŬɟŬɓɘɎɕɞɡɜ 
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ŭɘəŬɘɩɛŬŰŬ ɞˊɞɘɞɡŭɐˊɞŰŮ ŰɟɑŰɞɡ,  ůŮ ɞˊɞɘŬŭɐˊɞŰŮ ŭɘəŬɘɞŭɞůɑŬ, ůŮ ůɢɏůɖ ɛŮ 

ŭɘˊɚɩɛŬŰŬ ŮɡɟŮůɘŰŮɢɜɑŬɠ, ŮɛˊɞɟɘəɎ ůɐɛŬŰŬ, ůɐɛŬŰŬ ɡˊɖɟŮůɘɩɜ, ŮˊɤɜɡɛɑŮɠ, 

ɞɜɧɛŬŰŬ ŮŰŬɘɟŮɘɩɜ, ŭɘŬəɟɘŰɘəɞɨɠ ŰɑŰɚɞɡɠ əŬɘ ɎɚɚŬ ŮɛˊɞɟɘəɎ ŭɘəŬɘɩɛŬŰŬ, əŬɘ 

ŭŮɜ ŮɛűŬɜɑɕŮɘ ŰŬ ŭŮŭɞɛɏɜŬ ɔɘŬ ɞˊɞɘŬŭɐˊɞŰŮ ŬɘŰɑŬ ˊɞɡ ŭŮɜ ŮɑɜŬɘ ŬˊɞɚɨŰɤɠ 

ɜɧɛɘɛɖ.  

V ɀŮ ŮɝŬɑɟŮůɖ Űɖɜ ˊŮɟɑˊŰɤůɖ ɧˊɞɡ ɖ HARICA ŭɖɛɘɞɡɟɔŮɑ ŰŬ ɕŮɨɔɖ əɚŮɘŭɘɩɜ 

Ůə ɛɏɟɞɡɠ Űɤɜ ɆɡɜŭɟɞɛɖŰɩɜ, ɞɘ ɆɡɜŭɟɞɛɖŰɏɠ ˊɟɏˊŮɘ ɜŬ ŭɖɛɘɞɡɟɔɐůɞɡɜ ɕŮɨɔɞɘ 

əɚŮɘŭɘɩɜ (ɘŭɘɤŰɘəɧ əŬɘ ŭɖɛɧůɘɞ) ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ ŬɝɘɧˊɘůŰŬ əŬɘ ŬůűŬɚɐ 

ůɡůŰɐɛŬŰŬ əŬɘ ˊɟɏˊŮɘ ɜŬ ɚɎɓɞɡɜ ɧɚŮɠ Űɘɠ ŬˊŬɟŬɑŰɖŰŮɠ ˊɟɞűɡɚɎɝŮɘɠ ɔɘŬ Űɖɜ 

ˊɟɞůŰŬůɑŬ Űɤɜ ɘŭɘɤŰɘəɩɜ əɚŮɘŭɘɩɜ Űɞɡɠ Ŭˊɧ əŬŰŬůŰɟɞűɐ, ŬˊɩɚŮɘŬ ɐ əɚɞˊɐ.  

V ȷűɞɨ ɚɎɓɞɡɜ Űɞ ˊɘůŰɞˊɞɘɖŰɘəɧ Űɞɡɠ, ɞɘ ůɡɜŭɟɞɛɖŰɏɠ ůɡɛűɤɜɞɨɜ əŬɘ 
ŮˊɘɓŮɓŬɘɩɜɞɡɜ ɧŰɘ ɞɘ ˊɚɖɟɞűɞɟɑŮɠ ˊɞɡ ˊŮɟɘɏɢɞɜŰŬɘ ůŰɞ ˊɘůŰɞˊɞɘɖŰɘəɧ ŮɑɜŬɘ 

ŬəɟɘɓŮɑɠ.  

V Ƀɘ ɆɡɜŭɟɞɛɖŰɏɠ ɗŬ ˊɟɏˊŮɘ ɜŬ ɕɖŰɐůɞɡɜ Űɖɜ ŬɜɎəɚɖůɖ Űɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ 
ɧŰŬɜ ŭŮɜ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ˊɘŬ, ɧŰŬɜ ŰŬ ŭŮŭɞɛɏɜŬ ˊɞɡ ˊŮɟɘɏɢɞɜŰŬɘ ɏɢɞɡɜ ŬɚɚɎɝŮɘ 

ɐ ɧŰŬɜ ɡˊɎɟɢŮɘ ɡˊɞɣɑŬ ɧŰɘ Űɞ ɘŭɘɤŰɘəɧ əɚŮɘŭɑ ɏɢŮɘ ˊŬɟŬɓɘŬůɗŮɑ ɐ ɢŬɗŮɑ. ȼ ɀȼ 

ŬɑŰɖůɖ ŬɜɎəɚɖůɖɠ ɄɘůŰɞˊɞɘɖŰɘəɞɨ, ŬəɡɟɩɜŮɘ ɞˊɞɘŬŭɐˊɞŰŮ ɡˊɞɢɟɏɤůɖ 

ŭɘŮəŭɘəɐůŮɤɜ Ŭɜ Űɞ ɘŭɘɤŰɘəɧ əɚŮɘŭɑ ɐ Űɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ɢɟɖůɘɛɞˊɞɘɖɗŮɑ 

ŮůűŬɚɛɏɜŬ Ůɜɩ ɗŬ ɏˊɟŮˊŮ ɜŬ ɏɢŮɘ ŬɜŬəɚɖɗŮɑ. 

V ũɘŬ ɄɘůŰɞˊɞɘɖŰɘəɎ TLS, ɧŰŬɜ ɞ ɆɡɜŭɟɞɛɖŰɐɠ ɕɖŰɐůŮɘ ŬɜɎəɚɖůɖ, ůɡɜɘůŰɎŰŬɘ 

ɜŬ ŮˊɘɚŮɔŮɑ ɞ ˊɘɞ əŬŰɎɚɚɖɚɞɠ ɚɧɔɞɠ ŬɜɎəɚɖůɖɠ, ɧˊɤɠ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɖɜ 

ŮɜɧŰɖŰŬ 4.9.1.1. 

V ȷəɟɑɓŮɘŬ Űɤɜ Ʉɚɖɟɞűɞɟɘɩɜ: ȼ ɡˊɞɢɟɏɤůɖ əŬɘ Ůɔɔɨɖůɖ ɜŬ ˊŬɟɏɢɞɡɜ ˊɎɜŰŬ 

ŬəɟɘɓŮɑɠ əŬɘ ˊɚɐɟŮɘɠ ˊɚɖɟɞűɞɟɑŮɠ, ŬɜɎ ˊɎůŬ ůŰɘɔɛɐ ůŰɖɜ HARICA, Űɧůɞ əŬŰɎ 

Űɖɜ ŬɑŰɖůɖ ɔɘŬ ́ ɘůŰɞˊɞɘɖŰɘəɧ ŬɚɚɎ əŬɘ ɧˊɤɠ Ŭɚɚɘɩɠ ɕɖŰɖɗŮɑ Ŭˊɧ Űɖɜ HARICA 

ɧůɞɜ ŬűɞɟɎ ůŰɖɜ ɏəŭɞůɖ Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ (-ɤɜ) ˊɞɡ ˊɟɏˊŮɘ ɜŬ ˊŬɟɏɢɞɜŰŬɘ 

Ŭˊɧ Űɖɜ HARICA.  

V ɇŮɟɛŬŰɘůɛɧɠ Űɖɠ ɢɟɐůɖɠ Űɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ: ȼ ɡˊɞɢɟɏɤůɖ əŬɘ Ůɔɔɨɖůɖ ɜŬ 

ˊŬɨůŮɘ Ŭɛɏůɤɠ əɎɗŮ ɢɟɐůɖ Űɞɡ ȽŭɘɤŰɘəɞɨ ȾɚŮɘŭɘɞɨ ˊɞɡ ŬɜŰɘůŰɞɘɢŮɑ ůŰɞ 

ȹɖɛɧůɘɞ ȾɚŮɘŭɑ ˊɞɡ ˊŮɟɘɚŬɛɓɎɜŮŰŬɘ ůŰɞ ɄɘůŰɞˊɞɘɖŰɘəɧ əŬŰɎ Űɖɜ ŬɜɎəɚɖůɖ 

Űɞɡ Ůɜ ɚɧɔɤ ˊɘůŰɞˊɞɘɖŰɘəɞɨ, ɔɘŬ ɚɧɔɞɡɠ ˊŬɟŬɓɑŬůɖɠ Űɞɡ ȾɚŮɘŭɘɞɨ. 

V ȷɜŰŬˊɧəɟɘůɖ: ȼ ɡˊɞɢɟɏɤůɖ ɜŬ ŬɜŰŬˊɞəɟɘɗŮɑ ůŰɘɠ ɞŭɖɔɑŮɠ Űɖɠ HARICA 

ůɢŮŰɘəɎ ɛŮ Űɖɜ ˊŬɟŬɓɑŬůɖ Űɞɡ ȾɚŮɘŭɘɞɨ ɐ Űɖɜ əŬŰɎɢɟɖůɖ ˊɘůŰɞˊɞɘɖŰɘəɞɨ 

ŮɜŰɧɠ ůɡɔəŮəɟɘɛɏɜɖɠ ɢɟɞɜɘəɐɠ ˊŮɟɘɧŭɞɡ.  

V ȷɜŬɔɜɩɟɘůɖ əŬɘ ȷˊɞŭɞɢɐ: ȼ ŬɜŬɔɜɩɟɘůɖ əŬɘ ɖ Ŭˊɞŭɞɢɐ ɧŰɘ ɖ HARICA ɏɢŮɘ 

Űɞ ŭɘəŬɑɤɛŬ ɜŬ ŬɜŬəŬɚɏůŮɘ Űɞ ˊɘůŰɞˊɞɘɖŰɘəɧ Ŭɛɏůɤɠ Ŭɜ ɞ ȷɘŰɩɜ ˊŬɟŬɓɘɎɕŮɘ 

Űɖ ɆɨɛɓŬůɖ ɆɡɜŭɟɞɛɖŰɐ ɐ Űɞɡɠ ȳɟɞɡɠ ɉɟɐůɖɠ ɐ Ŭɜ ɖ HARICA ŬɜŬəŬɚɨɣŮɘ 

ɧŰɘ Űɞ ˊɘůŰɞˊɞɘɖŰɘəɧ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ɔɘŬ ɜŬ ŮˊɘŰɟɏɣŮɘ ŮɔəɚɖɛŬŰɘəɏɠ 

ŭɟŬůŰɖɟɘɧŰɖŰŮɠ, ɧˊɤɠ ɞɘ ŮˊɘɗɏůŮɘɠ phishing, ɖ ŬˊɎŰɖ ɐ  ŭɘŬɜɞɛɐ əŬəɧɓɞɡɚɞɡ 

ˊɟɞɔɟɎɛɛŬŰɞɠ. 

 

ɆŰɖɜ ˊŮɟɑˊŰɤůɖ Űɤɜ ɆɡɜŭɟɞɛɖŰɩɜ ɈˊɞɔɟŬűɐɠ ȾɩŭɘəŬ Űɖɠ HARICA, ŮəŰɧɠ 

Ŭˊɧ Űɘɠ ˊŬɟŬˊɎɜɤ ɡˊɞɢɟŮɩůŮɘɠ əŬɘ ŮɔɔɡɐůŮɘɠ, ɖ ɆɨɛɓŬůɖ ɆɡɜŭɟɞɛɖŰɐ ɐ ɞɘ 

ȳɟɞɘ ɉɟɐůɖɠ ɗŬ ˊŮɟɘɏɢɞɡɜ Űɘɠ ŬəɧɚɞɡɗŮɠ ɡˊɞɢɟŮɩůŮɘɠ əŬɘ ŮɔɔɡɐůŮɘɠ: 

V ɄɟɞůŰŬůɑŬ ȽŭɘɤŰɘəɞɨ ȾɚŮɘŭɘɞɨ: ȳˊɞɡ Űɞ əɚŮɘŭɑ ŮɑɜŬɘ ŭɘŬɗɏůɘɛɞ ŮəŰɧɠ ɛɑŬɠ 

Ɉ́ ɖɟŮůɑŬɠ Ɉ́ ɞɔɟŬűɐɠ, ɔɘŬ ɜŬ ŭɘŬŰɖɟŮɑŰŬɘ ɞ ŬˊɞəɚŮɘůŰɘəɧɠ ɏɚŮɔɢɞɠ, ɖ 

ŮɛˊɘůŰŮɡŰɘəɧŰɖŰŬ əŬɘ ɖ əŬŰɎɚɚɖɚɖ ˊɟɞůŰŬůɑŬ, ŬɜɎ ˊɎůŬ ůŰɘɔɛɐ ůɨɛűɤɜŬ ɛŮ 

Űɖɜ ŮɜɧŰɖŰŬ 6.2.7.4, Űɞ ȽŭɘɤŰɘəɧ ȾɚŮɘŭɑ ˊɞɡ ŬɜŰɘůŰɞɘɢŮɑ ůŰɞ ȹɖɛɧůɘɞ ȾɚŮɘŭɑ 

ˊɞɡ ˊɟɏˊŮɘ ɜŬ ˊŮɟɘɚŬɛɓɎɜŮŰŬɘ ůŰɞ ŬɘŰɞɨɛŮɜɞ ɄɘůŰɞˊɞɘɖŰɘəɧ (əŬɘ Űɡɢɧɜ 

ůɡůɢŮŰɘůɛɏɜŬ ŭŮŭɞɛɏɜŬ ŮɜŮɟɔɞˊɞɑɖůɖɠ ɐ ůɡůəŮɡɐ, ˊ.ɢ. əɤŭɘəɧɠ ˊɟɧůɓŬůɖɠ ɐ 
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token). ȼ HARICA ɗŬ ˊŬɟɏɢŮɘ ůŰɞɜ ɆɡɜŭɟɞɛɖŰɐ ŰŮəɛɖɟɑɤůɖ ůɢŮŰɘəɎ ɛŮ Űɞɜ 

Űɟɧˊɞ ˊɟɞůŰŬůɑŬɠ Ůɜɧɠ ȽŭɘɤŰɘəɞɨ ȾɚŮɘŭɘɞɨ. ȼ HARICA ɀɄɃɅȺȽ ɜŬ ˊŬɟɏɢŮɘ 

ŬɡŰɐɜ Űɖɜ ŰŮəɛɖɟɑɤůɖ ɤɠ ɞŭɖɔɑŮɠ ůŰɞɜ ɘůŰɞɢɩɟɞ Űɖɠ ɡˊɖɟŮůɑŬɠ ɐ ůŮ ɛɞɟűɐ 

ñwhite paperò. Ƀ ɆɡɜŭɟɞɛɖŰɐɠ ɗŬ ŭɖɚɩůŮɘ ɧŰɘ ɗŬ ŭɖɛɘɞɡɟɔɐůŮɘ əŬɘ ɗŬ 

ɚŮɘŰɞɡɟɔɐůŮɘ ɞˊɞɘŬŭɐˊɞŰŮ ůɡůəŮɡɐ ŬˊɞɗɖəŮɨŮɘ ɘŭɘɤŰɘəɎ əɚŮɘŭɘɎ ɛŮ ŬůűŬɚɐ 

Űɟɧˊɞ, ɧˊɤɠ ˊŮɟɘɔɟɎűŮŰŬɘ ůŮ ɏɜŬ ɏɔɔɟŬűɞ əŬɚɩɜ ́ ɟŬəŰɘəɩɜ ɔɘŬ ˊɘůŰɞˊɞɘɖŰɘəɎ 

ɡˊɞɔɟŬűɐɠ əɩŭɘəŬ, Űɞ ɞˊɞɑɞ ȼ HARICA ɗŬ ˊŬɟɏɢŮɘ ůŰɞɜ ɆɡɜŭɟɞɛɖŰɐ əŬŰɎ 

Űɖ ŭɘŬŭɘəŬůɑŬ ˊŬɟŬɔɔŮɚɑŬɠ. ȼ HARICA ɗŬ ɡˊɞɢɟŮɩůŮɘ Űɞɜ ɆɡɜŭɟɞɛɖŰɐ ɜŬ 

ɢɟɖůɘɛɞˊɞɘŮɑ əɤŭɘəɞɨɠ ˊɟɧůɓŬůɖɠ ˊɞɡ ŭɖɛɘɞɡɟɔɞɨɜŰŬɘ ŰɡɢŬɑŬ ɛŮ 

ŰɞɡɚɎɢɘůŰɞɜ 16 ɢŬɟŬəŰɐɟŮɠ ˊɞɡ ˊŮɟɘɏɢɞɡɜ əŮűŬɚŬɑŬ, ˊŮɕɎ ɔɟɎɛɛŬŰŬ, 

Ŭɟɘɗɛɞɨɠ əŬɘ ůɨɛɓɞɚŬ ɔɘŬ Űɖ ɛŮŰŬűɞɟɎ ɘŭɘɤŰɘəɩɜ əɚŮɘŭɘɩɜ. 

V ȺˊŬɜŬɢɟɖůɘɛɞˊɞɑɖůɖ ȽŭɘɤŰɘəɞɨ ȾɚŮɘŭɘɞɨ: Ƀ ɆɡɜŭɟɞɛɖŰɐɠ ŭŮɜ ɗŬ ˊɟɏˊŮɘ 
ɜŬ ɡˊɞɓɎɚŮɘ ŬɑŰɖůɖ ɔɘŬ ɄɘůŰɞˊɞɘɖŰɘəɧ ɈˊɞɔɟŬűɐɠ ȾɩŭɘəŬ ŮɎɜ Űɞ ȹɖɛɧůɘɞ 

ȾɚŮɘŭɑ ˊɞɡ ɗŬ ůɡůɢŮŰɘůŰŮɑ ɛŮ Űɞ ɜɏɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ɐ 

ˊɟɧəŮɘŰŬɘ ɜŬ ɢɟɖůɘɛɞˊɞɘɖɗŮɑ ůŮ Ɏɚɚɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ˊɞɡ ŭŮɜ ŮɑɜŬɘ 

ɄɘůŰɞˊɞɘɖŰɘəɧ Ɉ́ ɞɔɟŬűɐɠ ȾɩŭɘəŬ. 

V ɉɟɐůɖ: ɁŬ ɢɟɖůɘɛɞˊɞɘŮɑŰŮ Űɞ ɄɘůŰɞˊɞɘɖŰɘəɧ əŬɘ Űɞ ůɢŮŰɘəɧ ȽŭɘɤŰɘəɧ ȾɚŮɘŭɑ 

ɛɧɜɞ ɔɘŬ ŮɝɞɡůɘɞŭɞŰɖɛɏɜɞɡɠ əŬɘ ɜɧɛɘɛɞɡɠ ůəɞˊɞɨɠ, ůɡɛˊŮɟɘɚŬɛɓŬɜɞɛɏɜɖɠ 

Űɖɠ ɛɖ ɢɟɐůɖɠ Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ɔɘŬ Űɖɜ ɡˊɞɔɟŬűɐ ȴ́ ɞˊŰɞɡ Ⱦɤŭɘəɞɨ əŬɘ 

Űɖ ɢɟɐůɖ Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ əŬɘ Űɞɡ ȽŭɘɤŰɘəɞɨ ȾɚŮɘŭɘɞɨ ŬˊɞəɚŮɘůŰɘəɎ 

ůɨɛűɤɜŬ ɛŮ ɧɚɞɡɠ Űɞɡɠ ɘůɢɨɞɜŰŮɠ ɜɧɛɞɡɠ əŬɘ ŬˊɞəɚŮɘůŰɘəɎ ůɨɛűɤɜŬ ɛŮ Űɖ 

ɆɨɛɓŬůɖ ɆɡɜŭɟɞɛɖŰɐ ɐ Űɞɡɠ ȳɟɞɡɠ ɉɟɐůɖɠ. 

 

V ɆŰɖɜ ˊŮɟɑˊŰɤůɖ ɆɡɜŭɟɞɛɖŰɩɜ ȷɟɢɩɜ ɉɟɞɜɞůɐɛŬɜůɖɠ Űɖɠ HARICA, ˊɟɏˊŮɘ ɜŬ 

ŮˊŬɚɖɗŮɨɞɡɜ ɧŰɘ Űɞ ɕɖŰɞɨɛŮɜɞ TST ɏɢŮɘ ɡˊɞɔɟŬűŮɑ Ŭˊɧ ȽŭɘɤŰɘəɧ ȾɚŮɘŭɑ ɀɉɆ 

ˊɞɡ ŬɜŰɘůŰɞɘɢŮɑ ůŮ ɏɔəɡɟɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ɀɉɆ Űɖɠ HARICA əŬɘ ɜŬ Ůɚɏɔɢɞɡɜ 

ɔɘŬ ˊɘɗŬɜɏɠ ŬɜŬəɚɐůŮɘɠ. 

9.6.4 ȹɖɚɩůŮɘɠ əŬɘ ȹɘŬɓŮɓŬɘɩůŮɘɠ ȸŬůɘɕɧɛŮɜɤɜ ɀŮɟɩɜ 

V ɇŬ ɄɘůŰɞˊɞɘɖŰɘəɎ Űɖɠ HARICA ŭŮɜ ɛˊɞɟɞɨɜ ɜŬ ɢɟɖůɘɛɞˊɞɘɖɗɞɨɜ  ɔɘŬ 

ɡˊɖɟŮůɑŮɠ ɐ ůɡůŰɐɛŬŰŬ ɧˊɞɡ, ůŮ ˊŮɟɑˊŰɤůɖ ŭɘŬəɞˊɐɠ ɚŮɘŰɞɡɟɔɑŬɠ  ɐ ɓɚɎɓɖɠ, 

ˊɟɞəɨˊŰŮɘ ŬɝɘɞůɖɛŮɑɤŰɖ ŮɛűŬɜɐɠ ɐ ɛɖ ŮɛűŬɜɐɠ əŬŰŬůŰɟɞűɐ ɐ əɑɜŭɡɜɞɠ ɔɘŬ Űɖ 

ɕɤɐ. 

V Ƀɘ ɞɜŰɧŰɖŰŮɠ ˊɞɡ ŮɛˊɘůŰŮɨɞɜŰŬɘ ŰŬ ˊɘůŰɞˊɞɘɖŰɘəɎ ˊɞɡ ŮəŭɑŭɞɜŰŬɘ ŮɑɜŬɘ 
ɡˊɞɢɟŮɤɛɏɜŮɠ ɜŬ ŭɘŬɓɎůɞɡɜ əŬɘ ŬˊɞŭŮɢŰɞɨɜ Űɖɜ ɄɞɚɘŰɘəɐ 

ɄɘůŰɞˊɞɑɖůɖɠ/ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ɜŬ ɢɟɖůɘɛɞˊɞɘɞɨɜ ŰŬ 

ˊɘůŰɞˊɞɘɖŰɘəɎ ɛɧɜɞ ɛŮ Űɟɧˊɞɡɠ ˊɞɡ ŮɑɜŬɘ ůɨɛűɤɜŮɠ ɛŮ Űɖɜ ɄɄ / ȹȹɄ əŬɘ Űɖɜ 

ɘůɢɨɞɡůŬ ɜɞɛɞɗŮůɑŬ.  

V Ƀɘ ɞɜŰɧŰɖŰŮɠ ˊɞɡ ŮɛˊɘůŰŮɨɞɜŰŬɘ ŰŬ ˊɘůŰɞˊɞɘɖŰɘəɎ ˊɟɏˊŮɘ ɜŬ Ůɚɏɔɢɞɡɜ Űɖɜ 
ŮɔəɡɟɧŰɖŰŬ Űɖɠ ɣɖűɘŬəɐɠ ɡˊɞɔɟŬűɐɠ Űɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ əŬɘ ɜŬ ŮɛˊɘůŰŮɨɞɜŰŬɘ 

Űɘɠ ŬɜɩŰŮɟŮɠ ȷɟɢɏɠ  ɄɘůŰɞˊɞɑɖůɖɠ. ɇɏɚɞɠ, ɗŬ ˊɟɏˊŮɘ ɜŬ ŮɚɏɔɢŮŰŬɘ ˊŮɟɘɞŭɘəɎ 

ɔɘŬ ˊɘɗŬɜɏɠ ŬɜŬəɚɐůŮɘɠ ɖ ŮɔəɡɟɧŰɖŰŬ Űɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ ůŰɖɜ ŬɜŰɑůŰɞɘɢɖ 

ȿȷɄ, ɛŮ ɢɟɐůɖ Űɞɡ Ƀnline ɄɟɤŰɞəɧɚɚɞɡ ȾŬŰɎůŰŬůɖɠ ɄɘůŰɞˊɞɘɖŰɘəɩɜ 

(OCSP). 

V Ƀɘ ɞɜŰɧŰɖŰŮɠ ˊɞɡ ŮɛˊɘůŰŮɨɞɜŰŬɘ ŰŬ ˊɘůŰɞˊɞɘɖŰɘəɎ ˊɟɏˊŮɘ ɜŬ Ůɚɏɔɢɞɡɜ Űɖɜ 
ŮˊɏəŰŬůɖ ɢɟɐůɖɠ əɚŮɘŭɘɞɨ X.509 ůŰɞ ŰŮɚɘəɧ ɄɘůŰɞˊɞɘɖŰɘəɧ əŬɘ ůŰɞ 

ɄɘůŰɞˊɞɘɖŰɘəɧ Űɖɠ ȺəŭɞɨůŬɠ ȷɄ ɔɘŬ Űɖɜ əŬŰɎɚɚɖɚɖ ɢɟɐůɖ Űɤɜ 

ˊɘůŰɞˊɞɘɖŰɘəɩɜ. 

V Ɇɡɚɚɏɔɞɡɜ ŬɟəŮŰɏɠ ˊɚɖɟɞűɞɟɑŮɠ ɔɘŬ ɜŬ ˊɟɞůŭɘɞɟɘůŰŮɑ ɞ ɓŬɗɛɧɠ ůŰɞɜ ɞˊɞɑɞ 

ɛˊɞɟɞɨɜ ɜŬ ɓŬůɑɕɞɜŰŬɘ ůŮ ɏɜŬ ɣɖűɘŬəɧ ˊɘůŰɞˊɞɘɖŰɘəɧ  



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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V ūɏɟɞɡɜ Űɖɜ ˊɚɐɟɖ əŬɘ ŬˊɞəɚŮɘůŰɘəɐ Ůɡɗɨɜɖ ɔɘŬ ɞˊɞɘŬŭɐˊɞŰŮ ŬˊɧűŬůɖ ɜŬ 
ɓŬůɑɕɞɜŰŬɘ ůŮ ɏɜŬ ɣɖűɘŬəɧ ˊɘůŰɞˊɞɘɖŰɘəɧ 

V ȷɜŬɚŬɛɓɎɜɞɡɜ ˊɚɐɟɤɠ Űɘɠ ůɡɜɏˊŮɘŮɠ, ůɡɛˊŮɟɘɚŬɛɓŬɜɞɛɏɜɤɜ Űɤɜ ɜɞɛɘəɩɜ 
Ůɡɗɡɜɩɜ, ɔɘŬ ɞˊɞɘŬŭɐˊɞŰŮ ɛɖ Űɐɟɖůɖ Űɤɜ ɡˊɞɢɟŮɩůŮɤɜ əŬɘ Űɤɜ Ůɡɗɡɜɩɜ Űɞɡɠ, 

ɧˊɤɠ ˊŮɟɘɔɟɎűŮŰŬɘ ůŮ ŬɡŰɧ Űɞ ɄɄ/ȹȹɄ. 

V Ƀɘ ɞɜŰɧŰɖŰŮɠ ˊɞɡ ŮɛˊɘůŰŮɨɞɜŰŬɘ Űɘɠ ɉɟɞɜɞůűɟŬɔɑŭŮɠ ˊɟɏˊŮɘ ɜŬ ŮˊŬɚɖɗŮɨɞɡɜ 

ɧŰɘ Űɞ ŰŮəɛɐɟɘɞ ɢɟɞɜɞůɐɛŬɜůɖɠ ɏɢŮɘ ɡˊɞɔɟŬűŮɑ Ŭˊɧ ɏɜŬ ȽŭɘɤŰɘəɧ ȾɚŮɘŭɑ ɀɉɆ 

ˊɞɡ ŬɜŰɘůŰɞɘɢŮɑ ůŮ ɏɜŬ ɏɔəɡɟɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ɀɉɆ Űɖɠ HARICA əŬɘ ɜŬ 

Ůɚɏɔɢɞɡɜ ɔɘŬ ˊɘɗŬɜɏɠ ŬɜŬəɚɐůŮɘɠ ɛɏɢɟɘ Űɖ ůŰɘɔɛɐ Űɖɠ ŮˊŬɚɐɗŮɡůɖɠ. ȷɜ ůɡɛɓŮɑ 

ɞˊɞɘŬŭɐˊɞŰŮ ŬɜɎəɚɖůɖ ɛŮŰɎ Űɖɜ ɖɛŮɟɞɛɖɜɑŬ ɚɐɝɖɠ Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ Űɖɠ 

ɀɉɆ, ˊŬɟɏɢɞɡɜ ɞŭɖɔɑŮɠ ŰŬ ˊɟɞɓɚŮˊɧɛŮɜŬ Űɞɡ ɄŬɟŬɟŰɐɛŬŰɞɠ ȹ Űɞɡ ˊɟɞŰɨˊɞɡ 

ETSI EN 319 421. 

V Ƀɘ ɞɜŰɧŰɖŰŮɠ ˊɞɡ ŮɛˊɘůŰŮɨɞɜŰŬɘ Űɘɠ ɉɟɞɜɞůűɟŬɔɑŭŮɠ ˊɟɏˊŮɘ ɜŬ ɗŮɤɟɞɨɜ 

ɞˊɞɘɞɡůŭɐˊɞŰŮ ˊŮɟɘɞɟɘůɛɞɨɠ ɢɟɐůɖɠ Űɖɠ ɢɟɞɜɞůűɟŬɔɑŭŬɠ ɧŰɘ ŮˊɘɓɎɚɚɞɜŰŬɘ 

Ŭˊɧ Űɖɜ ˊɞɚɘŰɘəɐ ɢɟɞɜɞůɐɛŬɜůɖɠ əŬɘ ɜŬ ɗŮɤɟɞɨɜ ɞˊɞɘŮůŭɐˊɞŰŮ ɎɚɚŮɠ 

ˊɟɞűɡɚɎɝŮɘɠ ɧŰɘ ɡˊŬɔɞɟŮɨɞɜŰŬɘ Ŭˊɧ ɆɡɛɓɎůŮɘɠ ɐ Ɏɚɚɞɡɠ ɧɟɞɡɠ. 

V Ƀɘ ɞɜŰɧŰɖŰŮɠ ˊɞɡ ŮɛˊɘůŰŮɨɞɜŰŬɘ Űɘɠ ɉɟɞɜɞůűɟŬɔɑŭŮɠ ɤɠ çȺɔəŮəɟɘɛɏɜŮɠè, 

ˊɟɏˊŮɘ ɜŬ ɢɟɖůɘɛɞˊɞɘɞɨɜ  Űɞɜ əŬŰɎɚɞɔɞ ŮɛˊɑůŰŮɡůɖɠ ůɨɛűɤɜŬ ɛŮ Űɞ Ɏɟɗɟɞ 22 

ˊŬɟɎɔɟŬűɞɠ 5 Űɞɡ əŬɜɞɜɘůɛɞɨ (ȺȺ) Ŭɟɘɗ. 910/2014  (eIDAS), ɔɘŬ ɜŬ 

ŬˊɞűŬůɑůɞɡɜ Ŭɜ ɖ ɛɞɜɎŭŬ ɉɟɞɜɞůɐɛŬɜůɖɠ əŬɘ ɖ ɉɟɞɜɞůɐɛŬɜůɖ ŮɑɜŬɘ 

ŮɔəŮəɟɘɛɏɜŮɠ. ȷɜ Űɞ ŭɖɛɧůɘɞ əɚŮɘŭɑ Űɖɠ ɀɉɆ əŬŰŬɔɟɎűŮŰŬɘ ůŰɖɜ ȷɝɘɧˊɘůŰɖ 

ȿɑůŰŬ əŬɘ ɖ ɡˊɖɟŮůɑŬ ɖ ɞˊɞɑŬ ŮəˊɟɞůɤˊŮɑ ŮɑɜŬɘ ɛɑŬ ŮɔəŮəɟɘɛɏɜɖ ɡˊɖɟŮůɑŬ 

ɢɟɞɜɞůɐɛŬɜůɖɠ, ŰɧŰŮ ɞɘ ɢɟɞɜɞůűɟŬɔɑŭŮɠ ˊɞɡ ŮəŭɑŭɞɜŰŬɘ Ŭˊɧ ŬɡŰɐɜ Űɖ ɀɉɆ 

ɛˊɞɟɞɨɜ ɜŬ ɗŮɤɟɞɨɜŰŬɘ ŮɔəŮəɟɘɛɏɜŮɠ. 

9.6.5  ȹɖɚɩůŮɘɠ əŬɘ ȹɘŬɓŮɓŬɘɩůŮɘɠ ȿɞɘˊɩɜ ɆɡɛɛŮŰŮɢɧɜŰɤɜ 

ȹŮɜ ɞɟɑɕŮŰŬɘ. 

9.7 ȷˊɞˊɞɑɖůɖ Ůɡɗɨɜɖɠ 

ȹŮɜ ɞɟɑɕŮŰŬɘ 

9.8 ɄŮɟɘɞɟɘůɛɞɑ Ůɡɗɡɜɩɜ 

ȷɡŰɐ ɖ ɟɐŰɟŬ ɘůɢɨŮɘ ɔɘŬ ůɡɛɓŬŰɘəɐ Ůɡɗɨɜɖ (ůɡɛˊŮɟɘɚŬɛɓŬɜɞɛɏɜɖɠ ɞˊɞɘŬůŭɐˊɞŰŮ 

Ŭˊɞɕɖɛɑɤůɖɠ ɐ ˊŬɟŬɓɑŬůɖɠ Űɖɠ Ůɔɔɨɖůɖɠ), ɔɘŬ Ůɡɗɨɜɖ Ŭˊɧ ŬŭɘəɞˊɟŬɝɑŬ 

(ůɡɛˊŮɟɘɚŬɛɓŬɜɞɛɏɜɖɠ Űɖɠ ŬɛɏɚŮɘŬɠ), ɖ Ůə Űɞɡ Ɂɧɛɞɡ  ɐ Ɏɚɚɤɠ ɔɘŬ ɛɖ 

ůɡɛɛɞɟűɞɨɛŮɜɖ ɢɟɐůɖ Űɞɡ ˊɘůŰɞˊɞɘɖŰɘəɞɨ ɐ Űɤɜ ůɢŮŰɘəɩɜ ɘŭɘɤŰɘəɩɜ əɚŮɘŭɘɩɜ, Űɖɜ 

ˊɚɖɟɞűɞɟɑŬ ŬɜɎəɚɖůɖɠ ɐ ɞˊɞɘɞŭɐˊɞŰŮ Ɏɚɚɞ ɡɚɘəɧ ɐ ɚɞɔɘůɛɘəɧ ˊɞɡ ˊŬɟɏɢŮŰŬɘ əŬɘ 

Űɡɢɧɜ ŮˊŬəɧɚɞɡɗŮɠ, ˊŬɟŮˊɧɛŮɜŮɠ, Ůɘŭɘəɏɠ ɐ ŬˊɞŰɟŮˊŰɘəɏɠ ɕɖɛɑŮɠ ˊɞɡ ˊɟɞəɨˊŰɞɡɜ Ŭˊɧ 

ɐ ůɢŮŰɑɕɞɜŰŬɘ ɛŮ ŬɡŰɐ Űɖ ɄɄ/ȹȹɄ, ůɡɛˊŮɟɘɚŬɛɓŬɜɞɛɏɜɤɜ, ŮɜŭŮɘəŰɘəɎ əŬɘ ɧɢɘ 

ˊŮɟɘɞɟɘůŰɘəɎ, ŬˊɩɚŮɘŬɠ ŭŮŭɞɛɏɜɤɜ, ŬˊɩɚŮɘŬɠ ŮˊɘɢŮɘɟɖɛŬŰɘəɐɠ ŭɟŬůŰɖɟɘɧŰɖŰŬɠ əŬɘ 

ŬˊɩɚŮɘŬɠ əɏɟŭɞɡɠ. 

 

ɀŮ ŮɝŬɑɟŮůɖ Űɤɜ ɧůɤɜ ɞɟɑɕɞɜŰŬɘ ůŰɖɜ ŮˊɧɛŮɜɖ ˊŬɟɎɔɟŬűɞ, əŬɘ ůŰɞ ɓŬɗɛɧ ˊɞɡ 

ŮˊɘŰɟɏˊŮŰŬɘ Ŭˊɧ Űɖɜ ɘůɢɨɞɡůŬ ɜɞɛɞɗŮůɑŬ, ɖ Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Űɖɠ 

HARICA ŭŮɜ ŮɡɗɨɜŮŰŬɘ ɔɘŬ ˊɟɞɓɚɐɛŬŰŬ ɐ ɕɖɛɘɏɠ ˊɞɡ ɛˊɞɟŮɑ ɜŬ ˊɟɞəɨɣɞɡɜ Ŭˊɧ Űɘɠ 

ɡˊɖɟŮůɑŮɠ Űɖɠ ůŮ ˊŮɟɑˊŰɤůɖ ɚŬɜɗŬůɛɏɜɖɠ, ŬˊɟɧůŮəŰɖɠ ɐ ŬəŬŰɎɚɚɖɚɖɠ ɢɟɐůɖɠ Űɤɜ 

ˊɘůŰɞˊɞɘɖŰɘəɩɜ ˊɞɡ ŮəŭɑŭŮɘ. ȼ ɈȹȾ HARICA ŭŮɜ ŬɜŬɚŬɛɓɎɜŮɘ ɞˊɞɘŬŭɐˊɞŰŮ 

ɞɘəɞɜɞɛɘəɐ, ŬůŰɘəɐ ɐ Ɏɚɚɞɡɠ Ůɑŭɞɡɠ Ůɡɗɨɜɖ ɔɘŬ ŰɏŰɞɘŮɠ ˊŮɟɘˊŰɩůŮɘɠ. ȼ ɢɟɐůɖ Űɖɠ ɈȹȾ 

HARICA əŬɘ Űɤɜ ɡˊɖɟŮůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ ˊɟɞɦˊɞɗɏŰŮɘ Űɖɜ ŬɜŮˊɘűɨɚŬəŰɖ Ŭˊɞŭɞɢɐ 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 
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Ůə ɛɏɟɞɡɠ Űɤɜ ɢɟɖůŰɩɜ Űɖɠ ˊŬɟɞɨůŬɠ ɄɄ/ȹȹɄ əŬɘ Űɞ ɔŮɔɞɜɧɠ ɧŰɘ ɖ ɈȹȾ HARICA 

ŭŮɜ ŮɑɜŬɘ ɡˊɧɚɞɔɖ əŬɘ ŭŮɜ ŬɜŬɚŬɛɓɎɜŮɘ ɞˊɞɘŬŭɐˊɞŰŮ ɞɘəɞɜɞɛɘəɐ, ŬůŰɘəɐ ɐ Ɏɚɚɖ 

Ůɡɗɨɜɖ, ŮəŰɧɠ Ŭˊɧ Űɘɠ ˊŮɟɘˊŰɩůŮɘɠ ˊɞɡ ɡˊɎɟɢɞɡɜ ůŰɞɘɢŮɑŬ ŭɧɚɘŬɠ ůɡɛˊŮɟɘűɞɟɎɠ ɐ 

ůɞɓŬɟɐɠ ŬɛɏɚŮɘŬɠ Ŭˊɧ Űɖɜ ɈȹȾ Űɖɠ HARICA əŬɘ Űɞɡɠ ŭɘŬɢŮɘɟɘůŰɏɠ Űɖɠ. ȼ ɈȹȾ Űɖɠ 

HARICA ŭŮɜ ŮɑɜŬɘ ɡˊɧɚɞɔɖ ůŰɞ ɆɡɜŭɟɞɛɖŰɐ ɔɘŬ ɞˊɞɘŬŭɐˊɞŰŮ ɕɖɛɑŬ ɛŮ Ůɡɗɨɜɖ Űɞɡ 

ɆɡɜŭɟɞɛɖŰɐ əŬŰɎ Űɖɜ ɢɟɐůɖ Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ŮəŰɧɠ Űɖɠ ůɡɜɐɗɞɡɠ əŬɘ 

ˊɟɞɓɚŮˊɧɛŮɜɖɠ ɢɟɐůɖɠ.  

 

Ƀɘ ɆɡɜŭɟɞɛɖŰɏɠ ŮɑɜŬɘ ɡˊɞɢɟŮɤɛɏɜɞɘ ɜŬ ŬɘŰɞɨɜŰŬɘ ŬɜɎəɚɖůɖ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ɔɘŬ Űɞɡɠ 

ɚɧɔɞɡɠ ˊɞɡ ŬɜŬűɏɟɞɜŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 9.6.3. ɄŬɟɎɚŮɘɣɖ ŬɘŰɐɛŬŰɞɠ ŬɜŬəɚɐůŮɤɠ 

Űɞɡ ɄɘůŰɞˊɞɘɖŰɘəɞɨ, ŬɑɟŮɘ əŬɘ ŬəɡɟɩɜŮɘ ɞˊɞɘŬŭɐˊɞŰŮ Ŭɝɑɤůɖ Ůɡɗɨɜɖɠ, ŮɎɜ Űɞ ɘŭɘɤŰɘəɧ 

əɚŮɘŭɑ ɐ Űɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ɢɟɖůɘɛɞˊɞɘŮɑŰŬɘ ŮůűŬɚɛɏɜŬ, ɧŰŬɜ ɗŬ ɏˊɟŮˊŮ ɜŬ ŬɜŬəɚɖɗŮɑ 

ɛŮ ŮɜɏɟɔŮɘŮɠ ˊɟɞŮɟɢɧɛŮɜŮɠ Ŭˊɧ Űɞɜ ɆɡɜŭɟɞɛɖŰɐ. 

 

ȷɜ ɖ HARICA ˊŬɟŮəəɚɑɜŮɘ ůɖɛŬɜŰɘəɎ Ŭˊɧ ŰŬ ˊɟɞɓɚŮˊɧɛŮɜŬ ˊɞɡ ɞɟɑɕɞɜŰŬɘ ůŮ ŬɡŰɧ 

Űɞ əŮɑɛŮɜɞ ɄɄ/ȹȹɄ ɧŰŬɜ ŮəŭɑŭɞɜŰŬɘ çȺɔəŮəɟɘɛɏɜŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ 

ɖɚŮəŰɟɞɜɘəɏɠ ɡˊɞɔɟŬűɏɠè, «ȺɔəŮəɟɘɛɏɜŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ ɖɚŮəŰɟɞɜɘəɏɠ 

ůűɟŬɔɑŭŮɠ», çȺɔəŮəɟɘɛɏɜŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ ŮˊŬɚɐɗŮɡůɖ ŰŬɡŰɧŰɖŰŬɠ 

ɘůŰɞɢɩɟɤɜè, ɄɘůŰɞˊɞɘɖŰɘəɎ EV (ŮəŰŮŰŬɛɏɜɞɡ Ůɚɏɔɢɞɡ ŮɔəɡɟɧŰɖŰŬɠ) ɔɘŬ SSL ɐ 

ɈˊɞɔɟŬűɐ ȾɩŭɘəŬè, ˊɟɞɓɚɏˊɞɜŰŬɘ ůɡɔəŮəɟɘɛɏɜŮɠ ŮɡɗɨɜŮɠ/ŬˊɞɕɖɛɘɩůŮɘɠ: 

¶ ȼ HARICA ŮɑɜŬɘ ɡˊɧɚɞɔɖ ɛɧɜɞ ɔɘŬ Űɖ ůɤůŰɐ ŮˊŬɚɐɗŮɡůɖ Űɖɠ ŬɑŰɖůɖɠ əŬɘ ŰŬ 

ŮˊŬəɧɚɞɡɗŬ ˊŮɟɘŮɢɧɛŮɜŬ Űɞɡ  ɄɘůŰɞˊɞɘɖŰɘəɞɨ (ɛŮ ŮɝŬɑɟŮůɖ Űɞ ˊŮŭɑɞ ñOUò 

ɧˊɤɠ ŭɖɚɩɜŮŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 9.6.2). 

¶ ȼ HARICA ŭŮ ɗŬ ŮɑɜŬɘ ɡˊɧɚɞɔɖ Ŭɜ ɞ ȷɘŰɩɜ/ɆɡɜŭɟɞɛɖŰɐɠ  ɡˊɏɓŬɚŮ ɣŮɡŭɐ ɐ 

ˊŬɟŬˊɞɘɖɛɏɜŬ ŰŮəɛɐɟɘŬ əŬŰɎ Űɞɜ ɏɚŮɔɢɞ ŮɔəɡɟɧŰɖŰŬɠ əŬɘ ˊɚɖɟɞűɞɟɑŮɠ Ŭˊɧ 

ŬɡŰɎ ŰŬ ŰŮəɛɐɟɘŬ ůɡɛˊŮɟɘɚɐűɗɖəŬɜ ůŮ ɄɘůŰɞˊɞɘɖŰɘəɧ. ɆŮ ŬɡŰɐɜ Űɖɜ 

ˊŮɟɑˊŰɤůɖ, ɞ ɆɡɜŭɟɞɛɖŰɐɠ ŮɡɗɨɜŮŰŬɘ ɔɘŬ Űɖ ɕɖɛɑŬ ˊɞɡ ɛˊɞɟŮɑ ɜŬ ɡˊɞůŰŮɑ ɖ 

HARICA əŬɘ/ɐ ɖ GUnet ŮɝŬɘŰɑŬɠ Űɤɜ ɚŬɜɗŬůɛɏɜɤɜ ůŰɞɘɢŮɑɤɜ ˊɞɡ 

ůɡɛˊŮɟɘɚɐűɗɖəŬɜ ůŮ ɄɘůŰɞˊɞɘɖŰɘəɧ ɐ ŮɝŬɘŰɑŬɠ Űɞɡ ɚɎɗɞɡɠ Űɟɧˊɞɡ ɢɟɐůɖɠ Űɞɡ 

ɄɘůŰɞˊɞɘɖŰɘəɞɨ Ŭˊɧ Űɞɜ ɆɡɜŭɟɞɛɖŰɐ. 

 

ɀŮ ŮɝŬɑɟŮůɖ Űɤɜ ˊɟɞɖɔɞɨɛŮɜɤɜ ˊŮɟɘˊŰɩůŮɤɜ, ɖ ɛɏɔɘůŰɖ ůɡɜɞɚɘəɐ Ůɡɗɨɜɖ Űɖɠ 

HARICA ůɨɛűɤɜŬ ɛŮ ŬɡŰɐ Űɖɜ ɄɄ/ȹȹɄ, ɏɜŬɜŰɘ Űɤɜ ɆɡɜŭɟɞɛɖŰɩɜ ɐ ȸŬůɘɕɧɛŮɜɤɜ 

ɀŮɟɩɜ ˊŮɟɘɞɟɑɕŮŰŬɘ ůŮ 2.000ú əŬŰô ŬɜɩŰŬŰɞ ɧɟɘɞ ŬɜɎ ȺɔəŮəɟɘɛɏɜɞ ɄɘůŰɞˊɞɘɖŰɘəɧ 

ɔɘŬ ɈˊɞɔɟŬűɏɠ/ɆűɟŬɔɑŭŮɠ, ȺɔəŮəɟɘɛɏɜɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ɔɘŬ ŮˊŬɚɐɗŮɡůɖ 

ŰŬɡŰɧŰɖŰŬɠ ɘůŰɞɢɩɟɞɡ, ɄɘůŰɞˊɞɘɖŰɘəɎ EV ɔɘŬ SSL əŬɘ ɄɘůŰɞˊɞɘɖŰɘəɎ EV ɔɘŬ 

ɈˊɞɔɟŬűɐ ȾɩŭɘəŬ əŬɘ ůɡɜɞɚɘəɧ ɛɏɔɘůŰɞ ɧɟɘɞ ŬˊŬɘŰɐůŮɤɜ 1.000.000ú, ŬɜŮɝŬɟŰɐŰɤɠ 

Űɖɠ űɨůɖɠ Űɖɠ Ůɡɗɨɜɖɠ əŬɘ Űɞɜ Űɨˊɞ, Űɞ ˊɞůɧ ɐ Űɖɜ ɏəŰŬůɖ Űɖɠ ɕɖɛɑŬɠ ˊɞɡ Űɡɢɧɜ 

ɡɞ́ůŰɞɨɜ. Ƀɘ ˊŮɟɘɞɟɘůɛɞɑ Ůɡɗɨɜɖɠ ˊɞɡ ˊɟɞɓɚɏˊɞɜŰŬɘ ůŮ ŬɡŰɐ Űɖɜ ˊŬɟɎɔɟŬűɞ ŮɑɜŬɘ ɞɘ 

ɑŭɘɞɘ ŬɜŮɝɎɟŰɖŰŬ Ŭˊɧ Űɞɜ Ŭɟɘɗɛɧ Űɤɜ ɄɘůŰɞˊɞɘɖŰɘəɩɜ, Űɤɜ ůɡɜŬɚɚŬɔɩɜ, ɐ Űɤɜ 

ŬɝɘɩůŮɤɜ ˊɞɡ ůɢŮŰɑɕɞɜŰŬɘ ɛŮ ŬɡŰɧ Űɞ ɄɘůŰɞˊɞɘɖŰɘəɧ. Ƀɘ ˊŮɟɘɞɟɘůɛɞɑ Ůɡɗɨɜɖɠ ˊɞɡ 

ˊŬɟɏɢɞɜŰŬɘ Ůŭɩ ŮűŬɟɛɧɕɞɜŰŬɘ  ůŰɞ ɛɏɔɘůŰɞ ɓŬɗɛɧ ˊɞɡ ŮˊɘŰɟɏˊŮŰŬɘ ůɨɛűɤɜŬ ɛŮ Űɖɜ 

ŮəɎůŰɞŰŮ ɘůɢɨɞɡůŬ ɜɞɛɞɗŮůɑŬ. ȳɚŬ ŬɡŰɎ əŬɚɨˊŰɞɜŰŬɘ Ŭˊɧ ŬůűŬɚɘůŰɘəɧ ůɡɛɓɧɚŬɘɞ 

ũŮɜɘəɐɠ Ⱥɛˊɞɟɘəɐɠ Ⱥɡɗɨɜɖɠ ůŮ ůɡɜŭɡŬůɛɧ ɛŮ Ůɘŭɘəɧ ŬůűŬɚɘůŰɘəɧ ůɡɛɓɧɚŬɘɞ 

ȺˊŬɔɔŮɚɛŬŰɘəɐɠ Ⱥɡɗɨɜɖɠ (Professional Liability /Errors and Omissions insurance), ɛŮ 

ɧɟɘɞ əɎɚɡɣɖɠ ŰŬ ́ ɏɜŰŮ ŮəŬŰɞɛɛɨɟɘŬ Ⱥɡɟɩ (5.000.000ú), ˊŮɟɘɚŬɛɓɎɜɞɜŰŬɠ əɎɚɡɣɖ ɔɘŬ 

(i) ŬˊŬɘŰɐůŮɘɠ Ŭˊɞɕɖɛɑɤůɖɠ ˊɞɡ Ŭˊɞɟɟɏɞɡɜ Ŭˊɧ ˊɟɎɝɖ, ůűɎɚɛŬ, ɐ ˊŬɟɎɚŮɘɣɖ, ɛɖ 

ůəɧˊɘɛɖ ůɡɛɓŬŰɘəɐ ˊŬɟŬɓɑŬůɖ ɐ ŬɛɏɚŮɘŬ ůŰɖɜ ɏəŭɞůɖ ɐ ŭɘŬŰɐɟɖůɖ ůŮ ɘůɢɨ, ůŮ ůɢɏůɖ 

ɛŮ ȺɔəŮəɟɘɛɏɜŬ ɄɘůŰɞˊɞɘɖŰɘəɎ, ȺɔəŮəɟɘɛɏɜŮɠ ɈˊɞɔɟŬűɏɠ/ɆűɟŬɔɑŭŮɠ, ȺɔəŮəɟɘɛɏɜŬ 

ɄɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ ɇŬɡŰɞˊɞɑɖůɖ ȽůŰɞɢɩɟɤɜ, ɄɘůŰɞˊɞɘɖŰɘəɎ ȺəŰŮŰŬɛɏɜɖɠ Ⱥˊɘəɨɟɤůɖɠ 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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(Extended Validation) ɔɘŬ SSL/TLS əŬɘ ȺəŰŮŰŬɛɏɜɖɠ Ⱥˊɘəɨɟɤůɖɠ ɔɘŬ ɡˊɞɔɟŬűɐ 

əɩŭɘəŬ, əŬɘ (ii ) ŬˊŬɘŰɐůŮɘɠ Ŭˊɞɕɖɛɑɤůɖɠ ˊɞɡ Ŭˊɞɟɟɏɞɡɜ Ŭˊɧ ˊŬɟŬɓɑŬůɖ ŭɘəŬɘɤɛɎŰɤɜ 

ŭɘŬɜɞɖŰɘəɐɠ ɘŭɘɞəŰɖůɑŬɠ ɞˊɞɘɞɡŭɐˊɞŰŮ ŰɟɑŰɞɡ (ŮɝŬɘɟɞɡɛɏɜɖɠ Űɖɠ ˊŬɟŬɓɑŬůɖɠ 

ˊɜŮɡɛŬŰɘəɩɜ ŭɘəŬɘɤɛɎŰɤɜ əŬɘ Ůɛˊɞɟɘəɞɨ ůɐɛŬŰɞɠ), ˊŬɟŬɓɑŬůɖ ɘŭɘɤŰɘəɧŰɖŰŬɠ əŬɘ 

ɕɖɛɑŬ ˊɞɡ ˊɟɞəŬɚŮɑŰŬɘ əŬŰɎ Űɖɜ ŭɘŬűɐɛɘůɖ ˊɟɞɥɧɜŰɤɜ ɐ ɡˊɖɟŮůɘɩɜ. 

9.9 ȷˊɞɕɖɛɑɤůɖ 

Ƀ ɆɡɜŭɟɞɛɖŰɐɠ ŬˊɞɕɖɛɘɩɜŮɘ Űɖ HARICA əŬɘ Űɞɡɠ ɆɡɜŮɟɔɎŰŮɠ Űɖɠ əŬɘ Űɞɡɠ 

ŬɜŰɑůŰɞɘɢɞɡɠ ŭɘŮɡɗɡɜŰɏɠ, ˊɟɞɥůŰŬɛɏɜɞɡɠ, ɡˊŬɚɚɐɚɞɡɠ əŬɘ ŬɜŰɘˊɟɞůɩˊɞɡɠ (əɎɗŮ ɏɜŬɠ 

"ȷˊɞɕɖɛɘɤɗŮɑɠ") ɏɜŬɜŰɘ ɧɚɤɜ Űɤɜ ɡˊɞɢɟŮɩůŮɤɜ, ɕɖɛɘɩɜ, Ůɝɧŭɤɜ ɐ ŭŬˊŬɜɩɜ 

(ůɡɚɚɞɔɘəɎ "Ȼɖɛɘɏɠ") ˊɞɡ ɓŬůɑɕɞɜŰŬɘ, ɎɛŮůŬ ɐ ɏɛɛŮůŬ, ůŮ ˊŬɟŬɓɑŬůɖ Űɖɠ ˊŬɟɞɨůŬɠ 

ɆɨɛɓŬůɖɠ, Űɡɢɧɜ ˊɚɖɟɞűɞɟɑŬ, ɣŮɡŭɐ ŭɐɚɤůɖ ɐ ˊŬɟŬɓɑŬůɖ Űɖɠ Ůɔɔɨɖůɖɠ ɐ Űɖɠ 

ŭɘŬɓŮɓŬɑɤůɖɠ ˊɞɡ ˊŬɟɏɢŮŰŬɘ Ŭˊɧ Űɞɜ ɆɡɜŭɟɞɛɖŰɐ ɐ Ŭˊɧ ˊŬɟŮɛˊɧŭɘůɖ ɐ ˊŬɟŬɓɑŬůɖ Ůə 

ɛɏɟɞɡɠ Űɞɡ ɆɡɜŭɟɞɛɖŰɐ ɐ Űɤɜ ˊŮɚŬŰɩɜ Űɞɡ ŭɘəŬɘɤɛɎŰɤɜ ɞˊɞɘɞɡŭɐˊɞŰŮ ŰɟɑŰɞɡ əŬɘ 

ŮɑɜŬɘ ɡˊŮɨɗɡɜɞɠ ɔɘŬ Űɖɜ ɡˊŮɟɎůˊɘůɖ ɏɜŬɜŰɘ ɧɚɤɜ Űɤɜ ŮɜŮɟɔŮɘɩɜ ˊɞɡ ɔɑɜɞɜŰŬɘ ůŮ ɓɎɟɞɠ 

Űɞɡ ȷˊɞɕɖɛɘɤɗɏɜŰɞɠ. 

 

Ƀɘ ɡˊɞɢɟŮɩůŮɘɠ Ŭˊɞɕɖɛɑɤůɖɠ Űɞɡ ɆɡɜŭɟɞɛɖŰɐ ŭŮɜ ŬˊɞŰŮɚɞɨɜ ɛɞɜŬŭɘəɧ ŬˊɞɕɖɛɘɤŰɘəɧ 

ɛɏŰɟɞ ɔɘŬ Űɖɜ HARICA ŮɝŬɘŰɑŬɠ Űɖɠ ˊŬɟɎɓŬůɖɠ Űɞɡ ɆɡɜŭɟɞɛɖŰɐ, ŬɚɚɎ ŮɑɜŬɘ 

ŮˊɘˊɟɧůɗŮŰŮɠ ůŮ ɞˊɞɘŬŭɐˊɞŰŮ ɎɚɚŬ ɏɜŭɘəŬ ɓɞɖɗɐɛŬŰŬ əŬɘ ŬˊɞɕɖɛɘɤŰɘəɏɠ ŬɝɘɩůŮɘɠ 

ɛˊɞɟŮɑ ɜŬ ŮɔŮɑɟŮɘ ɖ HARICA əŬŰɎ Űɞɡ ɆɡɜŭɟɞɛɖŰɐ ɓɎůŮɘ Űɖɠ ˊŬɟɞɨůŬɠ ɆɨɛɓŬůɖɠ. Ƀɘ 

ɡˊɞɢɟŮɩůŮɘɠ Ŭˊɞɕɖɛɑɤůɖɠ Űɞɡ ɆɡɜŭɟɞɛɖŰɐ ŭɘŬŰɖɟɞɨɜŰŬɘ ɛŮ Űɖ ɚɐɝɖ Űɖɠ ɆɨɛɓŬůɖɠ. 

 

ȼ HARICA ɗŬ ˊɟɏˊŮɘ ɜŬ ɡˊŮɟŬůˊɘůŰŮɑ, ɜŬ ŬˊɞɕɖɛɘɩůŮɘ əŬɘ ɜŬ əɟŬŰɐůŮɘ ŬɓɚŬɓɐ əɎɗŮ 

ɄɟɞɛɖɗŮɡŰɐ ȿɞɔɘůɛɘəɞɨ ȺűŬɟɛɞɔɩɜ ɔɘŬ ɞˊɞɘɞɡůŭɐˊɞŰŮ ɘůɢɡɟɘůɛɞɨɠ, ɕɖɛɑŮɠ əŬɘ 

ŬˊɩɚŮɘŮɠ ˊɞɡ ɡˊɏůŰɖ ɞ Ůɜ ɚɧɔɤ ɄɟɞɛɖɗŮɡŰɐɠ ȿɞɔɘůɛɘəɞɨ ȺűŬɟɛɞɔɩɜ ˊɞɡ ůɢŮŰɑɕɞɜŰŬɘ 

ɛŮ ɄɘůŰɞˊɞɘɖŰɘəɧ ˊɞɡ ŮəŭɧɗɖəŮ Ŭˊɧ Űɖ HARICA, ŬɜŮɝɎɟŰɖŰŬ Ŭˊɧ Űɖɜ ŬɘŰɑŬ Űɖɠ 

ŮɜɏɟɔŮɘŬɠ ɐ Űɖ ɜɞɛɘəɐ ɗŮɤɟɑŬ. ȷɡŰɧ ŭŮɜ ɘůɢɨŮɘ, ɤůŰɧůɞ, ɔɘŬ ɞˊɞɘɞɜŭɐˊɞŰŮ ɘůɢɡɟɘůɛɧ, 

ɕɖɛɘɎ ɐ ŬˊɩɚŮɘŬ ˊɞɡ ɡˊɏůŰɖ ɞ Ůɜ ɚɧɔɤ ɄɟɞɛɖɗŮɡŰɐɠ ȿɞɔɘůɛɘəɞɨ ȺűŬɟɛɞɔɩɜ ˊɞɡ 

ůɢŮŰɑɕŮŰŬɘ ɛŮ ɄɘůŰɞˊɞɘɖŰɘəɧ ˊɞɡ ŮəŭɧɗɖəŮ Ŭˊɧ Űɖɜ HARICA ɧˊɞɡ ɞ ɘůɢɡɟɘůɛɧɠ, ɕɖɛɘɎ 

ɐ ŬˊɩɚŮɘŬ ˊɟɞəɚɐɗɖəŮ ɎɛŮůŬ Ŭˊɧ Űɞ ɚɞɔɘůɛɘəɧ ŬɡŰɞɨ Űɞɡ ɄɟɞɛɖɗŮɡŰɐ ȿɞɔɘůɛɘəɞɨ 

ȺűŬɟɛɞɔɩɜ ˊɞɡ ŮɛűŬɜɑɕŮɘ ɤɠ ɛɖ ŬɝɘɧˊɘůŰɞ ɏɜŬ ɄɘůŰɞˊɞɘɖŰɘəɧ ˊɞɡ ŮɝŬəɞɚɞɡɗŮɑ ɜŬ 

ɘůɢɨŮɘ ɐ ŮɛűŬɜɑɕŮŰŬɘ ɤɠ ŬɝɘɧˊɘůŰɞ: 

 

1. ɄɘůŰɞˊɞɘɖŰɘəɧ ˊɞɡ ɏɢŮɘ ɚɐɝŮɘ, ɐ 

2. ɄɘůŰɞˊɞɘɖŰɘəɧ ˊɞɡ ɏɢŮɘ ŬɜŬəɚɖɗŮɑ (ŬɚɚɎ ɛɧɜɞ ůŮ ˊŮɟɘˊŰɩůŮɘɠ ɧˊɞɡ ɖ 
əŬŰɎůŰŬůɖ ŬɜɎəɚɖůɖɠ ŮɑɜŬɘ Ůˊɑ Űɞɡ ˊŬɟɧɜŰɞɠ ŭɘŬɗɏůɘɛɖ Ŭˊɧ Űɖ HARICA əŬɘ 

Űɞ ɚɞɔɘůɛɘəɧ ŮűŬɟɛɞɔɩɜ ŮɑŰŮ ŬˊɏŰɡɢŮ ɜŬ ŮɚɏɔɝŮɘ ŬɡŰɐɜ Űɖɜ əŬŰɎůŰŬůɖ ŮɑŰŮ 

ŬɔɜɧɖůŮ ɛɘŬ ɏɜŭŮɘɝɖ Űɖɠ əŬŰɎůŰŬůɖɠ ŬɜɎəɚɖůɖɠ). 

9.10  ɉɟɞɜɘəɐ ˊŮɟɑɞŭɞɠ ɘůɢɨɞɠ Űɖɠ ˊŬɟɞɨůŬɠ ɄɄ/ȹȹɄ əŬɘ ɚɐɝɖ Űɖɠ 

ȼ ˊŬɟɞɨůŬ ɄɄ/ȹȹɄ ɘůɢɨŮɘ ɔɘŬ ɧɚɞ Űɞ  ɢɟɞɜɘəɧ ŭɘɎůŰɖɛŬ ɚŮɘŰɞɡɟɔɑŬɠ Űɖɠ ɈȹȾ 

HARICA. ɆŮ ˊŮɟɑˊŰɤůɖ ˊɞɡ ȺɜŭɘɎɛŮůɖ ȷɟɢɐ ɄɘůŰɞˊɞɑɖůɖɠ ŮˊɘɗɡɛŮɑ ɜŬ ŭɘŬəɧɣŮɘ Űɘɠ 

ɡˊɖɟŮůɑŮɠ Űɖɠ əŬɘ ˊŬɟŬɘŰɖɗŮɑ Ŭˊɧ Űɖ ůɡɜŮɟɔŬůɑŬ ɛŮ Űɖɜ ɈȹȾ HARICA, ɞűŮɑɚŮɘ ɜŬ 

ŮɜɖɛŮɟɩůŮɘ ŮɔɔɟɎűɤɠ Űɖɜ ȺˊɘŰɟɞˊɐ ȹɘŬɢŮɑɟɘůɖɠ Űɖɠ HARICA. ȷɜɎɚɞɔɖ ŮˊɘəɞɘɜɤɜɑŬ 

ŮˊɘɓɎɚɚŮŰŬɘ ůŮ ˊŮɟɘˊŰɩůŮɘɠ Ůəŭɐɚɤůɖɠ ŮɜŭɘŬűɏɟɞɜŰɞɠ Ŭˊɧ ɃɟɔŬɜɘůɛɧ ˊɞɡ ŮˊɘɗɡɛŮɑ 

ɜŬ ůɡɛɛŮŰɏɢŮɘ ůŰɖɜ ɈȹȾ HARICA. 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.10) 
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9.10.1 ɄŮɟɑɞŭɞɠ ɘůɢɨɞɠ əŬɘ ŰŮɟɛŬŰɘůɛɧɠ Űɤɜ ɆɡɛɓɎůŮɤɜ ɆɡɜŭɟɞɛɖŰɐ 

ɄŮɟɑɞŭɞɠ ɘůɢɨɞɠ. ȺəŰɧɠ ŮɎɜ ɞɟɑɕŮŰŬɘ ŭɘŬűɞɟŮŰɘəɎ Ŭˊɧ ŰŬ ŮˊɘŰɟŮˊɧɛŮɜŬ ŬɡŰɐɠ Űɖɠ 

ɄɄ/ȹȹɄ, ɖ ɆɨɛɓŬůɖ ɆɡɜŭɟɞɛɖŰɐ ɘůɢɨŮɘ Ŭˊɧ Űɖɜ Ŭˊɞŭɞɢɐ Űɞɡ ɆɡɜŭɟɞɛɖŰɐ əŬɘ 

ůɡɜŮɢɑɕŮɘ ɜŬ ɘůɢɨŮɘ ɔɘŬ ɧůɞ ŭɘɎůŰɖɛŬ ɘůɢɨŮɘ ɄɘůŰɞˊɞɘɖŰɘəɧ ˊɞɡ ŮəŭɧɗɖəŮ ɓɎůŮɘ ŬɡŰɐɠ 

Űɖɠ ɆɨɛɓŬůɖɠ ɆɡɜŭɟɞɛɖŰɐ. 

 

ɇŮɟɛŬŰɘůɛɧɠ. ɃˊɞɘɞŭɐˊɞŰŮ ɀɏɟɞɠ ɛˊɞɟŮɑ ɜŬ ŰŮɟɛŬŰɑůŮɘ ɔɘô ɞˊɞɘɞɜŭɐˊɞŰŮ ɚɧɔɞ  Űɖ 

ɆɨɛɓŬůɖ ɆɡɜŭɟɞɛɖŰɐ ŮɘŭɞˊɞɘɩɜŰŬɠ ˊɟɞɖɔɞɡɛɏɜɤɠ Űɞ Ɏɚɚɞ ůɡɛɓŬɚɚɧɛŮɜɞ ɛɏɟɞɠ ɛŮ 

Ůɑəɞůɘ (20) ŮɟɔɎůɘɛŮɠ ɖɛɏɟŮɠ ˊɟɞŮɘŭɞˊɞɑɖůɖ. ȼ HARICA ɛˊɞɟŮɑ ɜŬ ŰŮɟɛŬŰɑůŮɘ Űɖ 

ɆɨɛɓŬůɖ ɆɡɜŭɟɞɛɖŰɐ Ŭɛɏůɤɠ ɢɤɟɑɠ Ůɘŭɞˊɞɑɖůɖ ŮɎɜ 

(i) Ƀ ɆɡɜŭɟɞɛɖŰɐɠ ˊŬɟŬɓɘɎɕŮɘ ɞɡůɘɤŭɩɠ Űɖ ɆɨɛɓŬůɖ ɆɡɜŭɟɞɛɖŰɐ 

(ii) ȼ HARICA ŬɜŬəŬɚŮɑ ɏɜŬ ɄɘůŰɞˊɞɘɖŰɘəɧ ůɨɛűɤɜŬ ɛŮ ŬɡŰɎ ˊɞɡ ɞɟɑɕŮɘ ŬɡŰɐ 

ɖ ɄɄ/ȹȹɄ 

(iii) ȼ HARICA ŬˊɞɟɟɑˊŰŮɘ Űɖɜ ŬɑŰɖůɖ ɄɘůŰɞˊɞɘɖŰɘəɞɨ ɆɡɜŭɟɞɛɖŰɐ 

(iv) ȼ HARICA ŭŮɜ ɛˊɞɟŮɑ ɜŬ ŮˊŬɚɖɗŮɨůŮɘ ŮˊŬɟəɩɠ Űɞɜ ɆɡɜŭɟɞɛɖŰɐ 

ůɨɛűɤɜŬ ɛŮ Űɘɠ ˊɟɞɓɚɏɣŮɘɠ Űɖɠ ˊŬɟɞɨůŬɠ ɄɄ/ȹȹɄ ɐ ŮɎɜ 

(v) ŰŬ ˊɟɧŰɡˊŬ ŰŮɢɜɞɚɞɔɑŬɠ ɐ ɞɘ ŬɚɚŬɔɏɠ ůŰɖɜ ɘůɢɨɞɡůŬ ɜɞɛɞɗŮůɑŬ ŮˊɖɟŮɎɕɞɡɜ 

Űɖɜ ŮɔəɡɟɧŰɖŰŬ Űɤɜ ɄɘůŰɞˊɞɘɖŰɘəɩɜ ˊɞɡ ɕɐŰɖůŮ ɞ ɆɡɜŭɟɞɛɖŰɐɠ. 

9.11 ȷŰɞɛɘəɏɠ ŮɘŭɞˊɞɘɐůŮɘɠ əŬɘ ŮˊɘəɞɘɜɤɜɑŬ ɛŮŰŬɝɨ Űɤɜ ɛŮɟɩɜ 

ȰɔəɡɟŬ ɛɏůŬ ɔɘŬ Ůɜɖɛɏɟɤůɖ ŰɟɑŰɤɜ, ůŮ ɧ,Űɘ ŬűɞɟɎ Űɖɜ ˊŬɟɞɨůŬ ɄɄ/ȹȹɄ, ŮɑɜŬɘ Űɞ 

ɖɚŮəŰɟɞɜɘəɧ ŰŬɢɡŭɟɞɛŮɑɞ, Űɞ Ŭˊɚɧ ŰŬɢɡŭɟɞɛŮɑɞ, Űɞ fax əŬɘ ɞɘ ɘůŰɞůŮɚɑŭŮɠ ŮəŰɧɠ Ŭɜ 

ɞɟɑɕŮŰŬɘ ŭɘŬűɞɟŮŰɘəɎ. Ⱥɜɖɛɏɟɤůɖ ɛɏůɤ ŰɖɚŮűɩɜɞɡ ɛˊɞɟŮɑ ɜŬ ɢɟɖůɘɛɞˊɞɘɖɗŮɑ ɤɠ 

ŮɜŬɚɚŬəŰɘəɐ ɛɏɗɞŭɞɠ ŮˊɘəɞɘɜɤɜɑŬɠ, ɧˊɞŰŮ əŬŰŬůŰŮɑ ŬɜŬɔəŬɑɞ (ˊ.ɢ. ůŮ ŭɘŬŭɘəŬůɑŮɠ 

ŬɜɎəɚɖůɖɠ). 

9.12 ɇɟɞˊɞˊɞɘɐůŮɘɠ 

ȳɚŮɠ ɞɘ ŬɚɚŬɔɏɠ ůŰɞ ˊŬɟɧɜ ɄɄ/ȹȹɄ əŬɘ ɎɚɚŬ əŬɜɞɜɘůŰɘəɎ ɏɔɔɟŬűŬ, ŮɚɏɔɢɞɜŰŬɘ əŬɘ 

ˊɟɏˊŮɘ ɜŬ ŮɔəɟɑɜɞɜŰŬɘ Ŭˊɧ Űɖɜ ȺȹɄɄ Űɖɠ HARICA ɧˊɤɠ ˊŮɟɘɔɟɎűŮŰŬɘ ůŰɖɜ 

ˊŬɟɎɔɟŬűɞ 1.5.1. 

9.12.1 ȹɘŬŭɘəŬůɑŬ ŰɟɞˊɞˊɞɘɐůŮɤɜ 

ɆɡɜŰŬəŰɘəɏɠ ŬɚɚŬɔɏɠ ɛˊɞɟɞɨɜ ɜŬ ɔɑɜɞɡɜ ůŰɖɜ ɄɄ/ȹȹɄ ɢɤɟɑɠ əŬɛɑŬ Ůɘŭɞˊɞɑɖůɖ əŬɘ 

ɢɤɟɑɠ ŬɜɎɔəɖ ŬɚɚŬɔɐɠ Űɞɡ ŬɜŬɔɜɤɟɘůŰɘəɞɨ Űɞɡ əŮɘɛɏɜɞɡ (OID). 

9.12.2 ȹɘŬŭɘəŬůɑŮɠ Ůɜɖɛɏɟɤůɖɠ əŬɘ ˊŮɟɑɞŭɞɠ Ůɜɖɛɏɟɤůɖɠ 

ɆŮ ˊŮɟɑˊŰɤůɖ ɞɡůɘɤŭɩɜ ŬɚɚŬɔɩɜ ůŰɖɜ ɄɄ/ȹȹɄ, ɞɘ ɆɡɜŭɟɞɛɖŰɏɠ ɗŬ ŮɜɖɛŮɟɩɜɞɜŰŬɘ 

Ůə Űɤɜ ˊɟɞŰɏɟɤɜ ɔɘŬ Űɘɠ ɖɛŮɟɞɛɖɜɑŮɠ ́ ɞɡ ɗŬ ŰŮɗɞɨɜ ůŮ ɘůɢɨ. ȼ ɈȹȾ HARICA, ɞűŮɑɚŮɘ 

ůŮ ˊŮɟɘˊŰɩůŮɘɠ ɞɡůɘɤŭɩɜ ŬɚɚŬɔɩɜ ɜŬ ŭɖɛɞůɘŮɨŮɘ əŬɘ Űɘɠ ˊɟɞɖɔɞɨɛŮɜŮɠ əɨɟɘŮɠ 

ŮəŭɧůŮɘɠ Űɤɜ əŮɘɛɏɜɤɜ ɄɄ/ȹȹɄ ůŰɞɜ ɘůŰɞɢɩɟɞ Űɖɠ ɡˊɖɟŮůɑŬɠ. ȼ ŰɟɏɢɞɡůŬ ŮɜŮɟɔɐ 

ɄɄ/ȹȹɄ ŭɖɛɞůɘŮɨŮŰŬɘ ůŰɖ ŭɘŮɨɗɡɜůɖ: https://repo.harica.gr/documents/CPS. 
ȼ ɈȹȾ HARICA  

(i) ŬɜŬɗŮɤɟŮɑ Űɞɡɠ ɧɟɞɡɠ Űɖɠ ɆɨɛɓŬůɖɠ ɆɡɜŭɟɞɛɖŰɐ əŬɘ/ɐ  

(ii)  ŬɚɚɎɕŮɘ ɛɏɟɞɠ Űɤɜ ɡˊɖɟŮůɘɩɜ ˊɞɡ ˊŬɟɏɢɞɜŰŬɘ ůŮ ŬɡŰɐɜ ɞˊɞɘŬŭɐˊɞŰŮ 
ůŰɘɔɛɐ.  

ȾɎɗŮ ŰɏŰɞɘŬ ŬɚɚŬɔɐ əɞɘɜɞˊɞɘŮɑŰŬɘ ůŰɞ ɆɡɜŭɟɞɛɖŰɐ ɛŮ ɞˊɞɘɞŭɐˊɞŰŮ ˊɟɧůűɞɟɞ Űɟɧˊɞ 

əŬɘ ůŮ əɎɗŮ ˊŮɟɑˊŰɤůɖ ŮɑɜŬɘ ŭŮůɛŮɡŰɘəɐ əŬɘ ɘůɢɨŮɘ ŭŮəŬŰɏůůŮɟɘɠ (14) ɖɛɏɟŮɠ Ŭˊɧ Űɖ 

ŭɖɛɞůɑŮɡůɖ Űɤɜ ŬɚɚŬɔɩɜ ůŰɖɜ ɆɨɛɓŬůɖ ɆɡɜŭɟɞɛɖŰɐ ɐ /əŬɘ ůŰɖɜ ɄɄ/ȹȹɄ ůŰɖɜ 

ɘůŰɞůŮɚɑŭŬ Űɖɠ HARICA https://repo.harica.gr ɐ əŬŰɧˊɘɜ Ůɘŭɞˊɞɑɖůɖɠ Űɞɡ ɆɡɜŭɟɞɛɖŰɐ 

https://repo.harica.gr/documents/CPS.php
https://repo.harica.gr/
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ɛɏůɤ ɖɚŮəŰɟɞɜɘəɞɨ ŰŬɢɡŭɟɞɛŮɑɞɡ. ȺɎɜ ɞ ɆɡɜŭɟɞɛɖŰɐɠ ůɡɜŮɢɑůŮɘ ɜŬ ɢɟɖůɘɛɞˊɞɘŮɑ Űɞ 

ɄɘůŰɞˊɞɘɖŰɘəɧ Űɞɡ ɐ ɡˊɖɟŮůɑŮɠ ɉɟɞɜɞůɐɛŬɜůɖɠ ɛŮŰɎ Űɖɜ ɖɛŮɟɞɛɖɜɑŬ ŬɚɚŬɔɐɠ Űɤɜ 

ɧɟɤɜ Űɖɠ ɆɨɛɓŬůɖɠ ɆɡɜŭɟɞɛɖŰɐ, ɖ HARICA ɗŬ ŬɜŰɘɛŮŰɤˊɑɕŮɘ Űɖɜ əɎɗŮ ɢɟɐůɖ Űɞɡ 

ɆɡɜŭɟɞɛɖŰɐ ɤɠ Ŭˊɞŭɞɢɐ Űɤɜ ŮɜɖɛŮɟɤɛɏɜɤɜ ɧɟɤɜ. 

9.12.3 ɆɡɜɗɐəŮɠ əɎŰɤ Ŭˊɧ Űɘɠ ɞˊɞɑŮɠ Űɞ OID ɗŬ ˊɟɏˊŮɘ ɜŬ ŬɚɚɎɕŮɘ  

ɃˊɞɘŬŭɐˊɞŰŮ ŬɚɚŬɔɐ ŬɡŰɐɠ Űɖɠ ɄɄ/ȹȹɄ ˊŬɟɎɔŮɘ ɏɜŬ ɜɏɞ ŬɜŬɔɜɤɟɘůŰɘəɧ (OID) Űɞ 

ɞˊɞɑɞ ŬɜŬűɏɟŮŰŬɘ ůŰɖɜ ˊŬɟɎɔɟŬűɞ 1.2. Ƀɘ ůɡɜŭɟɞɛɖŰɏɠ ɗŬ ŮɜɖɛŮɟɤɗɞɨɜ Ůə Űɤɜ 

ˊɟɞŰɏɟɤɜ ůŮ ˊŮɟɑˊŰɤůɖ ůɖɛŬɜŰɘəɩɜ ŬɚɚŬɔɩɜ ůŰɖɜ ɄɄ/ȹȹɄ. 

9.13 ȹɘŬŭɘəŬůɑŮɠ Ůˊɑɚɡůɖɠ ŭɘŬűɞɟɩɜ 

ȺɎɜ ˊɟɞəɨɣŮɘ ŬɜŰɘˊŬɟɎɗŮůɖ ɐ ŭɘŬűɞɟɎ ˊɞɡ ůɢŮŰɑɕŮŰŬɘ ɐ ˊɟɞəɨˊŰŮɘ Ŭˊɧ Űɖɜ ŮɟɛɖɜŮɑŬ 

Űɖɠ ɄɞɚɘŰɘəɐɠ ɄɘůŰɞˊɞɑɖůɖɠ / ȹɐɚɤůɖɠ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ Űɤɜ ˊɟɎɝŮɤɜ 

Űɖɠ ȷɟɢɐɠ ɄɘůŰɞˊɞɑɖůɖɠ, ɞ ŮɜŭɘŬűŮɟɧɛŮɜɞɠ ɆɡɜŭɟɞɛɖŰɐɠ ɛˊɞɟŮɑ ɜŬ ɡˊŬɔɎɔŮɘ Űɖɜ 

ŭɘŬűɞɟɎ ŬɡŰɐ ůŰɖɜ ȺˊɘŰɟɞˊɐ ȹɘŬɢŮɑɟɘůɖɠ ɄɞɚɘŰɘəɐɠ Űɖɠ HARICA əŬɘ ˊɟɞůˊŬɗŮɑ ɜŬ 

ŮˊɘɚɨůŮɘ ɐ ɜŬ ŭɘŮɡɗŮŰɐůŮɘ Űɖ ŭɘŬűɞɟɎ ɛŮ űɘɚɘəɧ Űɟɧˊɞ ˊɟɘɜ Ŭˊɧ Űɖɜ ɏɜŬɟɝɖ 

ɞˊɞɘŬůŭɐˊɞŰŮ ŭɘəŬůŰɘəɐɠ ŭɘŬŭɘəŬůɑŬɠ. ȼ ȺˊɘŰɟɞˊɐ ȹɘŬɢŮɑɟɘůɖɠ ɄɞɚɘŰɘəɩɜ Űɖɠ 

HARICA ŮɑɜŬɘ ɡˊŮɨɗɡɜɖ ɜŬ ŭɘŮɟŮɡɜɐůŮɘ ɧɚŬ ŰŬ ɗɏɛŬŰŬ ˊɞɡ Ŭűɞɟɞɨɜ Űɘɠ əŬŰŬɔɔŮɚɑŮɠ 

əŬɘ Űɘɠ ŭɘŬűɞɟɏɠ ůɢŮŰɘəɎ ɛŮ Űɖɜ ˊŬɟɞɢɐ ɡˊɖɟŮůɘɩɜ ŮɛˊɘůŰɞůɨɜɖɠ. ȹŮɑŰŮ Ůˊɑůɖɠ Űɖɜ 

ˊŬɟɎɔɟŬűɞ 3.1.6. 

 

ȺɎɜ ŭŮɜ ŭɘŮɡɗŮŰɖɗŮɑ űɘɚɘəɎ, Űɡɢɧɜ ŭɘŬűɞɟɏɠ ˊɞɡ ůɢŮŰɑɕɞɜŰŬɘ ɐ ˊɟɞəɨˊŰɞɡɜ Ŭˊɧ ŬɡŰɐ 

Űɖɜ ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ/ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ Űɖɠ Ɉˊɞŭɞɛɐɠ 

ȹɖɛɧůɘɞɡ ȾɚŮɘŭɘɞɨ Űɖɠ HARICA ɗŬ ˊŬɟŬˊŮɛűɗɞɨɜ əŬɘ ɗŬ ɡˊɞɓɚɖɗɞɨɜ ůŰŬ ŬɟɛɧŭɘŬ 

ŮɚɚɖɜɘəɎ ŭɘəŬůŰɐɟɘŬ ˊɞɡ ŮɑɜŬɘ ŰŬ ŭɘəŬůŰɐɟɘŬ Űɖɠ ȷɗɐɜŬɠ. 

9.14 ȽůɢɨɞɡůŬ ɜɞɛɞɗŮůɑŬ 

ȼ ɈȹȾ HARICA ŭɖɛɘɞɡɟɔɐɗɖəŮ ɔɘŬ ɜŬ ɡˊɖɟŮŰɐůŮɘ əɡɟɑɤɠ Űɖɜ Ⱥɚɚɖɜɘəɐ 

ȷəŬŭɖɛŬɥəɐ əŬɘ ȺɟŮɡɜɖŰɘəɐ əɞɘɜɧŰɖŰŬ. ȼ ɚŮɘŰɞɡɟɔɑŬ Űɖɠ ɈȹȾ HARICA əŬɗɩɠ əŬɘ ɖ 

ŮɟɛɖɜŮɑŬ Űɖɠ ɄɞɚɘŰɘəɐɠ ɄɘůŰɞˊɞɑɖůɖɠ/ȹɐɚɤůɖɠ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ ŭɘɏˊŮŰŬɘ 

Ŭˊɧ Űɞ Ůɚɚɖɜɘəɧ ŭɑəŬɘɞ. 

9.15 Ɇɡɛɛɧɟűɤůɖ ɛŮ Űɖɜ əŮɑɛŮɜɖ ɜɞɛɞɗŮůɑŬ 

ȷɡŰɐ ɖ ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ Űɖɠ 

Ɉˊɞŭɞɛɐɠ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ HARICA ŮɟɛɖɜŮɨŮŰŬɘ, ŮəɚŬɛɓɎɜŮŰŬɘ əŬɘ ŮˊɘɓɎɚɚŮŰŬɘ 

Ŭˊɧ əɎɗŮ Ɏˊɞɣɖ ůɨɛűɤɜŬ ɛŮ Űɖɜ ɘůɢɨɞɡůŬ ȺɡɟɤˊŬɥəɐ əŬɘ Ⱥɚɚɖɜɘəɐ ɜɞɛɞɗŮůɑŬ. ȳɚŮɠ 

ɞɘ ŭɘŬŭɘəŬůɑŮɠ ɐ ɞɘ ɜɧɛɘɛŮɠ ŮɜɏɟɔŮɘŮɠ ́ ɞɡ ˊɟɞəɨˊŰɞɡɜ Ŭˊɧ Űɖɜ ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ 

əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ Űɖɠ Ɉˊɞŭɞɛɐɠ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Űɖɠ 

HARICA ˊɟɏˊŮɘ ɜŬ ŮəəɘɜɞɨɜŰŬɘ ɛŮ ŬˊɞəɚŮɘůŰɘəɐ ŭɘəŬɘɞŭɞůɑŬ ŰŬ ŭɘəŬůŰɐɟɘŬ Űɖɠ 

ȷɗɐɜŬɠ. 

9.16 ȹɘɎűɞɟŮɠ ȹɘŬŰɎɝŮɘɠ 

9.16.1 Ɇɡɜɞɚɘəɐ ɆɡɛűɤɜɑŬ 

ȹŮɜ ɞɟɑɕŮŰŬɘ. 

9.16.2 Ⱥəɢɩɟɖůɖ 

ɇŬ ȸŬůɘɕɧɛŮɜŬ ɀɏɟɖ əŬɘ ɞɘ ɆɡɜŭɟɞɛɖŰɏɠ ŭŮɜ ɗŬ Ůəɢɤɟɐůɞɡɜ əŬɜɏɜŬ Ŭˊɧ ŰŬ 

ŭɘəŬɘɩɛŬŰŬ, ŰŬ ůɡɛűɏɟɞɜŰŬ ɐ Űɘɠ ɡˊɞɢɟŮɩůŮɘɠ Űɞɡɠ (ůɨɛűɤɜŬ ɛŮ Űɞ ɜɧɛɞ ɐ ɛŮ Ɏɚɚɞ 
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Űɟɧˊɞ) ɢɤɟɑɠ Űɖɜ ˊɟɞɖɔɞɨɛŮɜɖ ɔɟŬˊŰɐ ůɡɔəŬŰɎɗŮůɖ Űɖɠ HARICA. ȾɎɗŮ ŰɏŰɞɘŬ 

ŬˊɧˊŮɘɟŬ Ůəɢɩɟɖůɖɠ ŮɑɜŬɘ Ɏəɡɟɖ. ɀŮ Űɖɜ ŮˊɘűɨɚŬɝɖ Űɤɜ ˊɟɞŬɜŬűŮɟɗɏɜŰɤɜ, ɖ 

ˊŬɟɞɨůŬ ɄɄ/ȹȹɄ ŮɑɜŬɘ ŭŮůɛŮɡŰɘəɐ əŬɘ ŮɜŮɟɔŮɑ ˊɟɞɠ ɧűŮɚɞɠ Űɤɜ ůɡɛɓŬɚɚɞɛɏɜɤɜ, Űɤɜ 

ŭɘŬŭɧɢɤɜ Űɞɡɠ əŬɘ Űɤɜ ŮˊɘŰɟŮˊɧɛŮɜɤɜ Ůəŭɞɢɏɤɜ. 

9.16.3 ȷɡŰɞŰɏɚŮɘŬ 

ȺɎɜ əɎˊɞɘŬ ŭɘɎŰŬɝɖ ɐ ŭɘŬŰɎɝŮɘɠ ŬɡŰɐɠ Űɖɠ ɄɄ/ȹȹɄ əɖɟɨůůɞɜŰŬɘ ɎəɡɟŮɠ, ˊŬɟɎɜɞɛŮɠ 

ɐ ɛɖ ŮəŰŮɚŮůŰɏŮɠ ɔɘŬ ɞˊɞɘɞɜŭɐˊɞŰŮ ɚɧɔɞ: (Ŭ) ɖ ŮɔəɡɟɧŰɖŰŬ, ɖ ɜɞɛɘɛɧŰɖŰŬ əŬɘ ɖ 

ŮəŰŮɚŮůŰɧŰɖŰŬ Űɤɜ ɡˊɧɚɞɘˊɤɜ ˊɟɞɓɚɏɣŮɤɜ ŬɡŰɐɠ Űɖɠ ɄɄ/ȹȹɄ 

(ůɡɛˊŮɟɘɚŬɛɓŬɜɞɛɏɜɤɜ, ɢɤɟɑɠ ˊŮɟɘɞɟɘůɛɧ, ɞˊɞɘɞŭɐˊɞŰŮ ɛɏɟɞɠ, ŮɜɧŰɖŰŬ ɐ ŮŭɎűɘɞ 

ŬɡŰɐɠ Űɖɠ ɄɄ/ȹȹɄ ˊɞɡ ˊŮɟɘɏɢŮɘ ɞˊɞɘŬŭɐˊɞŰŮ ŭɘɎŰŬɝɖ ˊɞɡ əɖɟɨůůŮŰŬɘ Ɏəɡɟɖ, 

ˊŬɟɎɜɞɛɖ ɐ ɛɖ ŮəŰŮɚŮůŰɐ, ɖ ɞˊɞɑŬ ŭŮɜ ŮɑɜŬɘ ɖ ɑŭɘŬ Ɏəɡɟɖ, ˊŬɟɎɜɞɛɖ ɐ ɛɖ ŮəŰŮɚŮůŰɐ) 

ŭŮɜ ɗŬ ŮˊɖɟŮŬůŰŮɑ ɞɨŰŮ əŬɘ ɗŬ əŬŰŬɟɔɖɗŮɑ ŬɚɚɎ ˊŬɟŬɛɏɜŮɘ ŮəŰŮɚŮůŰɐ ůŰɞ ɛɏɔɘůŰɞ 

ɓŬɗɛɧ ˊɞɡ ŮˊɘŰɟɏˊŮŰŬɘ Ŭˊɧ Űɞ ɜɧɛɞ, ɓ) ɖ ŭɘɎŰŬɝɖ ɐ ɞɘ ŭɘŬŰɎɝŮɘɠ ŬɡŰɏɠ ɗŮɤɟɞɨɜŰŬɘ ɧŰɘ 

ɏɢɞɡɜ ŰɟɞˊɞˊɞɘɖɗŮɑ ůŰɞ ɓŬɗɛɧ ˊɞɡ ŬˊŬɘŰŮɑŰŬɘ ɔɘŬ ɜŬ ŮɜŬɟɛɞɜɘůŰɞɨɜ ɛŮ Űɖɜ ɘůɢɨɞɡůŬ 

ɜɞɛɞɗŮůɑŬ əŬɘ ɜŬ ˊɟɞůŭɩůɞɡɜ Űɖ ɛɏɔɘůŰɖ ŭɡɜŬŰɐ ɘůɢɨ ůŰɖɜ ˊŬɟɞɨůŬ ɄɄ/ȹȹɄ əŬɘ (ɔ) 

ůŰɞ ɛɏɔɘůŰɞ ŭɡɜŬŰɧ ɓŬɗɛɧ. 

ũɘŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ɢɟɐůɖɠ SSL/TLS, ůŮ ˊŮɟɑˊŰɤůɖ ůɨɔəɟɞɡůɖɠ ɛŮŰŬɝɨ ŬɡŰɐɠ Űɖɠ 

ɄɄ/ȹȹɄ əŬɘ Ůɜɧɠ ɜɧɛɞɡ, əŬɜɞɜɘůɛɞɨ ɐ əɡɓŮɟɜɖŰɘəɐɠ ŮɜŰɞɚɐɠ (ŮűŮɝɐɠ "Ɂɧɛɞɠ") 

ɞˊɞɘŬůŭɐˊɞŰŮ ŭɘəŬɘɞŭɞůɑŬɠ ůŰɖɜ ɞˊɞɑŬ ɚŮɘŰɞɡɟɔŮɑ ɖ HARICA ɐ ŮəŭɑŭŮɘ 

ˊɘůŰɞˊɞɘɖŰɘəɎ, ɖ HARICA ɛˊɞɟŮɑ ɜŬ ŰɟɞˊɞˊɞɘɐůŮɘ ɞˊɞɘŬŭɐˊɞŰŮ ŬˊŬɑŰɖůɖ ɏɟɢŮŰŬɘ ůŮ 

ŬɜŰɑɗŮůɖ ɛŮ Űɞ Ɂɧɛɞ ůŰɖɜ ŮɚɎɢɘůŰɖ ɏəŰŬůɖ ˊɞɡ ŮɑɜŬɘ ŬˊŬɟŬɑŰɖŰɖ ɔɘŬ ɜŬ əŬŰŬůŰŮɑ ɖ 

ŬˊŬɑŰɖůɖ ŬɡŰɐ  ɏɔəɡɟɖ əŬɘ ɜɧɛɘɛɖ ůŰɖɜ ɘůɢɨɞɡůŬ ŭɘəŬɘɞŭɞůɑŬ. ȷɡŰɧ ɘůɢɨŮɘ ɛɧɜɞ ɔɘŬ 

ˊɟɎɝŮɘɠ ɐ ŮəŭɧůŮɘɠ ˊɘůŰɞˊɞɘɖŰɘəɩɜ ɔɘŬ ɢɟɐůɖ SSL / TLS ́ ɞɡ ɡˊɧəŮɘɜŰŬɘ ůŰɞɜ Ůɜ ɚɧɔɤ 

ɜɧɛɞ. ɆŰɖɜ ˊŮɟɑˊŰɤůɖ ŬɡŰɐ, ˊɟɘɜ Ŭˊɧ Űɖɜ ɏəŭɞůɖ ˊɘůŰɞˊɞɘɖŰɘəɞɨ ɓɎůŮɘ Űɖɠ 

Űɟɞˊɞˊɞɘɖɛɏɜɖɠ ŬˊŬɑŰɖůɖɠ, ɖ HARICA ŮɜɖɛŮɟɩɜŮɘ ŬɡŰɐ Űɖɜ ɄɄ/ȹȹɄ əŬɘ 

ˊŮɟɘɚŬɛɓɎɜŮɘ ɚŮˊŰɞɛŮɟɐ ŬɜŬűɞɟɎ ůŰɞ ɜɧɛɞ ˊɞɡ ŬˊŬɘŰŮɑ Űɟɞˊɞˊɞɑɖůɖ ŬɡŰɐɠ Űɖɠ 

ɄɄ/ȹȹɄ əŬɘ Űɖɜ Ůɘŭɘəɐ Űɟɞˊɞˊɞɑɖůɖ ŬɡŰɐɠ Űɖɠ ɄɄ/ȹȹɄ ˊɞɡ ŮűŬɟɛɧɕŮŰŬɘ Ŭˊɧ Űɖɜ 

HARICA. 

ȼ HARICA  (ˊɟɘɜ Ŭˊɧ Űɖɜ ɏəŭɞůɖ Ůɜɧɠ ˊɘůŰɞˊɞɘɖŰɘəɞɨ SSL / TLS ůɨɛűɤɜŬ ɛŮ Űɖɜ 

Űɟɞˊɞˊɞɘɖɛɏɜɖ ŬˊŬɑŰɖůɖ ɐ Ŭɜ əɎˊɞɘŬ ŬˊŬɑŰɖůɖ Űɤɜ ɞŭɖɔɘɩɜ EV ŮɑɜŬɘ ˊŬɟɎɜɞɛŮɠ ɛŮ 

ɓɎůɖ əɎˊɞɘŬ Ⱥɗɜɘəɐ ɁɞɛɞɗŮůɑŬ) ɗŬ ŮɘŭɞˊɞɘɐůŮɘ Űɞ CA / Browser Forum ɔɘŬ Űɘɠ 

ůɢŮŰɘəɏɠ ˊɚɖɟɞűɞɟɑŮɠ ˊɞɡ ˊɟɞůŰɏɗɖəŬɜ ˊɟɧůűŬŰŬ ůŮ ŬɡŰɐ Űɖ ɄɄ/ȹȹɄ, ɩůŰŮ Űɞ CA 

/ Browser Forum ɜŬ ŮɝŮŰɎůŮɘ ŮɜŭŮɢɧɛŮɜŮɠ ŬɜŬɗŮɤɟɐůŮɘɠ Űɤɜ ŬˊŬɘŰɐůŮɤɜ / 

əŬŰŮɡɗɡɜŰɐɟɘɤɜ ɔɟŬɛɛɩɜ. ɃˊɞɘŮůŭɐˊɞŰŮ ŰɟɞˊɞˊɞɘɐůŮɘɠ ůŰɘɠ ˊɟŬəŰɘəɏɠ Űɖɠ HARICA 

ˊɞɡ ŮɜŮɟɔɞˊɞɘɞɨɜŰŬɘ ɓɎůŮɘ ŬɡŰɐɠ Űɖɠ ŮɜɧŰɖŰŬɠ ɗŬ ŭɘŬəɧˊŰɞɜŰŬɘ ŮɎɜ əŬɘ ɧŰŬɜ ŭŮɜ 

ɘůɢɨŮɘ ˊɚɏɞɜ ɞ Ɂɧɛɞɠ ɐ ɞɘ ȸŬůɘəɏɠ ɄɟɞŭɘŬɔɟŬűɏɠ Űɞɡ CA / Browser Forum ɏɢɞɡɜ 

ŰɟɞˊɞˊɞɘɖɗŮɑ ɩůŰŮ ɜŬ ŮɑɜŬɘ ŭɡɜŬŰɧ ɜŬ ůɡɛɛɞɟűɩɜɞɜŰŬɘ ɛŮ ŬɡŰɏɠ əŬɘ ŰŬɡŰɧɢɟɞɜŬ ɛŮ 

Űɞ Ɂɧɛɞ. ȼ əŬŰɎɚɚɖɚɖ ŬɚɚŬɔɐ ůŰɘɠ ˊɟŬəŰɘəɏɠ, ɖ Űɟɞˊɞˊɞɑɖůɖ Űɖɠ ɄɄ/ȹȹɄ Űɖɠ 

HARICA əŬɘ ɛɘŬ Ůɘŭɞˊɞɑɖůɖ ˊɟɞɠ CA/Browser Forum, ɧˊɤɠ ˊŮɟɘɔɟɎűŮŰŬɘ ˊŬɟŬˊɎɜɤ, 

ɗŬ ɔɑɜɞɜŰŬɘ ŮɜŰɧɠ 90 ɖɛŮɟɩɜ. 

9.16.4 ȺəŰŮɚŮůŰɧŰɖŰŬ 

ȼ ˊŬɟɎɚŮɘɣɖ Űɖɠ HARICA ɜŬ ŮˊɘɓɎɚŮɘ ɐ ɜŬ ŬˊŬɘŰɐůŮɘ Űɖɜ ŮəŰɏɚŮůɖ ɞˊɞɘŬůŭɐˊɞŰŮ 

Ŭˊɧ Űɘɠ ŭɘŬŰɎɝŮɘɠ Űɖɠ ˊŬɟɞɨůŬɠ ɄɄ/ȹȹɄ ŭŮɜ ɗŮɤɟŮɑŰŬɘ ɧŰɘ ŬˊɞŰŮɚŮɑ ˊŬɟŬɑŰɖůɖ Ŭˊɧ 

ŬɡŰɐ Űɖ ŭɘɎŰŬɝɖ əŬɘ ŭŮɜ ŮˊɖɟŮɎɕŮɘ ɞɨŰŮ Űɖɜ ɘůɢɨ Űɖɠ ˊŬɟɞɨůŬɠ ɄɄ/ȹȹɄ ɐ 

ɞˊɞɘɞɡŭɐˊɞŰŮ ɛɏɟɞɡɠ ŬɡŰɐɠ ɐ Űɞ ŭɘəŬɑɤɛŬ Űɖɠ HARICA ůŰɖ ůɡɜɏɢŮɘŬ ɜŬ ŮűŬɟɛɧůŮɘ 

Űɖɜ ɑŭɘŬ ɐ əɎɗŮ ŭɘɎŰŬɝɖ ŬɡŰɐɠ Űɖɠ ɄɄ/ȹȹɄ ɞˊɞɘŬŭɐˊɞŰŮ ůŰɘɔɛɐ. 
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9.16.5 ȷɜɤŰɏɟŬ ȸɑŬ 

ȼ ŮˊɏɚŮɡůɖ ɔŮɔɞɜɧŰɞɠ ŬɜɤŰɏɟŬɠ ɓɑŬɠ ˊɞɡ ůɡɜŮˊɎɔŮŰŬɘ əŬɗɡůŰɏɟɖůɖ ůŰɖɜ ŮəŰɏɚŮůɖ  ɐ 

Ůəˊɚɐɟɤůɖ ɞɞ́ɘŬůŭɐˊɞŰŮ ɡˊɞɢɟŮɩůɖɠ Űɖɠ ɈȹȾ HARICA ɓɎůŮɘ Űɞɡ ˊŬɟɧɜŰɞɠ ŭŮɜ ɗŬ 

ɢɟɖůɘɛɞˊɞɘɖɗŮɑ ɤɠ ŭɘəŬɑɤɛŬ Űɤɜ ȸŬůɘɕɧɛŮɜɤɜ ɀŮɟɩɜ ɐ Űɞɡ ɆɡɜŭɟɞɛɖŰɐ ɐ 

ɞˊɞɘɞɡŭɐˊɞŰŮ Ɏɚɚɞɡ ŰɟɑŰɞɡ ɜŬ ŭɘŮəŭɘəɐůɞɡɜ Ŭˊɞɕɖɛɑɤůɖ ɏɜŬɜŰɘ Űɖɠ ɈȹȾ HARICA, 

ɞɨŰŮ ɖ ɈȹȾ HARICA ŮɡɗɨɜŮŰŬɘ ɔɘŬ Űɡɢɧɜ ŬɗɏŰɖůɖ ɐ əŬɗɡůŰɏɟɖůɖ ˊɞɡ ˊɟɞəɚɐɗɖəŮ 

ɎɛŮůŬ ɐ ɏɛɛŮůŬ ɚɧɔɤ ȷɜɤŰɏɟŬɠ ȸɑŬɠ. ɋɠ çȷɜɤŰɏɟŬ ȸɑŬè ɜɞɞɨɜŰŬɘ ŰŬ ɏəŰŬəŰŬ 

ɔŮɔɞɜɧŰŬ ɐ ɞɘ əŬŰŬůŰɎůŮɘɠ, ůŰɞ ɛɏŰɟɞ ˊɞɡ ŮɑɜŬɘ ˊɏɟŬ Ŭˊɧ Űɞɜ Ůɨɚɞɔɞ ɏɚŮɔɢɞ Űɖɠ ɈȹȾ 

HARICA. Ƀɘ ůɡɜɗɐəŮɠ ˊɏɟŬɜ Űɞɡ Ůɨɚɞɔɞɡ Ůɚɏɔɢɞɡ Űɖɠ ɈȹȾ HARICA ́ ŮɟɘɚŬɛɓɎɜɞɡɜ 

ŬɚɚɎ ŭŮɜ ˊŮɟɘɞɟɑɕɞɜŰŬɘ ůŮ űɡůɘəɏɠ əŬŰŬůŰɟɞűɏɠ ɧˊɤɠ ˊɡɟəŬɔɘɎ, ˊɚɖɛɛɨɟŬ, ůŮɘůɛɧ, 

ůŰɞɘɢŮɑŬ Űɖɠ űɨůɖɠ ɐ ˊɟɎɝŮɘɠ Űɞɡ ŪŮɞɨ, ˊɟɎɝŮɘɠ ˊɞɚɏɛɞɡ, ŰɟɞɛɞəɟŬŰɑŬ, ŰŬɟŬɢɏɠ, 

ŬůŰɘəɏɠ ŭɘŬŰŬɟŬɢɏɠ, ŮɝŮɔɏɟůŮɘɠ ɐ ŮˊŬɜŬůŰɎůŮɘɠ ůŰɖɜ Ⱥɚɚɖɜɘəɐ ȹɖɛɞəɟŬŰɑŬ, ŬˊŮɟɔɑŮɠ, 

ŬˊɞəɚŮɘůɛɞɑ, ŭɡůɢɏɟŮɘŮɠ ůŰɖɜ ŮɟɔŬůɑŬ ɐ ɞˊɞɘŬŭɐˊɞŰŮ Ɏɚɚɖ ˊŬɟɧɛɞɘŬ ŬɘŰɑŬ ˊɏɟŬ Ŭˊɧ 

Űɞɜ Ůɨɚɞɔɞ ɏɚŮɔɢɞ Űɖɠ ɈȹȾ HARICA. 

9.17 ȯɚɚŮɠ ɄŬɟɞɢɏɠ 

ȹŮɜ ɞɟɑɕŮŰŬɘ. 
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10 ɄȷɅȷɅɇȼɀȷ A (ȾŮɜŰɟɘəɏɠ ȷɄ - Roots HARICA) 
=== BEGIN HARICA ROOT CA 2015 ===  
Certificate:  

    Data:  

        Version: 3 (0x2)  

        Serial Number: 0 (0x0)  

        Signature Algorithm: sha256WithRSAEncryption  

        Issuer: C=GR, L=Athens, O=Hellenic Academic and Research Institutions Cert. 

Authority, CN=Hellenic Academic and Research Institutions RootCA 2015  

        Validity  

            Not Before: Jul  7 10:11:21 2015 GMT  

            Not After : Jun 30 10:11:21 2040 GMT  

        Subject: C=GR, L=Athens, O=Hellenic Academic and Research Institutions Cert. 

Authority, CN=Hellenic Academic and Research Institutions RootCA 2015  

        Subject Public Key Info:  

            Public Key Algorithm: rsaEncryption  

                Public - Key: (4096 bit)  

                Modulus:  

                    00:c2:f8:a9:3f:1b:89:fc:3c:3c:04:5d:3d:90:36:  

                    b0:91:3a:79:3c:66:5a:ef:6d:39:01:49:1a:b4:b7:  

                    cf:7f:4d:23:53:b7:90:00:e3:13:2a:28:a6:31:f1:  

                    91:00:e3:28:ec:ae:21:41:ce:1f:da:fd:7d:12:5b:  

                    01:83:0f:b9:b0:5f:99:e1:f2:12:83:80:4d:06:3e:  

                    df:ac:af:e7:a1:88:6b:31:af:f0:8b:d0:18:33:b8:  

                    db:45:6a:34:f4:02:80:24:28:0a:02:15:95:5e:76:  

                    2a:0d:99:3a:14:5b:f6:cb:cb:53:bc:13:4d:01:88:  

                    37:94:25:1b:42:bc:22:d8:8e:a3:96:5e:3a:d9:32:  

                    db:3e:e8:f0:10:65:ed:74:e1:2f:a7:7c:af:27:34:  

                    bb:29:7d:9b:b6:cf:09:c8:e5:d3:0a:fc:88:65:65:  

                    74:0a:dc:73:1c:5c:cd:40:b1:1c:d4:b6:84:8c:4c:  

                    50:cf:68:8e:a8:59:ae:c2:27:4e:82:a2:35:dd:14:  

                    f4:1f:ff:b2:77:d5:87:2f:aa:6e:7d:24:27:e7:c6:  

                    cb:26:e6:e5:fe:67:07:63:d8:45:0d:dd:3a:59:65:  

                    39:58:7a:92:99:72:3d:9c:84:5e:88:21:b8:d5:f4:  

                    2c:fc:d9:70:52:4f:78:b8:bd:3c:2b:8b:95:98:f5:  

                    b3:d1:68:cf:20:14:7e:4c:5c:5f:e7:8b:e5:f5:35:  

                    81:19:37:d7:11:08:b7:66:be:d3:4a:ce:83:57:00:  

                    3a:c3:81:f8:17:cb:92:36:5d:d1:a3:d8:75:1b:e1:  

                    8b:27:ea:7a:48:41:fd:45:19:06:ad:27:99:4e:c1:  

                    70:47:dd:b5:9f:81:53:12:e5:b1:8c:48:5d:31:43:  

                    17:e3:8c:c6:7a:63:96:4b:29:30:4e:84:4e:62:19:  

                    5e:3c:ce:97:90:a5:7f:01:eb:9d:e0:f8:8b:89:dd:  

                    25:98:3d:92:b6:7e:ef:d9:f1:51:51:7d:2d:26:c8:  

                    69:59:61:e0:ac:6a:b8:2a:36:11:04:7a:50:bd:32:  

                    84:be:2f:dc:72:d5:d7:1d:16:47:e4:47:66:20:3f:  

                    f4:96:c5:af:8e:01:7a:a5:0f:7a:64:f5:0d:18:87:  

                    d9:ae:88:d5:fa:84:c1:3a:c0:69:28:2d:f2:0d:68:  

                    51:aa:e3:a5:77:c6:a4:90:0e:a1:37:8b:31:23:47:  

                    c1:09:08:eb:6e:f7:78:9b:d7:82:fc:84:20:99:49:  

                    19:b6:12:46:b1:fb:45:55:16:a9:a3:65:ac:9c:07:  

                    0f:ea:6b:dc:1f:2e:06:72:ec:86:88:12:e4:2d:db:  

                    5f:05:2f:e4:f0:03:d3:26:33:e7:80:c2:cd:42:a1:  

                    17:34:0b  

                Exponent: 65537 (0x10001)  

        X509v3 extensions:  

            X509v3 Basic Constraints: critical  

                CA:TRUE 

            X509v3 Key Usage: critical  

                Certificate Sign, CRL Sign  

            X509v3 Subject Key Identifier:  

                71:15:67:C8:C8:C9:BD:75:5D:72:D0:38:18:6A:9D:F3:71:24:54:0B  

    Signature Algorithm: sha256WithRSAEncryption  

        75:bb:6d:54:4b:aa:10:58:46:34:f2:62:d7:16:36:5d:08:5e:  

        d5:6c:c8:87:bd:b4:2e:46:f2:31:f8:7c:ea:42:b5:93:16:55:  

        dc:a1:0c:12:a0:da:61:7e:0f:58:58:73:64:72:c7:e8:45:8e:  

        dc:a9:f2:26:3f:c6:79:8c:b1:53:08:33:81:b0:56:13:be:e6:  

        51:5c:d8:9b:0a:4f:4b:9c:56:53:02:e9:4f:f6:0d:60:ea:4d:  

        42:55:e8:7c:1b:21:21:d3:1b:3a:cc:77:f2:b8:90:f1:68:c7:  

        f9:5a:fe:fa:2d:f4:bf:c9:f5:45:1b:ce:38:10:2a:37:8a:79:  

        a3:b4:e3:09:6c:85:86:93:ff:89:96:27:78:81:8f:67:e3:46:  

        74:54:8e:d9:0d:69:e2:4a:f4:4d:74:03:ff:b2:77:ed:95:67:  

        97:e4:b1:c5:ab:bf:6a:23:e8:d4:94:e2:44:28:62:c4:4b:e2:  

        f0:d8:e2:29:6b:1a:70:7e:24:61:93:7b:4f:03:32:25:0d:45:  
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        24:2b:96:b4:46:6a:bf:4a:0b:f7:9a:8f:c1:ac:1a:c5:67:f3:  

        6f:34:d2:fa:73:63:8c:ef:16:b0:a8:a4:46:2a:f8:eb:12:ec:  

        72:b4:ef:f8:2b:7e:8c:52:c0:8b:84:54:f9:2f:3e:e3:55:a8:  

        dc:66:b1:d9:e1:5f:d8:b3:8c:59:34:59:a4:ab:4f:6c:bb:1f:  

        18:db:75:ab:d8:cb:92:cd:94:38:61:0e:07:06:1f:4b:46:10:  

        f1:15:be:8d:85:5c:3b:4a:2b:81:79:0f:b4:69:9f:49:50:97:  

        4d:f7:0e:56:5d:c0:95:6a:c2:36:c3:1b:68:c9:f5:2a:dc:47:  

        9a:be:b2:ce:c5:25:e8:fa:03:b9:da:f9:16:6e:91:84:f5:1c:  

        28:c8:fc:26:cc:d7:1c:90:56:a7:5f:6f:3a:04:bc:cd:78:89:  

        0b:8e:0f:2f:a3:aa:4f:a2:1b:12:3d:16:08:40:0f:f1:46:4c:  

        d7:aa:7b:08:c1:0a:f5:6d:27:de:02:8f:ca:c3:b5:2b:ca:e9:  

        eb:c8:21:53:38:a5:cc:3b:d8:77:37:30:a2:4f:d9:6f:d1:f2:  

        40:ad:41:7a:17:c5:d6:4a:35:89:b7:41:d5:7c:86:7f:55:4d:  

        83:4a:a5:73:20:c0:3a:af:90:f1:9a:24:8e:d9:8e:71:ca:7b:  

        b8:86:da:b2:8f:99:3e:1d:13:0d:12:11:ee:d4:ab:f0:e9:15:  

        76:02:e4:e0:df:aa:20:1e:5b:61:85:64:40:a9:90:97:0d:ad:  

        53:d2:5a:1d:87:6a:00:97:65:62:b4:be:6f:6a:a7:f5:2c:42:  

        ed:32:ad:b6:21:9e:be:bc  

=== END HARICA ROOT CA 2015 ===  

 

=== BEGIN HARICA ECC ROOT CA 2015 ===  
Certificate:  

    Data:  

        Version: 3 (0x2)  

        Serial Number: 0 (0x0)  

    Signature Algorithm: ecdsa - with - SHA256 

        Issuer: C=GR, L=Athens, O=Hellenic Academic and Research Institutions Cert. 

Authority, CN=Hellenic Academic and Research Institutions ECC RootCA 2015  

        Validity  

            Not Before: Jul  7 10:37:12 2015 GMT  

            Not After : Jun 30 10:37:12 2040 GMT  

        Subject: C=GR, L=Athens, O=Hellenic Academic and Research Institutions Cert. 

Authority, CN=Hellenic Academic and Research Institutions ECC RootCA 2015  

        Subject Public Key Info:  

            Public Key Algorithm: id - ecPublicKey  

                Public - Key: (384 bit)  

                pub:  

                    04:92:a0:41:e8:4b:82:84:5c:e2:f8:31:11:99:86:  

                    64:4e:09:25:2f:9d:41:2f:0a:ae:35:4f:74:95:b2:  

                    51:64:6b:8d:6b:e6:3f:70:95:f0:05:44:47:a6:72:  

                    38:50:76:95:02:5a:8e:ae:28:9e:f9:2d:4e:99:ef:  

                    2c:48:6f:4c:25:29:e8:d1:71:5b:df:1d:c1:75:37:  

                    b4:d7:fa:7b:7a:42:9c:6a:0a:56:5a:7c:69:0b:aa:  

                    80:09:24:6c:7e:c1:46  

                ASN1 OID: secp384r1  

        X509v3 extensions:  

            X509v3 Basic Constraints: critical  

                CA:TRUE 

            X509v3 Key Usage: critical  

                Certificate Sign, CRL Sign  

            X509v3 Subject Key Identifier:  

                B4:22:0B:82:99:24:01:0E:9C:BB:E4:0E:FD:BF:FB:97:20:93:99:2A  

    Signature Algorithm: ecdsa - with - SHA256 

         30:64:02:30:67:ce:16:62:38:a2:ac:62:45:a7:a9:95:24:c0:  

         1a:27:9c:32:3b:c0:c0:d5:ba:a9:e7:f8:04:43:53:85:ee:52:  

         21:de:9d:f5:25:83:3e:9e:58:4b:2f:d7:67:13:0e:21:02:30:  

         05:e1:75:01:de:68:ed:2a:1f:4d:4c:09:08:0d:ec:4b:ad:64:  

         17:28:e7:75:ce:45:65:72:21:17:cb:22:41:0e:8c:13:98:38:  

         9a:54:6d:9b:ca:e2:7c:ea:02:58:22:91  

=== END HARICA ECC ROOT CA 2015 ===  

 

=== BEGIN HARICA Client ECC Root CA 2021 ===  
Certificate:  

    Data:  

        Version: 3 (0x2)  

        Serial Number:  

            31:68:d9:d8:e1:62:57:1e:d2:19:44:88:e6:10:7d:f0  

        Signature Algorithm: ecdsa - with - SHA384 

        Issuer: C = GR, O = Hellenic Academic and Research Institutions CA, CN = HARICA 

Client ECC Root CA 2021  

        Validity  

            Not Before: Feb 19 11:03:34 2021 GMT  

            Not After : Feb 13 11:03:33 2045 GMT  
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        Subject: C = GR, O = Hellenic Academic and Research Institutions CA, CN = HARICA 

Client ECC Root CA 2021  

        Subject Public Key Info:  

            Public Key Algorithm: id - ecPublicKey  

                Public - Key: (384 bit)  

                pub:  

                    04:07:18:ad:95:96:94:d0:5c:0f:82:f7:2a:40:fa:  

                    02:c9:c9:3d:36:a6:a3:04:6a:c1:6d:95:01:88:60:  

                    12:54:6c:5c:a2:2b:6e:13:3a:88:95:0c:1c:26:86:  

                    36:4a:89:19:b7:18:de:3b:e8:a8:50:1f:ca:df:5b:  

                    bf:49:80:15:db:e3:30:e1:1d:5a:c7:2a:8a:01:07:  

                    fe:6d:2c:34:ef:28:28:97:bc:c1:f9:57:86:95:8b:  

                    35:cf:9e:5a:d1:68:95  

                ASN1 OID: secp384r1  

                NIST CURVE: P - 384  

        X509v3 extensions:  

            X509v3 Basic Constraints: critical  

                CA:TRUE 

            X509v3 Subject Key Identifier:  

                52:08:D2:BE:32:81:25:FD:F5:1A:97:EC:4E:5F:1A:BB:53:CD:90:AD  

            X509v3 Key Usage: critical  

                Digital Signature, Certificate Sign, CRL Sign  

    Signature Algorithm: ecdsa - with - SHA384 

         30:64:02:30:4c:31:45:46:4f:a8:e6:be:c3:77:b2:1a:18:4b:  

         2d:88:7b:58:e6:ab:94:6b:44:03:b0:17:ff:df:82:73:44:51:  

         2c:fd:93:1d:06:7b:14:d2:89:ec:40:0c:ef:21:01:2e:02:30:  

         2f:c9:2e:5a:6c:2c:1d:d9:95:e0:9e:b0:b9:5c:52:7c:f6:f8:  

         38:ca:2e:f1:d4:1d:f2:a2:49:a2:95:f8:c1:58:5e:4f:fe:73:  

         0a:ef:31:b0:ab:23:58:13:8c:8b:de:3b  

=== END HARICA Client ECC Root CA 2021 ===  

 

=== BEGIN HARICA Client RSA Root CA 2021 ===  
Certificate:  

    Data:  

        Version: 3 (0x2)  

        Serial Number:  

            55:52:f8:1e:db:1b:24:2c:9e:bb:96:18:cd:02:28:3e  

        Signature Algorithm: sha256WithRSAEncryption  

        Issuer: C = GR, O = Hellenic Academic and Research Institutions CA, CN = HARICA 

Client RSA Root CA 2021  

        Validity  

            Not Before: Feb 19 10:58:46 2021 GMT  

            Not After : Feb 13 10:58:45 2045 GMT  

        Subject: C = GR, O = Hellenic Academic and Research Institutions CA, CN = HARICA 

Client RSA Root CA 2021  

        Subject Public Key Info:  

            Public Key Algorithm: rsaEncryption  

                RSA Public - Key: (4096 bit)  

                Modulus:  

                    00:81:db:57:42:90:2c:74:35:f4:f8:b8:74:19:4d:  

                    ab:09:5a:77:45:81:73:62:b0:35:9f:f8:d0:b7:33:  

                    00:87:13:b6:96:ab:0e:54:12:30:07:bc:9b:b7:48:  

                    d7:d1:19:83:ae:8e:d8:a9:f1:a9:00:84:b0:8c:5e:  

                    9e:e8:0c:8f:54:69:bf:f6:d4:08:4f:26:70:fe:18:  

                    41:63:1a:b3:32:8b:40:f8:07:ab:57:31:f0:c6:16:  

                    76:67:9a:b4:dd:2f:f2:d1:6b:c5:d0:92:84:91:71:  

                    6e:0f:2e:63:e9:1f:53:a4:dd:52:13:cc:09:83:29:  

                    81:0c:c5:53:75:44:b1:0e:67:53:18:d0:c3:1f:88:  

                    4b:9f:94:24:b4:29:bc:bb:e8:4e:fd:6f:d2:15:1d:  

                    49:dc:8d:70:f2:11:1a:20:51:55:11:ba:88:6f:c4:  

                    f7:50:79:d6:aa:31:e2:84:3d:5e:32:c8:77:2a:50:  

                    71:e5:0b:2f:e9:b6:ea:ef:ab:0a:33:39:0e:fd:8f:  

                    a5:67:43:82:8e:98:69:09:09:1b:40:cd:38:67:47:  

                    ea:c9:ec:97:71:12:de:24:f5:72:3c:d1:f7:43:4c:  

                    26:f7:90:b2:89:e9:45:4b:55:3d:31:05:7a:41:e2:  

                    95:ba:43:c0:17:c5:b6:85:3d:19:8d:64:70:f3:5b:  

                    ac:cd:9f:d3:29:75:87:4b:95:67:6a:a6:f8:d1:dd:  

                    bc:90:86:89:43:29:a9:37:5b:f5:5d:b0:26:5a:53:  

                    42:76:90:2b:cf:9e:56:6c:2b:54:cf:5c:9a:65:df:  

                    5b:8b:48:60:38:7c:fb:c5:0b:cf:76:04:63:02:33:  

                    2a:7d:f5:83:67:e7:fa:c6:43:fd:2b:0f:d4:26:2f:  

                    77:a4:32:c1:24:ea:64:9d:bf:b3:38:71:31:44:f2:  

                    47:b8:a2:66:41:a1:fb:9b:7b:bc:c7:46:6a:75:bf:  

                    5a:a2:8c:e8:6a:44:c1:b8:96:b5:c0:32:08:2d:7b:  

                    74:35:73:b2:ca:c6:fe:af:11:72:18:f6:e7:c8:c2:  
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                    cf:a5:2a:ea:7b:d6:59:e8:7c:a0:b2:6a:40:09:69:  

                    0e:a5:96:db:d1:00:b9:f1:88:6e:36:f0:88:b2:9d:  

                    f1:52:f2:c3:7c:bf:30:89:3c:0a:69:f9:22:a4:65:  

                    e1:9b:e0:74:c6:b1:85:97:96:2c:ae:94:8f:50:a6:  

                    39:12:1f:be:47:f2:81:78:d3:75:36:9e:7d:5a:20:  

                    97:e2:52:ae:99:9f:c6:7c:9b:66:f3:fe:d8:cf:ee:  

                    bd:97:06:1d:2d:85:dc:3e:36:53:96:7b:20:ba:e8:  

                    c8:e1:ad:96:62:3e:11:7c:b3:00:84:9e:a7:4c:71:  

                    ab:4a:37  

                Exponent: 65537 (0x10001)  

        X509v3 extensions:  

            X509v3 Basic Constraints: critical  

                CA:TRUE 

            X509v3 Subject Key Identifier:  

                A0:D6:07:3D:5E:24:F7:7B:A0:44:2E:24:52:0D:19:AA:2B:04:91:A7  

            X509v3 Key Usage: critical  

                Digital Signature, Certificate Sign, CRL Sign  

    Signature Algorithm: sha256WithRSAEncryption  

         0d:47:f9:09:66:31:52:ec:79:ee:c2:a8:f2:68:3e:ed:96:45:  

         cb:3a:a6:98:63:3f:ea:2b:4d:4e:03:d0:1c:82:e1:cb:d3:e5:  

         d6:ab:5b:67:28:bc:9d:fe:0c:99:0a:80:55:a7:ce:1b:23:61:  

         0d:b0:57:f0:fe:e0:ca:be:e6:90:db:83:2c:be:83:8e:f4:79:  

         b6:fe:d0:0d:42:a7:58:1f:69:ea:81:f5:05:a5:fe:46:68:eb:  

         6c:78:c9:e0:ea:e7:e6:de:31:c5:d2:d5:2c:82:63:28:9d:5d:  

         a8:1a:7e:88:e6:e7:2b:f1:2c:d5:d0:05:9e:dc:2d:bd:37:66:  

         d4:04:a2:a7:ad:bf:3a:c2:a8:3b:ad:ff:8d:9d:33:e0:b9:9a:  

         84:a1:87:1f:76:f4:82:74:d7:0e:f9:30:48:3e:5b:88:3e:aa:  

         5c:6b:d6:2f:0c:e8:8e:73:c2:18:91:83:39:b6:66:5a:d0:1f:  

         60:27:5d:4d:e3:f6:3a:0d:66:50:9c:78:7b:ab:f3:13:10:ae:  

         0f:2f:ab:e8:64:b3:18:20:9d:46:35:64:25:73:ea:9b:10:5c:  

         58:35:89:b1:46:48:a7:f4:ac:d4:1d:9e:5b:cc:a9:a5:1a:13:  

         4f:24:50:aa:d9:1b:6d:b1:40:fb:9d:dd:58:74:c4:c2:6f:14:  

         72:ec:db:35:9f:b8:54:75:45:c3:a6:c8:1a:28:35:3a:ae:65:  

         f2:a9:98:ce:af:5b:c9:38:8c:31:3b:7f:cc:dc:96:fd:e2:5b:  

         d6:d0:59:f4:76:ba:0b:cb:4f:83:10:c7:40:d0:1d:60:e9:2a:  

         e5:48:58:77:0c:45:69:be:19:71:04:24:e2:e3:24:1f:4a:c8:  

         c1:3e:99:f5:96:98:38:48:25:a1:15:b0:1b:d7:e2:84:18:5b:  

         f6:71:35:9a:68:7b:40:cc:18:5c:0c:24:9d:d4:95:f5:99:aa:  

         46:ea:ae:ac:bf:f4:14:19:24:e8:8c:ec:e3:f5:bc:06:68:8a:  

         2a:0c:05:5f:0a:97:75:a7:dc:7e:c0:fd:d7:7a:18:df:30:d1:  

         38:4b:1f:b0:98:70:bf:cc:7c:73:f0:6e:c4:31:a5:a4:97:1d:  

         ac:bf:ce:6c:21:4a:be:27:23:67:f3:06:56:81:0a:91:8e:b6:  

         e1:03:05:33:2c:da:34:08:4d:4e:50:23:ad:1f:a5:c5:d4:7a:  

         fe:ea:09:ec:a7:28:60:8b:46:7c:b5:ea:9b:dd:4f:f9:e7:6b:  

         15:c6:88:cf:43:db:e5:27:dc:04:56:6e:6f:46:15:f1:56:2d:  

         e8:5c:0c:73:c3:23:81:38:20:cb:c9:0c:69:cf:2c:ab:3b:84:  

         60:33:19:52:fd:69:14:33  

=== END HARICA Client RSA Root CA 2021 ===  

 

=== BEGIN HARICA Code Signing ECC Root CA 2021 ===  
Certificate:  

    Data:  

        Version: 3 (0x2)  

        Serial Number:  

            4c:8a:63:1d:a9:63:8f:05:a2:fb:76:14:ff:5b:a2:cd  

        Signature Algorithm: ecdsa - with - SHA384 

        Issuer: C = GR, O = Hellenic Academic and Research Institutions CA, CN = HARICA 

Code Signing ECC Root CA 2021  

        Validity  

            Not Before: Feb 19 11:04:36 2021 GMT  

            Not After : Feb 13 11:04:35 2045 GMT  

        Subject: C = GR, O = Hellenic Academic and Research Institutions CA, CN = HARICA 

Code Signing ECC Root CA 2021  

        Subject Public Key Info:  

            Public Key Algorithm: id - ecPublicKey  

                Public - Key: (384 bit)  

                pub:  

                    04:43:9f:bc:5c:42:6a:43:e1:ac:4b:b8:0e:5f:80:  

                    06:e3:05:77:8b:7f:0b:79:d7:61:a0:90:bf:f2:53:  

                    28:a3:58:ba:94:c0:66:6a:1c:59:da:80:58:81:00:  

                    4c:bc:c9:79:98:10:0c:c7:1d:0b:e3:93:dc:85:39:  

                    68:d9:bf:a7:43:d2:31:cc:82:82:27:ba:88:d1:d2:  

                    2d:56:37:f7:3a:da:6e:39:dc:71:10:65:ee:38:0b:  

                    87:7a:03:ba:30:5f:64  

                ASN1 OID: secp384r1  
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                NIST CURVE: P - 384  

        X509v3 extensions:  

            X509v3 Basic Constraints: critical  

                CA:TRUE 

            X509v3 Subject Key Identifier:  

                6A:71:C1:73:6A:93:42:A6:97:72:5E:BB:90:5F:82:92:0F:2B:D6:EB  

            X509v3 Key Usage: critical  

                Digital Signature, Certificate Sign, CRL Sign  

    Signature Algorithm: ecdsa - with - SHA384 

         30:64:02:30:1e:a5:d5:0b:44:95:10:e4:67:7c:4e:85:5e:b9:  

         45:49:02:73:b0:b2:1c:b3:a7:22:d1:00:61:40:0f:b3:87:37:  

         16:8d:00:ed:b6:8b:55:25:06:94:90:dc:d7:e7:75:9f:02:30:  

         7f:74:6b:f1:4a:df:f0:f7:84:7b:f2:c5:79:30:03:48:f2:1e:  

         20:22:57:64:54:57:34:80:77:b7:3f:23:4f:b4:f5:80:98:c2:  

         c1:56:5b:a0:e7:d6:a1:8f:f5:0c:6f:1d  

=== END HARICA Code Signing ECC Root CA 2021 ===  

 

=== BEGIN HARICA Code Signing RSA Root CA 2021 ===  
Certificate:  

    Data:  

        Version: 3 (0x2)  

        Serial Number:  

            15:c2:ae:2a:4d:99:9a:63:8c:d3:ba:13:19:76:08:f5  

        Signature Algorithm: sha256WithRSAEncryption  

        Issuer: C = GR, O = Hellenic Academic and Research Institutions CA, CN = HARICA 

Code Signing RSA Root CA 2021  

        Validity  

            Not Before: Feb 19 10:59:54 2021 GMT  

            Not After : Feb 13 10:59:53 2045 GMT  

        Subject: C = GR, O = Hellenic Academic and Research Institutions CA, CN = HARICA 

Code Signing RSA Root CA 2021  

        Subject Public Key Info:  

            Public Key Algorithm: rsaEncryption  

                RSA Public - Key: (4096 bit)  

                Modulus:  

                    00:8a:6a:ee:aa:0a:23:55:0c:8b:06:42:e3:95:5b:  

                    54:78:5f:c5:8e:06:2c:7c:3c:31:be:af:0d:a9:a1:  

                    ec:4a:20:58:05:9d:e2:68:b2:bb:eb:5f:7f:2a:33:  

                    b9:f2:55:9c:6f:aa:a4:1e:ed:10:be:83:29:11:36:  

                    e6:9e:3f:fa:6d:7b:51:e1:d5:77:a5:bd:cb:69:0e:  

                    3b:22:20:94:0c:31:65:40:0d:09:af:10:35:7a:9b:  

                    ea:79:08:44:a4:8b:67:a9:2b:4d:c1:e7:d0:d7:a7:  

                    f6:b5:3a:8d:d9:a3:a9:79:b8:a4:65:5c:bc:f3:3e:  

                    f7:9f:99:f6:b8:c3:65:68:2d:ab:83:2e:dd:85:99:  

                    04:a9:f5:d1:5c:d5:51:42:01:b9:9f:41:b5:4b:22:  

                    b2:00:f4:cb:67:10:ef:69:c4:10:ad:fa:94:06:76:  

                    50:12:57:82:ae:c5:14:ad:3c:7d:bb:9d:f1:73:e1:  

                    7c:f0:ae:71:de:5b:f7:12:dd:f7:80:f1:dc:3e:f1:  

                    60:ba:c9:19:97:6f:75:74:85:4c:fd:39:43:c3:64:  

                    6e:34:ac:13:c1:1c:65:b6:52:42:f1:46:eb:2f:fa:  

                    5d:a6:cf:0e:49:9d:f7:74:7c:78:0d:06:3a:2c:12:  

                    fb:e2:4b:26:e4:6f:8b:21:81:33:42:39:13:e8:42:  

                    ab:5b:55:d4:1b:bb:37:b6:12:91:f7:f3:7d:bc:d2:  

                    ff:ec:b1:c3:d5:a0:cc:b2:2b:c7:8f:5d:7e:4c:52:  

                    42:48:fb:8f:fd:5a:90:73:10:d5:a9:72:54:8d:49:  

                    db:38:52:aa:46:48:0e:2f:fa:00:2c:cc:73:0c:36:  

                    4b:24:ce:13:6c:a6:a4:a4:a3:d6:7c:9b:e9:38:0b:  

                    c6:24:db:4d:ac:67:21:49:5b:41:37:64:e6:60:6b:  

                    1f:ed:2a:2f:60:19:30:1e:d8:3c:9c:19:43:87:df:  

                    c0:0a:f4:e4:ca:60:88:7a:d6:a3:b9:e4:25:2e:79:  

                    e2:fe:c1:cb:3c:b7:f7:cf:4e:58:4c:fb:c3:ad:ab:  

                    7d:aa:ca:88:fb:0e:38:0d:1f:9e:5c:39:eb:b8:07:  

                    c4:50:22:4d:f8:85:7f:6e:ec:8c:fa:b6:71:4d:de:  

                    7d:96:69:c4:dd:3e:1e:de:26:90:0a:2c:4d:15:95:  

                    a9:a2:3e:dc:3d:0e:77:7c:8d:41:28:4f:b8:83:51:  

                    be:3e:b7:8f:90:3a:70:31:89:5a:fa:93:53:fc:60:  

                    c9:8d:75:90:ee:5a:2f:1d:84:9f:00:a9:e6:c3:86:  

                    23:a2:1e:dd:12:e3:a1:46:60:1b:67:bf:50:15:22:  

                    92:7c:4a:b4:8c:8f:6e:9c:95:c2:2c:dc:3b:3a:20:  

                    b6:bc:8b  

                Exponent: 65537 (0x10001)  

        X509v3 extensions:  

            X509v3 Basic Constraints: critical  

                CA:TRUE 

            X509v3 Subject Key Identifier:  
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                B4:64:16:48:E8:FC:5A:4B:33:29:89:EB:99:40:B9:20:B4:F6:61:1A  

            X509v3 Key Usage: critical  

                Digital Signature, Certificate Sign, CRL Sign  

    Signature Algorithm: sha256WithRSAEncryption  

         2b:ac:59:8b:e6:39:44:dc:fb:ad:4a:88:e0:64:ff:ab:c3:f2:  

         d2:ce:70:2f:03:e5:6f:b2:c4:f5:36:d6:53:6b:87:ab:1d:8b:  

         99:07:c8:30:8e:47:72:fd:a1:b8:75:d6:17:a1:16:bd:64:73:  

         91:30:57:ad:7d:fd:05:40:86:93:d1:49:96:b2:0b:d4:7c:64:  

         13:8b:d3:21:49:38:bb:fb:e8:cc:3e:31:f1:ae:7b:4c:2a:df:  

         82:06:a3:8e:05:84:9c:7f:70:ce:c0:bb:45:17:df:5d:65:0c:  

         e4:50:48:07:44:8b:a4:2f:56:da:c6:7a:f6:60:8d:a4:38:f1:  

         9d:87:16:30:b2:f0:5f:7a:42:55:20:71:cf:cc:ee:00:b1:12:  

         47:bf:42:b9:e4:b3:b5:1d:19:84:b9:98:6d:e0:69:b4:15:41:  

         b5:e2:50:48:c7:1f:ea:9a:b7:79:91:dd:d5:d5:53:19:fc:ae:  

         18:6c:69:db:ad:59:28:9b:64:98:a7:3c:c7:55:8e:d1:30:00:  

         cf:d4:32:9e:62:b1:c3:2a:ee:35:22:c6:bb:f0:7c:bb:83:b8:  

         00:89:f5:dc:1a:97:d9:38:9a:29:53:61:19:a6:a7:f4:3b:47:  

         fd:dd:67:95:0f:8e:a4:66:2c:82:9a:b7:2d:71:e6:df:ae:f8:  

         f8:68:c1:bb:0f:ea:50:a0:45:97:b7:1a:95:12:6f:c8:b3:b6:  

         05:68:da:6a:1e:0e:35:85:84:ac:74:0c:8a:b4:f4:75:9f:22:  

         af:b0:54:bb:b6:9e:22:f9:d9:eb:d5:8a:0d:c7:dc:f8:98:31:  

         5f:9e:fa:c6:97:f4:41:10:75:d3:81:b6:31:5f:7a:dd:88:85:  

         08:af:70:47:02:37:7b:e2:4a:ec:5d:f2:dd:29:12:44:c8:8a:  

         aa:dd:d2:55:78:17:75:af:71:69:0d:77:70:4a:b0:1f:7f:42:  

         db:c7:71:dc:58:d6:18:bd:50:c5:b9:72:04:c7:67:7b:7c:53:  

         60:ca:49:18:15:bc:40:73:ae:2b:a8:2b:ac:6f:11:44:39:ec:  

         82:48:7e:11:ca:fb:d6:3f:b6:c0:b9:b8:06:93:75:bd:93:27:  

         77:17:0d:5c:a5:9e:ea:c1:5b:00:2d:0c:a8:35:60:c7:e2:6f:  

         35:1b:3d:76:b5:e7:ad:dd:74:23:4f:86:b2:47:ef:c8:2f:d0:  

         85:7c:39:96:37:a1:2b:29:02:bd:3e:87:cf:a8:f6:1d:75:32:  

         cf:38:e3:73:b1:ee:10:81:b5:2a:b1:88:06:51:1e:5a:3a:48:  

         51:f3:36:59:62:df:42:66:59:50:b7:58:be:f5:76:40:9a:12:  

         16:e6:0e:aa:d7:6c:a0:d5  

=== END HARICA Code Signing RSA Root CA 2021 ===  

 

=== BEGIN HARICA Qualified ECC Root CA 2021 ===  
Certificate:  

    Data:  

        Version: 3 (0x2)  

        Serial Number:  

            11:2c:97:28:ef:e7:89:f2:ff:7e:17:6d:c9:62:21:6e  

        Signature Algorithm: ecdsa - with - SHA384 

        Issuer: C = GR, O = Greek Universities Network (GUnet), organizationIdentifier 

= VATGR- 099028220, OU = Hellenic Academic and Research Institutions CA, CN = HARICA 

Qualified ECC Root CA 2021  

        Validity  

            Not Before: Feb 19 11:02:27 2021 GMT  

            Not After : Feb 13 11:02:26 2045 GMT  

        Subject: C = GR, O = Greek Universities Network (GUnet), organizationIdentifier 

= VATGR- 099028220, OU = Hellenic Academic and Research Institutions CA, CN = HARICA 

Qualified ECC Root CA 2021  

        Subject Public Key Info:  

            Public Key Algorithm: id - ecPublicKey  

                Public - Key: (384 bit)  

                pub:  

                    04:d1:f2:a6:d5:01:15:a0:9b:3f:16:a5:57:49:28:  

                    d5:b5:fe:c7:07:49:5a:d8:d2:f4:d3:f1:01:89:6c:  

                    7f:9d:ee:bc:63:6c:f0:5f:3d:8a:49:a5:b1:98:51:  

                    38:24:56:ec:37:5b:f2:d5:87:96:47:46:c6:7a:fb:  

                    dd:95:7b:5d:0d:a7:fd:a1:28:48:d9:01:bf:1e:4a:  

                    91:29:2c:a0:b7:f8:09:42:c5:13:96:80:fd:28:36:  

                    4c:11:09:c3:26:cb:f8  

                ASN1 OID: secp384r1  

                NIST CURVE: P - 384  

        X509v3 extensions:  

            X509v3 Basic Constraints: critical  

                CA:TRUE 

            X509v3 Subject Key Identifier:  

                1F:35:FA:66:C3:B4:D0:9A:4A:24:82:7F:9B:28:8D:DA:9B:EE:E1:A6  

            X509v3 Key Usage: critical  

                Digital Signature, Certificate Sign, CRL Sign  

    Signature Algorithm: ecdsa - with - SHA384 

         30:64:02:30:1d:49:12:7f:25:7c:6b:15:27:bb:b3:0a:f3:43:  

         61:2d:65:b7:cf:24:d1:14:e5:1c:f6:aa:16:f7:20:91:ab:be:  

         81:62:77:6e:5a:e5:be:31:43:8b:5d:65:13:bb:36:9b:02:30:  
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         0c:9e:b2:39:7d:30:c1:a7:31:6c:13:df:38:6a:51:85:c8:3f:  

         d1:3a:30:c0:15:a4:02:3a:21:58:13:2d:db:67:a1:0f:7a:dd:  

         32:86:53:43:0a:93:e7:c1:6f:95:2e:05  

=== END HARICA Qualified ECC Root CA 2021 ===  

 

=== BEGIN HARICA Qualified RSA Root CA 2021 ===  
Certificate:  

    Data:  

        Version: 3 (0x2)  

        Serial Number:  

            32:be:30:39:72:57:46:d9:23:89:91:c2:36:7a:80:47  

        Signature Algorithm: sha256WithRSAEncryption  

        Issuer: C = GR, O = Greek Universities Network (GUnet), organizationIdentifier 

= VATGR- 099028220, OU = Hellenic Academic and Research Institutions CA, CN = HARICA 

Qualified RSA Root CA 2021  

        Validity  

            Not Before: Feb 19 10:57:38 2021 GMT  

            Not After : Feb 13 10:57:37 2045 GMT  

        Subject: C = GR, O = Greek Universities Network (GUnet), organizationIdentifier 

= VATGR- 099028220, OU = Hellenic Academic and Research Institutions CA, CN = HARICA 

Qualified RSA Root CA 2021  

        Subject Public Key Info:  

            Public Key Algorithm: rsaEncryption  

                RSA Public - Key: (4096 bit)  

                Modulus:  

                    00:8f:44:67:d7:b6:ff:51:35:d2:18:32:6b:3b:ae:  

                    d4:0a:4c:3e:a3:d0:60:71:ab:53:b6:dd:b5:91:2d:  

                    18:e9:65:6d:82:6e:1f:9b:ff:d5:58:2f:e7:0c:50:  

                    b2:b4:dc:56:10:44:a9:6f:d1:45:28:75:13:6d:99:  

                    94:77:e4:45:61:54:b1:f3:bb:c4:e6:7f:fb:fb:ee:  

                    7c:c5:a8:f9:f8:25:1b:02:7d:2a:55:91:39:a6:18:  

                    b2:ea:fe:53:a4:70:ea:1d:f4:8b:08:73:a6:b9:a6:  

                    7c:6b:42:50:18:95:45:ee:d5:94:06:3e:81:2b:df:  

                    6f:ed:ee:8a:5c:74:59:cc:a0:b3:67:1e:56:7e:7b:  

                    09:3e:ee:5b:d2:d3:89:57:52:40:5a:18:99:22:8b:  

                    68:c3:c5:34:74:b8:2c:ac:69:7e:7e:3b:85:a9:29:  

                    3e:dd:b9:0b:1c:7c:b8:88:f6:85:03:8f:64:80:ef:  

                    50:ac:af:5a:90:06:18:54:cf:61:0b:5a:ea:0e:40:  

                    78:75:68:48:0a:1d:35:2e:78:f0:32:f6:26:cf:1b:  

                    5b:aa:49:2d:c0:39:ac:e6:5f:79:46:bd:36:94:9f:  

                    18:52:74:f4:4c:9a:a6:ab:6a:4f:47:bb:a3:06:3d:  

                    48:5d:95:e9:60:4e:2a:88:ac:9d:c0:75:9e:86:b9:  

                    1f:e6:b0:3e:cf:cd:02:65:a5:b3:bf:a8:73:24:b2:  

                    24:be:67:4e:04:6e:28:e5:df:f1:d4:bb:19:83:ed:  

                    8f:ee:ba:b2:57:d2:0c:f6:04:e5:90:7f:09:5c:1d:  

                    09:4d:31:a0:f9:e1:45:c2:08:77:ab:94:56:3f:90:  

                    ae:79:91:1f:c8:b6:75:57:60:0b:f3:05:36:9c:2d:  

                    52:52:b1:f3:e6:f6:d0:10:4e:2d:89:d1:e0:a8:41:  

                    6f:c9:48:a2:0f:c7:c0:36:13:1f:6a:0d:51:cf:d9:  

                    3c:08:eb:dd:0a:08:4e:cb:37:11:5d:38:84:ce:6e:  

                    db:3e:a3:86:48:96:de:a5:04:ad:37:58:e0:68:48:  

                    12:d4:7a:bc:26:6d:0c:5c:be:a9:6d:7a:0c:2b:31:  

                    2b:09:ec:48:ed:4f:b0:a9:be:e3:54:ef:a0:8e:61:  

                    09:4a:0a:c1:d7:6c:de:bd:70:ff:07:ed:c1:cb:08:  

                    e0:ff:e0:02:bc:97:87:e7:cd:34:2b:02:5a:ac:f2:  

                    b7:b1:0b:cf:1b:e7:15:ee:2e:be:6b:9e:c4:b0:c3:  

                    c0:89:d6:81:a8:ae:89:a8:00:30:c7:33:6e:65:2d:  

                    02:4e:18:0d:41:c4:ac:9f:7a:d1:45:bb:bc:c1:0b:  

                    e3:a3:af:e5:d3:62:5c:f0:75:95:c0:66:b3:70:22:  

                    81:2f:13  

                Exponent: 65537 (0x10001)  

        X509v3 extensions:  

            X509v3 Basic Constraints: critical  

                CA:TRUE 

            X509v3 Subject Key Identifier:  

                FC:24:46:39:57:2F:29:BE:48:EB:15:0D:76:FF:17:BF:DB:1C:9E:D7  

            X509v3 Key Usage: critical  

                Digital Signature, Certificate Sign, CRL Sign  

    Signature Algorithm: sha256WithRSAEncryption  

         6e:e1:65:b3:6c:1e:c3:9c:50:1a:ff:0d:1c:b7:92:06:7c:58:  

         0e:7b:0f:bc:53:56:6d:0e:84:01:cf:4f:03:61:c6:5b:b3:9b:  

         d1:ee:06:e7:49:5c:d8:ad:f5:ec:38:40:e1:ef:b9:da:40:8c:  

         fd:d6:db:70:54:c5:55:dd:1d:9e:2e:17:6e:1e:b0:09:ab:26:  

         29:21:34:30:a4:3b:99:87:26:92:7e:18:f8:44:45:02:6f:96:  

         a4:09:60:2d:69:df:6e:bc:46:45:a4:29:00:73:83:13:bd:45:  
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         c6:62:e0:a7:be:d0:1a:8f:0f:56:0f:da:35:fb:f9:f5:ef:6e:  

         41:d5:a3:b4:10:e1:0c:2d:cb:03:3a:e7:75:1e:a5:e0:2b:dc:  

         6a:84:a7:cd:33:65:70:89:6f:b3:93:b8:98:40:0c:35:fd:e0:  

         97:3a:6a:7f:90:a4:47:f5:7a:c6:45:22:2f:f9:48:63:61:06:  

         fe:7e:cf:7f:de:5b:a5:e7:a1:5b:19:40:3b:cd:cf:b2:e6:b8:  

         ef:52:be:6e:16:3f:7a:e8:75:a1:3b:e0:01:be:d0:10:0a:62:  

         c1:db:80:af:7f:f6:13:09:7d:2c:3d:45:53:71:94:f4:dc:99:  

         34:8f:75:79:9b:72:d9:c0:91:5a:70:4b:21:55:01:d1:26:82:  

         86:ff:c1:90:cb:7f:48:9a:b7:78:da:7d:93:e4:d1:72:b8:62:  

         6b:25:09:d0:dc:61:60:85:98:85:14:0b:e7:18:e4:70:29:b8:  

         7b:36:6c:8f:73:ed:20:79:fc:bb:9d:12:b6:a2:e6:17:01:9e:  

         77:6a:0e:2a:ad:a4:04:d7:d5:19:9c:68:92:06:80:6d:b1:6c:  

         e5:03:e0:73:f4:64:b6:4a:b2:80:ad:0f:21:00:44:0c:8b:b2:  

         80:25:36:11:bf:e2:d0:1d:13:af:ac:b4:6b:79:d6:41:42:09:  

         db:39:8c:1f:ab:21:f7:9a:90:7a:ba:49:cd:0c:e0:42:2d:c4:  

         c2:ae:db:20:9b:8d:94:2b:ed:c8:0b:e6:f6:9a:14:1f:ea:0a:  

         8d:55:65:74:58:0b:02:d2:cc:7e:60:1c:49:bd:25:58:9e:ec:  

         4b:b2:ac:92:12:25:2c:91:78:1a:50:70:ff:0b:ec:10:76:6d:  

         76:2f:73:aa:19:32:49:5b:9d:2b:ba:a6:50:62:2f:a7:0e:19:  

         73:39:74:5e:b1:45:7d:14:2d:ee:cf:bd:b8:4b:22:6f:6a:81:  

         fb:ac:64:0a:15:a4:d4:c2:03:2e:b0:ac:fc:bf:3e:a4:63:2f:  

         2e:f4:c6:f6:e6:36:ad:e7:7b:fb:ef:2c:1f:f0:10:c5:8d:c5:  

         c4:41:ce:e0:92:2a:2d:9e  

=== END HARICA Qualified RSA Root CA 2021 ===  

 

=== BEGIN HARICA TLS ECC Root CA 2021 ===  
Certificate:  

    Data:  

        Version: 3 (0x2)  

        Serial Number:  

            67:74:9d:8d:77:d8:3b:6a:db:22:f4:ff:59:e2:bf:ce  

        Signature Algorithm: ecdsa - with - SHA384 

        Issuer: C = GR, O = Hellenic Academic and Research Institutions CA, CN = HARICA 

TLS ECC Root CA 2021  

        Validity  

            Not Before: Feb 19 11:01:10 2021 GMT  

            Not After : Feb 13 11:01:09 2045 GMT  

        Subject: C = GR, O = Hellenic Academic and Research Institutions CA, CN = HARICA 

TLS ECC Root CA 2021  

        Subject Public Key Info:  

            Public Key Algorithm: id - ecPublicKey  

                Public - Key: (384 bit)  

                pub:  

                    04:38:08:fe:b1:a0:96:d2:7a:ac:af:49:3a:d0:c0:  

                    e0:c3:3b:28:aa:f1:72:6d:65:00:47:88:84:fc:9a:  

                    26:6b:aa:4b:ba:6c:04:0a:88:5e:17:f2:55:87:fc:  

                    30:b0:34:e2:34:58:57:1a:84:53:e9:30:d9:a9:f2:  

                    96:74:c3:51:1f:58:49:31:cc:98:4e:60:11:87:75:  

                    d3:72:94:90:4f:9b:10:25:2a:a8:78:2d:be:90:41:  

                    58:90:15:72:a7:a1:b7  

                ASN1 OID: secp384r1  

                NIST CURVE: P - 384  

        X509v3 extensions:  

            X509v3 Basic Constraints: critical  

                CA:TRUE 

            X509v3 Subject Key Identifier:  

                C9:1B:53:81:12:FE:04:D5:16:D1:AA:BC:9A:6F:B7:A0:95:19:6E:CA  

            X509v3 Key Usage: critical  

                Digital Signature, Certificate Sign, CRL Sign  

    Signature Algorithm: ecdsa - with - SHA384 

         30:64:02:30:11:de:ae:f8:dc:4e:88:b0:a9:f0:22:ad:c2:51:  

         40:ef:60:71:2d:ee:8f:02:c4:5d:03:70:49:a4:92:ea:c5:14:  

         88:70:a6:d3:0d:b0:aa:ca:2c:40:9c:fb:e9:82:6e:9a:02:30:  

         2b:47:9a:07:c6:d1:c2:81:7c:ca:0b:96:18:41:1b:a3:f4:30:  

         09:9e:b5:23:28:0d:9f:14:b6:3c:53:a2:4c:06:69:7d:fa:6c:  

         91:c6:2a:49:45:e6:ec:b7:13:e1:3a:6c  

=== END HARICA TLS ECC Root CA 2021 ===  

 

=== BEGIN HARICA TLS RSA Root CA 2021 ===  
Certificate:  

    Data:  

        Version: 3 (0x2)  

        Serial Number:  

            39:ca:93:1c:ef:43:f3:c6:8e:93:c7:f4:64:89:38:7e  
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        Signature Algorithm: sha256WithRSAEncryption  

        Issuer: C = GR, O = Hellenic Academic and Research Institutions CA, CN = HARICA 

TLS RSA Root CA 2021  

        Validity  

            Not Before: Feb 19 10:55:38 2021 GMT  

            Not After : Feb 13 10:55:37 2045 GMT  

        Subject: C = GR, O = Hellenic Academic and Research Institutions CA, CN = HARICA 

TLS RSA Root CA 2021  

        Subject Public Key Info:  

            Public Key Algorithm: rsaEncryption  

                RSA Public - Key: (4096 bit)  

                Modulus:  

                    00:8b:c2:e7:af:65:9b:05:67:96:c9:0d:24:b9:d0:  

                    0e:64:fc:ce:e2:24:18:2c:84:7f:77:51:cb:04:11:  

                    36:b8:5e:ed:69:71:a7:9e:e4:25:09:97:67:c1:47:  

                    c2:cf:91:16:36:62:3d:38:04:e1:51:82:ff:ac:d2:  

                    b4:69:dd:2e:ec:11:a3:45:ee:6b:6b:3b:4c:bf:8c:  

                    8d:a4:1e:9d:11:b9:e9:38:f9:7a:0e:0c:98:e2:23:  

                    1d:d1:4e:63:d4:e7:b8:41:44:fb:6b:af:6b:da:1f:  

                    d3:c5:91:88:5b:a4:89:92:d1:81:e6:8c:39:58:a0:  

                    d6:69:43:a9:ad:98:52:58:6e:db:0a:fb:6b:cf:68:  

                    fa:e3:a4:5e:3a:45:73:98:07:ea:5f:02:72:de:0c:  

                    a5:b3:9f:ae:a9:1d:b7:1d:b3:fc:8a:59:e7:6e:72:  

                    65:ad:f5:30:94:23:07:f3:82:16:4b:35:98:9c:53:  

                    bb:2f:ca:e4:5a:d9:c7:8d:1d:fc:98:99:fb:2c:a4:  

                    82:6b:f0:2a:1f:8e:0b:5f:71:5c:5c:ae:42:7b:29:  

                    89:81:cb:03:a3:99:ca:88:9e:0b:40:09:41:33:db:  

                    e6:58:7a:fd:ae:99:70:c0:5a:0f:d6:13:86:71:2f:  

                    76:69:fc:90:dd:db:2d:6e:d1:f2:9b:f5:1a:6b:9e:  

                    6f:15:8c:7a:f0:4b:28:a0:22:38:80:24:6c:36:a4:  

                    3b:f2:30:91:f3:78:13:cf:c1:3f:35:ab:f1:1d:11:  

                    23:b5:43:22:9e:01:92:b7:18:02:e5:11:d1:82:db:  

                    15:00:cc:61:37:c1:2a:7c:9a:e1:d0:ba:b3:50:46:  

                    ee:82:ac:9d:31:f8:fb:23:e2:03:00:48:70:a3:09:  

                    26:79:15:53:60:f3:38:5c:ad:38:ea:81:00:63:14:  

                    b9:33:5e:dd:0b:db:a0:45:07:1a:33:09:f8:4d:b4:  

                    a7:02:a6:69:f4:c2:59:05:88:65:85:56:ae:4b:cb:  

                    e0:de:3c:7d:2d:1a:c8:e9:fb:1f:a3:61:4a:d6:2a:  

                    13:ad:77:4c:1a:18:9b:91:0f:58:d8:06:54:c5:97:  

                    f8:aa:3f:20:8a:a6:85:a6:77:f6:a6:fc:1c:e2:ee:  

                    6e:94:33:2a:83:50:84:0a:e5:4f:86:f8:50:45:78:  

                    00:81:eb:5b:68:e3:26:8d:cc:7b:5c:51:f4:14:2c:  

                    40:be:1a:60:1d:7a:72:61:1d:1f:63:2d:88:aa:ce:  

                    a2:45:90:08:fc:6b:be:b3:50:2a:5a:fd:a8:48:18:  

                    46:d6:90:40:92:90:0a:84:5e:68:31:f8:eb:ed:0d:  

                    d3:1d:c6:7d:99:18:55:56:27:65:2e:8d:45:c5:24:  

                    ec:ce:e3  

                Exponent: 65537 (0x10001)  

        X509v3 extensions:  

            X509v3 Basic Constraints: critical  

                CA:TRUE 

            X509v3 Subject Key Identifier:  

                0A:48:23:A6:60:A4:92:0A:33:EA:93:5B:C5:57:EA:25:4D:BD:12:EE  

            X509v3 Key Usage: critical  

                Digital Signature, Certificate Sign, CRL Sign  

    Signature Algorithm: sha256WithRSAEncryption  

         3e:90:48:aa:6e:62:15:25:66:7b:0c:d5:8c:8b:89:9d:d7:ed:  

         4e:07:ef:9c:d0:14:5f:5e:50:bd:68:96:90:a4:14:11:aa:68:  

         6d:09:35:39:40:09:da:f4:09:2c:34:a5:7b:59:84:49:29:97:  

         74:c8:07:1e:47:6d:f2:ce:1c:50:26:e3:9e:3d:40:53:3f:f7:  

         7f:96:76:10:c5:46:a5:d0:20:4b:50:f4:35:3b:18:f4:55:6a:  

         41:1b:47:06:68:3c:bb:09:08:62:d9:5f:55:42:aa:ac:53:85:  

         ac:95:56:36:56:ab:e4:05:8c:c5:a8:da:1f:a3:69:bd:53:0f:  

         c4:ff:dc:ca:e3:7e:f2:4c:88:86:47:46:1a:f3:00:f5:80:91:  

         a2:dc:43:42:94:9b:20:f0:d1:cd:b2:eb:2c:53:c2:53:78:4a:  

         4f:04:94:41:9a:8f:27:32:c1:e5:49:19:bf:f1:f2:c2:8b:a8:  

         0a:39:31:28:b4:7d:62:36:2c:4d:ec:1f:33:b6:7e:77:6d:7e:  

         50:f0:9f:0e:d7:11:8f:cf:18:c5:e3:27:fe:26:ef:05:9d:cf:  

         cf:37:c5:d0:7b:da:3b:b0:16:84:0c:3a:93:d6:be:17:db:0f:  

         3e:0e:19:78:09:c7:a9:02:72:22:4b:f7:37:76:ba:75:c4:85:  

         03:5a:63:d5:b1:75:05:c2:b9:bd:94:ad:8c:15:99:a7:93:7d:  

         f6:c5:f3:aa:74:cf:04:85:94:98:00:f4:e2:f9:ca:24:65:bf:  

         e0:62:af:c8:c5:fa:b2:c9:9e:56:48:da:79:fd:96:76:15:be:  

         a3:8e:56:c4:b3:34:fc:be:47:f4:c1:b4:a8:fc:d5:30:88:68:  

         ee:cb:ae:c9:63:c4:76:be:ac:38:18:e1:5e:5c:cf:ae:3a:22:  

         51:eb:d1:8b:b3:f3:2b:33:07:54:87:fa:b4:b2:13:7b:ba:53:  

         04:62:01:9d:f1:c0:4f:ee:e1:3a:d4:8b:20:10:fa:02:57:e6:  



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.8) 

ɆŮɚɑŭŬ 186 Ŭˊɧ 203 

         ef:c1:0b:b7:90:46:9c:19:29:8c:dc:6f:a0:4a:69:69:94:b7:  

         24:65:a0:ff:ac:3f:ce:01:fb:21:2e:fd:68:f8:9b:f2:a5:cf:  

         31:38:5c:15:aa:e6:97:00:c1:df:5a:a5:a7:39:aa:e9:84:7f:  

         3c:51:a8:3a:d9:94:5b:8c:bf:4f:08:71:e5:db:a8:5c:d4:d2:  

         a6:fe:00:a3:c6:16:c7:0f:e8:80:ce:1c:28:64:74:19:08:d3:  

         42:e3:ce:00:5d:7f:b1:dc:13:b0:e1:05:cb:d1:20:aa:86:74:  

         9e:39:e7:91:fd:ff:5b:d6:f7:ad:a6:2f:03:0b:6d:e3:57:54:  

         eb:76:53:18:8d:11:98:ba  

=== END HARICA TLS RSA Root CA 2021 ===  

 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.8) 

ɆŮɚɑŭŬ 187 Ŭˊɧ 203 

11 ɄȷɅȷɅɇȼɀȷ B (ɄŮɟɘɔɟɎɛɛŬŰŬ Ⱦɞɘɜɩɜ ɄɘůŰɞˊɞɘɖŰɘəɩɜ HARICA) 
 

 

ūɘɚɘəɧ ɧɜɞɛŬ ɇŬ ID ˊɞɚɘŰɘəɐɠ ɉɟɐůŮɘɠ əɚŮɘŭɘɞɨ ȯɚɚŮɠ ŮˊŮəŰɎůŮɘɠ 

ɄɘůŰɞˊɞɘɖŰɘəɧ 

ȺɜŭɘɎɛŮůɖɠ ȷɄ 

HARICA 

 

2.5.29.32.0 (anyPolicy) ɐ Űɞ 

OID Űɖɠ ɄɄ/ȹȹɄ ůŰɖɜ 

ˊŮɟɑˊŰɤůɖ ȷɄ ŮɝɤŰŮɟɘəɐɠ 

ɚŮɘŰɞɡɟɔɑŬɠ  

ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: ɊɖűɘŬəɐ ɈˊɞɔɟŬűɐ, 

ɈˊɞɔɟŬűɐ ɄɘůŰɞˊɞɘɖŰɘəɞɨ, ɈˊɞɔɟŬűɐ 

ȿȷɄ 

ȸŮɚŰɘɤɛɏɜɖ ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: ȷɜɎɚɞɔŬ ɛŮ 

Űɞ Ůɑŭɞɠ Űɤɜ ɄɘůŰɞˊɞɘɖŰɘəɩɜ ˊɞɡ 

ˊŬɟɎɔɞɜŰŬɘ 

ȾŬɛɑŬ 

ɄɘůŰɞˊɞɘɖŰɘəɧ OCSP  1.3.6.1.4.1.26513.1.1.7 

ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: ɊɖűɘŬəɐ ɈˊɞɔɟŬűɐ 

ȸŮɚŰɘɤɛɏɜɖ ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: ɈˊɞɔɟŬűɐ 

OCSP 

OCSP No Check 

S/MIME ɀɧɜɞ 

(LCP) 

0.4.0.2042.1.3, 

1.3.6.1.4.1.26513.1.1.2.1 

ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: ɊɖűɘŬəɐ ɈˊɞɔɟŬűɐ, 

ȾɚŮɘŭɑ ȾɟɡˊŰɞɔɟɎűɖůɖɠ (Key 

Encipherment8) 

ȸŮɚŰɘɤɛɏɜɖ ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: ȰɚŮɔɢɞɠ 

ŰŬɡŰɧŰɖŰŬɠ TLS ˊŮɚɎŰɖ Web (TLS Web 

Client Authentication), ɄɟɞůŰŬůɑŬ Email  

ȾŬɛɑŬ 

ɄɘůŰɞˊɞɘɖŰɘəɧ IV 

ȺˊŬɚɐɗŮɡůɖɠ 

ŰŬɡŰɧŰɖŰŬɠ ˊŮɚɎŰɖ 

ɛŮ S/MIME (LCP) 

0.4.0.2042.1.3, 

1.3.6.1.4.1.26513.1.1.2.3.3 

ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: ɊɖűɘŬəɐ ɈˊɞɔɟŬűɐ, 

ȾɚŮɘŭɑ ȾɟɡˊŰɞɔɟɎűɖůɖɠ (Key 

Encipherment3) ȸŮɚŰɘɤɛɏɜɖ ɉɟɐůɖ 

ȾɚŮɘŭɘɞɨ: ȰɚŮɔɢɞɠ ŰŬɡŰɧŰɖŰŬɠ TLS 

ˊŮɚɎŰɖ Web (TLS Web Client 

Authentication), ɄɟɞůŰŬůɑŬ Email 

ȾŬɛɑŬ 

 
8 ȼ Űɘɛɐ çȾɚŮɘŭɑ ȾɟɡˊŰɞɔɟɎűɖůɖɠè (ñKey Enciphermentò) ˊŮɟɘɚŬɛɓɎɜŮŰŬɘ ůŮ ˊɘůŰɞˊɞɘɖŰɘəɎ ˊɞɡ ɢɟɖůɘɛɞˊɞɘɞɨɜ Ŭɚɔɧɟɘɗɛɞ ŭɖɛɞůɑɞɡ əɚŮɘŭɘɞɨ RSA. 

ȹŮɜ ůɡɛˊŮɟɘɚŬɛɓɎɜŮŰŬɘ ůŰŬ ˊɘůŰɞˊɞɘɖŰɘəɎ ˊɞɡ ɢɟɖůɘɛɞˊɞɘɞɨɜ əɚŮɘŭɘɎ ECDSA. 
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ɄɘůŰɞˊɞɘɖŰɘəɧ OV 

ȺˊŬɚɐɗŮɡůɖɠ 

ŰŬɡŰɧŰɖŰŬɠ ɄŮɚɎŰɖ 

ɛŮ S/MIME (LCP) 

0.4.0.2042.1.3, 

1.3.6.1.4.1.26513.1.1.2.2.3 

ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: ɊɖűɘŬəɐ ɈˊɞɔɟŬűɐ, 

ȾɚŮɘŭɑ ȾɟɡˊŰɞɔɟɎűɖůɖɠ3 

ȸŮɚŰɘɤɛɏɜɖ ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: ȰɚŮɔɢɞɠ 

ŰŬɡŰɧŰɖŰŬɠ TLS ˊŮɚɎŰɖ Web (TLS Web 

Client Authentication), ɄɟɞůŰŬůɑŬ Email  

ȾŬɛɑŬ  

ɄɘůŰɞˊɞɘɖŰɘəɧ IV 

ȺˊŬɚɐɗŮɡůɖɠ 

ŰŬɡŰɧŰɖŰŬɠ ɄŮɚɎŰɖ 

ɛŮ S/MIME (NCP) 

0.4.0.2042.1.1, 

1.3.6.1.4.1.26513.1.1.2.3.1 

ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: ɊɖűɘŬəɐ ɈˊɞɔɟŬűɐ, 

ȾɚŮɘŭɑ ȾɟɡˊŰɞɔɟɎűɖůɖɠ3 

ȸŮɚŰɘɤɛɏɜɖ ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: ȰɚŮɔɢɞɠ 

ŰŬɡŰɧŰɖŰŬɠ TLS ˊŮɚɎŰɖ Web (TLS Web 

Client Authentication), ɄɟɞůŰŬůɑŬ Email, 

MS Document Signing, 

AuthenticDocumentsTrust, docSigning 

ȾŬɛɑŬ 

ɄɘůŰɞˊɞɘɖŰɘəɧ OV 

ȺˊŬɚɐɗŮɡůɖɠ 

ŰŬɡŰɧŰɖŰŬɠ ɄŮɚɎŰɖ 

ɛŮ S/MIME (NCP) 

0.4.0.2042.1.1, 

1.3.6.1.4.1.26513.1.1.2.2.1 

ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: ɊɖűɘŬəɐ ɈˊɞɔɟŬűɐ, 

ȾɚŮɘŭɑ ȾɟɡˊŰɞɔɟɎűɖůɖɠ3 

ȸŮɚŰɘɤɛɏɜɖ ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: ȰɚŮɔɢɞɠ 

ŰŬɡŰɧŰɖŰŬɠ TLS ˊŮɚɎŰɖ Web (TLS Web 

Client Authentication), ɄɟɞůŰŬůɑŬ Email, 

MS Document Signing, 

AuthenticDocumentsTrust, docSigning 

ȾŬɛɑŬ 

ɄɘůŰɞˊɞɘɖŰɘəɧ IV 

ȺˊŬɚɐɗŮɡůɖɠ 

ŰŬɡŰɧŰɖŰŬɠ ɄŮɚɎŰɖ 

(LCP) 

0.4.0.2042.1.3, 

1.3.6.1.4.1.26513.1.1.5.1.3 

ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: ɊɖűɘŬəɐ ɈˊɞɔɟŬűɐ 

ȸŮɚŰɘɤɛɏɜɖ ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: ȰɚŮɔɢɞɠ 

ŰŬɡŰɧŰɖŰŬɠ TLS ˊŮɚɎŰɖ Web (TLS Web 

Client Authentication) 

ȾŬɛɑŬ 

ɄɘůŰɞˊɞɘɖŰɘəɧ OV 

ȺˊŬɚɐɗŮɡůɖɠ 

ŰŬɡŰɧŰɖŰŬɠ ɄŮɚɎŰɖ 

(LCP) 

0.4.0.2042.1.3, 

1.3.6.1.4.1.26513.1.1.5.2.3 

ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: ɊɖűɘŬəɐ ɈˊɞɔɟŬűɐ 

ȸŮɚŰɘɤɛɏɜɖ ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: ȰɚŮɔɢɞɠ 

ŰŬɡŰɧŰɖŰŬɠ TLS ˊŮɚɎŰɖ Web (TLS Web 

Client Authentication) 

ȾŬɛɑŬ 
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ɄɘůŰɞˊɞɘɖŰɘəɧ IV 

ȺˊŬɚɐɗŮɡůɖɠ 

ŰŬɡŰɧŰɖŰŬɠ ɄŮɚɎŰɖ 

(NCP) 

0.4.0.2042.1.1, 

1.3.6.1.4.1.26513.1.1.5.1.1 

ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: ɊɖűɘŬəɐ ɈˊɞɔɟŬűɐ 

ȸŮɚŰɘɤɛɏɜɖ ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: ȰɚŮɔɢɞɠ 

ŰŬɡŰɧŰɖŰŬɠ TLS ˊŮɚɎŰɖ Web (TLS Web 

Client Authentication) 

ȾŬɛɑŬ 

ɄɘůŰɞˊɞɘɖŰɘəɧ OV 

ȺˊŬɚɐɗŮɡůɖɠ 

ŰŬɡŰɧŰɖŰŬɠ ɄŮɚɎŰɖ 

(NCP) 

0.4.0.2042.1.1, 

1.3.6.1.4.1.26513.1.1.5.2.1 

ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: ɊɖűɘŬəɐ ɈˊɞɔɟŬűɐ 

ȸŮɚŰɘɤɛɏɜɖ ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: ȰɚŮɔɢɞɠ 

ŰŬɡŰɧŰɖŰŬɠ TLS ˊŮɚɎŰɖ Web (TLS Web 

Client Authentication) 

ȾŬɛɑŬ 

ȺɔəŮəɟɘɛɏɜɞ 

ɄɘůŰɞˊɞɘɖŰɘəɧ ɔɘŬ 

ɄɟɞɖɔɛɏɜŮɠ 

ɖɚŮəŰɟɞɜɘəɏɠ 

ɡˊɞɔɟŬűɏɠ 

0.4.0.194112.1.0 (QCP-n) 

1.3.6.1.4.1.26513.1.1.4.1 

ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: Non Repudiation, 

ɊɖűɘŬəɐ ɈˊɞɔɟŬűɐ, ȾɚŮɘŭɑ 

ȾɟɡˊŰɞɔɟɎűɖůɖɠ3 (ŮˊɘŰɟɏˊŮŰŬɘ ɧŰŬɜ 

ůɡɜŭɡɎɕŮŰŬɘ ɛŮ S/MIME) 

ȸŮɚŰɘɤɛɏɜɖ ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: ȰɚŮɔɢɞɠ 

ŰŬɡŰɧŰɖŰŬɠ TLS ˊŮɚɎŰɖ Web (TLS Web 

Client Authentication),  MS Document 

Signing, AuthenticDocumentsTrust, 

docSigning, ɄɟɞůŰŬůɑŬ Email (ˊɟɞŬɘɟŮŰɘəɧ) 

QcStatements:  
id-etsi-qcs-QcCompliance, 

id-etsi-qcs-QcPDS, 

id-etsi-qct-esign, 

id-etsi-qcs-SemanticsId-

Natural(ˊɟɞŬɘɟŮŰɘəɧ) 

ȺɔəŮəɟɘɛɏɜɞ 

ɄɘůŰɞˊɞɘɖŰɘəɧ ɔɘŬ 

ȺɔəŮəɟɘɛɏɜŮɠ 

ɖɚŮəŰɟɞɜɘəɏɠ 

ɡˊɞɔɟŬűɏɠ 

0.4.0.194112.1.2 (QCP-n-

qscd) 

1.3.6.1.4.1.26513.1.1.4.2 

ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: Non Repudiation, Digital 

Signature 

ȸŮɚŰɘɤɛɏɜɖ ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: ȰɚŮɔɢɞɠ 

ŰŬɡŰɧŰɖŰŬɠ TLS ˊŮɚɎŰɖ Web (TLS Web 

Client Authentication), MS Document 

Signing, AuthenticDocumentsTrust, 

docSigning, ɄɟɞůŰŬůɑŬ Email (ˊɟɞŬɘɟŮŰɘəɧ) 

QcStatements:  
id-etsi-qcs-QcCompliance,  

id-etsi-qcs-QcSSCD, 

id-etsi-qcs-QcPDS,  

id-etsi-qct-esign,  

id-etsi-qcs-SemanticsId-Natural 

(ˊɟɞŬɘɟŮŰɘəɧ) 

SmartcardUser 

(ˊɟɞŬɘɟŮŰɘəɧ) 
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ȺɔəŮəɟɘɛɏɜɞ 

ɄɘůŰɞˊɞɘɖŰɘəɧ ɔɘŬ 

Ʉɟɞɖɔɛɏɜɖ 

ɖɚŮəŰɟɞɜɘəɐ 

ůűɟŬɔɑŭŬ 

0.4.0.194112.1.1 (QCP-l) 

1.3.6.1.4.1.26513.1.1.4.3 

ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: Non Repudiation, 

ɊɖűɘŬəɐ ɈˊɞɔɟŬűɐ, ȾɚŮɘŭɑ 

ȾɟɡˊŰɞɔɟɎűɖůɖɠ3 (ŮˊɘŰɟɏˊŮŰŬɘ ɧŰŬɜ 

ůɡɜŭɡɎɕŮŰŬɘ ɛŮ S/MIME) 

ȸŮɚŰɘɤɛɏɜɖ ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: ȰɚŮɔɢɞɠ 

ŰŬɡŰɧŰɖŰŬɠ TLS ˊŮɚɎŰɖ Web (TLS Web 

Client Authentication), MS Document 

Signing, AuthenticDocumentsTrust, 

docSigning, ɄɟɞůŰŬůɑŬ Email (ˊɟɞŬɘɟŮŰɘəɧ) 

QcStatements:  
id-etsi-qcs-QcCompliance,  

id-etsi-qcs-QcPDS,  

id-etsi-qct-eseal, 

id-etsi-qcs-SemanticsId-

Legal(ˊɟɞŬɘɟŮŰɘəɧ), 

id-etsi-psd2-qcStatement 

(ˊɟɞŬɘɟŮŰɘəɧ) 

ȺɔəŮəɟɘɛɏɜɞ 

ɄɘůŰɞˊɞɘɖŰɘəɧ ɔɘŬ 

ȺɔəŮəɟɘɛɏɜɖ 

ɖɚŮəŰɟɞɜɘəɐ 

ůűɟŬɔɑŭŬ 

0.4.0.194112.1.3 (QCP-l-qscd) 

1.3.6.1.4.1.26513.1.1.4.4 

ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: Non Repudiation, Digital 

Signature 

ȸŮɚŰɘɤɛɏɜɖ ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: ȰɚŮɔɢɞɠ 

ŰŬɡŰɧŰɖŰŬɠ TLS ˊŮɚɎŰɖ Web (TLS Web 

Client Authentication), MS Document 

Signing, AuthenticDocumentsTrust, 

docSigning, ɄɟɞůŰŬůɑŬ Email (ˊɟɞŬɘɟŮŰɘəɧ) 

QcStatements:  
id-etsi-qcs-QcCompliance,  

id-etsi-qcs-QcSSCD, 

id-etsi-qcs-QcPDS,  

id-etsi-qct-eseal, 

id-etsi-qcs-SemanticsId-

Legal(ˊɟɞŬɘɟŮŰɘəɧ), 

id-etsi-psd2-qcStatement 

(ˊɟɞŬɘɟŮŰɘəɧ) 

ȺɔəŮəɟɘɛɏɜɞ 

ɄɘůŰɞˊɞɘɖŰɘəɧ ɔɘŬ 

Ʉɟɞɖɔɛɏɜɖ 

ɖɚŮəŰɟɞɜɘəɐ 

ůűɟŬɔɑŭŬ PSD2 

0.4.0.194112.1.1 (QCP-l) 

1.3.6.1.4.1.26513.1.1.4.5 

(QCP-l-psd2) 

ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: Non Repudiation, 

ɊɖűɘŬəɐ ɈˊɞɔɟŬűɐ, ȾɚŮɘŭɑ 

ȾɟɡˊŰɞɔɟɎűɖůɖɠ3 (ŮˊɘŰɟɏˊŮŰŬɘ ɧŰŬɜ 

ůɡɜŭɡɎɕŮŰŬɘ ɛŮ S/MIME) 

ȸŮɚŰɘɤɛɏɜɖ ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: ȰɚŮɔɢɞɠ 

ŰŬɡŰɧŰɖŰŬɠ TLS ˊŮɚɎŰɖ Web (TLS Web 

Client Authentication), MS Document 

Signing, AuthenticDocumentsTrust, 

docSigning, ɄɟɞůŰŬůɑŬ Email (ˊɟɞŬɘɟŮŰɘəɧ) 

QcStatements:  
id-etsi-qcs-QcCompliance,  

id-etsi-qcs-QcPDS,  

id-etsi-qct-eseal, 

id-etsi-qcs-SemanticsId-

Legal(ˊɟɞŬɘɟŮŰɘəɧ), 

id-etsi-psd2-qcStatement 
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ȺɔəŮəɟɘɛɏɜɞ 

ɄɘůŰɞˊɞɘɖŰɘəɧ ɔɘŬ 

ȺɔəŮəɟɘɛɏɜɖ 

ɖɚŮəŰɟɞɜɘəɐ 

ůűɟŬɔɑŭŬ PSD2 

0.4.0.194112.1.3 (QCP-l-qscd) 

1.3.6.1.4.1.26513.1.1.4.6 

(QCP-l-psd2-qscd) 

ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: Non Repudiation, Digital 

Signature 

ȸŮɚŰɘɤɛɏɜɖ ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: ȰɚŮɔɢɞɠ 

ŰŬɡŰɧŰɖŰŬɠ TLS ˊŮɚɎŰɖ Web (TLS Web 

Client Authentication), MS Document 

Signing, AuthenticDocumentsTrust, 

docSigning, ɄɟɞůŰŬůɑŬ Email (ˊɟɞŬɘɟŮŰɘəɧ) 

QcStatements:  
id-etsi-qcs-QcCompliance,  

id-etsi-qcs-QcSSCD, 

id-etsi-qcs-QcPDS,  

id-etsi-qct-eseal, 

id-etsi-qcs-SemanticsId-

Legal(ˊɟɞŬɘɟŮŰɘəɧ), 

id-etsi-psd2-qcStatement 

ȺɔəŮəɟɘɛɏɜɞ 

ɄɘůŰɞˊɞɘɖŰɘəɧ 

ȺˊŬɚɐɗŮɡůɖɠ 

ŰŬɡŰɧŰɖŰŬɠ Website 

ɔɘŬ ɁɞɛɘəɎ ɄɟɧůɤˊŬ 

(Organization 

Validation) 

0.4.0.194112.1.4 (QCP-w), 

2.23.140.1.1, 

1.3.6.1.4.1.26513.1.1.1.5 

ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: ɊɖűɘŬəɐ ɈˊɞɔɟŬűɐ, 

ȾɚŮɘŭɑ ȾɟɡˊŰɞɔɟɎűɖůɖɠ3 

ȸŮɚŰɘɤɛɏɜɖ ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: ȰɚŮɔɢɞɠ 

ŰŬɡŰɧŰɖŰŬɠ TLS ˊŮɚɎŰɖ Web (TLS Web 

Client Authentication), ȰɚŮɔɢɞɠ 

ŰŬɡŰɧŰɖŰŬɠ TLS ȺɝɡˊɖɟŮŰɖŰɐ Web (TLS 

Web Server Authentication) 

QcStatements:  
id-etsi-qcs-QcCompliance,  

id-etsi-qcs-QcPDS,  

id-etsi-qct-web, 

id-etsi-qcs-SemanticsId-

Legal(ˊɟɞŬɘɟŮŰɘəɧ) 

ȺɔəŮəɟɘɛɏɜɞ 

ɄɘůŰɞˊɞɘɖŰɘəɧ ɔɘŬ 

ȺˊŬɚɐɗŮɡůɖɠ 

ŰŬɡŰɧŰɖŰŬɠ Website 

ɔɘŬ ūɡůɘəɎ ɄɟɧůɤˊŬ 

0.4.0.194112.1.4 (QNCP-w-

IV),  

2.23.140.1.2.3, 

1.3.6.1.4.1.26513.1.1.1.8 

ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: ɊɖűɘŬəɐ ɈˊɞɔɟŬűɐ, 

ȾɚŮɘŭɑ ȾɟɡˊŰɞɔɟɎűɖůɖɠ3 

ȸŮɚŰɘɤɛɏɜɖ ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: ȰɚŮɔɢɞɠ 

ŰŬɡŰɧŰɖŰŬɠ TLS ˊŮɚɎŰɖ Web (TLS Web 

Client Authentication), ȰɚŮɔɢɞɠ 

ŰŬɡŰɧŰɖŰŬɠ TLS ȺɝɡˊɖɟŮŰɖŰɐ Web (TLS 

Web Server Authentication) 

QcStatements:  

id-etsi-qcs-QcCompliance,  

id-etsi-qcs-QcPDS,  

id-etsi-qct-web, 

id-etsi-qcs-SemanticsId-

Legal(optional) 

ȺɔəŮəɟɘɛɏɜɞ 

ɄɘůŰɞˊɞɘɖŰɘəɧ 

ȺˊŬɚɐɗŮɡůɖɠ 

ŰŬɡŰɧŰɖŰŬɠ Website 

ɔɘŬ ɁɞɛɘəɎ ɄɟɧůɤˊŬ 

(Extended 

Validation) 

0.4.0.194112.1.4 (QEVCP-w), 

2.23.140.1.1, 

1.3.6.1.4.1.26513.1.1.1.5 

ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: ɊɖűɘŬəɐ ɈˊɞɔɟŬűɐ, 

ȾɚŮɘŭɑ ȾɟɡˊŰɞɔɟɎűɖůɖɠ3 

ȸŮɚŰɘɤɛɏɜɖ ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: ȰɚŮɔɢɞɠ 

ŰŬɡŰɧŰɖŰŬɠ TLS ˊŮɚɎŰɖ Web (TLS Web 

Client Authentication), ȰɚŮɔɢɞɠ 

ŰŬɡŰɧŰɖŰŬɠ TLS ȺɝɡˊɖɟŮŰɖŰɐ Web (TLS 

Web Server Authentication) 

QcStatements:  

id-etsi-qcs-QcCompliance,  

id-etsi-qcs-QcPDS,  

id-etsi-qct-web, 

id-etsi-qcs-SemanticsId-

Legal(optional) 

cabfOrganizationIdentifier  

(ˊɟɞŬɘɟŮŰɘəɧ) 
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ȺɔəŮəɟɘɛɏɜɞ 

ɄɘůŰɞˊɞɘɖŰɘəɧ ɔɘŬ  

ȺˊŬɚɐɗŮɡůɖɠ 

ŰŬɡŰɧŰɖŰŬɠ Website 

PSD2 ŮəŰɧɠ Űɞɡ 

ˊɚŬɘůɑɞɡ Ůɜɧɠ 

ˊŮɟɘɖɔɖŰɐ 

0.4.0.19495.3.1 (QCP-w-

psd2), 0.4.0.194112.1.6 

(QNCP-w-gen), 

1.3.6.1.4.1.26513.1.1.1.9 

ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: ɊɖűɘŬəɐ ɈˊɞɔɟŬűɐ, 

ȾɚŮɘŭɑ ȾɟɡˊŰɞɔɟɎűɖůɖɠ3 

ȸŮɚŰɘɤɛɏɜɖ ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: ȰɚŮɔɢɞɠ 

ŰŬɡŰɧŰɖŰŬɠ TLS ˊŮɚɎŰɖ Web (TLS Web 

Client Authentication), ȰɚŮɔɢɞɠ 

ŰŬɡŰɧŰɖŰŬɠ TLS ȺɝɡˊɖɟŮŰɖŰɐ Web (TLS 

Web Server Authentication) 

QcStatements:  

id-etsi-qcs-QcCompliance,  

id-etsi-qcs-QcPDS,  

id-etsi-qct-web, 

id-etsi-qcs-SemanticsId-

Legal(optional), 

id-etsi-psd2-qcStatement 

ȺɔəŮəɟɘɛɏɜɞ 

ɄɘůŰɞˊɞɘɖŰɘəɧ ɔɘŬ  

ȺˊŬɚɐɗŮɡůɖɠ 

ŰŬɡŰɧŰɖŰŬɠ Website 

PSD2 

0.4.0.19495.3.1 (QCP-w-

psd2),  

2.23.140.1.1, 

1.3.6.1.4.1.26513.1.1.1.6 

ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: ɊɖűɘŬəɐ ɈˊɞɔɟŬűɐ, 

ȾɚŮɘŭɑ ȾɟɡˊŰɞɔɟɎűɖůɖɠ3 

 

ȸŮɚŰɘɤɛɏɜɖ ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: ȰɚŮɔɢɞɠ 

ŰŬɡŰɧŰɖŰŬɠ TLS ˊŮɚɎŰɖ Web (TLS Web 

Client Authentication), ȰɚŮɔɢɞɠ 

ŰŬɡŰɧŰɖŰŬɠ TLS ȺɝɡˊɖɟŮŰɖŰɐ Web (TLS 

Web Server Authentication) 

QcStatements:  
id-etsi-qcs-QcCompliance,  

id-etsi-qcs-QcPDS,  

id-etsi-qct-web, 

id-etsi-qcs-SemanticsId-

Legal(ˊɟɞŬɘɟŮŰɘəɧ), 

id-etsi-psd2-qcStatement 

ɉɟɞɜɞůɐɛŬɜůɖ 
0.4.0.2023.1.1(BTSP),  

1.3.6.1.4.1.26513.1.1.6.1 

ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: ɊɖűɘŬəɐ ɈˊɞɔɟŬűɐ 

ȸŮɚŰɘɤɛɏɜɖ ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: 

ɉɟɞɜɞůɐɛŬɜůɖ 

ȾŬɛɑŬ 

ɉɟɞɜɞůɐɛŬɜůɖ ɔɘŬ 

ɈˊɞɔɟŬűɐ ȾɩŭɘəŬ 

2.23.140.1.4.2, 

1.3.6.1.4.1.26513.1.1.6.3 

ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: ɊɖűɘŬəɐ ɈˊɞɔɟŬűɐ 

ȸŮɚŰɘɤɛɏɜɖ ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: 

ɉɟɞɜɞůɐɛŬɜůɖ 

ȾŬɛɑŬ 

ȺɔəŮəɟɘɛɏɜɖ 

ɉɟɞɜɞůɐɛŬɜůɖ 

0.4.0.2023.1.1(BTSP), 

1.3.6.1.4.1.26513.1.1.6.2 

ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: Non Repudiation, Digital 

Signature 

ȸŮɚŰɘɤɛɏɜɖ ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: 

ɉɟɞɜɞůɐɛŬɜůɖ 

QcStatements:  
id-etsi-qcs-QcCompliance, 

id-etsi-qcs-QcPDS 
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ɄɘůŰɞˊɞɘɖŰɘəɧ 

ɈˊɞɔɟŬűɐɠ ȾɩŭɘəŬ 

IV ůŮ ŬůűŬɚɐ 

ȹɘɎŰŬɝɖ ȹɖɛɘɞɡɟɔɑŬɠ 

ɈˊɞɔɟŬűɐɠ 

0.4.0.2042.1.2 (NCP+), 

2.23.140.1.4.1, 

1.3.6.1.4.1.26513.1.3.2.2 

ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: ɊɖűɘŬəɐ ɈˊɞɔɟŬűɐ 

ȸŮɚŰɘɤɛɏɜɖ ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: 

ɈˊɞɔɟŬűɐ ȾɩŭɘəŬ, Lifetime Signing 

(ˊɟɞŬɘɟŮŰɘəɧ) 

ȾŬɛɑŬ 

ɄɘůŰɞˊɞɘɖŰɘəɧ 

ɈˊɞɔɟŬűɐɠ ȾɩŭɘəŬ 

OV ůŮ ŬůűŬɚɐ 

ȹɘɎŰŬɝɖ ȹɖɛɘɞɡɟɔɑŬɠ 

ɈˊɞɔɟŬűɐɠ 

0.4.0.2042.1.2 (NCP+), 

2.23.140.1.4.1, 

1.3.6.1.4.1.26513.1.3.1.2 

ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: ɊɖűɘŬəɐ ɈˊɞɔɟŬűɐ 

ȸŮɚŰɘɤɛɏɜɖ ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: 

ɈˊɞɔɟŬűɐ ȾɩŭɘəŬ, Lifetime Signing 

(ˊɟɞŬɘɟŮŰɘəɧ) 

ȾŬɛɑŬ 

ɄɘůŰɞˊɞɘɖŰɘəɧ 

ɈˊɞɔɟŬűɐɠ ȾɩŭɘəŬ 

EV 

0.4.0.2042.1.2 (NCP+), 

2.23.140.1.3, 

1.3.6.1.4.1.26513.1.3.3 

ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: ɊɖűɘŬəɐ ɈˊɞɔɟŬűɐ 

ȸŮɚŰɘɤɛɏɜɖ ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: 

ɈˊɞɔɟŬűɐ ȾɩŭɘəŬ, Lifetime Signing 

(ˊɟɞŬɘɟŮŰɘəɧ) 

ȾŬɛɑŬ 

ɄɘůŰɞˊɞɘɖŰɘəɧ DV 

SSL/TLS  

0.4.0.2042.1.6 (DVCP), 

2.23.140.1.2.1, 

1.3.6.1.4.1.26513.1.1.1.1 

ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: ɊɖűɘŬəɐ ɈˊɞɔɟŬűɐ, 

ȾɚŮɘŭɑ ȾɟɡˊŰɞɔɟɎűɖůɖɠ3 

ȸŮɚŰɘɤɛɏɜɖ ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: 

ȰɚŮɔɢɞɠ ŰŬɡŰɧŰɖŰŬɠ TLS ˊŮɚɎŰɖ Web 

(TLS Web Client Authentication), ȰɚŮɔɢɞɠ 

ŰŬɡŰɧŰɖŰŬɠ TLS ȺɝɡˊɖɟŮŰɖŰɐ Web (TLS 

Web Server Authentication) 

ȾŬɛɑŬ 

ɄɘůŰɞˊɞɘɖŰɘəɧ OV 

SSL/TLS  

0.4.0.2042.1.7 (OVCP), 

2.23.140.1.2.2, 

1.3.6.1.4.1.26513.1.1.1.2 

ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: ɊɖűɘŬəɐ ɈˊɞɔɟŬűɐ, 

ȾɚŮɘŭɑ ȾɟɡˊŰɞɔɟɎűɖůɖɠ3 

ȸŮɚŰɘɤɛɏɜɖ ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: 

ȰɚŮɔɢɞɠ ŰŬɡŰɧŰɖŰŬɠ TLS ˊŮɚɎŰɖ Web 

(TLS Web Client Authentication), ȰɚŮɔɢɞɠ 

ŰŬɡŰɧŰɖŰŬɠ TLS ȺɝɡˊɖɟŮŰɖŰɐ Web (TLS 

Web Server Authentication) 

ȾŬɛɑŬ 
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ɄɘůŰɞˊɞɘɖŰɘəɧ IV 

SSL/TLS 

0.4.0.2042.1.8 (IVCP), 

2.23.140.1.2.3, 

1.3.6.1.4.1.26513.1.1.1.3 

ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: ɊɖűɘŬəɐ ɈˊɞɔɟŬűɐ, 

ȾɚŮɘŭɑ ȾɟɡˊŰɞɔɟɎűɖůɖɠ3 

ȸŮɚŰɘɤɛɏɜɖ ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: 

ȰɚŮɔɢɞɠ ŰŬɡŰɧŰɖŰŬɠ TLS ˊŮɚɎŰɖ Web 

(TLS Web Client Authentication), ȰɚŮɔɢɞɠ 

ŰŬɡŰɧŰɖŰŬɠ TLS ȺɝɡˊɖɟŮŰɖŰɐ Web (TLS 

Web Server Authentication) 

ȾŬɛɑŬ 

ɄɘůŰɞˊɞɘɖŰɘəɧ EV 

SSL/TLS  

0.4.0.2042.1.4 (EVCP),  

2.23.140.1.1, 

1.3.6.1.4.1.26513.1.1.1.4 

ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: ɊɖűɘŬəɐ ɈˊɞɔɟŬűɐ, 

ȾɚŮɘŭɑ ȾɟɡˊŰɞɔɟɎűɖůɖɠ3 

ȸŮɚŰɘɤɛɏɜɖ ɉɟɐůɖ ȾɚŮɘŭɘɞɨ: 

ȰɚŮɔɢɞɠ ŰŬɡŰɧŰɖŰŬɠ TLS ˊŮɚɎŰɖ Web 

(TLS Web Client Authentication), ȰɚŮɔɢɞɠ 

ŰŬɡŰɧŰɖŰŬɠ TLS ȺɝɡˊɖɟŮŰɖŰɐ Web (TLS 

Web Server Authentication) 

ȾŬɛɑŬ 
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12 ɄȷɅȷɅɇȼɀȷ ũ (ȽŮɟŬɟɢɑŬ Űɖɠ HARICA) 
HARICA ñUnconstrainedò əŬɘ ñTechnically Constrainedò Subordinate CAs, 

ůɨɛűɤɜŬ ɛŮ Űɖɜ ŮɜɧŰɖŰŬ 7.1.5 ŮɑɜŬɘ ŭɘŬɗɏůɘɛŮɠ ůŰɞ https://repo.harica.gr. 

13 ɄȷɅȷɅɇȼɀȷ ȹ ñCAA Contact Tagò 
 

Ƀɘ ˊŬɟŬəɎŰɤ ɛɏɗɞŭɞɘ ŮˊɘŰɟɏˊɞɡɜ ůŰɞɡɠ əŬŰɧɢɞɡɠ ɉɩɟɤɜ ɃɜɞɛɎŰɤɜ ɜŬ ŭɖɛɞůɘŮɨɞɡɜ 

ůŰɞɘɢŮɑŬ ŮˊɘəɞɘɜɤɜɑŬɠ ůŰɞ DNS ɔɘŬ Űɞɡɠ ůəɞˊɞɨɠ ŮˊŬɚɐɗŮɡůɖɠ Ůɚɏɔɢɞɡ ɉɩɟɞɡ 

ɃɜɞɛɎŰɤɜ. 

13.1 ɀɏɗɞŭɞɘ CAA 

13.1.1 ȽŭɘɧŰɖŰŬ CAA contactemail  

 

ɆɈɁɇȷɂȼ: contactemail <rfc6532emailaddress> 

 

ȼ ɘŭɘɧŰɖŰŬ CAA contactemail ŭɏɢŮŰŬɘ ɤɠ ˊŬɟɎɛŮŰɟɞ ɛɘŬ ŭɘŮɨɗɡɜůɖ email. Ƀɚɧəɚɖɟɖ 

ɖ Űɘɛɐ Űɖɠ ˊŬɟŬɛɏŰɟɞɡ ɗŬ ŮɑɜŬɘ ɛɘŬ ɏɔəɡɟɖ ŭɘŮɨɗɡɜůɖ ɖɚŮəŰɟɞɜɘəɞɨ ŰŬɢɡŭɟɞɛŮɑɞɡ 

ɧˊɤɠ ɞɟɑɕŮŰŬɘ ůŰɖɜ ŮɜɧŰɖŰŬ 3.2 Űɞɡ RFC 6532, ɢɤɟɑɠ Ůˊɘˊɚɏɞɜ ˊɟɞůɗɐəŮɠ ɐ ŭɞɛɘəɎ 

ůŰɞɘɢŮɑŬ, ŭɘŬűɞɟŮŰɘəɎ ŭŮɜ ɛˊɞɟŮɑ ɜŬ ɢɟɖůɘɛɞˊɞɘɖɗŮɑ. 

 

ȷəɞɚɞɡɗŮɑ ɏɜŬ ˊŬɟɎŭŮɘɔɛŬ ɧˊɞɡ ɞ əɎŰɞɢɞɠ Űɞɡ ɃɜɧɛŬŰɞɠ ɉɩɟɞɡ ɧɟɘůŮ ůŰɞɘɢŮɑŬ 

ŮˊɘəɞɘɜɤɜɑŬɠ ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ ɛɑŬ ŭɘŮɨɗɡɜůɖ email. 

 
$ORIGIN example.com.  

 

CAA 0 contactemail  " domainowner@example.com"  

 

ȼ ɘŭɘɧŰɖŰŬ contactemail ɀɄɃɅȺȽ ɜŬ ŮɑɜŬɘ əɟɑůɘɛɖ, Ŭɜ ɞ əɎŰɞɢɞɠ Űɞɡ ɃɜɧɛŬŰɞɠ 

ɉɩɟɞɡ ŭŮɜ ɗɏɚŮɘ ɜŬ ŮəŭɑŭɞɜŰŬɘ ɄɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ ŬɡŰɧ Űɞ ȳɜɞɛŬ ɉɩɟɞɡ Ŭˊɧ ȷɟɢɏɠ 

ɄɘůŰɞˊɞɑɖůɖɠ ˊɞɡ ŭŮɜ ɔɜɤɟɑɕɞɡɜ ˊɩɠ ɜŬ ŮɟɛɖɜŮɨůɞɡɜ Űɞ ůɡɔəŮəɟɘɛɏɜɞ ˊŮŭɑɞ. 

13.1.2 ȽŭɘɧŰɖŰŬ CAA contactphone  

 

ɆɈɁɇȷɂȼ: contactphone <rfc3966 Global Number> 

 

ȼ ɘŭɘɧŰɖŰŬ CAA contactphone ŭɏɢŮŰŬɘ ɤɠ ˊŬɟɎɛŮŰɟɞ ɏɜŬ ŰɖɚŮűɤɜɘəɧ Ŭɟɘɗɛɧ. 

Ƀɚɧəɚɖɟɖ ɖ Űɘɛɐ Űɖɠ ́ ŬɟŬɛɏŰɟɞɡ ɗŬ ŮɑɜŬɘ ɏɜŬ ɏɔəɡɟɞ ñGlobal Numberò ɧˊɤɠ ɞɟɑɕŮŰŬɘ 

ůŰɖɜ ŮɜɧŰɖŰŬ 5.1.4 Űɞɡ RFC 3966, ŭɘŬűɞɟŮŰɘəɎ ŭŮɜ ɛˊɞɟŮɑ ɜŬ ɢɟɖůɘɛɞˊɞɘɖɗŮɑ.  ɇŬ 

ñGlobal Numbersò ɗŬ ɝŮəɘɜɞɨɜ ɛŮ Űɞ ůɨɛɓɞɚɞ + əŬɘ Űɞɜ əɤŭɘəɧ ɢɩɟŬɠ əŬɘ ŮɜŭɏɢŮŰŬɘ 

ɜŬ ˊŮɟɘɏɢɞɡɜ ɢŬɟŬəŰɐɟŮɠ ɔɘŬ ɞˊŰɘəɧ ŭɘŬɢɤɟɘůɛɧ.  

 

ȷəɞɚɞɡɗŮɑ ɏɜŬ ˊŬɟɎŭŮɘɔɛŬ ɧˊɞɡ ɞ əɎŰɞɢɞɠ Űɞɡ ɃɜɧɛŬŰɞɠ ɉɩɟɞɡ ɧɟɘůŮ ůŰɞɘɢŮɑŬ 

ŮˊɘəɞɘɜɤɜɑŬɠ ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ ɏɜŬɜ Ŭɟɘɗɛɧ ŰɖɚŮűɩɜɞɡ. 

https://repo.harica.gr/
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$ORIGIN example.com.  

 

CAA 0 contactphone "+1 (555) 123 - 4567"  

 

ȼ ɘŭɘɧŰɖŰŬ contactphone ɀɄɃɅȺȽ ɜŬ ŮɑɜŬɘ əɟɑůɘɛɖ, Ŭɜ ɞ əɎŰɞɢɞɠ Űɞɡ ɃɜɧɛŬŰɞɠ 

ɉɩɟɞɡ ŭŮɜ ɗɏɚŮɘ ɜŬ ŮəŭɑŭɞɜŰŬɘ ɄɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ ŬɡŰɧ Űɞ ȳɜɞɛŬ ɉɩɟɞɡ Ŭˊɧ ȷɟɢɏɠ 

ɄɘůŰɞˊɞɑɖůɖɠ ˊɞɡ ŭŮɜ ɔɜɤɟɑɕɞɡɜ ˊɩɠ ɜŬ ŮɟɛɖɜŮɨůɞɡɜ Űɞ ůɡɔəŮəɟɘɛɏɜɞ ˊŮŭɑɞ. 

13.2 ɀɏɗɞŭɞɠ DNS TXT 

13.2.1 Email  ȺˊŬűɐɠ ȺɔɔɟŬűɐɠ DNS TXT 

 

ȼ ŮɔɔɟŬűɐ DNS TXT ɗŬ ŮɘůŬɢɗŮɑ ůŰɞ subdomain "_ validation -

contactemail "  Űɞɡ ɃɜɧɛŬŰɞɠ ɉɩɟɞɡ  Űɞɡ ɞˊɞɑɞɡ ŮɚɏɔɢŮŰŬɘ ɖ ŮɔəɡɟɧŰɖŰŬ. ȼ 

ˊɚɐɟɖɠ Űɘɛɐ RDATA ɔɘŬ Űɖ ůɡɔəŮəɟɘɛɏɜɖ ŮɔɔɟŬűɐ TXT ɗŬ ŮɑɜŬɘ ɛɘŬ ɏɔəɡɟɖ 

ŭɘŮɨɗɡɜůɖ ɖɚŮəŰɟɞɜɘəɞɨ ŰŬɢɡŭɟɞɛŮɑɞɡ ɧˊɤɠ ɞɟɑɕŮŰŬɘ ůŰɖɜ  ŮɜɧŰɖŰŬ 3.2 Űɞɡ RFC 6532, 

ɢɤɟɑɠ Ůˊɘˊɚɏɞɜ ˊɟɞůɗɐəŮɠ ɐ ŭɞɛɘəɎ ůŰɞɘɢŮɑŬ, ŭɘŬűɞɟŮŰɘəɎ ŭŮɜ ɛˊɞɟŮɑ ɜŬ 

ɢɟɖůɘɛɞˊɞɘɖɗŮɑ. 

 

13.2.2 ɇɖɚɏűɤɜɞ ȺˊŬűɐɠ ȺɔɔɟŬűɐɠ DNS TXT  

 

ȼ ŮɔɔɟŬűɐ DNS TXT ɗŬ ŮɘůŬɢɗŮɑ ůŰɞ subdomain "_ validation -

contactemail "  Űɞɡ ɃɜɧɛŬŰɞɠ ɉɩɟɞɡ  Űɞɡ ɞˊɞɑɞɡ ŮɚɏɔɢŮŰŬɘ ɖ ŮɔəɡɟɧŰɖŰŬ. ȼ 

ˊɚɐɟɖɠ Űɘɛɐ RDATA ɔɘŬ Űɖ ůɡɔəŮəɟɘɛɏɜɖ ŮɔɔɟŬűɐ TXT ɗŬ ŮɑɜŬɘ ɏɜŬɠ ɏɔəɡɟɞɠ 

ɄŬɔəɧůɛɘɞɠ ȷɟɘɗɛɧɠ ŰɖɚŮűɩɜɞɡ ɧˊɤɠ ɞɟɑɕŮŰŬɘ ůŰɖɜ  ŮɜɧŰɖŰŬ 5.1.4 Űɞɡ RFC 6532, 

ŭɘŬűɞɟŮŰɘəɎ ŭŮɜ ɛˊɞɟŮɑ ɜŬ ɢɟɖůɘɛɞˊɞɘɖɗŮɑ. 
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14 ɄȷɅȷɅɇȼɀȷ Ⱥ Ȱəŭɞůɖ ɄɘůŰɞˊɞɘɖŰɘəɩɜ ɔɘŬ .Onion 
Domain Names 

 

ɇɞ ˊŬɟɎɟŰɖɛŬ ŬɡŰɧ ɞɟɑɕŮɘ ŬˊɞŭŮəŰɏɠ ŭɘŬŭɘəŬůɑŮɠ ŮˊŬɚɐɗŮɡůɖɠ ɔɘŬ ɜŬ ŮɑɜŬɘ ŮűɘəŰɐ ɖ 

ŮɘůŬɔɤɔɐ Ůɜɧɠ ɐ ˊŮɟɘůůɞŰɏɟɤɜ Onion Domain Names. 

 

1. ɇɞ Domain Name ɗŬ ˊŮɟɘɏɢŮɘ ŰɞɡɚɎɢɘůŰɞɜ ŭɨɞ ɞɜɧɛŬŰŬ/ŮŰɘəɏŰŮɠ (labels) ɧˊɞɡ 

Űɞ ˊɘɞ ŭŮɝɑ ɧɜɞɛŬ ɏɢŮɘ Űɖɜ Űɘɛɐ "onion", əŬɘ Űɞ ɧɜɞɛŬ/ŮŰɘəɏŰŬ Ŭɛɏůɤɠ 

ˊɟɞɖɔɞɡɛɏɜɤɠ ŮɑɜŬɘ ɏɜŬ ɏɔəɡɟɞ Version 3 Onion Address, ɧˊɤɠ ɞɟɑɕŮŰŬɘ ůŰɖɜ 

ŮɜɧŰɖŰŬ 6 Űɞɡ Tor Rendezvous Specification - Version 3 ˊɞɡ ɓɟɑůəŮŰŬɘ ůŰɖ 

ŭɘŮɨɗɡɜůɖ https://spec.torproject.org/rend-spec-v3. 

2. ȼ HARICA ɗŬ ŮˊŬɚɖɗŮɨůŮɘ ɧŰɘ ɞ ȷɘŰɞɨɛŮɜɞɠ ŮɚɏɔɢŮɘ Űɞ Onion Domain 

Name ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ ŰɞɡɚɎɢɘůŰɞɜ ɛɘŬ Ŭˊɧ Űɘɠ ɛŮɗɧŭɞɡɠ ˊɞɡ Ŭəɞɚɞɡɗɞɨɜ: 

a. ɢɟɖůɘɛɞˊɞɘɩɜŰŬɠ Űɖɜ ɛɏɗɞŭɞ Ůɚɏɔɢɞɡ Domain 3.2.2.4.18 ɐ 3.2.2.4.19. 

ȳŰŬɜ ŬɡŰɏɠ ɞɘ ɛɏɗɞŭɞɘ ɢɟɖůɘɛɞˊɞɘɞɨɜŰŬɘ ɔɘŬ Űɖɜ ŮˊŬɚɐɗŮɡůɖ Űɞɡ 

Ůɚɏɔɢɞɡ Űɞɡ ȷɘŰɞɨɛŮɜɞɡ ůŰɖɜ ɡˊɖɟŮůɑŬ .onion, ɖ HARICA Ūȷ 

ɢɟɖůɘɛɞˊɞɘɐůŮɘ Űɞ ˊɟɤŰɧəɞɚɚɞ Tor ɔɘŬ ɜŬ ŭɖɛɘɞɡɟɔɐůŮɘ ɛɘŬ ůɨɜŭŮůɖ 

ɛŮ Űɖɜ əɟɡűɐ ɡˊɖɟŮůɑŬ .onion. ȼ HARICA ŭŮ ɗŬ ŬɜŬɗɏŰŮɘ ɐ ɗŬ 

ɓŬůɑɕŮŰŬɘ ůŮ ŰɟɑŰɞ ɛɏɟɞɠ ɔɘŬ Űɖ ŭɖɛɘɞɡɟɔɑŬ Űɖɠ ůɨɜŭŮůɖɠ, ɧˊɤɠ ɛŮ Űɖ 

ɢɟɐůɖ Űɞɡ Tor2Web, ɐ 

b. ɕɖŰɩɜŰŬɠ Ŭˊɧ Űɞɜ ȷɘŰɞɨɛŮɜɞ ɜŬ ŬˊɞůŰŮɑɚŮɘ ɏɜŬ ȷɑŰɖɛŬ 

ɄɘůŰɞˊɞɘɖŰɘəɞɨ (CSR) ˊɞɡ ɗŬ ŮɑɜŬɘ ɡˊɞɔŮɔɟŬɛɛɏɜɞ ɛŮ Űɞ ɘŭɘɤŰɘəɧ 

əɚŮɘŭɑ ˊɞɡ ŬɜŰɘůŰɞɘɢŮɑ ůŰɞ .onion service, Ŭɜ Űɞ ŰɛɐɛŬ Attributes Űɞɡ 

certificationRequestInfo  ˊŮɟɘɏɢŮɘ: 

i. ȰɜŬ attribute caSigningNonce  ˊɞɡ ˊŮɟɘɏɢŮɘ ɛɘŬ ɇɡɢŬɑŬ ɇɘɛɐ 

ˊɞɡ ɏɢŮɘ ŭɖɛɘɞɡɟɔɐůŮɘ ɖ HARICA əŬɘ  

ii. ȰɜŬ attribute applicantSigningNonce  ˊɞɡ ˊŮɟɘɏɢŮɘ ɛɘŬ 

ɛɞɜŬŭɘəɐ Űɘɛɐ. ȼ HARICA ɗŬ ˊɟɞŰŮɑɜŮɘ ůŰɞɡɠ ȷɘŰɞɨɛŮɜɞɡɠ 

ɧŰɘ ɖ Űɘɛɐ applicantSigningNonce  ůɡůŰɐɜŮŰŬɘ ɜŬ ˊŮɟɘɏɢŮɘ 

ŰɞɡɚɎɢɘůŰɞɜ 64 bits ŮɜŰɟɞˊɑŬɠ. 

 

ɇŬ signing nonce attributes ɏɢɞɡɜ Űɖɜ Ŭəɧɚɞɡɗɖ ŭɞɛɐ: 

 
ASN.1 

cabf OBJECT IDENTIFIER ::= { joint - iso - itu - t(2) 

international - organizations(23) ca - browser - forum(140) }  

 

caSigningNonce ATTRIBUTE ::= {  

 

| WITH SYNTAX | OCTET STRING |  

| ---  | ---  |  

| EQUALITY MATCHING RULE | octetStringMatch |  

| SINGLE VALUE | TRUE |  

| ID | { cabf - caSigningNonce } |  

 

}  

 

cabf - caSigningNonce OBJECT IDENTIFIER ::= { cabf 41 }  

 

applicantSigningNonce ATTRIBUTE ::= {  

 

https://spec.torproject.org/rend-spec-v3
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| WITH SYNTAX | OCTET STRING |  

| ---  | ---  |  

| EQUALITY MATCHING RULE | octetStringMatch |  

| SINGLE VALUE | TRUE |  

| ID | { cabf - applicantSigningNonce } |  

 

}  

 

cabf - applicantSigningNonce OBJECT IDENTIFIER ::= { cabf 42 

}  

 

 

ȷɡŰɐ ɖ ɛɏɗɞŭɞɠ ŮɑɜŬɘ əŬŰɎɚɚɖɚɖ ɔɘŬ Űɞɜ ɏɚŮɔɢɞ ŮɔəɡɟɧŰɖŰŬɠ 

ɃɜɞɛɎŰɤɜ ɉɩɟɞɡ Onion ɀˊŬɚŬɜŰɏɟ. 

ȼ ɇɡɢŬɑŬ ɇɘɛɐ ˊŬɟŬɛɏɜŮɘ ɏɔəɡɟɖ ɔɘŬ ɢɟɐůɖ ůŮ ɛɘŬ ŮˊɘɓŮɓŬɘɤŰɘəɐ 

ŬˊɎɜŰɖůɖ ɏɤɠ ŰɟɘɎɜŰŬ (30) ɖɛɏɟŮɠ Ŭˊɧ Űɖ ŭɖɛɘɞɡɟɔɑŬ Űɖɠ. 

ȼ HARICA ɛˊɞɟŮɑ ɜŬ ŮɘůɎɔŮɘ ɏɜŬɜ ɢŬɟŬəŰɐɟŬ ɛˊŬɚŬɜŰɏɟ ůŰɖɜ 

ŮˊɏəŰŬůɖ Subject Alternative Name əŬɘ ůŰɞ ˊŮŭɑɞ  Subject Common 

Name ɤɠ Űɞɜ ˊɘɞ ŬɟɘůŰŮɟɧ ɢŬɟŬəŰɐɟŬ ůŰɞ Onion Domain Name, 

Ůűɧůɞɜ ŮˊɘŰɟɏˊŮŰŬɘ ůɨɛűɤɜŬ ɛŮ Űɖɜ ŮɜɧŰɖŰŬ 3.2.2.6. 

 

3. ȳŰŬɜ Űɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ˊŮɟɘɚŬɛɓɎɜŮɘ ɏɜŬ Onion Domain Name, Űɞ Domain 

Name ŬɡŰɧ ŭŮɜ ɗŬ ɗŮɤɟŮɑŰŬɘ ɤɠ çȺůɤŰŮɟɘəɧ ȳɜɞɛŬè (Internal Name), 

Ůűɧůɞɜ Űɞ ɄɘůŰɞˊɞɘɖŰɘəɧ ŮəŭɧɗɖəŮ ůŮ ůɡɛűɤɜɑŬ ɛŮ ŰŬ ɞɟɘɕɧɛŮɜŬ ůŮ ŬɡŰɧ Űɞ 

ɄŬɟɎɟŰɖɛŬ. 

 

15 ɄȷɅȷɅɇȼɀȷ Ɇɇ ȷɜŬɔɜɤɟɘůŰɘəɎ ɄɞɚɘŰɘəɩɜ HARICA 
ɆŰɖɜ HARICA ɏɢŮɘ ŬɜŬŰŮɗŮɑ ɏɜŬɠ ˊɟɞůɤˊɘəɧɠ ŮŰŬɘɟɘəɧɠ Ŭɟɘɗɛɧɠ Ŭˊɧ Űɞɜ ɃɟɔŬɜɘůɛɧ 

IANA  ɛŮ ID 26513 https://oidref.com/1.3.6.1.4.1.26513. 

 

{iso(1) identified-organization(3) dod(6) internet(1) private(4) enterprise(1) 

26513(26513)} 

 

ȷəɞɚɞɡɗŮɑ ɖ ˊɚɐɟɖɠ ɚɑůŰŬɠ Űɤɜ OIDs ɄɞɚɘŰɘəɐɠ Űɖɠ HARICA ɔɘŬ əɎɗŮ Űɨˊɞ 

ˊɘůŰɞˊɞɘɖŰɘəɞɨ, ɧˊɞɡ ůɡɛˊŮɟɘɚŬɛɓɎɜŮŰŬɘ ɖ ůɡɛɓŬŰɧŰɖŰŬ ɛŮ ɎɚɚŮɠ ŮůɤŰŮɟɘəɏɠ 

ŬɜŬɔɜɤɟɘůɛɏɜŮɠ ˊɞɚɘŰɘəɏɠ OIDs ŭɘŬűɧɟɤɜ ˊɟɞŰɨˊɤɜ. 

 

OID ɄŮɟɘɔɟŬűɐ 

1
.3

.6
.1

.4
.1

.2
6

5
1

3 1 0     

ɄŬɟɞɢɐ ɈˊɖɟŮůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ  

ȾŮɜŰɟɘəɐ ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ / ȹɐɚɤůɖ 

ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ  

3 
 

  ɄɟɩŰɞ ɣɖűɑɞ Űɞɡ Ŭɟɘɗɛɞɨ ɏəŭɞůɖɠ Űɖɠ ȾŮɜŰɟɘəɐɠ 

ɄɞɚɘŰɘəɐɠ ɄɘůŰɞˊɞɑɖůɖɠ / ȹɐɚɤůɖɠ ȹɘŬŭɘəŬůɘɩɜ 

ɄɘůŰɞˊɞɑɖůɖɠ 

https://oidref.com/1.3.6.1.4.1.26513
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8 ȹŮɨŰŮɟɞ ɣɖűɑɞ Űɞɡ Ŭɟɘɗɛɞɨ ɏəŭɞůɖɠ Űɖɠ ȾŮɜŰɟɘəɐɠ 

ɄɞɚɘŰɘəɐɠ ɄɘůŰɞˊɞɑɖůɖɠ / ȹɐɚɤůɖɠ ȹɘŬŭɘəŬůɘɩɜ 

ɄɘůŰɞˊɞɑɖůɖɠ 

1   ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ / ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ 

ɄɘůŰɞˊɞɑɖůɖɠ ɔɘŬ ůɡɔəŮəɟɘɛɏɜɞ Ůɑŭɞɠ ˊɘůŰɞˊɞɘɖŰɘəɞɨ 

1 ȰɚŮɔɢɞɠ ɇŬɡŰɧŰɖŰŬɠ ŮɝɡˊɖɟŮŰɖŰɐ 

1   ȰɚŮɔɢɞɠ ŮɔəɡɟɧŰɖŰŬɠ Domain (DV) ůɡɛɓŬŰɧɠ ɛŮ: 

- CA/B Forum OID 2.23.140.1.2.1 

- ETSI EN 319 411-1 OID 0.4.0.2042.1.6 

2   ȰɚŮɔɢɞɠ ŮɔəɡɟɧŰɖŰŬɠ ɃɟɔŬɜɘůɛɞɨ (OV) ůɡɛɓŬŰɧɠ ɛŮ : 

- CA/B Forum OID 2.23.140.1.2.2 

- ETSI EN 319 411-1 OID 0.4.0.2042.1.7 

3   ȰɚŮɔɢɞɠ ŮɔəɡɟɧŰɖŰŬɠ ūɡůɘəɞɨ ˊɟɞůɩˊɞɡ (IV) 

ůɡɛɓŬŰɧɠ ɛŮ: 

- CA/B Forum OID 2.23.140.1.2.3 

- ETSI EN 319 411-1 OID 0.4.0.2042.1.8 

4   ȺəŰŮŰŬɛɏɜɞɠ ȰɚŮɔɢɞɠ ŮɔəɡɟɧŰɖŰŬɠ (EV) ůɡɛɓŬŰɧɠ ɛŮ: 

- CA/B Forum OID 2.23.140.1.1 

- ETSI EN 319 411-1 OID 0.4.0.2042.1.4 

5   ȺɔəŮəɟɘɛɏɜɞɠ ȰɚŮɔɢɞɠ ŰŬɡŰɧŰɖŰŬɠ ȽůŰɞɢɩɟɞɡ (QEVCP-

w) ůɡɛɓŬŰɧɠ ɛŮ: 

- CA/B Forum OID 2.23.140.1.1 

- ETSI EN 319 411-2 OID 0.4.0.194112.1.4 

- Regulation (EU) 910/2014 ɧˊɤɠ ŰɟɞˊɞˊɞɘɐɗɖəŮ Ŭˊɧ 

Űɞɜ ȾŬɜɞɜɘůɛɧ (EU) 1183/2024 

6   ȺɔəŮəɟɘɛɏɜɞɠ ȰɚŮɔɢɞɠ ŰŬɡŰɧŰɖŰŬɠ ȽůŰɞɢɩɟɞɡ  ɔɘŬ PSD2 

(QCP-w-psd2) ůɡɛɓŬŰɧɠ ɛŮ: 

- ETSI TS 119 495 OID 0.4.0.19495.3.1 

- Regulation (EU) 910/2014 ɧˊɤɠ ŰɟɞˊɞˊɞɘɐɗɖəŮ Ŭˊɧ 

Űɞɜ ȾŬɜɞɜɘůɛɧ (EU) 1183/2024 

- Directive (EU) 2015/2366  

 7  ȺɔəŮəɟɘɛɏɜɞɠ ȰɚŮɔɢɞɠ ŰŬɡŰɧŰɖŰŬɠ ȽůŰɞɢɩɟɞɡ  (QNCP-

w-OV) ůɡɛɓŬŰɧɠ ɛŮ: 

- CA/B Forum OID 2.23.140.1.2.2 

- ETSI EN 319 411-2 OID 0.4.0.194112.1.5 

- Regulation (EU) 910/2014 ɧˊɤɠ ŰɟɞˊɞˊɞɘɐɗɖəŮ Ŭˊɧ 

Űɞɜ ȾŬɜɞɜɘůɛɧ (EU) 1183/2024 

 8  ȺɔəŮəɟɘɛɏɜɞɠ ȰɚŮɔɢɞɠ ŰŬɡŰɧŰɖŰŬɠ ȽůŰɞɢɩɟɞɡ  (QNCP-

w-IV) ůɡɛɓŬŰɧɠ ɛŮ: 

- CA/B Forum OID 2.23.140.1.2.3 

- ETSI EN 319 411-2 OID 0.4.0.194112.1.5 

- Regulation (EU) 910/2014 ɧˊɤɠ ŰɟɞˊɞˊɞɘɐɗɖəŮ Ŭˊɧ 

Űɞɜ ȾŬɜɞɜɘůɛɧ (EU) 1183/2024 

 9  ȺɔəŮəɟɘɛɏɜɞɠ ȰɚŮɔɢɞɠ ŰŬɡŰɧŰɖŰŬɠ ȽůŰɞɢɩɟɞɡ  (QNCP-

w-gen) ůɡɛɓŬŰɧɠ ɛŮ: 

- ETSI EN 319 411-2 OID 0.4.0.194112.1.6 
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ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.8) 
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- Regulation (EU) 910/2014 ɧˊɤɠ ŰɟɞˊɞˊɞɘɐɗɖəŮ Ŭˊɧ 

Űɞɜ ȾŬɜɞɜɘůɛɧ (EU) 1183/2024 

2 ɈˊɞɔɟŬűɐ Email 

1   ȷˊɚɧɠ ȰɚŮɔɢɞɠ ŮɔəɡɟɧŰɖŰŬɠ Email (LCP) ůɡɛɓŬŰɧɠ ɛŮ: 

- ETSI EN 319 411-1 OID 0.4.0.2042.1.3 

 

1 

ȷˊɚɧɠ ȰɚŮɔɢɞɠ ŮɔəɡɟɧŰɖŰŬɠ Email (LCP) ůɡɛɓŬŰɧɠ ɛŮ  

- ETSI EN 319 411-1 OID 0.4.0.2042.1.3 əŬɘ  

- CA/B Forum OID 2.23.140.1.5.1.1 mailbox-validated 

(1) legacy (1) 

 

2 

ȷˊɚɧɠ ȰɚŮɔɢɞɠ ŮɔəɡɟɧŰɖŰŬɠ Email (LCP) ůɡɛɓŬŰɧɠ ɛŮ  

- ETSI EN 319 411-1 OID 0.4.0.2042.1.3 əŬɘ 

- CA/B Forum OID 2.23.140.1.5.1.2 mailbox-validated 

(1) multipurpose (2) 

 

3 

ȷˊɚɧɠ ȰɚŮɔɢɞɠ ŮɔəɡɟɧŰɖŰŬɠ Email (LCP) ůɡɛɓŬŰɧɠ ɛŮ  

- ETSI EN 319 411-1 OID 0.4.0.2042.1.3 əŬɘ 

- CA/B Forum OID 2.23.140.1.5.1.3 mailbox-validated 

(1) strict (3) 

2   ȰɚŮɔɢɞɠ ŮɔəɡɟɧŰɖŰŬɠ ɃɟɔŬɜɘůɛɞɨ (OV) 

  1 ȰɚŮɔɢɞɠ ŮɔəɡɟɧŰɖŰŬɠ ɃɟɔŬɜɘůɛɞɨ (OV-NCP) ůɡɛɓŬŰɧɠ 

ɛŮ: 

- ETSI EN 319 411-1 OID 0.4.0.2042.1.1 əŬɘ 

- CA/B Forum OID 2.23.140.1.5.2.1 organization-

validated (2) legacy (1) 

2 ȰɚŮɔɢɞɠ ŮɔəɡɟɧŰɖŰŬɠ ɃɟɔŬɜɘůɛɞɨ (OV-NCP+) 

ůɡɛɓŬŰɧɠ ɛŮ:  

- ETSI EN 319 411-1 0.4.0.2042.1.2 əŬɘ 

- CA/B Forum OID 2.23.140.1.5.2.1 organization-

validated (2) legacy (1) 

3 ȰɚŮɔɢɞɠ ŮɔəɡɟɧŰɖŰŬɠ ɃɟɔŬɜɘůɛɞɨ (OV-LCP) ůɡɛɓŬŰɧɠ 

ɛŮ: 

- ETSI EN 319 411-1 OID 0.4.0.2042.1.3 

 

4 

ȰɚŮɔɢɞɠ ŮɔəɡɟɧŰɖŰŬɠ ɃɟɔŬɜɘůɛɞɨ (OV-NCP) ůɡɛɓŬŰɧɠ 

ɛŮ:  

- ETSI EN 319 411-1 OID 0.4.0.2042.1.1 əŬɘ  

- CA/B Forum OID 2.23.140.1.5.2.2 organization-

validated (2) multipurpose (2) 

 

5 

ȰɚŮɔɢɞɠ ŮɔəɡɟɧŰɖŰŬɠ ɃɟɔŬɜɘůɛɞɨ (OV-NCP) ůɡɛɓŬŰɧɠ 

ɛŮ: 

- ETSI EN 319 411-1 OID 0.4.0.2042.1.1 əŬɘ  

- CA/B Forum OID 2.23.140.1.5.2.3 organization-

validated (2) strict (3) 

3   ȰɚŮɔɢɞɠ ŮɔəɡɟɧŰɖŰŬɠ ūɡůɘəɞɨ ˊɟɞůɩˊɞɡ (IV)  

  1 ȰɚŮɔɢɞɠ ŮɔəɡɟɧŰɖŰŬɠ ūɡůɘəɞɨ ˊɟɞůɩˊɞɡ (IV-NCP) 

ůɡɛɓŬŰɧɠ ɛŮ: 

- ETSI EN 319 411-1 OID 0.4.0.2042.1.1 əŬɘ 

- CA/B Forum OID 2.23.140.1.5.4.1 individual-validated 

(4) legacy (1) 
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2 ȰɚŮɔɢɞɠ ŮɔəɡɟɧŰɖŰŬɠ ūɡůɘəɞɨ ˊɟɞůɩˊɞɡ (IV-NCP+) 

ůɡɛɓŬŰɧɠ ɛŮ: 

- ETSI EN 319 411-1 0.4.0.2042.1.2 

3 ȰɚŮɔɢɞɠ ŮɔəɡɟɧŰɖŰŬɠ ūɡůɘəɞɨ ˊɟɞůɩˊɞɡ (IV-LCP) 

ůɡɛɓŬŰɧɠ ɛŮ: 

- ETSI EN 319 411-1 OID 0.4.0.2042.1.3 

 4  ȰɚŮɔɢɞɠ ŮɔəɡɟɧŰɖŰŬɠ ɛɏůɤ ůˊɧɜůɞɟŬ (SV) 

  1 ȰɚŮɔɢɞɠ ŮɔəɡɟɧŰɖŰŬɠ ɛɏůɤ ůˊɧɜůɞɟŬ (SV) (SV-LCP) 

ůɡɛɓŬŰɧ ɛŮ  

- ETSI EN 319 411-1 OID 0.4.0.2042.1.3 əŬɘ  

- CA/B Forum OID 2.23.140.1.5.3.1 sponsor-validated 

(3) legacy (1) 

  2 ȰɚŮɔɢɞɠ ŮɔəɡɟɧŰɖŰŬɠ ɛɏůɤ ůˊɧɜůɞɟŬ (SV) (SV-LCP) 

ůɡɛɓŬŰɧ ɛŮ 

- ETSI EN 319 411-1 OID 0.4.0.2042.1.3 əŬɘ  

- CA/B Forum OID 2.23.140.1.5.3.2 sponsor-validated 

(3) multipurpose (2) 

  3 ȰɚŮɔɢɞɠ ŮɔəɡɟɧŰɖŰŬɠ ɛɏůɤ ůˊɧɜůɞɟŬ (SV) (SV-LCP) 

ůɡɛɓŬŰɧ ɛŮ 

- ETSI EN 319 411-1 OID 0.4.0.2042.1.3 əŬɘ  

- CA/B Forum OID 2.23.140.1.5.3.3 sponsor-validated 

(3) strict (3) 

  4 ȰɚŮɔɢɞɠ ŮɔəɡɟɧŰɖŰŬɠ ɛɏůɤ ůˊɧɜůɞɟŬ (SV-NCP) 

ůɡɛɓŬŰɧ ɛŮ 

- ETSI EN 319 411-1 OID 0.4.0.2042.1.1 əŬɘ  

- CA/B Forum OID 2.23.140.1.5.3.1 sponsor-validated 

(3) legacy (1) 

  5 ȰɚŮɔɢɞɠ ŮɔəɡɟɧŰɖŰŬɠ ɛɏůɤ ůˊɧɜůɞɟŬ (SV-NCP) 

ůɡɛɓŬŰɧ ɛŮ 

- ETSI EN 319 411-1 OID 0.4.0.2042.1.1 əŬɘ  

- CA/B Forum OID 2.23.140.1.5.3.2 sponsor-validated 

(3) multipurpose (2) 

  6 ȰɚŮɔɢɞɠ ŮɔəɡɟɧŰɖŰŬɠ ɛɏůɤ ůˊɧɜůɞɟŬ (SV) (SV-NCP) 

ůɡɛɓŬŰɧ ɛŮ 

- ETSI EN 319 411-1 OID 0.4.0.2042.1.1 əŬɘ  

- CA/B Forum OID 2.23.140.1.5.3.3 sponsor-validated 

(3) strict (3) 

3 ɈˊɞɔɟŬűɐ ȾɩŭɘəŬ 

1   ȰɚŮɔɢɞɠ ŮɔəɡɟɧŰɖŰŬɠ ɃɟɔŬɜɘůɛɞɨ (OV) 

  1 ȰɚŮɔɢɞɠ ŮɔəɡɟɧŰɖŰŬɠ ɃɟɔŬɜɘůɛɞɨ (OV-NCP) ůɡɛɓŬŰɧɠ 

ɛŮ: 

- ȷˊŬɘŰɐůŮɘɠ CA/B Forum OID 2.23.140.1.4.1 

- ETSI EN 319 411-1 OID 0.4.0.2042.1.1 

2 ȰɚŮɔɢɞɠ ŮɔəɡɟɧŰɖŰŬɠ ɃɟɔŬɜɘůɛɞɨ (OV-NCP+) 

ůɡɛɓŬŰɧɠ ɛŮ: 

- ȷˊŬɘŰɐůŮɘɠ CA/B Forum OID 2.23.140.1.4.1 

- ETSI EN 319 411-1 OID 0.4.0.2042.1.2 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.8) 

ɆŮɚɑŭŬ 202 Ŭˊɧ 203  

2   ȰɚŮɔɢɞɠ ŮɔəɡɟɧŰɖŰŬɠ ūɡůɘəɞɨ ˊɟɞůɩˊɞɡ (IV)  

  1 ȰɚŮɔɢɞɠ ŮɔəɡɟɧŰɖŰŬɠ ūɡůɘəɞɨ ˊɟɞůɩˊɞɡ (IV-NCP) 

ůɡɛɓŬŰɧɠ ɛŮ: 

- ȷˊŬɘŰɐůŮɘɠ CA/B Forum OID 2.23.140.1.4.1 

- ETSI EN 319 411-1 OID 0.4.0.2042.1.1 

2 ȰɚŮɔɢɞɠ ŮɔəɡɟɧŰɖŰŬɠ ūɡůɘəɞɨ ˊɟɞůɩˊɞɡ (IV-NCP+) 

ůɡɛɓŬŰɧɠ ɛŮ: 

- ȷˊŬɘŰɐůŮɘɠ CA/B Forum OID 2.23.140.1.4.1 

- ETSI EN 319 411-1 OID 0.4.0.2042.1.2 

3   ȺəŰŮŰŬɛɏɜɞɠ ȰɚŮɔɢɞɠ ŮɔəɡɟɧŰɖŰŬɠ (EV) ůɡɛɓŬŰɧɠ ɛŮ:  

- ȷˊŬɘŰɐůŮɘɠ CA/B Forum ɈˊɞɔɟŬűɐɠ ȾɩŭɘəŬ EV OID 

2.23.140.1.3 

- ETSI EN 319 411-1 OID 0.4.0.2042.1.2 

4 ɈˊɞɔɟŬűɐ ŮɔɔɟɎűɞɡ 

1   ȺɔəŮəɟɘɛɏɜŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ ɄɟɞɖɔɛɏɜŮɠ 

ȼɚŮəŰɟɞɜɘəɏɠ ɈˊɞɔɟŬűɏɠ (QCP-n) ůɡɛɓŬŰɧ ɛŮ: 

- ETSI EN 319 411-2 OID 0.4.0.194112.1.0 

- Regulation (EU) 910/2014 ɧˊɤɠ ŰɟɞˊɞˊɞɘɐɗɖəŮ Ŭˊɧ 

Űɞɜ ȾŬɜɞɜɘůɛɧ (EU) 1183/2024 

2   ȺɔəŮəɟɘɛɏɜŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ ȺɔəŮəɟɘɛɏɜŮɠ 

ȼɚŮəŰɟɞɜɘəɏɠ ɈˊɞɔɟŬűɏɠ (QCP-n-qscd ) ůɡɛɓŬŰɧ ɛŮ: 

- ETSI EN 319 411-2 OID 0.4.0.194112.1.2 

- Regulation (EU) 910/2014 ɧˊɤɠ ŰɟɞˊɞˊɞɘɐɗɖəŮ Ŭˊɧ 

Űɞɜ ȾŬɜɞɜɘůɛɧ (EU) 1183/2024 

3   ȺɔəŮəɟɘɛɏɜŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ ɄɟɞɖɔɛɏɜŮɠ 

ȼɚŮəŰɟɞɜɘəɏɠ ɆűɟŬɔɑŭŮɠ (QCP-l) ůɡɛɓŬŰɧ ɛŮ: 

- ETSI EN 319 411-2 OID 0.4.0.194112.1.1 

- Regulation (EU) 910/2014 ɧˊɤɠ ŰɟɞˊɞˊɞɘɐɗɖəŮ Ŭˊɧ 

Űɞɜ ȾŬɜɞɜɘůɛɧ (EU) 1183/2024 

4   ȺɔəŮəɟɘɛɏɜŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ ȺɔəŮəɟɘɛɏɜŮɠ 

ȼɚŮəŰɟɞɜɘəɏɠ ɆűɟŬɔɑŭŮɠ (QCP-l-qscd ) ůɡɛɓŬŰɧ ɛŮ: 

- ETSI EN 319 411-2 OID 0.4.0.194112.1.3 

- Regulation (EU) 910/2014 ɧˊɤɠ ŰɟɞˊɞˊɞɘɐɗɖəŮ Ŭˊɧ 

Űɞɜ ȾŬɜɞɜɘůɛɧ (EU) 1183/2024 

 5  ȺɔəŮəɟɘɛɏɜŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ ɄɟɞɖɔɛɏɜŮɠ 

ȼɚŮəŰɟɞɜɘəɏɠ ɆűɟŬɔɑŭŮɠ PSD2 (QCP-l-psd2) ůɡɛɓŬŰɧ 

ɛŮ: 

- ETSI EN 319 411-2 OID 0.4.0.194112.1.1 

- Regulation (EU) 910/2014 ɧˊɤɠ ŰɟɞˊɞˊɞɘɐɗɖəŮ Ŭˊɧ 

Űɞɜ ȾŬɜɞɜɘůɛɧ (EU) 1183/2024 

- Directive (EU) 2015/2366 

 6  ȺɔəŮəɟɘɛɏɜŬ ɄɘůŰɞˊɞɘɖŰɘəɎ ɔɘŬ ȺɔəŮəɟɘɛɏɜŮɠ 

ȼɚŮəŰɟɞɜɘəɏɠ ɆűɟŬɔɑŭŮɠ PSD2 (QCP-l-psd2-qscd) 

ůɡɛɓŬŰɧ ɛŮ: 

- ETSI EN 319 411-2 OID 0.4.0.194112.1.3 

- Regulation (EU) 910/2014 ɧˊɤɠ ŰɟɞˊɞˊɞɘɐɗɖəŮ Ŭˊɧ 

Űɞɜ ȾŬɜɞɜɘůɛɧ (EU) 1183/2024 

- Directive (EU) 2015/2366 



Ɉˊɞŭɞɛɐ ȹɖɛɞůɑɞɡ ȾɚŮɘŭɘɞɨ Ⱥɚɚɖɜɘəɩɜ ȷəŬŭɖɛŬɥəɩɜ əŬɘ ȺɟŮɡɜɖŰɘəɩɜ ȽŭɟɡɛɎŰɤɜ - HARICA 

ɄɞɚɘŰɘəɐ ɄɘůŰɞˊɞɑɖůɖɠ əŬɘ ȹɐɚɤůɖ ȹɘŬŭɘəŬůɘɩɜ ɄɘůŰɞˊɞɑɖůɖɠ (Ȱəŭɞůɖ 4.8) 

ɆŮɚɑŭŬ 203 Ŭˊɧ 203  

5 

  

ȰɚŮɔɢɞɠ ŰŬɡŰɧŰɖŰŬɠ ɄŮɚɎŰɖ 

1   ȰɚŮɔɢɞɠ ŮɔəɡɟɧŰɖŰŬɠ ūɡůɘəɞɨ ˊɟɞůɩˊɞɡ (IV)  

  1 ȰɚŮɔɢɞɠ ŮɔəɡɟɧŰɖŰŬɠ ūɡůɘəɞɨ ˊɟɞůɩˊɞɡ (IV-NCP) 

ůɡɛɓŬŰɧɠ ɛŮ: 

- ETSI EN 319 411-1 OID 0.4.0.2042.1.1 

2 ȰɚŮɔɢɞɠ ŮɔəɡɟɧŰɖŰŬɠ ūɡůɘəɞɨ ˊɟɞůɩˊɞɡ (IV-NCP+) 

ůɡɛɓŬŰɧɠ ɛŮ: 

- ETSI EN 319 411-1 0.4.0.2042.1.2 

3 ȰɚŮɔɢɞɠ ŮɔəɡɟɧŰɖŰŬɠ ūɡůɘəɞɨ ˊɟɞůɩˊɞɡ (IV-LCP) 

ůɡɛɓŬŰɧɠ ɛŮ: 

- ETSI EN 319 411-1 OID 0.4.0.2042.1.3 

2   ȰɚŮɔɢɞɠ ŮɔəɡɟɧŰɖŰŬɠ ɃɟɔŬɜɘůɛɞɨ (OV)  
  1 ȰɚŮɔɢɞɠ ŮɔəɡɟɧŰɖŰŬɠ ɃɟɔŬɜɘůɛɞɨ (OV-NCP) ůɡɛɓŬŰɧɠ 

ɛŮ: 

- ETSI EN 319 411-1 OID 0.4.0.2042.1.1  
2 ȰɚŮɔɢɞɠ ŮɔəɡɟɧŰɖŰŬɠ ɃɟɔŬɜɘůɛɞɨ (OV-NCP+) 

ůɡɛɓŬŰɧɠ ɛŮ: 

- ETSI EN 319 411-1 OID 0.4.0.2042.1.2  
3 ȰɚŮɔɢɞɠ ŮɔəɡɟɧŰɖŰŬɠ ɃɟɔŬɜɘůɛɞɨ (OV-LCP) ůɡɛɓŬŰɧɠ 

ɛŮ: 

- ETSI EN 319 411-1 OID 0.4.0.2042.1.3 

   6 ɉɟɞɜɞůɐɛŬɜůɖ 

    1  ȷˊɚɐ ɉɟɞɜɞůɐɛŬɜůɖ (BTST) ůɡɛɓŬŰɐ ɛŮ: 

- ETSI EN 319 421 OID 0.4.0.2023.1.1 

    2  ȺɔəŮəɟɘɛɏɜɖ ɉɟɞɜɞůɐɛŬɜůɖ (QTST) ůɡɛɓŬŰɐ ɛŮ: 

- ETSI EN 319 421 OID 0.4.0.2023.1.1 

- Regulation (EU) 910/2014 ɧˊɤɠ ŰɟɞˊɞˊɞɘɐɗɖəŮ Ŭˊɧ 

Űɞɜ ȾŬɜɞɜɘůɛɧ (EU) 1183/2024 

   7 ɄɘůŰɞˊɞɘɖŰɘəɧ OCSP 

   8 Ⱥɝ ŬˊɞůŰɎůŮɤɠ ȺȹȹɈ 

 

 


