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requirements for Trust Service Providers issuing T8teamps

ETSI TS 119 495Electronic Signatures and Infrastructures (ESgtor Specific
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FIPS 1402, Federal Information Processing Standards PublicatioBecurity
Requirements For Cryptographic Modules, Information Technology Laboratory,
National Institute of Standards and Technology, May 25, 2001.

FIPS 1403, Federal Information Processing Standards Publicatio®ecurity
Requirements For Cryptographic Modules, Information Technology Laboratory,
National Institute of Standards and Technology, March 22, 2019.

FIPS 1865, Federal Information Processing Standards Publicatigigital Signature
Standard (DSS), Information Technology Laboratory, National Institute of Standards
and Technologyk-ebruary2023

ISO 211882018 Public key infrastructure for financial servidgeBractices and policy
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Applications, https://csrc.nist.gov/publications/nistpubs/S8R® SR800
89 _November2006.pdf

RFC2119, Request for Comments: 2119, Key words for use in RFCs to Indicate
Requirement LevelsS.Bradner, March 1997.

RFC3492, Request for Comments: 3492, Punycode: A Bootstring encoding of Unicode
for Internationalized Domain Names in Applications (IDNA). A. Costello. March 2003.

RFC3647, Request for Comments: 3647, Internet X.509 Public Key Infrastructure:
Certificate Policy and Certification Practices Framew&IChokhani, et al, November
2003.

RFC3912, Request for Comments: 3912, WHOIS Protocol Specification, Daigle,
September 2004.

RFC3986, Request for Comments: 3986, Uniform Resource Identifier (URI): Generic
Syntax. T. Bernertee, et alJanuary 2005.

RFC5019, Request for Comments: 5019, The Lightweight Online Certificate Status
Protocol (OCSP) Profile for Higi'olume Environments, A. Deacon, et al, September
2007.

RFC5280, Request for Comments: 5280, Internet X.509 Public Key Infrastructure:
Certificate and Certificate Revocation List (CRL) ProfileCooper et alMay 2008.

RFC5890, Request for Comments: 5890, Internationalized Domain Names for
Applications (IDNA): Definitions and Document Framework. J. Klensin. August 2010.
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RFC5952, Request for Comments: 5952, A Recommendation for IPv6 Address Text
Representation. S. Kawamura, etAalgust 2010.

RFC 6818, Updates to the Internet X.509 Public Key Infrastructure Certificate and
Certificate Revocation List (CRL) Profile, P. Yee. January 2013.

RFC6960, Request for Comments: 6960, X.509 Internet Public Key Infrastructure
Online Certificate Status ProtocoDCSP.S. Santessorget al.June 2013.

RFC6962, Request for Comments: 6962, Certificate TransparBndyaurie, et al
June 2013.

RFC7231, Request For Comments: 7231, Hypertext Transfer Protocol (HTTP/1.1):
Semantics and Content, R. Fieldiegal June 2014.

RFC7482, Request for Comments: 7482, Registration Data Access Protocol (RDAP)
Query FormatA. Newton, et alMarch 2015.

RFC7538, Request For Comments: 7538, The Hypertext Transfer Protocol Status Code
308 (Permanent Redirecl) Reschke. April 2015.

RFC 8398, Request for Comments: 8398, Internationalized Email Addresses in X.509
Certificates, MAY 2018. A. Melnikov, et al. May 2018.

RFC8499, Request for Comments: 8499, DNS TerminoBgioffman, et alanuary
2019.

RFC8659, Request for Comments: 8659, DNS Certification Authority Authorization
(CAA) Resource RecordP. HallamBaker,et al. November 2019.

RFC8738, Request for Comments: 8738, Automated Certificate Management
Environment (ACME) IP Identifier Validation Extension. R.B.Shoemaker, Ed.
February 2020.

RFC8954, Request for Comments: 8954, Online Certificate Status Protocol (OCSP)
Nonce Extension. M. Sahni, Ed. November 2020.

RFC 8499, Request for Comments: 8499, DNS Terminology. P. Hoffman, et al. January
2019.

RFC 9495, Request for Comments: 9495, Certification Authority Authorization (CAA)
Processing for Email Addresses, C. Bonnell, October.2023

RFC 9598, Request for Comments: 9598, Internationalized Email Addresses in X.509
Certificates, MAY 2018. A. Melnikov, et al. May 2024.

X.509, Recommendation ITU X.509 (82005 | ISO/IEC 95948:2005 (E),
Information technology Open Systems Interconnectiormhe Directory: Publikey
and attribute certificate frameworks.
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https://github.com/crocs-muni/roca
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0 0.4.02023.1%H ¥vd ~ Uy sogTSiENBIgKa1 G Ue
0 1.36.1.4.1.26513.1.6.2
1 Time-stamping for Code Signing
0 2.23.140.1.4.% ¥ ¢} 9 o ) GvUmA/B Kbeum Baseline Requirements
for Code Signing
0 1.36.1.4.1.26513.1.6.3
1 QCP-n (Advanced Electronic Signature)
0 0.4.0194112.1.6 " vd ~ U, s oGTSIENB{H9K412 G Us
o 1.3.6.1.4.1.26513.1.1.4.1
1 QCP-l (Advanced Electronic Seal)
0 0.4.01941121.4 * vd ~ U} s oGTSIENBAH9HMAa12 ( Us
o0 1.3.6.1.4.1.26513.1.13t.
1 QCP-l-psd2(Advanced Electronic Seal for PSD2)
0 0.4.0194112.1. " vd ~ U, s oGTSIENB{H9HK412 ( Ue
0 1.3.6.1.4.1.26513.1.15.
1 QCP-l-psd2qgscd(Qualified Electronic Seal for PSD2)
0 0.4.0194112.1.8 " vd ~ 0, s oGTSIENRB{H9K412 & Us
0 1.3.6.1.4.1.26513.1.16L.
1 QCP-n-gscd(Qualified Electronic Signature)
0 0.4.0194112.1.8 " vd ~ U, s oGTSIENB{H9K412 G Us
0 1.3.6.1.4.1.26513.1.14.
1 QCP-I-gscd(Qualified Electronic Seal)
0 0.4.0194112.18  xd ~ U, s oGTSIENBAH9HM4a12 G Us
0 1.3.6.1.4.1.26513.1.14.
1 QEVCP-w (Qualified Website Authentication Certificate for Legal Entity)
0 0.4.0194112.1.8 vd ~ U, s oGTSIENB{H9HM4a12 ( Ue
o 1.3.6.1.4.1.26513.115
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1 QNCP-w-OV (Qualified Website Authentication Certificate for Legal Entity)
0 0.4.0194112.185  xd ~ U, s oGTSIENBAH9HMAa12 ( Us
o 1.3.6.1.4.1.26513.117

1 QNCP-w-IV (Qualified Website Authentication Certificate for Natural Person)
0 0.4.0194112.1.8 " vd ~ U, s oGTSIENB{H9H412 0 Us
0 1.3.6.1.4.1.26513.118

1 QNCPRw-gen (Qualified Website Authentication Certificate for Legal Eptity
0 0.4.0194112.1.6 " vd ~ U, s oip BTHIBNBIS41%42 U
o 1.3.6.1.4.1.26513.1.1.1.9

1 QEVCP-w-psd2(Qualified Website Authentication Certificate for PSD2)
0 0.4.019495348 vd ~ Uy s ofTSITSAIBUEs ¢ U
o 1.3.6.1.4.1.26513.116

1 NCP (Normalized Certificate Policy)

0.4.020421.5% " vd ~ Uy} s oTSIENBAHMAt1G U

1.3.6.1.4.1.26513.12.2.1

1.3.6.1.4.1.26513.122.4

1.3.6.1.4.1.26513.122.5

1.3.6.1.4.1.26513.12.4.4

1.3.6.1.4.1.26513.124.5

1.3.6.1.4.1.26513.12.4.6

1.3.6.1.4.1.26513.12.3.1

1.3.6.1.4.1.26513.13.1.1

1.3.6.1.4.1.26513.132.1

1.3.6.1.4.1.26513.13.1.1

1.3.6.1.4.1.26513.13.2.1

1 NCP+ (Extended Normalized Certificate Policy)

0.4.0.20421.% " vd ~ Uy} s oTSIENBAKAt1 G U

1.3.6.1.4.1.26513.12.2.2

1.3.6.1.4.1.26513.12.3.2

1.3.6.1.4.1.26513.13.1.2

1.3.6.1.4.1.26513.13.2.2

1.3.6.1.4.1.26513.13.1.2

1.3.6.1.4.1.26513.13.2.2

1 LCP (Lightweight Certificate Policy)
0 0.4.02042.1.3 ¥vd ~ Uy s ogTSIENRBI9KE11 G U

1.3.6.1.4.1.26513.121.1

1.3.6.1.4.1.26513.12.1.2

1.3.6.1.4.1.26513.12.1.3

1.3.6.1.4.1.26513.124.1

1.3.6.1.4.1.26513.12.4.2

1.3.6.1.4.1.26513.12.4.3

1.3.6.1.4.1.26513.122.3

1.3.6.1.4.1.26513.143.3

1.3.6.1.4.1.26513.13.1.3

1.3.6.1.4.1.26513.13.2.3

1 DVCP (Domain Validated Certificate Policy)
0 0.4.020421.6)°  vd ~ U} o ofTSIENBA9MA11 G U
0 2.23.140.1.2.5 ° ¥ 4} s o ) (vUi@l/B Kbaum Baseline Requirements
o 1.3.6.1.4.1.26513.111

1 OVCP (Organizational Validation Certificate Policy)
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0 04.0204217% vd ~ Uy o ofTSIENBIIKA11G Ue
0 2.23.140.1.2.3 ° ¥ )} 9 o ) GvUmA/E Kbaum Baseline Requirements
o 1.3.6.1.4.1.26513.11.2
1 IVCP (Individual Validation Certificate Policy)
0 04.020421.8 vd ~ Uj o oBTSIENBIIHKA11G Ue
0 2.23.140.1.2.3 ~ ¥ d)} 9 o ) GvUmA/B Kbaum Baseline Requirements
o 13.6.1.4.1.26513.11.3
1 EVCP (Extended Validation Certificate Policy)
0 0.4.0204214 ¥vd ~ Uy s ogTSiENBI9HKa1 G U
0 2.231401.FH vd ~0; 809 § (B HeqrBdForum
o 1.3.6.1.4.1.26513.11.4
1 V¥ 6-BV Code Signing
0 2.23.140.1.4.% " ¥ 4} s o ) (vi@l/B Kbaum Baseline Requirements
for Code Signing syUs-BV Code Signingds 1 Us " e aqUsa Y
1.3.6.1.4.1.26513.13.1.1
1.3.6.1.4.1.26513.13.1.2
1.3.6.1.4.1.26513.13.2.1
1.3.6.1.4.1.26513.13.2.2
1 EV (Extended Validationfor Code Signing
0 2.23.1401.F ¥ dy 5o rliBIFdIEVGd 6 o aui ke =g
CA/B Forum
o 1.3.6.1.4.1.26513.13.3
1 OCSP Certificate
o 136.1.4.1.26513.1.7.
T A3 U 6 UY( Banbte@SODYI  (
o 1.36.1.4.1.26513.1.8.
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106) A) ANggRT U3 Uy pRP o HARI CA
=== BEGIN HARICA ROOT CA 2015 ===

Certificate:
Data:
Version: 3 (0x2)
Serial Number: 0 (0x0)
Signature Algorithm: sha256WithRSAEncryption
Issuer: C=GR, L=Athens, O=Hellenic Academic and Research Institutions Cert.
Authority, CN=Hellenic Academic and Research Institutions RootCA 2015
Validity
Not Before: Jul 7 10:11:21 2015 GMT
Not After : Jun 30 10:11:21 2040 GMT
Subject: C=GR, L=Athens, O=Hellenic Academic and Research Institutions Cert.
Authority, CN=Hellenic Academic and Research Institutions RootCA 2015
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

Public - Key: (4096 bit)

Modulus:
00:¢2:f8:a9:3f:1b:89:fc:3¢:3c:04:5d:3d:90:36:
b0:91:3a:79:3c:66:5a:ef:6d:39:01:49:1a:b4:b7:
cf:7f:4d:23:53:b7:90:00:3:13:2a:28:a6:31:f1:
91:00:e3:28:ec:ae:21:41:ce:1f:da:fd:7d:12:5b:
01:83:0f:b9:b0:5f:99:e1:f2:12:83:80:4d:06:3e:
df:ac:af:e7:a1:88:6b:31:af:f0:8b:d0:18:33:b8:
db:45:6a:34:f4:02:80:24:28:0a:02:15:95:5e:76:
2a:0d:99:3a:14:5b:f6:cb:ch:53:bc:13:4d:01:88:
37:94:25:1b:42:bc:22:d8:8e:a3:96:5e:3a:d9:32:
db:3e:e8:f0:10:65:ed:74:e1:2f:a7:7c:af:27:34:
bb:29:7d:9b:b6:cf:09:¢8:e5:d3:0a:fc:88:65:65:
74:0a:dc:73:1c:5¢:cd:40:b1:1c:d4:b6:84:8c:4c:
50:cf:68:8e:a8:59:ae:c2:27:4e:82:a2:35:dd:14:
f4:1f:ff:b2:77:d5:87:2f:aa:6e:7d:24:27:e7:c6:
ch:26:e6:e5:fe:67:07:63:d8:45:0d:dd:3a:59:65:
39:58:7a:92:99:72:3d:9¢:84:5e:88:21:b8:d5:f4:
2c:fc:d9:70:52:4f:78:b8:bd:3c:2b:8b:95:98:f5:
b3:d1:68:cf:20:14:7e:4c:5¢c:5f:e7:8b:e5:f5:35:
81:19:37:d7:11:08:b7:66:be:d3:4a:ce:83:57:00:
3a:c3:81:18:17:cb:92:36:5d:d1:a3:d8:75:1b:el:
8b:27:ea:7a:48:41:fd:45:19:06:ad:27:99:4e:cl:
70:47:dd:b5:9f:81:53:12:€5:b1:8¢:48:5d:31:43:
17:e3:8c:c6:7a:63:96:4b:29:30:4€:84:4€:62:19:
5e:3c:ce:97:90:a5:7f:01:eb:9d:e0:f8:8b:89:dd:
25:98:3d:92:b6:7e:ef:d9:f1:51:51:7d:2d:26:c8:
69:59:61:e0:ac:6a:b8:2a:36:11:04:7a:50:bd:32:
84:be:2f:dc:72:d5:d7:1d:16:47:€4:47:66:20:3f:
4:96:c5:af:8e:01:7a:a5:0f:7a:64:f5:0d:18:87:
d9:ae:88:d5:fa:84:¢c1:3a:c0:69:28:2d:f2:0d:68:
51:aa:e3:a5:77:c6:a4:90:0e:a1:37:8b:31:23:47:
€1:09:08:eb:6e:f7:78:9b:d7:82:fc:84:20:99:49:
19:b6:12:46:b1:fh:45:55:16:a9:a3:65:ac:9¢:07:
Of:ea:6b:dc:1f:2e:06:72:ec:86:88:12:e4:2d:db:
5f:05:2f:e4:f0:03:d3:26:33:€7:80:c2:cd:42:al:
17:34:0b

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Basic Constraints: critical
CA:TRUE
X509v3 Key Usage: critical
Certificate Sign, CRL Sign
X509v3 Subject Key Identifier:
71:15:67:C8:C8:C9:BD:75:5D:72:D0:38:18:6A:9D:F3:71:24:54:0B
Signature Algorithm: sha256WithRSAEncryption
75:bb:6d:54:4b:aa:10:58:46:34:f2:62:d7:16:36:5d:08:5e:
d5:6¢:¢c8:87:bd:b4:2e:46:f2:31:f8:7c:ea:42:b5:93:16:55:
dc:al:0c:12:a0:da:61:7e:0f:58:58:73:64:72:c7:€8:45:8e:
dc:a9:f2:26:3f:c6:79:8¢:b1:53:08:33:81:b0:56:13:be:e6:
51:5¢:d8:9b:0a:4f:4b:9¢:56:53:02:€9:4f:f6:0d:60:ea:4d:
42:55:e8:7¢:1b:21:21:d3:1b:3a:cc:77:f2:b8:90:f1:68:¢7:
f9:5a:fe:fa:2d:f4:bf:c9:f5:45:1b:ce:38:10:2a:37:8a:79:
a3:b4:e3:09:6¢:85:86:93:1f:89:96:27:78:81:8f:67:€3:46:
74:54:8e:d9:0d:69:e2:4a:f4:4d:74:03:ff:b2:77:ed:95:67:
97:e4:bl:c5:ab:bf:6a:23:€8:d4:94:€2:44:28:62:c4:4b:e2:
f0:d8:e2:29:6b:1a:70:7e:24:61:93:7b:4f:03:32:25:0d:45:
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24:2b:96:b4:46:6a:bf:4a:0b:f7:9a:8f:cl:ac:1a:c5:67:f3:
6f:34:d2:fa:73:63:8c:ef:16:b0:a8:a4:46:2a:f8:eb:12:ec:
72:b4:ef:f8:2b:7e:8c:52:¢c0:8b:84:54:19:2f:3e:e3:55:a8:
dc:66:b1:d9:e1:5f:d8:b3:8¢:59:34:59:a4:ab:4f:6¢:bb:1f:
18:db:75:ab:d8:ch:92:cd:94:38:61:0e:07:06:1f:4b:46:10:
f1:15:be:8d:85:5¢:3b:4a:2h:81:79:0f:b4:69:9f:49:50:97:
4d:7:0e:56:5d:c0:95:6a:¢2:36:¢3:1b:68:c9:f5:2a:dc:47:
9a:be:b2:ce:c5:25:e8:fa:03:b9:da:f9:16:6e:91:84:f5:1c:
28:¢8:fc:26:cc:d7:1¢:90:56:a7:5f:6f:3a:04:bc:cd:78:89:
0b:8e:0f:2f:a3:aa:4f:a2:1b:12:3d:16:08:40:0f:f1:46:4c:
d7:aa:7b:08:c1:0a:f5:6d:27:de:02:8f:ca:c3:b5:2b:ca:e9:
eb:c8:21:53:38:a5:cc:3b:d8:77:37:30:a2:4f:d9:6f:d1:f2:
40:ad:41:7a:17:¢5:d6:4a:35:89:b7:41:d5:7¢:86:7f:55:4d:
83:4a:a5:73:20:c0:3a:af:90:f1:9a:24:8e:d9:8e:71:ca:7b:
b8:86:da:b2:8f:99:3e:1d:13:0d:12:11:ee:d4:ab:f0:e9:15:
76:02:e4:e0:df:aa:20:1e:5b:61:85:64:40:29:90:97:0d:ad:
53:d2:5a:1d:87:6a:00:97:65:62:b4:be:6f:6a:a7:f5:2¢c:42:
ed:32:ad:b6:21:9e:be:bc

=== END HARICA ROOT CA 2015 ===

=== BEGIN HARICA ECC ROOT CA 2015 ===

Certificate:
Data:
Version: 3 (0x2)
Serial Number: 0 (0x0)
Signature Algorithm: ecdsa - with - SHA256
Issuer: C=GR, L=Athens, O=Hellenic Academic and Research Institutions Cert.
Authority, CN=Hellenic Academic and Research Institutions ECC RootCA 2015
Validity
Not Before: Jul 7 10:37:12 2015 GMT
Not After : Jun 30 10:37:12 2040 GMT
Subject: C=GR, L=Athens, O=Hellenic Academic and Research Institutions Cert.
Authority, CN=Hellenic Academic and Research Institutions ECC RootCA 2015
Subject Public Key Info:

Public Key Algorithm: id - ecPublickey
Public - Key: (384 bit)
pub:

04:92:a0:41:e8:4h:82:84:5¢:€2:f8:31:11:99:86:
64:4e:09:25:2f:9d:41:2f.0a:ae:35:4f:74:95:b2:
51:64:6b:8d:6b:e6:3f:70:95:f0:05:44:47:a6:72:
38:50:76:95:02:5a:8e:ae:28:9e:f9:2d:4e:99:ef:
2c:48:6f:4¢:25:29:€8:d1:71:5b:df:1d:c1:75:37:
b4:d7:fa:7b:7a:42:9c:6a:0a:56:5a:7¢:69:0b:aa:
80:09:24:6¢:7e:c1:46
ASNL1 OID: secp384r1
X509v3 extensions:
X509v3 Basic Constraints: critical
CA:TRUE
X509v3 Key Usage: critical
Certificate Sign, CRL Sign
X509v3 Subject Key Identifier:
B4:22:0B:82:99:24:01:0E:9C:BB:E4:0E:FD:BF:FB:97:20:93:99:2A
Signature Algorithm: ecdsa - with - SHA256
30:64:02:30:67:ce:16:62:38:a2:ac:62:45:a7:a9:95:24:c0:
1a:27:9¢:32:3b:c0:c0:d5:ba:a9:e7:f8:04:43:53:85:ee:52:
21:de:9d:f5:25:83:3e:9e:58:4b:2f:d7:67:13:0e:21:02:30:
05:e1:75:01:de:68:ed:2a:1f:4d:4¢:09:08:0d:ec:4b:ad:64:
17:28:e7:75:ce:45:65:72:21:17:ch:22:41:0e:8¢:13:98:38:
9a:54:6d:9b:ca:e2:7c:ea:02:58:22:91

=== END HARICA ECC ROOT CA 2015 ===

=== BEGIN HARICA Client ECC Root CA 2021 ===

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
31:68:d9:d8:e1:62:57:1e:d2:19:44:88:€6:10:7d:f0
Signature Algorithm: ecdsa - with - SHA384
Issuer: C = GR, O = Hellenic Academic and Research Institutions CA, CN = HARICA
Client ECC Root CA 2021
Validity
Not Before: Feb 19 11:03:34 2021 GMT
Not After : Feb 13 11:03:33 2045 GMT
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Subject: C = GR, O = Hellenic Academic and Research Institutions CA, CN = HARICA
Client ECC Root CA 2021
Subject Public Key Info:

Public Key Algorithm: id - ecPublickey
Public - Key: (384 bit)
pub:

04:07:18:ad:95:96:94:d0:5c:0f:82:f7:2a:40:fa:
02:¢9:¢9:3d:36:a6:a3:04:6a:c1:6d:95:01:88:60:
12:54:6¢:5c:a2:2b:6e:13:3a:88:95:0c:1¢:26:86:
36:4a:89:19:b7:18:de:3b:e8:a8:50:1f:ca:df:5b:
bf:49:80:15:db:e3:30:e1:1d:5a:c7:2a:8a:01:07:
fe:6d:2c:34:ef:28:28:97:bc:c1:f9:57:86:95:8b:
35:cf:9e:5a:d1:68:95
ASNL1 OID: secp384r1
NIST CURVE: P - 384
X509v3 extensions:
X509v3 Basic Constraints: critical
CA:TRUE
X509v3 Subject Key Identifier:
52:08:D2:BE:32:81:25:FD:F5:1A:97:EC:4E:5F:1A:BB:53:CD:90:AD
X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign
Signature Algorithm: ecdsa - with - SHA384
30:64:02:30:4¢:31:45:46:4f.a8:€6:be:c3:77:b2:1a:18:4b:
2d:88:7b:58:e6:ab:94:6b:44:03:b0:17:ff:df:82:73:44:51:
2c¢:fd:93:1d:06:7b:14:d2:89:ec:40:0c:ef:21:01:2e:02:30:
2f:c9:2e:5a:6¢:2¢:1d:d9:95:e0:9e:b0:b9:5¢:52:7¢:f6:18:
38:ca:2e:f1:d4:1d:f2:a2:49:a2:95:8:c1:58:5e:4f:fe:73:
Oa:ef:31:b0:ab:23:58:13:8c:8b:de:3b

=== END HARICA Client ECC Root CA 2021 ===

=== BEGIN HARICA Client RSA Root CA 2021 ===

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
55:52:18:1e:db:1b:24:2c:9e:bb:96:18:cd:02:28:3e
Signature Algorithm: sha256WithRSAEnNcryption
Issuer: C = GR, O = Hellenic Academic and Research Institutions CA, CN = HARICA
Client RSA Root CA 2021
Validity
Not Before: Feb 19 10:58:46 2021 GMT
Not After : Feb 13 10:58:45 2045 GMT
Subject: C =GR, O = Hellenic Academic and Research Institutions CA, CN = HARICA
Client RSA Root CA 2021
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

RSA Public - Key: (4096 bit)

Modulus:
00:81:db:57:42:90:2¢:74:35:14:f8:08:74:19:4d:
ab:09:5a:77:45:81:73:62:b0:35:9f:f8:d0:b7:33:
00:87:13:b6:96:ab:0e:54:12:30:07:bc:9b:b7:48:
d7:d1:19:83:ae:8e:d8:a9:f1:a9:00:84:b0:8c:5e:
9e:e8:0c:8f:54:69:bf:f6:d4:08:4f:26:70:fe:18:
41:63:1a:b3:32:8b:40:f8:07:ab:57:31:f0:c6:16:
76:67:9a:b4:dd:2f:f2:d1:6b:c5:d0:92:84:91:71:
6e:0f:2e:63:€9:1f:53:a4:dd:52:13:cc:09:83:29:
81:0c:c5:53:75:44:b1:0e:67:53:18:d0:c3:1f:88:
4b:9f:94:24:b4:29:bc:bb:e8:4e:fd:6f:d2:15:1d:
49:dc:8d:70:f2:11:1a:20:51:55:11:ba:88:6f:c4:
7:50:79:d6:aa:31:e2:84:3d:5e:32:¢8:77:2a:50:
71:e5:0b:2f:e9:b6:ea:ef:ab:0a:33:39:0e:fd:8f:
a5:67:43:82:8e:98:69:09:09:1b:40:cd:38:67:47:
ea:c9:ec:97:71:12:de:24:f5:72:3c:d1:f7:43:4c:
26:f7:90:b2:89:€9:45:4b:55:3d:31:05:7a:41:e2:
95:ba:43:¢0:17:¢5:b6:85:3d:19:8d:64:70:f3:5b:
ac:cd:9f:d3:29:75:87:4b:95:67:6a:a6:f8:d1:dd:
bc:90:86:89:43:29:49:37:5b:f5:5d:b0:26:5a:53:
42:76:90:2b:cf:9e:56:6¢:2b:54:cf:5¢:9a:65:df:
5b:8b:48:60:38:7c:fb:c5:0b:cf:76:04:63:02:33:
2a:7d:f5:83:67:e7:fa:c6:43:fd:2b:0f:d4:26:2f:
77:a4:32:c1:24:ea:64:9d:bf:b3:38:71:31:44:f2:
47:b8:a2:66:41:al:fb:9b:7b:bc:c7:46:6a:75:bf:
5a:a2:8c:e8:6a:44:¢1:h8:96:b5:¢0:32:08:2d:7b:
74:35:73:b2:ca:c6:fe:af:11:72:18:16:e7:c8:c2:
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cf:a5:2a:ea:7b:d6:59:€8:7c:a0:b2:6a:40:09:69:
Oe:a5:96:db:d1:00:b9:f1:88:6e:36:f0:88:b2:9d:
1:52:f2:¢3:7¢:bf:30:89:3c:0a:69:f9:22:a4:65:
e1:9b:e0:74:c6:b1:85:97:96:2c:ae:94:8f:50:a6:
39:12:1f:be:47:f2:81:78:d3:75:36:9e:7d:5a:20:
97:2:52:ae:99:9f:c6:7¢:9b:66:f3:fe:d8:cf.ee:
bd:97:06:1d:2d:85:dc:3e:36:53:96:7b:20:ba:e8:
c8:el:ad:96:62:3e:11:7¢:b3:00:84:9e:a7:4c:71:
ab:4a:37
Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Basic Constraints: critical
CA:TRUE
X509v3 Subject Key Identifier:
A0:D6:07:3D:5E:24:F7:7B:A0:44:2E:24:52:0D:19:AA:2B:04:91:A7
X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign
Signature Algorithm: sha256WithRSAEnNcryption
00d:47:f9:09:66:31:52:ec:79:ee:c2:a8:f2:68:3e:ed:96:45:
ch:3a:a6:98:63:3f:ea:2b:4d:4e:03:d0:1c:82:el:ch:d3:e5:
d6:ab:5b:67:28:bc:9d:fe:0c:99:0a:80:55:a7:ce:1b:23:61:
0d:b0:57:f0:fe:e0:ca:be:e6:90:db:83:2c:be:83:8e:f4:79:
b6:fe:d0:0d:42:a7:58:1f:69:ea:81:f5:05:a5:fe:46:68:eb:
6c:78:c9:e0:ea:e7:e6:de:31:c5:d2:d5:2¢:82:63:28:9d:5d:
a8:la:7e:88:e6:e7:2b:f1:2¢:d5:d0:05:9e:dc:2d:bd:37:66:
d4:04:a2:a7:ad:bf:3a:c2:a8:3b:ad:ff:8d:9d:33:e0:b9:9a:
84:a1:87:1:76:f4:82:74:d7:0e:f9:30:48:3e:5h:88:3e:aa:
5c:6b:d6:2f:0c:e8:8e:73:¢2:18:91:83:39:b6:66:5a:d0:1f:
60:27:5d:4d:e3:f6:3a:0d:66:50:9¢:78:7b:ab:f3:13:10:ae:
0f:2f:ab:e8:64:b3:18:20:9d:46:35:64:25:73:ea:9b:10:5c:
58:35:89:b1:46:48:a7:f4:ac:d4:1d:9e:5b:cc:a9:a5:1a:13:
4f:24:50:aa:d9:1b:6d:b1:40:fh:9d:dd:58:74:c4:c2:6f:14:
72:ec:db:35:9f:b8:54:75:45:c3:a6:c8:1a:28:35:3a:ae:65:
f2:a29:98:ce:af:5b:c9:38:8¢:31:3b:7f:cc:dc:96:fd:e2:5b:
d6:d0:59:f4:76:ba:0b:cb:4f:83:10:c7:40:d0:1d:60:€9:2a:
e5:48:58:77:0c:45:69:be:19:71:04:24:e2:e3:24:1f:4a:c8:
¢1:3e:99:f5:96:98:38:48:25:a1:15:b0:1b:d7:€2:84:18:5b:
6:71:35:9a:68:7b:40:cc:18:5¢:0c:24:9d:d4:95:f5:99:aa:
46:ea:ae:ac:bf:f4:14:19:24:e8:8c:ec:e3:f5:bc:06:68:8a:
2a:0c:05:5f:0a:97:75:a7:dc:7e:c0:fd:d7:7a:18:df:30:d1:
38:4b:1f:b0:98:70:bf:cc:7c:73:f0:6e:c4:31:a5:a4:97:1d:
ac:bf:ce:6c:21:4a:be:27:23:67:f3:06:56:81:0a:91:8e:b6:
€1:03:05:33:2c:da:34:08:4d:4e:50:23:ad:1f:a5:c5:d4:7a:
fe:ea:09:ec:a7:28:60:8b:46:7c:b5:ea:9b:dd:4f:f9:e7:6b:
15:¢6:88:cf:43:db:e5:27:dc:04:56:6e:6:46:15:f1:56:2d:
e8:5¢:0c:73:¢3:23:81:38:20:cb:c9:0c:69:cf:2c:ab:3b:84:
60:33:19:52:fd:69:14:33

=== END HARICA Client RSA Root CA 2021 ===

=== BEGIN HARICA Code Signing ECC Root CA 2021 ===

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
4c:8a:63:1d:a9:63:8f:05:a2:fb:76:14:ff:5b:a2:cd
Signature Algorithm: ecdsa - with - SHA384
Issuer: C = GR, O = Hellenic Academic and Research Institutions CA, CN = HARICA
Code Signing ECC Root CA 2021
Validity
Not Before: Feb 19 11:04:36 2021 GMT
Not After : Feb 13 11:04:35 2045 GMT
Subject: C = GR, O = Hellenic Academic and Research Institutions CA, CN = HARICA
Code Signing ECC Root CA 2021
Subject Public Key Info:

Public Key Algorithm: id - ecPublicKey
Public - Key: (384 bit)
pub:

04:43:9f:bc:5¢:42:6a:43:el:ac:4b:b8:0e:5f:80:
06:€3:05:77:8b:7f:0b:79:d7:61:a0:90:bf:f2:53:
28:a3:58:ba:94:c0:66:6a:1c:59:da:80:58:81:00:
4c:bc:c9:79:98:10:0c:c7:1d:0b:e3:93:dc:85:39:
68:d9:bf:a7:43:d2:31:cc:82:82:27:ba:88:d1:d2:
2d:56:37:7:3a:da:6e:39:dc:71:10:65:ee:38:0b:
87:7a:03:ba:30:5f:64
ASN1 OID: secp384r1
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NIST CURVE: P - 384
X509v3 extensions:
X509v3 Basic Constraints: critical
CA:TRUE
X509v3 Subject Key Identifier:
6A:71:C1:73:6A:93:42:A6:97:72:5E:BB:90:5F:82:92:0F:2B:D6:EB
X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign
Signature Algorithm: ecdsa - with - SHA384
30:64:02:30:1e:a5:d5:00:44:95:10:e4:67:7c:4e:85:5e:b9:
45:49:02:73:b0:b2:1c:b3:a7:22:d1:00:61:40:0f:b3:87:37:
16:8d:00:ed:b6:8b:55:25:06:94:90:dc:d7:e7:75:9f:02:30:
7f:74:6b:f1:4a:df:f0:f7:84:7b:f2:¢5:79:30:03:48:f2: 1e:
20:22:57:64:54:57:34:80:77:b7:3f:23:4f:b4:f5:80:98:c2:
c1:56:5bh:a0:e7:d6:a1:8f:f5:0c:6f:1d

=== END HARICA Code Signing ECC Root CA 2021 ===

=== BEGIN HARICA Code Signing RSA Root CA 2021 ===

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
15:c2:ae:2a:4d:99:9a:63:8¢:d3:ba:13:19:76:08:f5
Signature Algorithm: sha256WithRSAEnNcryption
Issuer: C = GR, O = Hellenic Academic and Research Institutions CA, CN = HARICA
Code Signing RSA Root CA 2021
Validity
Not Before: Feb 19 10:59:54 2021 GMT
Not After : Feb 13 10:59:53 2045 GMT
Subject: C = GR, O = Hellenic Academic and Research Institutions CA, CN = HARICA
Code Signing RSA Root CA 2021
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

RSA Public - Key: (4096 bit)

Modulus:
00:8a:6a:ee:aa:0a:23:55:0c:8b:06:42:€3:95:5b:
54:78:5f:c5:8e:06:2c:7c:3c:31:be:af:0d:a9:al:
ec:4a:20:58:05:9d:e2:68:b2:bb:eb:5f:7f:2a:33:
b9:f2:55:9c¢:6f:aa:a4:1e:ed:10:be:83:29:11:36:
€6:9e:3f:fa:6d:7b:51:e1:d5:77:a5:bd:ch:69:0e:
3b:22:20:94:0c:31:65:40:0d:09:af:10:35:7a:9b:
ea:79:08:44:a4:8b:67:a9:2b:4d:cl:e7:d0:d7:a7:
6:b5:3a:8d:d9:a3:a9:79:b8:a4:65:5c:bc:f3:3e:
7:9f:99:f6:b8:¢3:65:68:2d:ab:83:2e:dd:85:99:
04:a9:f5:d1:5¢:d5:51:42:01:b9:9f:41:b5:4b:22:
b2:00:f4:ch:67:10:ef:69:c4:10:ad:fa:94:06:76:
50:12:57:82:ae:c5:14:ad:3c:7d:bb:9d:f1:73:e1:
7c:f0:ae:71:de:5b:f7:12:dd:f7:80:f1:dc:3e:fl:
60:ba:c9:19:97:6f:75:74:85:4c:fd:39:43:¢c3:64:
6e:34:ac:13:¢c1:1¢:65:h6:52:42:f1:46:eb:2f:fa:
5d:a6:cf:0e:49:9d:f7:74:7¢:78:0d:06:3a:2c:12:
fb:e2:4b:26:e4:6f:8b:21:81:33:42:39:13:e8:42:
ab:5b:55:d4:1b:bb:37:b6:12:91:f7:3:7d:bc:d2:
ff.ec:bl:c3:d5:a0:cc:b2:2b:c7:8f:5d: 7e:4c:52:
42:48:fb:8f:fd:5a:90:73:10:d5:a9:72:54:8d:49:
db:38:52:aa:46:48:0e:2f:fa:00:2c:cc:73:0c:36:
4b:24:ce:13:6c:a6:a4:a4:a3:d6:7¢:9b:€9:38:0b:
€6:24:db:4d:ac:67:21:49:5b:41:37:64:€6:60:6b:
1f:ed:2a:2f:60:19:30:1e:d8:3¢:9c:19:43:87:df:
c0:0a:f4:e4:ca:60:88:7a:d6:a3:b9:e4:25:2e:79:
e2:fe:cl:ch:3c:b7:f7:cf:4e:58:4c:fb:c3:ad:ab:
7d:aa:ca:88:fb:0e:38:0d:1f:9e:5¢:39:eb:b8:07:
c4:50:22:4d:8:85:7f:6e:ec:8c:fa:b6:71:4d:de:
7d:96:69:c4:dd:3e:1e:de:26:90:0a:2c:4d:15:95:
a9:a2:3e:dc:3d:0e:77:7c:8d:41:28:4:b8:83:51:
be:3e:b7:8f:90:3a:70:31:89:5a:fa:93:53:fc:60:
€9:8d:75:90:ee:5a:2f:1d:84:9f:00:a9:€6:¢3:86:
23:a2:1e:dd:12:e3:a1:46:60:1b:67:bf:50:15:22:
92:7c:4a:b4:8c:8f:6e:9¢:95:c2:2c:dc:3b:3a:20:
b6:bc:8b

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Basic Constraints: critical

CA:TRUE

X509v3 Subject Key Identifier:
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B4:64:16:48:E8:FC:5A:4B:33:29:89:EB:99:40:B9:20:B4:F6:61:1A
X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign
Signature Algorithm: sha256WithRSAEncryption

2b:ac:59:8b:e6:39:44:dc:fb:ad:4a:88:e0:64:ff:ab:c3:f2:
d2:ce:70:2f:03:e5:6f:b2:c4:f5:36:d6:53:6b:87:ab:1d:8b:
99:07:¢8:30:8e:47:72:fd:a1:b8:75:d6:17:a1:16:bd:64:73:
91:30:57:ad:7d:fd:05:40:86:93:d1:49:96:b2:0b:d4:7c:64:
13:8b:d3:21:49:38:bb:fh:e8:cc:3e:31:fl:ae:7b:4c:2a:df:
82:06:a3:8e:05:84:9¢:7:70:ce:c0:bb:45:17:df:5d:65:0c:
e4:50:48:07:44:8b:a4:2f:56:da:c6:7a:f6:60:8d:a4:38:f1:
9d:87:16:30:b2:f0:5f:7a:42:55:20:71:cf:cc:ee:00:b1:12:
47:bf:42:b9:e4:b3:b5:1d:19:84:b9:98:6d:€0:69:b4:15:41:
b5:e2:50:48:¢c7:1f:ea:9a:b7:79:91:dd:d5:d5:53:19:fc:ae:
18:6¢:69:db:ad:59:28:9b:64:98:a7:3c:c7:55:8e:d1:30:00:
cf:d4:32:9e:62:b1:c3:2a:ee:35:22:¢6:bb:f0:7¢:bb:83:b8:
00:89:f5:dc:1a:97:d9:38:9a:29:53:61:19:a6:a7:f4:3b:47:
fd:dd:67:95:0f:8e:a4:66:2¢:82:9a:b7:2d:71:e6:df:ae:f8:
8:68:c1:bb:0f:ea:50:a0:45:97:b7:1a:95:12:6f:c8:b3:b6:
05:68:da:6a:1e:0e:35:85:84:ac:74:0c:8a:b4:f4:75:9f:22:
af:b0:54:bb:b6:9e:22:f9:d9:eb:d5:8a:0d:c7:dc:f8:98:31:
5f:9e:fa:c6:97:f4:41:10:75:d3:81:b6:31:5f:7a:dd:88:85:
08:af:70:47:02:37:7b:e2:4a:ec:5d:f2:dd:29:12:44:c8:8a:
aa:dd:d2:55:78:17:75:af:71:69:0d:77:70:4a:b0:1f: 7f:42:
db:c7:71:dc:58:d6:18:bd:50:¢5:b9:72:04:c7:67:7b:7¢:53:
60:ca:49:18:15:bc:40:73:ae:2b:a8:2b:ac:6f:11:44:39:ec:
82:48:7e:11:ca:fh:d6:3f:b6:c0:b9:b8:06:93:75:bd:93:27:
77:17:0d:5c:a5:9e:ea:c1:5b:00:2d:0c:a8:35:60:¢c7:€2:6f:
35:1b:3d:76:b5:e7:ad:dd:74:23:41:86:b2:47:ef:c8:2f:d0:
85:7¢:39:96:37:a1:2b:29:02:bd:3e:87:cf:a8:f6:1d:75:32:
cf:38:€3:73:bl:ee:10:81:b5:2a:h1:88:06:51:1e:5a:3a:48:
51:3:36:59:62:d:42:66:59:50:b7:58:be:f5:76:40:9a:12:
16:e6:0e:aa:d7:6¢:a0:d5

=== END HARICA Code Signing RSA Root CA 2021 ===

=== BEGIN HARICA Qualified ECC Root CA 2021 ===
Certificate:
Data:
Version: 3 (0x2)
Serial Number:
11:2¢:97:28:ef:e7:89:f2:ff:7e:17:6d:c9:62:21:6e
Signature Algorithm: ecdsa - with - SHA384
Issuer: C = GR, O = Greek Universities Network (GUnet), organizationldentifier
= VATGR- 099028220, OU = Hellenic Academic and Research Institutions CA, CN = HARICA
Qualified ECC Root CA 2021
Validity
Not Before: Feb 19 11:02:27 2021 GMT
Not After : Feb 13 11:02:26 2045 GMT
Subject: C = GR, O = Greek Universities Network (GUnet), organizationldentifier
= VATGR- 099028220, OU = Hellenic Academic and Research Institutions CA, CN = HARICA
Qualified ECC Root CA 2021
Subject Public Key Info:

Public Key Algorithm: id - ecPublickey
Public - Key: (384 bit)
pub:

04:d1:f2:a6:d5:01:15:a0:9b:3f:16:a5:57:49:28:
d5:b5:fe:c7:07:49:5a:d8:d2:f4:d3:f1:01:89:6¢:
7f:9d:ee:bc:63:6¢:f0:5f:3d:8a:49:a5:b1:98:51:
38:24:56:ec:37:5b:f2:d5:87:96:47:46:c6:7a:fb:
dd:95:7b:5d:0d:a7:fd:al1:28:48:d9:01:bf:1e:4a:
91:29:2c:a0:b7:f8:09:42:¢5:13:96:80:fd:28:36:
4c:11:09:¢3:26:cb:f8
ASNL1 OID: secp384r1
NIST CURVE: P - 384
X509v3 extensions:
X509v3 Basic Constraints: critical
CA:TRUE
X509v3 Subject Key Identifier:
1F:35:FA:66:C3:B4:D0:9A:4A:24:82:7F:9B:28:8D:DA:9B:EE:E1:A6
X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign
Signature Algorithm: ecdsa - with - SHA384
30:64:02:30:1d:49:12:7f:25:7¢:6b:15:27:bb:b3:0a:f3:43:
61:2d:65:b7:cf:24:d1:14:e5:1c:f6:aa:16:f7:20:91:ab:be:
81:62:77:6e:5a:e5:be:31:43:8b:5d:65:13:bb:36:9b:02:30:
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0c:9e:b2:39:7d:30:c1:a7:31:6¢:13:df:38:6a:51:85:¢8:3f:
d1:3a:30:c0:15:a4:02:3a:21:58:13:2d:db:67:a1:0f:7a:dd:
32:86:53:43:0a:93:e7:c1:6f:95:2e:05

=== END HARICA Qualified ECC Root CA 2021 ===

=== BEGIN HARICA Qualified RSA Root CA 2021 ===

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
32:be:30:39:72:57:46:d9:23:89:91:¢2:36:7a:80:47
Signature Algorithm: sha256WithRSAEnNcryption
Issuer: C = GR, O = Greek Universities Network (GUnet), organizationldentifier
= VATGR- 099028220, OU = Hellenic Academic and Research Institutions CA, CN = HARICA
Qualified RSA Root CA 2021
Validity
Not Before: Feb 19 10:57:38 2021 GMT
Not After : Feb 13 10:57:37 2045 GMT
Subject: C = GR, O = Greek Universities Network (GUnet), organizationldentifier
= VATGR- 099028220, OU = Hellenic Academic and Research Institutions CA, CN = HARICA
Qualified RSA Root CA 2021
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

RSA Public - Key: (4096 bit)

Modulus:
00:8f:44:67:d7:b6:ff:51:35:d2:18:32:6b:3b:ae:
d4:0a:4c:3e:a3:d0:60:71:ab:53:b6:dd:b5:91:2d:
18:€9:65:6d:82:6e:1f:9b:ff:d5:58:2f:e7:0c:50:
b2:b4:dc:56:10:44:a9:6f:d1:45:28:75:13:6d:99:
94:77:€4:45:61:54:b1:f3:bb:c4:e6:7f:fb:fb:ee:
7c:c5:a8:f9:f8:25:1b:02:7d:2a:55:91:39:a6:18:
b2:ea:fe:53:a4:70:ea:1d:f4:8b:08:73:a6:b9:a6:
7c:6b:42:50:18:95:45:ee:d5:94:06:3e:81:2b:df:
6f:ed:ee:8a:5c:74:59:cc:a0:b3:67:1e:56:7e:7b:
09:3e:ee:5b:d2:d3:89:57:52:40:5a:18:99:22:8b:
68:c3:c5:34:74:b8:2c:ac:69:7e:7e:3b:85:a9:29:
3e:dd:b9:0b:1c:7¢:b8:88:f6:85:03:8f:64:80:ef:
50:ac:af:5a:90:06:18:54:cf:61:0b:5a:ea:0e:40:
78:75:68:48:0a:1d:35:2e:78:f0:32:16:26:cf: 1b:
5b:aa:49:2d:c0:39:ac:e6:5f:79:46:bd:36:94:9f:
18:52:74:f4:4c:9a:a6:ab:6a:4f:47:bb:a3:06:3d:
48:5d:95:€9:60:4e:2a:88:ac:9d:c0:75:9e:86:b9:
1f:e6:b0:3e:cf:cd:02:65:a5:b3:bf:a8:73:24:b2:
24:be:67:4e:04:6e:28:e5:df:f1:d4:bb:19:83:ed:
8f:ee:ba:b2:57:d2:0c:f6:04:€5:90:7f:09:5c:1d:
09:4d:31:a0:f9:1:45:¢2:08:77:ab:94:56:31:90:
ae:79:91:1f:c8:b6:75:57:60:0b:f3:05:36:9c:2d:
52:52:b1:f3:€6:f6:d0:10:4e:2d:89:d1:e0:a8:41:
6f:c9:48:a2:0f:c7:c0:36:13:1f:6a:0d:51:cf:d9:
3c:08:eb:dd:0a:08:4e:ch:37:11:5d:38:84:ce:6e:
db:3e:a3:86:48:96:de:a5:04:ad:37:58:€0:68:48:
12:d4:7a:bc:26:6d:0c:5¢:be:a9:6d:7a:0c:2b:31:
2b:09:ec:48:ed:4f:b0:a9:be:e3:54:ef:a0:8e:61:
09:4a:0a:c1:d7:6c:de:bd:70:ff:07:ed:c1:cb:08:
e0:ff:e0:02:bc:97:87:e7:cd:34:2b:02:5a:ac:f2:
b7:b1:0b:cf:1b:e7:15:ee:2e:be:6b:9e:c4:b0:c3:
€0:89:d6:81:a8:ae:89:a8:00:30:¢7:33:6€:65:2d:
02:4e:18:0d:41:c4:ac:9f:7a:d1:45:bb:bc:c1:0b:
e3:a3:af:e5:d3:62:5c:f0:75:95:¢0:66:b3:70:22:
81:2f:13

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Basic Constraints: critical
CA:TRUE
X509v3 Subject Key Identifier:
FC:24:46:39:57:2F:29:BE:48:EB:15:0D:76:FF:17:BF:DB:1C:9E:D7
X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign
Signature Algorithm: sha256WithRSAEncryption
6e:e1:65:b3:6¢:1e:c3:9¢:50:1a:ff:0d:1c:b7:92:06:7¢:58:
0Oe:7b:0f:bc:53:56:6d:0e:84:01:cf:4f:03:61:¢c6:5b:b3:9b:
dl:ee:06:€7:49:5c:d8:ad:f5:ec:38:40:el:ef:b9:da:40:8c:
fd:d6:db:70:54:¢5:55:dd:1d:9e:2e:17:6e:1e:b0:09:ab:26:
29:21:34:30:a4:3b:99:87:26:92:7e:18:f8:44:45:02:6:96:
a4:09:60:2d:69:df:6e:bc:46:45:a4:29:00:73:83:13:bd:45:
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€6:62:e0:a7:be:d0:1a:8f:0f:56:0f:da:35:fb:f9:f5:ef:6e:
41:d5:a3:b4:10:e1:0c:2d:ch:03:3a:e7:75:1e:a5:e0:2b:dc:
6a:84:a7:cd:33:65:70:89:6f:b3:93:h8:98:40:0c:35:fd:e0:
97:3a:6a:7f:90:a4:47:f5:7a:c6:45:22:2f:f9:48:63:61:06:
fe:7e:cf:7f:de:5b:a5:e7:a1:5b:19:40:3b:cd:cf:b2:e6:b8:
ef:52:be:6e:16:3f:7a:e8:75:a1:3b:e0:01:be:d0:10:0a:62:
c1:db:80:af:7f:f6:13:09:7d:2¢:3d:45:53:71:94:f4:dc:99:
34:8f:75:79:9b:72:d9:¢c0:91:5a:70:4b:21:55:01:d1:26:82:
86:ff:c1:90:cb:7f:48:9a:b7:78:da:7d:93:e4:d1:72:b8:62:
6b:25:09:d0:dc:61:60:85:98:85:14:0b:e7:18:€4:70:29:b8:
7b:36:6¢:8f:73:ed:20:79:fc:bb:9d:12:b6:a2:€6:17:01:9e:
77:6a:0e:2a:ad:a4:04:d7:d5:19:9¢:68:92:06:80:6d:b1:6c:
e5:03:e0:73:f4:64:b6:4a:b2:80:ad:0f:21:00:44:0c:8b:b2:
80:25:36:11:bf:e2:d0:1d:13:af:ac:b4:6b:79:d6:41:42:09:
db:39:8c:1f:ab:21:f7:9a:90:7a:ba:49:cd:0c:e0:42:2d:c4:
c2:ae:db:20:9b:8d:94:2b:ed:c8:0b:e6:f6:9a:14:1f:ea:0a:
8d:55:65:74:58:0b:02:d2:cc:7e:60:1¢:49:bd:25:58:9e:ec:
4b:b2:ac:92:12:25:2¢:91:78:1a:50:70:ff:0b:ec:10:76:6d:
76:2f:73:2a:19:32:49:5b:9d:2b:ba:a6:50:62:2f:a7:0e:19:
73:39:74:5e:b1:45:7d:14:2d:ee:cf:bd:b8:4b:22:6f:6a:81:
fb:ac:64:0a:15:a4:d4:¢c2:03:2e:b0:ac:fc:bf:3e:a4:63:2f:
2e:f4:c6:f6:e6:36:ad:e7:7b:fb:ef:2c:1f:f0:10:¢5:8d:c5:
c4:41:ce:e0:92:2a:2d:9e

=== END HARICA Qualified RSA Root CA 2021 ===

= BEGIN HARICA TLS ECC Root CA 2021 ===

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
67:74:9d:8d:77:d8:3b:6a:db:22:f4:ff:59:e2:bf:ce
Signature Algorithm: ecdsa - with - SHA384
Issuer: C = GR, O = Hellenic Academic and Research Institutions CA, CN = HARICA
TLS ECC Root CA 2021
Validity
Not Before: Feb 19 11:01:10 2021 GMT
Not After : Feb 13 11:01:09 2045 GMT
Subject: C = GR, O = Hellenic Academic and Research Institutions CA, CN = HARICA
TLS ECC Root CA 2021
Subject Public Key Info:

Public Key Algorithm: id - ecPublickey
Public - Key: (384 bit)
pub:

04:38:08:fe:b1:a0:96:d2:7a:ac:af:49:3a:d0:c0:
€0:c3:3b:28:aa:f1:72:6d:65:00:47:88:84:fc:9a:
26:6b:aa:4b:ba:6¢:04:0a:88:5e:17:f2:55:87:fc:
30:b0:34:€2:34:58:57:1a:84:53:€9:30:d9:a9:f2:
96:74:¢3:51:1f:58:49:31:cc:98:4€:60:11:87:75:
d3:72:94:90:4f:9b:10:25:2a:a8:78:2d:be:90:41:
58:90:15:72:a7:al1:b7
ASN1 OID: secp384rl1
NIST CURVE: P - 384
X509v3 extensions:
X509v3 Basic Constraints: critical
CA:TRUE
X509v3 Subject Key Identifier:
C9:1B:53:81:12:FE:04:D5:16:D1:AA:BC:9A:6F:B7:A0:95:19:6E:CA
X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign
Signature Algorithm: ecdsa - with - SHA384
30:64:02:30:11:de:ae:f8:dc:4e:88:h0:a9:f0:22:ad:c2:51:
40:ef:60:71:2d:ee:8f:02:c4:5d:03:70:49:a4:92:ea:c5:14:
88:70:a6:d3:0d:b0:aa:ca:2c:40:9c:fb:e9:82:6e:9a:02:30:
2b:47:9a:07:¢6:d1:c2:81:7c:ca:0b:96:18:41:1b:a3:f4:30:
09:9e:b5:23:28:0d:9f:14:b6:3c:53:a2:4¢:06:69:7d:fa:6¢:
91:c6:2a:49:45:e6:ec:b7:13:e1:3a:6¢

=== END HARICA TLS ECC Root CA 2021 ===

=== BEGIN HARICA TLS RSA Root CA 2021 ===
Certificate:
Data:
Version: 3 (0x2)
Serial Number:
39:ca:93:1c:ef:43:f3:c6:8e:93:¢c7:f4:64:89:38:7e
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Signature Algorithm: sha256WithRSAEnNcryption
Issuer: C = GR, O = Hellenic Academic and Research Institutions CA, CN = HARICA

TLS RSA Root CA 2021
Validity
Not Before: Feb 19 10:55:38 2021 GMT
Not After : Feb 13 10:55:37 2045 GMT

Subject: C = GR, O = Hellenic Academic and Research Institutions CA, CN = HARICA

TLS RSA Root CA 2021
Subject Public Key Info:
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Public Key Algorithm: rsaEncryption
RSA Public - Key: (4096 bit)
Modulus:
00:8b:c2:e7:af:65:9b:05:67:96:¢9:0d:24:b9:d0:
Oe:64:fc:ce:e2:24:18:2¢:84:7f:77:51:cb:04:11:

36:b8:5e:ed:69:71:a7:9e:€4:25:09:97:67:c1:47:

c2:cf:91:16:36:62:3d:38:04:e1:51:82:ff:ac:d2:
b4:69:dd:2e:ec:11:a3:45:ee:6b:6b:3b:4c:bf:8c:
8d:a4:1e:9d:11:b9:€9:38:f9:7a:0e:0c:98:€2:23:
1d:d1:4e:63:d4:e7:b8:41:44:fh:6b:af:6b:da:1f:

d3:c5:91:88:5b:a4:89:92:d1:81:€6:8¢:39:58:a0:

d6:69:43:a9:ad:98:52:58:6e:db:0a:fh:6b:cf:68:
fa:e3:a4:5e:3a:45:73:98:07:ea:5f:02:72:de:0c:
a5:b3:9f:ae:a9:1d:b7:1d:b3:fc:8a:59:e7:6€:72:
65:ad:f5:30:94:23:07:f3:82:16:4b:35:98:9¢:53:
bb:2f:ca:e4:5a:d9:¢7:8d:1d:fc:98:99:fh:2c:a4:
82:6b:f0:2a:1f:8e:0b:5f:71:5¢:5c:ae:42:7b:29:

89:81:¢ch:03:a3:99:ca:88:9e:0b:40:09:41:33:db:

€6:58:7a:fd:ae:99:70:¢c0:5a:0f:d6:13:86:71:2f:
76:69:fc:90:dd:db:2d:6e:d1:f2:9b:f5:1a:6b:9e:
6f:15:8c:7a:f0:4b:28:a0:22:38:80:24:6¢:36:a4:
3b:f2:30:91:3:78:13:cf:c1:3f:35:ab:f1:1d:11:

23:b5:43:22:9€:01:92:b7:18:02:€5:11:d1:82:db:

15:00:cc:61:37:cl:2a:7c:9a:el:d0:ba:b3:50:46:
ee:82:ac:9d:31:8:fh:23:22:03:00:48:70:a3:09:
26:79:15:53:60:f3:38:5c:ad:38:ea:81:00:63:14:
b9:33:5e:dd:0b:db:a0:45:07:1a:33:09:18:4d:b4:
a7:02:a6:69:f4:c2:59:05:88:65:85:56:ae:4b:cb:
e0:de:3c:7d:2d:1a:c8:e9:fh:1f:a3:61:4a:d6:2a:
13:ad:77:4c:1a:18:9b:91:0f:58:d8:06:54:¢5:97:
f8:aa:3f:20:8a:a6:85:a6:77:f6:a6:fc:1c:e2:ee:
6e:94:33:2a:83:50:84:0a:e5:4f:86:f8:50:45:78:
00:81:eb:5b:68:€3:26:8d:cc:7h:5¢:51:f4:14:2c:
40:be:1a:60:1d:7a:72:61:1d:1f:63:2d:88:aa:ce:
a2:45:90:08:fc:6b:be:b3:50:2a:5a:fd:a8:48:18:
46:d6:90:40:92:90:0a:84:5e:68:31:f8:eb:ed:0d:

d3:1d:c6:7d:99:18:55:56:27:65:2e:8d:45:¢5:24:

ec:ce:e3
Exponent: 65537 (0x10001)

X509v3 extensions:

X509v3 Basic Constraints: critical
CA:TRUE
X509v3 Subject Key Identifier:

0A:48:23:A6:60:A4:92:0A:33:EA:93:5B:C5:57:EA:25:4D:BD:12:EE

X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign

Signature Algorithm: sha256WithRSAENcryption

3e:90:48:aa:6e:62:15:25:66:7b:0c:d5:8¢:8b:89:9d:d7:ed:

4e:07:ef:9¢:d0:14:5f:5e:50:bd:68:96:90:a4:14:11:aa:68:
6d:09:35:39:40:09:da:f4:09:2¢:34:a5:7b:59:84:49:29:97:
74:¢8:07:1e:47:6d:f2:ce:1¢:50:26:€3:9e:3d:40:53:3f:f7:
7f:96:76:10:¢5:46:a5:d0:20:4b:50:f4:35:3b:18:f4:55:6a:
41:1b:47:06:68:3c:bb:09:08:62:d9:5f:55:42:aa:ac:53:85:
ac:95:56:36:56:ab:e4:05:8c:c5:a8:da:1f:a3:69:bd:53:0f:
c4:ff.dc:ca:e3:7e:f2:4¢:88:86:47:46:1a:f3:00:f5:80:91:
a2:dc:43:42:94:9b:20:f0:d1:cd:b2:eb:2c:53:c2:53:78:4a:
4£:04:94:41:9a:8f:27:32:¢c1:€5:49:19:bf:f1:f2:c2:8b:a8:
0a:39:31:28:b4:7d:62:36:2c:4d:ec:1f:33:h6:7e:77:6d:7e:
50:f0:9f:0e:d7:11:8f:cf:18:c5:e3:27:fe:26:ef:05:9d:cf:
cf:37:¢5:d0:7b:da:3b:b0:16:84:0c:3a:93:d6:be:17:db:0f:
3e:0e:19:78:09:¢7:a9:02:72:22:4b:f7:37:76:ba:75:c4:85:

03:5a:63:d5:b1:75:05:¢2:b9:bd:94:ad:8¢:15:99:a7:93:7d:

6:¢5:f3:aa:74:cf:04:85:94:98:00:f4:e2:f9:ca:24:65:bf:
e0:62:af:c8:c5:fa:b2:c9:9e:56:48:da:79:fd:96:76:15:be:
a3:8e:56:c4:b3:34:fc:be:47:f4:c1:b4:a8:fc:d5:30:88:68:
ee:ch:ae:c9:63:c4:76:be:ac:38:18:el:5e:5c:cf:ae:3a:22:
51:eb:d1:8b:b3:f3:2b:33:07:54:87:fa:b4:b2:13:7b:ba:53:
04:62:01:9d:f1:c0:4f:ee:el1:3a:d4:8b:20:10:fa:02:57:e6:
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ef:c1:0b:b7:90:46:9¢:19:29:8c:dc:6f:a0:4a:69:69:94:b7:
24:65:a0:ff:ac:3f:ce:01:fb:21:2e:fd:68:f8:9b:f2:a5:cf:
31:38:5c:15:aa:€6:97:00:c1:df:5a:a5:a7:39:aa:€9:84:7f:
3c:51:a8:3a:d9:94:5b:8c:bf:4f:08:71:e5:db:a8:5c:d4:d2:
a6:fe:00:a3:¢6:16:c7:0f:e8:80:ce:1c:28:64:74:19:08:d3:
42:e3:ce:00:5d:7f:b1:dc:13:b0:e1:05:ch:d1:20:aa:86:74:
9e:39:e7:91:fd:ff:5b:d6:f7:ad:a6:2f:03:0b:6d:€3:57:54:
eb:76:53:18:8d:11:98:ba

=== END HARICA TLS RSA Root CA 2021 ===
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